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Abstract

This work investigates why much of the mobile software available today largely fails to fulfil earlier
ubicomp visions of over a decade ago. Despite the fact that modern hardware is more than capable of
delivering the systems detailed in early ubicomp visions, modern mobile software is found to be
generally static and inflexible, rather than adaptive and context-aware as ubicomp had expected. As a

result, this work attempts to answer two research questions:

RQI How can mobile developers design and develop more flexible and context-aware

mobile systems?

RQ2 Are there software components lacking in the mobile field, hindering the

development of flexible, context-aware mobile systems?

Through a thorough review of existing literature, and extensive study of two large ubicomp systems,
problems are identified with current mobile design practices, infrastructures and a lack of required

software. From these problems, a set of guidelines for the design of mobile, peer-to-peer, context-
aware systems are derived.

Four key items of software infrastructure that are desirable but currently unavailable for mobile
systems are identified. Each of these items of software are subsequently implemented, and the thesis

describes each one, and at least one system in which each was used and trialled. These four items of
mobile software infrastructure are:

An 802.11 wireless driver that is capable of automatically switching between ad hoc and infrastructure

networks when appropriate, combined with a peer discovery mechanism that can be used to identify
peers and the services running and available on them.

A hybrid positioning system that combines GPS, 802.11 and GSM positioning techniques to deliver

location information that is almost constantly available, and can collect further 802.11 and GSM node
samples during normal use of the system.

A distributed recommendation system that, in addition to providing standard recommendations, can
determine the relevance of data stored on the mobile device. This information is used by the same
system to prioritise data when exchanging information with peers and to determine data that may be

culled when the system is low on storage space without greatly affecting overall system performance.

An infrastructure for creating highly adaptive, context-aware mobile applications. The Domino

infrastructure allows software functionality to be recommended, exchanged between peers, installed,
and executed, at runtime.
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Chapter 1: Introduction

1 INTRODUCTION

Throughout the last decade, mobile and embedded digital devices have begun to proliferate among
average users, becoming part of their everyday lives. While less than a decade ago it was uncommon
for the average person to carry any digital device with them-—other than perhaps a watch—today it is
not at all surprising to find people carrying digital cameras, music players and PDAs. Not only are
these items becoming far more common, many in the western world view them as necessities and
would not travel without their digital devices. A modern mobile phone typically has significantly more

processing power than the average desktop machine of less than a decade ago whilst many of today’s

PDAs are more powerful than the desktop systems of less than five years ago.

Just as the devices we carry have vastly improved and multiplied, the digital infrastructure that
surrounds us has grown exponentially. At any location in a high street of modern city it is common for
twenty to thirty digital devices to be in range—many capable of transmitting and receiving data to

other devices. These may be others digital devices carried on their person, 802.11 access points, GSM
cell towers or Bluetooth beacons.

Along with the spread of mobile and embedded devices have come vast improvements in the methods
through which such devices communicate. Wireless 802.11 has experienced an almost unbelievable
Jjump in speed, and the current version is over 100 times faster than the original 1997 version while the
impending 802.11n, already available in draft versions, is planned to be over 500 times faster.
Bluetooth is now available on nearly every mobile phone and PDA; embedded in everything from

standard desktop computers to in-ear headphones, it can provide a relatively low power communication
solution to body or room sized environments.

Mobile and embedded devices are continually using their communication devices to scan the area—
they are capable of detecting and communicating with the multitude of different device types that
surround them. They are often synchronised with an owner’s email, files and schedule and, through

GPS, wireless or cell positioning techniques, can be aware of their location as they are carried
throughout the day.

The modern mobile device—be it a powerful phone or a PDA—is in a unique and novel position. It is
capable of sensing more of its surroundings than any other type of computer has previously been,
loaded with its owner’s schedule, email and files, it is able to detect, and more importantly,
communicate with the other devices it passes, and it is able to find its own position in the world. With
this wealth of contextual information about itself, its owner and its surroundings, the modern mobile

device might have brought about a vast change in the manner in which we interact with technology in

our work lives, social encounters and daily travels.

14



Chapter 1: Introduction

However, despite huge improvements in the digital devices we carry and those embedded in the
environment around us—and the remarkable amount of context information these devices are capable
of gathering—the applications that run on the mobile devices are commonly just reduced versions of
desktop software. They remain static and inflexible, often completely unaware of the mobile device’s
environment or a user’s current situation. As these devices do not bring anything particularly unique or
novel further to anything a desktop machine does, they do not affect our lives to any great extent. For
example, on the latest version of the Pocket PC, the most widely used mobile operating system, the
installed applications include Calculator, Excel, Notes, PowerPoint, Tasks and Word — all of which are

Just cut-down versions of desktop applications rather than location or context-aware applications.

A standard PDA is capable of detecting other PDAs, phones and computers nearby. Why then, should
it not interact with these devices? If, for example, a user wishes to find the latest news but cannot
connect to the Internet why can their device not communicate with those nearby to find this
information? Similarly, if a user requires a certain software codec or module to play an audio file, why
can their device not request and obtain a module from a nearby peer? With the exception of a cut down
version of the desktop MSN messaging client and a very basic file ‘beam’ utility, there are no

applications included as standard with the majority of mobile devices that even allow the discovery of
other devices or communication with peers.

As mobile devices can now be almost constantly aware of their surroundings and constantly connected
to the Internet, why is it not an easy task to locate a friend who is currently carrying his or her mobile
device? If a user has been to a particularly good restaurant in the past but can not remember its
location why can their mobile device not remind him or her? Mobile systems, and mobile applications,
have failed to fulfil earlier promises of ubiquitous computing, which envisioned that mobile devices

and software would learn a user’s context, adapt and behave appropriately within that context, and
remain unobtrusive until functionality was desired or apt.

Barkhuus and Dourish seem to be aware of the current situation and describe both opportunities and
problems with current mobile devices [5):

Amongst the problems are the difficulties of managing power, locating people, devices
and activities, and managing interactions between mobile devices. Amongst the
opportunities is the ability to adapt to the environment. Recognizing that different places
and settings have different properties and are associated with different activities,
researchers have become interested in how computational devices can respond to
aspects of the settings within which they are used, customizing the interfaces, services,

and capabilities that they offer in response to the different settings of use.

Dourish later considers, along with Genevieve Bell, that perhaps early visions of ubicomp will never be

fulfilled, or that we should now accept that ubicomp is evident in the world today, but that it has taken
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Chapter 1: Introduction

a form distinct from that imagined previously [56]. Dourish and Bell argue that if, as they propose,
ubicomp is already present in the world today, developers and designers should concentrate more on
solving problems evident now—rather than continually planning for a proximate ubicomp future that
may never come. That is, rather than assuming problems such as communication between mobile
devices, context-sensing, or adaptation will become insignificant in the future, we should attempt to
address such problems now. The work in this thesis generally aligns with this view, and attempts to

analyse and address many current issues experienced with mobile devices.

It seems that we are on the edge of a paradigm shift in how mobile devices are used. There is no
hardware lacking for us to achieve a large number of tasks that account for a user’s context and would
make his or her mobile life much easier by providing timely and suitable information in the many
different situations he or she may encounter whilst mobile. Indeed, many in the western world are
already familiar with or already own the devices that could run these types of applications. However,
as current hardware is indeed capable of supporting flexible, context-aware mobile applications there

must be problems which remain in software, business models or in the development community that
are obstructing the creation of such applications.

While the progress in IDEs and compilers for desktop machines has almost matched the progress of
mobile device hardware over the last decade, developing for mobile devices remains a struggle, and the
knowledge and infrastructure to do so is often lacking. The design space of the mobile device has not
been fully explored, and the software tools and libraries that would aid developers in writing powerful
and flexible mobile applications simply do not yet exist. There are few guidelines aimed specifically at
the mobile developer, and many software libraries and techniques that are well documented and easily
implemented on desktop machines have not even been attempted on mobile devices. Without the
knowledge and software infrastructure to utilise the potential of the mobile device fully, developers are
left with little choice but to take existing desktop applications and squeeze them down to fit onto
mobile devices. This leaves mobile device applications rather bland and far less useful than they could
be. Currently, the mobile device—and the information it carries—becomes redundant whenever a

desktop machine is available and this should not be the case if the mobile device were providing a

uniquely novel service.

This thesis aims to identify what particular failures in design and infrastructure have led to the situation

where the majority of mobile applications largely neglect the opportunities to utilise the full spectrum

of contextual information available on mobile devices. By identifying previous failures and

investigating the current state of the mobile research field, the thesis hopes to provide suitable
guidelines and infrastructure that address existing problems and lead to the design and implementation
of more flexible, context-aware, mobile, peer-to-peer systems.

16



Chapter 1: Introduction

1.1 Research Questions
In order to support the future development of mobile applications that are more mobile, make better use

of the sensing technologies they have and communicate well with their peers this thesis investigates
two issues. These are:

RQ! How can mobile developers design and develop more flexible and context-aware

mobile systems?

RQ2 Are there software components lacking in the mobile field, hindering the

development of flexible, context-aware mobile systems?

Through a study of existing literature, the thesis attempts to address the first research question by
identifying why mobile applications have failed to develop in unique and novel ways, distinct from
desktop systems. By identifying current problems and why they exist, it is possible to suggest
solutions or alternative design strategies for mobile development that may lead to the design and
implementation of more flexible and context-aware mobile applications. This process is aided by the
analysis of one existing mobile system and the implementation and analysis of a second mobile system.
Through practical experience of developing and trialling mobile systems in this way, further issues may

be identified and addressed which, in turn, contribute to addressing the first research question.

The same process of reviewing existing literature and implementing and analysing mobile systems
helps to identify software components and infrastructure that may be lacking currently in the mobile

field. After identifying missing components they are implemented and trialled to demonstrate their
benefit and their applicability to the second research question.

1.2 Scope and Approach

Many of the strengths of the research within this thesis are the result of work that has been conducted
as part of the Equator IRC'. Equator has been fortunate in that it has an extremely large number of
resources and researchers, with numerous and varied skills. Equator provides a unique environment for

a student, one in which a pragmatic approach to a wide variety of systems is possible, and in many
ways necessary.

A substantial understanding of the design process, user experience, and system context of mobile
systems has been gained over the course of many systems and trials, which facilitates a holistic
approach to issues within the mobile field. Since core goals of this thesis are to explore the mobile
peer-to-peer field, offer guidelines for the development of mobile systems, and identify and implement
infrastructure that may benefit the field, a broader scope and holistic approach are indeed applicable.
The approach of this thesis to mobile peer-to-peer systems spans architectural, interactional and user

acceptance issues—rather than focusing solely on one single aspect of technology or infrastructure.

! htp://www.equator.ac.uk/
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Each of the individual systems described, and studies thereof, contribute an important but partial
understanding of the mobile field. However, when analysed together, a clearer holistic view
develops—one in which issues that apply to mobile systems generally become more readily apparent.
This broader view contributes a solid basis for subsequent work, allowing issues to be identified more

clearly, and generally applicable solutions to be generated.

The author believes that a holistic approach, spanning many systems and examining them
pragmatically, is necessary in order to gain the insight and experience required to establish general
guidelines, and identify and implement required infrastructure, as this thesis does. The research in this
thesis aims to tackle the problem within modern mobile systems of applications and systems generally
failing to fulfil earlier expectations related to ubiquitous computing. The majority of modern mobile
systems remain generally static reduced functionality versions of desktop applications, rather than
providing appropriate and novel functionality to the mobile user based on his or her current task and
context. It is unlikely that research focused on only one system, or a single aspect of technology, could
adequately identify the range of issues that have contributed to this situation in the course of a single
thesis. Rather, the thorough investigation and testing of a large number of mobile systems, exploring

many varied issues, is more appropriate, providing a more complete answer to why modern mobile
systems still suffer from problems of inflexibility and immobility.

Whilst a broad holistic approach has been of great benefit to the research described in the thesis, in
retrospect, it may also have been a necessity of any work conducted within the Equator Glasgow group.
Equator's rapid progress and large number of researchers result in an environment in which many
systems and ideas are implemented, tested and analysed in relatively short periods of time.
Consequently, this continual flux of systems means that it has been challenging to maintain an in-depth
focus on only a single aspect of design or implementation within one system, or across several systems,
The Equator environment favours a holistic approach in general, and the research presented here relies

on the pragmatic testing of an extensive number of systems to drive such an approach.

1.3 Thesis Walkthrough

The thesis starts with a review of existing literature primarily based in the field of mobile, peer-to-peer
systems. However, where necessary literature from context-aware computing and legal fields are
presented and discussed. The findings of the literature review highlight several problems remaining in
the mobile, peer-to-peer field; including design problems and problems in rapidly and efficiently

developing applications due to the lack of several key infrastructure components for mobile devices.

Chapter 3 uses the results from the literature review to focus the analysis of two mobile systems. This
analysis results in the confirmation and strengthening of many of the findings of the literature review,

as well as the formation of several guidelines that aim to address some of the failings in existing mobile
systermns.
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After Chapter 3 the focus of the thesis changes from investigating mobile systems and extracting
guidelines to the actual implementation and trialling of four key pieces of infrastructure which appear
to be required for the creation of adaptive, context-aware mobile peer-to-peer systems but are currently
missing from the field. However, when experience with or trials of this infrastructure do raise or draw
attention to new issues further guidelines are still drawn out where appropriate. Each of the following

four chapters (4-7) details the implementation and demonstration of one of the pieces of infrastructure
identified as important from the first half of the thesis.

Finally, Chapter 8 reviews the thesis and the contributions it has made, as well as contemplating
possible future work in the field.
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2 INITIAL INVESTIGATION OF
MOBILE, PEER-TO-PEER SYSTEMS

Although there have been numerous research-based mobile systems—many of which are referenced
throughout this thesis—there have been relatively few attempts to analyse or categorise the features
that led to successful mobile systems or to categorise the possible types of mobile systems. The lack of
material that directly contrasts and compares the infrastructure and technology used in mobile systems,
rather than discussing a single, isolated system, makes it challenging to identify the areas that
contribute to a mobile, peer-to-peer system’s success or failure. Although an investigation and trials
related to these issues are part of this thesis and are described in Chapter 3, it is prudent to begin the
investigation by examining existing systems and attempting to discover factors that led to their

success—even if authors often do not explicitly state or discuss these issues themselves.

This review of existing work attempts to pull together isolated mobile, peer-to-peer systems into some

high-level categories in the hope of identifying some clear topics that affect a mobile system’s
performance.

2.1 Mobile context-aware systems
One of the aims of the work in this thesis is to address the problem that mobile device applications are
often static, reduced functionality versions of applications available for desktop computers. It has been

stated that the primary way to achieve this is to take advantage of the greatly increased level of context

information available on mobile devices. Therefore, this section reviews some of the literature in

context-aware systems.

The use of context is common in many desktop applications — perhaps the most well-known being
systems which make people aware of each other’s context, such as Portholes [53] and RAVE [67].

However, Schilit et al. were among the first to examine the value of context in mobile computing
[149]:

One challenge of mobile distributed computing is to exploit the changing environment
with a new class of applications that are aware of the context in which they are run.
Such context-aware software adapts according to the location of use, the collection of
nearby people, hosts, and accessible devices, as well as to changes to such things over

time. A system with these capabilities can examine the computing environment and react
to changes to the environment.

It is clear from the onset of the work involving context in mobile environments that a system which is
reactive and flexible is desirable. Schilit et al. propose several methods in which a mobile system can

react to context such as proximate selection in which a device’s location is used to filter a list of
possible choices [149]):
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Proximate selection is a user interface technique where the located-objects that are
nearby are emphasized or otherwise made easier to choose. In general, proximate
selection involves entering two variables, the “locus” and the “selection.” However, of
particular interest are user interfaces that automatically default the locus to the user’s

current location.

Proximate selection demonstrates how contextual information can be employed to filter a list to a more

manageable size or adapt the interface to provide a simpler, and more efficient experience to the end
user.

Hull et al. similarly discuss the importance of context-awareness for mobile devices, and highlight how

correct adaptation is often not just desirable but necessary in many situations [90]:

Situation awareness is particularly valuable for wearable devices. Desktop computers
live in a very static environment. Even notebooks mostly only make the trek to office to
home and back. However, wearable computers will (potentially) go everywhere with

their owners, into a wide variety of situations in which appropriate behaviour for a given

situation might be essential.

The quote reveals that in many circumstances it is both appropriate and necessary for mobile devices to
be actively sensing their environment and reacting to it. Although Hull et al.’s research on the subject

is almost a decade old, many of the statements they made seem extremely prophetic given the current
state of mobile applications [90]:

The potential for wearable computers is to be perceived not only as a physical extension
of the user, but also as a mental extension. The difference between the two is whether the
wearable computer is able to share our awareness of our surroundings and thus operate
within a shared context, or whether the device remains “a stranger in the dark”, albeit

one that you are taking everywhere.

Examining the majority of current mobile devices and applications, it is apparent that they have failed
to become a ‘mental extension’ as defined and do instead remain “strangers in the dark”. Modern
mobile devices have the technology to sense their environment, track their owner’s context and adapt
appropriately but they fail to utilise these features. Instead, nearly all functionality on modern devices
is presented statically. The idea of a ‘mental extension’ seems to conform to Weiser’s ubicomp vision
of invisible computing [172}:

Hundreds of computers in a room could seem intimidating at first, just as hundreds of

volts coursing through wires in the walls did at one time. But like the wires in the walls,
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these hundreds of computers will come to be invisible to common awareness. People will

simply use them unconsciously to accomplish everyday tasks.

If, as Hull et al. state, mobile computing is unable to employ context-awareness to adapt reactively and
reconfigure, it will always fail to become an invisible mental extension. Thus, it is clear that if mobile

devices are to achieve Weiser’s vision for ubicomp then it is crucial that they become more adaptive

and flexible than they currently are.

Hull et al. identify that one of the crucial items of context to sense is the presence of other people using
the system. They identify a requirement of ‘a small, low-powered detector that will fit into a wearable
computer’ as well as stating that size, cost, power-consumption and range are among the most
important factors in selecting a technology for achieving this. They implement a prototype system
using an external radio tag that is sensed by detector units. Whilst modern mobile devices have
evolved to contain 802.11 and/or Bluetooth capabilities that may more appropriately fill the sensing
role, the assertion that discovering peer devices is crucial remains valid, as do the important factors

identified in selecting a sensing technology. These issues are discussed again later in this chapter as
well as in Chapter 4.

While Hull et al. foresaw the problem of mobile devices failing to utilise context in 1997, Messeter et

al. provide a more current description of the problem that still exists today [116]:

Even if connectivity and location-based services receive a lot of attention in the mobile
technology industry, the dominating rhetoric still revolves around providing the
Junctionality of the conventional office environment ‘anytime and anywhere’, regardless
of contextual factors. The nomadic user handles multiple contexts, not by adapting to the
particularities of each use situation, but simply by disregarding contextual factors. ...The

user becomes nomadic not by adapting to context but rather by detaching from it — ‘the
context-free user.’

Messeter et al. are essentially claiming that because modern systems still fail to adapt to the current
context, mobile users are forced into the possibly uncomfortable and inefficient situation of simply
ignoring context if they are to complete their task. They identify that the majority of mobile
applications simply attempt to recreate the functionality found in the standard office environment rather

than adapting to integrate smoothly with the varying contexts a mobile device encounters. Messeter at

al. describe an ideal system as adapting around the user in this way:

However, an ideal context aware system would account for five contextual factors... In
this perspective, the vision of the nomadic user is based on continuous adaptation of
technology to the specific needs of the current situation. The user becomes nomadic by

the system’s capability of adapting to constantly changing contexts.
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Messeter et al. have realised that the onus for adaptation is not solely on the user. Instead they make it

clear that the system should continually monitor the external environment and adapt around the user.

Pascoe points out that context-aware systems should not make the mistake of concentrating solely on

observing the external environment [132]:

Context-awareness is the ability of a program or device to sense various states of its

environment and itself.

If a system is to make the correct decisions and adaptations for its current environment then it must
monitor not only the external environment but also itself; it must be aware of its current state and its

history of use. Pascoe also reiterates the sentiments of Hull et al. on the potential value of context
information to mobile devices [132]:

The intimate association of user and computer in a wearable system leads to the
computing resources being accessed in a diverse array of situations, unlike a static desk-
bound computer. It is this multitude of dynamic contextual factors that allows context-

awareness to be exploited particularly well in wearable computers.

Pascoe goes on to define a set of core generic capabilities that he views as vital to context-aware
systems. These are:

Contextual sensing: the ability of a system to detect various environmental states and to feed
information about the current state or changes to it back to the user.

Contextual adaptation: the ability of a system to tailor itself to the current situation.
Contextual resource discovery: the ability of a system to detect and to take advantage of the
resources it discovers in its environment (e.g. peer devices).

Contextual augmentation: the augmentation of additional information to elements in the
environment. For example, this might be embodied in a tour system which provides additional

information on interesting buildings or statues in the environment.

These four key generic elements of context-aware systems are highly relevant to the work in this thesis
and are discussed throughout. Specifically, context sensing and resource discovery with respect to the
location of users and the discovery of other devices is discussed later in this chapter in sections 2.2 and
2.4. The discussion therein leads to much of the implemented work discussed further in the thesis.
Contextual augmentation is an inherent part of many of the systems implemented as part of this thesis
such as George Square and Feeding Yoshi discussed in Chapters 3 and 4 respectively.

Pascoe believes contextual adaptation to be of core importance:

24



Chapter 2: Initial investigation of mobile, peer-to-peer systems

Applications can leverage this contextual knowledge by adapting their behavior to
integrate more seamlessly with the user’s environment. Rather than providing a uniform
service regardless of the user’s circumstances, the context-aware computer can tailor

itself to the current situation. For example, adapting behaviour for a particular user...

The user experience in a context-aware, mobile system is directly linked to the adaptation of the
underlying computer system. Mobile devices can, and should, adapt to both the current situation and
the current user. Whilst Pascoe implemented a trial system—which uses some context features such as
contextual sensing—for supporting ecologists conducting fieldwork and found that ‘the context-aware

features were attributed as a critical part of the system’s success’, it proved too difficult to implement

contextual adaptation in the first iteration. Pascoe explains:

[Contextual adaptation was] Not used at all in the current prototype, this capability

could provide the fieldworker with assistance by automating actions in certain contexts.

In short, Pascoe believes contextual adaptation can be of great value but did not have time to
implement it in his prototype.

In 1999, Dey and Abowd conducted a survey of existing literature on context-aware systems [50] and

attempted to make clearer definitions of what context is, as well as re-examining the categories that are

most vital to context-aware systems. They started by reiterating why context-awareness is of

fundamental importance to mobile systems:

The increase in mobility creates situations where the user’s context, such as the location
of a user and the people and objects around her, is more dynamic. Both handheld and
ubiquitous computing have given users the expectation that they can access information
services whenever and wherever they are. With a wide range of possible user situations,

we need to have a way for the services to adapt appropriately, in order to support the
human-computing interaction.

As with the previous literature, an emphasis seems to be on the system services adapting based on the

user’s current scenario and past usage habits. This is reinforced after Dey and Abowd review and

merge the existing definitions of context to come up with their own [50]:

Context is any information that can be used to characterize the situation of an entity. An
entity is a person, place, or object that is considered relevant to the interaction between

a user and an application, including the user and applications themselves.
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As with previous literature, the authors feel it necessary to state specifically that it is not just external

factors, but also the application and system itself, which forms the context.

Dey and Abowd additionally identify what they believe are normally the most imperative items of
context [50]:

There are certain types of context that are, in practice, more important than others.

These are location, identity, activity and time.

The authors later identify, and show in a table, which of these context types much of the previous work
in the field has utilised—allowing readers to make assumptions about how this has affected the
systems. It is clear that in the general case the more of these types of context a system makes use of the
more it can adapt to a specific user’s needs. These findings are important as they allow developers of

context-aware systems to focus their efforts on these particular areas.
Dey and Abowd also give their own definition of context-aware [50]:

A system is context-aware if it uses context to provide relevant information and/or

services to the user, where relevancy depends on the user’s task.

As will be apparent later in this thesis, the George Square and Domino systems, produced as part of the
work for this thesis, both fit this definition well—and make appropriate use of the four context types
identified. Specifically, George Square makes use of context to provide relevant information to the

user whilst Domino uses context information to deliver both relevant information and services.

In 2001, Burrell et al. specifically highlight that context information is highly relevant in the mobile
environment [25}:

The ability to detect context seems especially relevant to mobile and ubiquitous

computing systems which may be used in a variety of different locations, by different
users, and/or for different purposes.

The fact that Burrell et al. identify that mobile systems can be used by different users and for different
purposes is of relevance later in the thesis, since an investigation of the Lighthouse in Chapter 3 leads
to the proposal of a guideline concerning the roles mobile users may assume.

Burrell et al's reminder that context is vital to mobile systems seems to have been heeded and in 2002

there was an increase in the number of context-aware mobile systems being researched. Gellersen et

al. examined the viability of augmenting everyday objects with context sensors, and subsequent fusion
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of the data from such sensors [69]. From their work, the finding most relevant to this thesis is perhaps

that of two types of awareness, direct and indirect.

Devices may have direct or indirect awareness of context. In the case of indirect
awareness, the entire sensing and processing occurs in the infrastructure while the
mobile device obtains its context by means of communication. In contrast, a device has
direct awareness if it is able to obtain context autonomously, (more or less) independent
of any infrastructure. We will not further consider indirect awareness in this article, as

the reliance on sensing infrastructure limits mobile device use to specifically designed

smart environments.

As this thesis is concerned only with mobile devices operating in a mobile environment it is prudent for
it to consider primarily devices with direct awareness, for the same reason Gellersen et al. specify.
Gellersen et al. also point out that many of the context-aware systems discussed earlier, such as Active

Badge, all relied on indirect awareness. However, they also state that direct-awareness applications are
becoming rapidly more prevalent [69]:

However, these pioneering projects all employed indirect awareness with sensors located

in the infrastructure, listening for beacons sent out from the mobile devices.

More recent work has increasingly considered the embedding of direct awareness in

mobile devices. This has been boosted by rapid advances in sensor technologies ...

It is indeed clear that recently there has been a drive toward devices that are “all-in-one” and come with
many sensing technologies. It is now not surprising to find mobile devices that have Bluetooth,
802.11, GSM/GPRS, GPS, IR and a camera all built-in on a single device. Each one of these sensing
technologies can detect different information about the surrounding environment and, in addition,
much of the user’s data, such as calendar information, is likely to be available on the device. In short,
the technology has now advanced so that there is little or no need to rely on indirect awareness for most

systems. This is yet another reason for this thesis to concentrate primarily on direct awareness systems.

To support direct-awareness, there is a drive in the research community to embed sensors into everyday
artefacts and clothing [89], [159], [94], [103], [142]. Randell and Muller describe the Well Mannered
Wearable Computer which is a jacket with embedded GPS unit and accelerometer. The additional

sensors allow behaviour suitable for the user’s current context to be exhibited [142]:

..we control the media rendering to ensure that the presentation of information is
appropriate to the user's activity and consistent with the sensed event. For example, we
do not wish to render any information if the user is running; we also know that if the user

is not moving then an event triggered by a change in location cannot be generated. A
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simple set of rules can thus be formulated to form an etiquette Jor our wearable

computer.

Whilst it is apparent that sensors are indeed being increasingly embedded into everyday devices the
work in this thesis concentrates primarily on PDAs and phones — utilising only their inbuilt sensor
functionality or that of upgrades that can be easily applied to augment them. Whilst Randell and
Muller demonstrate just how appropriate adaptation facilitated by increased embedded sensors can be
in aiding a system in selecting appropriate behaviour for the user’s current context, the basic concepts

are certainly applicable to the mobile devices used throughout this thesis and do not rely on embedded

sensors specifically.

An example of a system that makes good use of context information made available by the increased
number of sensing technologies available in a mobile environment was developed by Baus et al. in
2002 [8]. Their system attempts to provide a seamless changeover of both Ul and sensing technologies
in a way-finding application when a user crosses from an indoor to an outdoor environment or vice

versa. The authors detail the ways in which their system must adapt:

When a change of the means of transportation is detected, the system has to adapt its
interface to the new situative constraints. One essential issue in this context is the swilch
between different positioning technologies ... the presentation of the way description has
10 be adapted to different output devices that may be used. This includes adaptations to

the screen size, resolution, and colour capabilities of mobile and stationary devices.

It is clear that the level of system adaptation is extensive, yet this seemingly extreme level of
adaptation may be common and necessary in the mobile environment where context changes can often
be extreme. For example, users can easily and quickly move from a quiet, isolated office environment

to a noisy, busy street, and any mobile devices they are carrying should rapidly sense and adapt to the

context change if they are to behave appropriately in the new environment.

For over a decade the literature has almost unanimously agreed that context-aware systems can be of
significant value in the mobile environment. It is apparent that any context-aware system must be
capable of continually monitoring not only the external environment but also its own state and history
of use. In order to integrate smoothly in the many differing contexts a mobile device may be used in,
the level of adaptation a system must be capable of is often extremely extensive. Thus, mobile

applications should be highly dynamic, at the core system level if they are to prove successful in such
an environment.

Context, context-awareness, and the benefits context awareness may provide to mobile and ubiquitous
systems have been thoroughly investigated in previous work. However, it is clear that there are few

mobile systems that are actually able to achieve both the awareness and flexibility required to succeed.
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As Hull et al. warned, and Messeter et al. agree, this is borne out today in that most mobile applications
remain static, inflexible versions of desktop applications—forcing mobile users simply to ignore

contextual factors if they wish to use those applications.

If truly mobile systems are to gain popularity, this problem must be addressed, and an infrastructure
which allows extreme adaptation of a system’s core functionality to suit the user’s activity must be
implemented. The literature points out that such a system must have sensing, adaptation and resource
discovery capabilities, and that location, identity, activity and time are vital pieces of information to
base such a system around. The work in this thesis attempts to make initial, but useful, steps in

investigating and implementing such an infrastructure. The implementation, an example game, and
trial are presented in Chapter 7.

Whilst it is apparent that there are many researchers who have investigated context and context
awareness, it is clear that there remains a tension between two main views of how context may be
interpreted. Both Dey and Abowd [50] and Schilit et al. [149] seem to perceive context as a flow of
static elements that can be sensed as they occur but, as time passes, remain constant in definition. Both
Dourish [S5] and Chalmers [30] take an alternative view that whilst contextual information can be
sensed, it may be continually reinterpreted as time passes and new activities and information occur. In
this view context at any specific time is not static in meaning and may require re-examination if it is to
be used at a later date. Later work in this thesis, particularly that in Chapter 7, relies more on the latter
view that contextual information must be continually reinterpreted if it is to be reused as users often
extend and redefine contexts with updated information. This view results in the Domino infrastructure,
described subsequently, that accounts for such reinterpretation, as well as opening the possibility of

future work that attempts to support the use of context in this way even further.

2.2 Communication technologies

Perhaps the most surprising omission in the previous research in mobile peer-to-peer systems is in the
topic of communication technologies. Although every mobile, peer-to-peer system must employ some
form of communication technology to discover and communicate with peers, most work simply states
the type used for the particular implemented system without stating the benefits or failings of the
technology—or giving detailed reasons for selecting it above other possibilities. Whist much previous
work covers many technical issues involved in mobile systems, few apply or discuss the effects or
problems of specific technologies or infrastructures in implemented, demonstrable mobile systems.
Furthermore, there has been little work in directly comparing the various technologies available with

one another. To understand this problem, it may be beneficial to give some examples.

For example, whilst Bassoli et al. generally describe their tunA system in great detail, they briefly gloss
over the choice of communication technology used in tunA [7], stating that:
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Nevertheless among the existing technologies [802.11] Wi-Fi seemed the most suited to
obtain the ad-hoc connectivity between devices, allowing a higher bandwidth and range

compared to other wireless standards (i.e. Bluetooth).

This single sentence description of the communications technology used is insufficient to
explain the advantages and disadvantages that arose in the system as a result of this choice.
Furthermore, although it states 802.11 has a higher bandwidth and greater range than Bluetooth,
it does not examine any of the other factors that might have led to the decision, such as peer

discovery rates or reliability of the connection.

Similarly, although Flintham et al. provide a generally thorough investigation of the Can You See Me
Now game, go into much depth about the positioning technology used, and the use of audio and the
strategies employed by players of the game, the actual description of the communication infrastructure
is extremely brief and does not provide a clear picture of the setup used [64]. Indeed, the only
references to communications on the devices themselves within the paper are: ‘...talk was then
digitally encoded and streamed to the players over the Internet’ and ‘The runners’ interface was
delivered to them... from a server in a nearby building over a 802.11b wireless local area network’.
This short description poses many questions about the communication infrastructure and setup. For
example, basic issues like reliability and the density of coverage required to allow smooth operation of
the system are left unanswered. Furthermore, it is impossible to tell from the paper whether existing

802.11 infrastructure already present was used in the game area or if it was necessary to install
additional equipment.

These examples are typical of the problem where work applying certain technologies to useable mobile
systems is thorough in many areas but makes sparse commentary on the communication technologies,
or other technologies, that drive them. As most authors omit details about the communications
infrastructure and technology they use to implement mobile peer-to-peer systems, it is extremely
difficult to draw comparisons between them in order to discover which are most suitable for use in

peer-to-peer environments. For this reason, a direct comparison is conducted as part of this thesis in
Chapter 4.

Obviously, as the mobile area is already extremely popular and continues to grow, with so many papers

and articles being written there are exceptions. Cheverst et al. provide uncommonly detailed

descriptions and opinions on the communications technology they used in [37] and [38] — both papers
on the GUIDE system. The papers describe the 802.11 setup used, stating that 6 APs had to be
installed in the target area and that each provided bandwidth of 2MB/s. They also give diagrams of the
network setup and explain that a centralised server was required to drive the system. This level of
detail on underlying mobile technology and infrastructure, and how it affects a real system is,
unfortunately, rare. The majority of work on mobile applications is either purely technical and theory
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based or concentrates solely on the user experience of a finished system—ignoring discussion of

infrastructure and how it affects the development and use of a finalised system.

The GUIDE system is an appropriate topic within this thesis for other reasons — namely that it has a
similar setup to the George Square system with a central server and installed access points and that it

suffered from the same issues in user positioning. These topics are discussed further in Chapters 3 and
5.

Despite the fact that there is a lack of research into the use of communications technologies actually
employed within working mobile systems and their effects, there are a great number of mobile, peer-
to-peer systems using numerous different communication technologies. The main two technologies

primarily considered are 802.11 and Bluetooth, so these are discussed first.

2.2.1 802.11

Much of the recent leading research in applications which employ 802.11 as a communication medium
in mobile systems has come from researchers at The Interactive Institute in Stockholm: such as
HocMan, Sound Pryer and Road Rager. Hocman [62] is a system that plays audio notifications to
bikers as their vehicles pass on the road. Hocman faced challenges as the bikes are likely to be
travelling at high speed and thus the connection time available may be extremely short — a matter of
seconds. This short connection time imposed the necessity of pre-configuring each device to be
constantly in ad hoc mode with a predefined static IP address and constantly associated with a specific
network SSID. This configuration has become known as a Mobile Ad Hoc Network or MANET. The
authors point out that ‘although the technology for achieving MANET is well studied, applications of it
are rare’. Indeed, Hocman is one of the first widely known systems to utilise 802.11 MANETs
successfully as the communication technology of a mobile, peer-to-peer system. The authors also state
that ‘Operation without an infrastructure fits well with biking since traffic encounters can take place
anywhere’. However, this statement can be extended to any mobile system as the location of devices,

and that they will be near an infrastructure node when they encounter one another, can never be known.

Whilst the MANET configuration worked well in the Hocman system the research does reveal one of
the weaknesses of MANETSs: ‘MANETSs are limited to device-to-device operation, they cannot rely on
an infrastructure at any level of networking, such as base stations, routers, or servers’. Another
problem with the MANET configuration in Hocman which was not described in published work but is
known to exist from conversations with the authors was that the reliability of devices being able to
communicate successfully with one another in the trials was lower than expected. It is likely that this
was due to constraints in the wireless device drivers that existed at the time Hocman was trialled.
Devices at that time commonly had to be in range of one another when they were first set to ad hoc
mode or they would not be able to meet. This constraint was caused by the fact that setting a device to
ad hoc mode actually created a hidden BSID that was used as a fake infrastructure node two peers in
range could both address. As this BSID was created randomly if the two devices were not in range

when set in ad hoc mode they would be forced to generate separate IDs and thus not be able to
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communicate over the same ID when in range. The problems raised from Hocman - that mobile
encounters can take place anywhere, that MANETS limit communication only to peers and the BSID

problem — are addressed later in this thesis in Chapter 4.

Sound Pryer [128] is another system that was implemented and trialled almost alongside Hocman, and
the two clearly share much of the same design, code and infrastructure. Sound Pryer allowed car
drivers to “listen in™ to music that was being played in a proximate vehicle. Thus, the drivers of two
cars travelling in the same direction or waiting in traffic could be aware of the musical tastes of one
another. As well as the music delivered over the audio system, Sound Pryer also displayed the colour
and silhouette of the nearby car the music was being received from in order to allow users to identify

which of the nearby vehicles contained the peer Sound Pryer system the data was coming from.

Sound Pryer primarily differs from Hocman in the average length of time peers were connected to one
another. The system was designed to take advantage of the longer connection times by transferring far
more data than Hocman did. If time allowed, entire music MP3s could be streamed in addition to the
basic information about the peers (such as the car colour and type). The Sound Pryer system
demonstrated that ‘wireless ad hoc networking is a promising technology for streaming MP3 music
files’. Thus, the Hocman and Sound Pryer systems in combination offer preliminary evidence that
802.11 is a suitable choice for both small and large data transfers between peers in mobile, peer-to-peer
communities. The fact that Hocman and Sound Pryer are very similar systems, yet differ greatly in the
length of time peers are connected to one another, raises an interesting issue: the length of connection
time mobile, peer-to-peer systems should be designed to utilise or how they can be designed to make

efficient use of both long and short connections. The appropriateness of 802.11 for mobile systems is
discussed in greater detail in Chapter 4.

Examining the user experience in Sound Pryer, the authors note that ‘an impression of the source of
music through vehicle shape and colour gives is satisfying. Many users did understand and use the
hints in their attempts to identify the source.’ This reveals that users can experience tangible benefits
by revealing information to the user about the sources of data and how the infrastructure of the system
operates. For example, rather than attempting to create a seamless experience in which the music being
delivered from a peer continued to play after the peer moved out of range, Sound Pryer instead
provided the information for a user to identify the source of the music. Such information allowed a
user to track and identify the original source of the music they were listening to and to accept and,
perhaps most importantly, understand why music stopped playing (having identified a peer they would
not be surprised that the music stopped when they moved out of range). This revealing of information
about infrastructure and data sources can prove more beneficial to the user experience than the
alternative of attempting to hide the infrastructure, as when the system fails it can leave the user
frustrated and confused as they do not have the necessary information to understand the failure or the

knowledge required to rectify it, or to avoid it in the first place. This topic is discussed later in section
2.6 and again in Chapter 4 (section 4.2.2).
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Road Rager [22] [23] builds on the Hocman and Sound Pryer systems, creating what is perhaps the
most complex 802.11 mobile, peer-to-peer system to come from The Interactive Institute. Road Rager
is a game child car passengers can play whilst travelling in the back-seat. They carry PDAs disguised
as wands and augmented with rows of LEDs. When players in nearby vehicles are in range, the LEDs
light up to alert the player that others are nearby and to give some basic directional information about
where they may be located. Various gestures can then be made with the wand that represent various
types of attack that can be launched against the peers. Whilst information in both Hocman and Sound
Pryer was not time critical, the data transferred in Road Rager is. The authors report a typical game
scene observed in their trials that lasts only seven seconds but consists of several data transfers. One
second after a connection is made the player has already been notified and responded by making an
attack gesture. After another six seconds, he sees the attack has succeeded and begins to discuss his
next attack move with another traveller in the same vehicle. In many mobile peer-to-peer applications,
such rapid interaction between peer devices is likely to be necessary, and it is clear that 802.11 over
MANETS performs extremely well in this scenario to support smooth interaction of this type. Systems
like Hocman and Road Rager would not be possible without extremely fast and reliable peer discovery,

and this is clearly one of the most important features the underlying communication technology must
support. Again, this feature is discussed later in Chapter 4.

The three systems from The Interactive Institute discussed here all use 802.11 in ad hoc mode but
mobile, peer-to-peer systems can also elect to use infrastructure mode 802.11. Returning to the
GUIDE system discussed earlier it is clear from its thorough description of the communications used
therein that it relied on an infrastructure 802.11 setup. Traditionally, mobile systems tend to rely on
infrastructure 802.11 rather than ad hoc when a large data store is required, as having a permanent
server connected to the infrastructure may appear to be the simplest way to provide such a store.

However, the GUIDE authors describe some severe disadvantages that result from such a
configuration.

Primarily, most areas do not have the required density of coverage to support a continual connection to
the server and so must be augmented with additional access points that the system developers install
themselves. This problem is repeatedly encountered and was seen in the GUIDE and Can You See Me
Now [64] research systems, as well as being common in commercial systems such as Ekahau
(www,ekahau.com). The problem occurs due to a heavy reliance on a central server which results in
individual devices providing little or no functionality when the server is unavailable, even if there is a
large community of peer devices in range. Furthermore, this requirement constrains all these systems
to a predefined area — seriously limiting their mobility. In both GUIDE and Can You See Me Now, the
access points used had to be adapted with larger and more powerful antennae as well as undergoing
time-consuming calibration and range testing. Similarly, the Ekahau system requires that users

purchase and install a large number of new access points if the system is to work accurately. However,
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such augmentation is costly and the improvements are relatively small, increasing the useable area only

marginally.

Mitchell et al. employ a similar 802.11 configuration to that used in GUIDE for their Six in the City
game [118], which builds on much of the work conducted in GUIDE. As with GUIDE, the authors
elect to install their own infrastructure:

...a major thrust of the work has been the deployment of a series of wireless 802.11 b

networks around the University campus and city centre.

The fact that many developers and designers do go through the costly and time-consuming process of
constructing their own 802.11 infrastructure when trialling a system is indeed likely due to the reliance
on centralised architectures — Six in the City, like GUIDE, does require a central server. Whilst
alternatives to centralisation may negate the use of infrastructure access points altogether, and are
discussed in section 3.2.6, a secondary cause of designers being forced to implement their own 802.11
networks may be that of the configuration required. In order to use public access points to access
central servers, devices must be able to detect public networks, join them and configure their network
settings appropriately. Currently, this process is not automated and requires much input from the user
at every stage. As the process can be quite complex it is not viable to require trial participants to have

the knowledge to enter such details. Furthermore, even if users could potentially achieve the task, it is
distracting and time-consuming. Thus, it can be cumbersome in a system which the user is actively
interacting with, and can lead to the system failing due to not having a connection if it is designed to be
carried in a pocket, periodically providing notifications through audio or vibration alerts. This
requirement of continual configuration, often by the user, frequently makes the use of public access

points infeasible when relying on the current hardware and software available for 802.11 networking.

As part of the investigatory work for this thesis, two systems which do rely on 802.11 infrastructure
setup were studied in detail, the Lighthouse and George Square systems, and are discussed in Chapter

3. Subsequently, a solution to configuration problems of centralised 802.11 mobile systems is
presented as part of a peer discovery method in Chapter 4.

2.2.2 Bluetooth

Bluetooth was originally conceived as a system for communication between mobile devices, by
creating small networks between devices called piconets. It is now extremely common in mobile
devices, being shipped within 2 million products every week [86]. However, whilst Bluetooth is
widely discussed as a possibility for systems, such as for the Jabberwockies in the Familiar Stranger
system [134], it is actually rarely implemented into mobile, peer-to-peer systems. Four of the rare

research mobile systems that were implemented using Bluetooth are MobiTip, DigiDress, Social Net
and BlueAware.
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In MobiTip, users are able to share recommendations and comments with peers on locations such as
shops or museums [146]. When peer devices discover one another they exchange ‘tips’ which users
are immediately notified of but can browse at any subsequent time. Thus users are notified of
interesting locations. For example, after encountering a peer in a shopping mall the user may be
notified of comments referring to a particular shop or restaurant such as “Great sale on here” or “Serves
excellent coffee”. MobiTip was initially designed as a direct peer-to-peer system but the addition of
permanent Bluetooth stations was later made. This was because it was found that the initial
configuration did not seem to exchange enough information during chance peer encounters, and so it
was hoped the addition of permanent stations which would collect and share data to all those passing
by would aid this situation. Users were told the location of such stations and so, if they found they
were not receiving as many tips as they would like, they could actively seek out a station from which to
gather a large number of new tips. However, having to make such an addition may lead to many of the
problems experienced with infrastructure 802.11 - such as investment in additional nodes, increased

setup time due to configuration and calibration of the nodes, and a greatly reduced area in which the
system provides full functionality.

DigiDress aims to support social interactions by allowing users to share personal profile information
before actually meeting face-to-face [136]. For example, in a bar or a club, DigiDress users can search
for peers and, if any are found, view personal information about the owner such as their preferences
(favourite music, food, etc). Bluetooth was selected as it is widely available on phones (Nokia phones
were used in the trials) and consumes little power when compared to other technologies. DigiDress
proved to be extremely successful and gained over 35% of its users through direct peer-to-peer transfer
of the application itself using Bluetooth. However, users did report that the Bluetooth was a “barrier”
to smooth interaction due to the long scan times and unreliable scan results. Additionally, users rarely
made use of the Bluetooth messaging system DigiDress provided, which worked much like an instant
messaging client. Instead, after using DigiDress to view a profile of other users, they would normally
elect to approach others immediately and interact face-to-face rather than send any messages, even
simple ones, over Bluetooth. Unfortunately, it is unclear whether the avoidance of the messaging

system was purely due to slow or problematic Bluetooth performance, or was simply because face-to-

face interaction is much richer and a more desirable way to introduce oneself.

Terry et al. describe another system that attempts to use Bluetooth to support social interactions. Social
Net attempts to identify users’ proximity to one another in order to identify opportunities for
introducing friends who are commonly in range of one another, but do not yet know one another.
Unfortunately, work presented on Social Net, both in [162] and [163] is extremely vague on the
technology used to enable peer discovery and communication to occur. However, it is clear that users
had to be extremely physically close and stay together for some time before an encounter was recorded.

Therefore, it can be assumed that Bluetooth was neither rapid nor robust in discovering peers within the
system.
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BlueAware [57] uses Bluetooth to provide similar functionality to the Social Net application.
BlueAware periodically scans for peers in Bluetooth range, and notifies a server when it encounters
one. The server maps the Bluetooth MAC addresses to user profiles, checks if the owners have any
similar interests based on their profiles, and notifies both users if they have shared interests. The
BlueAware application does a scan for peers once every 5 minutes. Obviously, such a low scan rate
results in BlueAware missing most instances when users come into Bluetooth proximity of one another.
However, it is adequate to detect when users are together over longer periods; such as students in
lectures, customers in a café, or colleagues or friends travelling together. The use of Bluetooth in the

BlueAware application highlights Bluetooth’s suitability to lower, rather than higher, scan rates.

Ritter et al. provide an analysis of the advantages and failings of Bluetooth before making the unusual
move of augmenting standard Bluetooth with EWS (a 433MHz RF system commonly found in
automotive remote controls) to create a dual-wireless communications system [145]. A game,
tipspromenad is described in which multiple-choice questions are posted around the environment and
players must search for the questions and answer them when found. The questions are presented on
displays connected to small units with both Bluetooth and EWS capability, and the players’ mobile
devices have both Bluetooth and EWS capability. When players answer questions on their devices the
answer is transferred to the nearby question unit using Bluetooth. The unit then uses its EWS unit,
which has a longer range than Bluetooth, to transfer the answer to a more distant central server. EWS
is also used to limit the play area and detect players attempting to leave (which is considered cheating

as whilst outside the game area they are unobserved and may attempt to search for answers from an
outside source).

The game configuration allowed the authors to experiment with Bluetooth for diverse communication
needs. The authors state that they first considered Bluetooth as it ‘is attractive for ad-hoc gaming since
it is both available on modern PDAs and mobile telephones, and because it ‘facilitates the formation of
ad-hoc networks’. However, they find it disadvantageous as it only allows ‘a maximum of eight
devices’ to be used in any one Bluetooth network and as it only has a transmission range of 10 metres.
Whilst the range and low number of supportable devices can be overcome with the use of scatternets
which combine and bridge Bluetooth piconets, the authors correctly identify problems with scatternet
configurations. Firstly, scatternet support must exist both in the hardware and firmware of all
Bluetooth devices involved and it is, unfortunately, still quite rare to find off-the-shelf versions that
have this support. Secondly, the density of Bluetooth devices required to cover any substantial area
would be high, costly and prone to subnets of the network becoming isolated if any one device failed.

The problems the authors encounter also negate some of the advantages of Bluetooth that they initially
identify. For example, they state that [145]:
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While Bluetooth facilitates the formation of ad-hoc networks, its time-consuming inquiry

operation leads to long handover times. These handover times restrict the types of games

this architecture is suitable for.

Thus, it is their opinion that Bluetooth requires some form of augmentation if it is to be used over large

distances or in mobile applications or games.

2.2.3 GSM/GPRS/3G

GSM/GPRS and 3G are extremely rare in mobile, peer-to-peer systems—although they are common in
mobile systems which are not peer-to-peer.

A typical non peer-to-peer system which uses GPRS is that described by Hallberg et al. In their
system, designed to examine the enhanced experience of sports events, skiers wore sensors to track
their activity levels and the data was sent to a central server over GPRS using a phone they carried
[81]. Whilst GPRS is effective since it generally provides a high availability rate due to having a high
level of coverage, its low bandwidth makes it unsuitable for continual transference of high levels of
data. Hallberg et al’s system worked well with GPRS as the sensors generated extremely small

amounts of data (only pulse rate, position and speed), which were gathered and updated to the server
relatively infrequently.

A research system that uses 3G communication is / Like Frank [61] which used *...a 3G mobile phone,
a Motorola A835, rather than a PDA’ [13]. I Like Frank was similar to Uncle Roy [26] in that it
involved two types of player. Online players using a web browser were able to search a map to find the

location of clues scattered around the city and then had to enlist a street player to visit the location
physically to reveal the content of the clue.

3G communication technology was used in I Like Frank as it provides a reliable, always-on connection
which was required in order for players on the street to be always contactable. Again, as with Hallberg
et al’s system, / Like Frank did not suffer from the reduced bandwidth 3G has when compared to
802.11 or Bluetooth as only textual information and map coordinates were transferred frequently and
the information was not time-critical. It is important to note that all communication in J Like Frank
was conducted via a central server and so was not peer-to-peer, although it may have appeared as such
to users. Indeed, it is impossible for GSM/GPRS or 3G devices to “discover” one another without a

central server — one of the primary reasons it is simply not suitable for, or intended for, peer-to-peer
configurations.

Having examined the existing literature, it is clear that although the majority of theoretical systems
seem to assert that Bluetooth is a prime choice for communications technology as it provides low
power consumption, is built-in on virtually all mobile devices and has been designed for mobile

communications, the fact remains that most implemented mobile, peer-to-peer systems rely on 802.11
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rather than Bluetooth. This contradiction may leave a developer or designer of mobile systems unclear

on which is the most suitable communications technology to employ in his or her system.

In order to identify the true performance of these technologies for peer-to-peer systems in mobile
environments a study of peer discovery times, bandwidth, power consumption and reliability is
conducted and described in Chapter 4. In addition, to overcome the problems in power consumption

and reliable peer discovery, a wireless driver is designed and implemented and is also described in the

same chapter.

2.3 Network topologies

Once a communication technology (e.g. 802.11 or GPRS) has been selected for use in a mobile device,
there are often still many possibilities for the type of routing and routing algorithms to employ on that
technology, in order to allow connections to peers or other devices. The selection of a network
topology and routing methods can greatly affect the performance and user-experience of mobile
systems. Whilst many mobile systems, such as that described in [42], simply assume network

connectivity will be easily available, high bandwidth and uninterrupted, this is particularly short-
sighted when it comes to the mobile environment.

The effects that choices on networks and network topologies may have is analysed as part of the design
and testing process in the Six in the City system [118). Six in the City is a game in which players must
use PDAs, modified to look like guns, to work together in hunting down virtual monsters that exist
digitally. Players wander around the physical environment but use their PDA screens to “see” the

digital monsters in order to know where to aim their guns. Mitchell et al. identify that there are several
possibilities and that the choices will affect the game [118]:

A number of possible architectures exist which are suitable for supporting distributed
multi-player gaming environments in fixed networks. We surveyed various groupware
and online multiplayer gaming architectures in order to define a suitable model for
sharing and communicating data between distributed sets of users. ...we focus on the

centralized server, peer-to-peer and mirrored server based architectures

Although the authors find both advantages and disadvantages in centralised and mirror-server
architectures, they suggest that P2P architectures are the most suitable in a mobile environment [118]:

In summary, both client and mirrored server approaches are not well suited to mobile

environments, as the network topology is too dynamic to efficiently predict effective
locations for those servers. P2P approaches are far more applicable as they can be
dynamically reconfigured to suit the current topology.
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Simply, mobile devices are unable to rely on infrastructure configurations, as a constant connection

cannot be guaranteed. Mitchell et al. explicitly state this [118]:

...Since state is stored on the server [in centralized and mirrored server architectures]
clients have no support for continued operation upon disconnection from the network

which may be fairly frequent in a wireless setting.

It is apparent that mobile devices must either operate in an isolated way or make use of P2P

connections if they are to provide continued functionality.

In the same year as the paper on Six in the City was published, Triantafillou et al. described NanoPeers
— an architecture for peer-to-peer communications on lightweight devices [165]. As part of their
research they draw attention to the fact that many aspects of designing for mobile devices, including

the unique network constraints, are often ignored or overlooked [165]:

However,  what  researchers usually take for granted (ie. average
processing/storage/network capacities and power supply of modern computers) may not

exist when we take a step further and deal with devices other than personal computers.

Triantafillou et al. attempt to address this problem and, as part of their work, categorise peer-to-peer

systems into three distinct groups—pure, centralised and hybrid—and apply them to the mobile
environment. They define each as follows [165]:

Pure P2P systems are systems in which all peers are of the same stature and execute the

same algorithm; no peer exposes any special Junctionality and the operation of the
system is fully decentralized.

In Centralized control systems, peers are of the same stature and execute the same
algorithms, like in the Pure P2P case. However, specific operations are executed in a

centralized manner (e.g. central authentication, indexing and searching server...)

Hybrid P2P systems are a median between these two architectures. Peers are not all

equal; a subset of the peers’ population implementations is assigned special tasks.

Selection of such peers is usually based on processing capabilities and available network
bandwidth.

These definitions are extremely useful to many of the systems in this thesis, as the majority of them
have a peer-to-peer architecture. Although Triantafillou do define the three types, they do not advocate

the use of any particular one over the others or state appropriate application types where each might be
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used. Re-examining the Six in the City system and applying these categorisations, it is clear that Six in

the City is a hybrid peer-to-peer system [118]:

Within each peer group, there exists a super-node which has the added responsibility of

forwarding highly consistent events which effect state outside a peer group...

It is also apparent that a centralised peer-to-peer system was considered and rejected for use with Six in
the City. Again, although Mitchell et al. do give more detail about their reasoning for selecting hybrid
peer-to-peer over centralised, they do not fully explore the area — nor do they consider or discuss the
possibility of using pure peer-to-peer.

The concept of pure peer-to-peer predates the work of Triantifillou. Although Tveit does not use the
terminology ‘pure peer-to-peer” it is clear that his mobile recommendation system from 2001 does have

a pure peer-to-peer architecture. He describes the system as follows [166]:

In this paper an approach for making a scalable recommendation system for mobile

commerce using a Peer-to-Peer (P2P) [sic] is considered.

It seems that the high scalability of this particular system is a result of the pure peer-to-peer
architecture employed. There is no requirement for proximity to a central server and no need for

devices to have a current connection for the application to provide its functionality. In essence, data in
the system can spread between devices limitlessly.

A more recent system that has already been discussed in section 2.2.2, DigiDress, takes even greater
advantage of the pure peer-to-peer architecture it employs [136]. DigiDress users are not only able to
exchange the information that drives the application in a peer-to-peer manner but also the application
itself. This ability for code or functionality to be spread through peer-to-peer encounters is novel and is
enabled by peer-to-peer communication technologies such as Bluetooth. The authors of DigiDress

view the ability as a great benefit in growing the community of users, stating that [136}:

DD application also allowed users to distribute the software to non-DD users via

Bluetooth or infrared. This was thought to facilitate the uptake of the application which
was critical to the success of DD.

By the end of the short trial 36.7% new users had received the application from this method. It is clear
that the transfer of functionality or code itself can aid in rapidly growing user-base — the size of which

is crucial to many peer-to-peer systems. The success of DigiDress led to it being renamed Nokia
Sensor and being used as a commercial product for Nokia [137).
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Korteum et al. express strong opinions on the network and peer-to-peer topology a mobile system

should employ, as well as agreeing with many of the other authors mentioned in this chapter on the
state of current systems {100]:

In some sense, an ad hoc mobile information system is the ultimate peer-to-peer system.
It is self-organizing, fully decentralized, and highly dynamic. However, current peer-to-

peer systems... are designed for stationary hosts connected to an Internet-like

infrastructure.

Korteum et al. make the bold claim that mobile ad hoc information systems are, by definition, fully
decentralized, negating the use of hybrid and centralised peer-to-peer topologies. Whilst this is perhaps
a little narrow, it does highlight the importance of that particular topology as a target in design.

Korteum et al. list the advantages a peer-to-peer system inherits by utilising an ad hoc network
topology in a pure peer-to-peer environment [100]:

Self-organizing: as side effect of the movement of devices in physical space, the
topology of a mobile peer-to-peer system constantly adjusts itself by discovering new

communication links.

Decentralized: each peer in a mobile peer-to-peer system is equally important and no
central node exists.

Highly dynamic: Since communication end-points can move frequently and

independently of one another, mobile peer-to-peer systems are highly dynamic.

Whilst the decentralized architecture is powerful, as will be seen later in this thesis, it is not appropriate
for every mobile scenario.

As the literature reveals, the type of peer-to-peer architecture (pure, hybrid or centralised) employed by
a mobile system has a significant impact on both its usability and scalability. However, there has been

little, if any, research into the types of architectures that are best suited to particular peer-to-peer
applications or, indeed, peer-to-peer in general.

Kortuem et al. voice strong opinions that mobile systems should be pure peer-to-peer in topology but
the use of “super-nodes”, and hence hybrid systems, appears to have been necessary and of benefit in

the Six in the City game. Certainly, the use of hybrid and decentralized systems cannot be easily
dismissed.

The choice of peer-to-peer network type is discussed further in Chapter 3.
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2.4 Positioning

Given that a fundamental characteristic of any mobile system is that it can be in any location at any

time, it is hardly surprising that Mantoro and Johnson [113] believe awareness of a device’s location to

be the most vital element of context in a mobile system:

Location-awareness is the most important part of context-awareness for mobile

computing systems.

This is highly relevant to the work of this thesis which has as an aim of investigating how mobile, peer-

to-peer systems can take greater advantage of the context information mobile devices provide.
LaMarca et al. concur that location is of core importance to a mobile device’s context [105]:

Location has long been established as a key element of a mobile device's context.

Similarly, Bahl and Padmanabhan [3] believe that location is a distinguishing feature of any context-
aware mobile application:

A key distinguishing feature of such systems is that the application information and/or

interface presented to the user is, in general, a function of his or her physical location.
Jiang and Steenkiste seem to concur, claiming at the beginning of their paper on location models [93]:

Location information is critical contextual information for ubiquitous computing and

mobile computing applications.

Jiang and Steenkiste go on to categorise location models into two classes: hierarchical and coordinate,
and claim that neither model is directly suited to context-aware mobile applications. For example, they
claim purely hierarchical models are disadvantageous as they often rely on self-defined names, which
can be misleading to other users or the same user at a later date, and do not allow accurate distance
calculations to be made. They state that the only negative aspect of a coordinate model is that it hides
hierarchical relationships and thus needs extra specification to enable spatial relationships to be
deduced. Whilst the hybrid model they present may be useful in certain applications, their dismissal of
coordinate systems seems harsh. Indeed, most hierarchical models must rely on coordinate positioning
systems to drive them. Furthermore, there are many successful context-aware applications for mobile

devices that do rely on only coordinate systems such as the Road Rager and GUIDE systems
previously discussed.
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[153] presents a study of the mobility levels of email users and discovers that 70% of users access their
email from only one or two locations, which most often correspond to their home and office. However,
they present this finding in a negative way claiming that this demonstrates users are less mobile than
we may believe. The study does show that af least 30% of users check email at more than just their
home and office and this figure may actually be higher. The research overlooks the fact that many
users now check email using mobile devices. Such devices frequently use push email over GPRS or
3G and with this configuration the device is normally assigned a static IP regardless of its location.

Thus, if one was accessing email this way it would appear to be from a single location despite the fact
that one may actually use it in many locations.

It is clear, however, that regardless of the current mobility of users, the mobile market is rapidly
growing, and both Mantoro and Johnson, and Jiang and Steenkiste believe sound location technologies
to be of fundamental importance to any applications that will be context-aware in the mobile

environment. Thus, an investigation of previous research in the use of location in mobile systems is
appropriate.

Zeimpekis et al., realising that mobile devices are increasingly being used in new ways, and that a
mobile device’s wireless capability promises to ‘enable the development of advanced mobile location
services’, investigate the currently available mobile indoor and outdoor positioning systems [174].

They state that if new mobile application types are to be enabled it must be noted that:

...a key factor that has been identified towards this perspective is the need for accurate
knowledge of mobile terminal position.

They go on to deliver a taxonomy of existing technologies, and an attempt is made to match specific
categories of mobile positioning system to particular types of mobile applications. The positioning
techniques are split into the two main categories of self-positioning and remote positioning. For
example, self-positioning might be achieved through the use of a built-in GPS unit whilst remote-
positioning might be achieved when a phone service provider uses its network of cell towers to locate
the position of a handset on its network. It is clear that systems that fall under the remote positioning
category of this taxonomy must rely on an external server or service to obtain a location for a mobile
device. To subsequently deliver the location from the remote service to the device itself requires an
infrastructure connection. As many mobile services do not have a constant connection to this kind of
infrastructure or to the Internet, particularly those based primarily in peer-to-peer communities, it is felt
that for the work in this thesis the self-positioning systems and techniques are most relevant. Thus, the

remainder of this section examining the literature on positioning techniques leans more heavily towards
self-positioning rather than remote-positioning techniques.

2.4.1 Early indoor location systems
One of the seminal location systems is undoubtedly the Active Badge system [169]. At the time, the

closest system for locating people was the then standard pager system, which caused an audible beep
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on the pager device and displayed a phone number for the receiver to call. Thus, it relied on action
taken by both the requester and receiver to reveal a user’s location successfully. It was also extremely
slow and obviously not automated. The Active Badge system directly aimed to improve location

finding by making this process automatic and constantly available within a building.

Users wore Active Badges which contained a small IR transmitter broadcasting a unique signal every
15 seconds. Receiver stations embedded throughout the building could detect these beacons and thus
identify when an Active Badge was within 6 metres. Obviously, by modern standards accuracy was
poor as a user’s location could only be determined as being in range of a pre-installed receiver.
Furthermore, as the badges only broadcast beacons every 15 seconds, it was possible for users to walk
through a receiver’s range without being detected at all. Each sensor station was wired to a central
server that tracked and logged the users’ locations. Users could then locate others by querying the
server from their own workstations connected to the server through standard wired Ethernet, or by

clicking on the badge’s button to prompt the display of names and locations on a nearby video monitor
[126].

Despite its limitations, the Active Badge system proved extremely popular with its users when it was
set up at four sites in Cambridge. The setup was considerable, reportedly containing 100 badges and
200 sensors, and actively used over many years. The ability to locate others easily at any time was

considered a great benefit, and the system has been referenced as the inspiration and source of nearly
every location system since.

In 1997, Ward et al. recognised that none of the current position technologies was ‘well suited to the
task of generating fine-grain location information for use in context-aware computing’ [171] and began
creating a location system they hoped would be accurate to within 15cm. The system they created was
called the ORL positioning system (after the Olivetti and Oracle Research Laboratory where the work
was carried out) and used ultrasonic signals to locate devices. The detectable devices were small
(10cmx6cmx2cm) transmitters and were detectable within a single room. The room had to be
augmented with an array of receivers placed into the ceiling at 1.2m intervals. Every 200ms the
transmitters would broadcast a beacon that would be subsequently detected by the receivers in the
ceiling. By analysing the arrival times of the beacon signal at different receivers, distances from the
transmitter to multiple receivers could be determined. The positions of the receivers and the distances

from these to the transmitter could then be used to triangulate the position of the transmitter.

Whilst the ORL system achieved 95% accuracy at 14cm, it is clear that it requires a vast amount of
equipment, calibration and commitment if it is to be used. The authors report that in their trials they
required 16 ceiling units to cover a 7Sm’ area. Whilst the ORL system achieved new levels in
accuracy, it could still not be used as the basis of a mobile system which aimed to be used in any

location as the expensive setup costs meant it could only be deployed in extremely constrained areas.
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The ORL system was later upgraded with smaller transmitters (Scmx3cmx2cm) and reused to explore
the concept of Follow-me applications [85]. At this point the transmitters were also renamed Active
Bats and the system is now more commonly referred to as the Bat Location System. One of the

motivations for continuing the development and upgrade ORL to Bats was that the authors of Follow-

me identify, as others subsequently have, that [85]:

Radio-based location techniques (e.g. GPS), which are successful in the wide area, are

afflicted by severe multipath effects within buildings.

It has long been clear, as is subsequently discussed, that GPS is not a good choice for indoor
environments. However, it is conversely true, because of the setup requirements listed previously, that

ultrasonic positioning systems such as ORL and Bat are poorly suited to outdoor environments.

Priyantha et al. built upon the work in ORL and Bats in an attempt to significantly reduce the

deployment costs of ultrasonic positioning techniques. They realise the power of location to drive
mobile context-aware applications, stating [139]:

A compelling set of applications enabled... are context-aware, location dependent ones,
which adapt their behavior and user interface ...

Their Cricket system [139] is, unlike previous ultrasonic positioning systems, completely
decentralized. The Cricket system puts the onus on users to install “beacons” in areas they control.
For example, it would be the responsibility of the occupants of an office to install a beacon if they
wanted the system to be available there. Beacons can be installed anywhere throughout a building and
do not have to confirm to the strict 1.2m spacing the Bat system required. The Cricket system provides
benefits at the cost of accuracy as it is typically accurate to within a few feet — far less accurate than

Bat. However, Cricket remains one of the most appealing indoor positioning techniques due to its

reduced setup costs, decentralised (and therefore more scalable) architecture and easier manageability.

24.2 GPS

One of the most readily available and widely used positioning systems for mobile devices in the
outdoors environment is GPS. GPS, originally designed in 1978 for military use, was made available
to civilians in 1996 when Bill Clinton declared it a US national asset and created an executive board to
manage it as such. Since then, a plethora of commercial GPS units have become available and GPS
functionality has recently started to be built-in in modern PDAs and cell phones (for example, in the
HP iPaq hw6515 and the BenQ-Siemens SXG75). GPS has long been used with mobile applications —
systems which rely on GPS include Cyberguide [1], GUIDE [36], Opportunity Knocks [133], FIASCO

[32], WatchMe [115] and CampusAware [25]. A detailed description of GPS, its history and future
plans for upgrading the network of GPS satellites is presented by Lammertsma in [106).
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In 1997, the Cyberguide [1] system relied on GPS, augmented with an electronic compass to provide
orientation information, to locate the tourists using the application. This system was used in three
outdoor areas around a campus where it proved effective and positioning failures were not reported as
an issue in any of the trials. However, GPS failed to work indoors as the authors found that ‘GPS
signals are weak or not available’. This is the most widely known problem with the GPS system and it
is commonly believed that GPS is a good solution whilst outdoors but does not work when indoors.

The authors summarise this belief when they write [1]:

GPS is unreliable indoors and the IR-based beacon system is impractical for us to

implement outdoors.

The GUIDE system demonstrated that GPS is not only unsuitable for indoor use but that GPS
reliability outdoors is not always guaranteed [36]. GPS was seriously considered and tested as a
positioning system for GUIDE but the authors finally decided not to use it for several reasons. The
main problem was that GPS is often extremely unreliable in city environments. As the authors say:
‘the position of tall buildings can prevent the GPS system from 'seeing’ a sufficient number of satellites
to obtain a fix on location.” This problem, as well as muitipath GPS problems in which satellite signals
are bounced off high buildings, can often make GPS a poor choice for any systems which are targeted

for use in large cities. Indeed, this problem was experienced during the work on this thesis and is
described in Chapter 3 (section 3.2.5.3).

A secondary problem is that GPS is not as yet commonly found in mobile devices and so external units
must be used. This negative feature becomes more severe if standard GPS is found to be unreliable in
the target location and must be supported by DGPS (Differential GPS). The GUIDE authors found that

alternative positioning systems were more attractive as they worked ‘without requiring bulky
differential GPS equipment’.

Enge et al concisely describe many of the current problems with GPS—including obstructions, indoor
use and multipath. The quote that follows is rather lengthy, but is necessary as multipath problems are
indeed common and are experienced in systems described later in the thesis. Therefore, it is prudent to
explain fully now so that the problem is understood subsequently. In the quote, SNR refers to Signal-
to-noise Ratio, which is a measure of the ratio between the signal containing the information that is
actually desired to be transmitted and the background noise or interference {60}

Under foliage, many satellites have SNRs below 25 dB-Hz even when they are 40 degrees
above the horizon. Inside a hotel, the SNRs really suffer.. The urban and indoor
challenge is compounded by multipath. As the name implies, the signal from the satellite
has followed multiple paths to the receiver. In addition to the direct path, the signal has
arrived after one or more reflections. In open environments, the reflected signals are

almost always weaker than the direct signals, but this is not always the case in cities and
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indoors. Reflections from buildings and other structures are commonplace, and this
multipath can have any of the three undesired effects. The reflected ray may
destructively interfere with the direct ray and fade the composite signal power. The
reflected ray may have approximately the same power as the direct ray and distort the
correlation peak used by the receiver to make the GPS measurements. The reflected ray

may be much stronger than the direct ray and cause the receiver to assume that the
reflected ray is the direct ray.

Multipath is indeed an inherent problem with GPS and there is no completely effective solution.
Whilst, Enge et al. propose novel algorithms for further filtering GPS data to increase the sensitivity of

receivers, they openly state that the algorithms have yet to be formally assessed and that there is a great

deal of work yet to be done before GPS will be reliable in urban environments.

Rakkolainen et al. propose a system in which a 3-dimensional model of a city can be used to predict
where multipath may occur and to attempt to correct for the errors it may introduce, mainly by using
the model to work out the height of the receiver [141]. Again, whilst such a technique can reduce the
errors inherent in GPS due to multipath it cannot eliminate them completely. Furthermore, the
technique requires a considerable amount of storage for the model of the city, or alternatively a wide
connection to a server to stream the model from and is thus not generally suitable for mobile devices.

It is clear that despite attempts at improving GPS, GPS alone cannot yet offer a comprehensive
positioning solution for outdoor environments.

Whilst future upgrades to GPS, such as Galileo and GNSS [106], are likely to improve accuracy and

reduce signal interference by the end of the decade, it seems clear that GPS will continue to suffer from
signal loss and dropout in built-up or indoor locations.

2.4.3 802.11

The first use of 802.11 wireless as a positioning system may be that of the RADAR system [3]. By
sampling the strength of the signals to the 802.11 base stations and calculating the mean, standard
deviation and median, the RADAR system is later able to use that information to triangulate a position
based on the strengths to multiple base stations. One important point that the authors discovered was
that the orientation of a mobile user can greatly affect the signal strengths recorded to access points.
Variation of up to 5dBm is possible with the user standing on the same spot depending on whether or

not their body mass (containing mostly water which is particularly obstructive to wireless signals) is

between the access point and the mobile device. RADAR successfully managed to track both

stationary and mobile users indoors with an accuracy of approximately 2-3 metres.

In the same year work on RADAR was published, Small et al. published similar work. They describe
two positioning techniques they trialled at Carnegie Mellon University [155]:
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The first approach consists of discovering the active access point for a mobile client and
mapping that information onto a two-dimensional campus map. An access point covers a
sphere of approximately 75 feet in diameter. The second approach improves resolution

by triangulation based on measured signal strength from several nearby nodes.

Just as Bahl et al. discovered earlier, Small et al. found the same 5dBm variation in sampled signal
strengths but also found that accuracy fell as distance from the access point grew. This leads them to
suggest that {155]:

... it may be advantageous to place a higher degree of confidence in stronger signals and

weight them accordingly.

As will be clear later in the thesis, this suggestion is an appropriate one and is built in to the positioning
system, Navizon, developed as part of the thesis.

Small et al. describe a similar problem in their work as the RADAR system exhibits, that of requiring

an extremely large number of samples to determine adequately the location of the nodes [155]:

To cover an area of one acre at one sample every 10 feet, we would require 441 samples.
If we were to generate a table to determine a user’s location in a large area such as
Carnegie Mellon’s 103 acres, we would require 44,100 samples. This introduces two
problems. The first is the problem of taking these samples. This averages to

approximately 110 samples per access point. The second of these problems is searching

through all of the samples to determine the location.

The requirement for such a large number of samples to be collected before the system can be used
introduces substantial set up cost in using systems such as RADAR and that described by Small et al.
and makes them unattractive for mobile systems. Furthermore, the search through such a large sample

set can subsequently be time consuming if not efficiently implemented, particularly on a mobile device
where processing power is often low.

High set up cost is also seen in commercially available 802.11 positioning technologies. InStory [40]
is a system that provides interactive cinematographic narratives and entertainment related activities to
mobile devices. As part of this process involved ‘real persons and virtual characters that perform
actions and also move in physical and virtual spaces’ and as the trials were built to run in a council
owned palace in Sintra, Portugal, a position system that worked indoors was required to support the

system. The authors elected to use the commercial Ekahau software which is a position system based
on 802.11 wireless. They state that [40]:
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Mobile networks combined with positioning techniques provide a new channel for a

radically new form of cinematographic narratives that are navigable in space.

Although the authors do not state so themselves, Ekahau requires a lengthy calibration period during
which the calibrator must repeatedly scan for access points, rotate 90 degrees, scan again until a full
circle is completed and then move forward one metre and start the process again. This must be done
for each square metre that is to be covered by the positioning system. It is clear that the Ekahau system

is a direct descendent of RADAR, as the requirement of the same sampling in 90 degree orientations is
discussed in earlier RADAR work [3]:

In one orientation, the mobile host’s antenna may have line-of-sight (LoS) connectivity to

a base station’s antenna while in the opposite orientation, the user’s body may form an
obstruction.

Furthermore, if the network setup is changed at all, such as a single access point being removed or
added, the process must be repeated from scratch for the entire area. If Ekahau is calibrated correctly

in an area with a sufficiently high density of access points it can provide positioning accuracy to within
a few metres.

Thus, although 802.11 can be used to triangulate a position in this way, it requires an extremely lengthy
and costly setup process. The fact that 802.11 positioning of this type is not available unless an area is

calibrated means that it cannot provide a global, generic positioning system if used in this way.

After rejecting GPS for the reasons detailed previously, the authors of GUIDE also elected to utilise
802.11 positioning but in a different manner. Instead of attempting to triangulate a position, they
simply coupled each unique infrastructure access point MAC address to a name rather than geographic
coordinates. This equates to the selection of a discrete model over a continuous coordinate one, as
described in [93]. This proved extremely effective within GUIDE as, although it was not as accurate,

GUIDE did not require information to be delivered at fine-grained locations. Furthermore, the location

was guaranteed to be known whenever the system was connected to an access point.

A similar setup to that used in GUIDE was employed in ActiveCampus, specifically the ActiveCampus
Explorer [77]:

ActiveCampus currently detects location through the PDA’s report of currently sensed

802.11b access points. Their reported signal strengths and known locations are used to
infer the user’s location by a least-squares fit.

The location services available through this nearest-beacon positioning, which results in reduced

accuracy when compared to methods used in RADAR or Ekahau, are a subset of those available in
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more accurate systems. Such systems are identified by Sood et al. as Low-fidelity location based

information systems [157) — these are discussed further in section 2.4.5.

When using 802.11 for positioning it is apparent that previous systems either suffer from an extremely
high set up cost, such as in RADAR and Ekahau, or suffer from substantially reduced accuracy, as in
GUIDE and ActiveCampus.

2.4.4 Bluetooth

Madhavapeddy and Tse conducted an in-depth study into the viability of using Bluetooth for a position
system [111]. In their trials they rely on the Active Bat system [85] previously discussed as a ‘location
oracle’ to compare their Bluetooth position techniques to. Early on in the paper the authors correctly

draw attention to one of the main disadvantages of using 802.11 for positioning [111}:

Bluetooth is especially important due to its ubiquitous and “always-on"” presence... in

contrast to the more power-hungry WiFi, which is generally only switched on in
stationary devices.

However, their methodology section is quick to point out the difficulties that exist in the Bluetooth
protocol [111]:

[Bluetooth] chipsets make no guarantees about the accuracy of the magnitude.

Therefore the only source of signal strength information we can rely on for Bluetooth

devices is the link quality.

The problem is compounded by the fact that the link quality reading is only reported as an average over
the length of the Bluetooth scan rate which is, by default, ten seconds on most devices. Thus, raw

RSSI strengths are not available and the average reading is updated far too infrequently to be of much
use in discovering distances to access points to use in position triangulation.

This is later reinforced when the authors state {111]:

Compared to WiFi, none of the reported link quality values give high enough accuracy

and dependability to enable location-sensing based on signal strength alone.

This problem of not having direct access to accurate, timely signal strength information is perhaps the

largest obstacle to using Bluetooth for positioning as it results in any form of triangulation being based
on unreliable sampling.

Despite conducting their experiments in a quiet building after normal working hours, and taking care to
ensure there was always a clear line-of-sight between the Bluetooth device and the Bluetooth access

points being used to triangulate positions, one of Madhavapeddy and Tse’s early discoveries is that the
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BER (Bit Error Rate) between two Bluetooth devices is too high for communications to be of use when

one of the devices is being moved at a brisk walking pace [111]:

...users walking around a building at a normal walking pace would have an adverse
impact on their link quality and available bandwidth. This is of concern to location-
based services deployed in public buildings such as shopping malls — in order to push

high-bandwidth content reliably, the user would have to be relatively stationary rather
than walking through the Bluetooth zone.

This is a crucial discovery as it immediately negates Bluetooth positioning for use in any form of
transport other than a slow walking pace. Indeed, after this early finding the rest of Madhavapeddy and

Tse’s research for the paper was gathered from devices being moved at below average walking pace or
being held completely stationary.

Madhavapeddy and Tse also examine the useable range of Bluetooth communications, finding [111}]:

...the Bluetooth transmitter has a practical range of around 2 rooms, after which the

BER exceeds 2% and the bandwidth on the connection drops below useful levels.

Compared to 802.11 this range seems extremely low and thus means that if Bluetooth position
triangulation were possible it would require an extremely high-density of nodes to operate efficiently.
In any event, the authors also point out that most Bluetooth devices can only detect and connect to one

other device at a time and thus triangulation from multiple nodes is simply not feasible.

Madhavapeddy and Tse are quite clear that Bluetooth, in its current form, is not viable as a means of

locating mobile users, summing up by giving a list of enhancements to the Bluetooth protocol that
would be required before it were [111]:

(i) expose a fine-grained RSS! dBm value via HCI (similar to 802.11); (ii) accept
multiple simultaneous Bluetooth connections in order to assist triangulation; and (iii)
update RSSI values per-packet without a significant time lag.

The results Madhavapeddy and Tse gather are in many ways relevant to the use of Bluetooth as a
general mobile, peer-to-peer communications system and concur with many of the findings from other

literature in section 2.2.2. The use of Bluetooth is further investigated in this thesis in Chapter 4
(section 4.1.2).

2.4.5 Mobile Phone Cell

As with Bluetooth, positioning that relies on mobile phone cells has not yet become widely popular and
it is difficult to find any research systems that employ it as the sole technology to drive a positioning

system in the literature. Whilst there are commercial systems that use mobile phone cell information to
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locate a mobile phone’, they are not widely used due to the fact that they are often expensive and
extremely inaccurate. Certainly, they are currently far less accurate than the systems discussed in this
section. Furthermore, virtually all of the commercial systems require that one user must actively
request the location of another, and the location is normally returned in a proprietary format in an SMS
message. Perhaps most importantly, all these services rely on information delivered from the
operator—resulting in an external dependency on the operator’s servers and resulting in a system in
which the end user has little or no control over the privacy of their location. These problems negate the
use of these commercial services to provide a continual and automatically delivered location, which is

often required to drive a location-aware application.

Despite mobile phone cell positioning being a relatively new area and not implemented into many
research systems, Trevisani and Vitaletti do provide an investigation into the limits and benefits of
positioning using cell-ID [164]. Trevisani and Vitaletti examine cell-ID performance in urban,

suburban and highway areas in both the U.S.A. (New York) and Italy (Rome). At the beginning of the
paper they point out [164]:

Studying Cell-ID’s performance by simulation requires operators to provide information
on network planning. This data is not made public by operators. ... We remark that our

experiments do not try to be complete...

This is perhaps one of the largest inhibitors to research in the area and, as the authors themselves
remark, it has hampered their own work. Another inhibitor, not directly stated in their work but
implicit throughout, is that the phone developers, possibly at the behest of the network operators, do
not provide APIs or expose the functionality to allow other developers to gain access to the full
information about what cell towers a phone can currently detect. Most mobile phones continually scan
and analyse the signal strength to six cell towers in order to make decisions about which is the most
appropriate to use. However, there is currently no phone on the market for which there is a generally
available API which exposes any more than the cell-ID of the single cell-tower the phone is connected
to. Thus, in Trevisani and Vitaletti’s research, they concentrate only on identifying which is the

currently connected cell-ID in order to locate a user within a particular cell.

After collecting over 6000 samples of cell-ID and location (tracked using a GPS unit), Trevisani and

Vitalitti discover that the average distances in metres from the mobile device to the nearest cell towers
in Italy and the U.S.A. are as follows:

URBAN SUBURBAN HIGHWAY
ITALY 480 750 1000
U.S.A. 790 490 2910
? Such as http://www traceamobile.conv, http://www.followus.co.uk/, and hitp://www.mapamobil¢.comy.
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Higher densities of cell towers are, unsurprisingly, generally placed by operators in dense population
areas, thus the Italy results demonstrate the expected fall in average distance from urban to suburban
and to highway. According to the authors, the discrepancy in the U.S.A. results, where the suburban
average distance to the nearest cell tower is lower than the urban, may be due to several reasons. The
main two are that in the New York area the high-density of large buildings often obscure the signal to
the nearest cell-tower and so cell-phones may spend longer periods of time connected to more distant

towers and that suburban cells in the U.S.A. are more closely packed at high-population areas rather
than spread more uniformly as in Europe.

Whilst the authors are in no doubt that the S00m and 800m levels of positioning accuracy gained from
identifying which is the nearest cell in U.S.A. and Italy respectively are not suitable for the use of all

mobile applications in general, they do identify a sub-group where it may be convenient to rely on cell-
sized accuracy [164]:

...in our opinion there is a set of significant services, the so called resource discovery
services, for which Cell-ID’s accuracy might be sufficient. Resource discovery services

answer questions like: “Which Chinese restaurants are in my vicinity?”

As the size of a phone cell is rarely greater than 2km, any services found in the cell are highly likely to
be within walking distance.

Sood et al. further discuss how this type of inaccurate location information may still be of value in
some application areas [157]:

In many cases, we are able to use cell information to obtain longitude and latitude
information down to a one block radius. Our efforts in the area of low fidelity (Low-Fi )
location information is aimed at using this less than perfect data to still provide users

with services that are more powerful, effective, and easy to use than those that lack any
location information at all.

Sood et al. describe a phone application called StickyNotes in which users are able to leave notes about
the location they are currently at. As the position granularity is approximately the size of a city block
the relatively large imprecision can, in some situations, actually prove beneficial in allowing the system

to search quickly and identify all the markers available within this short walking distance.

The most accurate phone cell location technique in published work is likely that of Otsason et al. [129].
They begin by listing a number of reasons they believe GSM positioning is advantageous over other

forms of positioning, particularly for use indoors where a location from GPS is normally not available
[129]:
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GSM-based indoor localization has several benefits: (i) GSM coverage is all but
pervasive, far outreaching the coverage of 802.11 networks; (ii) the wide acceptance of
cellular phones makes them ideal conduits for the delivery of ubiquitous computing
applications. A localization system based on cellular signals, such as GSM, leverages the
phone’s existing hardware and removes the need for additional radio interfaces; (iii)
because cellular towers are dispersed across the covered area, a cellular-based
localization system would still work in situations where a building’s electrical
infrastructure has failed. Moreover, cellular systems are designed to tolerate power
failures. ...(iv) GSM, unlike 802.11 networks, operates in a licensed band, and therefore
does not suffer from interference from nearby devices transmitting on the same frequency
(e.g., microwaves, cordless phones); and (v) the significant expense and complexity of
cellular base stations results in a network that evolves slowly and is only reconfigured
infrequently. While this lack of flexibility (and high configuration cost) is certainly a
drawback for the cellular system operator, it results in a stable environment that allows

the localization system to operate for a long period before having to be recalibrated.

Otsason et al. achieve accuracy ranging between 20 to just under 5 metres depending on the density of
buildings in the area (the buildings in downtown areas create more reflections and interference than
suburban areas). However, the system they implement does not work on standard phones and they are

instead forced to use specialised hardware rather than standard phones in order to sample the GSM
beacon data they require to drive their system [129]:

We collected 802.11 and GSM fingerprints using a laptop running Windows XP.

...We collected GSM fingerprints using a Sony/Ericsson GM28 GSM modem, which

operates as an ordinary GSM cell phone, but exports a richer programming interface.

...To collect the measurements, we placed the laptop on an office chair and moved the

chair around the building.

Furthermore, Otsason et al. rely on a specific Sony/Ericsson API and thus the technique only works
with their proprietary hardware. Clearly, Otsason et al’s system is not yet ready for use in small mobile
devices such as PDAs or phones in general. However, they do clearly demonstrate that a much higher

accuracy, improved from earlier work, is indeed possible using GSM technology.

Despite the high accuracy achieved, Otsason et al. realise that GSM is not accurate enough in all
situations and briefly discuss a technique for using a combination of GSM and 802.11 to achieve higher

accuracy and availability. Combinations of positioning technologies of this nature are discussed in the
next section.
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The phone positioning techniques discussed in this section so far have relied primarily on triangulation
of a phone’s position based on information on detected signal strengths and cell identification numbers,
using centroid algorithms to achieve this. Chen et al. report on an alternative method known as
‘fingerprinting’ [34]. This technique assumes that detected cell identification numbers and signal
strengths at a given location are stable over time. By recording this information a single time, along
with a text label to name the location, the device can later be identified as being at that location
whenever the cell identification numbers and signal strengths match in the future. Thus, the
fingerprinting technique constructs a record of text labels matched to cell identification numbers and
signal strengths, and by searching this can ascertain if the current information matches any of the stored
locations. Chen et al. find that fingerprinting techniques provide an accuracy of 94-313 metres,

depending on the density of cell towers in the area and whether information from cell towers owned by

providers other than the one the phone is contracted to can be used.

Fingerprinting techniques are employed in the Whereabouts Clock [151]. The Whereabouts Clock
aims to display the current status of all the members of a family through a clock-shaped display
mounted in an often-used room within the family’s home. Information about the current location of
each member of the family is determined through fingerprinting techniques used on the mobile phones

owned by each family member. Fingerprinting is applicable to such an application as the vague

information about location that it provides through simple text labels—such as “Home”, “School” or
“Work”—is more desirable to display to family members than map coordinates. However, such vague
information is not generally applicable to all mobile applications. Whereas a text label can be assigned
to a region if map coordinates are known, map coordinates cannot be determined from the information

fingerprinting algorithms store.  Therefore, whilst the Whereabouts Clock demonstrates that

fingerprinting techniques are suitable in some mobile situations, a coordinate-based system is more

generally desirable, as it can be used to drive a larger number of location-aware, mobile applications—

and can be augmented with text labels similar to that provided by fingerprinting if required.

As will be shown later in Chapter 5, accurate GSM positioning of the nature Otsason et al. described,

which primarily calculates coordinate-based locations, is implemented within a system called Naivon
as part of this thesis.

2.4.6 Combinations

Whilst it is obvious that there are a large number of positioning technologies, it is also clear that no
single one manages to provide mobile applications with an accurate, always-available location service.
Furthermore, even those developed solely for outdoor use, such as GPS, do not manage to provide a

location in every outdoors scenario (for example, as has been discussed, GPS performs poorly within
cities).

Reviewing the existing literature in 2002, Baus et al. realise that [8]:
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None of the discussed systems allows for a seamless switching from indoor (passive

location sensitivity) to outdoor (active location sensitivity) ...

This leads them to create one of the first, if not the first, system that works both indoors and outdoors
by combining GPS and IR positioning into a single system [8] which seamlessly switches between the
outdoor ARREAL and indoor IRREAL systems without requiring interaction from the user. A more
advanced system that follows an almost identical concept is later presented by Kruger et al. [101].
Their system again uses GPS outdoors and infrared positioning indoors and, unsurprisingly, their

system suffers the same accuracy and high-cost problems encountered by Baus et al.’s earlier work.
In 2004, Benford et al. describe the problem with existing positioning technologies as follows [13]:

...there is currently no universal tracking system that can provide reliable, accurate and

extensive coverage across a city with the result that game developers and players have to

cope with considerable uncertainty with regard to location.

The fact that reliable and accurate positioning is unavailable does have clear implications for the types
of mobile systems that can be developed and the experiences can be provided to users. The fact that
current positioning technology cannot be relied upon leads Benford et al. to create a system that relies
purely on the user’s own direct input. Instead of relying on an external device or hardware to locate a
user, the user’s position is inferred as the centre of any map they are currently viewing or explicitly
marked by the user through clicking on the map. Surprisingly, this works extremely well in a game
Benford et al. describe, Uncle Roy is All Around You. The fact that self-reported positioning in this
way proves better or equal to existing positioning technologies does not necessarily demonstrate that
self-reported positions are a successful strategy. Rather, it further emphasises that existing positioning
technologies are simply not viable solutions in mobile systems. Indeed, Benford et al. make clear the
problems in self-reported positioning [13]:

Two potential limitations of self-reported positioning are that the mobile player has to
know where they are and/or where they are heading, and that they may cheat, that is
deliberately choose to lie about their position.

...A further issue for self-reported positioning is that it demands the constant engagement
of the user in order to maintain an up to date position, and even then remote users may
be frustrated at the low frequencies of updates. While this may be acceptable for tasks
that are highly fore-grounded — such as playing an absorbing game — it may be less

suited to more background tasks, for example where a context aware system

spontaneously interrupts the user.
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It is apparent that when a system with these severe problems outperforms or equals existing
technologies, the existing technologies require substantial improvement. A potential solution is the

combination of several existing technologies in order to reduce or negate the problems of any one
system.

It was not until 2005 that concentrated effort began in combining many positioning technologies into
one system in order to provide a more comprehensive solution. Virtually all of the published work in

this area has been as a result of the Place Lab initiative whose authors echo the problem stated by Baus
et al. earlier [104]:

...current location systems do not work where people spend most of their time: coverage
in current systems is either constrained to outdoor or environments or limited to a

particular building or campus with installed sensing infrastructure.

They also describe a secondary problem in that:

...existing location technologies have a high cost of entry to both users and application

developers. Many location systems require expensive infrastructure, time-consuming

calibration, or special tags, beacons, and sensors.

To overcome both the problems that no single positioning system provides a comprehensive solution
and that many have a high cost of entry, Place Lab aims to combine several existing positioning
technologies in the hope of greatly increasing the percent of time location fixes are available whilst

also reducing the cost of entry. Place Lab’s goals are most succinctly asserted in the Place Lab home
page’s introductory text [138]:

Place Lab is software providing low-cost, easy-to-use device positioning for location-
enhanced computing applications. Place Lab tries to provide positioning which works
worldwide, both indoors and out (unlike GPS which only works well outside). Place Lab
clients can determine their location privately without constant interaction with a central

service (unlike badge tracking or mobile phone location services where the service owns
your location information).

LaMarca et al.’s research shows that for three types of user (an immunologist, home-maker and retail
clerk) location fixes in Place Lab using GPS are available for only 4.5% of their day, GSM for 99.6%

and 802.11 for 94.5% [104]. However, it is found that by fusing the three technologies a location fix is
available for 100% of the day.
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Interestingly, measurements with Bluetooth positioning were trialled but omitted from the research
results [104]:

...non-mobile Bluetooth devices have not reached sufficient density where they are
eminently useful for beacon-based location estimation in the wild. ... Although our results
do not report Bluetooth beacon densities, we did scan for them during our data
collection and we saw virtually no fixed Bluetooth in any of our test locales. The
sparseness of Bluetooth beacons is further exacerbated by the fact the each scan for

nearby Bluetooth beacons takes approximately 10 seconds to complete.

The initial statements here provide further reasons why Bluetooth is generally a poor choice for
positioning techniques whilst the last, referring to the long scan time, echoes findings revealed earlier
in the literature review. LaMarca et al. go on to provide their view on the future of mobile context-

aware systems, which emphasises the need for a more reliable and available positioning system [104]:

We believe that many emerging location-aware computing [sic] application are going to
require 100% availability of location information in real people’s lives, similar to the

way cellular phones are held to a 100% availability standard.

Despite Place Lab’s success as a fusion of multiple location technologies, one of the main problems it
has is that the location of the nodes it relies on to drive its 802.11, GSM and Bluetooth positioning
must be pre-sampled in an area before any of these forms of positioning is available. In another paper

from the Place Lab authors, LaMarca et al. themselves describe the problem as severe [105]:

Both the initial mapping and subsequent re-mappings are time consuming and represent

the biggest cost in deploying and maintaining the system.

They attempt to generate a solution in the form of ‘self-mapping’ that allows new node positions to be
automatically calculated from only a few initially known nodes. When a new node is detected a scan
for known nodes may result in successful hits. If this is the case then the newly discovered node's
location can be estimated by analysing the signal strengths to the known nodes and attempting to
triangulate the mobile device’s current, and therefore possibly the newly detected node’s, location. The
authors’ tests demonstrate that, from a 10% seed set of beacons, seif-mapping methods can build up
coverage to between 87-90% of an area. They compare this to war driving, which involves the
detection of access points in the area by a person, or people, systemically driving through as much of
the area as possible whilst carrying a PDA or laptop with a wireless card capable of detecting 802.11

networks in order to discover the location of access points in the area. The authors also make the claim
[105]:
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With as little as 50% of the beacon locations, self~-mapping can produce a radio map that
estimates a user’s location as well as a war driving database. Further, we showed that

when new beacons are introduced, self-mapping estimates their positions nearly as

accurately as war driving.

Kim et al. conduct a study of the accuracy and reliability of war-driving techniques which are relied

upon to gain the node locations, or seed node locations, to drive the systems described. They describe
the need for such information [97]:

...researchers have started using 802.11 beacon frames from access points (APs) to
locate wireless network users. Intel’s Place Lab provides software that can track users
both indoors and outdoors. Skyhook Wireless provides a similar commercial solution for
locating Wi-Fi users. These approaches require knowledge of the (actual or estimated)
location of APs. In addition to user-location tracking, researchers also use the location

of APs to analyze wireless network characteristics such as the coverage range of APs or

interference among APs.

Whilst not directly relevant to this particular section, it should be noted that the technology which
drives the Skyhook Wireless system referred to in the quote directly stems from work carried out for

this thesis and was developed by myself and Malcolm Hall as part of Skyhook’s Bertha application.

Kim et al. discover that the method of transport used whilst war-driving can greatly affect the quality of
the results, finding that war-driving an area detected 38% of the previously known access points with a

median error of 40.8m whilst war-walking detected 59% with a median error of 31.6m. They state of
both war-driving and war-walking [97}:

We observed that estimated AP locations are often biased towards the war-driving paths,

which makes the maximum signal range of APs to appear shorter and the interference

among APs to appear more severe than in reality.

This is a strong caution against using normal war-driving techniques and placing discovered nodes at

the exact location they are discovered. This problem is addressed later by the work in this thesis and a
possible improvement is discussed in Chapter S.

As mentioned, some of the work referred to was conducted as part of this thesis. The work in this
thesis resulted in similar position combinations and was built into the now commercially available
product named Navizon®. Although similar to Place Lab in many ways, the research and work for the

positioning technology Navizon utilises was conducted and implemented completely independently of

the Place Lab software. Indeed, during the research, design and implementation stages of the

3 .
Wwww.navizon.com
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technology both Maicolm Hall and myself were not aware of the work by Place Lab. The first use of
our technology in a system outside our own, Skyhook’s Bertha’ application, was in early 2004 whilst

the majority of Place Lab research was published in 2005.

The positioning technology we developed, which now drives the Navizon system, is discussed in far

more detail in Chapter 5.

2.4.7 ldentifying important locations
A good positioning system can locate mobile devices and provide the location to end-users but this
information, such as latitude and longitude coordinates, is often not enough to prove useful to the user.

Marmasse and Schmandt sum up the problem [114]:

...coordinates must be translated into positions that are relevant to the user, and these
obviously vary greatly from person to person. Users neither know nor care about such
coordinates; rather they identify "home", "work", "school”, "post office” etc. Although a
map could be used to specify such points, why should users spend valuable time filling

out detailed property lists for a system which has yet to prove its value to them?

They describe a system they implemented called comMotion in which the system attempts to discover
locations that may be of importance to the user automatically. The system relies on GPS for its raw
location data and uses a simple algorithm to identify if locations are salient. If the GPS signal is lost it
is assumed that this is because the user has entered a building. If this occurs three times at
approximately the same location then the system identifies the location as possibly important. It is
hoped that over a short period of time this method will be able to identify the majority of buildings that
are of importance to the user in their daily lives. Users are notified when a location is identified as
important and can enter their own label for the location immediately or wait until a more convenient
time and enter it by selecting it from a list of recently identified locations. Whilst this technique is

simple, it proves extremely effective and has been implemented into other systems such as that
described in [160].

Hightower et al. build on the work in comMotion - stating almost the exact same motivation for their
work [88]:

Many emerging location-enhanced applications, however, want colloquial place names

like “Home,” “Work,” “Movie Theater,” or “Tony's Pizzeria” instead of latitude and
longitude coordinates.

* Bertha is an application that Malcolm Hall and myself developed for Skyhook Wireless. The application was designed to be
used inside vehicles as they travel around, in order to map out the locations of access points they pass. The application
continually scans for 802.11 access points, attempts to work out their approximate location, and uploads all recently scanned
access points to a central server whenever an access point Skyhook Wircless are permitted to use is in range. Bertha is still used
by Skyhook Wircless, who pay delivery drivers to carry the application with them during their normal working day.
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Hightower et al. implement an infrastructure, BeaconPrint, which identifies salient places by
continually monitoring the 802.11 and GSM beacons currently in range, which many of these
positioning systems already do. If a preset amount of time passes with the set of beacons remaining the
same, or almost the same, then the location is marked as being of possible importance. Hightower et
al. claim a 90% success rate in identifying locations of importance to users when employing this
technique. One of the most significant improvements of this technique over the one used by
comMotion is its success rate in identifying locations visited infrequently. While comMotion required

a minimum of 3 visits to the same location before being capable of identifying it as salient, Hightower
et al. claim [88]:

BeaconPrint patches this deficiency by demonstrating an accuracy rate of over 63% even

for places someone returns to only once or visits for less than 10 minutes, increasing to
80% accuracy for places visited twice.

Both these techniques prove useful, and slight variations have been built into a few of the systems later
described in this thesis.

Thus, it is clear from the review of literature that accurate and always available positioning is a
fundamental requirement for mobile, context-aware systems. It is also apparent that although there are

extremely good solutions for either indoor or outdoor positioning, there exists no single positioning
technique which can provide the required availability to drive such systems.

The work carried out on the Place Lab project begins to address this problem but, as described later in
Chapter 5 (section 5.2), still has several deficiencies that hinder its widespread adoption and use in the
mobile environment. Therefore, this thesis will explore the issue of providing accurate and highly

available positioning for mobile applications. As will be shown, this research leads to the creation of
the Navizon system described in Chapter 5.

2.5 Recommendations and adaptation

Recommendation, or collaborative filtering, techniques can be employed to select the most relevant
subset of data to present to a user or system in order to provide a focus and improve efficiency [144],
[72], [65], [167), [152]). Such techniques seem appropriate for use in mobile environments where, as
has been shown, there is a greatly increased level of context information and thus a greater density of
data in general. In a mobile environment new data may continually be arriving from sensors, peers and
servers and without filtering techniques this data can quickly overload a user or application. As early

as 1994, Schilit et al. proposed adaptive techniques based on context information for mobile devices
[149]:

Reconfiguration is the process of adding new components, removing existing

components, or altering the connections between components... In the case of context-
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aware systems, the interesting aspect is how context of use might bring about different

system configurations and what these [sic] adaptions are.

Whilst Schilit et al. recognise that, as previously discussed, location is likely the most important item of

contextual information for mobile devices, other contextual information is still often vital [149):

Reconfiguration could be based on other information in addition to location, Sfor

example, the people present in a room.

As has been discussed previously, the level of adaptation required for mobile systems to behave
appropriately may be considerably higher than that of desktop systems as mobile systems experience a
wider range of contexts. It seems suitable, therefore, that a system for filtering data or employing it to

drive adaptation on mobile devices should be primarily based around the context information available.

Many previous mobile systems have attempted to filter or recommend data in differing methods. In
Tveit’s work on recommendations in the mobile environment, discussed earlier in section 2.3, he

theorises how a pure peer-to-peer recommendation system could be constructed but fails to implement

it and is aware that there are many unanswered questions [166]:

How to deal with fraudulent behaviour? How to maintain consistent and unique
identification of products and services in the voting vectors used in the queries? How to
keep cache consistency? How to deal with privacy and encryption of queries and the
results? Where are the bottlenecks for true scalability? Is a true P2P-based system [sic]

Jor recommendations or is a hybrid approach like Napster or Gnutella with
Gnutellahosts needed?

Some of these questions relate back to issues already discussed. For example the last question clearly

refers to the problem of deciding which type of peer-to-peer architecture to use (pure, hybrid or

centralised). However, it is obvious from this list of unanswered questions that there are many issues

yet to be addressed in mobile recommendation systems.

The MobiTip system, described earlier in section 2.2.2, aims to provide recommendations to users

about interesting locations such as restaurants, shops, theatres or sporting venues. MobiTip was

originally planned as a pure peer-to-peer system but was augmented with specialised statically placed
caching nodes, as in the trials not enough users were encountering one another and thus there was a low

turnover of new recommendations arriving on users’ devices. In MobiTip ‘tips’ are exchanged

between peers. The authors identify a particularly powerful feature that mobile recommendation
applications can take advantage of [146}:
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If the user is in a shopping mall, tips will be influenced by others in the mall. In a

different setting — such as a conference — MobiTip will produce a different set of tips,
based on another group of people.

It is to be expected that users co-present in a location are likely to share similar interests. Thus, mobile
recommendation systems can take advantage of this information simply by realising that information

delivered from co-present peers is more likely to be of interest than information delivered second-hand
or from a statically placed infrastructure server.

The idea that location alone can be used to activate recommendations is common in existing systems.
For example, Newcomb et al. describe a mobile shopping assistant which recommends items of interest
when the user is proximate to them [121]. In the system Newcomb et al. describe, items which are on
sale and which the user has previously purchased are brought to the attention of the shopper through
the use of audio notifications. Systems in which the only trigger for information is location have been
referred to as ‘walk-up, pop-up’ (a term introduced by Brown and Chalmers [19], [31]) and are
common in the literature [161], [102]. Whilst the form of recommendation employed by Newcomb et
al. uses some background information about the user’s history, it cannot be said to be purely walk up,
pop up and thus is perhaps more a form of mobile recommendation. However, this system and the
many which do rely on just walk-up, pop-up techniques highlight the power of location alone in the
mobile environment. This is, of course, reinforced by many of the statements in section 2.4. Thus, it is
apparent that in pure peer-to-peer recommendation systems location, and in particular its proximity to
other devices, may become one of the greatest weighting factors to the recommendations delivered.

However, this should be viewed as a benefit rather than a problem as the large crossover in proximate
users further focuses the recommendation data.

Whilst recommendations seem an appropriate technology in the mobile environment, few systems have

managed to implement them successfully and even fewer have successfully managed to utilise

successful desktop recommendation techniques in the mobile environment. For example, the

MovieLens Unplugged system [117] attempts to provide the same functionality of the MovieLens web-
based recommender [143] in a mobile environment. However, whether it can be termed mobile is
questionable since the system simply generates and caches recommendations on a desktop machine and
copies this data to a mobile device when synchronised through a wire. When in the movie rental store,
the mobile device simply displays these previously generated recommendations. The system fails to be
highly dynamic, one of the requirements necessary to the success of mobile systems previously
identified. The failure of MovieLens Unplugged system to adapt to the environment it is in may be due
to the complexities involved in moving a large database onto a mobile device. Certainly, no single
mobile device has the storage required to hold the entire MovieLens database. It is apparent that

mobile devices must employ novel database techniques to those of desktop systems if they are to

provide recommendations generated from significantly sized data stores.
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Want et al. also make the requirement for a novel storage technique and management of storage space
in mobile systems clear. They propose the Personal Server, which is a mobile device that stores all of
a user’s data and continually monitors their activity. Obviously, such a device requires a substantial
amount of storage and although Want et al. envision such storage to be available on the device itself,
they realise that there are substantial benefits of a data store, which is essentially distributed throughout

a community of mobile devices [170]:

Although a Personal Server device can potentially store a user’s entire personal data
collection, a distributed storage system such as Coda or Bayou would be very useful in
case of theft, loss, damage, or concurrent access. Using such a system, the user could
modify their mobile data while disconnected, and automatically transfer changes to the
infrastructure when able. Such a capability would allow easy recovery in the case when
a device becomes inaccessible. Similarly, these systems would allow data to be directly
modified in the infrastructure, eventually propagating to the mobile device. Without such
a capability, the user would be required to manually manage their data backup and

migration, which would significantly detract from the user experience.

The work discussed as a result of Want et al’s Personal Server is of relevance elsewhere to this thesis
as the envisioned uses and usage environment of the device raise questions relating to usage models,

adaptive user interfaces and device discovery—all topics which are discussed in this thesis in sections
3.2.3.1,7.1.1 and 4.3.2 respectively.

Later work by Goren-Bar and Kuflik reinforces the view that mobile recommendations can and should
be highly adaptive. They identify that previous work came to the same conclusion and cite some of the
benefits the adaptation can provide for mobile recommendation systems [74]:

Previous studies have shown that adaptive mobile devices are more effective than non
adaptive ones. Billsus et al. (2000) found that adaptation reduces the amount of

information that needs to be transmitted, and helps users access relevant information

with minimal effort.

Goren-Bar and Kuflik also study the user experience and find that 90% of users prefer an adaptive

mobile recommendation system to a non-adaptive onc. This further strengthens the requirement for
highly-dynamic mobile recommendation systems.

Mobile recommendations are later used in this thesis to drive a mobile adaptive infrastructure, Domino,
described in Chapter 7.
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2.6 Seamful design

One interesting element of mobile systems is often the unexpected methods users employ when using
them. Such behaviour was observed during trials of Can You See Me Now [64]. The game consists of
two types of participant: runners, who are physically present within a city, and online players who
utilise a web interface to interact with the game. The runners must chase and capture the online players
by moving their slow-moving avatar over the online player avatars on a map presented to them through

their web browser. The runners’ positions are tracked using GPS units connected to PDAs which they
carry.

Whilst GPS inaccuracy is often thought to be a problem, the runners in Can You See Me Now found it
advantageous [64]:

Over the course of the two days play the runners became increasingly aware of the

effects of GPS inaccuracy and also where on the city streets it was most likely to be

experienced. By the second day’s play, they had begun to exploit this knowledge as part
of their tactics...

Such use of inaccuracies or shortcomings in the underlying infrastructure of a system are often more
apparent or more exploitable in the mobile environment, simply because mobile infrastructure is
generally less reliable than desktop infrastructure. It is interesting to note that whilst knowledge of the
GPS infrastructure and its drawbacks was advantageous to the runners in Can You See Me Now, lack of
knowledge of the same items set online players at a significant disadvantage; as is evident from the

drop in success rates from the first day to the second. Flintham et al. pose an interesting question [64]:

As we have seen, this ended up placing online players at a disadvantage as runners in
the street exploited this difference. This raises the question as to whether the technology

should have made them more aware of the characteristics of GPS?

If the online players had knowledge of GPS inaccuracies, it is likely they would have been able to

predict better how the runners’ avatars might move, as well as identifying likely areas on the map

which had almost no GPS coverage and so were possible “hiding spots” for runners.

The concept of deliberately revealing information about physical and software infrastructure is a
powerful one, particularly in the mobile environment, that can be exploited to allow users to overcome
or take advantage of problems or drawbacks when they occur. Gaver et al. realise similar benefits

found when approaching ambiguity from a similar angle [68]:

Ambiguity can be frustrating, to be sure. But it can also be intriguing, mysterious, and

delightful. By impelling people to interpret situations for themselves, it encourages them
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to start grappling conceptually with systems and their contexts, and thus to establish

deeper and more personal relations with the meanings offered by those systems.

Although Gaver et al. are concerned with ambiguity, they make an important point related to Seamful
Design — that systems can be designed to encourage users actively to understand better the concepts
and infrastructure behind them and thus, in tum, to understand better how they come together to

provide a working system.

This is particularly relevant in the mobile environment as mobile devices frequently use an extensive
amount of sensors, and often rely on peers and infrastructure to complete tasks. This leads to an
increased chance of breakdowns which can leave a user frustrated or confused if a suitable level of
information about the underlying technology has not been delivered previously. Flintham et al. and
Gaver et al. both theorise that users can be trusted to understand and appropriate information about

infrastructure to allow them to overcome breakdowns in novel or known ways.

This topic, Seamful Design, is later discussed in Chapter 4 (section 4.2.2) when, after experimenting

with it in a mobile system, it becomes apparent that its application can positively influence mobile
systems.

2.7 Conclusion

The review of literature presented here makes it clear that many researchers share a belief that mobile
computing has failed to fulfil expectations of mobility, flexibility and usefulness that were common in
the early nineties. There is a shared belief throughout much of the work discussed that modern mobile
systems fail to be reactive to users’ context, and to adapt appropriately to the many situations mobile
users may find themselves in. This failure prohibits devices and applications from being used as
mental extensions of the form Hull et al. propose [90], or from becoming invisible as in Weiser’s vision
of ubicomp [172]. Instead, most modern mobile devices and applications are inflexible versions of
standard desktop applications, incapable of sensing context and thus forcing users to alter their

behaviour and work around the application’s failure to adapt to social and situational context.

Much of the existing literature points out that the level of adaptation required to allow mobile
applications to have the flexibility to behave appropriately in the many situations in which they may
find themselves is extensive. Adaptation must be a reaction to not only the external context sensed by
the device, but also the system’s own state. The topic of adaptation in mobile systems is discussed
throughout the thesis but is primarily addressed in Chapter 7.

It was found that previous work has identified a user’s or device’s location as being the most critical
item of context information to mobile systems. However, it has also been shown that reliable, accurate
and available position information has not yet been achieved. Without a positioning system that can

determine a user’s location in all mobile situations, both inside and outside, the number of possible
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useful mobile applications is severely reduced. As position is so fundamental to mobile systems it is
discussed in detail in Chapter 5.

The literature review also identified that peer discovery is important for mobile systems which operate
within peer communities on a frequent basis or periodically enter the range of peer devices. However,
it is clear that there is, as yet, no standard or robust way of discovering peer devices in mobile
environments. Furthermore, it is also apparent that mobile developers often fail to consider the
advantages and disadvantages of underlying communication infrastructure and often make poor choices
that may later hinder the system and the user experience. For example, this was experienced with the
DigiDress system in which users reported that the reliance on Bluetooth was a barrier to smooth

interaction with other users. Peer discovery and appropriate selection of communication technologies
is discussed further in Chapter 4.

Whilst previous work draws attention to the failure of mobile applications to be flexible and adaptive,
and does highlight issues that may be tackled to aid this problem, it rarely addresses the issue of
mobility itself. It is clear that the majority of mobile applications actually fail to be available or useful
in many situations and locations. Whilst failures in context-awareness and subsequent reaction to
context can account for some of these problems, there are many systems that seem to fail to be useful
in many mobile environments for other reasons. For example, the GUIDE system is only available at

locations where information has previously been authored for it and at which special GUIDE network
nodes have been placed.

In the following chapter a more in-depth investigation and analysis of two systems is presented for two
reasons. Firstly, to verify that the findings of the literature review are valid and actually do occur in,

and influence, mobile systems and secondly, to identify other issues not found in the literature review

which may affect mobility, availability and flexibility in mobile systems.
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3 INVESTIGATION OF TWO MOBILE
APPLICATIONS

As an initial examination of whether the findings from the literature review are indeed applicable and
relevant to improving the context-awareness and mobility of mobile, peer-to-peer systems, two mobile
systems were examined. The first, the Lighthouse, is a system that was designed to have a degree of
mobility and, although tested at one particular location, was hoped to be re-deployed. The second,

George Square was trialled in the city of Glasgow but was designed to be useable in any city without
requiring any setup whatsoever.

By studying the infrastructure and technologies each of these systems depended on, a summary of key
findings and features important to mobile, peer-to-peer systems are extracted.

3.1 The Lighthouse

An important point to note is that the Lighthouse project was designed, implemented and trialled before
any research for this thesis had begun. Indeed, most of the papers published about the Lighthouse had
already been submitted. The author did not personally contribute in any way to the design or
implementation of the system. However, as it was apparent that the system suffered from a number of
deficiencies and problems typical of mobile systems, it proved a prime opportunity. Analysing the
results of the trial, inspecting the positive and negative aspects of the system and deciding on how to
improve them was fundamental in identifying many of the key issues on which this thesis concentrates.
In short, although it was not designed to be a mobile system, analysing it as such quickly uncovered

some of the areas that it is vital to take into consideration when attempting to create a flexible and
useful mobile system.

The Lighthouse system was the first ever, and today still remains the only, museum co-visiting system
that allows a user who is physically present in a museum to share their visit with multiple remote users
who utilise either a web browser interface or a three-dimensional, virtual reality interface. The system
was designed for a specific exhibition: the Mackintosh Interpretation Centre in The Lighthouse—
Scotland’s Centre for Design, Architecture and the City. The Interpretation Centre is devoted to the
life and work of Charles Rennie Mackintosh (1868-1928)—an architect, designer and artist. Although
the exhibit room itself is rather compact (less than 10x20 metres), it manages to contain a surprisingly
large amount of information about Mackintosh. This is partly due to the fact that many different types
of media are used to deliver the information. In addition to the drawings, models, furniture, paper
documents and pictures on display; there are over twenty screens (some of which are touch sensitive)

presenting video and interactive material through which a visitor can navigate a substantial amount of
information on Mackintosh.

Although creating accurate and detailed copies of the many individual exhibits in the museum was an

important part of designing and implementing the system, after a thorough analysis of how people
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ordinarily visit museums, it was decided that the most critical aspect to concentrate on was providing
tools to enable smooth interaction in the communication channels that all the visitors used. Whilst the
exhibits within the museum provide great interest, our studies found that it is often discussing them
with friends or colleagues that provides the most enjoyable aspect of a museum visit. In order to
support this smooth communication in the Lighthouse, a substantial effort was made to provide three
main resources for awareness and interaction that would aid the visitors in interacting with one another.
These were: a shared audio channel, awareness of others location and orientation, and a common
information space. As each of the three visitors in the system would be using a different resource for

interaction through which to conduct their visit, it was necessary to provide each of these three features

in a unique way to each type of user.

Whilst the other primary goals of the Lighthouse system were to experiment with co-visiting and
delivering a heterogeneous range of information to the users, the system also provided vital insight in
determining the weaknesses a mobile system may suffer from and ultimately led to attempts to create
techniques that would overcome these problems in future systems. In particular, much of the core
design and infrastructure was reused in later mobile systems with only slight variations on how they
were used within the Lighthouse project. For example, the George Square system, discussed in a later
chapter, directly built on the majority of the components that composed the Lighthouse system.
Therefore, it would be remiss not to investigate what these system components were originally
designed for, how their original use and findings helped improve them in subsequent systems, and how

they were later altered and adapted to be more generic in order to allow them to fit into a greater

number of mobile environments.

3.1.1 System overview

The Lighthouse co-visiting system allowed three people to visit the Interpretation Ce<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>