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Abstract

Most users find it difficult to remember traditional text-based passwords. In order to cope
with multiple passwords, users tend to adopt unsafe mechanisms like writing down the
passwords or sharing them with others. Recognition-based graphical authentication systems
(RBGSs) have been proposed as one potential solution to minimize the above problems. But,
most prior works in the field of RBGSs make the unrealistic assumption of studying a single
password. It is also an untested assumption that RBGS passwords are resistant to being
written down or verbally communicated.

The main aim of the research reported in this thesis is to examine the memorability of
multiple image passwords and their guessability using written descriptions (provided by the
respective account holders). In this context, the thesis presents four user studies. The first
user study (US1) examined the usability of multiple RBGS passwords with four different
image types: Mikon, doodle, art and everyday objects (e.g. images of food, buildings, sports
etc.). The results obtained in US1 demonstrated that subjects found it difficult to remember
four RBGS passwords (of the same image type) and the memorability of the passwords
deteriorated over time. The results of another usability study (US2) conducted using the same
four image types (as in US1) demonstrated that the memorability of the multiple RBGS
passwords created by employing a mnemonic strategy do not improve even when compared
to the existing multiple password studies and US1. In the context of the guessability, a user
study (GS1) examined the guessability of RBGS passwords (created in USI1), using the
textual descriptions given by the respective account holders. Another study (GS2) examined
the guessability of RBGS passwords (created in US2), using descriptions given by the
respective account holders. The results obtained from both the studies showed that RBGS
passwords can be guessed using the password descriptions in the experimental set-up used.

Additionally, this thesis presents a novel Passhint authentication system (PHAS).The results
of a usability study (US3) demonstrated that the memorability of multiple PHAS passwords
is better than in existing Graphical authentication systems (GASs). Although the registration
time is high, authentication time for the successful attempts is either equivalent to or less than
the time reported for previous GASs. The guessability study (GS3) showed that the art
passwords are the least guessable, followed by Mikon, doodle and objects in that order. This
thesis offers these initial studies as a proof of principle to conduct large scale field studies in
the future with PHAS. Based on the review of the existing literature, this thesis identifies the
need for a general set of principles to design usability experiments that would allow
systematic evaluation and comparison of different authentication systems.

From the empirical studies (US1, US2 and US3) reported in this thesis, we found that
multiple RBGS passwords are difficult to remember, and the memorability of such passwords
can be increased using the novel PHAS. We also recommend using the art images as the
passwords in PHAS, because they are found to be the least guessable using the written
descriptions in the empirical studies (GS1, GS2 and GS3) reported in this thesis.
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Chapter 1
Introduction

This chapter introduces the context and motivation of this thesis. The chapter also presents a
brief overview of authentication mechanisms, followed by the thesis statement and research
objectives. The chapter concludes by presenting the structure of the thesis and the main
contributions of the research reported in this thesis.

1.1 Context

Human-Computer Interaction and Security, also referred to as Usable Security, is a relatively
new area in the field of Computing Science combining: Human-Computer Interaction (HCI)
and Computer Security. Human factors are often considered as the “weakest link” in
computer security systems (Sasse et al., 2001). In this context, existing studies reported in
(Adams & Sasse, 1999; Florencio & Herley, 2007) have shown that since users can
remember only a limited number of passwords, they tend to write them down or use the same
passwords for different accounts. Such practices would compromise the security of the
authentication system. Hence, the area of Usable Security was identified by the HCI and
security practitioners to improve the usability of the secure systems. In this context, Patrick et
al. (2003) had also pointed out authentication, security operations and developing secure

systems, as the three major areas, where HCI is important.

According to Hewett et al. (1996), “HCI is a discipline concerned with the design, evaluation
and implementation of interactive computing systems for human use and the study of major
phenomena surrounding them”. According to Ross (1999), “Computer Security is a
discipline concerned with the ability of a system to protect information and system resources
with respect to confidentiality and integrity”. This is often associated with: confidentiality;
integrity; authentication; non repudiation; availability; access control and privacy. Hence,
Usable Security focuses on various human factors in computer security, which primarily
includes the impact of user behaviour on the security of a system and the effect of interaction
design of a secured system on the users. In this context, Carnor & Garfinkel (2005) have

described the aim of Usable Security as “designing secure systems that people can use.”



This thesis focuses on one particular aspect of security, namely user authentication. The most
common form of authentication uses traditional text-based passwords, which are plagued
with a number of usability and security problems — for example, the increase in the number of
such passwords typically makes it difficult to remember them and users tend to employ
unsafe coping strategies which make them insecure to use (Florencio & Herley, 2007). When
users resort to unsafe coping strategies to aid memorability of such passwords, the decrease
in security cannot be simply addressed by strengthening, in isolation, the underlying technical
security of the system. In the view of such problems, alternative authentication mechanisms
such as biometrics (Coventry, 2005) and token-based authentication have been
recommended. However, some of the attractive characteristics of the traditional passwords
over alternative mechanisms, which make them popular among the service providers and
users, are: low cost to deploy compared to the aforementioned alternatives, which will incur
additional expenses; avoiding privacy issues incurred by the use of biometrics; advantage of
being portable, i.e. the users do not need to carry physical tokens. In the context of improving
the memorability of multiple passwords, and dissuading users from unsafe coping practices,
graphical passwords have been proposed as a possible alternative to the traditional text
passwords in the recent years (Biddle at al., 2009). However, as we will discuss further in
Sections 2.5 and 2.6, most of the prior work in this area have focused on the unrealistic
context of remembering a single graphical password, and have not examined the guessability
of such passwords using descriptions written by the respective account holders. In this thesis,

we advance the research in the field of Graphical Authentication Systems (GASs), through:

e usability evaluation, to explore the memorability of employing multiple passwords in
Recognition-Based Graphical Authentication System (RBGS);

e security evaluation, to explore the guessability of RBGS passwords to written
descriptions;

e presenting a novel authentication system that could improve the memorability of

multiple graphical passwords and offer adequate security in an appropriate setting

1.2 Motivation

The most widely used authentication codes, such as text passwords and personal identity
numbers (PINs) to control the access to resources (e.g. websites, bank accounts, mobile

devices), are plagued with various usability and security problems. One major drawback with
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text passwords and PINs is that users find it difficult to remember increasing numbers of
authentication codes (Klein, 1990; Sasse et al., 2001). Therefore, the users are often faced
with a choice between forgetting their passwords, which can be frustrating and inconvenient,
or employing various coping strategies such as writing down the passwords, reusing them or
sharing them with known associates, which compromises the security of the system (Adams
& Sasse, 1999; Herley et al., 2009; Sasse et al., 2001). Various technical solutions such as
imposing password polices, encryption and communication algorithms to protect the
passwords have not resolved the primary problem, which is related to the human factors in

authentication, of which the most important is the memorability of the multiple passwords.

In the recent years, GASs which use images as the password have been proposed as an
alternative to text passwords, due to their potential to improve memorability. The motivating
idea is that humans can supposedly remember images better than recalling alphanumeric text
(Paivio, 1986), so this may be a way of devising more memorable passwords. However, as
we will discuss in Chapter 2, most studies with graphical password systems, especially
RBGSs (focus of this thesis) have focused on the unrealistic usability example of a single
password. In the last fifteen years (to our knowledge), only four studies- Moncur & Leplatre
(2007), Chiasson et al. (2009), Everitt et al. (2009) and Hlywa al. (2009), have explored the
memorability of multiple graphical passwords. In general, user studies exploring the usability
of multiple RBGS passwords are sparse, which is currently a limitation in the field.
Moreover, as we will discuss in Section 2.6, multiple password studies suffer from a high
drop-out rate and hence fail to provide concrete evidence, whether RBGSs in their current
form are able to solve the issue of remembering multiple passwords. This is reflected in the

thesis statement presented in Section 1.4.

The literature reported in Adams & Sasse (1999) highlights that the sharing and recording of
text passwords has become an indispensable coping technique to remember multiple
credentials. However, graphical passwords are assumed to be particularly resistant to being
written down or verbally communicated. For example, Real (2004) have claimed that “faces
when used as RBGS password can’t be written down or copied and can’t be given to another
person”. It is an unchallenged assumption that users will find it difficult to record or share
their graphical passwords. Currently, there is no known methodology to measure the extent to
which users can record/share their graphical passwords, and the strategy that users will adopt

to record/share the passwords in real life. However, the real question that needs to be
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examined is, whether it is possible to guess graphical passwords, using any sort of revelation
produced by the legitimate user. The guessability aspect is also reflected in the thesis

statement in discussed Section 1.4.

Since the context of this thesis is Usable Security, the research focusses on both the
memorability of multiple RBGS passwords and the guessability of such passwords using

descriptions of the images forming the password provided by the respective account holders.

1.3 Authentication

Information security systems must permit only legitimate users to gain access to the system
and use its resources. This is done by a two-step process: identification indicates the account
that the potential user wishes to access, while authentication establishes whether the user has
the right to access that account. In computer security mechanisms, users are often required to
authenticate themselves by using a secret known as a password or authenticator. The
authentication mechanisms can be classified into the following categories, based upon the

model proposed in Renaud (2005).

o Something you know (recall): examples include, passwords and PINs (Personal Identification
Numbers);

o Something you recognize: examples include, images or a specific location on an image;

e Something you are (static biometrics): examples include, fingerprints, facial/iris scans;

o  Something you do (behavioral biometrics). examples include, keystroke dynamics,
handwritten signatures;

o Something you have (tokens): examples include, smartcards ( a card with embedded
microprocessor chip);

o Where you are (location based authentication): examples include, approved locations —

identifying city or county of origin.

An addition to this model is someone you know, which was reported in Brainard et al. (2006).

1.3.1 Traditional Text-Based Passwords

For the purpose of this thesis, a ‘traditional text-based password’ is a password which
consists of any combination of characters from the ASCII set. These passwords are also

referred to as ‘alphanumeric passwords’ or ‘text passwords’. Text passwords remain the
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most widely used authentication mechanism, despite the large number of available options,

for many reasons reported in Herley et al. (2009). They are also inexpensive as well as easy

to implement, and most users are familiar with them. Users can select text passwords that do

not contain any personal information to authenticate themselves without violating their

privacy, unlike biometric systems (Jain et al., 2000; Coventry, 2005). Text passwords are also

portable, i.e. users need to simply recall them, as opposed to tokens which must be carried.

The research reported in the literature had investigated various issues related to the text

passwords, which are discussed below briefly.

Klein (1990) reported the seminal work on the password behavior of the users by
collecting the UNIX password files of 15000 users. The experiment showed that the
users selected common English words as their password, which made it easier to

guess the password using dictionary attacks.

The responses collected in the questionnaire study reported in Adams & Sasse (1999)
provided evidence that users cope with increasing number of passwords by reusing
the same passwords over the multiple accounts, writing down the passwords and
sharing the passwords. The aforementioned coping strategies potentially compromise
the security of the system, since it becomes easy to guess and capture the respective

passwords.

A two-part online study was reported in Komanduri et al. (2011) to explore the effect
of various password composition policies on the user behavior. The results obtained
from the study demonstrated that 31% of the participants wrote down the passwords
and 11.1% forgot the passwords. The results also highlighted that 34.6% of the 5000
participants who took part in the study admitted to password reuse, and 17.7%
admitted to modified reuse, i.e. manipulating a previous password by addition of
numbers or special characters. The results reported in (Komanduri et al., 2011) also
provided evidence of the same types of password reuse as in Adams & Sasse (1999).
Inglesant & Sasse (1999) also gathered evidence using password diaries and
interviews of users writing down their passwords. The study was conducted with

employees in a University.



Dhamija & Perrig (2000) conducted an interview with 30 participants and found
evidence of password re-use. The authors also found that users had 10-50 accounts of
various forms that required authentication and users had one to seven unique
passwords. A survey of 218 students was reported in Brown et al. (2004) regarding
the password habits of users. The results reported that the mean number of password
systems used by the students was 8.18 (SD of 2.18 and range of 3-20), and the mean
number of unique passwords was 4.45 (SD of 1.63 and a range of 1-11). Gaw &
Felten (2006) also reported a similar study and provided evidence of a high number of

passwords per user and password re-use.

Notoatmodjo & Thomborson (2009) reported a study with 26 university students that
examined how users mentally group their passwords for various accounts that require
authentication. The participants were required to describe their passwords using the
length, perceived security level and difficulty of recall. 253 accounts were classified
as low importance: 32% were unique passwords issued by the system and 68% were
re-used passwords. The results demonstrated that 68 passwords were classified as
highly important; of which 63% were system assigned unique passwords and 37%
were re-used. The authors also found that an increase in the number of accounts
requiring user authentication led to password re-use, which would aid memorability of

the passwords.

The literature on text passwords provides evidence for a number of password coping
mechanisms employed by the users to aid memorability of multiple such passwords. There is
a variation in the quantitative values reported in these studies due to different sample size, as

well as variation in the user study frameworks.

1.3.2 Graphical Passwords

The weaknesses of text passwords, as discussed in the previous section, have led to the
exploration of alternative authentication mechanisms. One viable alternative, which has been
researched extensively in the last fifteen years, is Graphical Authentication Systems (GASs).
GASs have been categorised in many ways (Biddle et al., 2009). However, in this thesis we
focus on the categorisation, which is based upon the type of memory task involved in

remembering the password, as discussed below.
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e Recall-based: users must draw an image either on a grid or canvas during the
password creation stage, and they have to re-draw that same image during
authentication. A canonical example is Draw-a-Secret, which is reported in Jermyn et
al. (1999). However, recall is considered to be the least accurate type of memories
because the accuracy would decay after a considerable amount of time, if the

password is not used frequently (Baddeley, 1997).

e Cued recall-based.: specific points on an image that is either selected by the users or
issued by the system, form the password. An archetypal example of such a system is
Passpoints (Wiedenbeck et al., 2005a). In this kind of systems, the authentication
system provides a cue (image) to help the users remember their password (points on
the image). This feature is intended to reduce the memory load on the user and is

considered an easier task, compared to unaided recall (Parkin, 1993).

e Recognition-based: users can either choose their password images from a collection
presented by the system, or the passwords are issued by the system to the users. The
users can also provide their own images. During authentication, users must recognize
the correct password image among a collection of decoys. A canonical example is
Passfaces, which has also been commercially deployed (Real, 2004). The motivating
idea is humans have a vast memory for images. Mandler & Ritchey (1977) suggests
that, human beings have an exceptional ability to recognize images that they have

previously seen, even if the image has been viewed for a very short period of time.

1.3.3 Graphical Authentication Category Studied

The lack of usability and security studies reported in the literature fails to demonstrate the
potential of recall-based GASs, which will be further discussed in Section 2.2. We also find
that these systems show an inferior performance even when compared to the other GAS
categories (Section 2.5). Many studies have evaluated the cued recall-based systems and
demonstrated their potential as an alternative to traditional text passwords. However, prior
work reported in Renaud & Angeli (2004) has pointed out that it might be difficult to find
images that may have many memorable locations (click-points), which might eventually pose

a problem for any future deployment. In the context of the RBGSs, image types, except faces



(Everitt et al., 2009; Hlywa et al., 2011) and objects (Moncur & Leplatre, 2007), have not
been evaluated upon the usability context of the users having multiple graphical passwords to
remember. Moreover, RBGS passwords are assumed to be particularly resistant to being
written down, or verbally communicated (Dhamija & Perrig 2000; Real, 2004). Hence we
advanced our research in the area of RBGSs, to examine their usability in the context of

multiple password use and evaluate their guessability using written descriptions.

This research focuses on recognition-based graphical authentication systems (RBGSs), and
details regarding the configuration of the system will be further discussed in Section 2.7.
During the registration process a user selects, n, number of target images from the collection
(image archive) presented by the system, to form a single password. Each authentication
session is usually an n- step process. At each step, the user is presented with a grid of images
containing, at least one of the target images and a number of other images called
distractor/decoy images. The grid consisting of a target image and decoy images is called a
challenge set as shown in Figure 1.1. A legitimate user must recognise and select the target

image in each challenge set to authenticate successfully.

Figure 1.1: A challenge set comprising of 16 art images: 15 decoys + I target

The literature in the context of the usability and security of all the three categories of GASs

presented in this sub section will be further discussed in Chapter 2.



1.3.4 Lack of Benchmarks

The traditional text passwords are the most common form of authentication. Hence it can be
argued that these should be used as a benchmark to evaluate the usability and security of the
alternative authentication systems. However, such comparisons will be biased by the years of
experience, familiarity, good understanding of the registration and login processes and the
range of strategies developed to cope with increasing number of such passwords, which a
typical user now possesses. Moreover, the usable security community also lacks
comprehensive and definitive results in the context of the effectiveness and efficiency of text
passwords, which makes it even more difficult to use them as benchmarks (Biddle et al.,
2009). Additionally, it might be also challenging to abide by the ethical regulations and
provide definitive results in the context of the effectiveness and efficiency of text passwords
in an ecologically valid setting: i.e. one which simulates a real-life scenario in a number of
different contexts, such as using the passwords in real-time to access bank accounts, social
networks (for e.g. Facebook, Twitter), online shopping services (for e.g. Amazon, ebay),
online money transactions (PayPal, Western Union). In this thesis, we examine RBGSs as an
alternative to the traditional text passwords and do not explicitly state the former as a
replacement. Hence, we do not use text passwords as a baseline to compare the results
reported in the existing literature to the results obtained from the empirical studies reported in

this thesis.

Complicating matters further, existing research studies in the area of graphical passwords
currently lack consistency in the sense that each of the single as well as multiple password
studies have been conducted using a number of different experimental frameworks and
authentication system design, which measure multiple dependant variables that have been
interpreted differently in each study. This has been also pointed out in Biddle et al. (2009),
which presents a review of all the graphical password studies in the last decade. However, we
believe that the lack of rigor in evaluating GASs, as well as the lack of suitable benchmarks
to define an acceptable baseline performance can be dealt with in this thesis by comparing the
results obtained in each of our multiple graphical password studies and guessability studies,

to the literature that has reported similar studies.



1.4 Thesis Statement and Research Objectives

The thesis statement is:

Multiple image passwords are memorable, and cannot be guessed using a description of the
target images forming the password, given the current state-of-the-art in recognition-based

graphical authentication systems (RBGSs).

The research reported in this thesis is refined into six stages as given below. Moreover, the
thesis statement is further divided into four objectives, each of which is addressed separately

in the thesis.

e Stage I- Reviewing all the existing work in the field of GASs, especially studies that
have examined the usability of multiple RBGS passwords and vulnerability of such
passwords to descriptions. This stage will help us to gather the statistics reported in
the existing studies, which will be used to compare the results obtained from each

empirical study reported in this thesis.

o Stage 2 — In this stage, we aim to address the first objective related to the thesis
statement, in the context of the memorability of multiple RBGS passwords.

= QObjective I: Designing and conducting a usability study (US1) using a suitable

experimental protocol with a sample from the student population to compare

the effectiveness as well as efficiency of the different image types, when

multiple passwords of each type are used in a RBGS, and compare the results

obtained in US1 with the other multiple graphical password studies. This

objective will address the research question (RQ1): Whether multiple RBGS

passwords in the current state-of-the-art are memorable, in a given
experimental setting?

To explicitly answer RQ1, we will compare the effectiveness results obtained

in US1 to all the multiple graphical password studies reported in the literature

(Section 2.6).

We conducted each user study reported in this thesis with a distinct sample recruited from the

student population because of the following reasons:
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e [t is easier to recruit and get access to a large number of students, compared to the
general population, for the kind of longitudinal studies reported in this thesis;

e [t is also easy to control students, i.e. provide instructions to them for the purpose
of the hybrid (both lab-based and web-based) studies reported in this thesis;

e Moreover, most multiple graphical password studies and a single study that has
evaluated the topic of descriptions in the context of RBGS, recruited a sample from

the student population.

We acknowledge that general population is much diverse, but the sample population used in
our studies are sufficient to evaluate the various aspects (memorability of multiple RBGS
passwords and their guessability to descriptions) reported in this thesis. Moreover, the results
obtained in each study could justify more extensive field studies using the best performers

(i.e. image types) in the future.

e Stage 3 — We aim to address the second objective related to the thesis statement, in
the context of the guessability of RBGS passwords using the written descriptions.
= QObjective 2: Designing and conducting a guessability study (GS1) using a
suitable experimental protocol with a sample from the student population, to
examine the vulnerability of the passwords created in US1 using the
corresponding textual descriptions, written by the subjects (respective account
holders) who took part in US1. This objective will address the research
question (RQ2): Whether RBGS passwords can be guessed using their
corresponding textual descriptions, provided by the respective account
holders, in a given experimental setting?
To explicitly answer RQ2, we will compare the results obtained in GSI to the
only empirical study (Dunphy et al., 2008) that has also examined the topic of
RBGS password descriptions.

o Stage 4 — We aim to address the third objective related to the thesis statement, in the
context of remembering multiple RBGS passwords (story passwords), each created
using a mnemonic strategy.

= QObjective 3: Designing and conducting a usability study (US2) using a suitable
experimental protocol with a sample from the student population to compare

the effectiveness and efficiency of the multiple RBGS story passwords (using
11



the same image types as in US1), i.e. when a mnemonic strategy is employed
to choose the target images forming each of the passwords. This objective will
address the research question (RQ3): Whether the memorability of multiple
RBGS passwords improves by employing a mnemonic strategy, to choose the
passwords during the password registration stage, in a given experimental
setting?

To explicitly answer RQ3, we will compare the effectiveness results obtained
in US2 to US1, and all the multiple graphical password studies reported in the

literature (Section 2.6).

e Stage 5- We aim to address the final objective related to the thesis statement, in the
context of guessing the RBGS story passwords using written descriptions.

e Objective 4: Designing and conducting a guessability study (GS2) using a
suitable experimental protocol with a sample from the student population, to
examine the vulnerability of RBGS passwords (created in US2) using the
corresponding descriptions, given by the subjects (respective account holders)
who took part in US2. This objective will address the research question
(RQ4): Whether RBGS passwords created by employing a mnemonic strategy
are guessable, using their corresponding descriptions provided by the
respective account holders, in a given experimental setting?

To explicitly answer RQ4, we will compare the results obtained in GS2 to
GS1 and the only empirical study (Dunphy et al., 2008) that has examined the
topic of RBGS password descriptions.

e Stage 6 — Based on the results obtained in each of the empirical studies (US1, US2,
GS1 and GS2), we propose a novel authentication system that could further improve
the memorability of multiple image passwords. We will design and conduct a
usability study (US3) and a guessability study (GS3) with a sample from the student
population, using a suitable experimental protocol, to examine the performance of the

proposed authentication system.

The thesis statement will be evaluated as given below. Figure 1.2 further illustrates the

various objectives in the thesis statement.
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e Objectives 1 and 3 will examine the claim regarding the memorability of multiple
RBGS passwords.
e Objectives 2 and 4 will examine the claim regarding the vulnerability of RBGS

passwords to written descriptions.

Thesis Statement

Multiple RBGS password Guessability of RBGS
memorability password using descriptions
Objective 1 Objective 3 Objective 2 Objective 4
Usability Usability Guessability Guessability
Study (US1) Study (US2) Study (GS1) Study (GS2)
\

Final position on the thesis
statement

Figure 1.2: Evaluating the thesis statement

1.5 Research Approach

The methodology used in this thesis to answer the research questions and address the
respective research objectives is primarily, empirical and quantitative. A technique called
human-subject experiments, i.e. evaluating a system with human subjects by applying
principles of experiment design (Miller, 1984; Field & Hole, 2003), which is very prominent

in HCI community has been used to conduct the empirical evaluations.
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The user studies reported in US1, GS1 and GS2 are web-based. There is no agreed-upon
definition for web-based studies. According to Biddle et al. (2009), this term can be used for
a scenario, where the experimenter has minimal face-to-face contact with the subjects taking
part in the study. The reason for using web-based study is: (1) these studies can be conducted
with large number of subjects; (2) subjects could be prompted several times to complete the
tasks involved in the study; (3) the behaviour of the subjects may be more realistic than in a

controlled lab settings; (4) it is easier to conduct the longitudinal studies over web.

In the web-based studies, it is necessary for the experimenter to keep track of the tasks and
ensure that the experimental protocol is followed. In each of the web-based studies reported
in this thesis, all the subjects were given clear instructions about the tasks, information about
the system they will use, adequate time to get used to the system and email prompts
reminding them about the tasks to be completed. The length of the study, especially in the
case of USI and US2 were chosen appropriately to capture the phenomena under study. In
order to capture the user opinions, usability questionnaires were used. Questionnaires were

the secondary source of gathering information, used in conjunction with system logs.

US2 is a hybrid study combining a lab-based training session followed by the tasks that are
completed in the subject’s regular environment. Hence, the study gained the advantage of
both an initial controlled environment and increased the ecological validity of the task. US3
and GS3 are lab-based studies, which were conducted in a controlled environment to evaluate
the success of the design decisions in isolation and usability problems in the new
authentication system, before resources can be invested in large scale field studies. The idea
was to ensure that subjects focus on the task assigned to them and statistical testing of the

different measures could be done to assess the effectiveness of the new design decisions.

Statistical analysis is also used to assess, whether the differences in the data obtained from
the user studies reflect actual differences between the experimental conditions (Mcguigan
1993; Field & Hole, 2003). The statistical tests, i.e. parametric or non-parametric, are chosen
based upon the experimental design (independent measures or repeated measures), normality
of the data obtained from the user studies and the type of the data (nominal, ordinal or

categorical).

14



1.6 Structure of the Thesis

The remainder of the thesis is organised as follows:

e Chapter 2 presents a brief overview of some cognitive and psychological theories
relevant to the thesis. The different categories of GASs are also reviewed. The chapter
also addresses Stage I by presenting a review of the literature, in relation to the

usability of multiple graphical passwords and their vulnerability to descriptions;

e To address Objective I (Stage 2), Chapter 3 presents a multiple password study (US1)
to compare the usability of four different images types: Mikon, doodle, art and object,
when used as RBGS passwords. The four different image types were chosen based on
the review presented in Chapters 2 (Sections 2.2 to 2.6). The review suggested that
none of the aforementioned image types except objects, were used in multiple

password usability studies ;

e To address Objective 2 (Stage 3), Chapter 4 presents a guessability study (GS1) to
examine the vulnerability of RBGS passwords created in US1 using the
corresponding textual descriptions, which are provided by the subjects (respective

account holders) who took part in US1;

e Chapter 5 addresses both the Objectives 3 and 4 (Stages 4 and 5), by reporting a
usability study (US2) and a guessability study (GS2), to examine the performance of

RBGS passwords created using a mnemonic strategy;

e Chapter 6 addresses Stage 6 by presenting a novel authentication system. The chapter
reports a usability study (US3) and a guessability study (GS3), to analyze the
performance of the proposed authentication system. The performance of the proposed
authentication system is also compared to the results reported in the existing literature

discussed in Section 2.4 and 2.6.

e Finally, in Chapter 7 the thesis statement is revisited and all the research questions

corresponding to each objective are answered. The final position on the thesis
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statement is discussed, followed by further research directions that fall beyond the

scope of this thesis.

1.7 Thesis Contributions

The research presented in this thesis contributes original ideas and knowledge in the field of

RBGSs. The main contributions of the research are enumerated below.
Identifying the research problem

Chapter 2 identifies an important limitation in the field of GASs, i.e. most usability studies
have focused on the unrealistic use of a single password. In this context, Section 2.6 identifies
that in the last 15 years (to our knowledge) only four studies have explored the usability of
multiple graphical passwords, and two of these studies had a high drop-out rate. The survey
in Chapter 2 reveals that none of the existing studies have explored the vulnerability of
RBGS passwords to descriptions, or any sort of revelation produced by an account holder,
except (Dunphy et al., 2008). Hence, the thesis statement was established together with the
research objectives systematically to explore the usability of multiple RBGS passwords, and

their vulnerability to written descriptions.
Memorability of multiple RBGS passwords

The usability of multiple RBGS passwords has been examined in Chapter 3 with four
distinct image types: Mikon, doodle, art and objects, over an online study (US1) conducted
for a period of eight weeks. The results demonstrate that object images are most usable in the
sense of being more memorable and less time-consuming to employ, Mikon images are close
behind but doodle and art images are inferior. Another usability study (US2) is presented in
Chapter 5, which examines the usability of multiple RBGS passwords when such passwords
are created using a mnemonic strategy, using the same four image types as in US1. The
results obtained in US2 follow the same trend as that of US1. However, the results obtained
in both the studies provide concrete evidence that multiple RBGS passwords are difficult to

remember, and time consuming to employ, given the current state-of-the art.
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Guessability using descriptions

The vulnerability to third-party guessing of RBGS passwords, created in US1 and US2,
using descriptions provided by the respective account holders is examined in Chapters 4 and
5 respectively. Both the studies show that most descriptions provided by the account holders
were annotated/ non-annotated sketches of the target images forming the password. In the
case of textual descriptions, these were denotative (i.e. described the elements in the image),
which again helped in guessing the respective passwords. The results obtained from both the
studies (GS1 and GS2) demonstrated that all the Mikon, doodle and object passwords were
guessed, whereas 50% of the art passwords were guessed. It was difficult to guess art
passwords using the textual descriptions and these passwords were the least amenable to
sketching, compared to the three other image types. Hence these results provide evidence that
art images are more resistant to being guessed using written descriptions, compared to the

other image types.
Novel authentication system

A novel authentication mechanism, Passhint (PHAS), is proposed in Chapter 6. A prototype
was created and two empirical lab-based studies (usability — US3 and guessability- GS3)
were conducted. The results obtained from the multiple password usability study show that
PHAS have memorability advantages, over other existing GASs. The results of the
guessability study (GS3) with PHAS reveal that art passwords are the least guessable,
followed by Mikon, doodle and objects in that order. The results strongly suggest that the use
of art passwords in PHAS, would offer usable as well as secure authentication. This thesis
offers the results of the initial usability and guessability studies as a proof of principle for the

Passhint system.

1.8 Origins of the Material

A significant portion of the research presented in this thesis has been peer-reviewed and
published in various academic venues. The author of this thesis is the primary author for all
the publications, which are also based on the work presented in this thesis. Much of the text

presented in the thesis is taken from these publications.
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The peer- reviewed full- paper publications are:

Chowdhury, S., Poet, R. & Mackenzie, L., 2013. A Comprehensive Study of the
Usability of Multiple Graphical Passwords. In the Proceedings of the Human-
Computer Interaction — INTERACT 2013., Springer Berlin Heidelberg.

Chowdhury, S., Poet, R. & Mackenzie, L., 2014. Do Graphical Authentication
Systems Solve the Password Memorability Problem? In the Proceedings of the

Human Aspects of Information Security, Privacy, and Trust - Second International
Conference, HAS 2014., Springer Berlin Heidelberg.

Chowdhury, S., Poet, R. & Mackenzie, L., 2014. Passhint: Memorable and Secure
Authentication. In the Proceedings of the SIGCHI Conference on Human Factors in
Computing Systems (CHI '14)., ACM Press.

Chowdhury, S., Poet, R. & Mackenzie, L., 2014. A Study of Mnemonic Image
Passwords. In the Proceedings of the 12th International Conference on Privacy,
Security and Trust (PST’14)., IEEE.

Chowdhury, S., Poet, R. & Mackenzie, L., 2014. Exploring the Guessability of Image
Passwords Using Textual Descriptions. /n the Proceedings of the 7th International
Conference on Security of Information and Networks (SIN’14)., ACM Press.

The research reported in this thesis was selected to be presented as a poster at the SET for
BRITAIN (2013) exhibition in the Engineering section held at the House of Commons.

The work reported in the following paper examined the guessability of image passwords
using verbal descriptions. But this thesis is focused on written descriptions (textual or
sketches). Hence the following work is not coherent with the thesis statement and therefore,
has been excluded from this thesis. Please note that none of the guessability studies reported
in this thesis are compared with the following publication and any comparisons made is
beyond the scope of this thesis.

Chowdhury, S., Poet, R. & Mackenzie, L., 2013. Exploring the Guessability of Image
Passwords Using Verbal Descriptions. In the Proceedings of the 12th International

Conference on Trust, Security and Privacy in Computing and Communications
(TrustCom)., IEEE.
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Chapter 2
Overview of Graphical Authentication Systems

In this chapter, a background on psychological research related to recognition-based
graphical authentication is presented in the first section. The next three sections present a
brief overview of the three different categories of graphical authentication systems (GASs) in
the existing literature. A review of all the existing studies that have explored the memorability
of multiple graphical passwords and the vulnerability of RBGS passwords to descriptions
recorded by the respective account holders is also presented, followed by the scope of the
thesis, and a conclusion to the chapter. The contents of Section 2.6 have been published in
the proceedings of the 2" International Conference, Human Aspects of Information Security,
Privacy and Trust 2014, held as part of HCI International 2014.

2.1 Cognitive Theories

This section provides a background on psychological research related to the information
processing in human memory, followed by the picture superiority effect, and guessability of

images.

2.1.1 Information Processing in Human memory

The authentication systems require the users to remember their secrets, i.e. passwords. Hence
it is essential to understand how a piece of information is processed in human memory, which
is discussed below, and further illustrated in Figure 2.1. The discussion presented below is

based upon the model proposed by Atinkson & Shiffrin (1968).

e Sensory inputs: The information from the outside world is gathered by the different
sensory organs, and then it is stored in the sensory storage, which generally lasts for a
very short period of time.

o  Short-term memory (STM): 1f an individual is paying attention, then the information is
transferred to the STM. STM holds the information as memory codes, i.e. mental
representation of the selected parts of the information.

o Long term memory (LTM): The information is transferred from the STM to LTM, but
only if it can be further processed and encoded. An elaborative encoding will take

place, if the information can be associated with something meaningful.
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e Retrieval: The encoding is the most essential part because a superior encoding will
help to remember and retrieve the processed information easily over an extended
period of time. The encoded information would be retained by the long term memory,

if the information has been rehearsed and practiced for a considerable period of time.
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Figure 2.1: Information processing in human memory (Atinkson & Shiffrin, 1968)

2.1.2 Superior Memorability of Images than Words

RBGSs require the users to memorize their passwords and recognize them during
authentication. The superior memorability of images compared to text passwords is predicted
by the picture superiority effect (Shepard, 1967; Madigan, 1983). According to this theory,
human beings have a vast memory to store visual information and images are more likely to
be remembered than words. This effect has been further explained by the dual code theory
(Paivio, 1986). This theory suggests that the images will have higher memorability than
words, because images can be represented in memory as: (1) visual code, which stores the
pictorial information; (2) verbal code, which stores the linguistic information. In other words,
images are represented in the memory with their visual features as well as the perceived
meaning. These two code representations stored in the memory are used to recognize images
in subsequent use (Figure 2.2). Hence, in order to remember an image, it is also essential that
the users can interpret it in a meaningful way. On the other hand, the textual information is a
form of knowledge representation. They are represented symbolically in the human memory,

as opposed to the dual encoding in images.
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Figure 2.2: Dual coding in images and symbolic interpretation of a text

2.1.3 Guessability of Images

Sturken and Cartwright (2012) suggested that an image can have multiple meanings for
different viewers. This will depend upon the viewer's cultural, social, historical and political
background, as well as the context in which the image is viewed. The authors contend that an
image is also associated with a sign. A sign consists of a signifier, usually the image itself,
and a signified, the interpretation evoked by the image under consideration. The relationship
between signified and signifier forms the meaning of an image to the viewer. Thus the
meaning of an image would vary with the change in context. For example, a cigarette might
signify friendship or romance in a classic Hollywood film. But, in an anti-smoking

advertisement, it would signify disease and death.

The authors further suggest that images have two levels of meaning:
e denotative, associated with the literal and descriptive meaning of the image;
e connotative, associated with the cultural and historical interpretation.
For example, the denotative meaning of an image of a rose is a flower. However, depending

upon the given context it may have connotative meanings involving romance, love or loyalty.

Mathur (1978) enumerates the following factors that may make an image difficult to guess.
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e Personality difference: This stems from the fact that each human being has a distinct
personality, which makes him or her unique. There are differences in terms of
experience, communication abilities, expressions and many other aspects. Since people
usually interpret things based on their experience and knowledge, any given person

may have a distinct personal understanding of an image.

o Difference in perception: This is due to the way people usually interpret those parts of
an image which are of some interest to them. This will depend on their perception and

memories, which again vary from one individual to another.

o Use of colors and difference in culture: The author also cited some examples to show
that colors can be culturally dependent. For instance, in western society red denotes
danger, whereas in China red is perceived as a lucky mascot. Hence the viewer’s

background would be instrumental in influencing the interpretation of the image.

Hence an image can be interpreted in different ways by each viewer. An image can be easily
guessed, if the description provided by a viewer is denotative, i.e. describes the elements in it.
But, if the description is connotative, i.e. the viewer relates it to something personal (an idea
or event that only has relevance to them), a sign (a secret meaning) or state (how it makes
them feel), then it might be very difficult to guess the image, without being aware of the

relation between the context of the description and the image.

2.2 Recall-Based GASs

The following subsections offer an overview of the usability of recall-based GASs, followed
by a brief discussion of some common security vulnerabilities in these systems. Table 2.1

summarises the usability results reported in the existing literature of recall-based GASs.

2.2.1 Usability of Recall-Based GASs

Jermyn et al. (1999) proposed Draw-A-Secret (DAS), which is also the archetypal example
for this category. In this scheme, users are required to draw their password on a 2D grid
using a stylus or a mouse as shown in Figure 2.3. To authenticate, users must draw the same

password using the same order of pen strokes and pen-up events. Hence a drawing may
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comprise of either one continuous pen stroke, or a series of pen strokes separated by pen-ups,

which restart the next stroke.

Sensitivity: 2

F |:Sn:n-'e

Figure 2.3: An example of a DAS password (Jermyn et al., 1999)

It is difficult to get an accurate analysis of the usability or security of DAS, as it has only
been tested through paper prototypes. The results reported in Nali & Thorpe (2004) showed
that participants tended to draw symmetric images with (1-3) pen strokes and place the

drawings approximately in the centre of the grid.

A novel variant of DAS scheme, i.e. BDAS was presented in Dunphy & Yan (2007). In
BDAS, users are first required to choose a background image to be overlaid on the grid, and
then draw their password. The authors have reported two user studies with paper prototypes,
to compare the effectiveness of DAS and BDAS. The results from both the studies
demonstrated that the use of background images made the users draw, complicated and
longer passwords, which were memorable to the same extent as the DAS passwords. The
amount of symmetry within the password images (drawings) in BDAS was also reduced,

compared to that of DAS.

PassShapes was proposed in Weiss & Luca (2008). In this system, users are required to draw
geometric shapes. The geometric shape is translated into alphanumeric strings based on 8
stroke directions, recognised at 45 degree intervals as shown in Figure 2.4. During
authentication, users must draw the same shape using the same order of the strokes. The size
and position of the drawing is not important. The lab studies reported by the authors showed
that the login success with Pass Shapes varied between 63% and 100%, over a period of ten

days. The average login time was found to be 6.5 sec.

23



A

L - >R
\J

1 D 3 ¢

Figure 2.4: Eight different strokes used in PassShapes; An example PassShape with alphanumeric
representation U3U (Weiss & Luca, 2008)

Passdoodle was reported in Goldberg at al. (2002) and Varenhorst (2004). This system is
similar to DAS, in the sense that users are required to create free hand drawings as their
passwords, but in the absence of a grid (unlike DAS). None of the Passdoodle studies have
reported the relevant statistics related to the usability metrics such as login success,

registration and authentication time.

Pass-Go was reported in Tao & Adams (2008). In this system, users are required to draw their
password on a grid using the grid intersection points, instead of grid cells, as in DAS. The
idea was based upon the Chinese board game of Go, which involved strategically placing
tokens on the intersection points of a grid. This is the only recall-based system which was
evaluated in a field study conducted with 167 participants. The login success rate was 78%,
but no login times were reported. The results also showed that a large number of passwords
were symmetrical and would b