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Abstract

Nowadays, information is easily accessible online, from articles by reliable news agencies
to reports from independent reporters, to extreme views published by unknown individu-
als. Moreover, social media platforms are becoming increasingly important in everyday life,
where users can obtain the latest news and updates, share links to any information they want
to spread, and post their own opinions. Such information may create difficulties for infor-
mation consumers as they try to distinguish fake news from genuine news. Indeed, users
may not be necessarily aware that the information they encounter is false and may not have
the time and effort to fact-check all the claims and information they encounter online. With
the amount of information created and shared daily, it is also not feasible for journalists
to manually fact-check every published news article, sentence or tweet. Therefore, an au-
tomatic fact-checking system that identifies the check-worthy claims and tweets, and then
fact-checks these identified check-worthy claims and tweets can help inform the public of
fake news circulating online.

Existing fake news detection systems mostly rely on the machine learning models’ com-
putational power to automatically identify fake news. Some researchers have focused on
extracting the semantic and contextual meaning from news articles, statements, and tweets.
These methods aim to identify fake news by analysing the differences in writing style be-
tween fake news and factual news. On the other hand, some researchers investigated using
social networks information to detect fake news accurately. These methods aim to distin-
guish fake news from factual news based on the spreading pattern of news, and the statistical
information of the engaging users with the propagated news.

In this thesis, we propose a novel end-to-end fake news detection framework that leverages
both the textual features and social network features, which can be extracted from news,
tweets, and their engaging users. Specifically, our proposed end-to-end framework is able
to process a Twitter feed, identify check-worthy tweets and sentences using textual features
and embedded entity features, and fact-check the claims using previously unexplored infor-
mation, such as existing fake news collections and user network embeddings. Our ultimate



aim is to rank tweets and claims based on their check-worthiness to focus the available com-
putational power on fact-checking the tweets and claims that are important and potentially
fake. In particular, we leverage existing fake news collections to identify recurring fake news,
while we explore the Twitter users’ engagement with the check-worthy news to identify fake
news that are spreading on Twitter.

To identify fake news effectively, we first propose the fake news detection framework (FNDF),
which consists of the check-worthiness identification phase and the fact-checking phase.
These two phases are divided into three tasks: Phase 1 Task 1: check-worthiness identifica-
tion task; Phase 2 Task 2: recurring fake news identification task; and Phase 2 Task 3: social
network structure-assisted fake news detection task. We conduct experiments on two large
publicly available datasets, namely the MM-COVID and the stance detection (SD) datasets.
The experimental results show that our proposed framework, FNDF, can indeed identify
fake news more effectively than the existing SOTA models, with 23.2% and 4.0% significant
increases in F1 scores on the two tested datasets, respectively.

To identify the check-worthy tweets and claims effectively, we incorporate embedded enti-
ties with language representations to form a vector representation of a given text, to identify
if the text is check-worthy or not. We conduct experiments using three publicly available
datasets, namely, the CLEF 2019, 2020 CheckThat! Lab check-worthy sentence detection
dataset, and the CLEF 2021 CheckThat! Lab check-worthy tweets detection dataset. The
experimental results show that combining entity representations and language model rep-
resentations enhance the language model’s performance in identifying check-worthy tweets
and sentences. Specifically, combining embedded entities with the language model results in
as much as 177.6% increase in MAP on ranking check-worthy tweets,and a 92.9% increase
in ranking check-worthy sentences. Moreover, we conduct an ablation study on the proposed
end-to-end framework, FNDF, and show that including a model for identifying check-worthy
tweets and claims in our end-to-end framework, can significantly increase the F1 score by as
much as 14.7%, compared to not including this model in our framework.

To identify recurring fake news effectively, we propose an ensemble model of the BM25
scores and the BERT language model. Experiments conducted on two datasets, namely, the
WSDM Cup 2019 Fake News Challenge dataset, and the MM-COVID dataset. Experimen-
tal results show that enriching the BERT language model with the BM25 scores can help the
BERT model identify fake news significantly more accurately by 4.4%. Moreover, the abla-
tion study on the end-to-end fake news detection framework, FNDF, shows that including the
identification of recurring fake news model in our proposed framework results in significant
increase in terms of F1 score by as much as 15.5%, compared to not including this task in
our framework.

To leverage the user network structure in detecting fake news, we first obtain user embed-



dings from unsupervised user network embeddings based on their friendship or follower con-
nections on Twitter. Next, we use the user embeddings of the users who engaged with the
news to represent a check-worthy tweet/claim, thus predicting whether it is fake news. Our
results show that using user network embeddings to represent check-worthy tweets/sentences
significantly outperforms the SOTA model, which uses language models to represent the
tweets/sentences and complex networks requiring handcrafted features, by 12.0% in terms of
the F1 score. Furthermore, including the user network assisted fake news detection model in
our end-to-end framework, FNDF, significantly increase the F1 score by as much as 29.3%.

Overall, this thesis shows that an end-to-end fake news detection framework, FNDF, that
identifies check-worthy tweets and claims, then fact-checks the check-worthy tweets and
claims, by identifying recurring fake news and leveraging the social network users’ connec-
tions, can effectively identify fake news online.
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Chapter 1

Introduction

1.1 Introduction

The Merriam-Webster English Dictionary [44] defines information as “knowledge that you

get about someone or something”. It is the medium of knowing and understanding the world.
Without credible information, one cannot understand the world and society meaningfully and
critically. There are various forms in which information is presented and spread. For exam-
ple, books, archives, published papers, and news are all well used to inform the general pub-
lic. Nonetheless, among all the forms of information, the news serves as the medium where
information about recently occurring events are spread around and obtained by the general
public. A piece of news can include highlights published in newspapers and tabloids, can
be events that concern the local regions read out in radio broadcasts, can be fast-developing
stories that are live on television, and can be anything an individual might want to know from
online articles.

With factual information, there exist non-factual information, where one may genuinely mis-
understand a concept, misremember an event, thus record and spread non-factual informa-
tion as factual information. However, some may aim to deceive and mislead the information
receivers and create false beliefs among the public, which we refer to as fake news. The de-
liberate act of circulating and spreading non-factual information can be malicious, and pose
dangers to the society. The practice of creating non-factual information has been around for
as long as recorded history. For example, evidence has suggested that creating misinforma-
tion and even deliberate disinformation have been a common practice since ancient Greece
and the Roman empire [58], and the influence of such misinformation can be catastrophic
and deadly, even to be the greatest empire in history. More recently, non-factual information
has been used to discredit a range of political ideas, such as climate change [93] or vac-
cine safety and efficacy [42]. Some political scientists and psychologists [51, 65, 86] have
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suggested that a paranoia personality and conspiracy mentality contribute significantly to
creating and spreading fake news online.

Historically, the news has been mainly broadcast through traditional news media, such as
newspapers, radio stations, and TV programs, which helps the general public effectively ac-
cess information reported and selected by journalists. The credibility of these news sources
is guaranteed by the journalists’ names and the news organisation’s reputation. However,
with the rise of the internet, new ways of creating information have become widespread.
Personal blogs, online forums, question and answer communities, social media platforms
(e.g., Twitter, Facebook), etc., have become increasingly popular platforms to create infor-
mation and present personal opinions that people from all over the world have access to
it. The ease of producing information has contributed to the increasing popularity of on-
line information created in the past decade and made the internet increasingly important for
information consumers. There are roughly 500 million tweets created per day1; according
to W3techs2, WordPress has 65.1% of the content management system market share as of
2021, and on average sees 70 million new posts and 77 million new comments each month3.
Moreover, Rosner et al. [149] suggested being able to remain anonymous online encouraged
some individuals to produce and spread non-factual information, because online anonymous
users are less likely to be identified and prosecuted.

The massive amount of information published online is challenging and time-consuming
to verify. Thus, apart from reliable and credible news agencies, users may be exposed to
non-factual information created by known or unknown individuals, independent content cre-
ators, agents using unverifiable identities, etc., which can be hard to identify if it contains
misleading or malicious information [98].

The process of verifying if some information is factual or not is commonly known as fact-

checking. Several websites are dedicated to fact-checking newly published information on-
line. For example, Snopes4 is a well-known website that covers a wide range of topics, where
journalists manually examine the statements in articles of interest; Politifact5 is a website
mainly focusing on political topics and aims to inform the general public about political
facts. These websites all enlist journalists to manually fact-check information submitted to
them by their readers, and thus leave out information that is not noticed by the active users.
However, despite the best effort of journalists and fact-checking websites, it is also not feasi-
ble for journalists to manually fact-check every news article, sentence or tweet online, given
the amount of information generated daily.

1https://www.internetlivestats.com/twitter-statistics/
2https://w3techs.com/technologies/details/cm-wordpress
3https://wordpress.com/activity/
4https://snopes.com
5https://politifact.com

https://www.internetlivestats.com/twitter-statistics/
https://w3techs.com/technologies/details/cm-wordpress
https://wordpress.com/activity/
https://snopes.com
https://politifact.com
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There are various formats where information spread, such as in news articles, personal opin-
ions, podcasts, or speeches/debates. Yet most non-factual news concerning the public gen-
erally refers to statements regarding entities. For example, a person asserts that an event has
happened; an article describes and summarises a governmental bill; a statement mentions an
individual is ill, etc. We define such statements as claims, which is also defined as “an asser-

tion open to challenge” in the Merriam-Webster English Dictionary. In other words, a claim
is a narrower version of information, where a news article discusses information regarding
an event, including several claims related to the event. We argue that a claim is a smaller
granulation of news, where complex information may be present. Thus, in this thesis, we
only focus on detecting non-factual claims, where the small unit of information gives us a
more precise objective in identifying it as factual or not.

Furthermore, Fast & Furious Fact Check Challenge 6 have identified four types of claims that
need to be fact-checked: numerical claims are claims containing numbered facts; verification
of quotes contains claims made about who said what; position statements are claims about
personal stance; objects, properties and events are claims related to objective truth about
existing events and entities. Each type of claim has a different focus and thus may need
different types of models. For example, numerical claims require numerical evidence that
may require calculation; verifications of quotes require finding original audio/video clips and
textual evidence; positional statements are objective and can be interpreted differently. Thus,
this thesis focuses on identifying non-factual information among object, property and event
claims.

Specifically, let us consider a political debate such as the third 2016 US presidential debate
between Hillary Clinton and Donald Trump, where Clinton has said: “... that you (Donald
Trump) encouraged espionage (from Russia) against our people (the United States 2016
presidential election)”. Such a severe accusation from Clinton toward Trump is important to
fact-check, which is presented as if it is a fact that Donald Trump has colluded with Russia
in meddling with the US election. Similarly, let us consider a Tweet from Trump that reads:
“I WON THIS ELECTION, BY A LOT ”after the 2020 presidential election had concluded
that Joe Biden won the election with both more individual votes and electoral votes. In this
case, such a publicised tweet claims that Donald Trump has won the election is contrary to
the fact7. Therefore, this thesis considers the sentence in the debate transcripts and the tweet
mentioned above as important claims that require fact-checking.

The internet era also changed how people access and spread information, as the internet
enables people to access any information faster and easier than ever before and helps indi-
viduals find their preferred social groups and information [14]. For example, social media

6https://www.herox.com/factcheck/teams
7https://www.fec.gov/resources/cms-content/documents/2020presgeresults.

pdf

https://www.herox.com/factcheck/teams
https://www.fec.gov/resources/cms-content/documents/2020presgeresults.pdf
https://www.fec.gov/resources/cms-content/documents/2020presgeresults.pdf
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platforms not only help users create information and post their own opinions, but also help
users to spread and broadcast information and opinions to a broad audience. Moreover,
users that want to obtain the latest news and updates on social platforms are thus easily
presented with the information that their friends, families, and acquaintances spread, which
increases their acceptance of such information[5, 176]. Consequently, according to Nielson
et al. [130], up to 79% of the 18- to 24-year-old from 6 surveyed countries (Argentina, Ger-
many, South Korea, Spain, the UK, and the US) now consider social media platforms alone
as their primary news sources, as of 2020.

Specifically, Twitter has 211 million daily active users8, and most world leaders and foreign
ministries have an official Twitter account9. The prominence of Twitter allows individuals
share information, news, and opinions with other people. Twitter is also widely studied
among researchers, for the ease of obtaining data [43, 47, 48, 49, 64, 166].

Thus, this thesis concerns leveraging the large amount of information circulating on Twitter
to identify fake news that is spreading online. Specifically, we aim to build an automatic
fact-checking system that is able to identify the most check-worthy claims within tweets,

and to fact-check the identified check-worthy claims.

In the following, Section 1.2 presents the motivations of our thesis; Section 1.3 presents the
thesis statement; Section 1.4 lists the contributions of this thesis; the origins of materials are
presented in Section 1.5; and finally Section 1.6 outlines the structure of this thesis.

1.2 Motivations

The current models and websites that aim to fact-check fake news mainly focus on fact-
checking an entire news article which can contain a mixture of factual and non-factual infor-
mation. This thesis argues that identifying non-factual articles is ambiguous, as more than
one statement can appear in the same article, and not all statements are necessarily non-
factual. Thus, we are motivated to reduce ambiguity by fact-checking claims, so that when
fact-checking news articles, tweets, debate transcripts, we can inform the general public not
only if they are misleading and/or non-factual, but especially which specific statement is
misleading or malicious.

Moreover, with the notable impact of non-factual information being created, shared, and
circulating online [148, 185], journalists and scientists are exploring ways to counter their
impact. As mentioned before, snopes.com and politifact.com both employ jour-
nalists to manually fact-check each potential rumour, provide evidence for them and create

8https://www.statista.com/statistics/970920/monetizable-daily-active-
twitter-users-worldwide/

9https://www.statista.com/statistics/281375/heads-of-state-with-the-
most-twitter-followers/

snopes.com
politifact.com
https://www.statista.com/statistics/970920/monetizable-daily-active-twitter-users-worldwide/
https://www.statista.com/statistics/970920/monetizable-daily-active-twitter-users-worldwide/
https://www.statista.com/statistics/281375/heads-of-state-with-the-most-twitter-followers/
https://www.statista.com/statistics/281375/heads-of-state-with-the-most-twitter-followers/
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articles that elaborate on the rumour. Currently, the manual fact-checking process requires
general users to submit suspicious news articles/tweets. Then fact-checking journalists will
determine if each article/tweet may have a high negative impact if it is non-factual and needs
fact-checking. If it is confirmed that it needs fact-checking, the assigned journalists will look
for evidence of whether the information provided by the article is fabricated, misleading, or
true. Finally, fact-checked articles/tweets will be published on the fact-checking website,
and the debunking articles may be posted on Twitter. However, this process of manual fact-
checking is laborious. It not only requires a significant amount of journalists dedicating a vast
amount of time to identify potentially non-factual news/articles/tweets and further fact-check
them, but also requires the general public to be mindful of the information they encounter
and be able to report potential non-factual information to the journalists. In order to reduce
the labour requirement in the fact-checking process, this thesis argues that automatically re-
moving tweets and claims from the fact-checking process, based on whether a tweet may
contain non-factual information, can be effective in the fact-checking process.

Furthermore, Shin et al. [159] and Rosnow [150] have shown that rumours and fake news
often resurface after they are identified as fake news. Some fact-checking websites such as
snopes.com and politifact.com have published their historical data, where existing
debunked fake news, fact-checked tweets, and articles are labelled with reasons for them be-
ing fake. These datasets are not only beneficial to researchers for studying the characteristics
of existing fake news, but can also be used as reference datasets as to whether some fake
news has resurfaced. Thus, we argue that it is important to incorporate external fake news
datasets, in order to effectively identify reappearing fake news on Twitter.

Finally, some newly emerged fake claims primarily circulate on social media. The complex
information within social networks, which includes network information regarding users and
posts and the content information of posts, can be informative [83]. For example, researchers
and journalists can look into the source of the claims and the social group that started the
non-factual information, with the intuition that the echo chamber effect may amplify the col-
lective bias and the belief in fake news. Thus, this thesis argues that the network structure of
Twitter can be informative in identifying echo chamber effects, and thus can help determine
if a check-worthy statement in a tweet is factual or not.

Overall, the goal of this thesis is to build a framework where individuals can search for a
topic and receive trustworthy labels of the search results associated with the topic and query
they searched for.

snopes.com
politifact.com
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Figure 1.1: An overview of the proposed framework, from a user’s perspective.

1.3 Thesis Statement

This thesis states that a two-phased Fake News Detection Framework (FNDF) (as shown
in Figure 1.1) can achieve state-of-the-art performance in effective non-factual information
identification on Twitter. The first phase, the worth-checking ranking (WCR) phase, consists
of identifying and ranking tweets and sentences that contain worth-checking claims,
where tweets and sentences are ranked based on their content’s check-worthiness (Task 1).
The second phase, the fact-checking (FC) phase, determines whether these check-worthy
claims within tweets and sentences are factual or not, using among others, the information
from existing fake news datasets (Task 2) and the network and textual information from
the Twitter platform (Task 3). After these two phases, our framework will return the worth-
checking claims within tweets and sentences, labelled as factual or non-factual. Specifi-
cally, in Task 1, we hypothesise that by analysing embedded entities in texts, we can more
accurately identify check-worthy claims, from tweet content, articles, and debate quotes.
Secondly, in Task 2, by comparing the targeted claim with existing non-factual news collec-
tion, we hypothesise that an ensemble textual model of a BM25 model and a deep neural
network language model can accurately classify if a targeted check-worthy claim is highly
similar to any existing fake news, and thus is a resurfaced fake claim. Thirdly, in Task 3,
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we hypothesise that user network embeddings trained with unlabelled user network data,
can identify the echo chamber effects among users, and can be effective in identifying fake
claims on Twitter. Finally, we hypothesise that by combining all components, our frame-
work can achieve state-of-the-art performance in identifying fake news circulating on Twitter
in an end-to-end fashion.

1.4 Thesis Contributions

The contributions of this thesis are four-fold:

1. In Chapter 4, we demonstrate that a model which combines textual representation with
embedded entities can identify the check-worthiness of tweets more effectively than
the current state-of-the-art text-based models. Specifically:

• We propose a simple yet powerful model to represent sentences or tweets with
rich entity information, by concatenating together a text model representation
with entity pair representations;

• Using the CLEF 2019, 2020 and 2021 CheckThat! Lab datasets, we show that
our entity-assisted neural language models significantly outperform the existing
state-of-the-art approaches in the classification task, and outperform the partici-
pating groups on the CLEF CheckThat! leader board in the ranking task;

• We show that representing entity pairs with embeddings is significantly more
effective than an existing recent technique from the literature that leverages the
similarities and relatedness of the entities;

• We show that simple deep neural language models cannot effectively identify
check-worthy sentences and tweets;

• Finally, our findings show that, among the various knowledge graph embedding
models, ComplEx [180] leads to the best results. For instance, achieving results
as good as the best performing system submitted to the CLEF 2019 CheckThat!
Lab, without the need for labour-intensive feature engineering.

2. In Chapter 5, we show that existing fake news datasets can benefit fake news identifi-
cation. Specifically:

• We draw best practices in using deep learning language model representations to
identify the relationship’s between news titles, by comparing simple-embedding
representations with BiLSTM and BERT;
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• We examine how the traditional BM25 retrieval score can improve the perfor-
mance of state-of-the-art deep neural network (NN) models;

3. In Chapter 6, we demonstrate that network information on social media, even in an
unlabelled manner, is informative and can help our model identify newly emerged
fake news. Specifically:

• We propose a User Network Embedding Structure (UNES) model, which per-
forms fake news classification on Twitter through the use of graph embeddings
to represent Twitter users’ social network structure. Compared to the existing ap-
proach of using user networks with handcrafted features, UNES does not require
any pre-annotated data (e.g., user type (individual users or publishers), users’
stance, and if they have engaged with fake news before);

• We observe that the user embeddings generated by UNES exhibit a clustering ef-
fect between users who engage with fake news and users who solely engage with
factual news, despite not having knowledge of whether the users have engaged
with fake news before;

• We also show that using the social network’s user connections alone to build
network embeddings, and using only users that engaged with the news when
representing such news, can significantly outperform the existing state-of-the-art
fake news detection approaches that use both textual features and complex social
network features.

4. Finally, in Chapter 7, we show that our systematic framework, which combines mul-
tiple steps, can effectively identify tweets that state non-factual information. Specifi-
cally:

• We demonstrate that our proposed FNDF framework in Figure 1.1. We show that
the proposed FNDF is able to effectively detect fake news among tweets, using
the 2 phase framework;

• We show that our FNDF framework is able to detect fake news from another
dataset, demonstrating the robustness of our framework;

• We also show that every component of our framework has distinct functions in
detecting fake news online.

1.5 Origins of Material

Most of the material presented in this thesis has appeared in several conference papers, or
has been submitted to several journals, throughout the author’s PhD programme. We list the
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publications in chronological order, and we group our publications into several focuses:

• research concerning the use of existing articles and fake news datasets was published
in SIGIR2019 [167] ;

• research concerning the ranking of claims in order to prioritise the most damaging
claims was first published in CLEF 2019 [168], and then in another paper submitted
to IPM [169];

• research concerning the impact of social media on fake news detection [171] has been
submitted to the journal Online Social Networks and Media;

• empirical studies that quantify our framework’s effectiveness [170] are to be submitted
to ECIR 2023.

1.6 Thesis Outline

This thesis is structured as follows:

1. Chapter 2 presents the background for fake news detection, a comprehensive and ex-
tensive collection of recent studies on fake news detection and classification, as well
as research advances used in this thesis. We also highlight the gaps within the existing
literature that motivates our thesis.

2. Chapter 3 presents our proposed framework, the motivation for each component, and
the tasks we aim to tackle in the framework. This chapter also formally defines the
three tasks in the framework with designated terminology and equations.

3. Chapter 4 presents our research and experiments related to identifying check-worthy
tweets and debates, where we show that entities are essential aspects that aid in detect-
ing check-worthy tweets and debates more accurately than using only textual features.

4. Chapter 5 presents the research and experiments related to using external datasets for
identifying resurfacing fake news. We show that we can identify recurring fake news
by comparing targeted claims with the previously identified fake news headlines and
claims. We demonstrate that ensemble models of deep NN language models and a
traditional BM25 algorithm are more effective in identifying resurfacing non-factual
claims than using deep NN language models alone.

5. Chapter 6 presents our proposed model that utilises unlabelled network information
on Twitter for fake news identification. We show that user network embedding is an
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important component in identifying the echo chambers that may facilitate the circula-
tion and spreading of fake news online, which is more effective than textual features
extracted from tweets and replies.

6. Chapter 7 presents the end-to-end evaluation of our framework, where we examine
the effectiveness of our framework in identifying fake news on Twitter, conduct an
ablation study, investigate the generalisation ability of our framework, and compare
our framework to other fake news detection systems. We show that our proposed
framework can more effectively identify tweets containing non-factual information
than the individual components, and can be generalised to the unseen topics, in online
fake news identification.

7. Chapter 8 concludes this work and highlights directions for future work.
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Chapter 2

Background and Related Work

Fake news has existed throughout our written history, as history tends to repeat itself through
time. In Section 2.1, we first introduce a brief background of fake news during the internet
era and with the rise of social media platforms. In recent years, there has been an extensive
body of research on fake news detection in social media. Thus, Section 2.2 discusses a
wide range of research that aimed to tackle fake news identification. In Section 1.3, we
argued that a two-phased and three-tasked end-to-end fake news detection framework can
effectively identify fake news online. Thus Section 2.4 surveys the research w.r.t each task
in our proposed framework. Then, we survey the commonly used methods for analysing the
textual features of a news article (presented in Section 2.6), and how both knowledge graphs
and social network features can aid fake news detection (presented in Section 2.7). Finally,
we provide concluding remarks for this Chapter in Section 2.8.

2.1 Fake News, in the era of Social Networks

Information is vital in everyone’s day-to-day life. Taylor [177] stated that information needs
are both conscious and unconscious for any individual or group of people. There are also
multiple types of information, such as knowledge, emergency announcements, and what has
happened around us. Among all the information that aim to states facts, some of them are
indeed factual, but some are non-factual. In this section, we first define fake news as used in
this thesis, and introduce fake news in the era of social networks

2.1.1 Fake News Taxonomy

Non-factual information can also be classified into multiple categories based on their au-
thenticity, intention, and if they can be strictly classify as news [207]. Specifically, Zhou and
Zafarani [207] classified what commonly known as fake news into 8 categories as follows:
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Figure 2.1: An example showing that users are connected on the Twitter platform, while only
a subset of users engage with a specific news article.

1. Rumour is defined as random information that is presented in any format, with no
clear intention, and is not necessarily false.

2. Clickbait is defined as information (article titles/article/sentences) that aims to mislead
the public to increase its popularity, but not necessarily false.

3. Cherry-picking is defined as selectively reporting information with the intention of
misleading the general public, where the information can be either factual or non-
factual.

4. Satire news is a form of non-factual news articles/claims that aims to be entertaining.

5. Misinformation refers to information (news, opinion pieces, personal claims, etc) that
is non-factual with unclear intention.

6. Disinformation is information that is non-factual with clear misleading intention.

7. False news is a generic term used to describe news that is non-factual, regardless of
its intention.

8. Deceptive news is news with non-factual information with the intention to mislead the
general public.

In this thesis, however, we do not distinguish these types of non-factual information, as
intentions can be subjective, and hard to classify. Thus, in this paper, we consider all non-
factual information, regardless of its intention or presentation, as fake news, and thus we aim
to detect all the non-factual information online.
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Next, we present the effects that social media has on the creation and spreading of fake news.

2.1.2 The Rise of Social Networks and their Roles in Spreading
Fake News

After the broad adoption of the internet worldwide, knowledge bases, blogging, and social
media networks are enabling faster and easier access to news than ever before, as well as the
means to create and share any information [14]. Apart from reliable news agencies, inde-
pendent reporters, unknown individuals, and even agents using fake identities can now build
news websites to produce and spread information online. Moreover, social media outlets are
becoming increasingly important in everyday life, where users can stay anonymous, obtain
the latest news and updates, share links to news and information they want to spread, post
and comment their own opinions, and use hashtags to make their opinions appear short and
catchy. The sheer amount of information may create difficulties for information consumers
to distinguish fake news from factual news. Indeed, users may not necessarily be aware that
the information they encounter is false, and they may not have the time or effort to fact-check
all the news and information they encounter online. Furthermore, misinformation online can
render a large amount of information untrustworthy in the public eyes, can easily confuse
and mislead the general public, and can cause public distrust in journalism [88, 173]. Un-
fortunately, such a reality is already unfolding, as news outlets and media reputation are
increasingly in doubt amid a global distrust crisis [90].

For example, polarisation in political and scientific debates is observed more frequently than
in pre-2007 [140, 142], since fake news can be amplified and reinforced through repeated
exposure [135, 141]. Cho et al. [28] showed that one possible reason for the increasing po-
larisation is that the selected contents delivered by search engines (e.g., Google, YouTube)
and social media platforms (e.g., Facebook, Twitter) are individually tailored to the users’
specific interests, thus creating a filter bubble that reinforces their existing beliefs. Such an
observation echoes the findings of Ling [102], who showed that individuals’ false beliefs are
emphasised by repeated exposure and a selective focus because of the confirmation bias. In-
deed, the confirmation bias effect states that individuals are more inclined to read and interact
with information that aligns with or confirms their existing beliefs, while they tend to avoid
confrontational information and sources that challenge their existing beliefs [193, 204]. Fur-
thermore, Yoo [199] identified echo chamber effects in social media platforms and showed
that the echo chamber effects facilitate rumours and fake news being created and circulated
within specific groups before being more widely spread. Echo chamber effects in social me-
dia can be described as a subset of like-minded users grouping together, with little interaction
with dissimilarly-minded users, to preserve their beliefs and avoid confrontation [199]. For
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example, Figure 2.1 illustrates that a news article might only reach a subset of users, with it
being circulated and discussed by like-minded group members.

However, Lewandowsky et al. [94] argued that the misinformation crisis should not be recog-
nised solely as a failure of individual judgements. Instead, they argued that it should be
considered and evaluated as a public concern, especially with the popularity of social media.

Thus, journalists and scholars has been developing and researching methods in fighting the
effects of rapidly spreading fake news. In the next section, we introduce the common prac-
tices among journalists in identifying fake news.

In the following sections, we introduce a set of methods that researchers have developed over
the years to help detect fake news.

2.2 Machine Learning in Fake News Detection

In this section, we provide an overview of the general machine learning approaches regarding
fake news detection. To identify fake news more effectively, researchers have been studying
various ways to leverage the advances of machine learning (ML) models. ML models that
aim to detect fake news online, usually use features extracted from news to classify if a
news article is fake or factual. Some researchers have focused on using textual features
from news articles, statements, and tweets; while some also focused on using social network
information to detect fake news accurately. Regardless of the input type, there are generally
four types of machine learning models that are widely used to detect fake news effectively.

2.2.1 Classic Statistical ML Models

Classic Statistical ML Models include a range of models that use statistical calculations
to classify a given input. For example, the Naive Bayes(NB) classifier (e.g., [133]) is a
probabilistic based model that applies Bayes’ theorem on the input numeric features, to
identify the most likely outcome in a finite given set; the support vector machine (SVM)
classifier (e.g., [200]) uses Vapnik–Chervonenkis theory to separate samples into multiple
categories, by maximising the width between any two categories; a decision tree (DT) aims
to find the decision process where each numeric feature decides the possible route that can
reach a conclusion; whereas the random forest (RF) model consists of multiple DTs, to
be able to incorporate more features and create more complex routes to decide the possible
classification results.
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2.2.2 Deep Learning Models

Deep learning models, such as neural networks, are being recognised as an effective method
for fake news detection [152]. Among all the deep learning methods, recurrent neural
networks (RNN) (i.e., simple RNN, GRU, LSTM) consider time series when classifying the
news, as it can be important to track changes and the emerging fake news. For example,
Ma et al., [108] trained a multi-layer GRU based on the time series of the tweets, with
a 5000 dimension TF.IDF score as input from each tweet to eventually predict an event’s
genuineness. This method yields a 10% performance increase in accuracy compared to non-
deep learning methods (e.g., DT ranking, SVM, RF classification). Similarly, convolutional
neural network (CNN) models have also been deployed in detecting fake news. For example
Wang [188] proposed using a CNN model to analyse textual metadata from news articles,
to identify non-factual news articles. Fang et al. [50] proposed to use self attention-based
CNN based on the news articles’ content, which outperformed RNN-based models on the
identification of non-factual articles detection task. The machine learning approach is usually
used with features extracted based on linguistic methods and static network analysis, where
the most used features are introduced in Sections 2.6 and 2.7, but it lacks usage of dynamic
network information.

2.2.3 Ensemble Models

Ensemble models aim to leverage the benefits from more than one model, where different
models can use different architectures or different sets of features. For example, Reddy et
al. [145] showed that an ensemble of logistic regression, random forest and Adaboost mod-
els trained on textual features outperforms each of the individual models, on the task of
identifying non-factual articles; Liu et al. [105] showed that an ensemble of 25 differently
tuned BERT models outperforms individual BERT, in identifying whether two news titles
agree with each other; Das et al. [37] showed that a heuristic post-process on a selection of
trained models achieved the state-of-art performance in identifying COVID-19 misinforma-
tion; Saeed et al. [153] showed that a conventional majority voting ensemble classifier fitted
with three base learners, can enrich the traditional ensemble learner with deep contextual
semantics from n-gram- based features and a convolutional neural network.

2.2.4 Propagation Models

Propagation models aim to use the propagation pattern of fake news on social media plat-
forms to identify fake news on Twitter. Specifically, replying, liking, and retweeting are all
ways to propagate a tweet to a larger audience on social media. Researchers found that the
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propagation patterns can enrich the features of news spread on social media, and thus can
facilitate the fake news detection task. For example, BranchLSTM [84] proposed to use the
sequential manner of LSTM to analyse tweets threads (tweets, retweets, comments), in order
to identify fake news contained in the tweet threads more accurately; Ma et al. [109] pro-
posed to use kernel learning to study the propagation structures of microblogs platforms(i.e.,
Twitter and Weibo) to detect rumuors online.

2.2.5 Summary

This section introduced four types of machine learning methods for online fake news detec-
tion. Specifically, Classic machine learning models (e.g., NB, SVM, DT, RF) focus on using
classic statistical models to predict if given news is fake or factual; Deep learning models
(e.g., MLP, CNN, RNN) aim to classify news as factual or not using neural network archi-
tectures; ensemble models aim to capture the advantages of multiple models; propagation
models focus on the propagation pattern of news online. In this thesis, we conduct experi-
ments using statistical machine learning models, deep learning models, and ensemble models
to find the best suitable model for each task. However, we do not focus on the propagation
pattern of the news on social media platforms. Thus we do not conduct experiments using
the propagation model.

2.3 Automatic and Human-in-the-Loop Fake News

Detection Models

We have already introduced machine learning models that are widely used in detecting fake
news in Section 2.2. In this section, we discuss two types of end-to-end systems design that
focus on identifying non-factual news: automatic systems and human-in-the-loop systems.
In the following, we describe these two types of systems used both on social media platforms
and on news articles.

2.3.1 Automatic Fact-Checking Systems

To maximise the automation of the fact-checking process, automatic fact-checking systems
aim to replace journalists in detecting fake news, and label news as fake or not directly by
the systems, without the need for human journalists. For example, FakeNewsTracker [161]
collected tweets that are associated with existing fake news proven by Politifact 1 and Buz-

1https://politifact.org

https://politifact.org
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zFeed News 2, and extracted useful textual features to build machine learning models for
fake news detection; FAKEDETECTOR [201] built a deep diffusive network to represent
news articles, creators, and subjects simultaneously, based on a set of explicit and latent fea-
tures extracted from the textual information; ACT [3] proposed to represent an article using
a two-dimensional matrix that combines the aggregated credibility of the claim-article pair
and the textual features from language models, and classify whether the article contains non-
factual information using the two-dimensional matrix; WikiCheck [179] proposed to perform
fact-checking using the Wikipedia Knowledge base by uncovering evidence that supports or
refutes claims; WebChecker [181] used a reinforcement learning-based optimiser to find op-
timal checking plans and leverages various cost-accuracy tradeoffs to efficiently index, filter,
and match news against existing fake news.

2.3.2 Human-in-the-Loop Fact-Checking Systems

Acknowledging the difficulties in building a fully automatic fact-checking system, human-
in-the-loop systems employ journalists to manually check news with information automat-
ically extracted by machine learning models. For example, Scrutinizer [77] reduced the
manual fact-checking time by automatically classifying and highlighting the elements of the
claims to be checked, and organised the specific questions that require human editors to
clarify; ClaimPortal [112] provided an integrated web platform where journalists can tar-
get a specific claim on Twitter, and the models trained on a debunked claims database can
help classify such claim as factual or not; FactCatch [127] proposed to first identify a set of
claims it deemed valuable to be fact-checked from a claims poll and send the valuable claims
to human fact-checkers, then a final judgement for the claim is calculated using the automat-
ically inferred the truthfulness of the claim and the input of the human judges; CoVerifi [85]
provided a platform to combine the classification results from fact-checkers and a GPT-2
model to identify fake news related to the COVID-19 pandemic. The GPT-2 model is trained
with CoAID dataset (a recently constructed COVID-19 dataset [32]) to identify machine-
generated text, and classify if claims are fake or factual. Watch’ n’ Check [22] proposed a
platform that provides a keyword-filtering process where journalists can monitor and follow
the discussion of a specific topic; ClaimHunter [12] adopted a reinforcement learning strat-
egy, where the system sends claims and the machine generated predictions to journalists, and
also uses the journalists’ final verdicts to improve the system; finally, WhistleBlower [143]
proposed to detect fake news using textual features generated by language models, but also
allows fact-checking community members to change the verdict of fake news labelling using
block-chain nodes.

2https://www.buzzfeednews.com/topic/fake-news

https://www.buzzfeednews.com/topic/fake-news
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2.3.3 Summary

Recent advances in developing end-to-end fake news detection systems are plentiful. They
can be classified into automatic fake news detection systems and human-in-the-loop systems.
We acknowledge that human-in-the-loop systems can benefit from human input, but argue
that such a system would still require a large amount of human labour. Thus, this thesis
describes a fully automatic end-to-end fake news detection system based on our proposed
FNDF. In the next section, we survey research related to the three proposed tasks presented
in the thesis statement in Section 1.3.

2.4 Task-by-Task Fake News Identification

As presented in Section 1.3, we propose to tackle the fact-checking task using a two-phased
and three-task framework. That is, we propose to identify fake news online by tackling the
three following tasks: (1) identifying check-worthy sentences and tweets; (2) identifying if
the check-worthy sentences and tweets are resurfacing fake news; and (3) fact-checking the
sentences and tweets using social media platform. Next, we survey related work with regard
to each task.

2.4.1 Task 1: Are these Check-Worthy?

The ClaimBuster system [71] was the first work to target the assessment of the check-
worthiness of sentences. It was trained on data that was manually labelled as non-factual,
unimportant factual, or check-worthy factual, and deployed SVM classifiers with features
such as sentiment, TF.IDF, POS, and named entity linking (NEL). Focusing on debates from
the US 2016 Presidential Campaign, Gencheva et al. [56] used many features from Claim-
Buster, and found that if a sentence is interrupted by one participant in the middle of a
long speech, it was more likely to be selected as check-worthy by at least one news organ-
isation. There are many follow-up works [74, 134, 183] that have focused on deploying
different learning strategies (e.g. SVM with various features, neural networks) in mimicking
the check-worthy sentences selection process of a news organisation.

The CLEF’2019 CheckThat! Labs [6] provided check-worthy sentences from the 2016 US
presidential debate, labelled by factcheck.org. Participants deployed learning mod-
els ranging from neural networks (LSTM [41, 69], feed-forward neural network [52]), to
traditional methods (i.e. SVM [168], naı̈ve Bayes [31], logistic regression [41], regression
trees [4]), with features ranging from embeddings (i.e. word [41, 54], part-of-speech tag-
ging [41], syntactic dependence [69], Standard Universal Sentence Encoder [52]), BoW

factcheck.org
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related (i.e. TF.IDF [31, 54, 168], n-grams [4], named entities [4, 54], POS [4, 54]), sen-
timent [52, 54], topics [4], to readability [52], and sentence context [52]. However, none of
the teams using language models and handcrafted semantic models achieved a mean aver-
age precision higher than 0.19, suggesting that the task is challenging, and that the language
models and handcrafted features can not yield satisfactory results (Gap 1).

Moreover, the CLEF’2020 ChechThat! label [11] expanded on the check-worthy task to
include the task of identifying check-worthy tweets of a given topic. Similar to the check-
worthy sentence detection, participants deployed a range of machine learning models (e.g.,
RF [115], SVM [24],CNN [2]) using textual features (e.g., TF.IDF [115], part-of-speech
tagging [24, 78],and named entity tagging [24]). Deep language models, such as the BiL-
STM [114], pre-trained BERT [2, 24, 78] and RoBERTa [131, 132] are also deployed in
identifying check-worthy tweets. Among all the participating models, team Accenture [132]
achieved the highest mean average precision score of 0.806, by representing tweets use the
pre-trained RoBERTa model.

Identifying entities within sentences to be checked has been used in the suspicious claim
identification literature. For instance, Altun et al. [4] and Ga̧sior et al. [54] used named
entity recognition to identify the types of entities present in a sentence (e.g. person, loca-
tion, organisation, money). However, such methods do not account for the rich information
an entity contains, which can be combined with the language model representations (Gap
2). In contrast, this thesis proposes to use recent advances in dense knowledge graph em-
beddings [16, 100, 129, 180, 194, 195] to provide rich information for suspicious claim
identification. We hypothesise that by integrating entity embeddings with language model
representations, we can improve the performance of our selected language model in iden-
tifying check-worthy sentences and tweets. The following section surveys the studies that
focused on detecting recurring fake news online.

2.4.2 Task 2: Identifying Recurring Fake News

Given the identified check-worthy tweets and claims, we focus on classifying whether the
identified check-worthy news is indeed non-factual. The WSDM Cup 2019 fake news chal-
lenge addresses the task of matching new articles with previously identified fake news to
identify recurring fake news. In this challenge, the winning group saigonapps [139] used
a BERT-based language representation and handcrafted features to represent each title pair;
these features were then ensembled to produce the final result, obtaining 88.2% accuracy;
team Travel [105] ensembled twenty-five BERT models with six other models to produce
the final verdict on if the news title matches the existing non-factual news; and finally team
IKM lab [196] combined dense RNN and CNN as an ensemble architecture to identify if the
news title aligns with the existing fake news.
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The task of identifying recurring fake news is not heavily investigated in other challenges
or studies, and remains an open research question (Gap 3). Nevertheless, we argue that
recognising if newly emerged fake news are in fact recurrent fake news can be beneficial,
given that fake news can resurface multiple times online [150, 159]. Thus, we consider it an
essential component for an online automatic fake news detection framework, and incorporate
it into our proposed end-to-end automatic fake news detection framework.

2.4.3 Task 3: Fake News Detection on Twitter

Twitter is a prominent social network platform where users around the world can obtain re-
cently publish news and share their thoughts with anyone online. Researchers have used
Twitter to investigate the propagation pattern of fake news, and developed models to use
matadata from tweets and users in fake news detection tasks. For example, Twitter can pro-
vide static information based on a snapshot of the current connections of a specific user,
where each user is treated as a simple node with multiple numeral features unrelated to the
user’s characteristics. Some numerical features used in fake news detection task from users
and tweets are as follows: simple user features (e.g., # of followers, verified or not, descrip-
tion) [97]; relations between users (e.g., followers/followees, in the same region, engaged
with the same tweet/URL) [152]; and relations between tweets (e.g., replies, retweets, likes,
viewpoints conflicts) [75].

As an example of using relationships between tweets, Jin et al., [75] showed that using
the credibility of each tweet calculated through a tweet-tweet relation matrix, their model
can outperform previous models using textual features alone. However, all the methods
mentioned above that include user information as one of the features only consider statistical
information about the users whereas how to best use the rich network information social
networks can provide remains an open research question (Gap 4).

2.4.4 Summary

This section summarised studies that focused on each task in detecting fake news in our
proposed FNDF. As a result, we identify the following general gaps in this section:

Gap 1: Language models and handcrafted features generally perform non-satisfactory, which
are the most common types of features used in detecting fake news online.

Gap 2: Sophisticated language representations are well used in identifying check-worthy
tweets, but there is limited work on whether they can be combined with entity information
in the existing literature.
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Gap 3: The identification of recurring fake news is not well studied and remains an open
research question.

Gap 4: How to effectively use the dynamic social media users’ connections with each other
in detecting fake news is still an open research area.

Combining the above mentioned four gaps, we identify Gap 5: The existing end-to-end fake
news detection systems cited in Section 2.3 largely did not consider the filtering process,
when not all tweets and sentences require fact-checking; they mostly overlooked the recur-
ring fake news detection process; and generally did not leverage the user network structure
to analyse the users engaging in fake news in a graph analysis manner.

This thesis proposes to address Gap 1 by experimenting with a range of large language
models, to identify the most effective language model for the specific task. In Chapter 4,
we propose to address Gap 2 by investigating how to best represent entities within the text,
to more accurately identify check-worthy claims and tweets. In Chapter 5, we propose to
address Gap 3 by identifying the best approach in identifying recurring fake news using
an existing dataset. Chapter 6 proposes to address Gap 4 by using user network analysis
to identify fake news. We present our proposed framework in detail in Chapter 3. Finally,
Chapter 7 combines all the components we proposed in the thesis, and addresses Gap 5. We
also elicit Gap 1, Gap 2, and Gap 4 in the following sections.

In the following sections, we introduce a list of fake news datasets that journalists and re-
searchers have published in related to fake news detection.

2.5 Datasets for Fake News Detection

Journalists and scholars have published a range of fake news datasets, allowing the wider
research communities to analyse common features of fake news and develop tools and mod-
els to help combat them. Thus, this section focuses on introducing a list of datasets that are
made publicly available.

• ClaimBuster [70] contains 30 presidential debates between 1960 and 2012. In total, c
sentences spoken by the presidential candidates are labelled as Non-Factual Sentences,
Unimportant Factual Sentences, and Check-worthy Factual Sentences.

• ChechThat! [6, 34, 124] is a annual challenge, where the 2019 and 2020 datasets con-
sist of transcripts of US political debates and speeches in the time period 2016-2019,
collected from various news outlets3. The organisers manually compare each sentence
with factcheck.org. If the sentence appeared in factcheck.org and is being

3ABC, Washington Post, CSPAN, etc. [11] are in English only.

factcheck.org
factcheck.org
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fact-checked, it is labelled as a check-worthy claim. The CLEF’2021 Task 1a English
dataset consists of tweets collected concerning COVID-19 and manually identified as
either check-worthy or not check-worthy.

• BuzzFeedNews 4 focuses primarily on the 2016 U.S. election. It contains all the news
published from 19th to 23rd, and 26th to 27th September 2021, from 9 news agencies
(ABC news, Addicting Info, CNN, Eagle Rising, Freedom Daily, Occupy Democrats,
Politico, Right Wing News, and The Other 98%). In total, it contains 1627 news arti-
cles, where 826 are from mainstream news sources, 356 from left-wing news sources,
and 545 from right-wing news sources. Furthermore, all articles are fact-checked by
five journalists from BuzzFeed. Following this dataset, BuzzFeed News published two
more datasets related to fake news in the following years, namely Top 50 fake news of

2017 and Top 50 fake news of 2018.

• BuzzFace [154] extends the BuzzFeed dataset by collecting the comments related to
news articles on Facebook. The dataset contains 2263 news articles and 1.6 million
comments discussing news content.

• FacebookHoax [175] also contains posts published on Facebook. Specifically, Face-
bookHoax comprises real scientific news (from scientific pages) and conspiracy hoax
(from conspiracy pages). It contains 15,500 posts on 32 pages, where 14 pages are
conspiracy pages and 18 are scientific.

• CREDBANK [120] is a large-scale crowd-sourced dataset that contains around 60 mil-
lion tweets between 10th October 2014 and 26th February 2015. This dataset contains
more than 1300 events, with credibility ratings and reasons collected via Amazon Me-
chanical Turk.

• PHEME [210] contains tweets and their replies/retweets of five breaking news and
four specific known rumours. We include all the 2,695 rumourous source tweets in our
existing fake news collection.

• CoAID [32] dataset contains claims, news articles, and engaged tweets that are labelled
as fake and not fake. We include the titles of debunked fake news, fake claims and fake
tweets in our existing fake news collection, which amount to 498 debunked fake news.

• FAKENEWSNET [162] contains gossip and political fake news gathered from Politi-

Fact5, and GossipCop6. The dataset contains news articles labelled as fake or real.
The FAKENEWSNET dataset also contains Twitter engagement of collected news by
applying Twitter search on the news article title.

4https://github.com/BuzzFeedNews/2016-10-facebook-fact-check
5https://www.politifact.com/
6https://www.gossipcop.com/

https://github.com/BuzzFeedNews/2016-10-facebook-fact-check
https://www.politifact.com/
https://www.gossipcop.com/
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• LIAR [188] also contains claims gathered from PolitiFact. The Liar dataset differs from
the FAKENEWSNET dataset because they did not collect the news stories being judged
as fake or real. Rather, LIAR gathered the statements made in political speeches and
debates. The statements are labelled as “pants-fire”, “false”, “barely true”, “half-true”,
“mostly-true”, and “true”.

• the WSDM 2019 Cup Fake News Challenge dataset7 consists of human-written Chi-
nese news title pairs, that are labelled either unrelated, agree, or disagree with a given
debunked fake news.

• MM-COVID [96] consists of 2492 non-factual and 5311 factual source contents (news
and tweets) related to COVID-19 that are labelled as fake or not, and related tweets
that have engaged with the source content.

• SD dataset [128] is a fake news dataset focusing on the news being shared on Twitter.
It consists of news article links and human judgements labels denoting if they are fake
or not, as well as engaged tweets, the stance of such tweets, the publisher of the news
article, and article citations by other news outlets on Twitter.

The datasets mentioned above contain different types of information and features in fake
news detection. Specifically, the ClaimBuster dataset concerns claim check-worthy but do
not distinguish between check-worthy false and non-check-worthy false claims. The Check-
That! Challenge datasets provide check-worthiness labels for both U.S. presidential debates
and news related to COVID-19 but lack the factual label. BuzzFeedNews focuses on news
articles from a few selected established news publishers. Buzzface contains both news ar-
ticles and user comments, but does not capture temporal information. The FacebookHoax
dataset contains many Facebook posts from a few instances of pages, while all posts from
conspiracy pages are labelled hoaxes, thus may be biased. The CREDBANK dataset contains
both tweets and events, but tweets and events are separated and not correlated. PHEME con-
tains only fake claims related to five events, making it a narrow-focused fake news dataset.
CoAID contains only fake news on COVID-19, making it narrow-focused. Although FAKE-
NEWSNET contains news articles, related tweets, and other Twitter engagement, they focus
on identifying the entire article as fake and do not focus on claim/sentence/tweet level factu-
alness. Finally, the LIAR dataset contains only short claims with Politifact verdict, without
social media engagements. The WSDM 2019 Cup Fake News Challenge dataset contains
news title matching but does not provide any social media engagement. MM-COVID dataset
focuses on tweets only related to the COVID-19 topics and thus is narrowly focused. The
FANG dataset contains only 1054 fake and real news with Twitter engagement.

7https://kaggle.com/c/fake-news-pair-classification-challenge/data

https://kaggle.com/c/fake-news-pair-classification-challenge/data
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None of those mentioned above datasets satisfies all our requirements of this thesis: claim/sen-
tence/tweet level check-worthiness labels, claim/sentence/tweet level truthfulness labels, and
social media engagement information. Thus, this thesis uses different datasets to evaluate
individual tasks, and we use the SD and MM-COVID datasets for our final end-to-end eval-
uation.

The following section surveys recent studies that focus on extracting textual information
from fake news online, which are related to the methods we propose to address Gap 1.

2.6 Language Models Advances

This section focuses on the existing studies that aim to analyse and understand textual fea-
tures in articles, tweets, or speech transcripts. We describe the methods commonly used in
text analysis in two categories: traditional textual analysis and neural language models. We
first discuss the traditional text analysis methods.

2.6.1 Traditional Text Representations

2.6.1.1 Words Occurrences Analysis

The commonly used methods to represent text in machine learning algorithms include the
bag-of-words (BOW) (e.g., TF.IDF) [76] and the part-of-speech (POS) [20] approaches. The
simplest text representation method, BOW, focuses on the words’ occurrence and frequencies
only, while POS tags are based on lexical cues (i.e., noun, verb, location, time, etc).

On the other hand, tweets are a particular type of text since they are short and contain
hashtags and links. Thus, scholars usually combine the TF.IDF/POS methods with other
occurrence-based linguistic methods and statistical information of tweets especially designed
for tweet content. Some examples are the number of mentions of other users (@), the number
of hashtags (#), the time-span of the tweet’s reply, the tweet location, etc [67].

2.6.1.2 Syntax Analysis

The syntax of text [79], usually viewed as grammar, is also helpful in detecting fake news.
This method transforms text into a syntax tree, such that the grammatical information be-
tween nouns and verbs, subjects and objects, are revealed and used for further analysis. For
example, Feng et al. [53] showed that using features driven by Context Free Grammar parse
trees can achieve 70%-90% accuracy on the deception detection task over four datasets.
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Statement 

Opinions

Subject Verb

Object

Figure 2.2: An example of a news article title.

However, Figure 2.2 shows the title of a news article, which has the subject, verb and object
of a statement, and one opinion-based commentary; while the secondary title is an additional
opinion-based commentary. In this case, the syntax representation methods mentioned above
cannot identify the commentaries from the statement, due to a lack of deep understanding of
the text. Therefore, using syntax analysis alone may not be sufficient in detecting fake news.

2.6.1.3 Semantic Analysis

Semantic analysis produces language-independent meanings of a given text and extends both
word occurrences analysis and syntax analysis. As a result, scholars are able to understand
the underlying information and meanings of a given text using semantic analysis. There are
two types of semantic analysis methods often used in fake news detection, as it shows the
subjective motivation of the authors:

1. Sentiment Analysis. Sentiment analysis aims to answer whether a piece of text ex-
presses positive, neutral, or negative sentiment. It is helpful to understand the senti-
mental opinion, using a single assignment of the sentiment score (usually ranges from
-1 to 1) or a label (i.e., positive, negative, neutral). In fake news detection tasks, senti-
ment is shown to be helpful. For example, Hamidian et al. [66] showed that sentiment
analysis improved the model performance on the fake news detection task. Moreover,
Ghenai and Mejova [57] used information gain (IG) with the greedy backward elimina-
tion method to find the most valuable features in predicting whether a tweet contains
rumours about the Zika virus. They showed that sentiment score is the fourth-best
feature according to IG.

2. Emotion Tagging. Vosoughi et al. [186] found that false rumours-inspired tweets
express emotions very differently compared to truth-inspired tweets. Specifically, sur-
prise and disgust are expressed more often in false rumours, while sadness, anticipa-
tion, joy, and trust are expressed more often in truth-related tweets. This observation
shows that users display different emotions toward non-factual and factual news, but
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whether it is because truthful and fake news affect users’ emotions differently, or be-
cause user groups often express different emotions are gathering around different types
of news, remains unclear. Either way, emotion appears to be a good feature in iden-
tifying fake news. Furthermore, Vosoughi et al. [186] also found that false rumours
contain significantly more novel information than factual news, when compared using
the Latent Dirichlet Allocation (LDA) topics between false rumours to the tweets the
user was exposed to in the previous 60 days.

2.6.2 Neural Language Models

Neural language models have become the most widely used language representation methods
in recent years. Neural language models aim to analyse words’ context better, using the
advances in computational power and practical applications of neural networks. The basic
ideas of using neural language models to represent text are threefold:

1. Representing tokens in a lower-dimensional space. Neural language models aim to
represent a token in a finite-dimensional space rather than encode each token with a
unique id. As a result, the tokens with similar meanings are closer to one another in
such lower-dimensional space.

2. Representing tokens as vectors. To effectively represent tokens in the lower dimen-
sional space, neural language models often use real number vectors that represent the
location of the token in this space, where the dimension of the vectors equals the di-
mension of the lower-dimensional space.

3. Inferring the embedding of a token based on its surrounding or preceding tokens.
The semantic meaning of a token is not isolated from its surrounding tokens. Thus,
neural language models generally aim to pull tokens closer if they occur together fre-
quently or have similar semantic meanings.

For example, in 2013, Mikolov [117] proposed Word2Vec, a shallow neural language model
trained based on the co-occurrence of words in a text, which aims to encapsulate the semantic
meaning of each word, and thus can help machines to better encode the semantic meaning
of the sentences in a single vector. Similarly, the Doc2Vec model [91] embeds documents
using the Word2Vec method, but focuses more on the semantical and contextual information
within each document.

Proposed in 1997, but not widely used until after the popularity of Word2Vec, the RNN based
language models (e.g., the long short term memory model [73] (LSTM)) can be applied to
analyse and process textual features. For example, Ma et al. [108] used LSTM networks
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to represent text sequentially, capturing the semantic meaning of the text based on previous
tokens. LSTMs differ from Word2Vec as the LSTM models encapsulate information of the
long previous sequential tokens, whereas Word2Vec representations are usually based on
immediate surrounding tokens of the token being embedded. However, RNN models do
not consider the future context when predicting language. To address this disadvantage,
researchers have developed bidirectional RNNs [157] (e.g., BiRNN, BiLSTM) that capture
both previous and future tokens in a sentence.

More recently, attention-based [184] neural network models (e.g. ELMO [137], BERT [40],
ALBERT [89], RoBERTa [106], BERTweet [126]) use the attention mechanism to identify
relevant contexts within or between sentences. These attention-based language models com-
bine the advantages of an extensive complex neural network with their pretraining on a large
corpus, to create pre-trained language models (e.g. BERT is trained on Wikipedia, Book-
Corpus, and Common Crawl [40]), where the subjective bias from any small training data is
minimised. Being one of the state-of-the-art pre-trained language models, BERT is shown to
consistently outperform other shallow language models and (Bi)RNN-based language mod-
els in many tasks (e.g., reading comprehension [182], document retrieval [172, 198], question
answering [107]), thanks to its large pretraining data, as well as the flexible representation
of words, based on their surrounding context.

2.6.3 Language Models in Fake News Identification

Textual analysis is the focus of detecting fake news in many studies [56, 71, 75, 139]. How-
ever, the existing studies [2, 24, 78, 114, 131, 132] that applied deep neural network language
models to the task of identifying check-worthiness detection did not compare the perfor-
mance across the popular pre-trained language models to identify the most suitable language
models for the check-worthiness task (Limitation L1). Furthermore, the above mentioned
studies mostly only use language models as the sole embedding features, without consider-
ing other types of information, such as entity information in the text (Limitation L2). Thus,
how to best leverage language models, and how to incorporate other non-semantic informa-
tion with the semantic-focused language models remain open questions.

2.6.4 Summary

Whether delivered as a news article or as a short statement on Twitter, news typically consists
of text – an essential information carrier. Analysing the text is unavoidable in identifying
fake news in articles, debate transcripts, or social media platforms. Recent advances in text
analysis allow us to analyse text using more sophisticated models. However, on eliciting
Gap 1 identified in Section 2.4.4, we identify the following limitations:
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Limitation L1: It’s unclear which deep learning language model is the most suitable for
identifying check-worthy sentences/claims/tweets, and detecting recurring fake news.

Limitation L2: The language models introduced above mainly focus on only the semantic
features, whereas the other features - such as entity-related information - are not considered.

In this thesis, we deploy language models to analyse text and modify some of the models
so they are more tailored and suitable for the tasks at hand. Specifically, we propose the
following to enhance the performance of the language models used in our framework to
detect fake news.

1. We propose to identify the best language model to identify fake news on Twitter, to
address Limitation L1.

2. We propose to combine traditional textual features with neural language models to
identify the entailment of two news titles effectively, to address Limitation L2;

3. We propose to combine neural language models with named entity information to
identify news that needs further fact-checking, to address Limitation L2;

In this thesis, we study the effectiveness of various language models in identifying check-
worthy claims and tweets (Chapter 4) and identifying recurring fake news (Chapter 5). We
also compare the effectiveness of using textual features with using network features in iden-
tifying fake news on Twitter (Chapter 6). However, although textual features are essential
in fake news detection, they may not be sufficient as the only type of information needed
in detecting fake news online. Thus, in the next section, we introduce networks-based (i.e.,
knowledge graph and social networks) features as additional information that can aid the
task of detecting fake news.

2.7 The Rise of Graph Embeddings

Networks, usually represented as a linked graph, have data points linked to other data points
through relationships. Knowledge graphs and social networks are the two main types of net-
works that are particularly rich in conveying additional information that textual features may
not capture when detecting fake news online [163, 206]. To effectively use network informa-
tion in fake news detection, this section describes the recent advances in methods that aim to
embed both knowledge graphs (in Section 2.7.1) and social networks (in Section 2.7.2).
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2.7.1 Knowledge Graph Embeddings

A knowledge base (KB) usually contains entities (nodes) and connections (edges) between
two entities, where there are usually finite types of relationships (different types of edges).
Each edge in a KG is usually represented by a triplet heh; r; eti, indicating that the head
entity eh and tail entity et are connected by relation r, e.g., hDonald Trump, NomineeOf,
United States presidential election 2016i. Representing a KG in triplets is effective to con-
vey factual and trackable relationships, and thus can facilitate the fact-checking processes
(e.g., [99]). However, a KG is relatively hard to represent in a lower-dimensional vector
space, because of the complex types of nodes and edges associated with it. There are many
existing approaches [15, 16, 129, 189] that learn embeddings from KGs, by training neural
network models based on the co-occurrence of entity pairs and relationships. Generally, two
types of models are widely used to train KG embeddings: distance-based KG embeddings
with “facts alone” models [16, 23, 189] trained on a semantic triplet graph alone (such as
FB15k [16]), while semantic-based entity embeddings [15, 129] also use the information
contained in the corresponding entity descriptions (e.g. Wikipedia pages). We describe these
two types of models in turn below.

2.7.1.1 Facts Alone KG Embedding

Freebase8 [13], Google Knowledge Graph9, GeneOntology10, and Wordnet [119] are widely
used multi-relational knowledge graphs (i.e., contrary to single-relational KG, where there
is only one type of relation that connects two entities), where the entities consist of abstract
concepts and concrete entities of the world, and the relationships are the facts that link each
pair of entities together. Derived from Freebase and WordNet respectively, FB15k [16] and
WN18 [15] are two widely used facts alone knowledge bases in training KG embeddings,
while wikidata [187] has become one of the most popular knowledge bases in recent years.
The structure of a relation triplet (i.e., a triplet in the form of heh; r; eti, without any addi-
tional descriptions for eh; r; et) in such knowledge bases enables KG to represent information
hierarchically and graphically. Moreover, such representation can be represented in a lower
dimension space using graph embeddings, where the scoring functions are generally based
on distances between entities and relationships.

For example, TransE [16] used the Euclidean distance between two connected entities (i.e.,
eh and et) to project the entities and relationships into a learnt vector space, while TransR [100]
projected the entities and relationships into different spaces (e.g., one space for the entities,
one space for the relations). RESCAL [129] and DistMult [195] projected such distances

8https://freebase.com
9https://google.com/insidesearch/features/search/knowledge.html

10https://geneontology.org

https://freebase.com
https://google.com/insidesearch/features/search/knowledge.html
https://geneontology.org
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into different vector spaces using tensor factorisation. The advances in deep neural networks
also encouraged researchers to deploy deep neural networks on graph-structured data, such
as data encapsulated in a KG. For example, Li and Madden [95] combined a graph embed-
ding method node2vec [61] with a cascade embedding method, achieving better performance
at predicting triplets than using node2vec method alone.

However, such methods did not consider the differences between a symmetrical triplet –
where both entities within a triplet can be considered as either the head or the tail (an example
of a symmetrical triplet is h Barack Obama, married to, Michelle Obamai, which can also be
represented as h Michelle Obama, married to, Barack Obamai); and an asymmetrical triplet
– where the triplet’s entity head can not be viewed as the triplet’s tail (e.g., h Stanley Kubrick,

directed, Dr.Strangelovei (asymmetrical) which cannot be represented as h Dr.Strangelove,

directed, Stanley Kubricki). To allows the binary relationship embeddings to represent both
symmetrical and asymmetrical relationships, ComplEx [180], RotateE [174], QuatE [202]
projected KG into a complex space represented with complex numbers, and thus distinguish
the symmetrical triplets from asymmetrical triplets.

Finally, MuRP [10] and RotH [23] used the hyperbolic space (which consists of a constant
negative curvature that can represent discrete trees in a continuous analogue) to model a KG.
One entity’s multiple possible hierarchical relationships can be modelled simultaneously in
such a hyperbolic space, resulting in fewer dimensions of embeddings, thereby achieving
better performances than those obtained by the Euclidean distance methods.

2.7.1.2 Semantic-based KG Embeddings

Some knowledge bases (e.g., DBpedia) contain more information than just triplets of en-
tities and relationships (e.g. text descriptions for entities, relationships, and their possible
features, such as hStanley Kubrick, directed, Dr.Strangelove, a comedy/war moviei)). Hence,
a semantic analysis of the available descriptive texts allows algorithms to better capture each
entity and its semantic meaning, where a hyperlink between entities serves as a relationship
between the two linked entities. To this end, jointly training KG embeddings with seman-
tic embeddings can benefit one another. For example, researchers have explored traditional
machine learning methods on jointly trained embeddings, such as random walk [62]. He
et al. [72] used deep neural networks to compute representations of entities and contexts of
mentions from the KB, and Yamada et al. [194] used a skip-gram method, and trained it on
Wikipedia data to obtain the entity embeddings and the associated word embeddings.

More recently, some researchers (e.g., ERNIE [203], KnowBERT [138]) have explored the
use of joint training knowledge graph embeddings along with a BERT language model, and
showed promising results in several downstream tasks. Bosselut et al. [17] explored whether
using the attention mechanism (similar to that for training the BERT model) to enrich a
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knowledge base embedding with “common sense knowledge” embedded in text content is
beneficial for more complete KG embeddings. The resulting model, named Comet, puts
more emphasis on general information represented as entities (e.g., hnap, having sub-event,
dosing off i).

2.7.1.3 Knowledge Graph in Fake News Detection

Knowledge graphs are able to provide structured information for entities and relations, and
are used for a wide range of downstream tasks, such as entity linking [26, 121], relation pre-
diction [125, 192], and knowledge graph completion [101, 158]. Existing methods that use
knowledge graphs in fake news detection largely focused on named entity linking [24, 71],
constructing facts using Wikipedia [179], and similarities between entities [168]. However,
research are limited on whether embedded entities are beneficial in detecting fake news
(Limitation G1). Thus, how to tailor the entity representations for fake news detection
(Limitation G2), and how to choose the best entity embedding models for fake news detec-
tion (Limitation G3) remain open questions.

2.7.1.4 Summary

This section surveyed types of knowledge graph embedding models that have been proposed
in recent years. We elicit Gap 2 into the following:

Limitation G1: Whether the embedded entities are beneficial in identifying check-worthy
claims/tweets/sentences, and in detecting fake news has not yet been studied.

Limitation G2: The current entity embeddings obtained using knowledge graphs are not
tailored toward fake news detection tasks. How to represent a pair of embedded entities so
that they are the most beneficial in detecting check-worthy tweets and sentences/claims is
still an open research question.

Limitation G3: It is not yet identified which entity embedding method is the best for iden-
tifying check-worthy tweets/sentences/claims.

This thesis proposes to address Limitation G1-3 by conducting experiments that combine
language models together with entity embeddings, on the check-worthy tweets/claims/sentences
identification task. The detailed experiments are presented in Chapter 4. The next section
focuses on surveying the recent research related to social network embedding models and
their usages in fake news identification.
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2.7.2 Social Network Embeddings

Social networks (such as Twitter) are platforms where people can connect with other people
online, and share information and news with their followers and friends. The links between
two users A and B on Twitter can be explicitly categorised into two types: friends or fol-

lowers, that is, if user A follows user B, then A is B’s follower and B is A’s followee. If
B also follows A, A and B are each other’s friends. Researchers have developed a range
of methods that embed the rich social networks’ structure into a lower dimensional space,
and some researchers also conducted experiments that used such network embeddings to
analyse social media platforms. We now present the social network embedding models used
in building embedded social networks.

2.7.2.1 Embedded Social Network Features

Recent advances in constructing graph embeddings most aimed to represent a graph in a
lower-dimensional space, where each node (user) and/or vertex (user’s connection) are rep-
resented as a vector-based on their neighbouring nodes (friends or followers) and the vertices
(friendship or followership) that connect them.

Typically, graph embeddings are achieved by embedding only the topological structure of
graphs [61, 136], or using both the topological structure and the auxiliary information of the
graph, such as the content of nodes [27, 68]. For instance, the node2vec model [61] and
the DeepWalk model [136] are the first two approaches developed to represent the graph
in a lower-dimensional space, with deep learning techniques, based on topological graph
information. These two methods are similar, as they both use a Skip-Gram architecture (that
allows tokens to be skipped while forming adjacent n-grams) with negative sampling to learn
the embeddings of each node within the graph, based on the portion of the graph generated
by random walks/edge sampling.

However, such methods only consider the local context (i.e., closest neighbouring nodes)
for a given node, and cannot obtain a global optimum in representing the complexity of a
graph. To better represent a node within a complete graph structure, graph convolutional
networks [82] (GCNs) were proposed, which aim to capture the global structure of a given
graph. Typically, a GCN model uses several layers of graph convolution operations, where
each layer is built to capture the information of each node’s neighbours, which is then fed to
the next layer, therefore achieving convolutional learning of the graph structure.

However, such GCN models have a very high computational cost [27], as the whole graph’s
structure and each embedding layer’s information have to be stored. Thus, various meth-
ods have been proposed to reduce the consumption of computational time and space, such
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as mini-batch stochastic gradient descent with variance reduction GCN [25], and Cluster-
GCN [27]. For example, the GraphSAGE [68] method was developed to perform parame-
terised random walks and uses recurrent aggregators. It can be used for both unsupervised
and supervised representation learning with a proximity loss between nodes. Moreover, the
model adopts a dynamic inductive algorithm to generate embeddings for unseen nodes and
edges at inference time.

Graph embedding methods have been shown to be effective in many tasks, such as node
classification [136], link prediction [81, 151], and social networks alignment [45]. Embed-
ding social network using graph embedding models are also used to detect fake news on
social media platforms. For example, Röchert et al. [147] studied the user network structure
of YouTube channels. They found that the channels and individuals propagating fake news
on YouTube are usually integrated into heterogeneous discussion networks that involve fac-
tual content more than misinformation. Sosnkowski et al. [165] showed that changes in the
users’ network structure on Twitter can help detect the change in political opinions among
users. The Factual News Graph model (FANG) of Nguyen et al. [128] proposed to use in-
ductive learning for representing social structure, and combined the graphical social network
information with sophisticated textual features. Specifically, Nguyen et al. created a citation
network based on the news citations among publishers, and labelled user engagement with
the news articles with stances (i.e., support, deny, comment (neutral) and comment (nega-
tive)). The additional information needed to construct such a user network in detecting fake
news is labour intensive and time-consuming (Limitation N1). Similarly, Rath et al. [144]
proposed to use the network structure information to identify the potential super spreaders
of fake news, and showed that the proposed model can identify potential spreaders with the
retweet network, the follower-following network, and the timeline data. However, such user
network structure is not tested in detecting fake news, and the type of user network structure
that is most effective in detecting fake news is yet to be identified (Limitation N2).

2.7.2.2 Summary

This section summarised the two groups of features widely used in social network embed-
dings are statistical user features and network features. The limitations that elicit from Gap
5 are as follows:

Limiation N1: Current users embeddings for fake news detection are trained on complex
networks that require additional labelled data. These networks are challenging to collect and
thus impractical in training on a large dataset.

Limitation N2: The most effective type of users connections to use in constructing a user
network in detecting fake news on Twitter is unknown.
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This thesis proposes to use inductive representation learning of social network structures
in a fake news detection task to tackle the disadvantages mentioned above. Specifically, to
address Limitation N1, we aim to use the readily available data that can be obtained directly
through Twitter - without further processing - to construct a user network embedding that can
accurately cluster users into different groups, based on their friendships with other users and
their followers. Building on the users’ network embeddings, we then aim to represent a news
story using the aggregation of the engaging users, to predict where the news story is fake. To
address Limitation N2, we construct two user networks – a user follower network and a user
friendship network, and compare the performances of using user embeddings obtained from
either network structures, in detecting fake news. We present the experiments that address
these two limitation in Chapter 6.

2.8 Conclusions

This chapter presented some previous research focusing on identifying fake news online.
Section 2.1 first introduced the fake news phenomenon in the internet era, why it is dan-
gerous, and how did the public react to them. We also introduced possible psychological
reasons that draw some social media users into believing fake news online. Then Section 2.2
introduced the general practice in identifying fake news online through machine learning
approaches. We introduced the two types of end-to-end systems for tackling fake news in
Section 2.3. Section 2.4 introduced three tasks that can help tasking fake news, and surveyed
related works in each task. We also identified the 5 general gaps (Gaps 1-5) that need to be
addressed, to more accurately identify fake news. Section 2.6 focused on surveying the lan-
guage models and textual features that are widely used in the fake news identification task,
where we presented 2 limitations (Limitations L1 and L2). Section 2.7 presented related
work in constructing and using both knowledge graphs and social networks in fake news
detection. Specifically, Section 2.7.1 surveyed related works w.r.t. knowledge graph and
entity embeddings, where we identified 3 limitations (Limitations G1-G3). Finally, Sec-
tion 2.7.1.2 presented recent studies regarding social network embeddings. Limitations N1
and N2 are identified in this section.

In the next chapter, we formally present our proposed framework, FNDF, to effectively iden-
tify fake news.
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Chapter 3

Framework Overview

3.1 Introduction

In Section 1.3, we argued that the accurate identification of fake news online can be achieved
with a two-phased framework. In the previous chapter, we provided a background review
in the field of fake news detection. Furthermore, we elicited five gaps between the current
techniques in detecting fake news and the new advances needed for tackling such a task. In
this chapter, we introduce our proposed framework introduced in Section 1.3, that can bridge
the five gaps layed out in Section 2.4.4.

In particular, as discussed in Section 2.4.4, Gap 5 states that existing fake news detection sys-
tems have largely overlooked the process of identifying check-worthy tweets and sentences,
so as to focus the limited computational power on identifying whether the check-worthy
tweets and sentences are factual or not. They also failed to identify recurring fake news,
although existing fake news collections can be used to identify resurfacing fake news. And
finally, information from dynamic user networks are overlooked to leveraged the network
structures in fake news detection. This chapter presents our Fake News Detection Frame-
work (FNDF) that aims to address Gap 5. FNDF, consists of two phases and three tasks,
aims to leverage multiple aspects of a sentence/tweet, existing fake news datasets, and user
engagement on social media to identify fake news more effectively than the existing systems
introduced in Section 2.3, which mainly rely on either linguistic features [3, 161, 181] or
statistic network features [179, 201].

Specifically, Task 1 aims to address Gap 2 by combining entity representations with textual
representations, to effectively identify check-worthy sentences and tweets. Task 2 aims to
address Gap 3 by assessing the entailment between a check-worthy tweet or sentence with
existing debunked fake news, to identify recurring fake news. And finally, Task 3 aims to
address Gap 4 by representing a check-worthy tweet or sentence using the embeddings of
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its engaging users, to effectively identify fake news leveraging social network features.

We structure the remainder of this chapter as follows: Section 3.2 provides an overview of
our proposed framework. We lay out the motivation that inspired our framework design, and
present the notations that we use in the remainder of this thesis. Section 3.3 details each task
we tackle and our proposed methods to tackle such tasks. Section 3.4 lays out possible use
cases of our framework, depending on the type of information provided to the framework and
the end-users’ expectations. Finally, in Section 3.5, we provide a summary of our framework
proposed in this chapter.
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Figure 3.1: Our proposed Fake News Detection Framework. Phase 1 is the Check-Worthiness
Detection Phase. Phase 2 is the Fact-Checking Phase. Task 1 in Phase 1 aims to rank tweets
and sentences based on their check-worthiness, Task 2 in Phase 2 is dedicated to identify
recurring fake news, Task 3 in Phase 2 focuses on using Twitter network in identifying fake
news. Finally, the framework return the predicted non-factual information within tweets and
sentences to the end users, i.e., the fact-checking journalists, general public.

3.2 Motivation and Preliminaries

It is infeasible to fact-check every tweet that is being published, as around 9530 tweets
are being published1 every second, while some of these tweets also focus on news arti-
cles being published, and fact-checking all tweets requires a large amount of computational

1https://www.internetlivestats.com/twitter-statistics/

https://www.internetlivestats.com/twitter-statistics/
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power. Moreover, some fake news contains recurring themes and topics, that have been de-
bunked previously [55], while newly emerged fake news can easily spread through conspir-
acy theorists[19]. Inspired by these obstacles, we propose a fake news detection framework
(FNDF). Figure 3.1 illustrates our proposed framework, FNDF, which consists of two phases
and three tasks in total. Specifically, Phase 1 of FNDF contains only Task 1. Task 1 aims to
prioritise tweets and/or claims that require fact-checking, from a large number of published
tweets/claims. Thus, Task 1 allows us to focus more on the tweets and news/sentences that
are potentially spreading false information. Phase 2 of FNDF contains two tasks, Task 2 and
Task 3. Task 2 aims to fact-check the potentially misleading claims in tweets and sentences
by comparing these sentences and tweets with existing fake news, while Task 3 employs the
Twitter network to assist the identification of fake news. Thus, our framework first aims to
reduce the number of claims that needed to be fact-checked, by identifying suspicious and
check-worthy claims, before going through the computationally expensive analysis process.
Then, our framework aims to use textual information from the claims, as well as use features
that are readily available on Twitter to identify fake news. As such, our proposed FNDF does
not require the spreading pattern (how the fake news is spreading on Twitter, such as retweets,
likes, and replies) of news to detect fake news, thus aiding the early detection of fake news
before any fake news is widely spread. Thus, our framework can enable large-scale scan-
ning of information published online to identify the claims that require fact-checking. Our
framework also enables automatic recurring fake news labelling while providing debunking
information based on previously debunked fake news, as well as allowing early detection of
fake news among small conspiracy groups when the misleading information has not spread
widely. Table 3.1 presents the notations we use in this thesis.

3.2.1 Phase One (P1) - Worth-Checking Ranking (WCR) Phase

The number of tweets generated per day would require heavy labour to manually screen
for fact-checking, and similarly, would be difficult for automated fact-checking systems to
cope with. Moreover, Narrowing down a list of claims to further fact-check is a common
practice adopted by fact-checkers [59, 160]. Thus, in order to reduce the number of tweets
that requires fact-checking and to address Gap 2 discussed in Chapter 2, this phase aims
to develop a model to help identify the most check-worthy claims from tweets and news
articles based on the possibility of them being related to false statement. This phase contains
one task (Task 1), which assesses and ranks claims from tweets and articles based on their
check-worthiness.

For example, Figure 3.2 shows that among 70 debates and speeches given by the US presi-
dential candidates between 2012 and 2017, more than 95% of them have less than 0.1% of
check-worthy sentences, while more than half have no more than 0.02% of check-worthy
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Table 3.1: Notations used in this thesis.

Notation Definition
X A set of sentences and tweets
x A sentence or tweet
Xcheckworthy The set of check-worthy claims identified from X
Xfake The set of claims and tweets identified as fake
Tx The set of tweets related to x
T The set of tweets of all Tx for 8x 2 X
t A tweet in the set of tweets Tx

e An entity
E A set of entities
epair A pair of two entities
��!epair The vector representation of a pair of entities extracted from x
FN An existing fake news collection
fn An identified fake news in the set of identified fake news FN
U The set of users who posted the set of tweets T
Ux The users that engaged with x, who posted the tweets Tx

u A user in the set of users U or Ux who posted t
�!u The modelled vector representation of user u
G The graph that consists of users U and their friends or followers on Twitter

sentences, according to the journalists [7, 11]. We do not report the proportion of check-
worthy tweets on the Twitter platform, because there are no reasonable data to perform such
analysis.
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Figure 3.2: In the CLEF CheckThat! 2019 task 1 dataset [7], among some selected 70
debates and speeches transcripts given by the US presidential candidates between 2012 and
2017, 95% of them have less than 0.1% check-worthy sentences.

The process of Phase 1 can be describe as follows:

Xcheckworthy = fcheckworthy(X) (3.1)

The aim of this phase is to identify the best function fcheckworthy() that can be used to score
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claims from tweets and sentences X by their check-worthiness, and identify a set of check-
worthy tweets/sentences Xcheckworthy.

3.2.2 Phase Two (P2) - Fact-Checking (FC) Phase

Each identified check-worthy claim needs to be classified as containing non-factual infor-
mation or not. Recall Sections 2.4.2 and 2.4.3, where we introduced two types of existing
methods in detecting fake news, i.e., identifying recurring fake news, and leveraging Twitter
information in identifying fake news. Similarly, this phase aims to tackle the classification
of check-worthy claims as containing non-factual information or not in two tasks: respec-
tively, Task 2 identifies recurring fake news and Task 3 uses Twitter’s user network structure
to identify fake news. Specifically, the aim of P2 is to classify a claim as fake news or not,
using the textual features and user network features extracted from the claim and its twitter
engagement. The aim of P2 can described as follows:

cYx = factcheck(x; Tx; Ux) (3.2)

wherecYx is the conclusion if the identified check-worthy sentence/tweet x contains a factual
claim or not, while factcheck() is the classification function that fact-checks a tweet or
sentence x, based on the associated tweets/sentences Tx and their engaged users Ux.

3.3 Individual Tasks and Proposed Methods

In this section, we formally define the three tasks we aim to tackle in each step of our pro-
posed FNDF, as well as introduce the main methods we use in tackling the three tasks.

3.3.1 Task One (T1): Assessing and Ranking Check-Worthiness
of Sentences and Tweets

In order to focus available computing power on the most check-worthy claims, among all the
tweets and sentences fed into our framework, we aim to assess the check-worthiness of all the
tweets and sentences, and rank them in descending order based on their check-worthiness.
Thus, this task aims to address Gap 2 discussed in Chapter 2, which states that there is
limited research on whether language models can be combined with entity information in
identifying check-worthy claims. This task is the only task in P1, thus the task definition is
the same as the P1 definition presented in Equation (3.1).
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Figure 3.3: An example showing two entities in a check-worthy sentence that are related to
each other.

To tackle this task, we propose to use deep learning methods and information from entities
presented in a sentence/tweet x. We obtain information about entities using an embedded
knowledge base, and compute the relationships between a pair of entities present in the
text. We then combined the entity pair representation with the textual representation of the
given sentence/tweet x to predict whether x is check-worthy or not. For example, Figure 3.3
illustrates a claim that can be identified as check-worthy by combining entities information
with language model representations, where the entity Donald Trump and Trump’s tax return

are closely related to each other in the Wikipedia knowledge base, and can give important
information within the context of this claim.

To analyse entity information together with the textual information, we first extract a set of
entities E appearing in a given tweet/claim x:

E = Extract(x) (3.3)

Each entity e 2 E then is presented in a lower-dimensional space as embeddings by function
ent emb():

�!e = ent emb(e) (3.4)

A pair of entities epair is then represented as a vector using a combination method combine():

��!epair = combine(�!e1 ;
�!e2 ) (3.5)

We then compute the check-worthy score of the tweet or claim x using x and the a represen-
tation for a pair of entity extracted from x, as follows:

\xcheckworthy = cw(x;��!epair)) (3.6)

where the cw() function decides the check-worthiness ( \xcheckworthy) of the input x, and ��!epair
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