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Abstract

Intelligent transportation systems contribute to improved traffic safety by facilitating real-time
communication between vehicles. By using wireless channels for communication, vehicular
networks are susceptible to a wide range of attacks, such as impersonation, modification, and
replay. In this context, securing data exchange between intercommunicating terminals, e.g.,
vehicle-to-everything (V2X) communication, constitutes a technological challenge that needs to
be addressed. Hence, message authentication is crucial to safeguard vehicular ad-hoc networks
(VANETs) from malicious attacks. The current state-of-the-art for authentication in VANETs
relies on conventional cryptographic primitives, introducing significant computation and com-
munication overheads. In this challenging scenario, physical (PHY)-layer authentication has
gained popularity, which involves leveraging the inherent characteristics of wireless channels
and the hardware imperfections to discriminate between wireless devices. However, PHY-layer-
based authentication cannot be an alternative to crypto-based methods as the initial legitimacy
detection must be conducted using cryptographic methods to extract the communicating ter-
minal secret features. Nevertheless, it can be a promising complementary solution for the re-
authentication problem in VANETs, introducing what is known as “cross-layer authentication.”
This thesis focuses on designing efficient cross-layer authentication schemes for VANETs, re-
ducing the communication and computation overheads associated with transmitting and verify-
ing a crypto-based signature for each transmission. The following provides an overview of the
proposed methodologies employed in various contributions presented in this thesis.

1. The first cross-layer authentication scheme: A four-step process represents this ap-
proach: initial crypto-based authentication, shared key extraction, re-authentication via
a PHY challenge-response algorithm, and adaptive adjustments based on channel condi-
tions. Simulation results validate its efficacy, especially in low signal-to-noise ratio (SNR)
scenarios while proving its resilience against active and passive attacks.

2. The second cross-layer authentication scheme: Leveraging the spatially and temporally
correlated wireless channel features, this scheme extracts high entropy shared keys that
can be used to create dynamic PHY-layer signatures for authentication. A 3-Dimensional
(3D) scattering Doppler emulator is designed to investigate the scheme’s performance at
different speeds of a moving vehicle and SNRs. Theoretical and hardware implementa-
tion analyses prove the scheme’s capability to support high detection probability for an
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acceptable false alarm value ≤ 0.1 at SNR ≥ 0 dB and speed ≤ 45 m/s.

3. The third proposal: Reconfigurable intelligent surfaces (RIS) integration for im-
proved authentication: Focusing on enhancing PHY-layer re-authentication, this pro-
posal explores integrating RIS technology to improve SNR directed at designated vehicles.
Theoretical analysis and practical implementation of the proposed scheme are conducted
using a 1-bit RIS, consisting of 64 × 64 reflective units. Experimental results show a
significant improvement in the Pd , increasing from 0.82 to 0.96 at SNR = − 6 dB for
multicarrier communications.

4. The fourth proposal: RIS-enhanced vehicular communication security: Tailored for
challenging SNR in non-line-of-sight (NLoS) scenarios, this proposal optimises key ex-
traction and defends against denial-of-service (DoS) attacks through selective signal
strengthening. Hardware implementation studies prove its effectiveness, showcasing im-
proved key extraction performance and resilience against potential threats.

5. The fifth cross-layer authentication scheme: Integrating PKI-based initial legitimacy
detection and blockchain-based reconciliation techniques, this scheme ensures secure data
exchange. Rigorous security analyses and performance evaluations using network simu-
lators and computation metrics showcase its effectiveness, ensuring its resistance against
common attacks and time efficiency in message verification.

6. The final proposal: Group key distribution: Employing smart contract-based block-
chain technology alongside PKI-based authentication, this proposal distributes group ses-
sion keys securely. Its lightweight symmetric key cryptography-based method maintains
privacy in VANETs, validated via Ethereum’s main network (MainNet) and comprehen-
sive computation and communication evaluations.

The analysis shows that the proposed methods yield a noteworthy reduction, approximately
ranging from 70% to 99%, in both computation and communication overheads, as compared
to the conventional approaches. This reduction pertains to the verification and transmission of
1000 messages in total.

Keywords: Conditional privacy-preservation, Cross-layer authentication, PHY-layer au-
thentication, PHY-layer security, Reconfigurable intelligent surfaces, Vehicular ad-hoc networks.
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Chapter 1

Introduction

This chapter introduces the background and research motivation underlying this thesis, discusses
the objective and main contributions, and outlines the thesis and included publications.

1.1 Background

Globally, road traffic injuries and fatalities reach about 1.3 million annually, with more than
3000 fatalities daily. According to the “2nd global status report on road safety”, it is expected to
become the fifth leading cause of death by 2030, resulting in around 2.4 million deaths annually
[1]. Moreover, between twenty to fifty million people suffer from non-fatal injuries annually,
often resulting in disabilities. Economically, these accidents cost countries between 1% to 3%
of their gross national product, totalling over 500 billion globally. This rise is due in part to
rapid motorisation without adequate safety improvements. In 2020, the European Commission
reported a decrease in fatal road crashes by about 23% compared to 2010, aiming for zero
fatalities by 2050 [2]. For the next decade, a safety framework plan is published in [3] to enhance
safety and efficiency in transportation, adapting technology to develop and implement intelligent
road systems based on sensors’ data distributed via vehicular ad-hoc network (VANET).

VANET is a form of a mobile ad-hoc network in the vehicle domain that enables vehicle-to-
everything (V2X) communication (e.g., vehicle-to-vehicle (V2V) and vehicle-to-infrastructure
(V2I)), see Fig. 1.1 [4]. This significantly enhances the performance of many traffic-related
applications, including safety, mobility, and autonomy. Moreover, it reduces the carbon foot-
print and facilitates green transportation by providing vehicles with the ability to optimise their
routes and avoid traffic congestion en route to their intended destinations. VANETs generally
consist of three primary terminals: a trusted authority (TA), roadside unit (RSU), and a wireless
communication device located on the vehicle, also known as an onboard unit (OBU) [5]. The
following describes the role of each terminal in the network.

1. The Trusted authority: The TA is a trusted terminal for all vehicles and RSUs. The TA
plays a critical role in facilitating secure and trustworthy communication between net-

1
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Figure 1.1: Common types of vehicular communication.

work participants, ensuring that messages transmitted between vehicles are authentic and
have not been tampered with. In addition, the TA is also responsible for managing the
network’s membership by registering vehicles and RSUs before they can participate in
network activities. In addition, the TA is responsible for revoking vehicles engaging in
malicious activity, such as launching an attack or violating traffic laws [5, 6].

2. Roadside units: RSUs are stationary wireless devices that are deployed along the road-
side infrastructure. The primary role of RSUs in VANETs is to enhance the reliability
and efficiency of communication between vehicles and between vehicles and the TA. In
addition, RSUs can also be used for various other applications. These include providing
information about traffic conditions, road hazards, and emergency situations to vehicles
in the network. They can also be used for collecting traffic data and performing traffic
management tasks, such as traffic flow optimisation and congestion control [5, 6].

3. Vehicles’ OBUs: OBUs are electronic wireless devices installed on vehicles that enable
communication with other vehicles and RSUs. The primary role of OBUs in VANETs
is to support the exchange of information among vehicles and between vehicles and the
network infrastructure [5, 6].

In VANETs, each vehicle transmits a safety-related message containing information on loca-
tion, speed, and heading at a transmission rate of 100−300 msec using the dedicated short-range
communication (DSRC) protocol [6]. In the DSRC protocol, a 75 MHz bandwidth (BW) has
been allocated by the U.S. Federal Communications Commission (FCC) for VANET applica-
tions over the frequency band 5.85 GHz to 5.925 GHz, as shown in Fig. 1.2 [6].
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Figure 1.2: The U.S. dedicated spectrum for the IEEE 802.11p [6].

1.2 Research motivation

The open-access nature of wireless communication makes it vulnerable to typical attacks [7].
For instance, a malicious vehicle can frame an emergency to mislead other drivers into slowing
down and braking; impersonate a legitimate vehicle; replay a significant number of bogus mes-
sages, which creates an unrealistic traffic situation. These attacks can cause serious problems,
e.g., traffic jams or accidents. Therefore, message authentication must be established to identify
the sender’s legitimacy. Generally, there are three common types of authentication in VANETs:
public key infrastructure (PKI)-based, identity (ID)-based, and group signature (GS)-based [5].
In PKI-based authentication, each vehicle has a pair of keys, private and public keys [8]. The
private key is kept secret and is used to generate digital signatures on messages. For verification,
the public key is attached to the transmitted message in the form of a digital certificate signed
by the TA. In ID-based authentication, the vehicle’s identifier, such as the vehicle identification
number, is used as its public key, which can be used to verify signatures generated by the ve-
hicle’s private key. This approach eliminates the need for a separate public key infrastructure,
as the identifier itself serves as the public key [9]. In GS-based authentication, group members
generate the signature (σ ) on behalf of the group using their secret keys, while the recipient
verifies σ using the group’s public key [10]. The signature is generated in such a way that it
cannot be traced back to the specific member who generated it, offering anonymity and privacy
preservation. However, these methods require complex cryptographic operations, leading to
high computation and communication costs for transmitting and verifying messages.

To overcome this limitation, PHY-layer authentication techniques have emerged as a promis-
ing solution to reduce the overheads associated with upper-layer cryptographic approaches [11].
This technique employs the unique features of wireless channels, such as channel amplitude and
phase responses [12], and the hardware impairments, such as analogue front-end imperfections
and carrier frequency offset [13], to discriminate between terminals. Nevertheless, PHY-layer-
based authentication cannot provide a completely alternative solution since an initial identity
verification of the corresponding terminal is still needed using upper-layer-based authentication.
Fig. 1.3 shows the different layers of the network protocol stack [14].

Cross-layer authentication is an emerging research area that focuses on integrating authen-
tication mechanisms across different layers of the communication protocol stack in wireless
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Figure 1.3: Layered protocol architecture [14].

networks. Unlike traditional authentication methods that operate independently at different lay-
ers, cross-layer authentication techniques leverage the interdependence between different layers
to enhance the security and efficiency of the authentication process. The idea behind cross-layer
authentication is to combine the strengths of different layers to create a more robust authentica-
tion mechanism. By sharing information and resources between layers, cross-layer authentica-
tion can improve the accuracy and reliability of authentication, while reducing the overhead and
latency associated with traditional authentication methods.

Cross-layer authentication can be applied to different layers of the communication protocol
stack, including the physical layer, the data link layer, and the network layer [15]. At the phys-
ical layer, cross-layer authentication can use techniques such as PHY-layer key generation and
channel-based authentication to establish a shared secret key between communicating parties.
This key can then be used to encrypt subsequent communications and prevent unauthorised ac-
cess. At the data link layer, cross-layer authentication can use techniques such as media access
control (MAC)-layer authentication to verify the identity of communicating parties and prevent
spoofing attacks. At the network layer, cross-layer authentication can use techniques such as
network-layer authentication to authenticate the routing information and prevent attacks such
as packet injection. The existing cross-layer authentication schemes in VANETs are developed
by integrating the physical layer with the upper layer (cryptographic) operations [16]. This
integration should be rational and practical to support the application nature in terms of dy-
namicity, resource availability, and channel conditions. Consequently, selecting the appropriate
PHY-layer-based technique for re-authentication is essential to provide reliable communication.

In addition, the current state-of-the-art of PHY-layer authentication relies on common as-
sumptions and possesses inherent limitations for secure implementation within V2X communi-
cation scenarios. In this challenging scenario, it becomes imperative to investigate the integra-
tion of cryptographic operations based on number theory and smart contract-based blockchain
technology. These approaches aim to mitigate the constraints associated with PHY-layer meth-
ods, thus offering potential solutions to their limitations. Moreover, the detection probability of
PHY-layer-based techniques is influenced by signal-to-noise ratio (SNR) values [16]; a higher
SNR correlates with increased detection probability. Thus, exploring the integration of advanced
sixth-generation (6G) technologies such as reconfigurable intelligent surface (RIS) technology
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emerges as a pivotal aspect for the evolution of VANET networks. RIS technology plays a
crucial role by strengthening signals directed toward network terminals, thereby improving the
detection probability of the PHY-layer authentication process.

1.3 Research scope

The research scope of this thesis is to investigate and develop novel cross-layer authentication
methodologies for enhancing the security and efficiency of VANETs. The focus is on mitigat-
ing the computation and communication overheads associated with conventional cryptographic
approaches while ensuring the security and privacy of the exchanged data in vehicular communi-
cation networks. In addition, this thesis emphasises the significance of integrating cutting-edge
6G technology, specifically RIS to enhance the performance of PHY-layer authentication.

1.4 Aims, research questions, and objectives

This section summarises the aims, research questions, and objectives of this thesis, as follows.

1.4.1 Aims

This thesis aims to advance vehicular communication security by introducing efficient cross-
layer authentication techniques that combine cryptographic primitives with PHY-layer attributes.
The outcomes include reduced computation and communication overheads, improved security
resilience against security threats, and enhanced authentication performance for VANETs.

1.4.2 Research questions

The following research questions have been formulated to guide this thesis:

1. Q1: Can PHY-layer authentication be considered as an alternative to existing cryptography-
based authentication methods for VANET applications?

2. Q2: Which PHY-layer authentication methods can be employed as an effective technique
for re-authenticating communicating terminals in VANETs?

3. Q3: What can be done to overcome some of the limitations of existing PHY-layer authen-
tication and secret key extraction using current crypto-based methods?

4. Q4: How can recent advancements in wireless communication, specifically the RIS tech-
nology, be harnessed to improve authentication and key extraction performance in specific
scenarios of vehicular communications?
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These research questions will guide the investigation and analysis of the current state-of-the-art
techniques and technologies in the field of VANET authentication, leading to new insights and
recommendations for improving the security and reliability of vehicular communications.

1.4.3 Objectives

The primary research objectives encompass the following:

• Objective 1: This thesis delves into the design and implementation of innovative cross-
layer authentication strategies that leverage both cryptographic and PHY-layer techniques.
The aim is to minimise the complexities and resource requirements while maintaining
robust security measures for VANETs.

• Objective 2: Investigating the potential of PHY-layer authentication to complement tradi-
tional cryptographic mechanisms for VANET security. This includes exploring methods
to extract terminal secret features through cryptographic means while utilising PHY-layer
attributes for re-authentication purposes.

• Objective 3: This thesis explores the applicability of advanced cryptographic methods
derived from number theory and emerging technologies such as blockchain to address
some of the performance limitations of PHY-layer authentication methods and enhance
the security performance of VANETs.

• Objective 4: This thesis explores the integration of RIS technology to improve the PHY-
layer authentication performance. The investigation encompasses enhancing the SNR
directed toward designated vehicles, thereby improving detection probabilities and the
system’s resistance against active attackers.

• Objective 5: This thesis aims to conduct comprehensive performance evaluations to quan-
tify the efficiency, and overhead reductions attained through the proposed schemes. This
assessment encompasses simulations, analytical models, and practical experiments, mea-
suring the improvements in efficiency and overhead reduction achieved by these schemes.

• Objective 6: This thesis involves a thorough security analysis to validate the resilience
of the proposed methodologies against diverse attacks. Employing formal verification
techniques, including logic-based analysis, aiming to rigorously evaluate the security ro-
bustness of the proposed authentication schemes.

• Objective 7: This thesis explores the practicality of the proposed methods through real-
world implementations and experiments. By emphasising practical implementation, it
validates the performance and security enhancements of the proposed approaches.
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1.5 Thesis outline and research publications

This thesis includes a compilation of publications, and the following list introduces these works
and their corresponding chapters, as listed in Table 1.1. The present research work is structured
into nine chapters, with each chapter delving into specific aspects of the research inquiry. As
per the referencing conventions adopted in this study, Chapter 2 follows the published work
in [17]. Chapters 3, and 4 have been supported by published works cited in [18,19] and [20,21],
respectively. Furthermore, Chapters 5, 6, 7, and 8 incorporate references to published works,
which are presented in [22], [23], [24], and [25], respectively. Finally, Chapter 9 provides a
comprehensive summary of the thesis, elucidating key insights from the research findings for
future research. The objectives of each individual chapter are depicted in Fig. 1.4.
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Figure 1.4: A summary of the thesis structure and each chapter’s objective.



Chapter 2

Related Works

This chapter presents a systematic classification of existing authentication techniques in wireless
communications. By examining the strengths and limitations of each approach, this chapter aims
to provide a comprehensive overview of the current state-of-the-art of authentication in wireless
communications. The effectiveness of any authentication scheme is determined by several fac-
tors, including latency, complexity, security, privacy preservation, and power consumption. In
this context, the aim is to introduce the performance evaluation metrics of authentication for
VANET applications in Section 2.1, followed by a discussion of the classification presented in
Fig. 2.1. The classification outlined in Fig. 2.1 organises current authentication methods of
ad-hoc networks into three main categories: cryptographic-based, PHY-layer-based, and cross-
layer-based authentication presented in Sections 2.2, 2.3, and 2.4, respectively. The insights
gained from this classification can inform the development of new and improved authentica-
tion techniques for ad-hoc wireless networks. Furthermore, this chapter includes a taxonomy of
techniques for extracting secret keys at the physical layer (see Fig. 2.14), presented in Section
2.5. Finally, the outcomes of this chapter are summarised in Section 2.6.

2.1 Performance evaluation metrics

The security and privacy requirements, as well as the computation and communication over-
heads, constitute the primary evaluation metrics that an authentication scheme must satisfy to be
deemed effective in VANETs [26, 27]. These metrics are defined as follows.

2.1.1 Security and privacy requirements

An effective authentication scheme must satisfy the following security and privacy requirements.

1. Privacy preservation: Privacy preservation refers to the protection of users’ personally
identifiable information (PII) from unauthorised access or disclosure. In VANETs, pri-
vacy preservation aims to safeguard the identity, location, and travel pattern information

10
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Figure 2.1: Classification of authentication schemes in wireless communications [5, 14].

of vehicles and their passengers from being revealed to unauthorised entities or attack-
ers. The objective is to prevent the misuse of this information, such as for surveillance,
tracking, or profiling purposes [5].
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2. Unlinkability: Unlinkability ensures that distrusted terminals cannot track the transmit-
ter behaviours by determining the origins of two different messages. It can be achieved
through the use of techniques such as dynamically updated pseudonyms, which allow ve-
hicles to hide their real identities while still being able to communicate without linking
between different messages. By ensuring unlinkability, VANETs can protect the privacy
of the users and prevent attackers from tracking and profiling users’ activities [26].

3. Message authentication: Receiver’s ability to authenticate every safety-related message
sent from a specific terminal. The primary objective of message authentication is to pre-
vent malicious entities from injecting false or modified messages into the network, which
can compromise the safety and efficiency of vehicular communication [26].

4. Message integrity: Receiver’s ability to detect any modification attempts on messages
exchanged between vehicles. This can be ensured through the use of cryptographic tech-
niques such as message authentication codes and digital signatures [27].

5. Non-Repudiation: Non-repudiation ensures that a sender cannot deny having sent a mes-
sage or data to a receiver. It is a security requirement that provides proof of the origin of
a message, its delivery to the intended recipient, and its contents. Non-repudiation helps
to prevent disputes and false accusations that may arise in case of malicious attacks or
errors. It is achieved through the use of digital signatures and certificates, which provide
a unique and verifiable identification of the sender and ensure the authenticity, integrity,
and confidentiality of the transmitted information [27].

6. Traceability: Traceability ensures the ability to track and identify the real identity of vehi-
cles in the network, which can be used for various purposes such as traffic management,
accident investigation, and law enforcement. However, traceability can also pose a threat
to privacy as it may reveal sensitive information about the driver, such as their identity and
travel patterns. Therefore, it is important to implement traceability in a way that balances
the need for information with the privacy concerns of the users. This can be achieved
through the use of anonymous identifiers, encryption, and access controls, which ensure
that the data is only accessible to authorised parties and is protected from unauthorised
disclosure or misuse [27].

7. Resistance to attacks: The primary objective of an attacker is to cause disruption to the
network through the implementation of the following common attacks [28].

• Passive attack: A passive attack involves eavesdropping on the communication be-
tween vehicles without altering or modifying the content of the messages. In this
attack, the attacker monitors messages exchanged between vehicles to gain sensitive
information, such as the vehicle’s location, heading, and speed, without being de-
tected or raising suspicions. This attack can be carried out using various techniques
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such as radio frequency scanning, packet sniffing, or traffic analysis. Passive attacks
are difficult to be detected as the attackers do not alter the original messages or cause
any disruption in message contents. Therefore, it is important to implement security
solutions such as encryption, authentication, and access control, which can prevent
passive attacks by ensuring the confidentiality and integrity of messages’ contents.

• Active attacks: An active attack involves modifying or manipulating the content of
the messages exchanged between vehicles or between a vehicle and infrastructure. In
this attack, the attacker aims to disrupt vehicular communication by performing im-
personation, message replay, and modification. This can have severe consequences,
causing accidents, traffic congestion, or misleading vehicles to the wrong destina-
tion. Active attacks can be carried out by malicious vehicles or infrastructure or by
exploiting vulnerabilities in VANET protocols or applications. The following are the
common types of active attacks [29, 30].

(a) Replay attack: A replay attack involves retransmitting previously captured mes-
sages, with the aim of causing confusion or carrying out unauthorised actions.
To avoid this attack, cryptographic techniques such as timestamps or sequence
numbers ensure message freshness and uniqueness, and digital signatures, au-
thentication codes, and secure communication channels guarantee message au-
thenticity and integrity [29].

(b) Impersonation attack: An impersonation attack involves a malicious entity act-
ing as a legitimate entity to gain unauthorised access over the network. In this
attack, the attacker pretends to be a trusted entity such as a vehicle, a traffic sign,
or a roadside unit with the aim of either gaining access to sensitive information,
disrupting communication, or carrying out unauthorised actions [29].

(c) Modification attack: In this attack, the attacker tries to modify the data trans-
mitted over the network to cause malicious effects or intercepts the data being
transmitted and alters it in some way before forwarding it to the intended re-
cipient. This modification can be done in various ways, such as changing the
content of the message, the source or destination of the message, or the timing of
the message. Some techniques that can be used to prevent such attacks include
message authentication, encryption, and digital signatures [30].

(d) Man-in-the-Middle attack: In this attack, the attacker may alter and relay broad-
casted messages between terminals that believe they are in direct communica-
tion with each other [30].

(e) Sybil attack: The attacker generates multiple fabricated identities and tries to
masquerade multiple legitimate users to affect the functionality of the network.
To prevent such attacks, robust security mechanisms are essential, such as au-
thentication and verification mechanisms to ensure only legitimate vehicles are
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allowed to join the network or reputation-based systems that can detect anoma-
lies in each vehicle’s behaviour.

(f) Denial-of-service (DoS) attack: In VANETs, the cumulative computational load
increases with the number, N, of transmitted signatures. The sum of trans-
mitted signatures represented as ∑

N
i=1 σi, reflects the computational demands.

As N grows, the network’s computational resources might become insufficient,
resulting in performance degradation. This potential strain on computational
resources highlights the need to carefully consider the scalability of signature
transmission within VANETs to maintain optimal network performance. In this
attack, the attacker floods the network with broadcast messages, sends fake re-
quests, or consumes network resources to disrupt the network’s functionality.

2.1.2 Computation and communication overheads

In VANET applications, it is vital to consider the computation and communication overheads
as they significantly impact the overall system performance. The term “computation overhead”
pertains to the computational power and processing requirements necessary to execute intri-
cate algorithms and protocols within the VANET environment [5]. This overhead is influenced
by the complexity of the algorithms used for tasks such as route planning, data fusion, colli-
sion avoidance, and other intelligent decision-making processes. On the other hand, the term
“communication overhead” refers to utilising channel bandwidth and network resources that are
essential for exchanging information among vehicles and infrastructure components [31]. In
VANETs, vehicles are limited in processing power and memory, and running complex algo-
rithms can drain their battery quickly. This can be challenging for safety-critical applications,
such as collision avoidance, which require real-time processing and low latency. As the num-
ber of vehicles on the network increases, computation and communication overheads increase,
leading to congestion and message delivery delays. In the realm of authentication, ensuring re-
liability necessitates finding the ideal trade-off between minimal computational complexity and
communication costs, thereby guaranteeing optimal network scalability.

Moreover, this balance enables the implementation of resource-efficient algorithms and com-
munication protocols tailored to the specific constraints of vehicle environments. Optimal man-
agement of computation and communication overheads not only enhances system performance
but also extends the operational capabilities of the vehicular communication network. Table 2.1
categorises the associated overheads necessary for transmitting and verifying a single authenti-
cation request in VANETs based on low, medium, and high categories [32]. The low, medium,
and high categories for communication overhead are 1 to 50 bytes, 51 to 100 bytes, and 101 to
140 bytes, respectively, while those for computation overhead are 1 to 3 msec, 3.1 to 6 msec,
and 6.1 to 10 msec, respectively [32].
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Table 2.1: Classification of the computation and communication overheads [32]

Evaluation metric Classification category
Low Medium High

Communication overhead (bytes) 1 : 50 51 : 100 101 : 140
Computation overhead (msec) 1 : 3 3.1 : 6 6.1 : 10

2.2 Cryptography-based authentication

The current state-of-the-art of authentication in VANETs has been enriched by numerous con-
tributions from researchers who have employed various cryptographic techniques, including
elliptic curve cryptosystem (ECC) [33], bilinear pairing (BP) [34], and hash functions [35],
among others. In general, there are two main authentication objectives in VANETs: identity and
message authentication. Identity authentication aims to verify the identity of the communicat-
ing entities in VANETs, ensuring that only authorised entities can participate in the network.
Message authentication, on the other hand, ensures the authenticity and integrity of the mes-
sages exchanged between various entities. This section presents a comprehensive comparison
of recently published PKI-based, ID-based, and GS-based authentication methods in VANETs.

2.2.1 Public key infrastructure-based authentication

PKI-based authentication is a type of authentication mechanism that relies on a trusted third-
party known as the TA or the certificate authority (CA) to issue digital certificates to communi-
cating entities. These digital certificates contain the public key of the entity, which is used by
other entities to authenticate the entity’s identity. Generally, PKI-based authentication involves
the following steps:

1. Setup: The entity creates a key pair of private and public keys for authentication.

2. Certificate issuance: The entity sends a certificate signing request (CSR) to the CA,
which includes the entity’s public key and identifying information.

3. Certificate verification: The CA verifies the entity’s identity and issues a digital certifi-
cate containing the entity’s public key and identifying information.

4. Message signing/verification: The entity uses its private key to sign messages or generate
digital signatures, which can be verified by other entities using the entity’s public key.

Suppose an entity A wants to authenticate its identity to entity B using PKI-based authentication.
Then, A generates a key pair {Apriv,Apub}, where Apriv and Apub are the private and public keys,
respectively.
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1. A sends a CSR to the CA, which includes its public key and identifying information:
CSRA = ⟨Apub, IDA⟩.

2. The CA verifies the identity of A and issues a digital certificate containing the entity’s
public key and identifying information: CertA = ⟨CSRA,σCA⟩, where the CA’s signature
on the CSR is σCA = SignCApriv(CSRA) and CApriv is the CA’s private key.

3. Next, A signs the packet payload (m∥CertA) using its private key: σA = SignApriv(m∥CertA)

and sends the tuple ⟨m,CertA,σA⟩ to B.

4. Finally, B checks σCA ∈ CertA and verifies the received signature (σA) using A’s public
key: Veri f yApub(σA).

PKI-based authentication is a widely used technique that involves preloading a substantial
number of anonymous certificates (∼ 43,800) and corresponding private keys [5]. These cer-
tificates are signed by the CA and do not contain any personally identifiable information. In
this way, users remain anonymous. To ensure long-term security and privacy, it is necessary
to preload a sufficient number of certificates onto each vehicle’s OBU, typically enough to last
for a certain period. These certificates can be updated during the annual registration process.
When a safety-related message needs to be signed, an anonymous certificate and its associated
private key are randomly selected. The private key is used to generate the signature, while the
public key attached to the certificate is used for verification by the recipient. Only the CA has
access to information linking the real identities of vehicles to their anonymous certificates. This
mechanism allows the CA to trace misbehaviour and identify users if necessary. A selective list
of articles in Fig. 2.1 is provided to offer a comprehensive comparison of various methodologies
and their limitations in PKI-based authentication. These articles offer a detailed overview of the
various approaches to PKI-based authentication and their respective advantages and limitations.

Revocation is a primary limitation of PKI-based authentication in vehicular networks, re-
quiring the management of many certificates in the certificate revocation list (CRL). In practical
terms, revoking a single vehicle requires adding all of its issued certificates to the CRL. With
more revoked vehicles, the CRL size increases. This adversely affects the signature verification
as the recipient checks the CRL for each received signature, posing a challenge. Hence, careful
consideration of the CRL size and verification time is crucial for efficient and secure manage-
ment of revoked certificates. In [36], Raya et al. proposed a modified PKI-based approach to
distribute thousands of pseudonyms with corresponding private keys to vehicles. In this scheme,
the sender of a message selects a pseudonym, and the corresponding private key is then used to
sign messages. The receiver can verify the authentication by using the corresponding certificate.

In high-speed dynamic conditions, centralizing certification services on the servers could
compromise access availability. To address this problem, the research conducted by Oulhaci et
al. [37] discusses the design and implementation of a distributed certification system architec-
ture that centralizes the certification services on the region certification authority (RCA) instead
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of the CA. The authors emphasised the need for security in VANETs and proposed a distributed
approach that allows for effective management of public key certificates (PKCs) using the RCA
and sub-ordinate RSUs to issue and sign PKCs to the corresponding vehicles in the same region
while improving the resistance to attacks with compromised RSUs. Wang et al. [38] proposed
the local identity-based anonymous message authentication protocol (LIAP) for VANETs. The
LIAP scheme uses a hybrid digital signature approach, where registered vehicles are issued
long-term certificates for mutual authentication between RSUs and vehicles in the same geo-
graphic area. To verify the certificates, the validity of the vehicle’s certificate is checked against
the vehicle’s CRL, while the RSU’s certificate is checked against the RSU’s CRL. After mu-
tual authentication, the RSU issues a local master key, which is transmitted encrypted to the
corresponding vehicle. By using the received local master key, the vehicle then generates its
anonymous IDs and private keys, which are used for signing messages. To ensure secure com-
munication, the local master key is periodically updated. When communicating with adjacent
vehicles in another region with a different RSU, each signature must include the local public
key of the regional RSU. Vehicles, in turn, identify the source region of messages by check-
ing the received local public key and then verify the signatures based on bilinear pairing and
map-to-point (M→ P) hash function.

In an attempt to reduce the high computational cost of checking the CRL, Wang et al. [39]
proposed a hybrid authentication scheme that combines PKI-based with anonymous ID-based
authentication. After registration with the CA, each vehicle is issued a unique long-term cer-
tificate. To obtain an anonymous ID, the vehicle sends a message request to the corresponding
RSU, which checks the validity of the vehicle’s certificate and the freshness of the request at a
certain timestamp. If the request is valid, the RSU sends the vehicle’s request to the CA, which
issues the corresponding pseudo ID and sends it to the vehicle via the RSU as an encrypted mes-
sage using the vehicle’s public key. The vehicle decrypts the message and obtains its anonymous
ID, which is subsequently utilised during the message signing phase.

This part presents an overview of prevalent blockchain-based authentication techniques to
address some limitations of PKI-based authentication in VANETs. Lu et al. [40] employed the
blockchain to design a proof of presence and absence of certificate issuance and revocation, re-
spectively, offering conditional identity anonymity. In their scheme, a reputation score is sent
with each transmission, indicating the degree of trustworthiness of the sender. Despite that, this
solution cannot support unlinkability since the reputation scores are updated gradually. Thus,
adversaries can trace broadcasted messages to build location-tracking attacks. Lu et al. [41]
combined the Merkle Patricia Tree with the blockchain to enable monitoring of the authority’s
activities, thus promoting transparency. However, the process of generating anonymous certifi-
cates requires frequent interactions between vehicles and the CA. Lin et al. [42] integrated the
blockchain “Ethereum” technology into the PKI-based approach to present a certificate distri-
bution and revocation mechanism. In transactions, the CA updates the blockchain with users’
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public key certificates’ blocks, allowing network terminals to securely verify the received signa-
tures via transactions’ addresses as proof of activities.

2.2.2 Identity-based authentication

In ID-based authentication, the user’s identity information is used to derive the public key, while
the private key is computed and distributed by the key generation center (i.e., TA) based on the
given identity information [9]. By doing so, the receiver verifies messages using the sender’s
public key while signing it using its private key. Generally, ID-based authentication involves the
following steps:

1. Setup: This step involves generating the system public parameters (PP), the master key
(msk), and its associated public key (mpk), so that Setup→ ⟨PP,msk,mpk⟩, where the
master secret key (msk) is kept secret.

2. Key Extraction: Given an identity (ID) for a specific terminal, the TA extracts the ID’s
relevant secret key (x) based on ⟨PP,msk,mpk⟩, so that KeyExtract(PP,msk,mpk)→ x.

3. Signing: In this step, the communicating terminal computes the signature (σ ) based on
⟨PP,mpk,x⟩, so that Sign(PP,mpk,x)→ σ .

4. Verifying: In this step, the recipient makes the decision on the received signature Dec =

{accepted, re jected} based on ⟨PP,mpk, ID,σ⟩, so that Veri f y(PP,mpk, ID,σ)→ Dec.

However, such a scheme suffers from high computation and communication overheads of the
large-scale mathematical cryptographic operations executed at the protocol stack’s upper layers
(link and application layers) that cannot support high scalability and low latency. Scalable net-
works can add extra terminals without degradation in performance, which is the main objective
of many studies [43–61]. Liu et al. [43] proposed the first proxy-based authentication scheme
in which proxy vehicles employ their computation availabilities to verify signatures in favour of
the RSUs and broadcast their verification results. In fact, this work is limited to V2I communi-
cation without considering the scenario of V2V communication. In [44], Asaar et al. revealed
that the scheme presented in [43] is vulnerable to impersonation and modification attacks, then
presented a modified proxy-based scheme, offering superior computational performance. In this
scheme, the n number of received signatures are distributed between ⌈ n

d ⌉ proxy vehicles for the
signature verification process, where d ≃ 0.1n. However, the improved scheme preloads the
TA’s master key into vehicles’ tamper-proof devices (TPDs), which is insecure due to the high
vulnerability to side-channel attacks for imperfect TPDs. Resisting this type of attack, Bayat et
al. [45] make use of the secure communication link between the TA and RSUs to store a dynam-
ically updated master key into the RSUs’ TPDs. Based on bilinear pairing properties and M→ P

hashing function, they developed an ID-based scheme that supports batch verification. However,
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its significant computation complexity motivated Al-shareeda et al. [46] to design a free pairing
conditional privacy-preserving authentication scheme, employing the online mode for updating
TPDs’ secret parameters to avoid potential side-channel attacks. However, the communication
cost remains high. Lo et al. [47] proposed a solution to address the high computational over-
head of bilinear pairing operations by utilising the computational Diffie-Hellman problem of the
ECC for singular verification. Batch verification is another way of identifying a set of received
signatures simultaneously. In a lightweight ID-based solution, Wei et al. [48] employed the fac-
torization problem of the Rivest-Shamir-Adleman (RSA) cryptosystem for identity verification.

What’s more, a recent study by Zhang et al. [49] demonstrated that the proposed scheme
in [48] is vulnerable to the common modulus attack, which can expose the vehicles’ secret pa-
rameters. Mitigating the computation load on the vehicles’ side, reference [50] suggested a
technique based on edge computing where the RSUs verify the received messages from adja-
cent vehicles and broadcast their verification results to surrounding vehicles. In [51], Limbasiya
et al. demonstrated that [50] had security weaknesses related to impersonation attacks, then
developed a message authentication approach based on symmetric key cryptography. In refer-
ence [52], Lyu et al. employed the timed efficient stream loss-tolerant authentication (TESLA)
method along with the elliptic curve-based digital signatures to design a scheme that forecasts
the vehicle’s future position for immediate message authentication. Despite this, the high com-
munication cost associated with the Merkle Hash Tree’s added leaf values continues to pose a
challenging issue. In order to reduce the cost of communication and maintain privacy, Zhong
et al. [53] implemented a certificateless aggregation signature scheme that reduces the signature
size. However, the authors neglected to consider V2V applications, which is an important as-
pect given that vehicles have a lower processing power than RSUs. In [54], Cui et al. developed
an ECC-based content-sharing scheme tailored for fifth-generation (5G)-enabled vehicular net-
works. The authors’ approach enables vehicles with content downloading requests to efficiently
filter their nearby vehicles to select competent and suitable proxy vehicles. These selected proxy
vehicles are then requested to provide content services.

Many studies have been presented to the research community to support the security and pri-
vacy requirements of VANETs. In [55–58], the authors proposed conditional privacy-preserving
authentication (CPPA) schemes in which signatures are generated and verified using ECC-based
scalar multiplication and addition operations. According to [56], a pseudo-ID-based scheme is
proposed in which pseudo-identities are exchanged between terminals to offer conditional pri-
vacy. In [59–61], the authors proposed certificate-less authentication schemes to reduce authen-
tication overheads and promote privacy. By adopting these schemes, vehicles are not required
to store any certificates for authentication, and the TA is also relieved of the need to retrieve the
real identity of malicious vehicles from certificates.
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2.2.3 Group signature-based authentication

In GS-based authentication, the group is made up of a manager and members. Each group
member (Vi) signs the message (m) on behalf of the group to generate the signature (σ ) using
Vi’s secret key (gski), offering privacy preservation. While the recipient verifies σ using the
group public key (gpk). In general, GS-based authentication comprises four steps [62]:

1. Key generation Keygen: This phase is executed to generate the essential secret and private
keys, s.t. Keygen → {gski,gpk,gmsk} and other parameters, where gmsk is the group
manager’s secret key.

2. Message signing Sign(m,gski,gpk): This phase is run by Vi to sign m using gski related
to gpk, s.t. Sign(gski, gpk,m)→ σ .

3. Message verification Veri f y(σ ,gpk): The recipient checks the validity of σ using gpk

without disclosing Vi’s real identity (RIDi), s.t. Veri f y(σ ,gpk)→ m.

4. Traceability Open(σ ,gpk,gmsk): The group manager can reveal RIDi using gmsk, s.t.
Open(σ , gpk,gmsk)→ RIDi in case of misbehaving.

However, a major limitation of this scheme is the requirement for the group key to be updated
and distributed by the TA for each vehicle getting in/out from the group region which makes such
a scheme hard to support forward and backward secrecy, especially in the case of high-speed
group members. In [63], RSUs are assigned as group managers to improve the communication
and computation overheads. However, compromised RSU makes vehicles’ private information
vulnerable to exposure. Zhang et al. [64] proposed a group key distribution algorithm used for
GS-based batch verification. This algorithm uses a bivariate polynomial-based mechanism to
ensure that only unrevoked vehicles can access the group session key. Reference [65] decreases
the insignificant overhead on the TA by dividing the RSUs/domain into leader RSU (L-RSU)
and member RSUs (M-RSUs). The L-RSU is responsible for generating group keys and tracing
the real identities of misbehaving vehicles with the help of the TA. Increasing the number of
M-RSUs/domain enhances the system’s performance because the vehicle remains in the same
domain for a longer period, decreasing the number of domains/region. Using a region trust
authority, reference [66] provides vehicles with efficient authentication services and reduces the
computational overhead on the TA and RSUs. Fig. 2.2 summarises the performance limitations
associated with different types of cryptography-based authentication in VANETs.
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Figure 2.2: Performance limitations of cryptography-based authentication in VANETs.

2.3 PHY-layer authentication

PHY-layer authentication is a security mechanism that aims to establish the authenticity of wire-
less communication devices by exploiting the unique physical characteristics of their wireless
transmissions. This authentication process is performed at the physical layer of the protocol
stack and is effective in preventing various types of attacks, including spoofing and imperson-
ation. In this context, existing PHY-layer authentication methods can be classified into three
main categories: keyless-based, keyed-based, and tag-based, which are presented in Subsec-
tions 2.3.1, 2.3.2, and 2.3.3, respectively (see Fig. 2.1). These subsections provide a review
of selected articles that discuss different PHY-layer authentication methods in the context of
wireless communication. Finally, the challenges associated with implementing each method in
vehicular communication networks are outlined.

2.3.1 Keyless-based PHY-layer-authentication

Keyless-based PHY-layer authentication is a technique used to verify the authenticity of wireless
communication devices without relying on any pre-shared keys or secret information. Instead,
this approach exploits the inherent properties of the hardware manufacturing process of different
wireless devices, such as the carrier frequency offset (CFO) and analogue front-end (AFE) im-
perfections, and the unique attributes of wireless communication channels, such as the channel
state information (CSI), received signal strength (RSS), power delay profile (PDP), channel fre-
quency response (CFR), channel impulse response (CIR) and power spectral density (PSD), to
discriminate between different wireless devices. Keyless-based authentication methods typically
use statistical analysis to compare the characteristics of the received signal with those of a known
reference signal to determine whether the sender is authentic or not. This approach is particularly
useful in situations where pre-shared keys are not available or impractical to use. Keyless-based
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Table 2.2: Classification of keyless-based PHY-layer-authentication

Ref. Authors Year Authentication feature
Single attribute-based PHY-layer authentication

[68] Xiao et al. 2008 CFR
[69] Tugnait et al. 2013 PSD
[70] Chin et al. 2015 PDP
[71] Liu et al. 2016 CIR
[72] Liu et al. 2017 CIR
[73] Hamamreh et al. 2018 CSI
[74] Liao et al. 2019 CSI
[75] Gao et al. 2019 RSS
[76] Li et al. 2020 RSS
[77] Jadoon et al. 2021 RSS

Hardware imperfections-based PHY-layer authentication
[78] Zhang et al. 2019 AFE imperfections
[79] Hou et al. 2014 CFO

Multiple attributes-based PHY-layer authentication
[80] Fang et al. 2018 CFO & CIR & RSS
[81] Wang et al. 2016 RSS & AFE imperfections

(in-phase/quadrature (I/Q) imbalance)
[82] Li et al. 2019 CSI & RSS & CFO
[83] Ramabadran et al. 2020 CIR & AFE imperfections

authentication can generally be classified into three categories: single attribute-based, multiple
attributes-based, and hardware imperfections-based methods. Table 2.2 categorises the literature
on keyless-based authentication according to the distinctive discrimination features employed in
the selected studies.

Single attribute-based PHY-layer authentication

The channel attributes-based method is founded on the principle of leveraging the short-term
spatial and temporal correlations in channel characteristics between two wireless communi-
cation devices, which can be specified by a zero-order Bessel function, where the first zero
occurred at a λ/2 distance between the legitimate user and the adversary [67], see Fig. 2.3.
Thus allowing for location decorrelation between legitimate and wiretapped channel responses.
This approach involves utilising a range of channel features including the CFR [68], PSD [69],
PDP [70], CIR [71, 72], CSI [73, 74], and RSS [75–77]. By tracking these features, this method
ensures that the received signals, RX(t) and RX(t +∆t), originate from the same source, where
the receiving time interval ∆t is less than or equal to the coherence time Tc. This approach is
commonly known as the “feature tracking” mechanism.
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Figure 2.3: Spatial decorrelation representation between legitimate and wiretap channel.

In [68], Xiao et al. proposed an authentication method that enables a receiver (B) to authen-
ticate a legitimate terminal (A) based on the channel frequency response in a time-variant envi-
ronment. The proposed method involves comparing the estimated channel response HA→B(K)

with previously recorded responses Ht(K). If the channel responses are highly correlated over
time, the terminal is considered trustworthy. On the other hand, if the channel responses are
not correlated, the terminal is deemed untrustworthy, depending on the threshold value (τ). The
decision to trust or not trust the terminal is made based on a binary hypothesis testing problem.
Specifically, the null hypothesis is defined as H0 : Ht(K) = HA→B(K), while the alternative hy-
pothesis is defined as H1 : Ht(K) ̸= HA→B(K). Tugnait et al. [69] introduced an authentication
technique that leverages the correlation among power spectral density estimates, S( f ), obtained
from a particular terminal at different time series. The method involves a binary hypothesis
testing process represented by H0 : St( f ) = SA→B( f ) and H1 : St( f ) ̸= SA→B( f ). The authors
estimated the power spectral density using the Daniell method [84] and optimised the threshold
value and the probability of false alarm (Pf A) for a generalized likelihood ratio test (GLRT),
where Pf A is the probability that a third party is authenticated as an authorised terminal. Chin
et al. [70] have utilised the concept of employing the power delay profile as a proficient PHY-
layer authentication mechanism to differentiate between two consecutive bursts {m− 1,m} in
mobile orthogonal frequency-division multiplexing (OFDM) system. The study formulates the
PDP {P̂m−1, P̂m} of different bursts based on the cyclic prefix (CP) length and the number of
subcarriers (N). Fig. 2.4 depicts the flowchart of the method proposed in [70], which employs
the statistical parameter S to make a trustworthy decision. The parameter S is determined by
calculating {P̂m−1, P̂m}, and then compared to τ . The results indicated that as the value of τ

increases, the false alarm probability decreases and vice versa.
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Figure 2.4: Flowchart of the power delay profile-based implementation of the PHY-layer au-
thentication method in [70].

For improved performance, Liu et al. [71] presented a novel two-dimensional (2D) quan-
tisation method {Qh,Qd} that employs the channel amplitude (ĥl(n)) and path delay (d̂l(n))
estimates of the lth multipath component to distinguish between trusted and untrusted termi-
nals based on the spatial and temporal variations in transmission across different time intervals
{n,n+1}. Fig. 2.5 illustrates the changes in the ĥl(n) and d̂l(n) components across various time
slots. The decision rule is determined based on the following hypothesis:

H0 : S = Sh +Sd ≤ τ,

H1 : S = Sh +Sd > τ
(2.1)

where Sh and Sd are given by

Sh =
L−1

∑
l=0

Qh

[∣∣ĥX ,l(n+1)− ĥA,l(n)
∣∣2] ,

Sd =
L−1

∑
l=1

Qd
[∣∣d̂X ,l(n+1)− d̂A,l(n)

∣∣] (2.2)

where L is the total number of channel paths, and {ĥX , d̂X} are the channel amplitude and path
delay estimates from a specific terminal (X) at time (n+ 1) while {ĥA, d̂A} are that of a pre-
authenticated terminal (A) at time n. The decision rules of Sh and Sd depend on the threshold
values δh and δd , respectively. The null hypothesis H0 means x = A while H1 means x ̸= A.

In [72], Liu et al. proposed an amplify-and-forward cooperative relaying technique for end-
to-end (E2E) transmission aimed at enhancing the wireless communication range, as shown
in Fig. 2.6. The proposed method optimises the selection of the best cooperative relay (Ri)
from a set of M relays, by maximising the SNR for E2E communication (Alice→ Ri → Bob)
through each of the relays ∀Ri ∈ {R1, . . . ,RM}. Furthermore, the authors presented a PHY-layer
authentication mechanism that utilises the short-term channel correlation between consecutive
E2E transmissions that pass through the selected best relay.
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Figure 2.6: Relay selection for cooperative relaying using amplify and forward method [72].

In the context where a source node (Alice) communicates with a legitimate user (Bob) in the
presence of passive eavesdropping (Eve), a technique known as cyclic redundancy check (CRC)
is employed to encode information data bits. Upon transmission of the encoded data to Bob,
the latter carries out a CRC decoding process and sends a retransmission request indicating
whether the decoding was successful or not. Alice may repeat the transmission process until
Bob exhausts the maximum number of retransmissions (L) or receives the transmitted packet
successfully. This technique is commonly referred to as automatic repeat request (ARQ). To en-
hance the security of this method, Hamamreh et al. presented a technique in [73] that combines
the artificial noise (AN) cancellation process with the use of maximal ratio combining (MRC) at
the receiver terminal. The MRC process merges two consecutive retransmitted data packets (i.e.,
L = 2) to eliminate the effect of the AN on the intended receiver’s side. The security strength of
this approach relies on the complexity involved in Eve’s ability to eliminate the added AN. This
is because the AN is produced at the transmitter’s side based on the channel reciprocity between
legitimate terminals (i.e., Alice↔ Bob).
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In [74], Liao et al. proposed a deep learning (DL)-based authentication method for indus-
trial wireless sensor nodes that adopts three alternative algorithms, deep neural network (DNN),
convolution neural network (CNN), and improved convolution pre-processing neural network
(CPNN). Fig. 2.7(a) presents the flowchart of this technique comprising three phases, initialisa-
tion, authentication, and retraining. During the initialisation phase, the kernels are trained using
CSI data obtained from different nodes. In the subsequent authentication phase, the upcoming
CSI is verified, and the dataset is retrained for the next iteration.
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The wireless sensor network (WSN) is vulnerable to intelligent attackers who can imitate
legitimate channel information through beamforming techniques. These attackers leverage ma-
chine learning, such as Q-learning, to select attack actions based on the communication channel
and maximise long-term cumulative rewards. To mitigate such attacks on a network compris-
ing M nodes, {n1, · · · ,nM}, Gao et al. [75] proposed a cooperative PHY-layer authentication
approach. In this method, an intelligent attacker attempts to mimic the channel and transmit
a signal to a sensor ni ∈ {n1, · · · ,nM}. Each sensor in the network measures the power of the
received signal ψ(yi), for i = {1, · · · ,M}. In the presence of an attack, both the attacker and the
sink node coexist, resulting in a larger received power than usual. Notably, the higher the power
of the deceptive signal, the greater the risk of the attack being detected. Therefore, there exists a
tradeoff between transmit power and the detection probability of local observation. Finally, each
sensor transmits messages to its neighbours based on ψ(yi), updates the final message (belief),
and tests whether it exceeds the threshold value (belief threshold). The flowchart illustrating this
method is presented in Fig. 2.7(b).

Li et al. [76] introduced a PHY-layer authentication framework that employs an area-based
approach for detecting spoofing attacks. The proposed framework classifies the area surround-
ing the destination terminal, represented by the symbol ⋆ in Fig. 2.8. The legitimate area is
defined as the region bounded by distances [di,d0], where the legitimate terminal (•) is posi-
tioned far from the destination point with distance dLR, and the spoofing attacker (■) is located
at a distance dAR. This method involves the definition of a silent probability. Specifically, when
the spoofer is located far away from ⋆ or the spoofing power is small, the attacker is more likely
to keep silent. Hence, the surrounding area of ⋆ is categorised into three areas:
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CHAPTER 2. RELATED WORKS 28

1. The clear area, where the spoofer has no opportunity to construct an attack due to the high
probability of detection (i.e., the silent probability is larger than a threshold ε1; e.g. 90%).

2. The danger area consists of locations where the spoofer can achieve a relatively higher
successful spoofing probability larger than a threshold εA (e.g., 10%).

3. The warning area, where a legitimate terminal should avoid being located, as it can be
classified as a spoofer (The area where users are at a significantly high risk of being
identified as spoofers).

The boundaries of each region are allocated based on the RSS while the threshold values are
chosen to meet practical specifications and demands. The probability of a successful attack
increases as the legitimate user approaches the inner and outer boundaries. This framework
offers an effective solution for detecting spoofing attacks and enhances network security.

The channel randomness and the short-term reciprocal features can be exploited to extract
a high entropy secret key. By exchanging probing packets and quantising the resulting channel
estimates, two communicating terminals can establish a symmetric shared key. However, the
imperfect channel reciprocity can introduce discrepancies in the extracted key, requiring subse-
quent information reconciliation and privacy amplification stages. A comprehensive discussion
of this approach is presented in Section 2.5. Jadoon et al. [77] proposed a Hopper-Blum-based
PHY-layer (HB-PL) authentication scheme that excludes the information reconciliation and pri-
vacy amplification stages. The extracted information is used as an input secret key for the
HB protocol used for authentication. The authors estimated the percentage of successful au-
thentication for varying numbers of exchange probing packets and compared the results with
the traditional cascade scheme using MATLAB simulations. The simulations showed that the
HB-PL scheme achieves a 95% authentication rate with 55 exchange probing packets, while
the cascade scheme required 65 exchange probing packets to achieve a 90% authentication rate.
The proposed HB-PL scheme offers a more efficient and simplified approach for PHY-layer
authentication in wireless communication systems.

Hardware imperfections-based PHY-layer authentication

Hardware imperfections-based authentication is an innovative technique for enhancing wireless
communication security. This approach leverages the intrinsic imperfections inherited in the
hardware components of wireless devices for authentication purposes. These imperfections can
be a result of manufacturing variations, such as AFE imperfections [78] and CFO [79]. The AFE
imperfections encompass deviations in amplification, filtering, or other circuitry characteristics,
contributing to a unique signature for individual devices [78]. Concurrently, CFO imperfections
result in discrepancies in the oscillation frequencies of devices, further enriching the distinguish-
ing features [79]. These subtle diversities, typically unnoticed during regular device operation,
serve as an underlying basis for robust authentication frameworks. By harnessing these inherent
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imperfections, authentication protocols can verify the legitimacy of devices within a network,
mitigating the risk of unauthorised access or malicious intrusions. Furthermore, this approach
not only fortifies security but also exhibits potential for cost-effective implementation, leverag-
ing existing hardware attributes without necessitating additional overhead or resource-intensive
procedures. This method involves the measurement and characterisation of these imperfections
using signal processing techniques and machine learning algorithms to establish unique hard-
ware signatures, which can then be used to authenticate legitimate users and devices. In the
work introduced by Zhang et al. [78], radio frequency fingerprinting (RFF) is employed to dif-
ferentiate between various terminals in internet-of-things (IoT) devices. The received signal is
partitioned into samples, and the primary features can be extracted as follows:

1. Transient part: The turn-on transient part of the signal can be identified by the authen-
ticator during frequency synthesis when the frequency synthesizer synchronises with the
user’s assigned transmission frequency.

2. Near transient part: This part includes both the turning on transient and stable segments
of the signal.

3. Preamble part: The unique hardware features can be extracted from the preamble segment
of the signal by calculating its power spectral density and analysing its frequency and
phase attributes to generate the RFF.

4. The entire signal: The frequency, phase, amplitude, and I/Q samples can be analysed
across the entire signal to extract RFF features.

5. RF burst: Radio-frequency identification-based systems can use the out-of-band emis-
sions from a sinusoidal carrier outside its intended frequency to obtain a distinct hardware
fingerprint.

The feature vector of N devices is represented by V = {v1,v2, . . . ,vN}. The classifier is trained
to obtain the function (φ), which represents the feature space of N users, such that C = φ(V ),
where C = {c1,c2, . . . ,cN} is the class space. The decision rule is taken based on the scoring
function s : V ×C. If the scoring value of (vi,ci) is greater than τ , then the person is considered
an authorised terminal. Otherwise, the terminal is unauthorised.

The CFO is another distinctive PHY-layer attribute, in which, RF oscillators of each pair of
communication terminals can be relatively biased to the central oscillating frequency in addition
to the Doppler shift induced by the mobility terminals. In a study conducted by Hou et al. [79],
a Kalman filter is employed to predict the current CFO value using previous CFO variations and
a training sequence. The decision rule involves a binary hypothesis testing problem, where the
current CFO estimate is compared to the predicted Kalman CFO.
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Multiple attributes-based PHY-layer authentication

For improved authentication performance, a combination of multiple PHY-layer features can
be used for discriminating between different geographically located terminals. Fang et al. [80]
proposed an authentication technique that leverages machine learning and N number of multiple
channel attributes. This technique utilises different attributes, such as the RSS, CFO, and CSI,
among others. The normalisation process for each channel attribute is done using the maximum
and minimum range of each attribute’s observations. A training set of observations is utilised to
train the authentication step. The Gaussian kernel function f (.) is employed to model the au-
thentication process, as illustrated in Fig. 2.9. The authors measure the mean square error (MSE)
versus the iteration index for different combinations of attributes {CFO, CIR, RSS, CFO & CIR,
CFO & RSS, CIR & RSS, CFO & CIR & RSS}. The results show that the best authentication
performance is achieved using all three attributes (CFO & CIR & RSS). Moreover, the eval-
uation of the MSE with respect to different numbers of attributes (N = 1,2,3) indicates that
increasing the number of attributes leads to a decrease in the error rate. The security strength of
this technique lies in the difficulty of an adversary to forge the correct observations of all three
attributes, which enhances the security of the authentication process.
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Figure 2.9: Kernel machine-based multiple PHY-layer channel attributes [80].

Wang et al. [81] proposed a multi-attributes multi-observation (MAMO) authentication mech-
anism that combines the RSS estimation and I/Q amplitude and phase shift imbalance (IQI) for
both stationary and mobile device scenarios. The proposed method employs three antennas to
obtain multiple observations, which enhances the reliability of the authentication mechanism by
estimating the MRC for multiple channels. To evaluate the performance of the authentication
techniques, the receiver operating characteristic (ROC) curves (probability of detection Pd ver-
sus probability of false alarm Pf a) are evaluated using MATLAB simulations for three methods,
namely, IQI&RSS-MRC, IQI-MRC, and IQI-Non-MRC. The results indicated that the MAMO
technique achieves superior performance, 50.48% and 9.28%, compared to the IQI-Non-MRC
and IQI-MRC, respectively.

Li et al. [82] developed a software-defined radio (SDR) platform-based PHY-layer authen-
tication mechanism for 802.11 a/g networks. The channel characteristics are extracted from the
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802.11 frames using the following methods:

1. The CSI is calculated from the long training sequence (LTS). A vector of 52 samples is
generated to estimate the CSI of the current frame, and changes are estimated by compar-
ing the pre-stored and received values of the LTS.

2. The RSS is obtained from the power values of the short training sequence (STS) as it is
considered to be fixed across different frames.

3. The frequency offset is measured from the last 64 samples in the STS, and the previous
samples are discarded to avoid the effect of automatic gain control (AGC) adjustment.

4. The timestamp is estimated using a 64-bit counter that is incremented every clock cycle.

The TickSEC platform, which includes an embedded MicroBlaze processor is used to evaluate
the detection rates of Wi-Fi devices using different machine learning models, such as linear
regression analysis, decision tree, and support vector machines. The detection rates ranged from
96.8% to 98.48%.

Ramabadran et al. [83] propose a scheme to generate a shared key between two nodes (1,2)
for phase encryption of modulated signals, taking into account circuit impairments. The key
generation process is based on the CIR and is explained as follows.

1. Step 1: Node-1 sends a predefined probe signal y(n) to Node-2, and the received signal
r2(n) combines the hardware frequency response h11(n) of Node-1 with the CIR h12(n).
The received signal in the frequency domain is given by

R2( jω) = Y ( jω)H11( jω)H12( jω) (2.3)

The obtained R2( jω) is then multiplied by its hardware frequency response h22(n), result-
ing in the final estimate E2( jω), denoted by

E2( jω) =
R2( jω)

Y ( jω)
H22( jω) = H11( jω)H12( jω)H22( jω) (2.4)

This process is repeated to estimate E1( jω) of Node-1 within Tc, such that H12( jω) ≃
H21( jω). Despite the added noise and hardware performance variations, the estimated
E1( jω) is highly correlated with E2( jω), which is quantised to extract the shared key.

2. Step 2: The transmission of modulated signals involves the encryption of the phase com-
ponent at the transmitter side and its subsequent decryption at the receiver side. The
encryption and decryption processes rely on the use of a non-linear function, which is
predetermined and applied on both sides. The non-linear function is a critical component
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to generate the encryption and decryption phase values, given by

y = x3 + f1x+ f2 mod f3 (2.5)

where the prime coefficients ( f1, f2, f3) of the non-linear function are selected randomly
from the extracted shared key, which is periodically updated to avoid brute force attacks.
Finally, the encryption phase values are added to the modulated signals’ phases.

The extracted key is tested for symmetry. In addition, the proposed scheme is evaluated through
experiments on an SDR testbed. The results demonstrate the effectiveness of the proposed
scheme in detecting unauthorised devices.

2.3.2 Keyed-based PHY-layer-authentication

This authentication method works by using a secret key that is shared between the communi-
cating wireless devices and the physical characteristics of the wireless channel. The key is used
to authenticate the identity of the wireless device during the initial connection setup. Shan et
al. [85] proposed a physical layer challenge-response authentication mechanism (PHY-CRAM)
for wireless networks, which is a one-way or mutual authentication scheme for an OFDM system
with N subcarriers. The scheme utilises either stage 1 alone or stages 1 and 2 in combination,
as illustrated in the flowchart presented in Fig. 2.10(a). The frame structure consists of k1 and
k2 symbols, as shown in Fig. 2.10(b). The first k1 symbols contain traffic information, which
is modulated using differential phase shift keying (DPSK), while the following k2 symbols are
used for authentication based on the symmetric key pair {X j, Xk} and the random values Dn.
The authentication process is carried out between two legitimate terminals, B j and Bk, and can
be summarised as follows.

1. Stage 0: To maintain the secrecy of the CSI, Bk sends an authentication request to B j

using random amplitude subcarriers.

2. Stage 1: B j generates random values Dn within the range of [k3,k4], where 0< k3 < 1< k4.
These random values are used to amplitude modulate the last k2 symbols, which are then
sent to Bk. Based on the received signal R(1) = DnH jk +W (1)

n , Bk calculates and sends
T (1) = M (Xk)

DnH jk+W (1)
n

to B j, where M (.) represents the mapping function, H jk is the wireless

channel response from B j to Bk, and W (1)
n is the added noise at the receiver side.

3. Stage 2: B j receives R(2) =
M (Xk)Hk j

DnH jk+W (1)
n

+W (2)
n , where Hk j represents the wireless channel

response from Bk to B j. Due to channel reciprocity (Hk j ≈ H jk) within Tc and neglecting
the noise, it follows that R(2) = M (Xk)

Dn
. Finally, B j performs binary hypothesis testing

based on the pre-agreed shared key Xk and Dn to authenticate Bk.
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Figure 2.10: Flowchart and frame structure of the keyed-based authentication method in [85].

This mechanism has been implemented and evaluated using a field-programmable gate array
(FPGA) in both urban and rural channels. The ROC has been measured for various values of
SNRs including 10, 15, and 20 dB, and key lengths of 40 and 60 bits. The evaluations have
been carried out for line-of-sight (LoS) scenarios at different distances of 3, 6, and 28 meters,
as well as for non-line-of-sight (NLoS) scenarios at a distance of 6 meters. The results show
that increasing the key length and SNR leads to better ROC values. The worst performance is
observed at an SNR of 10 dB for the NLoS scenario and LoS with a distance of 28 meters.

In [86], a novel PHY-layer challenge-response authentication scheme (PHY-PCRAS) is pro-
posed for a multi-carrier communication system with N subcarriers. The scheme utilises the
short-term reciprocal features of the channel phase response to generate the response signal cor-
responding to the received challenge. This scheme facilitates mutual authentication between
two parties, Alice and Bob, who have previously agreed upon a shared key denoted by (kA,kB).
For a one-way authentication, Alice sends an initial challenge-modulated sinusoidal signal to
Bob. Subsequently, Bob computes the phase difference estimate of the ith subcarrier denoted
by ∆θi1 = θi− θ1, ∀i ∈ {1, · · · ,N}, where θi represents the estimated channel phase response
of the ith subcarrier. Then, Bob replies to Alice’s challenge by encapsulating the mapped key
kB into the phase of the response signal, masked by the computed ∆θi1. Leveraging the channel
reciprocity, the response signal is equalised at the side of Alice. Subsequently, Alice verifies the
received signal by performing binary hypothesis testing, using the shared key kB as a reference
for authentication.

In a similar way, Cheng et al. [87] introduced a secret key extraction mechanism at the
physical layer. This mechanism involves extracting a preliminary key, which is subsequently
employed for authentication purposes based on the reciprocal features of the channel phase re-
sponse. The study evaluates the ROC under varying numbers of subcarriers N = {16,32,64,128}
at a SNR of 5 dB. The results demonstrate a positive correlation between ROC performance and
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N, with near-ideal performance observed when N = 32 subcarriers and SNR = 5 dB. Further-
more, the scheme introduced in [87] demonstrates better performance than PHY-CRAM [85]
and similar performance to PHY-PCRAS [86].

2.3.3 Tag-based PHY-layer-authentication

The principle behind tag-based PHY-layer authentication involves superimposing a secret mod-
ulated signal into the transmitted signal, which acts as a signal watermark. The study conducted
by Ran et al. [88] proposes a method for implementing tag-based PHY-layer authentication by
inserting a tag signal (ti) into the transmitted signal (xi). The tag is generated using a hash func-
tion g(.), which takes into account both the channel gain (Hi) and the message contents (si) as
inputs, resulting in ti = g(si, Hi). The tag is then combined with the transmitted message by
padding it, such that xi = ρssi +ρtti, where ρs and ρt represent the allocated energy to the mes-
sage and tag, respectively. Additionally, ρ2

s +ρ2
t = 1, and 0 < ρs,ρt < 1. At the receiver end, the

estimated channel gain (Hi
′) is used to compute the receiver’s tag value (ti′), which is then com-

pared with the transmitted tag using the cost function fc(ti, ti′) to make a decision. Simulation
results showed that increasing the SNR value led to a decrease in the bit error rate (BER) and
an increase in the authentication rate, and vice versa. The simulation is conducted with varying
SNR values (ranging from 0 to 12 dB) and with 40% of the transmitted signal being tagged. The
results also showed that increasing the energy allocation of the tag led to a decrease in the BER.

The tag-based authentication method proposed by Zhang et al. [89] involves embedding
an encrypted tag signal into the message signal using an asymmetric encryption scheme. The
reference tag signal of each terminal is shared with the access point (Bob) through a secured
channel. Public and private keys with low key space are computed for network terminals, after
which the reference tag is encrypted using a hash function and Alice’s private key to generate
the cover tag. The cover tag is then embedded into the 16-QAM modulated signal. In the tag
verification process, the estimated tagged signal is decrypted, allowing Bob to authenticate the
sender under binary hypothesis testing.

Zhang et al. [90] proposed a novel Gaussian tag-embedded authentication (GTEA) scheme
utilising the weighted fractional Fourier transform (WFRFT) to generate the tag signal. The
Gaussian distribution of the embedded tag signal provides an additional layer of security as it
appears as random noise to unauthorised terminals. The effectiveness of the GTEA scheme is
evaluated through simulations where both the message bit error rate (MBER) and tag bit error
rate (TBER) are measured across varying SNR values (0→ 40) dB and signal-to-tag power
allocation ratio (STR) values (0→ 40). Results show that increasing the STR leads to a decrease
in MBER and an increase in TBER for a fixed SNR value. Similarly, for a fixed STR, an increase
in SNR value leads to a decrease in MBER and TBER, ultimately improving the authentication
performance.
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2.3.4 Challenges and limitations of PHY-layer authentication

This section discusses performance limitations associated with each type of PHY-layer authen-
tication. The challenges related to single attribute-based authentication can be summarised as
follows: Firstly, this technique is hindered by a low probability of detection when there are
significant channel variations and low SNRs. As a result, it may not be practical for applica-
tions that have limited resources or are required to cover long distances. Secondly, observing
the wireless channel attributes of all the relevant terminals within a limited time period Tc is
a challenging task, especially for applications that are highly dynamic or densely populated.
Finally, initial identity verification of the corresponding terminal is still necessary based on
existing cryptographic protocols to identify its legitimacy and extract its unique features. Hard-
ware imperfections-based authentication has a significant weakness as the features extracted
from different devices vary slightly, leading to false decision-making. In addition, these features
are also characterised by their instabilities due to voltage supply, temperature variations, and
electromagnetic interference.

Multiple attributes-based authentication poses several challenges that require careful consid-
eration. Firstly, machine and deep learning-based techniques encounter significant performance
limitations due to the inherent complexity of these techniques. Specifically, the training of ker-
nels and neurons requires the use of large datasets, which is not feasible in VANET applications.
Secondly, each terminal in the network must be pre-registered to extract its distinctive features
for supervised authentication approaches. Keyed-based authentication requires the presence of
a pre-agreed shared key between the communicating terminals. Furthermore, the establishment
of this shared key requires an initial identity verification of the corresponding terminal, which is
accomplished through existing cryptography-based authentication schemes. Tag-based authenti-
cation introduces a significant tradeoff between decoding performance and security, particularly
under varying signal-to-tag power allocation ratios. Moreover, to ensure the legitimacy of the
communicating terminal and agree on a secret tag, initial identity verification is still necessary,
which is performed through existing cryptographic protocols.

Table 2.3 presents a concise summary of the problem statement and limitations associated
with various types of PHY-layer authentication. In summary, PHY-layer-based authentication
cannot provide a comprehensive alternative solution, as initial identity verification of the cor-
responding terminal is still necessary to authenticate the legitimacy of the terminal and extract
its unique features or establish a symmetric shared key using existing cryptographic protocols.
However, these methods can serve as an integral component in the broader context of cross-layer
authentication, as discussed in the subsequent section.
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2.4 Cross-layer authentication

This method involves an initial mutual authentication between authorised parties using crypto-
based authentication methods described in Section 2.2. Subsequently, the re-authentication pro-
cess is conducted at the physical layer, utilising the authentication techniques outlined in Section
2.3. It is crucial to note that the initial legitimacy verification is a crucial step in extracting secret
features or establishing a symmetric key for the PHY-layer re-authentication process.

Wen et al. [16] patented a cross-layer authentication method that uses PKI-based authenti-
cation for handshaking and generating a radio frequency fingerprint for re-authentication. Al-
thunibat et al. [91] proposed a different integration method for mobile multiple-input multiple-
output (MIMO) systems, whereby PKI-based authentication is applied as an initial authentica-
tion step, followed by the feature tracking method for re-authentication. For improved perfor-
mance, the adaptive Kalman filter is employed by Wang et al. in [92] to predict the upcoming
CSI and RSS based on the previous estimations and compare them with current observations in
a 2D hypothesis testing problem. Yang et al. [93] introduced another cross-layer approach for
mobile communications. In this work, the PHY response is not transmitted in the bit form but is
masked by the channel frequency response between the user terminal and the base station using
a fault-tolerant hashing technique. However, the time taken to generate the response signal is
not evaluated and compared to the minimum coherence time to ensure the short-term channel
reciprocity between the communicating terminals. Gope et al. [94] proposed an approach for
incorporating the integrated circuits (ICs) physically unclonable function (PUF) into a pseudo-
ID-based authentication. Based on the ICs’ physical variation (P), the PUF method effectively
generates an unpredictable response R = P(C), where C is the input challenge.

Other cross-layer techniques have been proposed for enhancing the security of wireless com-
munication systems. One such approach involves the integration of cryptographic-based meth-
ods with PHY-layer-based methods in diverse ways. Zenger et al. [95] introduced a novel tech-
nique in situations where computational capabilities are limited. This technique involves two
distinct authentication phases, referred to as Phases I and II. In Phase I, authentication is depen-
dent upon channel characteristics, specifically, the high correlation coefficient observed between
channel estimates of different terminals hB→A(t)≈ hC→A(t), where A is the access point, B is the
authenticated node, and C is the unauthenticated node. This correlation coefficient is observed
when the distance between nodes B and C is less than or equal to half of the wavelength (λ/2),
as depicted in Fig. 2.11. The delegation of trust between entities (B) and (C) is examined in the
context of their proximity to each other within the vicinity zone and upon receipt of a command
by the user. Phase II involves the use of a PHY-layer key extraction method to generate a shared
key that can be utilised for cryptographic purposes at the upper layers.

Chen et al. [96] introduced a novel authentication scheme, referred to as clustering-based
PHY-layer authentication scheme (CPAS). The proposed scheme is intended for two legitimate
entities, namely Alice and Bob, who have a pre-established shared key (key). The cryptography-
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Figure 2.11: PHY-layer authentication based on vicinity zone [95].

based authentication process comprises the following steps.

1. Alice generates a pseudorandom number denoted as PS1, which is subsequently encrypted
using a lightweight symmetric encryption algorithm, resulting in a cipher denoted as
γ1 = Ekey(PS1). Alice sends the cipher to Bob, who extracts the CSI (H1) and decrypts
the cipher to obtain the original pseudorandom number as PS′1 = Dkey(γ

′
1). Bob then

concatenates pairs of pseudorandom numbers, namely (PS2,PS3), with the original pseu-
dorandom number PS′1, resulting in a new sequence that is subsequently encrypted using
a shared secret key, denoted as γ2 = Ekey(PS′1∥PS2∥PS3). The resulting cipher γ2 is then
transmitted back to Alice.

2. Upon receiving the encrypted message γ2 from Bob, Alice decrypts the message using
the shared secret key to obtain the concatenated sequence of pseudorandom numbers
(PS′1,PS′2,PS′3). To verify the authenticity of Bob, Alice tests whether the decrypted
pseudorandom number PS′1 obtained from γ1 is equal to the original pseudorandom num-
ber PS1. If Alice is confident in Bob’s identity, she encrypts the pseudorandom num-
bers PS′2 and PS′3 using the shared secret key, resulting in two new ciphers denoted as
γ3 = Ekey(PS′2) and γ4 = Ekey(PS′3). Alice subsequently sends the encrypted messages γ3

and γ4 to Bob.

3. Upon receiving the encrypted messages γ3 and γ4 from Alice, Bob decrypts the ciphers us-
ing the shared secret key to obtain the pseudorandom numbers PS′2 and PS′3, respectively.
Bob then estimates the CSI for the newly established connection, denoted as H2 and H3.
To ensure the legitimacy of Alice, Bob compares the decrypted pseudorandom numbers
(PS′2,PS′3) with the original pseudorandom numbers (PS2,PS3). If the two sets of pseudo-
random numbers are equal, it confirms the authenticity of Alice, and the communication
between Alice and Bob can proceed securely.

The CPAS scheme comprises the following steps.

1. Bob obtains the CSI for the three connections, denoted as H1, H2, and H3. To estimate the
statistical characteristics of the channel, Bob accumulates the absolute values of the real
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and imaginary parts of each element estimated from the number of m subcarriers and n

antennas. This process results in three new points denoted as H ′1 = {x1,y1}, H ′2 = {x2,y2},
and H ′3 = {x3,y3}, as depicted in Fig. 2.12.

2. Using the estimated statistical characteristics H ′l = {xl,yl}, ∀l ∈ {1,2,3}, the central point
Wi(x,y), and the coverage area dist i are evaluated. The distance dist i is determined by
adding the radius of the coverage area R (see Fig. 2.12) to an adjusting parameter θ .

3. To authenticate a terminal k, Bob calculates the Euclidean distance between the statistical
information received from the terminal and the central point Wi of the coverage area for
each legitimate terminal i. The Euclidean distance is denoted as ∥H ′k Wi∥. If ∥H ′k Wi∥ is
less than the distance threshold disti, then the terminal k is authenticated as a legitimate
device. Otherwise, k is authenticated as an unauthorised device.

In case Alice fails to pass the CPAS scheme, the lightweight symmetric encryption scheme is
executed as an alternative. Once a new terminal has passed the cryptographic scheme, it can
be added to the network. Finally, the new central point Wnew{xnew,ynew} and coverage distance
distnew are estimated for the newly added terminal.
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Figure 2.12: Principle map of the PHY-layer channel observations in [96].

In the context of VANETs, the integration of PHY-layer with upper-layer authentication is
a critical consideration. The successful integration of these components must be both rational
and practical, taking into account the application nature in terms of factors such as dynamicity,
resource availability, broadcasting rate, and channel conditions. One of the key challenges in
this regard is the selection of an appropriate re-authentication technique. This selection must be
made with careful consideration of the aforementioned factors, as well as other relevant consid-
erations such as security, privacy, and scalability. This thesis conducts comprehensive research
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on the available PHY-layer re-authentication techniques and their suitability for VANET appli-
cations. This research involves a detailed analysis of the strengths and weaknesses of different
techniques, as well as an evaluation of their performance under various conditions.

2.5 PHY-layer secret key extraction

Besides authentication, the spatial and temporal variations of the wireless channel can also be
exploited to extract a unique location-dependent shared key between the communicating termi-
nals, supporting forward and backward secrecy in VANETs (an adversary cannot predict the
previous or upcoming shared key based on the current one [97]). In addition, the development
of a PHY-layer-based method for generating secret keys may provide an alternative to existing
cryptography-based key-exchanging protocols, e.g., Diffie-Hellman [98]. To provide a com-
prehensive understanding of this approach, this section provides an overview of the PHY-layer
secret key extraction process and discusses the challenges associated with the practical imple-
mentation of this method in VANETs.

2.5.1 Overview

The major source of randomness in the key extraction process is the unexpected variations in
channel responses, i.e., received signal strength and phase [99]. The former is a random func-
tion resulting from the significant and unpredictable spatial and temporal fluctuations in each
multipath component’s path loss and shadowing, whereas the latter is a function of the delay,
frequency offset, and Doppler shift. The key point is that a pair of communicating devices can
observe reciprocal estimates of the spatially and temporally varying channel responses within
the limited time interval Tc [99]. By probing and having channel estimates in the time division
duplex (TDD) mode, the obtained estimates undergo three main stages, i.e., quantisation, infor-
mation reconciliation, and privacy amplification, see Fig. 2.13 [100]. The quantisation stage
is a mapping operation that converts the channel components into bitstreams. While the infor-
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Figure 2.13: PHY-layer-based secret key extraction mechanism.
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mation reconciliation stage is an error correction stage that involves correcting the mismatched
bits resulting from the imperfect channel reciprocity. The channel non-reciprocity component
results from the channel being probed in an interleaved fashion. The final stage utilises a hash-
ing operation to maintain the secrecy of the extracted key. In general, the PHY-layer secret key
extraction can be categorised into RSS-based, phase-based, and CIR-based, see Fig. 2.14.

2.5.2 RSS-based methods

Tope et al. [101] presented a novel protocol that evaluates signal attenuation caused by multi-
path channels, which are extracted from the envelope of received packets. In this work, channel
estimates are not directly quantised. Instead, arrays of variations are produced by subtracting
half values from the other half, thereby eliminating the predictable slowly changing component
due to path loss that is correlated to the distance between the transmitter and the receiver. This
process effectively removes any potential vulnerability to attacks that exploit such correlations.
Additionally, two fixed thresholds are used to discard the lowest and highest values, respec-
tively, thereby reducing the probability of mismatching and improving key robustness. Notably,
the proposed scheme does not account for imperfect channel reciprocity but argues that the
correlation between estimates could always be increased by using a sufficient probing rate.

Mathur et al. [102] investigated the relationship between quantisation parameters and key
extraction performance. To mitigate the impact of shadow fading, which introduces significant
fluctuations in the received signal power, a windowed average is introduced. The quantisation
process involves using two thresholds (q±), derived from the average (µ) and standard deviation
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(σ ) of the channel estimates ĥ. The following formula calculates the thresholding levels.

q± = µ(ĥ)±α ·σ(ĥ) (2.6)

where α is an adjusting parameter. Finally, the quantisation function Q(·) is defined as

Q(x) =


1, if x > q+

0, if x < q−

dropped otherwise

(2.7)

In this method, optimal key robustness is attained in Rician and Rayleigh fading models due to
their symmetric nature around the distribution means. This symmetry results in an equivalent
likelihood of positive and negative quantised samples.

Kitaura et al. [103] proposed an alternative quantisation approach that involves measuring
and comparing different signals received by multiple antennas. The relative variations of these
signals generate bits, whereby a quantised sample is designated as “1” if the estimated power
of the signal received by a particular antenna (A) is greater than that of another antenna (B)
from the same transmitter. Conversely, if the estimated power of the signal received by A is
less than that of B, the quantised sample is designated as “0”. However, noise accumulates
from comparing different signal estimates may reduce key extraction performance in low SNR
scenarios. In single antenna systems, wireless relays can be utilised to introduce randomness
in static scenarios by acting as additional shared antennas. In [104], Guillaume et al. explored
the use of a relay connected to legitimate parties via time-variant channels, which may be due
to the relay’s mobility. The process of key generation starts with Alice sending a randomly
chosen variable to Bob and the relay. However, only Bob can deduce the original variable
based on the pre-known static channel estimate between Alice and Bob. The relay subsequently
transmits the received signal to Bob, who extracts the original signal and obtains an estimate of
the channel connecting the relay. This approach exploits the channel randomness introduced by
the intermediate relay. Simulations demonstrated that the introduction of a relay allowed for key
extraction in static environments, at the cost of an increased bit mismatch rate (BMR).

2.5.3 Phase-based methods

Wireless cards are readily available for the acquisition of the RSS, which is why RSS is widely
used [67]. However, RSS-based techniques suffer from limited capabilities for generating group
keys due to the difficulty of safely accumulating RSS observations over multiple nodes. A fur-
ther disadvantage is its inability to cope with slow channel variations (static or indoor cases)
due to a lack of sufficient randomness (roughly static path loss and shadowing). Therefore,
phase-based quantisation has emerged due to the high sensitivity of the channel-phase response
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to the distance between terminals, allowing the high dynamicity of vehicular networks to be
an advantage for obtaining high entropy shared keys. In the channel probing step, the imper-
fect channel reciprocity results in a mismatching error in the extracted bits [67]. To address
this issue, Koorapaty et al. [105] employed the difference in the phase estimates between two
signals of different frequencies sinusoids as a randomness source to reduce the channel non-
reciprocity components’ impact, and consequently the mismatching probability. Likewise, the
study in [106] improved extraction performance by using the phase differentials and amplitudes
as distinct sources of randomness. This approach leads to an improvement in the key generation
rate and subsequently accelerates the process of symmetric key establishment.

In [99], a round-trip group key generation mechanism is proposed. This mechanism entails
a member of a group of nodes initiating two signals with random phases and transmitting them
through a ring group of nodes in clockwise and counterclockwise directions. By combining
the channel response estimates generated by each node from both directions, a high degree of
correlation is achieved, enabling the generation of a shared group key. However, while the
mechanism demonstrates theoretical efficacy, its practical implementation is hindered by the
accumulation of noise across multiple group nodes. Furthermore, the requirement for the entire
channel probing process between all nodes to be completed within Tc poses a challenge. This
time frame is often too short, given the short coherence period of high-speed terminals.

In all the above works, the quantisation process is designed without invalid regions; how-
ever, observations near the region’s boundaries may result in a high rate of mismatches. To
overcome this limitation, the work in [107] explored the utilisation of guard intervals to reduce
the probability of mismatches. However, a trade-off exists between the mismatching probability
and the bit extraction rate. Larger boundary regions decrease the mismatching probability and
result in a lower bit extraction rate due to the greater number of dropped observations. Multi-
carrier communication systems encompass partitioning the frequency spectrum into a multitude
of parallel subcarriers, which are then utilised as independent sources of randomness. In [87],
a single-side probing mechanism was proposed for an OFDM system consisting of N subcarri-
ers. The mechanism involves initiating random phase sequences by a terminal and utilising the
reciprocal characteristics of the channel to mask the mapped preliminary shared key.

2.5.4 CIR-based methods

The RSS is a crucial parameter for wireless communication channels. However, it does not fully
exploit the diversity and multipath behaviour of the channel. In contrast, the channel impulse
response provides a more detailed representation of the channel state by characterising the dis-
tinct multipath components that form a train of discrete pulses with varying magnitudes and
delays. The individual components of the CIR can be modelled using Rician or Rayleigh fad-
ing. A study conducted in [108] investigated the extraction of secret keys from jointly Gaussian
random variables, motivated by the observation that wireless channel taps exhibit a complex
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Gaussian distribution [109]. The researchers define the secret key capacity as a function of the
SNR and evaluate the performance of two distinct quantisation schemes in terms of their ability
to improve the key generation rate.

Zhang et al. [110] proposed an approach to increase the key generation rate by utilising CIRs
from subcarriers that have been modelled. The quantisation method is based on the cumulative
distribution function, which is utilised to achieve an approximately equal distribution of ones and
zeros in the extracted bits. In subsequent studies documented in [111,112], the authors improved
the scheme presented in [110] by designing a low-pass filter to mitigate the effects of noise. The
simulation results show a reduced disagreement rate across all experimental scenarios.

2.5.5 Challenges and limitations

The process of secret key extraction encounters several challenges, one of which is the signifi-
cant communication cost incurred by the reconciliation stage [100]. Common information rec-
onciliation approaches such as the Cascade algorithm, low-density parity-check (LDPC) [113]
and Turbo [114] codes suffer from some performance limitations. The former method involves
exchanging information about matched and mismatched bits to align the keys correctly. How-
ever, this approach exposes 60% of the matched bits to reconcile only 10% of the mismatched
bits, posing a security threat [100]. On the other hand, the LDPC and Turbo Codes are error cor-
rection methods that use specific structured codes to detect and fix errors in data transmission
by employing iterative decoding algorithms. Unfortunately, these approaches suffer from high
computation complexities [115]. This trade-off between security measures and computational
efficiency underscores a fundamental challenge in the information reconciliation stage, wherein
the need for security solutions often requires computationally expensive algorithms.

In addition, it is worth noting that current secret key extraction techniques have been de-
veloped based on the assumption that the network terminals are separated by more than λ/2
distance, enabling location decorrelation between legitimate and wiretapped channel responses.
However, this assumption is unrealistic in V2I communication scenarios since an attacker can
position a wireless card near a fixed RSU (i.e., ≤ λ/2), resulting in highly correlated chan-
nel features between the surrounding vehicles, the RSU, and the attacker’s wireless card, thus
compromising the security of V2I applications by gaining access to the secret channel features
of surrounding vehicles. In this challenging scenario, cryptography and number theory can be
integrated to address some of these limitations, which represents a key objective of this thesis.
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2.6 Summary

This chapter aims to address the first research question (Q1) by examining the feasibility of
utilising PHY-layer authentication as an alternative to crypto-based methods. The findings of
this chapter suggest that PHY-layer authentication cannot effectively serve as a standalone au-
thentication solution. However, it can be combined with cryptography-based authentication in
various ways to leverage the physical layer’s unique features in detecting and preventing var-
ious attack types while minimising computation and communication overheads. This is due
to the low computation cost of the different operations executed at the physical layer (≈ µs)
compared to the cryptographic operations conducted in the upper layers (≈ms). Existing cross-
layer authentication schemes, as illustrated in Fig. 2.1, have been introduced to the research
community with the assumption that initial authentication has already been performed at the up-
per layer without discussing in detail how this process is performed. Moreover, the selection of
an appropriate PHY-layer authentication method depends on the application’s nature, including
the broadcasting rate, channel variation, and availability of computation resources. This results
from the differing performance of various PHY-layer authentication methods across different
SNR levels. In other words, some authentication methods excel in detecting nodes’ legitimacy
at low SNR, while others do not. This implies that some authentication designs are feasible and
effective for outdoor scenarios, such as dynamic and extremely dense applications, while others
are not, requiring further investigation. In this context, the subsequent chapters of this thesis
introduce various cross-layer authentication designs for VANET applications, providing higher
security and authentication performance than traditional authentication techniques.



Chapter 3

Efficient Cross-Layer Authentication

Even though the cross-layer methods discussed in Section 2.4 can provide enhanced authenti-
cation, they cannot be applied to VANET applications due to vehicular channels’ high mobility
and temporal variability, a matter that deserves further investigation. This chapter develops
a key-based PHY-layer challenge-response algorithm for re-authentication to fill this gap. In
this algorithm, the preliminary key is mapped and masked by the channel-phase response to
generate the response signal that can only be equalised at the side of the intended receiver, em-
ploying the short-term channel reciprocity and the same encapsulated key. To guarantee the
channel reciprocity between high-speed terminals, the time required to generate the response
signal is estimated and compared to an indicative minimum coherence time of V2V commu-
nication, as a worst-case scenario. Furthermore, this study examined the detection probability
of re-authentication at small SNRs for an acceptable false alarm probability. In addition, the
scheme’s security strength is proven against typical adversarial attacks, including replaying, im-
personation, and denial of services.

The following summarises the contributions of this chapter which are published in [18],
fulfilling the outlined thesis objectives (1, 2, 5, 6) detailed in Subsection 1.4.3:

1. A low-complexity cross-layer authentication scheme is proposed for VANETs applica-
tions, employing the short-term channel reciprocity and randomness for re-authentication
to address some of the performance limitation issues, particularly those related to the sig-
nificant overheads of signatures generation and verification.

2. A lightweight pseudo-identity-based algorithm is proposed to initially verify the legiti-
macy of the corresponding terminals at the first time slot, which increases the scheme’s
availability and mitigates the effect of the flooding type of DoS attacks on the network. For
re-authentication, a location-dependent-based PHY-layer re-authentication step is pro-
posed for the identity re-verification process, which helps in detecting and preventing
Sybil types of attacks.

3. Furthermore, this chapter presents how the proposed scheme can fulfil the security and

46
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privacy requirements of VANETs. In this way, the unforgeability of signatures is proven
against adaptive chosen message attacks in the random oracle model (ROM) (for back-
ground, see [117]), ensuring the resistance of the proposed scheme to impersonation and
modification attacks.

4. Besides theoretical analysis, an extensive simulation is conducted to examine the detection
probability of the PHY-layer re-authentication process at small SNRs≥ 5 dB. In addition,
the timing analysis of the challenge-response process is investigated to ensure that the
wireless channel exhibits short-term reciprocity under conditions of high-speed terminals
of up to ≈ 30 m/s. Finally, the computation and communication comparison and security
analysis show that the proposed scheme offers security and cost-saving advantages over
crypto-based signatures.

The rest of this chapter is organised as follows. The structure of the proposed cross-layer
authentication scheme is presented in Section 3.1, while Section 3.2 discusses the adopted threat
model. Section 3.3 presents extensive performance analysis and comparisons regarding compu-
tation and communication overheads. Finally, Section 3.4 concludes this chapter.

3.1 The proposed cross-layer authentication scheme

In this section, the system model for the proposed cross-layer scheme is presented in subsection
3.1.1. Next, each step is described in detail in subsections 3.1.2, 3.1.3, 3.1.4, and 3.1.5.

3.1.1 System model for the proposed cross-layer authentication scheme

The novelty of the proposed scheme relies on exploiting the short-term channel reciprocity be-
tween two communicating terminals for re-authentication. The corresponding terminal is re-
authenticated at the physical layer in a challenge-response process, providing efficient and se-
cure verification in a low processing time. Fig. 3.1 presents the flowchart of the proposed
approach, which can be described through the following steps.

• S1. Initial Authentication: A conditional privacy preservation authentication algorithm
(ACPPA) is proposed for mutual identity verification using the upper layer’s authentica-
tion by exchanging pseudo-identities between both terminals.

• S2. Secret Key Extraction: If the initial verification holds, the key extraction algorithm
in [115] is employed to extract a location-dependent shared key between both terminals.
Otherwise, the authentication process is ended.

• S3. PHY-Layer Re-authentication: Under binary hypothesis testing [116], the re-
authentication step is performed at the physical layer using a PHY challenge-response
algorithm based on the extracted key with a sufficient number of matched bits.
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Figure 3.1: Flowchart of the proposed authentication scheme.

• S4. Thresholding Optimisation Feedback: In the case of failure, the key extraction step
(S2) is re-executed after adapting the thresholding values based on the feedback from the
re-authentication step (S3).

The low complexity of the proposed scheme stems from the integration of the re-authentication
step S3 into S1. In doing so, the computation and communication overheads associated with
signing and distributing signatures are drastically reduced for each transmission. Moreover, the
scheme availability is ensured by designing a lightweight initial identity verification step repre-
sented in S1, mitigating the effect of DoS attacks. As for Sybil attacks detection, S2 is integrated
into S3 to provide location-dependent-based re-authentication at the physical layer. At last, the
thresholding optimisation feedback step S4 is used to adjust the key extraction parameters of
S2 based on the re-authentication feedback from S3. All network terminals are assumed to be
working in the TDD mode with a single antenna and separated by more than λ/2 distance.
The channel responses between legitimate and wiretap channels are uncorrelated. RSUs and
vehicles’ OBUs are supposed to be synchronised with the TA.

3.1.2 Overview of the initial authentication step (S1)

The proposed ACPPA algorithm is presented in this subsection for V2V as a case study for
vehicular communication. This process aims to identify the legitimacy of the corresponding
terminal initially. A location-dependent shared key will be extracted according to the signature
verification result. A pseudo-identity-based algorithm is proposed to identify the corresponding



CHAPTER 3. EFFICIENT CROSS-LAYER AUTHENTICATION 49

Table 3.1: List of notations for the proposed ACPPA algorithm

Symbol Definition
RIDVi Real identity of the vehicle Vi
T IDVi Temporary identity of Vi
PPs Algorithm’s public parameters
β TA’s master key
rVi Private key of Vi
PKVi Public key of Vi
PKVi,TA Public key of the Vi and TA
PKRVi Public key of the revoked vehicle RVi
PIDVi Pseudo-identity of Vi,PIDVi =

{
PID1

i ,PID2
i
}

σVi Signature generated by Vi
SKVi− j Session key between two communicating vehicles Vi and Vj
GRL General revocation list generated by the TA
T IDGRL List of revoked vehicles’ T IDs generated by Vi
Ti Signature’s timestamp generated by Vi
Tr Signature’s receiving time at the intended receiver
T∆ Freshness expiry time [0:00:59]
⊥ Empty string

terminal’s legitimacy based on ECC scalar multiplications, avoiding using map-to-point hash
functions and bilinear pairing time-consumed operations. The proposed algorithm consists of
five phases - i.e., system initialisation, registration, identity authentication, reporting, and real
identity tracking. The notations used in this subsection are listed in Table 3.1. Fig. 3.2 presents
the top-level description of the S1 algorithm’s substeps detailed below.

S1.1. System initialisation phase: The TA generates the system’s public parameters via the
following processes.

• Choosing two large prime numbers p and q, and 160-bits elliptic curve E for 80-bits
security defined by y2 = x3 +ax+b mod p over a prime field Fp for a, b ∈ Fp, where ∆ =

4a3 +27b2 ̸= 0.

• Construction of the cyclic additive group G of order q based on the generator P, so that G
consists of all the points on E and the infinity point O .

• Randomly choosing the system master key β ∈ Z∗q .

• Selecting the hash function H1 : G→ {0,1}N1 and the hash message authentication code
HMACkey(x) : (key : G,x : {0,1}∗)→{0,1}N2 .

• Finally, the algorithm’s public parameters are PPs : ⟨a, b,P, p,q,G,H1,HMAC⟩.

S1.2. Registration phase: Before joining the network, each vehicle Vi must register with the
TA to obtain the algorithm’s public parameters according to the following sub-steps.



CHAPTER 3. EFFICIENT CROSS-LAYER AUTHENTICATION 50

 

S
1

.3
.2

 

• Checking the freshness of 𝑇1. 

• Computing 𝑉2’s temporary identity as 
𝑇𝐼𝐷𝑉2

= 𝑟𝑉2
.𝐴1. 

• Computing 𝑉2’s pseudo-identity by sel-
ecting 𝛼2 ∈ 𝑍𝑞

∗, then estimating 

𝑃𝐼𝐷2
1 = 𝛼2.𝑃𝐾𝑉2

, 

𝑃𝐼𝐷2
2 = 𝑅𝐼𝐷𝑉2

⨁𝐻1(𝛼2.𝑃𝐾𝑉2, 𝑇𝐴), 

𝑃𝐼𝐷𝑉2
= {𝑃𝐼𝐷2

1, 𝑃𝐼𝐷2
2}. 

• Computing the session key by selecting 
𝑎2 ∈ 𝑍𝑞

∗, then estimating 𝐴2 = 𝑎2.𝑃 

and 𝑆𝐾𝑉1-2
= 𝑎2. 𝐴1. 

• Generating 𝑉2’s signature as 
𝜎𝑉2

= 𝐻𝑀𝐴𝐶𝑆𝐾𝑉1-2
(𝑇𝐼𝐷𝑉2

∥ 𝑃𝐼𝐷𝑉2
∥ 𝑇2). 

• Sending ۃ𝑇𝐼𝐷𝑉2
, 𝑃𝐼𝐷𝑉2

, 𝜎𝑉2
, 𝐴2, 𝑇2ۄ to 

𝑉1. 

S
1

.4
 

• Selecting 𝛼1 ∈ 𝑍𝑞
∗. 

• Computing 𝑉1’s pseudo-identity as 
𝑃𝐼𝐷1

1 = 𝛼1.𝑃𝐾𝑉1
, 

𝑃𝐼𝐷1
2 = 𝑅𝐼𝐷𝑉1

⨁𝐻1(𝛼1.𝑃𝐾𝑉1, 𝑇𝐴), 

𝑃𝐼𝐷𝑉1
= {𝑃𝐼𝐷1

1, 𝑃𝐼𝐷1
2}. 

• Sending ۃ𝑃𝐼𝐷𝑉1
, 𝑃𝐼𝐷𝑉2

 to TA via RSU ۄ

in the same region. 
 

S
1

.2
.3

 

• Storing ۃ𝑟𝑉1
, 𝑃𝐾𝑉1

, 𝑃𝐾𝑉1, 𝑇𝐴, 𝑃𝑃𝑠ۄ and 

𝐺𝑅𝐿 in 𝑉1’s TPD. 

S
1

.2
.1

 

• Transmitting 𝑅𝐼𝐷𝑉1
 to TA. 

• The same process is performed by 𝑉2(𝐵𝑜𝑏). 

S
y
st

em
 I

n
it

ia
li

sa
ti

o
n

 
R

eg
is

tr
a
ti

o
n

 
Id

en
ti

ty
 V

er
if

ic
a
ti

o
n

 
R

ep
o

rt
in

g
/T

ra
ck

in
g
 

𝑽1(𝑨𝒍𝒊𝒄𝒆)  𝑽2(𝑩𝒐𝒃)  
Trusted 

 Authority 

S
1

.1
 

• Choosing two prime numbers 𝑃 and 𝑞. 

• Construction of the cyclic additive group 𝔾. 
• Choosing the system master key 𝛽 ∈ 𝑍𝑞

∗. 

• Selecting the hash function 𝐻1, and the hash 
message authentication code 𝐻𝑀𝐴𝐶𝑘𝑒𝑦(𝑥). 

• Finally, the algorithm’s public parameters 
𝑃𝑃𝑠 are ۦ𝑎, 𝑏, 𝑃, p, 𝑞, 𝔾, 𝐻1, 𝐻𝑀𝐴𝐶ۧ. 

S
1

.2
.2

 

• Checking 𝑅𝐼𝐷𝑉1
, selecting 𝑟𝑉1

∈ 𝑍𝑞
∗, and then 

computing 𝑃𝐾𝑉1
= 𝑟𝑉1

.𝑃 and 𝑃𝐾𝑉1, 𝑇𝐴 = 𝑟𝑉1
. 

𝛽.𝑃. 

• Preparing the general revocation list as 

𝐺𝑅𝐿: ൛𝑃𝐾𝑅𝑉1
, …, 𝑃𝐾𝑅𝑉𝑛

ൟ. 

• Sending ۃ𝑟𝑉1
, 𝑃𝐾𝑉1

, 𝑃𝐾𝑉1, 𝑇𝐴, 𝑃𝑃𝑠ۄ and 𝐺𝑅𝐿 

to 𝑉1. 

S
1

.3
.1

 

• Selecting 𝑎1 ∈ 𝑍𝑞
∗. 

• Estimating 𝐴1 = 𝑎1.𝑃. 

• Preparing the 𝑇𝐼𝐷𝐺𝑅𝐿 of 𝑉1 by estimat-
ing 

𝑇𝐼𝐷𝐺𝑅𝐿 = 𝑎1. 𝐺𝑅𝐿 =
{𝑇𝐼𝐷𝑅𝑉1

, …, 𝑇𝐼𝐷𝑅𝑉𝑛
}. 

• Transmitting a communication request 
 .𝐴1, 𝑇1ۧ to 𝑉2ۦ

S
1

.3
.3

 

• Checking the freshness of 𝑇2. 

• Testing whether, if 𝑇𝐼𝐷𝑉2
 is in 𝑇𝐼𝐷𝐺𝑅𝐿 

(𝑉1). 

• Computing 𝑆𝐾𝑉1-2
= 𝑎1. 𝐴2 and 

𝜎𝑉2

′ = 𝐻𝑀𝐴𝐶𝑆𝐾𝑉1-2
(𝑇𝐼𝐷𝑉2

∥ 𝑃𝐼𝐷𝑉2
∥ 𝑇2). 

• Testing whether, if 𝜎𝑉2

′ ≟ 𝜎𝑉2
. 

S
1

.5
 

• Computing 𝜁𝑉1
= 𝛽.𝑃𝐼𝐷1

1 and 𝜁𝑉2
= 𝛽. 

𝑃𝐼𝐷2
1. 

• Revealing 𝑅𝐼𝐷𝑉1
 and 𝑅𝐼𝐷𝑉2

 by computing 

𝑅𝐼𝐷𝑉1
= 𝑃𝐼𝐷1

2⨁𝐻1(𝜁𝑉1
), 

𝑅𝐼𝐷𝑉2
= 𝑃𝐼𝐷2

2⨁𝐻1(𝜁𝑉2
). 

Figure 3.2: The top-level description of the proposed ACPPA algorithm.

• S1.2.1. Vi transmits its unique RIDVi (e.g., license number) to the TA to check the valida-
tion status of the RIDVi .

• S1.2.2. The TA prepares Vi’s secret parameters as follows.

– The TA checks the RIDVi , selects a random private number rVi ∈ Z∗q of Vi, and calcu-
lates its relevant public keys as PKVi = rVi.P, and PKVi,TA = rVi.β .P.

– The TA prepares the general revocation list GRL, which is a list of public keys of
revoked vehicles distributed between vehicles and RSUs and equals GRL: {PKRV1 ,
PKRV2, . . . ,PKRVn}.

• S1.2.3. During Vi’s registration, the TA stores the tuple
〈
rVi,PKVi,PKVi,TA,PPs

〉
and GRL

in Vi’s TPD.

S1.3. Identity authentication phase: Mutual identity authentication between V1(Alice) and
V2(Bob) is conducted when V2 is in the transmission range of V1. Without loss of generality, the
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one-way authentication process consists of three main stages.

• S1.3.1. Communication request stage: In this stage, a vehicle V1 randomly selects a1 ∈ Z∗q ,
computes its corresponding public parameter A1 = a1 ·P, then prepares its revocation list
by estimating the list of temporary identities T IDs of revoked vehicles based on the gen-
eral revocation list GRL as T IDGRL (V1) = a1 ·GRL = {T IDRV1, . . . ,T IDRVn}, and sends a
communication request ⟨A1,T1⟩ to V2 at timestamp T1.

• S1.3.2. Signature generation stage: In this stage, a vehicle V2 checks the freshness of
the received timestamp T1 by testing whether Tr − T1 ≤ T∆ holds or not, hides its real
identity by computing its temporary identity T IDV2 = rV2 ·A1 and pseudo-identity PIDV2 .
To generate a valid PIDV2 ,V2 chooses at random α2 ∈ Z∗q , computes PID1

2 = α2 ·PKV2 and
PID2

2 = RIDV2 ⊕H1
(
α2 ·PKV2,TA

)
to attain its pseudo-identity PIDV2 =

{
PID1

2,PID2
2
}

.
Then, V2 calculates its signature σV2 by selecting at random a2 ∈ Z∗q , calculating its relevant
public parameter A2 = a2.P and the key SKV1−2 = a2.A1 to obtain the signature σV2 =

HMACSKV1−2
(T IDV2∥ PIDV2∥T2) created at the T2 timestamp. Finally, V2 replies to V1’s

request by sending the tuple ⟨T IDV2,PIDV2,A2,T2,σV2⟩ to V1.

• S1.3.3. Signature verification stage: In this stage, V1 checks the freshness of the timestamp
T2, verifies the legitimacy of V2 by finding out if T IDV2 ∈ T IDGRL (V1), then checks the
integrity of the received message by computing SKV1−2 = a1 ·A2 and σ ′V2

= HMACSKV1−2

(T IDV2∥PIDV2∥T2) and testing whether σ ′V2

?
= σV2 holds or not. The same process is

reversed between the communicating terminals for mutual authentication.

S1.4. Reporting phase: Misbehaving vehicles can be reported, let us consider V1 wants to
report V2. In that case, V1 randomly selects α1 ∈ Z∗q , generates vehicle’s pseudo-identity by com-
puting PID1

1 =α1 ·PKV1 and PID2
1 =RIDV1⊕H1

(
α1 ·PKV1,TA

)
to obtain PIDV1 =

{
PID1

1,PID2
1
}

.
Finally, V1 reports V2 by sending the tuple ⟨PIDV1,PIDV2⟩ to the TA through the RSU in the same
region, in which PIDV1 and PIDV2 are the pseudo-identities of the reporter and misbehaving ve-
hicles, respectively.

S1.5. Real identity tracking phase: The RIDs of the reporter and misbehaving vehicles can
be revealed by the TA based on the received tuple ⟨PIDV1,PIDV2⟩ and TA’s master key β by
computing ζVi = β .PID1

i and RIDVi = PID2
i ⊕H1 (ζVi). The proof of correction is verified as

follows:
RIDVi = PID2

i ⊕H1 (ζVi)

= RIDVi⊕H1
(
αi ·PKVi,TA

)
⊕H1

(
β ·PID1

i
)

= RIDVi⊕H1
(
αi ·PKVi,TA

)
⊕H1 (αi ·β ·PKVi)

= RIDVi⊕H1
(
αi ·PKVi,TA

)
⊕H1

(
αi.PKVi,TA

)
= RIDVi
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3.1.3 Review of the secret key extraction algorithm in [115] (S2)

Channel randomness is a natural-correlated resource for extracting a high entropy shared key
between terminals. Generally, the key generation process consists of four stages - i.e., channel
probing, quantisation/thresholding, information reconciliation, and privacy amplification. In the
proposed scheme, the key extraction algorithm in [115] is evoked to obtain a symmetric shared
key with equiprobabilities of 0s and 1s and a sufficient rate of secret bit generation, defined by
the ratio of the number of matching bits to the total number of channel samples. The contri-
bution presented in [115] involves optimising the thresholding values within the quantisation
stage, leveraging the perturb-observe algorithm. This algorithm dynamically adjusts the quanti-
sation thresholds based on feedback obtained from the information reconciliation stage, aiming
to enhance key extraction performance specifically tailored to varying channel conditions. The
perturb-observe algorithm operates iteratively, utilising observed feedback to adaptively opti-
mise the quantisation process, thereby maximising the efficacy of key extraction under vary-
ing channel characteristics. However, in order to avoid the high communication overhead of
reconciling the discrepancies in the extracted key, the information reconciliation and privacy
amplification stages are excluded from the key generation process [115].

In high-density V2V channel conditions with many fixed and moving scatterers (e.g., other
vehicles), the received signal is the superposition of L multipath components of different paths
with different phase delays φl and fading coefficients |al| [115], see Fig. 3.3. The channel
estimations at each side ChA←B(t)|A for Alice and ChA→B(t)|B for Bob can be formulated at
instance time t as

ChA←B(t)|A ≈ChA→B(t)|B =
L

∑
l=1
|al|e( jφl)e2πvlt (3.1)

where vl is the Doppler shift of each multipath component l which is the sum of that of Alice
vA,l , Bob vB,l , and scatterers vS,l [118] as

vl = vA,l + vB,l + vS,l (3.2)

Note that, the scatterers’ speed can follow the Weibull distribution (with shape and scale param-
eters a and ω , respectively) [119].

Since the channel probing stage is performed in the half-duplex mode, the channel gain
complement method is utilised to compensate the non-reciprocity components. However, zero-
mean complex Gaussian noise C N

(
0,2σ2

C
)

still exists and is considered to be the difference
between the uplink ChA→B(t)|B and the downlink ChA←B(t +∆t)|A channel responses at each
side of the communicating terminals [115] as

ChA→B(t)|B = ChA←B(t +∆t)|A +C N
(
0,2σ

2
C
)

(3.3)

where ∆t ≤ Tc. In [115], the perturb-observe algorithm is used to optimise the quantisation levels
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Figure 3.3: Non-line-of-sight V2V channel model [115].

at different estimated non-reciprocity values σc based on the feedback from the information rec-
onciliation stage, see Fig. 3.4(a). In this work, the information reconciliation stage is excluded.
As a result, the PHY-layer re-authentication is used as alternative feedback for the thresholds op-
timisation engine, as illustrated in Fig. 3.4(b). This feedback indicates the level of mismatching
resulting from different non-reciprocity values between the communicating terminals.

Step (S2) comprises three substeps as follows.

• S2.1. Channel Probing: Probing signals are exchanged between the communicating ter-
minals to obtain highly correlated estimates within Tc.

• S2.2. Quantisation thresholding: Two thresholds quantisers (q+,q−) are used to convert
the estimated channel observations into bits.
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(a) Quantisation thresholds optimisation technique in [115].
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Figure 3.4: PHY-layer secret key extraction algorithm.
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• S2.3. Thresholds optimisation engine: Applying the perturb-observe algorithm [115] to
adapt the quantisation levels in response to the feedback from the re-authentication step
(S3).

Eventually, the extracted key k{a,b} is used for the mutual re-authentication process that
is discussed in the following subsection (for more information about the secret key extraction
algorithm, see reference [115]).

3.1.4 Overview of the PHY-layer re-authentication step (S3)

After identity verification and the extraction of the shared key k{a,b} between legitimate parties,
Alice and Bob, the generated key is partitioned into two equal-length preliminary keys k{a,b} =

(ka∥kb) used for the two-way re-authentication process. Alice transmits a challenge signal to
Bob. The latter responds by encapsulating the mapped key kb into the response signal that
can be equalised at the side of Alice by exploiting the short-term channel reciprocity and the
same encapsulated key. A one-way re-authentication process for N subcarriers OFDM system
is considered, as illustrated in Fig. 3.5. For mutual re-authentication, the process is reversed and
repeated between terminals based on the second part of the extracted key ka.

The detailed sub-steps are as follows:

S3.1. PHY communication request: Bob transmits a communication request to Alice. This
request contains the pseudo-identity PID1

1 of Alice and Ti timestamp.

 

Challenge signal at time 𝑡0 

𝑓1 → 𝜃1 
⋮ 

𝑓n → 𝜃n 
⋮ 

𝑓𝑁 → 𝜃𝑁 

Received response at time 𝑡2 

𝑓1 → ℳ൫𝑘𝑏,1൯ − ∆𝜃1𝑛 −  ∆𝜉1𝑛 + 𝜉1 
⋮ 

𝑓𝑛 → ℳ൫𝑘𝑏,𝑛൯ + 𝜉𝑛 

⋮ 
𝑓𝑁 → ℳ൫𝑘𝑏,𝑁൯ − ∆𝜃𝑁𝑛 −  ∆𝜉𝑁𝑛 + 𝜉𝑁 

Received challenge at time 𝑡1 

𝜃1 + 𝜉1 ← 𝑓1 
⋮ 

𝜃n + 𝜉n ← 𝑓n 
⋮ 

𝜃𝑁 + 𝜉𝑁 ← 𝑓𝑁 

Response signal at time 𝑡1
′  

ℳ൫𝑘𝑏,1൯ − ∆𝜃1𝑛 − ∆𝜉1𝑛 ← 𝑓1 
⋮ 

ℳ൫𝑘𝑏,𝑛൯ − 0 ← 𝑓𝑛 
⋮ 

ℳ൫𝑘𝑏,𝑁൯ − ∆𝜃𝑁𝑛 − ∆𝜉𝑁𝑛 ← 𝑓𝑁 

Communication request 

𝑃𝐼𝐷1ۃ
1, 𝑇iۄ 

𝑽1(Alice) 𝑽2(Bob) 

Figure 3.5: One-way PHY challenge-response re-authentication algorithm for OFDM system in
the frequency domain.
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S3.2. PHY challenge: Alice infers from the communication request that a pre-authenticated
vehicle is trying to communicate with him. Then Alice initiates a PHY challenge frame for
N subcarriers OFDM communication system and sends an initial challenge modulated sinu-
soidal signal to Bob with random phases θi uniformly distributed over [0,2π) with frequencies
{ f1, . . . , fN} so that the transmitted signal at instance time t0 can be expressed as

sa (t0) =
N

∑
i=1

√
2Es

T
cos(2π fit0 +θi) ,θi ∼U [0,2π) (3.4)

At the receiver’s terminal, the received signal by Bob at time t1 is formulated in a noiseless
channel as

rb (t1) =
N

∑
i=1

√
2 |hi|2 Es

T
cos(2π fit1 +ψi) (3.5)

where ψi = θi + ξi,hi for i = 1,2, . . . ,N are independent and identically distributed (i.i.d.) ran-
dom variables with zero mean and variance Var (hi) = 2σ2, and ∠(hi) = ξi ∼U [0,2π) which
is the ith subchannel-phase response of parallel Rayleigh fading channel of N subcarriers with
probability density function p(ξi) = 1/2π . After that, Bob estimates the phase difference of
the received signal ∆ψ̂in = ψi−ψn = ∆θ̂in +∆ξin, in which n is a randomly selected subcarrier
index that ranges from 1 to N and can be altered by Bob at each iteration. The phase difference
estimation can be expressed as

ui = rb,ir∗b,n,∆ψ̂in = tan−1
(

imag(ui)

real (ui)

)
(3.6)

S3.3. PHY response: A Gray code mapping operation M (.) of order 2 bits is used to map
the preliminary key kb = {κ1κ2 , κ3κ4, . . . ,κ2N−1κ2N} of length 2N-bits at the side of Bob as
below:

φi = M (kb,i) =



0 kb,i = [ 0 0 ]

π

2 kb,i = [ 0 1 ]

π kb,i = [ 1 1 ]

3π

2 kb,i = [ 1 0 ]

(3.7)

for i = 1,2, . . . ,N. After that, Bob responds to Alice’s challenge by encapsulating the mapped
key φi and the estimated phase difference ∆ψ̂in into the response signal and transmitting it to
Alice at time t ′1 as

sb(t ′1) =
N

∑
i=1

√
2Es

T
cos(2π fit ′1 +φi−∆ψ̂in)

=
N

∑
i=1

√
2Es

T
cos(2π fit ′1 +φi−∆θ̂in−∆ξin)

(3.8)



CHAPTER 3. EFFICIENT CROSS-LAYER AUTHENTICATION 56

The received signal by Alice at time t2 is formulated in a noiseless channel as

ra(t2) =
N

∑
i=1

√
2|hi|2Es

T
cos(2π fit2 +φi−∆θ̂in−∆ξin +ξi)

=
N

∑
i=1

√
2|hi|2Es

T
cos(2π fit2 +φi−∆θ̂in +ξn)

(3.9)

Equalising ra (t2) by using the phase θi of the initial signal sa (t0) in (3.4), mapping the pre-
liminary key kb at the side of Alice φ̂i = M

(
kb,i
)
, and computing ra (t2)e j(−φ̂i+θi) so that the

estimated signal by Alice at time t ′2 can be simplified as

c
(
t ′2
)
= ra (t2)e j(−φ̂i+θi)

=
N

∑
i=1

√
2 |hi|2 Es

T
cos(2π fit ′2 +φi−∆θ̂in +ξn− φ̂i +θi)

=
N

∑
i=1

√
2 |hi|2 Es

T
cos
(
2π fit ′2 +θn +ξn +φe,i

)
(3.10)

where φe,i is an estimated phase difference error resulting from the ith subcarrier that holds
mismatched bits and can be expressed as

φe,i = φi− φ̂i

{
value φi ̸= φ̂i

0 φi = φ̂i
(3.11)

S3.4. Verification process: Alice checks the legitimacy of Bob by verifying the encapsulated
key. Suppose the PHY response is sent from a third party (Eve impersonates the legitimate
party, Bob). In that case, it is assumed that Eve generated a random binary key vector ke for
authentication, which can be represented as a hypothesis testing problem as indicated:

H0

v(t ′2) =Var(
N

∑
i=1

∠ci(t ′2))≶ T, for

{
H0 : φi = M

(
kb,i
)

H1 : φi = M (ke,i)
H1

(3.12)

where T is the threshold value, and Var(∑N
i=1∠(ci)) is the circular variance of ∠(ci) which

calculated as in [120] as

ri =

(
cos(∠(ci))

sin(∠(ci))

)
, r̄ =

1
N ∑

i
ri

v = 1−∥r̄∥

(3.13)

In binary hypothesis testing, the authentication judgment of the received signal (ra) from
the corresponding terminal is performed based on v = (ra,φi). The decision rule is taken ac-
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cording to the estimated measurement v, if the received response is sent from Bob ra←b, then
v is estimated according to the joint distribution of p

(
ra←b,φi = M

(
kb,i
))

, while, the received
response from Eve ra←e obeys the distribution p(ra←e | φi = M (ke,i)) ·Pr(φ̂i = M (ke,i)). As
long as Eve possesses zero information about kb, the hypothesis testing can be formulated a

T = log
p
(
ra←b | φi = M

(
kb,i
))

p(ra←e | φi = M (ke,i))Pr(φ̂i = M (ke,i))
(3.14)

The authentication judgment is further made by comparing v to the threshold value. The pro-
posed algorithm is an extension of the work introduced in [86]. However, there is a distinc-
tion in the phase difference operation between the proposed approach, represented as ∆θ̂in in
(3.10), as opposed to ∆θ̂i1 in [86]. Since the decision rule depends on the circular variance
v = Var(∑N

i=1∠(ci)), the remaining phase constant (θn +ξn) in (3.10) will not affect the final
estimation result of v, giving the privilege of randomly selecting the subcarrier index n of the
phase difference operation in (3.6).

S3.5. Multi-vehicle communications: For each vehicle Vj communicates with a number of n

vehicles in the network, Vj stores a List of n tuples of vehicle’s identities and their corresponding
extracted shared keys as List = {TupleV1, . . . ,TupleVn} in which TupleVi = ⟨T IDVi,PIDVi,SKVi− j :
k{a,b}⟩. Considering vehicle Vi remains in the communication range of vehicle Vj for T seconds,
then the duration T is divided into C time slots T SL of length ∆T for T SL ∈ [(L−1).∆T,L.∆T ]

and L ∈ [1,C].
For successful PHY-layer re-authentication process of n vehicles, the session key at time slot

T SL is periodically updated C times for all the corresponding vehicles in the List, as shown in
Fig. 3.6, and can be formulated as

SKVi− j (T SL) = (SL,x⊕SL,y)

SL,x = HL
2 (SDx) ,SL,y = HC−L+1

2 (SDy)
(3.15)

where SDx and SDy are the seed numbers and the x and y coordinates of the point SKVi− j ={
SDx,SDy

}
∈ G, and Hx

2(y) is the hash function {0,1}∗→ {0,1}N1 of the input variable y for
x iterations. The computed SKVi− j (T SL) of length N1 = 160 bits for SHA-1 hash function and
the safety-related message m are concatenated with the transmitted PHY response for OFDM
system of N subcarriers. The corresponding vehicle Vi verifies the received frame by searching
in the List for k{a,b} related to the received session key SKVi− j (T SL) from vehicle Vj. In other
words, the received SKVi− j (T SL) can be treated as an address to k{a,b} related to vehicle Vj. After
that, Vi verifies the response signal by executing the verification process.
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Figure 3.6: Hash chains used to generate SKVi− j (T SL).

3.1.5 The thresholding optimisation feedback step (S4)

In this step, the feedback value v in (3.13) denotes the level of mismatching between the mapped
keys φe,i = φi− φ̂i, indicating the degree of channel non-reciprocity between both terminals. This
feedback is an input to the thresholds optimisation engine S2.3. In the case of false decision-
making due to a high mismatching percentage, the key extraction step (S2) is re-executed af-
ter adjusting the quantisation region (q+−q−). Increasing the quantisation region reduces the
mismatching percentage, improving the detection probability of the re-authentication step at
subsequent time slots.

3.2 Threat model of the proposed scheme

In this section, design goals in terms of security and privacy objectives are introduced, followed
by a detailed discussion of how the proposed scheme satisfies these goals.

3.2.1 Design goals for the proposed Scheme

The proposed scheme must satisfy the following security and privacy objectives [5, 121].

1. Privacy preservation: Semi-trusted terminals (RSUs) or distrusted terminals (surrounding
vehicles) cannot extract identifiable data about the sender from message contents.

2. Non-Repudiation: The transmitter cannot deny the authorship of the transmitted signa-
tures.

3. Traceability: In the proposed scheme, vehicles communicate with each other using their
temporary identities to preserve users’ real identities, providing conditional privacy. Only
the TA has the privilege to trace the real identities of vehicles and prevent malicious vehi-
cles from participating in the network.

4. Unlinkability: Distrusted terminals cannot track the transmitter behaviours by determining
the origins of two different signatures.
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5. Resistance to attacks: The attacker’s priority is to disrupt the network by applying the
following common attacks:

• Replay attack: The attacker retransmits previously captured data from the network
after a period, which confuses the targeted terminal.

• Impersonation attack: The attacker is trying to frame as a legitimate terminal and
make the transmitted data appear as a normal flow of data.

• Modification attack: The attacker modifies and subsequently retransmits broadcasted
messages to the targeted terminal.

• Man-in-the-Middle (MITM) attack: The attacker has the ability to modify and for-
ward broadcasted messages among communicating terminals that assume they are in
direct communication with each other.

• Sybil attack: The attacker fabricates and broadcasts multiple messages with different
identities in an attempt to affect the network’s functionality.

• Denial-of-service attack: This work considers the flooding type of DoS attack [122]
in which the attacker tries to deteriorate the network’s performance by overwhelming
the targeted terminal with fake signatures ∑σi. In response, the targetted terminal
verifies these signatures in a timely manner. Accordingly, a low-time cost verifica-
tion process of σi allows for mitigating the impact of such an attack on the network.

3.2.2 Security and privacy evaluation of the ACPPA algorithm

In this part, the security strength of the ACPPA algorithm is proven in the ROM, in which the
unforgeability of the signature generation stage is discussed against adversary A who is trying
to impersonate V2 by estimating ⟨T IDV2,PIDV2 ,A2,T2,σV2⟩ under RIDV2 :

〈
rV2,PKV2,PKV2,TA

〉
.

The hardness of the signature generation stage depends on three cryptographic mathematical
problems represented in the following definitions.

1. Definition 1. The elliptic curve discrete logarithm problem (ECDLP): Given ⟨a,b,P, p,q,G⟩
and Q = γ.P, output γ ∈ Z∗q .

2. Definition 2. Hashing problem: Given s′, in which s′ = H1(x), output x ∈G.

3. Definition 3. The hash message authentication code (HMAC) problem: Given h′, in which
h′ = HMACkey(x), output x ∈ {0,1}∗ under key ∈G.

The signature generation stage is (τSig.Gen ,qID,qs,εSig.Gen
)

existentially unforgeable against
identity and adaptive chosen message attacks in the ROM as

εSig.Gen ≥ ε

(
1− q2

IDq2
s

|N1| |N2|

)
,τSig.Gen = (6.qID +qS)Tm (3.16)
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where Tm is the run time of scalar multiplication, qID and qs are the number of queries to oracles
H1(.) and HMACkey(.), respectively, and εSig.Gen and τSig.Gen are the probability and time for
adversary A to generate a non-trivial forgery (the proof of (3.16) is derived in the Appendix A).
The following proves that the ACPPA algorithm meets the mentioned design goals.

1. Privacy preservation and identity anonymity: The real identities RIDVi of the commu-
nicating terminals are preserved from adversary A as the authentication process de-
pends on exchanging the pseudo-identities PIDVi =

{
PID1

i ,PID2
i
}

for PID1
i = αi.PKVi

and PID2
i = RIDVi ⊕H1

(
αi ·PKVi,TA

)
, which means that the attacker needs to compute

αi.PKVi,TA =αi.rVi.β .P from PID1
i =αi.PKVi =αi.rVi.P. Since the tracking phase depends

on the knowledge of TA’s master key β ,A has no chance to track or identify vehicles’
real identities, providing conditional privacy preservation.

2. Non-Repudiation: Each side of the communicating terminals cannot deny its authorship of
the generated signatures because the T IDVi and PIDVi can only be computed based on the
RIDVi , PKVi , and PKVi,TA which are stored in Vi’s TPD and only accessible by the vehicle
itself.

3. Traceability and revocation: Only the TA can check the validity of PIDVi , estimate the
RIDVi of the misbehaving vehicle, and revoke it based on TA’s master key β as clarified
in the real identity tracking phase.

4. Unlinkability: For each vehicle Vj communicates with Vi, Vi’s signatures are generated
with different T IDVi and PIDVi whose values are evaluated based on randomly selected
parameters a j and αi ∈ Z∗q that are dynamically updated. Accordingly, it is hard for A to
determine the origins of two randomly captured signatures from the same vehicle.

5. Attacks resistance: The proposed algorithm is shown to be resilient to common types
of attacks, e.g., replay, impersonation, modification, MITM, Sybil, and DoS attacks as
follows:

• Resistance to replay attack: ACPPA algorithm resists replay attack as each terminal
checks the freshness of each generated signature σVi based on the attached timestamp
Ti by testing whether Tr−Ti ≤ T∆ holds or not. In addition, the randomly generated
variables a j,ai, and αi ∈ Z∗q are frequently updated to avoid such attacks as the sig-
nature generation process depends on the current parameters. These reasons make
the ACPPA algorithm immune to replay attacks.

• Resistance to impersonation attack: In this attack, an adversary A tries to masquer-
ade as a legitimate vehicle Vi by creating a valid signature ⟨T IDVi, PIDVi,Ai,Ti,σVi⟩.
To succeed, A must forge the signature σVi , which is existentially unforgeable
against identity and adaptive chosen message attacks proved in the ROM. Thus,
ACPPA is resilient to such attacks.
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• Resistance to modification attack: The integrity of the received signature can be
easily detected by estimating σ ′Vi

= HMACSVVi− j
(T IDVi ∥PIDVi∥Ti), in which, the

session key SKi− j is computed using Diffie-Hellman key exchanging protocol under
the difficulty of solving the ECDLP. After that, the verifier checks whether σ ′Vi

?
= σVi

holds. If not, such an attack is detected, and the received signature is rejected.

• Resistance to MITM attack: To avoid this attack, the recipient ensures that the mes-
sage sender is a legitimate party. The proposed ACPPA algorithm uses the temporary
identity T IDV j to identify the sender’s legitimacy, computed based on the session pa-
rameter ai ∈ Z∗q . To execute this attack, an adversary A must forge a valid signature,
which is existentially unforgeable against identity and adaptive chosen message at-
tacks proved in the ROM. Thus, this attack is prevented.

• Resistance to Sybil attack: An internal attacker (an authenticated user from inside
the network who is aware of the network configuration) has multiple-fabricated
PIDs that can be used singularly or simultaneously to masquerade multiple vehi-
cles. This type of attack is common in many contributed VANETs’ signatures-based
techniques. In the ACPPA scheme, a unique shared key is obtained using a location-
dependent channel-based secret key extraction algorithm (S2). This means that there
is no opportunity for a single vehicle in the network to extract more than a shared
key within Tc. In other words, whatever the number of the generated PIDs, there is
no chance of generating more than one shared key between two terminals within Tc

that varies at different terminal speeds, mitigating the effect of such an attack on the
network.

• Resistance to DoS attack: Considering communication availability and since this
study aims to reduce the computation and communication overheads, this study ex-
amines the common flooding type of DoS attack [123] on S1. In the latter (S1),
the recipient verifies the sender’s legitimacy and eventually discards fake requests
(see Fig. 3.1), preventing A from proceeding to S2. In this attack, an adversary A

attempts to flood Vj with several requests in the form of ⟨Ai,Ti⟩ or flood Vi with signa-
tures in the form of

〈
T IDV j ,PIDV j ,A j,Tj,σV j

〉
. In both cases, the targeted terminal

replies by signing or verifying HMAC-based signatures in which the computation
overhead of the HMACkey(x) process is low within a few µsecs, which reduces the
effect of DoS attacks on the network compared to the computationally-expensive
elliptic curve digital signature algorithm (ECDSA)-based signatures.

3.2.3 Security evaluation of the PHY challenge-response algorithm

In this subsection, the security strength of the PHY challenge-response algorithm is evaluated
under different adversarial scenarios by considering Eve as a passive and active attacker who
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knows the algorithm’s schematic diagram. Eve is a passive attacker who can eavesdrop on the
challenge signal and its related response and try to deduce any helpful information about the
extracted shared key. However, the key cannot be deduced easily from the PHY response for
two main reasons:

a) The high sensitivity of the channel multipath components to the distance between the com-
municating terminals, which makes it hard to differentiate between the initial signal’s random
phases θi and channel-phase response ξi.

b) According to the Avalanche effect [124]; By considering the PHY response generation pro-
cess as a separate cryptographic operation R(.) with input I = (θi,ξi) and output O ←
R(I);R(.) depends on the phase difference operation ∆ψ̂in in (3.6), in which, Bob’s random
choice of the subcarrier index n ∈ [1,N] denotes different output O under the same input I

with probability 1/N.

For these reasons, it is hard for Eve to estimate sensible information about the extracted key.
Thus, by considering Eve as an active attacker, three primary potential attacks can be constructed
in this scenario: replay, impersonation, and modification attacks.

1. Resistance to impersonation attack: Under this attack, Eve attempts to impersonate Alice
or Bob. Suppose Eve is trying to impersonate Bob by generating a valid response. In
that case, she possesses zero information about the extracted shared key and the correct
session key SKVi− j (T SL) and has no chance to pass the authentication process successfully.
If Eve is trying to impersonate Alice by sending a challenge signal to Bob, she can barely
succeed to drive Bob’s authentication key kb. However, Eve cannot estimate or predict the
upcoming SKVi− j (T SL+1) to generate a correct response signal at T SL+1. In addition, she
cannot pass the mutual authentication process as she knows nothing about the other part
of the extracted key ka.

2. Resistance to replay attack: Eve can capture the transmitted signal from a legitimate ter-
minal at time t and retransmit it back at time t + ∆t. The replayed signal can be the
challenge signal as case 1 or the response signal as case 2. In case 1, the challenge sig-
nal can be treated as an impersonation attack when Eve is trying to impersonate Alice.
She has no opportunity to estimate the subsequent SKVi− j (T SL+1) to generate a correct
PHY response. In case 2, it depends on ∆t. For ∆t > Tc, the attack can easily be de-
tected as the challenge signal varies over time; and the decision rule depends on the phase
of the current challenge signal, while for ∆t ≤ Tc, Eve has no chance of success due to
the small correlation coefficient of channel-phase responses between the legitimate and
wiretap channels.

3. Resistance to modification attack: Eve attempts to alter the message contents. In that case,
such an attack can easily be detected, and the altered message is rejected due to the lack
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of reciprocity between the channel-phase response of the forward link ChA→B(t) and that
of the reverse link ChA←E←B(t +∆t) for ∆t ≤ Tc.

3.3 Performance evaluation

In this section, the performance of the PHY challenge-response algorithm is evaluated, as well
as the computation and communication overheads, in order to elicit its advantages over existing
alternatives.

3.3.1 Performance analysis of the PHY challenge-response algorithm

As part of this section, the detection probability of the re-authentication process is evaluated.
Then, simulation and timing analyses are presented.

1. Detection PD vs. false alarm PFA probabilities: Estimating the probability density func-
tion (PDF) is necessary to investigate the probabilities of detection and false alarm under
different threshold values. Based on the hypothesis testing problem in (3.12), at a certain
threshold value T , PD is the probability of the corresponding terminal is successfully au-
thenticated as a legitimate party, while PFA is the probability of a third party being authen-
ticated as an authorised terminal. By deriving the cumulative distribution function (CDF)
from the PDF of both hypotheses, one can estimate the optimum value of T for an ac-
ceptable false alarm probability. According to the central limit theorem (CLT) [125], v

in (3.12) is the circular variance of a specific number of N ∈ {64,128,256} subcarriers
that can be approximated as a normally distributed random variable with means µH0,1 and
variances σ2

H0,1
for both hypotheses H0,1.

µH0,1 ≜ E (v | H0,1) ,σ
2
H0,1

≜Var (v | H0,1) (3.17)

Thus, the PDF F (.) for both hypotheses H0,1 can be formulated as

F (x) |
µH0,1 ,σ

2
H0,1

=
1√

2πσ2
H0,1

e
−
(

x−µH0,1

)2
/2σ2

H0,1 (3.18)

Then, the CDF φ(.) for both hypotheses can be expressed as

φ (x) |
µH0,1 ,σ

2
H0,1

=
1
2

1+ erf

x−µH0,1√
2σ2

H0,1

 (3.19)

where the error function erf(z) = 2√
π

∫ z
0 e−t2

dt. Successful authentication is estimated for
v | H0 ≤ T , in which the threshold value T is obtained for acceptable probability of false
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alarm PFA = φ(T ) |
µH1 ,σ

2
H1
≤ α as

φ(T ) |
µH1 ,σ

2
H1
=

1
2

1+ erf

T −µH1√
2σ2

H1

≤ α (3.20)

Then,

T = argmax
T ′

er f

T ′−µH1√
2σ2

H1

≤ 2α−1 (3.21)

Given T , the probability of detection can be estimated as

PD = φ(T ) |
µH0 ,σ

2
H0

(3.22)

2. Simulation results: The empirical PDFs under both hypotheses H0,1 are estimated through
Monte-Carlo simulations. For better performance and since v in (3.12) obeys the CLT, the
decision rule can be taken based on the mean value v̄ of the last computed M estimates of
v, decreasing the variances σ2

H0
and σ2

H1
of v’s distributions in (3.18). Thus, the hypothesis

testing problem can be expressed as

H0

v̄ =
1
M

M−1

∑
τ=0

v
(
t ′2− τ

)
≶ T, for

{
H0 : φi = M

(
kb,i
)

H1 : φi = M (ke,i)
H1

(3.23)

Note that, (3.12) equals (3.23) at M = 1. Fig. 3.7 presents the simulation results, and the
theoretical normal distributions F (x) |H0 and F (x) |H1 of (3.18) for OFDM system with
64 subcarriers at SNR = 5 dB and M = {1,3}. As a proof of concept, Fig. 3.7(b) shows that
the variance of v̄’s distributions for both hypotheses is smaller than that of v’s distributions
in Fig. 3.7(a), enhancing the authentication performance. Moreover, from the same figure,
the theoretical and simulation distributions are well matched, as well as F (x) |H0 is well
separated from F (x) | H1, making it easier to choose the optimum threshold value T . As
the SNR value decreases, the variance of Var(∑N

i=1∠(ci)) in (3.12) increases, leading to an
increased mean value µH0 in (3.18). Consequently, this increase results in greater overlap
between the distributions of both hypotheses (F (x) | H0, F (x) | H1), thereby increasing
the false alarm probability φ(x |

µH1 ,σ
2
H1
)|x=T . Since the secret key extraction algorithm

is executed without the information reconciliation and privacy amplification stages, the
re-authentication process is performed based on the mutuality percentage R(%) of the
extracted key between both terminals that can be expressed as

R(%) =

(
1− BMR

BGR

)
×100 (3.24)



CHAPTER 3. EFFICIENT CROSS-LAYER AUTHENTICATION 65

 
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
 
 
 

    

 

    

    

    

                   
                         

 

Theoretically, ℱሺ𝑥ሻǀ𝐻0 

Theoretically, ℱሺ𝑥ሻǀ𝐻1 

Simulation, 𝐻1 

Simulation, 𝐻0 

(a) v̄’s PDF for both hypotheses at M = 1 and SNR = 5 dB.
 
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
 
 
 

    

 

    

    

    

    

    

    

                   
                         

 

Theoretically, ℱሺ𝑥ሻǀ𝐻0 

Theoretically, ℱሺ𝑥ሻǀ𝐻1 

Simulation, 𝐻1 

Simulation, 𝐻0 

(b) v̄’s PDF for both hypotheses at M = 3 and SNR = 5 dB.

Figure 3.7: Simulation and theoretical v̄’s distribution for both hypotheses H0,1 at M = {1,3}
and SNR = 5 dB. v̄’s distribution is based on the mean value of v’s last M estimates.

for
BGR =

no. extracted bits
no. channel samples

,

BMR =
no. erroneous bits

no. channel samples

(3.25)

where BGR and BMR are the bit generation rate and bit mismatch rate, respectively [115].
The independent mapping operation M (.) in (3.7) is a one-to-one mapping operation
(each 2-bits for each subcarrier) which means that a sufficient number of matched bits
in the extracted key from S2 is required to discriminate between Bob and Eve, avoiding
false decision making. In other words, a sufficient mutuality, indicated by R in (3.24),
must be assured to successfully authenticate the communicating vehicle. Fig. 3.8 shows
the ROC curves (PD versus PFA) at different R = {50,60,70,80,90}% percentages and
M = {1,3}. It can be noted from Fig. 3.8 that Alice and Bob must maintain over 80% and
70% mutuality of the shared key for M = 1 and 3, respectively, to achieve a high PD ≥ 0.9
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(a) ROCs at M = 1 and and R = {50,60,70,80,90}%.
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(b) ROCs at M = 3 and R = {50,60,70,80}%.

Figure 3.8: PD versus PFA at SNR = 5 dB and M = {1,3} for different key mutuality percentages.

at PFA ≤ 0.1. This represents the trade-off relationship between the value of R and PFA.
As R increases, PFA decreases, and conversely, as R decreases, PFA increases.

In case of miss-detection v | H0 > T , v in (3.12) is used as feedback to express the
mutuality percentage R of the extracted key from S2. The value of v ∈ [0,1] in (3.12) is
exploited to indicate the level of channel non-reciprocity, modelled through the standard
deviation σc in (3.3). In [115], the perturb-observe algorithm is used to adjust the quanti-
sation levels at different σc values by employing the cumulative distribution function and
average fade duration statistics to determine the new threshold levels. Fig. 3.9 demon-
strates the relationship between the expectation E(v | R) at different R = [50,100]% and
SNR = {5, 10} dB. It can be noted that increasing the matching percentage R decreases the
expectation E(v |R) and vice versa. This proves the ability of the re-authentication process
to be an alternative to the information reconciliation stage for the thresholds optimisation
engine S2.3.
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Figure 3.9: The key mutuality percentages R(%) versus the expectation value of v in (3.17)
E(v | R) at SNR = {5, 10} dB.

3. Timing analysis: In a real environment and the case of high-speed dynamic terminals, the
time difference between transmitting the PHY challenge and receiving its related response
must be less than the coherence time (t2− t0)< Tc, which is the sum of the uplink (t1− t0)

and the downlink (t2− t ′1) propagation time and the processing time of generating the PHY
response (t ′1− t1), where t0, t1, t ′1, and t2 are the time of the signals in (3.4), (3.5), (3.8),
and (3.9), respectively. For V2V communication, the DSRC bandwidth is assigned from
5.85 to 5.925 GHz [39]; thus, the maximum Doppler shift arising from the vehicles’ and
scatterers’ speeds, uV1(2) and uS, is fd(max) = (uV1(max) + uV2(max) + 2uS(max))/λ = 2360 Hz
[115], where uV1(max) = uV2(max) = uS(max) = 30 m/s at 5.9 GHz carrier frequency. While the
minimum coherence time is Tc(min) = 1/ fd(max) = 0.4237 msec [115]. The propagation
time TP is evaluated to be 10 µsec for 3 km distance between both terminals.

Since v’s distribution obeys the CLT [125], increasing the number of subcarriers N de-
creases the variances σ2

H0
and σ2

H1
of v’s distribution in (3.18), improving the ROCs at

small mutuality percentages, as demonstrated in Fig. 3.10. Table 3.2 presents the pro-
cessing time of the PHY challenge TPHYchang , response TPHYresp , and verification TPHYver f

processes at different numbers of subcarriers N = {64,128,256} subcarriers, which eval-
uated using Intel Core i7 2.7−GHz processor with 16.0 GB RAM. From Table 3.2, the
estimated TPHYresp is in the order of 0.39 msec at N = 64 subcarriers; thus, the total pro-
cessing time

(
2TP +TPHYresp

)
is 0.41 msec |N=64, smaller than Tc(min). In addition, it can be

noted from the same table that increasing the number of subcarriers (i.e., N = {128,256}
subcarriers), increases the processing time TPHYresp , limiting the efficiency of the proposed
algorithm at high-speed terminal conditions (i.e., (2TP +TPHYresp) = 0.843 msec |N=128 =

1.74 msec |N=256> Tc(min)). It is considered a tradeoff between high ROCs at low mutual-
ity percentages and that at high-speed terminals.
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Figure 3.10: PD versus PFA at R = 70%, M = 1, SNR = 5 dB, and number of subcarriers N =
{64,128,256} subcarriers.

Table 3.2: Computational overhead of the PHY challenge-response algorithm in msec

Execution Time N=64 N=128 N=256
Challenge TPHYchang 0.562 1.011 2.053
Response TPHYresp 0.39 0.823 1.72
Verification TPHYver f 0.125 0.291 0.469

3.3.2 Comparison of computation and communication overheads

Computation and communication complexities are important aspects to be considered when
evaluating system performance. Table 3.3 compares the computation and communication over-
heads for verifying and sending n signatures from a single vehicle using the proposed scheme,
identity-based message authentication scheme using proxy vehicles (ID-MAP) [44], CPPA [47],
and new and efficient RSU based authentication (NERA) [45]. The following time quantities,
Tm,Te,TM→P,THMAC, and TPHYver f , represent the time consumed by scalar multiplication of the
ECC, bilinear pairing, map-to-point hashing, hash message authentication code, and PHY-layer
verification (S3.4), respectively. Furthermore, Table 3.3 classifies the performance metrics of
each scheme according to the classification represented in Table 2.1.

1. Computation overhead analysis: This part demonstrates the computational comparison in
detail. For an accurate computational evaluation, in Table 3.4, the execution time of multi-
ple cryptographic operations over different curve parameters is computed in [55] by using
Intel Core i7 and the widely used MIRACL cryptographic library [126]. In the proposed
scheme, the time consumed for verifying n received signatures from a single vehicle is
Tm +THMAC + nTPHYver f , in which Tm +THMAC is the running time for the signature ver-
ification stage (S1.3.3) at the first time slot and nTPHYver f for the PHY-layer verification
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Table 3.3: Computation and communication overheads of verifying and distributing n signatures

Scheme Computation overhead at the Classification
based on Table 2.1

Communication overhead at the Classification
based on Table 2.1proxy vehicle endpoint terminal proxy vehicle endpoint terminal

ID-MAP (d +6)Tm 5⌈ n
d ⌉Tm Low (endpoint) 204d 184⌈ n

d ⌉+124n High (endpoint)
CPPA − (n+2)Tm Low − 107n High
NERA − 3Te +nTm +nTM→P Medium − 62n Medium
Proposed − Tm +THMAC +nTPHYver f Low − 176+58.5n Medium

Table 3.4: Computational overhead of different cryptographic operations in msec [55]

Definition of the operation Symbol Run time
Scalar multiplication of the ECC in G Tm 0.442
Point addition of the ECC in G Ta 0.0018
Scalar multiplication of the BP in G1 Tsm−BP 1.709
Point addition of the BP in G1 Tpa−BP 0.0071
One-way hash function operation Th 0.0001
The map-to-point hashing operation in G1 TM→P 4.406
Bilinear Tate pairing operation in G1 Te 4.211

(S3.4) of the subsequent n received PHY-responses. In ID-MAP [44], the verification
process at the side of the proxy vehicle costs about (d+6)Tm (for dmax = 300 messages as
recommended in [43]), while this value at the endpoint terminals is 5⌈ n

d ⌉Tm. Furthermore,
it can be noted from Table 3.3 that the verification processes in CPPA [47] and NERA [45]
require about (n+2)Tm and 3Te +nTm +nTM→P, respectively.

To verify 1000 subsequent signatures sent from a single vehicle, the time required
for the verification process at the endpoint in the proposed scheme is 125.4 msec [=

Tm +THMAC +nTPHYver f = 0.44+0.0008+(1000×0.125)] for THMAC = 0.0008 msec and
TPHYver f = 0.125 msec of 64 subcarriers (Table 3.2), while this value in ID-MAP at ⌈ n

d ⌉
proxy vehicles and the endpoint (RSU) are 135.2 msec [= (d + 6)× Tm = 306× 0.44]
and 8.84 msec [= 5×⌈ n

300⌉×Tm = 5×⌈1000
300 ⌉× 0.44], respectively. It can be noted that

ID-MAP provides lower computational overhead at the RSU as an endpoint terminal than
the proposed scheme, as shown in Fig. 3.11, whereas the latter provides a lower com-
putational overhead than that of ID-MAP at the side of the proxy vehicles. However, if
there are no existing proxy vehicles with enough computational resources, all the gen-
erated signatures will be singularly verified by the RSU with computational overhead
equals 443 msec [= (d + 6)×Tm = 1006× 0.44]. The time required for the verification
process in CPPA and NERA are 442.8 msec [= (n+ 2)× Tm = 1002× 0.44] and 4858
msec [= 3Te +nTm +nTM→P = (3×4.2)+(1000×0.44)+(1000×4.4)], respectively. It
is proven that the proposed scheme is more computationally efficient than the mentioned
signature-based schemes [47], [45], and [44] at the side of the proxy vehicle. Also, ap-



CHAPTER 3. EFFICIENT CROSS-LAYER AUTHENTICATION 70

 
  
  
  
  
  
  
  
  

  
  
 

    

 

   

   

   

    

    

    

                   
                 

        

           

         

         

 

Figure 3.11: Computation overheads of verifying n = 1000 subsequent signatures transmitted
from a single vehicle.

plying the proposed approach in V2I authentication using proxy vehicles as a future work
can provide better performance than [44] at the RSU as an endpoint terminal.

2. Communication overhead analysis: This subsection evaluates and compares the proposed
scheme’s communication overhead. For the 80-bit security level of the ECC, |q| and
|G| are assumed to be 20 and 40 bytes, respectively. In addition, the length of the
timestamp is assumed to be 4 bytes. The size of the communication request ⟨A1,T1⟩
in (S1.3.1) is 40 + 4 = 44 bytes, where A1 ∈ G. Also, the size of the generated sig-
nature ⟨T IDV2,PIDV2,σV2,A2,T2⟩ in (S1.3.2) is 40+ 60+ 32+ 40+ 4 = 176 bytes long
for Hash-SHA-1 and HMAC-SHA256 with 160 and 256 output-bits, respectively, and
(T IDV2,PID1

2, A2) ∈G.

This part presents a detailed comparison of communication overheads. From Table
3.3, the overall communication overhead of the proposed scheme equals 176 + 58.5n

bytes, which is the sum of that of the ACPPA signature at the first time slot (176 bytes),
PHY communication request (22.5n bytes), PHY response with a key length of 128 bits
for 64 subcarriers (16n bytes), and SKVi− j(T SL) of length (20n bytes) at subsequent n

time slots. From Table 3.3, the signature size sent to the proxy vehicles in ID-MAP
[44] is 204d, while this value at the endpoint (RSU) is 184⌈ n

d ⌉+ 124n. In CPPA [47]
and NERA [45], the lengths of the generated signatures are 107n and 62n, respectively.
To transmit 1000 subsequent signatures from a single vehicle, the size of the transmit-
ted signatures in the proposed scheme is 58674 bytes [= 176 + (58.5× 1000)], while
this value in ID-MAP [44] at the proxy vehicle, ID-MAP [44] at the endpoint termi-
nal, CPPA [47], and NERA [45] are 61200 bytes [= 204× 300] for d = 300, 124736
bytes

[
=
(
184×⌈1000

300 ⌉
)
+(124×1000)

]
, 107000 bytes [= 107×1000], and 62000 bytes
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Figure 3.12: Communication overheads of transmitting n = 1000 subsequent signatures from a
single vehicle.

[= 62× 1000], respectively, as shown in Fig. 3.12. Based on the communication analy-
sis, the proposed scheme has the lowest communication overhead for n≥ 51 compared to
traditional methods.

Based on the overall computation and communication analyses, it is concluded that the pro-
posed scheme outperforms CPPA [47]. Even though ID-MAP [44] is slightly more computa-
tionally efficient under a specific condition of proxy vehicles’ existence, it has a significantly
higher communication overhead in V2I communication, see Fig. 3.12. Furthermore, Fig. 3.11
shows that NERA [45] is significantly more computationally costly than all its competitors since
it is bilinear pairing-based, despite having a slightly higher communication overhead than ours
in Fig. 3.12. In this regard, the proposed scheme’s lightweight re-authentication at the physical
layer maintains a balance and optimises the trade-off between the computation and communi-
cation overheads, thereby enhancing network scalability. Aside from this, considering the chan-
nel’s physical characteristics, the proposed scheme is more effective in detecting Sybil attacks
and reducing the impact of the flooding type of DoS attacks on the network, as demonstrated in
Section 3.2. Both of these attacks are common for signature-based authentication.
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3.4 Summary

This chapter introduces a novel cross-layer authentication scheme for secure vehicular commu-
nication. In this scheme, a signature-based authentication algorithm is proposed to determine
the legitimacy of the corresponding vehicle at the first time slot, employing the secret key gen-
eration algorithm in [115] for extracting a high entropy shared key with a minimum number
of mismatched bits, avoiding the high communication overhead of the information reconcili-
ation stage. The proposed scheme is the first authentication scheme that uses the PHY-layer
challenge-response algorithm in VANETs applications, offering a high and successful authen-
tication rate of up to 8000 signatures/sec. Simulation and implementation results proved the
capability of the proposed algorithm to support a high probability of detection ≥ 0.9 at low
false alarm probabilities ≤ 0.1 under small SNR values ≥ 5 dB, and key mutuality percentages
≥ 70%. According to the comprehensive comparison, the time required for verifying 1000 sig-
natures in the proposed scheme is improved by 71%,72%, and 97% compared to ID-MAP [44]
at the side of the proxy vehicle, CPPA [47], and NERA [45], respectively. As a further advan-
tage, the proposed scheme can detect and mitigate Sybil and DoS attacks, which are common for
crypto-based authentication approaches. The following chapter aims to explore the feasibility
of developing a cross-layer approach that can effectively operate without relying on the typical
assumption of a λ/2 spacing between network terminals. This investigation directly addresses
the third question (Q3) posed in subsection 1.4.2.



Chapter 4

Chaotic Map-based Key Extraction

The current state-of-the-art for secret key extraction has been developed, given that more than
λ/2 separates the network terminals. Thus allowing for location decorrelation between legiti-
mate and wiretapped channel responses, which can be specified by a zero-order Bessel function,
where the first zero occurred at a λ/2 distance between the legitimate user and the adversary,
see Fig. 2.3. In fact, a compromised RSU allows an attacker to gain access to the surrounding
vehicles’ secret features, making this condition unrealistic in V2I applications. Therefore, a
Diffie-Hellman secret key extraction algorithm is designed, incorporating the Chebyshev map-
ping operation [127] for probing the channel. By doing so, the algorithm does not need a λ/2
distance between terminals, thus providing an efficient performance for V2X applications.

The following summarises the contributions of this chapter which are published in [20],
fulfilling the outlined thesis objectives (1, 2, 3, 5, 6, 7) detailed in Subsection 1.4.3:

1. For key extraction, this chapter proposes a fast and secure key agreement technique for
V2X applications. Accordingly, the unique cryptographic properties of the Chebyshev
chaotic mapping and the spatially and temporally correlated channel phase responses
within the coherence period are leveraged to design a PHY-layer key extraction algorithm
for the OFDM-based DSRC system. A thresholding optimisation strategy is proposed to
adjust the size of the thresholding region to the noisy channel phase estimation error in
order to optimise the tradeoff between the bit generation rate (BGR) and the BMR.

2. For authentication, key-based and feature-tracking mechanisms are offered to allow for
PHY-layer identity and integrity verifications, respectively, following the initial legiti-
macy detection using the upper layer’s signature-based approaches. By creating a PHY-
layer signature as an alternative to the existing crypto-based signatures, the corresponding
terminal can verify the sender’s legitimacy, employing the correlated channel attributes to
check the integrity of the received data.

3. For validation, the proposed scheme’s theoretical effectiveness is investigated as well as its
security robustness is proven against passive and active attacks, including impersonation,

73
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replaying, and modification.

4. Further, a Doppler emulator block is introduced to simulate the Doppler components of a
three-dimensional (3D) scattering V2I scenario in the time domain, see Fig. 4.12. This
block allows for empirically exploring the receiver operating characteristics of the PHY-
layer authentication process at various speeds and SNRs for a realistic vehicular wireless
channel using a software-defined radio platform, the universal software radio peripheral
(USRP).

The following structure summarises the rest of the chapter. Section 4.1 introduces the pre-
liminary knowledge, while the scheme model is presented in Section 4.2. Performance evalu-
ation and threat modelling are given in Section 4.3. In Section 4.4, simulation and hardware
implementation analyses are presented. Finally, Section 4.5 concludes this study.

4.1 Preliminaries and theoretical concepts

In this section, the network structure is described, followed by a review of VANETs’ security
and privacy requirements, along with several fundamental concepts used in this study.

4.1.1 Network configuration

VANETs are typically composed of the following entities, see Fig. 4.1.

1. The TA: As a trusted third party, the TA is responsible for initialising the public parameters
and terminals’ secret keys as well as preloading them onto registered vehicles and RSUs
before joining the network. It is also capable of detecting and revoking misbehaving
vehicles through their pseudo-identities.

2. The RSUs: Road infrastructures on both sides have wireless communication devices to
connect with nearby vehicles and wired communications to connect with the TA. As a
gateway, it serves primarily as a cooperative relay and broadcast point within VANETs.

 

RSU 

OBU 

RSU Communication 

Range 
V2V 

V2I 

OBU 
OBU 

Figure 4.1: VANETs architecture for the PHY-layer key extraction and authentication methods.
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3. Vehicles’ OBUs: Vehicles are equipped with onboard units that provide wireless commu-
nication services and perform all computing functions. Further, each OBU has enough
computational resources to generate large integer numbers that function as the vehicle’s
secret parameters.

The notations used in this chapter are listed in Table 4.1.

4.1.2 Security and privacy objectives

The proposed scheme complies with the requirements of VANETs, including security and pri-
vacy [128] as

1. Message authentication: Messages can be verified for their integrity by the recipient.

2. Privacy preservation/identity anonymity: Neither semi-trusted (RSUs) nor distrusted (ad-
jacent vehicles) terminals can deduce identifiable information about the transmitter based
on message contents.

Table 4.1: List of notations for the PHY-layer key extraction and authentication methods

Symbol Definition
θi The initial primitive root of the ith subcarrier
ni,mi Tx and Rx secret parameters
r The quantisation order
M (.) The mapping function
M−1(.) The inverse of the mapping function
∆t The transmission time interval
hi,ξi Channel amplitude and phase responses
k The symmetric key and equals (ka∥kb)
Tr The signal receiving time
T∆ The timestamp expiry period, e.g., [00:00:59]
nτ The normalization coefficient
ua Vehicle’s speed
δ The distance driven by the vehicle within ∆t
rl Angle’s resolution value of the lth scatterer
φa,φb The mapped signatures
αa,l,βa,l Azimuth and elevation angles of departure
∆l The step angle (rad) of the lth scatterer
Dl Direct distance between the Tx and scatterer
da,l The Doppler component of the lth scatterer
Pe, Pd Probabilities of error and detection, respectively
Pf a Probability of false alarm
a1 The acceptable probability of error
a2 The acceptable probability of false alarm
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3. Forward and backward secrecy [129]: A malicious adversary can’t discover the shared
keys for previous and upcoming sessions based on that of the current session.

4. Security strength: The proposed scheme must be immune to typical adversarial attacks as
follows [130].

(a) Immunity to impersonation: An adversary tries to forge a trusted terminal’s secret
parameters to impersonate it. In this case, two potential scenarios are analysed in
which the attacker is further or closer than λ/2 distance from the transmitter (Tx) or
the receiver (Rx).

(b) Immunity to modification: In this case, an adversary tampers with the transmitted
messages by altering or modifying their contents.

(c) Immunity to replaying: In this case, an adversary retransmits previously broadcasted
messages after a period to deteriorate the network performance.

4.1.3 Mathematical foundations

The Chebyshev chaotic mapping finds applications in secure communications due to its com-
plex behaviour, providing a basis for encryption algorithms. Its role extends to image encryp-
tion and data hiding techniques, leveraging its chaotic properties to enhance security in digital
transmission. Furthermore, in computational mathematics, Chebyshev maps are employed in
pseudo-random number generation algorithms, facilitating simulations in various fields such
as economics, physics, and computer graphics, owing to their ability to generate diverse and
seemingly random sequences. As part of the proposed scheme, the proposed secret key extrac-
tion algorithm takes advantage of the unique cryptographic properties of the Chebyshev chaotic
mapping in terms of the significant computational complexities of solving the discrete loga-
rithm and Diffie-Hellman problems to probe the channel. The following are some important
theoretical concepts.

1. Chebyshev chaotic mapping [127]: Tn(x) is a polynomial mapping function of input x ∈
[−1,1] and output y ∈ [−1,1] with a constant density 1/

(
π
√

1− x2
)

, and n is an integer
number. The formulation of Tn(x) is given by:

Tn(x) =

cos
(
n · cos−1(x)

)
, x ∈ [−1,1]

cos(n ·θ), x = cos(θ)
(4.1)

where θ ∈ [0,π].

2. In [131], the chaotic mapping operation in (4.1) is extended for x within the interval
(−∞,+∞). The extended map function has two important properties denoted by the fol-
lowing definitions:
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(a) Definition 1: Given the two variables x ∈ (−∞, +∞) and y, it is infeasible for an
attacker to deduce the integer n, such that Tn(x) mod p≡ y, where p is a large prime
number. This problem is defined by the discrete logarithm problem (DLP).

(b) Definition 2: Given x ∈ (−∞,+∞),Tn(x) mod p, and Tm(x) mod p, the attacker has
no chance to estimate Tnm(x) mod p, referred to as the Diffie-Hellman problem
(DHP).

3. The Chebyshev mapping operation Tn(x) : [−1,1]→ [−1,1] is employed in the key gen-
eration process by taking the inverse cosine of (4.1) and doubling the input range to get
T ′n(θ) : [0,2π)→ [0,2π), denoted by

T ′n(θ) =

n ·θ mod p, θ ∈ [0,2π)

n · cos−1(x) mod p, x = cos(θ)
(4.2)

where p = 2π , and n is a large integer number of order ⌈log2(n+1)⌉ bits.

4.2 Scheme modelling

This section describes the adaptive Diffie-Hellman secret key extraction process, and then the
PHY-layer re-authentication process is presented in detail.

4.2.1 The Diffie-Hellman key extraction algorithm

As mentioned in Subsection 2.5.5, current secret key extraction techniques rely on the assump-
tion that network terminals are separated by over λ/2 distance, allowing for location decorre-
lation between legitimate and wiretapped channel responses. However, in V2I communication
scenarios, this assumption becomes impractical as attackers can position wireless cards near
fixed RSU (i.e., ≤ λ/2), leading to highly correlated channel features among surrounding ve-
hicles, the RSU, and the attacker’s device. Consequently, this compromises V2I application
security by granting access to the secret channel features of neighbouring vehicles.

By employing the Chebyshev-based Diffie Hellman key exchanging protocol in the channel
phase response-based key extraction process, the communicating terminals can obtain a high
entropy secret key (k) in any wireless propagation environment (dynamic or even static). In
addition, this mechanism allows the channel to be probed repeatedly within the same coherence
period, thereby increasing the BGR. In general, the key generation process involves channel
probing and thresholding, information reconciliation, and privacy amplification. The former in-
cludes exchanging probe signals between vehicles to obtain channel estimates, quantising these
estimates, and converting them into bitstreams. The reconciliation stage corrects the mismatched
bits. As for the privacy amplification stage, this further enhances the secrecy of the extracted bits
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by hashing the corrected secret key. By applying (4.2) for an OFDM system of N subcarriers,
(4.2) can be rewritten as

T ′ni
(θi) =

ni ·θi mod p, θi ∈ [0,2π)

ni · cos−1(xi) mod p, xi = cos(θi)
(4.3)

where i = 1, . . . ,N and p = 2π . Let θi be the initial primitive root of the ith subcarrier and
equals 2π/2r for r ∈ {1,2,3}. The choice of the r value depends on the size of the phase-based
thresholding region. In the polar coordinates, for r = 3,e jθi = e jπ/4 is considered as the generator
(g) of the finite cyclic group Z2r=23 of order 8, defined as Z8 = ⟨g⟩=

{
1,g,g2,g3,g4,g5,g6,g7}

in which gni mod 8 = e jni.θi mod 2π = e jT ′ni
(θi) such that g8 mod 8 = e j2π mod 2π = 1. Any element

in the group can create its subgroup. For example, Z4 =
〈
g2〉 = {1,g2,g4,g6} of order 4 and

Z2 =
〈
g4〉 = {1,g4} of order 2, as shown in Fig. 4.2. Based on the cyclic group theorem

[132], it is computationally infeasible to determine: 1) T ′nimi
(θi), given T ′ni

(θi) and T ′mi
(θi),

where ni and mi are large integer private parameters of the ith subcarrier at the side of Alice
and Bob, respectively; 2) the secret parameter ni, given θi and T ′ni

(θi), so that the attacker needs
2⌈log2(ni+1)⌉−r trials to construct a brute-force attack and have a correct estimation, similarly
for mi. Fig. 4.3 shows the Diffie-Hellman channel probing mechanism between the vehicle
Vi(Alice) and the RSU R j(Bob). For simplicity, in this study, all formulas are denoted in the
frequency domain. In a three-step process, the probing and thresholding stage is performed in
the half-duplex mode as follows.

1. Channel probing: In this step, Alice initiates two subsequent OFDM symbols with random
phases T ′2ni

(θi) and T ′ni
(θi) at time t0 and t0 +∆t so that the transmitted signals can be
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Figure 4.2: Cycle graph of order 2r, for r = 1,2,3.
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Figure 4.3: Diffie-Hellman probing step in a noiseless channel.

formulated as

sa (t0) =
N

∑
i=1

√
2ES

T
e j(2niθi)

sa (t0 +∆t) =
N

∑
i=1

√
2Es

T
e j(niθi)

(4.4)

where ∆t is the transmission time interval ≪ Tc. The received signal by Bob can be
formulated as

rb
(
t ′0
)
=

N

∑
i=1

√
2 |hi|2 Es

T
e j(2niθi+ξb,i) +Ni

rb
(
t ′0 +∆t

)
=

N

∑
i=1

√
2 |hi|2 Es

T
e j(niθi+ξ ′b,i)+N′i

(4.5)

where Ni and N′i are complex additive Gaussian noises C N (0,2EN0) with zero means
and variances 2EN0, hi and ξi are the Rayleigh fading channel responses of the ith sub-
carrier for the signal amplitude and phase, respectively, also ξi is a uniformly distributed
random variable U [0,2π) for i = 1, . . . ,N. In a similar way to (4.4), Bob replies by initi-
ating two OFDM symbols with phases T ′2mi

(θi) and T ′mi
(θi) at time t1 and t1 +∆t.

2. Signal equalisation: In this step, the received signals by Bob are equalised to compensate
the channel phase responses (ξb,i,ξ

′
b,i) at time slots (t ′0, t

′
0 + ∆t) by calculating eb(t) =

rb
(
t ′0
)

rb
(
t ′0 +∆t

)∗ so that ∠eb,i(t) can be expressed as

∠eb,i(t) = niθi + εb,i +
(
ωb,i−ω

′
b,i
)

(4.6)

where εb,i = ξb,i−ξ ′b,i is the error results from the imperfect channel reciprocity and ωb,i

and ω ′b,i are the phase estimation errors resulted from Ni and N′i in (4.5). It is noteworthy
that observations at different nodes or time slots are affected by independent realizations
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of the noise [99]. With more samples in the observation, the estimation error becomes a
zero-mean Gaussian random variable with variance σ2 ≥Cramer-Rao bounds of the phase
variance estimation [133], so that the distribution of ω and ω ′ are N

(
0,σ2). Thus, the

distribution of ∠eb,i(t) in (4.6) is also normally N (niθi+ εb,i,2σ2) with mean niθi+εb,i

and variance 2σ2. After that, Bob computes the round function of ∠eb,i(t) to get T̂ ′ni
(θi)

as
T̂ ′ni

(θi) = Round
(
∠eb,i(t)

)
= Round

(
niθi + εb,i +

(
ωb,i−ω

′
b,i
)) (4.7)

where Round(x) is a function that rounds x to the nearest multiple of 2π/2r. Then, Bob
obtains T ′nimi

(θi) by computing T ′mi
(T̂ ′ni

(θi)). It is important to perform the Round func-
tion before calculating T ′mi

(T̂ ′ni
(θi)) to avoid the significant error caused from multiplying

εb,i by the large integer number mi. The same process is performed at the side of Alice
to get T ′nimi

(θi) =T ′ni
(T̂ ′mi

(θi)). The estimated T ′nimi
(θi) at both sides are inversely mapped

M−1(.) to convert it into bitstreams k. The order of the inverse mapping operation de-
pends on the r value. For simplicity, a Gray code M−1(.) of order r = 2 bits can be
formulated as

M−1 (T ′nimi
(θi)
)
=



00 T ′nimi
(θi) ∈ [−π

4 ,
π

4 )

01 T ′nimi
(θi) ∈ [π

4 ,
3π

4 )

11 T ′nimi
(θi) ∈ [3π

4 ,−3π

4 )

10 T ′nimi
(θi) ∈ [−3π

4 ,−π

4 )

for i = 1, . . . ,N (4.8)

Note that a Gray code spaces adjacent codes one hamming distance apart, thus reducing
the BMR of the extracted keys.

3. Thresholding optimisation: In this step, the order of the thresholding region r is opti-
mised for θi and M−1(.) at both sides of the communicating terminals to provide a high
secret bit generation rate (SBGR) for acceptable BMR, where SBGR is the number of
correct/matched bits to the total number of channel samples. By adapting the size of the
quantisation region 2π/2r to different conditions of SNRs, the performance of the key
extraction process will be optimised. A small quantisation region (i.e., a high order of
r) denotes high BGR and BMR, and vice versa for large regions. For zero-value private
keys (ni = mi = 0) and negligible non-reciprocity parameter

(
εa(b),i ≈ 0

)
due to the small

transmission time interval (∆t ≈ 16µs for 64 subcarriers and 16 cyclic prefix samples,
in [87]), the distribution of the equalised phase ∠ea(b)(t) in (4.6) will be N

(
0,2σ2).

Similar to [134], both terminals can exchange m probing packets and have their channel
phase estimates

(
ξ̂ ta

a , ξ̂ tb
b

)
at timestamps (ta, tb) to learn the noisy channel phase error

distribution parameters, which equals N
(
µξ ,i,varξ ,i = σ2) for mean µξ ,i and variance
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(b) Flowchart of the optimisation engine.

Figure 4.4: Modelling of the key extraction algorithm.

varξ ,i denoted by

µξ ,i =
1
m

m

∑
x=1

(
ξ̂

ta(b)
a(b) ( fi)

)
,

varξ ,i =
1

m−1

m

∑
x=1

(
ξ̂

ta(b)
a(b) ( fi)−µξ ,i

)2
(4.9)

where m equals 100 probe packets, as recommended in [134]. By learning and doubling
the estimated variance in (4.9), both terminals can learn the variance of ∠ea(b)(t)’s distri-
bution 2σ2 and agree on the quantisation order r. This method acts as a forward indicator
for the channel probing and thresholding stage, see Fig. 4.4(a). Note that the quantisation
region 2π/2r is large for a large value of varξ ,i, and vice versa for a small value, see Fig.
4.4(b).

Finally, the extracted key will be used for the PHY-layer re-authentication process discussed
in the following subsection.
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4.2.2 PHY-layer re-authentication algorithm

In the first transmission slot, mutual identity authentication between the communicating ter-
minals is performed using conventional signature-based algorithms implemented at the upper
layers of the protocols stack. This facilitates legitimacy detection, as well as the exchange of
authenticated Chebyshev probing sequences used to extract the symmetric shared key k. This
key allows for re-authenticating the received messages sent from the same transmitter for the
OFDM system of N subcarriers. This study extends the work introduced in [19]. In a two-
step process, the identity of the corresponding terminal is re-authenticated using a PHY-layer
signature-based identity authentication mechanism (PHY-SIAM), while the integrity of the at-
tached data packet is verified using a PHY-layer feature tracking mechanism (PHY-FTM). In
this study, the assumption is made that the subcarriers are well separated to ensure independent
fading. Fig. 4.5 depicts the structure of M OFDM symbols for N = 64 subcarriers in which
N/4, and 3N/4 subcarriers are used for channel probing and zero-padding, and signature/data
transmission, respectively. The detailed steps are as follows.

1. PHY-layer signature-based identity authentication mechanism (PHY-SIAM): In this part,
and after mutual identity verification, the receiver checks the sender’s identity based on
the extracted key k. This key is divided into two subkeys, ka and kb, with equal lengths,
which are used to generate the PHY-layer signature of the attached data. The created
signature is transmitted from the vehicle Vi to the RSU R j within the same region along
with its related data, as demonstrated in Fig. 4.6. In general, PHY-SIAM consists of three
primary phases, i.e., initialisation, signature generation, and message verification.

(a) System initialisation: In this phase, the TA generates the PHY-layer public parame-
ters and preloads them into all registered network terminals. Accordingly, the system
is initially configured as follows.
- Mapping operation: A Gray coded 2-bit mapping function is used to map the input
variable K =

{
κ1κ2, . . . ,κ(3N/2)−1κ3N/2

}
to φ , such that M (K)→ φ is designed as
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Figure 4.6: The PHY-layer identity re-authentication mechanism in a noiseless channel.

φi = M (Ki) =



0 Ki = [00]
π

2 Ki = [01]

π Ki = [11]
3π

2 Ki = [10]

for i = 1, . . . ,3N/4 (4.10)

- Secure hash function H1: {0,1}∗→{0,1}3N/2.
- Finally, the tuple ⟨H1,M (.)⟩ is preloaded into the network terminals during the
registration.

(b) Signature generation: In this phase, each safety-related message m is attached with
the sender’s pseudo-identity PIDVi , timestamp Ta, and two OFDM symbols. These
symbols are collectively referred to as the PHY layer signature, which is generated
in a two-stage process as follows.
- Signature preparation: In this stage, ka is concatenated with the attached times-
tamp Ta, hashed, and mapped to obtain φa of the first OFDM symbol. Ta is defined
here as a “nonce.” Similarly, φb is obtained by using kb for the second OFDM sym-
bol. The following is the formulation of the mapping operations φa and φb.

φa = M (H1 (ka∥Ta))

φb = M (H1 (kb∥Ta))
(4.11)

- Signature generation: In this stage, the mapped signatures are masked by uni-
formly distributed random phases ψi ∼ U [0,2π) for i = 1, . . . ,N with probability
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density function 1/2π . Afterwards, Alice initiates two subsequent signals, sa (t2)

and sa (t2 +∆t), with time difference ∆t less than the coherence time, and frequen-
cies f1, . . . , fN . Then, Alice sends them to Bob in the form of

sa (t2) =
N

∑
i=1

√
2Es

T
e j(ψi+φa,i)

sa (t2 +∆t) =
N

∑
i=1

√
2Es

T
e j(ψi+φb,i)

(4.12)

so that the received signals by Bob are denoted by

rb
(
t ′2
)
=

N

∑
i=1

√
2 |hi|2 Es

T
e j(ψi+φa,i+ξi) +Ni

rb
(
t ′2 +∆t

)
=

N

∑
i=1

√
2 |hi|2 Es

T
e j(ψi+φb,i+ξ ′i ) +N′i

(4.13)

- Message verification: In this stage, avoiding replaying attacks, Bob verifies the
validity of the attached timestamp Ta by checking if Tr− Ta ≤ T∆ holds or not. If
holds, the received OFDM symbols are verified to avoid impersonation attacks using
the symmetric key k and the attached timestamp Ta. In a similar way to (4.11), Bob
computes the mapped signatures φ ′a and φ ′b, and calculates r′b (t

′
2) = rb (t ′2)e− jφ ′a

and r′b (t
′
2 +∆t) = rb (t ′2 +∆t)e− jφ ′b . Note that ξi and ξ ′i in (4.13) are highly corre-

lated for ∆t ≤ Tc. Thus, Bob verifies the sender’s identity by computing the circular
variance c.var(.) of ∠c(t) = r′b (t

′
2)r′b (t

′
2 +∆t)∗ as

v = c.var

(
N

∑
i=1

arctan
(

Im(ci(t))
Re(ci(t))

))
(4.14)

where the circular variance [120] c.var(.) is given by

αi =

(
cos(∠(ci))

sin(∠(ci))

)
, ᾱ =

1
N

N

∑
i=1

αi,

v = 1−∥ᾱ∥

(4.15)

where ∥.∥ is the norm function. Suppose an impersonator, Eve, is attempting to
masquerade as Bob. In this case, Eve uses a different key ke to initiate a PHY layer
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signature, which is considered a hypothesis testing problem, given that

H0

v ≶ τ1

H1

, for

H0 : φ ′a = φa&φ ′b = φb

H1 : φ ′a ̸= φa&φ ′b ̸= φb

(4.16)

2. PHY-layer feature tracking mechanism (PHY-FTM): After verifying the sender’s identity,
the recipient can verify the integrity of the received message in order to avoid modification
attacks. In this context, Bob employs the received probe symbols of the ith subcarrier in the
jth OFDM symbol for channel estimation, where j = 1, . . . ,M data symbols. The channel
observations vector H̄ j of the jth OFDM symbol consists of all the channel estimates
obtained from the ith subcarriers that hold probe symbols (i.e., subcarriers highlighted in
red in Fig. 4.5). To determine whether the received data is sent from the same source,
the recipient compares the channel observation vector of the jth symbol with that of the
( j− 1)th symbol, starting from the PHY-layer signature at j = {1,2} to the Mth OFDM
data symbol. In this study, the channel estimation is performed using the least square
(LS) as well as the minimum mean-square error (MMSE) [135] methods. The integrity
verification process can be characterised as a hypothesis testing problem in which H0

indicates that all data packets are transmitted from the sender whose identity is verified
using the proposed PHY-SIAM, otherwise H1. The hypothesis testing of the normalised
likelihood ratio test (LRT) can be represented as

ΛLRT =
nτ2

∥∥H̄ j− H̄ j−1
∥∥2∥∥H̄ j−1

∥∥2 for j = 2, . . . ,M,

H1

ΛLRT ≶ τ2

H0

(4.17)

where nτ2 is the normalisation coefficient that makes the threshold value τ2 ∈ [0,1]. While
the hypothesis testing of the sequential probability ratio test (SPRT) [136] is formulated
as

Λ j =
nτ2

∥∥H̄M− j+1− H̄M− j
∥∥2∥∥H̄M− j

∥∥2 for j = 1, . . . ,M−1,

ΛSPRT = nτ3

M

∑
j=2

Λ j,

H1

ΛSPRT ≶ τ3

H0

(4.18)

where nτ3 is the normalisation coefficient that makes the threshold value τ3 ∈ [0,1]. In
SPRT-based hypothesis testing, the sum of the LRTs between the jth and ( j−1)th symbols
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∀ j ∈ [2,M] is compared with the threshold value τ3 to make the decision rule, which can
improve the detection rate compared to the simple LRT.

4.3 Performance evaluation and threat modelling

This section presents the theoretical analysis of the key extraction and re-authentication pro-
cesses and then discusses in depth the security strength of the re-authentication algorithm.

4.3.1 Theoretical analysis of the key extraction algorithm

In order to evaluate the key extraction performance, it is necessary to calculate the probabil-
ity of error/mismatching Pe. In this context and since the distribution of the equalised phase
∠ea(b)(t) in (4.6) is normally distributed N (T ′ni(mi)

(θi) = ni(mi)θi,2σ2) at negligible εa(b),i, the
cumulative distribution function φ(.) can be formulated as

φ(x) =
1
2

[
1+ erf

(
x−T ′ni(mi)

(θi)

2σ

)]
(4.19)

where the error function is given by erf(z) = 2√
π

∫ z
0 e−t2

dt. Thus, Pe is the probability that
∠ea(b)(t) /∈ [T ′ni(mi)

(θi)−π/2r,T ′ni(mi)
(θi)+π/2r), which makes the output of the Round (.) func-

tion in (4.7) doesn’t equal T ′ni(mi)
(θi), i.e., T̂ ′ni(mi)

(θi) ̸= T ′ni(mi)
(θi). Finally, Pe is given by

Pe = 2φ

(
T ′ni(mi)

(θi)−
π

2r

)
,r ∈ {1,2,3} (4.20)

For an acceptable probability of error less than or equal to the scalar value a1, r can be calculated
by both terminals to optimise the size of the thresholding region 2π/2r based on the estimated
learned parameter varξ = σ2 in (4.9) as

x = argmax
x′

erf

(
x′−T ′ni(mi)

(θi)

2σ

)
≤ a1−1 (4.21)

Given x, r can be obtained as

r = argmax
r′

2r′ ≤ π

x
for r′ = 1,2,3 (4.22)

4.3.2 Detection vs. false alarm probabilities of re-authentication

As part of the performance evaluation, it is important to examine the receiver operating char-
acteristics of the identity verification process. ROC is a measurement of the detection proba-
bility Pd at different values of false alarm probabilities Pf a. To determine the ROC, the prob-
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ability density function must be investigated. The estimated differential baseband signal ci =

r′b (t
′
2)r′b (t

′
2 +∆t)∗ of the ith subcarrier can be simplified as

ci = 2hih∗i Ee j(εe,i) +h∗i Ni +hiN′i = X + jY (4.23)

where εe,i = εa,i− εb,i for εa,i = φa,i−φ ′a,i and εb,i = φb,i−φ ′b,i, and hi = |hi|e jξi . Considering
Alice is communicating with Bob (i.e., H0), which makes εe,i equals zero, so that the real and
imaginary parts of (4.23) can be formulated as

X = 2 |hi|2 E +Re
(
h∗i Ni +hiN′i

)
,

Y = Im
(
h∗i Ni +hiN′i

) (4.24)

where the expectation E(X) = 2 |hi|2 E = µ and E(Y ) = 0 while the variance var(X) = var(Y ) =

4EN0h2
i
∼= σ2

0 . Similar to [105], the joint probability density function of X and Y can be ex-
pressed as

P
(

x, y|H0

)
=

1
2πσ2

0
e
−[(x−µ)2+y2]

2σ2
0 (4.25)

By changing the variables R =
√

X2 +Y 2 and Θ = arctan(Y/X). The joint probability density
function of (4.25) yields to

P
(

R, Θ|H0

)
=

R
2πσ2

0
e
[2µRcosΘ−R2−µ2]

2σ2
0 (4.26)

By integrating (4.26) over R ∈ [0,∞) [105], (4.26) can be simplified as

P(Θ | Γ) = 1
2π

e−Γ +
1√
π
(
√

ΓcosΘ) · e−Γsin2
Θ[1−Q(

√
2ΓcosΘ)] (4.27)

where

Γ =
h2

i
2
· ES

N0
,

Q(x) =
1√
2π

∫
∞

x
e−t2/2dt

(4.28)

Fig. 4.7 shows P(Θ)|H0
parametrised by different Γ values. It can be observed that increasing Γ

value decreases the variance of P(Θ), and vice versa. Since v in (4.14) represents the variance
of a restricted number of N subcarriers, its distribution is normally with mean equals to the
variance of P(Θ | Γ) and variance depends on the N value used to estimate v in (4.14), following
the central limit theorem. Thus v’s normal distribution for both hypotheses H0,1 is represented
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Figure 4.7: The P(Θ)|H0
parametrised by different Γ values.

by mean µH0,1
∼= E (v | H0,1) and variance σ2

H0,1
∼= var (v | H0,1), which can be formulated as

F
(
x | µHi,σ

2
Hi

)
=

1√
2πσ2

Hi

e−(x−µHi)
2
/2σ2

Hi , i = 0,1 (4.29)

with CDF equals

φ
(
x | µHi,σ

2
Hi

)
=

1
2

1+ erf

x−µHi√
2σ2

Hi

 , i = 0,1 (4.30)

In this study, the acceptable performance of re-authentication is referred to as the successful
probability of detection φ(x | µH0,σ

2
H0
)
∣∣∣
x=τ1

for an acceptable false alarm φ(x | µH1 ,σ
2
H1
)
∣∣
x=τ1

less than or equal to the scalar value a2. Thus, the threshold value τ1 is obtained as

τ1 = argmax
τ ′1

erf

τ ′1−µH1√
2σ2

H1

≤ 2a2−1 (4.31)

4.3.3 Security analysis of the re-authentication algorithm

As a part of this section, the security strength is evaluated against passive and active attacks.
Consider Eve as a passive attacker who eavesdrops on the broadcasted messages and their asso-
ciated PHY-layer signatures. In this case, there is no way for Eve to derive the symmetric key k

from the message contents for two primary reasons: 1) By considering the signature generation
stage as a single cryptographic process C(.) with input I (k,Ta,ψi,ξi) and output O←C(I);C(.)

depends on the current timestamp Ta, which denotes different output O given the same input
variables (k,ψi,ξi) ;C(.) depends on the randomly varying ψi, which masks the phase response
ξi and the mapped signatures φa(b) thus Eve cannot differentiate between φa(b),ψi, and ξi. 2) For
y← H1(x), it is hard for Eve to deduce the input variable x : {0,1}∗ given the hashed variable
y : {0,1}3N/2. Therefore, Eve is considered an active attacker who can impersonate a legitimate
terminal, replay a previously captured message, or alter message contents.
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1. Impersonation attacks: In this attack, Eve tries to impersonate Alice by creating a valid
PHY-layer signature. In this case, and since she is unaware of the symmetric key k, she
cannot succeed under the challenge of forging Alice’s signatures because of the reasons
mentioned above that make such an attack easily detected.

2. Replaying attacks: In this attack, Eve captures the message created by Alice at time t

and retransmits it after a period of time. However, each received message is checked
for freshness using the attached timestamp Ta by verifying if Tr−Ta ≤ T∆ holds. Hence,
providing immunity from replay attacks.

3. Modification attacks: In this attack, Eve attempts to alter the data packets. However, the
integrity of the received messages is verified using the proposed feature tracking algo-
rithm. In case of Eve is trying to alter only the subcarriers that hold the safety-related
message m without any modification in the received probe symbols and the PHY-layer
signature and retransmits the altered message at time Ta +∆Ta. In this scenario and if and
only if Tr− Ta ≤ T∆, Eve can deceive the feature tracking mechanism at the side of Bob
as the channel estimation vectors H̄ j, for j = 1, . . . ,M, will be highly correlated as all the
probe symbols have the same channel response from Alice to Bob passing through Eve.
However, the accumulated noises significantly increase the value of the estimated variance
v in (4.14), thereby failing to pass the hypothesis test in (4.16), accordingly, the received
message will be discarded. Thus, providing immunity against modification attacks.

4.4 Simulation and hardware implementation

This section presents the simulation of the key extraction and then describes the Doppler shift
emulation employed for the hardware implementation of the re-authentication process.

4.4.1 Simulation analysis of the key extraction algorithm

During the tests, Monte-Carlo simulations are conducted of 100,000 runs to evaluate the key
extraction performance. In this study, a Rayleigh environment is employed to effectively model
urban areas. This is achieved through the utilisation of the generic stochastic vehicular channel
model presented in [118] with L = 16 multipath components. Since the DSRC protocol operates
within the range of 5.85 to 5.925 GHz [137], the carrier frequency fc is set at 5.85 GHz. The
parameters of the simulated channel are listed in Table 4.2. According to [119], the scatterers’
speeds follow the Weibull distribution with shape ζ and scale ρ . Tx/scatterer speeds are set
to 30 m/s. In this study, the extraction performance is defined as the achievable SBGR for an
acceptable BMR≤ a1, for a1 = 0.1. In Fig. 4.8, the extraction performance is plotted at different
SNR and r values. It can be noted that the highest SBGR is obtained for an acceptable BMR at
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Table 4.2: Channel simulation settings

Description Value
The number of multipath components L 16
Maximum speed of the Tx 30 m/s
Maximum speed of the Rx (for V2I scenario) 0 m/s
Maximum speed of the scatterers 30 m/s
Azimuth angles of departure (arrival) αA(B),l U [−π,π)

Elevation angles of departure (arrival) βA(B),l U [0,π/3)
Scatterers’ angles of incident/departure α1(2),l U [−π,π)

The Weibull distribution’s scale coefficient ρ 2.985
The Weibull distribution’s shape coefficient ζ 0.428
Carrier frequency fc 5.85 GHz

Figure 4.8: Key extraction performance at different r values.

the thresholding region of order 3 and SNR ≥ 22 dB. For 16 ≤ SNR ≤ 22, r = 2 is evidently
the optimum choice for an acceptable performance within this range. While r = 1 is clearly
the unique acceptable quantisation order at 7≤ SNR ≤ 16. In Fig. 4.9, the simulation analysis
of the CDFs of ∠ea(b)(t) in (4.6), for r = 1,2,3, are compared to its theoretical formulation in
(4.19) across different SNRs. The results show that there exists an optimal quantisation order
r across different ranges of SNRs. By adjusting the r value to different SNR conditions, the
extraction performance can be optimised for an acceptable Pe formulated in (4.20).

What’s more, the extracted bitstreams are checked for any statistical defects by using the
well-known randomness test suite developed by the national institute of standards and technol-
ogy (NIST) [138]. By doing so, each test returns a P-value, as shown in Table 4.3. This value
is compared to the significance level (0.01) to determine whether the extracted bitstreams have
successfully passed the test. It can be noted that the extracted keys have sufficient randomness,
as their chaotic characteristics are mostly determined by the randomly selected users’ secret
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Figure 4.9: φ (x) |H0 at different SNRs and r values.

Table 4.3: Randomness evaluation of the extracted keys

NIST Statistical Test Suite (128 bits) P-value
Block Frequency Test 0.486427
Long Runs Test 0.487804
Monobit Test 0.58592
Key Entropy 0.300445
Maurer Universal Statistical Test 0.163067
Discrete Fourier Transform (Spectral) Test 0.495118
Overlapping Template Matchings Test 0.486427

parameters ni and mi of the Chebyshev mapping operation in (4.3).

4.4.2 Hardware implementation and Doppler shift emulation

In a realistic V2I scenario, measuring the ROCs at different Tx speeds of a moving vehicle is
a challenging issue for performance evaluation due to the speed instability of the transmitter at
different distances from the receiver, resulting in an unstable and inaccurate measurement of
the detection probabilities. Therefore, the re-authentication performance is evaluated using the
two channels of the ETTUS-USRP X310 device as separate Tx/Rx terminals, with LabView
utilised as a software-defined radio. The evaluation is conducted in a real vehicular wireless
channel by setting a random fixed distance (e.g., 5 meters) between the Tx and Rx antennas,
as shown in Fig. 4.10, and varying the power of the added complex Gaussian noise at the side
of the Rx (i.e., different SNRs). This subsection presents a solution for a realistic Doppler
emulation. By simulating the Doppler components of a moving vehicle at the Tx side, the ROCs
of the re-authentication process are successfully investigated at different speeds for the OFDM
communication system. Fig. 4.11(a) and 4.11(b) show the 3D azimuth and elevation angles
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Figure 4.10: Experimental settings for performance evaluation.

of departure αa,l (t2) ∼U [−π,π) and βa,l (t2) ∼ U [0,π/3) for the lth multipath component of
the jth OFDM symbol at the Tx side. It can be noted from the same figure that the upcoming
α ′a,l (t2 +∆t) and β ′a,l (t2 +∆t) of the ( j+ 1)th symbol depends on the speed of the transmitter
ua and the transmission time ∆t between the jth and ( j+1)th symbols. The distance δ (meter)
driven by the Tx can be obtained as

δ = ua×∆t (4.32)

In urban areas, it is assumed that the direct distance Dl between the transmitter and the
scatterer l with coordinates {Xl,Yl,Zl} is a uniformly distributed random variable within few
meters from the transmitter Dl ∼ U [1,3] since most of the received power at the Rx side is
coming from the multipath components with short distances, referred to as specular components
[118]. In this scenario, the upcoming azimuth angle α ′a,l of the lth multipath component can be
formulated using trigonometric as

α
′
a,l = arctan

(
Dl cos

(
βa,l
)

sin
(
αa,l
)

Dl cos
(
βa,l
)

cos
(
αa,l
)
−δ

)
(4.33)

By dividing the range of the azimuth angle (2π) into a number of rl step angles ∆l(rad) =∣∣∣α ′a,l−αa,l

∣∣∣, as shown in Fig. 4.11(c). In this case, the resolution value rl of the lth scatterer can
be approximated by

rl =

 2π∣∣∣α ′a,l−αa,l

∣∣∣
 (4.34)

so that the azimuth angle of the jth OFDM symbol equals α ′a,l( j) = αa,l +( j− 1)∆l for j =
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Figure 4.11: 3D V2V departure angles of the lth scatterer.

1, . . . ,M. While the elevation angle β ′a,l( j) is approximated using trigonometric by

β
′
a,l( j) =

∣∣∣∣∣∣arctan

sin(βa,l)sin
(

α ′a,l( j)
)

cos
(
βa,l
)

sin
(
αa,l
)
∣∣∣∣∣∣ (4.35)

Then, the Doppler shift at the Tx side can be expressed as

va,l = ua
fc

c
cos
(
α
′
a,l( j)

)
cos
(
β
′
a,l( j)

)
(4.36)

where c is the speed of light. Eventually, the lth Doppler multipath component can be approxi-
mated by

da,l(t) = e j2πva,lt (4.37)

The Doppler emulation steps at the Tx side can be summarised in the algorithmic form as
shown in Algorithm 1. By creating L = 16 Doppler components at the Tx side and convoluting
them with the generated symbols before transmitting through the USRP, see Fig. 4.12, the
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Figure 4.12: OFDM Tx/Rx block diagram.
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(b) PDFs for hypothesis testing of the PHY-FTM. 

Figure 4.13: PDFs for both hypotheses of the re-authentication process at 64 subcarriers, ua =
30 m/s, and SNR = 5 dB.

impact of the transmitter’s speed on the re-authentication performance can be determined.

4.4.3 Hardware implementation results

Experimentally, fc and the sampling rate are set to 5.85 GHz and 1 MHz, respectively. It is vital
to examine the effect of the distance between the Tx and Rx antennas by comparing different
SNRs independently from the Tx speed. Fig. 4.13(a) shows the empirical PDFs of the identity
authentication mechanism for both hypotheses H0,1 in comparison to their theoretical Gaussian
distribution F (x) |H0,1 in (4.29) at SNR = 5 dB, N = 64 subcarriers, and Tx speed ua = 30 m/s.
Based on the results, the theoretical and empirical Gaussian distributions are well-matched, and
both hypotheses are well-separated, allowing for an easy determination of the threshold value τ1.
In the same settings, Fig. 4.13(b) compares the empirical LRT with the SPRT-Rician distribution
of the feature tracking mechanism for the H0 hypothesis.
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Algorithm 1 Doppler Shift Emulation
Require

1 Adjust the speed of the Tx ua ≥ 0 m/s
2 Adjust the transmission time interval ∆t = 16µs
3 Adjust the value of L to 16 multipath components
4 Calculate the horizontal distance δ = ua×∆t
5 for j = 1 : M do
6 for l = 1 : L do
7 Select the Tx azimuth angle αa,l ←U [−π,π)
8 Select the Tx elevation angle βa,l ←U [0,π/3)
9 Select the direct distance Dl ←U [1,3]
10 Calculate the upcoming azimuth angle α ′a,l using (4.33)

11 Calculate the step angle ∆l(rad) =
∣∣∣α ′a,l −αa,l

∣∣∣
12 Get the jth azimuth angle α ′a,l( j) = αa,l +( j−1)∆l

13 Get the jth elevation angle β ′a,l( j) using (4.35)
14 Using α ′a,l( j) and β ′a,l( j) of the jth OFDM symbol
15 Calculate va,l using (4.36)
16 Return the Doppler component da,l using (4.37)
17 end for
18 end for

Fig. 4.13(b) illustrates two important observations: 1) The distribution is Rician due to
the direct line-of-sight path between the Tx and Rx antennas; 2) The variance of the SPRT
distribution is smaller than that of the LRT since the SPRT is considered to be a LRT for a
plurality of M OFDM symbols, indicating better performance than the LRT. In Fig. 4.14(a), the
ROC curves are plotted at SNR = [10, 5, 0, -2] dB, N = 64 subcarriers, and ua = 30 m/s. It can
be seen that the proposed mechanism for identity authentication offers acceptable performance
(Pf a ≤ 0.1) at SNR ≥ 0 dB. In addition, the ROCs are investigated at different Tx speeds ua

= [30, 35, 40, 45, 50] m/s and SNR = 5 dB, as shown in Fig. 4.14(b). In test settings up
to 45 m/s, it is proven that PHY-SIAM exhibits high authentication performance. Further, the
ROCs are identified at N = [64, 128, 256] subcarriers, ua = 30 m/s, and SNR = -2 dB, as shown
in Fig. 4.14(c). As can be seen in the figure, increasing the number of subcarriers results in
enhanced ROC since PDFs follow the central limit theorem. Therefore, the more subcarriers,
the smaller the variance var(v | H0,1) of the Gaussian distribution of v in (4.29), which, in turn,
leads to reduced overlapping between the two hypotheses, thereby improving the authentication
performance.
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(a) ROCs at different SNRs for 𝑢𝑎 = 30 m/s 

and 𝑁 = 64. 

 
  
  
  
  
  
  
  
 
  
  
  
  
 

 

   

    

   

    

   

    

   

    

   

    

   

    

                           
                             

              

              

              

              

              

(b) ROCs at different speeds for SNR = 5 dB 

and 𝑁 = 64. 
 
  
  
  
  
  
  
  
 
  
  
  
  
 

 

   

    

   

    

   

    

   

    

   

    

                           
                             

               

               

              

(c) ROCs at different 𝑁 for 𝑢𝑎 = 30 m/s 

and SNR = -2 dB. 

Figure 4.14: ROCs of the PHY-SIAM at different parameters for a fixed distance (5m) between
the Tx and Rx.

4.5 Summary

This study proposes a novel, efficient, and secure cross-layer authentication scheme that supports
forward and backward secrecy in VANETs. This chapter demonstrates that by using the cryp-
tographic features of the Chebyshev mapping in combination with the physical layer properties,
it is possible to obtain high entropy secret bitstreams, not only applicable for V2V but also for
V2I. With the proposed key extraction technique, the tradeoff relation between BMR and BGR
is optimised for optimal performance in any wireless propagation conditions, moving beyond the
current state-of-the-art in achieving SBGR ≃ 0.85∼ 2.76 bits/packet at SNR of 7∼ 22 dB. By
leveraging the existing PHY-layer authentication techniques, this chapter introduces PHY-SIAM
and PHY-FTM, two PHY-layer re-authentication mechanisms that can be used for identity and
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integrity verification, respectively, mitigating the considerable costs of traditional cryptographic
techniques. Besides theoretical analysis, an efficient Doppler emulator is developed to experi-
mentally investigate the re-authentication performance of a realistic vehicular wireless channel
at different speeds and SNRs of a V2I scenario. Experimental measurements demonstrate the
effectiveness of the re-authentication algorithm in providing high detection at low false alarm
probabilities (Pf a ≤ 0.1) for SNR ≥ 0 dB and Tx speed ≤ 45 m/s. The next chapter examines
the advantages of incorporating RIS technology within the PHY-layer authentication process,
particularly in enhancing the detection probability for NLoS communication scenarios.



Chapter 5

RIS-Assisted Cross-Layer Authentication

Recently, the reconfigurable intelligent surface (RIS) has emerged as a technology that can im-
prove communication quality by adjusting reflection coefficients such as phase, amplitude, fre-
quency, or polarization [155, 157]. The RIS has been employed in various applications, such as
satellite communications [158], physical layer security [159], and IoT networks [160], demon-
strating its versatility and potential for diverse use cases. RISs comprise many passive reflect-
ing units that can be placed at adaptable locations and independently alter the incident signal,
thereby improving signal transmission. The performance of PHY-layer authentication in terms
of detection and false alarm probabilities depends on the SNR value. The higher the SNR,
the higher the detection probability, and vice versa. Considering the significant wireless channel
variations and the instability of vehicular communication links caused by unpredictable obstruc-
tions, the re-authentication performance can be adversely affected, posing a challenge. The RIS
technology can enhance wireless communication systems’ SNR values, resulting in improved
PHY-layer re-authentication performance.

The following summarises the contributions of this chapter which are published in [22],
fulfilling the outlined thesis objectives detailed in Subsection 1.4.3:

1. This chapter extends the work introduced in Chapter 4 by developing a pseudo-identity-
based PHY-layer re-authentication method, following the initial legitimacy detection us-
ing PKI-based authentication. This significantly reduces the communication and com-
putation costs of transmitting and verifying a cryptographic signature for every message
transmission while maintaining the security and privacy requirements of VANETs.

2. For enhanced performance, this chapter demonstrates how the RIS can help improve the
PHY-layer authentication’s detection probability for non-line-of-sight V2I communica-
tion scenarios. Accordingly, the scheme’s performance for RIS-assisted vehicular com-
munication is investigated through theoretical analysis and practical experimentation us-
ing 1-bit RIS with 64×64 reflective elements.

3. In addition, this chapter demonstrates that the proposed scheme satisfies VANETs’ secu-

98
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rity and privacy requirements and resists passive and active attacks. The final analysis
compares the scheme’s computation and communication costs to traditional crypto-based
approaches.

The structure of the remainder of this chapter is as follows. Section 5.1 presents the proposed
scheme. Section 5.2 analyses the scheme’s security and privacy. Section 5.3 evaluates the
scheme’s performance. Finally, Section 5.4 provides concluding remarks.

5.1 RIS-assisted authentication: The proposed scheme

This section describes the system model, discusses the proposed scheme in detail, and explains
how the RIS enhances the scheme’s performance at low SNR values.

5.1.1 System modelling

The system model of the proposed RIS-assisted vehicular communication scheme is depicted in
Fig. 5.1. The considered system model consists of the following entities.

• TA: The TA is a trusted entity for all network terminals, possessing sufficient computa-
tional resources to register and revoke any network terminal. It is also responsible for gen-
erating and distributing the system’s public parameters. In addition, it is the only terminal
capable of revealing vehicles’ real identities in case of misbehaving (such as constructing
an attack or violating traffic laws).

• RSU: The RSU authenticates vehicles within range by verifying their broadcasted mes-
sages. It is also assumed to have a reliable communication link with the RIS’s smart

 
Reconfigurable 

Intelligent Surface 

Roadside  

Unit 
Vehicle’s 

OBU 

Smart 
Controller 

Obstacle 

Figure 5.1: System modelling for the proposed RIS-assisted cross-layer authentication scheme.
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controller, where it can control the phase shift of the RIS elements. The RSU aims to op-
timise the RIS’s configuration to form a directed beam toward the communicating vehicle
in the shadowed areas.

• Vehicle’s OBU: The OBU is a vehicle-mounted wireless communication device with lim-
ited computing capabilities. It can authenticate with nearby RSUs to send and receive
real-time traffic conditions. It is assumed that both RSU and OBU are equipped with a
single antenna.

• RIS: The RIS comprises L reconfigurable passive reflectors and is deployed to provide re-
liable communication links between the RSU and vehicles’ OBUs (see Fig. 5.1). By doing
so, the reflected signal towards the designated vehicle/RSU can be deliberately strength-
ened or impaired. Each RIS has a smart controller that allows the RSU to adjust the phase
shift of the RIS reflecting units by choosing between different configuration patterns.

The notations used in this chapter are summarised in Table 5.1 for ease of understanding.

Table 5.1: List of notations for the proposed RIS-assisted cross-layer authentication scheme

Symbol Definition
PPs The system’s public parameters

β , PKTA The system’s master key and TA’s public key

PKVi , SKVi Vi’s public and private keys, respectively

CertVi Vi’s long-term digital certificate

TR The certificate validation time

T IDVi , PIDVi Vi’s temporary and pseudo identities

PKRk , SKRk Rk’s public and private keys, respectively

CertRk Rk’s long-term digital certificate

T IDRk Rk’s temporary identities

Ski−k The shared key between Vi and Rk

σVi , σRk Vi’s and Rk’s signatures

σPHY
Vi

Vi’s PHY-layer signature

φa, φb The PHY-layer signature’s phase shifts

Ti, Tr signatures’ creating and receiving timestamps

T∆ Timestamps’ expiration period, e.g., [00:00:59]

Pd , Pf a The detection and false alarm probabilities
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5.1.2 The proposed authentication scheme

This section provides a detailed discussion of the proposed scheme. In this work, each ter-
minal has a long-term digital certificate for initial verification and handshaking between two
legitimate parties. For re-authentication and secure message verification between vehicles and
RSUs, PHY-SIAM and PHY-FTM [20] are used as a two-factor re-authentication method for the
OFDM system of N subcarriers. The proposed scheme comprises four phases, i.e., initialisation,
registration, initial authentication, and message signing and verification.

System initialisation phase

The TA follows the following steps to initialise the system’s public parameters.

• The scheme is designed based on the 80-bit security level of the elliptic curve E : y2 = x3+

ax+b mod p. In this context, the 160-bit elliptic curve is adopted, which is parameterised
using the recommended domain settings of “secp160k1” [141], see Table 5.2.

• Based on the generator P, the TA generates a cyclic group G of order q, which consists of
all E’s points as well as the infinity point O .

• The TA chooses the system master key β ∈ Z∗q , then computes its related public parameter
PKTA = β .P.

• The TA selects two hash functions H1 : {0,1}∗→ {0,1}N1 and H2 : {0,1}∗→ {0,1}2N2

for N2 = 3N/4 (i.e., 3/4 of the total number of subcarriers). It also selects the 2-bit Gray
code mapping function M (xi)→ φi that maps xi to φi as follows.

φi = M (xi) =



0 xi = [00]
π

2 xi = [01]

π xi = [11]
3π

2 xi = [10]

,∀i ∈ [1,N2] (5.1)

Table 5.2: The 160-bit EC’s recommended parameters of “secp160k1” in the Hexadecimal form
[141]

Par. Value
a 00000000 00000000 00000000 00000000 00000000
b 00000000 00000000 00000000 00000000 00000007
p FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFAC73
q 01 00000000 00000000 0001B8FA 16DFAB9A CA16B6B3
P 04 3B4C382C E37AA192 A4019E76 3036F4F5 DD4D7EBB

938CF935 318FDCED 6BC28286 531733C3 F03C4FEE
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• Finally, the system’s public parameters PPs can be represented by the tuple ⟨a,b, p,q,P,

PkTA,H1, H2,M ⟩.

Registration phase

The TA registers all terminals before being part of the network by performing the following
steps.

• For vehicle registration, the TA checks the vehicle Vi’s real identity RIDVi , selects at ran-
dom Vi’s secret key SKVi ∈ Z∗q , and calculates its related public parameter PKVi = SKVi.P.
Finally, the TA preloads the tuple ⟨PPs,SKVi,CertVi⟩ onto Vi’s OBU, where Vi’s long-term
digital certificate CertVi = ⟨PKVi,TR,σTA⟩, σTA = Signβ (PKVi∥TR) and TR is the certificate
validation time.

• Each RSU Rk undergoes the same registration process.

• The TA creates a list of revoked vehicles’ and RSUs’ digital certificates known as the
certificate revocation list CRL = {Cert1, ...,Certz}, where z is the total number of revoked
vehicles and RSUs. At last, the TA distributes the CRL among vehicles via RSUs in
different regions.

Initial authentication phase

Consider a scenario where Vi is within the communication range of Rk and wants to initiate
a secure connection. In this case, both terminals, Vi and Rk, exchange certificate-based initial
authentication packets for mutual legitimacy detection and extracting a symmetric shared key
SKi−k. The following steps constitute this phase.

• Vi selects at random a temporary identity T IDVi ∈ {0,1}N1 and sends Rk a request to com-
municate in the form of ⟨T IDVi,T1,CertVi,σVi⟩, where the signature σVi = SignSKVi

(T IDVi∥
T1∥CertVi) and T1 is the attached timestamp.

• Avoiding replay attacks, Rk checks T1’s freshness by testing whether if Tr−T1 ≤ T∆ holds
or not. Then, Rk checks Vi’s legitimacy by determining if CertVi ∈CRL holds or not. After
that, Rk authenticates the received tuple by verifying σVi as Verify (σVi)PKVi

.

• In response to Vi’s request, Rk computes SKi−k = PKVi.SKRk using the Diffie-Hellman key
exchanging protocol and sends the tuple ⟨T IDRk ,T2,CertRk ,σRk⟩ to Vi, where T IDRk is the
Rk’s temporary identity and σRk = SignSKRk

(T IDRk∥T2∥CertRk).

• At last, Vi checks if Tr − T2 ≤ T∆ and CertRk ∈ CRL hold or not, verifies σRk as
Verify (σRk)PKRk

, and computes its own symmetric key SKi−k = SKVi.PKRk .
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Figure 5.2: The top-level description of the initial authentication.

• Each Rk in a coverage area stores a list of communicating vehicles’ temporary identities
and their associated shared key so that listRk = {Tuple1, ...,Tuplen}, where Tuplei =

⟨CertVi,T IDVi,SKi−k⟩ ∀i ∈ [1,n].

Fig. 5.2 shows the top-level description flowchart of the initial authentication phase.

Message signing and verification phase

This phase adopts PHY-SIAM and PHY-FTM proposed in [20] (i.e., Chapter 4) as a two-factor
re-authentication process performed at the physical layer. A PHY-layer signature is used as
a lightweight re-authentication technique based on the symmetric shared key SKi−k and the
message payload. Throughout this part, CNx×Ny , ⊙, ( )∗, and [ ]T refer to a Nx×Ny matrix of
complex elements, element-wise multiplication, conjugate, and transpose, respectively. While
variables in uppercase and Bold represent matrices. The following steps constitute this phase.

• For each specific number Q of message (m) transmissions, Vi selects a random a1 ∈ Z∗q and
calculates its related public parameter A1 = a1.P. Next, Vi computes its pseudo-identity
PIDVi = T IDVi⊕H1(a1.PKRk).

• Then, Vi sends Rk the message in the form of ⟨m, PIDVi,A1,T3,σ
PHY
Vi
⟩, where σPHY

Vi
is the

PHY-layer signature computed in a 2-step process as follows.
- Signature preparation step: Vi computes two OFDM symbols’ phase shifts, Φa = [e jφa,1,
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...,e jφa,N2 ]T ∈CN2×1 and Φb = [e jφb,1 , ...,e jφb,N2 ]T ∈CN2×1, where φa =M (H2({SKi−k}x∥
T3∥A1∥PIDVi∥m)), φb = M (H2({SKi−k}y∥ T3∥A1∥PIDVi∥m)), and {.}x and {.}y repre-
sent the x and y coordinates of the elliptic curve point SKi−k ∈G, respectively.
- Signature generation step: In this step, Vi encapsulates φa and φb onto two subsequent
OFDM symbols of N subcarriers and sends it to Rk at times t and t +∆t so that the trans-
mitted symbols can be represented as

S1 = [s1,1, ...,s1,N2 ]
T = Φa⊙X,

S2 = [s2,1, ...,s2,N2 ]
T = Φb⊙X

(5.2)

where X = [e jψ1, ...,e jψN2 ]T ∈ CN2×1, ψi is a uniformly distributed random variable ψi ∼
U [0,2π), and ∆t is the transmission time interval. Note that the OFDM symbols in (5.2)
are collectively referred to as σPHY

Vi
. Also, the OFDM system is considered as a superpo-

sition of N independently operating narrow-band subsystems.

• Rk receives σPHY
Vi

in (5.2) at times t ′ and t ′+∆t, which can be represented in the frequency-
domain, following the removal of the cyclic-prefix and calculating the fast Fourier trans-
form (FFT), as

R1 = [r1,1, ...,r1,N2 ]
T = (HV R⊙S1)+N,

R2 = [r2,1, ...,r2,N2 ]
T =

(
H′V R⊙S2

)
+N′

(5.3)

where HV R = [|h1,1|e jξ1,1, ..., |h1,N2|e
jξ1,N2 ]T ∈CN2×1, H′V R = [|h′1,1|e

jξ ′1,1, ..., |h′1,N2
|e jξ ′1,N2 ]T

∈ CN2×1, {|h1,i|,ξ1,i} and {|h′1,i|,ξ ′1,i} are the channel amplitude and phase responses of
the ith subcarrier at times t ′ and t ′+∆t, respectively, and {N,N′} are complex additive
Gaussian noises CN(0,σ2

n )
N2×1 with means and variances equal zero and σ2

n , respectively.
Note that HV R is highly correlated with H′V R for ∆t ≤ Tc.

• Rk checks T3’s freshness, computes T IDVi =PIDVi ⊕H1(A1.SKRk) and finds out if T IDVi ∈
listRk holds or no. If yes, Rk uses SKi−k associated with T IDVi and the message pay-
load ⟨m,PIDVi,A1,T3⟩ to compute φ ′a = M (H2({SKi−k}x∥T3∥A1∥PIDVi∥ m)) and φ ′b =

M (H2({SKi−k}y∥T3∥A1∥PIDVi∥m)).

• Then, Rk uses a two-factor authentication process, PHY-SIAM and PHY-FTM, in two
binary hypothesis testing problems for identity and message verification. This process
comprises the following steps.
- Message verification step using PHY-SIAM: In this step, Rk uses the computed φ ′a and
φ ′b to equalise the received PHY-layer signature in (5.3) by computing R′1 = R1⊙Φ′∗a and
R′2 = R2⊙Φ′∗b , where Φ′a = [e jφ ′a,1, ...,e jφ ′a,N2 ]T ∈ CN2×1 and Φ′b = [e jφ ′b,1 , ..., e jφ ′b,N2 ]T ∈
CN2×1. Since ξ1,i and ξ ′1,i are highly correlated within Tc, Rk verifies the received message
by computing C = [c1, ...,cN2]

T = R′1⊙R′∗2 . Then, Rk calculates the circular variance
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c.var(.) of ∠(C) = [∠(c1), ...,∠(cN2)]
T as

v = c.var

(
N2

∑
i=1

arctan
(

Im(ci(t))
Re(ci(t))

))
(5.4)

where c.var is defined as

αi =

(
cos(∠(ci))

sin(∠(ci))

)
, ᾱ =

1
N2

N2

∑
i=1

αi,

v = 1−∥ᾱ∥

(5.5)

where ∥.∥ represents the norm function. Avoiding impersonation and modification attacks,
Rk verifies σPHY

Vi
in a hypothesis-testing problem given by

H0

v ≶ τ1

H1

, for

H0 : Φ′a = Φa & Φ′b = Φb

H1 : Φ′a ̸= Φa & Φ′b ̸= Φb

(5.6)

where τ1 is the threshold value and H0 and H1 are the hypotheses that state whether the
received message has been successfully authenticated or unauthenticated, respectively.
- Message verification step using PHY-FTM: Based on the OFDM symbols structure of
order M symbols in Fig. 5.3, Rk measures the correlation coefficient between the channel
observation vector H̄ j estimated from the reference symbols of the jth OFDM symbol
and that H̄ j+1 of the ( j+1)th OFDM symbol, starting from σPHY

Vi
at j = {1,2} to the Mth

symbol. Hence, if H̄ j is highly correlated with H̄ j+1, this means that these symbols are sent
from the same transmitter. Otherwise, the received message is discarded. Hence, message
verification can be described as a hypothesis-testing process based on the normalised LRT,
which is given by
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Figure 5.3: OFDM symbols’ structure for 64 subcarriers.



CHAPTER 5. RIS-ASSISTED CROSS-LAYER AUTHENTICATION 106

ΛLRT =
nτ2

∥∥H̄ j− H̄ j−1
∥∥2∥∥H̄ j−1

∥∥2 ∀ j ∈ [2,M],

H1

ΛLRT ≶ τ2

H0

(5.7)

where τ2 ∈ [0,1] is the threshold value and nτ2 is the normalisation coefficient. The de-
cision rule can be made based on the SPRT that sums the LRTs between the jth and the
( j− 1)th OFDM symbols ∀ j ∈ [2,M]. The SPRT-based hypothesis-testing problem can
be expressed as

Λ j =
nτ2

∥∥H̄M− j+1− H̄M− j
∥∥2∥∥H̄M− j

∥∥2 ∀ j ∈ [1,M−1],

ΛSPRT = nτ3

M

∑
j=2

Λ j,

H1

ΛSPRT ≶ τ3

H0

(5.8)

where τ3 ∈ [0,1] is the threshold value and nτ3 is the normalisation coefficient.

• Finally, Rk accepts or discards the received message from Vi based on the decision rule of
both PHY-SIAM and PHY-FTM hypothesis problems. Accepted messages are those that
are identified by both problems as being H0. Otherwise, the message will be discarded.

Fig. 5.4 shows the top-level description flowchart of the message authentication and integrity
verification phase.

5.1.3 RIS-assisted PHY-layer authentication

One of the challenging issues of PHY-layer authentication is that the detection probability Pd

primarily depends on the received signal’s SNR value, whereas Pd defines the probability of
authenticating legitimate users as authorised terminals. A higher SNR value indicates a higher
Pd for an acceptable false alarm probability Pf a, and vice versa, where Pf a defines the proba-
bility of authenticating legitimate users as unauthorised terminals. This makes the PHY-layer
authentication impractical in long-range and NLoS vehicular communications. In this challeng-
ing scenario, RIS can enhance the power of the received signal at the receiver for the NLoS
communication, see Fig. 5.1. As a result, the proposed scheme can effectively authenticate
the received messages from the vehicles in the shadowing areas. Thus, the received signals in
(5.3) for the ith subcarrier is the superposition of L multipath components coming from L RIS’s



CHAPTER 5. RIS-ASSISTED CROSS-LAYER AUTHENTICATION 107

 
 

Operation made by 𝑉𝑖  
Operation made by 𝑅𝑘 

 
Message Signing and Verification Phase 

 

Verifies 𝜎𝑉𝑖
𝑃𝐻𝑌 as 

 𝑣

𝐻0

≶
𝐻1

𝜏1 

Verifies message  
integrity as 

Λ𝐿𝑅𝑇

𝐻1

≶
𝐻0

𝜏2 

No 

Yes 

Message 
Accepted 

Message 
Discarded 

PHY-FTM PHY-SIAM 

- Checks 𝑇3’s freshness, computes  
𝑇𝐼𝐷𝑉𝑖

= 𝑃𝐼𝐷𝑉𝑖
⨁𝐻1(𝐴1.𝑆𝐾𝑅𝑘

), 

and finds out if 𝑇𝐼𝐷𝑉𝑖
∈ 𝑙𝑖𝑠𝑡𝑅𝑘. 

- Computes 𝜙𝑎
′  and 𝜙𝑏

′  using 
𝑆𝐾𝑖−𝑘 and the message payload. 

- Selects 𝑎1 ∈ 𝑍𝑞
∗ and computes 

𝐴1 = 𝑎1. 𝑃.  
- Computes 𝑉i’s pseudo-identity 

𝑃𝐼𝐷𝑉𝑖
= 𝑇𝐼𝐷𝑉i

⨁𝐻1(𝑎1.𝑃𝐾𝑅𝑘) 

- Calculates the PHY-layer signa-
ture 𝜎𝑉𝑖

𝑃𝐻𝑌 and sends the message 

𝑚 to 𝑅𝑘 in the form of  

ൻ𝑚,𝑃𝐼𝐷𝑉𝑖, 𝐴1, 𝑇3, 𝜎𝑉𝑖
𝑃𝐻𝑌ൿ 

Start 

∧ 
Yes/No Yes/No 

Figure 5.4: The top-level description of the message authentication and integrity verification
phase.

reflective elements and can be reformulated as

r1,i = (HV I⊙HIR) ωθ s1,i +ni,

r2,i = (H′V I⊙H′IR) ωθ s2,i +n′i
∀i ∈ [1,N2] (5.9)

where HV I = [|h2,1|e jξ2,1, ..., |h2,L|e jξ2,L ] ∈ C1×L, HIR = [|h3,1|e jξ3,1, ..., |h3,L|e jξ3,L ] ∈ C1×L, and
ωθ = [e jω1θ1 , ...,e jωLθL ]T ∈ CL×1. HV I and HIR represents the channel responses from Vi to
RIS and from RIS to Rk, respectively. While ωθ defines the phase shift matrix related to the
L reflective elements of the RIS, where θl and ωl defines the lth reflective element phase shift
value and state, respectively ∀l ∈ [1,L], for example, θl = π and ωl ∈ {0,1} for a 1-bit RIS.
Note that {HV I,HIR} is highly correlated with {H′V I,H′IR} within Tc. The RSU in each region
optimises the RIS configuration ωθ to maximise the power of the received signals at the side
of the intended user. Hence, improving the ROC of the two-factor re-authentication process at
poor SNRs.
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5.2 Security and privacy analyses

This section presents the proposed scheme security and privacy analyses.

5.2.1 Security and privacy informal analysis

1. Message authentication: The proposed scheme offers legitimacy detection and ensures
message integrity for the following reasons:

• For legitimacy detection, the recipient Vi/Rk verifies the sender’s legitimacy Rk/Vi by
checking if CertVi/Rk

∈CRL, where σTA ∈CertVi/Rk
is signed using β ∈ Z∗q and veri-

fied by the recipient using PKTA ∈PPs, which is infeasible to be forged under the dif-
ficulty of solving the ECDLP. In addition, the transmitted tuple ⟨T IDVi/Rk

,T1,CertVi/Rk
,

σVi/Rk
⟩ is verified for its integrity using the signature σVi/Rk

that is signed using
Vi/Rk’s secret key SkVi/Rk

and verified by the recipient using PkVi/Rk
∈CertVi/Rk

.

• For message authentication at subsequent transmission slots, the tuple ⟨m,PIDVi,A1,

T3,σ
PHY
Vi
⟩ is verified by Rk for its integrity in a two-factor authentication process,

PHY-SIAM and PHY-FTM, that’s infeasible to be forged for the following reasons:
A) The phase shifts, Φa and Φb, in (5.2) are computed based on the shared key
SKi−k ∈G and masked by X = {e jψ1, ...,e jψN2}, where ψi is a uniformly distributed
random variable ∼U [0,2π), which makes it infeasible for an adversary to differen-
tiate between Φa and Φb and X. B) The high correlation coefficient between subse-
quent channel observation vectors {H̄ j−1, H̄ j} in (5.7) ∀ j ∈ [2,M] or {H̄ j, H̄ j+1} in
(5.8) ∀ j ∈ [1,M−1] helps in detecting modification attempts in the message payload.

2. Privacy preservation: In the proposed scheme, vehicles communicate using their tempo-
rary identities T IDVi at the first transmission slot, while pseudo identities PIDVi are used
at subsequent transmissions. This preserves users’ real identities RIDVi from exposure
as no network terminals possess RIDVi or even the link between RIDVi and its associated
long-term digital certificates CertVi except for the TA. Only the TA is authorised to expose
RIDVi in cases of misbehaviour (for example, when the vehicle constructs an attack or
when a driver drives an unregistered vehicle).

3. Unlinkability: For each Q number of message transmissions per session, Vi uses a different
pseudo-identity PIDVi = T IDVi⊕H1(a1.PKRk), where a1 ∈ Z∗q is dynamically updated for
each session. Hence, no parameter is used twice per session, thereby avoiding location-
tracking attacks.

4. Traceability and revocation: Each RSU in a specific area can report misbehaving vehicles
to the TA by sending its associated digital certificate CertVi . The TA, in turn, reveals its
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associated real identity, appends CertVi to the CRL, and distributes the updated CRL among
vehicles via RSUs.

5. Resistance to passive and active attacks: This part discusses the scheme’s resistance
against typical adversarial attacks. By considering an adversary, Eve acts as a passive
attacker and listens to the communicating terminals’ broadcasted messages to deduce any
useful information about the symmetric key Ski−k. In this scenario, Eve attempts to de-
duce the shared key either during the initial authentication phase (case 1) or during the
message signing and verification phase (case 2). In case 1, Ski−k is calculated using the
Diffie-Hellman key exchanging protocol. This makes it difficult for Eve to compute Ski−k

due to the difficulty of solving the ECDLP. In case 2, Eve has difficulty deducing the value
of Ski−k from the PHY-layer signature σPHY

Vi
due to the following: 1) The signature gen-

eration step is dependent on the dynamically updated parameters ⟨Ti,Ai,PIDVi,m⟩, which
results in different outputs, Φa and Φb, under the same shared key Ski−k. In addition, The
received σPHY

Vi
in (5.3) is dependent on the spatially and temporally varying channel phase

responses ξi and ξ ′i that masks φa,i and φb,i, respectively. 2) For y = H2(x), it is difficult
for Eve to determine the input variable x from the hashed variable y : {0,1}N2 . In this
scenario, Eve is considered an active attacker capable of constructing the following types
of attacks:

• Modification resistance: In this attack, Eve tries to modify the message payload ei-
ther during the initial authentication phase (case 1) or during the message signing and
verification phase (case 2). In case 1, the recipient Rk/Vi verifies the received tuple
⟨T IDVi/Rk

,Ti,CertVi/Rk
,σVi/Rk

⟩ for its integrity based on the attached signature σVi/Rk
.

For this attack to be successful, Eve must modify the message contents and forge a
valid signature, which is computationally intractable due to the difficulty of solving
the ECDLP. In case 2, Eve must modify the message contents ⟨m,PIDVi,Ai,Ti⟩ and
forge a valid signature σPHY

Vi
. Without any knowledge of the shared key Ski−k, Eve

is unable to correctly estimate the values of Φa and Φb needed to generate a valid
signature. Accordingly, this type of attack can be easily detected.

• Impersonation resistance: In this attack, Eve tries to impersonate the communicating
vehicle Vi during the initial authentication phase. For this attack to be successful, Eve
must generate a valid signature σVi using the Vi’s secret key SkVi , which cannot be
forged due to the difficulty of solving the ECDLP. Accordingly, it is hard to compute
a valid shared key Ski−k used for generating σPHY

Vi
during the message signing and

verification phase. Hence, the proposed scheme is resistant to this type of attack.

• Replay resistance: In this attack, Eve repeats the transmission of a previously cap-
tured message either during the initial authentication phase (case 1) or during the
message signing and verification phase (case 2). In both cases, each transmission
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is accompanied by a fresh timestamp Ti that helps the recipient detect this type of
attack by testing whether Tr−Ti≤ T∆ holds. Hence, the proposed scheme is resistant
to replay attacks.

5.2.2 Security proof using BAN-logic formal analysis

The Burrows–Abadi–Needham (BAN) security proof is a formal methodology that offers a
rigorous approach to evaluate the security of authentication protocols. The BAN approach is
grounded in a formal model of authentication protocols and employs inference rules to anal-
yse the knowledge and beliefs of principals involved in the protocol. Due to its effectiveness,
the BAN methodology has been extensively adopted for analysing and verifying the security of
authentication protocols in diverse settings such as computer networks, web communications,
smart cards, and mobile devices. This study employs the BAN-logic analysis to scrutinise the
security of the proposed method against various types of attacks, such as replay, man-in-the-
middle, and impersonation attacks.

1. Notations: In BAN-logic, security properties are expressed and argued using the following
symbols.

• A |≡ X : A believes that the proposition of X is true.

• A ◁X : A sees X denotes that principal A has received a message that includes the
value X .

• A |∼ X : X has been transmitted to A at some point, and A has subsequently believed
the proposition X .

• A |=⇒ X : A has control over the value X and has the authority or jurisdiction to
manipulate or modify it.

• A k←→ B: A and B share a secret key k, which they use to securely communicate with
each other.

• A k−→ B: k denotes the public key attributed to A.

• {X}k: The shared key k is used to encrypt X .

• #(X): It represents a fresh message X .

2. Rules: A set of deductive rules are used to analyse initial beliefs and protocol messages
exchanged between participants and make inferences about the security properties of the
protocol. These rules are listed and defined in Table 7.4.

3. Goals: The primary objective of BAN-logic is to demonstrate the validity of the proposed
scheme by accomplishing the following set of goals.

• Goal 1: Rk |≡ (Rk
Ski−k←→Vi).
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• Goal 2: Rk |≡ (Vi |≡M1).

• Goal 3: Vi |≡ (Vi
Ski−k←→ Rk).

• Goal 4: Vi |≡ (Rk |≡M2).

• Goal 5: Rk |≡ (M3).

4. Idealised forms: The following points formulate the idealised messages for the proposed
method.

• M1: Vi→ Rk: {T IDVi,T1,CertVi}SKVi
, where CertVi = {PKVi,TR}β .

• M2: Rk→Vi: {T IDRk ,T2,CertRk}SKRk
, where CertRk = {PKRk ,TR}β .

• M3: Vi→ Rk: {m,PIDVi,A1,T3,σ
PHY
Vi
}, where σPHY

Vi
= {m,PIDVi,A1,T3}Ski−k .

5. Assumptions: The fundamental assumptions underlying the BAN-logic security proof are
as follows.

• A1: Rk |≡ #(T1).

• A2: Vi |≡ #(T2).

• A3: Rk |≡ #(T3).

• A4: Rk |≡ (TA
KTA−→ Rk).

• A5: Vi |≡ (TA
KTA−→Vi).

• A6:
Rk|≡(TA

PKTA−→ Rk),Rk◁{PkVi ,TR}β

Rk|≡(Vi
PkVi−→Rk)

.

• A7:
Vi|≡(TA

PKTA−→Vi),Vi◁{PkRk ,TR}β

Vi|≡(Rk

PkRk−→Vi)

.

• A8: Rk| ≡ (Vi =⇒M3).

6. Implementation: The security proof of the proposed protocol is presented as follows.

• Step 1: Upon receipt of message M1 from Vi, Rk applies A4 and CertVi ∈ M1 to

A6, resulting in the following outcome: O1 : Rk |≡ (Vi
PkVi−→ Rk). Accordingly, Rk

computes SKi−k = PKVi.SKRk and have O2 : Rk |≡ (Rk
SKi−k←→Vi), achieving Goal 1.

• Step 2: By applying O1 and M1 to R2 from Table 7.4, the outcome is O3 : Rk |≡ (Vi |∼
M1). Next, applying A1 and M2 to R5 from Table 7.4 yields O4 : Rk |≡ #(M1). Ac-
cordingly, applying O4 and O3 to R3 from Table 7.4 yields Rk |≡ (Vi |≡M1), achiev-
ing Goal 2.

• Step 3: Upon receipt of message M2 from Rk, Vi applies A5 and CertRk ∈M2 to A7,

resulting in the following outcome: O5 : Vi |≡ (Rk
PkRk−→Vi). Accordingly, Vi computes

SKi−k = SKVi.PKRk and have O6 : Vi |≡ (Vi
SKi−k←→ Rk), achieving Goal 3.
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• Step 4: By applying O5 and M2 to R2 from Table 7.4, the outcome is O7 : Vi |≡ (Rk |∼
M2). Next, applying A2 and M2 to R5 from Table 7.4 yields O8 :Vi |≡ #(M2). Accord-
ingly, applying O8 and O7 to R3 from Table 7.4 yields Vi |≡ (Rk |≡M2), achieving
Goal 4.

• Step 5: Upon receipt of message M3 from Vi, Rk applies O2 and σPHY
Vi
∈ M3 to R1

from Table 7.4 to get O9 : Rk |≡ (Vi |∼M3). Next, applying A3 and M3 to R5 from
Table 7.4 yields O10 : Rk |≡ #(M3). Then, applying O10 and O9 to R3 from Table
7.4 yields O11 : Rk |≡ (Vi |≡M3). Finally, applying A8 and O11 to R4 from Table 7.4
yields O12 : Rk |≡ (M3), achieving Goal 5.

5.3 Performance evaluation

This section analyses the theoretical and practical aspects of RIS-assisted PHY-layer authenti-
cation performance, followed by detailed computation and communication comparisons.

5.3.1 Theoretical analysis of the PHY-layer authentication

In order to evaluate the ROCs of the proposed method, it is crucial to evaluate the PDF for the
phase estimate (Θ) of C =R′1⊙R′∗2 , where R′1 and R′2 denote the equalised received PHY-layer
signature, given by the element-wise multiplication of R1 in (5.3) and Φ

′∗
a , and R2 in (5.3) and

Φ
′∗
b , respectively. In the case of {Φa,Φb} at the transmitting side Vi are equivalent to {Φ′a,Φ′b}

at the receiving side Rk, the phase distribution of C for varying SNR values can be formulated
according to [20] as follows.

P(Θ | Γ) = 1
2π

e−Γ +
1√
π
(
√

ΓcosΘ) · e−Γsin2
Θ[1−Q(

√
2ΓcosΘ)] (5.10)

where

Γ =
|hi|2 ·ES

2

σ2
n

,

Q(x) =
1√
2π

∫
∞

x
e−t2/2dt

(5.11)

where ES is the symbol energy. Fig. 5.5 presents P(Θ | Γ) for different SNR values (i.e., Γ ∈
[0,25] dB). As indicated in (5.4), the circular variance of ∠(C) with a specific order of N2 is
denoted as v, and this quantity satisfies the CLT. Therefore, v’s distribution F (x) follows a
normal distribution with a mean (µH0) equal to the variance of P(Θ) for a given Γ value and a
variance equal to σ2

H0
. Thus, the following formulation can express v’s CDF for both hypotheses.

φ
(
x | µHi,σ

2
Hi

)
=

1
2

1+ erf

x−µHi√
2σ2

Hi

 ,∀i ∈ {0,1} (5.12)
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Figure 5.5: P(Θ | Γ) in (5.10) at different given Γ ∈ [0,25] dB.

In this context, Pd is defined as φ(x | µH0,σ
2
H0
)
∣∣∣
x=τ1

, and Pf a is defined as φ(x | µH1 ,σ
2
H1
)
∣∣
x=τ1

for a threshold value τ1 of the hypothesis testing problem in (5.6). As illustrated in (5.11), the
channel fading coefficient, represented by |hi|, is a critical factor in determining the value of Γ

while maintaining a constant value of Es and noise variance σ2
n . Generally, the received signal at

the recipient side comprises various multipath components originating from distinct scatterers.
Nonetheless, this study considers only the RIS path connecting the communicating terminals,
as the impact of the remaining scatterers is consistent regardless of whether the RIS is switched
ON or OFF. The channel components of the ith subcarrier in both scenarios, considering the
RIS turned ON and OFF, have been expressed in (5.3) and (5.9), respectively. Accordingly, the
presence of the RIS can improve the SNR towards the communicating vehicle by configuring
the reflective elements in a way that constructively interferes in a specific direction. This can
be achieved by controlling the RIS electromagnetic behaviour by optimising ωθ in (5.9) to
maximise the Γ value in (5.11). By doing so, the system’s performance at a certain SNR value,
denoted as Γ = X dB, without the RIS can be equal to its performance at a lower SNR value,
Γ = X−∆X dB, with the RIS. A higher Γ value signifies a decrease in the overlapping between
the distributions of both hypotheses, F (x)|H0 and F (x)|H1 , due to a lower value of µH0 for
F (x)|H0 relative to µH1 for F (x)|H1 . This improvement enhances the detection performance
while maintaining an acceptable false alarm probability (a1). Hence, the optimisation of the
system’s threshold value (τ1 in (5.6)) can be computed by utilising the following formula [20].

τ1 = argmax
τ ′1

erf

τ ′1−µH1√
2σ2

H1

≤ 2a1−1 (5.13)

5.3.2 Practical experimentation of the RIS-assisted method

In order to demonstrate the practicality of the proposed RIS-assisted PHY-layer authentication
method, the hardware implementation is conducted using a 1-bit RIS consisting of 4096 reflec-
tive elements arranged in a two-dimensional 64× 64 grid, along with a USRP equipped with
two channels (denoted as Ch0 and Ch1) that functioned as the transmitter (Tx) and receiver (Rx),
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representing Rk and Vi, respectively. The antennas used for Tx and Rx are of the two-horn type,
with the Tx antenna beam adjusted perpendicular to the RIS reflecting surface and located 3 me-
ters away from the centre. On the other hand, the Rx antenna was situated 9 meters away from
the RIS, with an NLoS path between it and the Tx antenna, and its beam set at a 45-degree angle
from the line connecting the Tx antenna to the RIS. Different views of the experimental setup
are presented in Fig. 5.6 while Table 5.3 shows the experimental settings.

The carrier frequency is set to 3.75 GHz for 5G-V2I communication. The gains Tx and Rx

are set to 20 dB and 5 dB, respectively. The sampling rates for both channels are set to 200 KHz.
A range of OFDM systems with different numbers of subcarriers, including 64, 128, and 256,
and CP lengths of 16, 32, and 64, are implemented. The optimal configuration associated with
the location of the receiving antenna is determined by utilizing the Hadamard codebook. The
Hadamard codebook comprises a number of Hadamard matrices that provide a set of binary
and orthogonal phase shift states (ωl,∀l ∈ [1,L]) that can be used to modify the reflection of in-
coming electromagnetic waves in a desired direction or with a preferred phase shift by applying
these values to the reflective elements. Accordingly, the proposed re-authentication method is
implemented by transmitting two consecutive OFDM symbols with the same structure presented
in Fig. 5.3, representing the PHY-layer signature σPHY

Vi
.

Fig. 5.7 shows the received OFDM symbol in the frequency domain following the removal of
the CP and applying the FFT. This figure presents the received power in dB for each subcarrier
when the RIS is ON and OFF. It can be seen that the power of the subcarriers carrying data has
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Figure 5.6: Experiment setup of the RIS-assisted method.
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Table 5.3: Experimental settings

Par. Value Description
Fc 3.75 GHz Carrier frequency
Tx (Gain) 20 dB The transmitter gain
Rx (Gain) 5 dB The receiver gain
N 64, 128, 256 Number of subcarriers
CP length 16, 32, 64 The cyclic prefix length
SR 200 KHz The sampling rate for the Tx and Rx
Antennas types Horn Tx and Rx antennas types
Tx↔ RIS 3 meters The distance between the Tx and RIS
RIS↔ Rx 9 meters The distance between the RIS and Rx

 
  
  
  
  
  
  
  
  
  
 
 

   

   

   

   

   

   

   

   

   

   

   

   

   

                   
                            

                          

                          

Figure 5.7: The received symbol’s power for each subcarrier at N = 256 subcarriers.

increased by approximately 2 dB with the activation of the RIS. This improvement is significant,
especially for NLoS scenarios. Fig. 5.8 shows the PDF for hypothesis H0 when the RIS is ON
and OFF and for hypothesis H1 for N = 64 subcarriers and SNR = 5 dB. The figure demonstrates
that the activation of the RIS results in a reduction of the mean value for PDF|H0 compared to
when the RIS is off. This reduction leads to a decrease in the overlap between PDF|H0 and
PDF|H1 , providing superior ROC curves under low SNR conditions.

Fig. 5.9 illustrates the ROC curve for varying SNR values SNR ∈ {0,−3,−6} dB, N = 64
subcarriers, and with and without the use of the RIS. The figure demonstrates that decreasing
the SNR value reduces Pd for a given Pf a. This result arises from the increasing overlap between
both hypotheses as the SNR decreases. Furthermore, the figure indicates that activating the RIS
leads to improved ROC curves. For example, when the RIS is off, the Pd is approximately 0.92,
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Figure 5.8: Distributions of both hypotheses H0,1 with and without the RIS for N = 64 subcar-
riers and SNR = 5 dB.

 

 
  
  
  
  
  
  
  
 
  
  
  
  
 

 

   

    

    

    

    

                           
              

      

       

ሺ 𝑃
𝐷
ሻ  

ሺ𝑃𝐹𝐴ሻ 

(a) ROC with/without RIS at SNR = 0 dB (b) ROC with/without RIS at SNR = -3 dB 
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(c) ROC with/without RIS at SNR = -6 dB 
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Figure 5.9: The ROCs with and without the RIS at different SNRs and N = 64 subcarriers.

as shown in Fig. 5.9(b). However, with the RIS enabled, the Pd increases to approximately
0.99 for Pf a ∼ 0.2, thereby demonstrating the ability of the RIS to enhance the authentication
performance.

Additionally, the ROC for different numbers of subcarriers N = {64,128,256} is evaluated
for a fixed SNR value of −6 dB, as presented in Fig. 5.10. Since v in (5.4) represents the circu-
lar variance of a specific number of N2 =

3N
4 values, it follows the CLT. Hence, increasing the

number of subcarriers results in an increase in N2, which reduces the variance of F (x)|H0 and
minimises the overlap with F (x)|H1 , thereby improving the authentication performance. The
enhanced ROC curves obtained in Fig. 5.10 affirm the effectiveness of increasing the number of
subcarriers. The increase in the number of subcarriers (N) directly correlates with the elevation
of the value of N2. As v in (5.4) relies on the circular variance derived from a finite set of N2 sam-
ples, it adheres to the CLT. Consequently, as the count of N2 increases, it reduces the variance
within its Gaussian distribution for H0, thereby minimising its overlap with the distribution for
H1. This, in turn, enhances the ROC. Moreover, activating the RIS leads to an increase in the Pd



CHAPTER 5. RIS-ASSISTED CROSS-LAYER AUTHENTICATION 117

 

(a) ROC with/without RIS at 𝑁 = 64  
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(b) ROC with/without RIS at 𝑁 = 128 

 
  
  
  
  
  
  
  
 
  
  
  
  
 

 

   

   

   

   

   

   

   

   

   

                           
              

      

       

ሺ 𝑃
𝐷
ሻ  

ሺ𝑃𝐹𝐴ሻ 

(c) ROC with/without RIS at 𝑁 = 256 
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Figure 5.10: The ROCs with and without the RIS at different numbers of subcarriers and SNR
=−6 dB.

for a given Pf a. As shown in Fig. 5.10(b), when the RIS is off, the Pd is roughly 0.82. However,
with the RIS enabled, the Pd increases to approximately 0.96 for Pf a ∼ 0.2, thus demonstrating
the beneficial impact of the RIS in enhancing authentication performance.

5.3.3 Comparison of computation and communication costs

This subsection presents the computation and communication analyses of the proposed method
and shows that it outperforms traditional approaches.

Comparison of computation cost

This part provides a detailed analysis of the computation comparison. Table 5.4 provides a
summary of the running time for various crypto-based operations measured in [156] using the
MIRACL cryptographic library [126] and a device equipped with an Intel Core I7−6700 pro-
cessor. In Table 5.4, the notations {T BP

sm ,T BP
pa } and {T ECC

sm ,T ECC
pa } denote the computational time

for the BP-based and ECC-based scale multiplication and point addition, respectively. Further-
more, the computational time for the mapping operation TM and the circular variance operation
in (5.5), denoted as Tc.var, is evaluated. The latter is insignificant compared to the values pre-
sented in Table 5.4. Consequently, these results have been incorporated to accurately quantify

Table 5.4: The time required for various crypto operations

Symbol The operation definition Run time
T BP

sm BP-based scale multiplication in G1 0.6940

T BP
pa BP-based point addition in G1 0.0018

T ECC
sm ECC-based scale multiplication in G 0.3218

T ECC
pa ECC-based point addition in G 0.0024

Th One way hashing operation 0.0010
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Table 5.5: Computation and communication comparisons

Schemes
Computation cost (msec) Communication

Signature generation Signature verification of n messages cost (bytes)
Cui et al. [54] 3T ECC

sm +3Th (n+2)T ECC
sm +(n−1)T ECC

pa +(2n)Th 124n

Wang et al. [61] 2T BP
sm +2T BP

pa +Th (3n+2)T BP
sm +(2n)T BP

pa +(n)Th 300n

Li et al. [60] 3T BP
sm +2T BP

pa +Th (3n+2)T BP
sm +(3n)T BP

pa +(n)Th 408n

Proposed 2T ECC
sm + ⌈ n

Q ⌉(2T ECC
sm +Th)+n(Th +TM ) 2T ECC

sm + ⌈ n
Q ⌉(T

ECC
sm +Th)+n(Th +TM +Tc.var) 148+112n

the total computation cost of the proposed method and ensure a fair comparison, as listed in
Table 5.5.

In the proposed scheme, the EC signature generation process incurs a cost of approximately
1T ECC

sm , while the verification process costs 2T ECC
sm . Based on this, the computation cost of

transmitting n messages from a single vehicle using the proposed method can be expressed as
[2T ECC

sm + ⌈ n
Q⌉(2T ECC

sm +Th)+n(Th +TM )]. The first term accounts for the signature generation
and the secret key agreement, the second term accounts for the dynamically updating pseudo-
identity after every Q transmitted messages, and the third term accounts for generating σPHY

Vi
.

On the other hand, the verification time can be expressed as [2T ECC
sm +⌈ n

Q⌉(T
ECC

sm +Th)+n(Th+

TM +Tc.var)]. The first term corresponds to the initial signature verification, and the second and
third terms verify the pseudo-identity for every Q transmitted message and σPHY

Vi
, respectively.

Thus, the total computation cost can be expressed as (0.6436+0.3228⌈n
q⌉+0.001n) msec.

In Cui et al. [54], the computation cost for verifying n received messages is [(n+2)T ECC
sm +

(n−1)T ECC
pa +(2n)Th] = (0.6412+0.3262n) msec, while for Wang et al. [61] and Li et al. [60],

this value is [(3n+ 2)T BP
sm +(2n)T BP

pa +(n)Th] = (1.388+ 2.0866n) msec and [(3n+ 2)T BP
sm +

(3n)T BP
pa + (n)Th] = (1.388+ 2.0884n) msec, respectively. To illustrate the comparison, Fig.

5.11 displays the computation cost required to verify 1000 received messages from a single user.
The proposed scheme exhibits the lowest computation cost compared to its best competitors.

Comparison of communication cost

This part provides a detailed comparison of communication costs. For the 80-bit security level
of the proposed scheme, the elliptic curve group is denoted as G, where |G| = 40 bytes and
Z∗q = 20 bytes. For the same security level, the bilinear pairing is denoted as Ē : G1×G1→GT ,
where P̄ is the generator of the elliptic curve Ē : y2 = x3 + x mod p̄, with |G1|= 128 bytes and
Z∗q̄ = 20 bytes. Moreover, the size of hashed values using the SHA-1 hashing operation is 20
bytes, and the timestamp has a size of 4 bytes.

In the proposed scheme, the communication cost of transmitting n messages is determined
by the size of the tuple ⟨T IDVi,T1,(PKVi,TR,σTA),σVi⟩ during the first transmission slot, as
well as the size of the tuple

〈
PIDVi,A1,T3,σ

PHY
Vi

〉
for n subsequent transmissions. Specif-

ically, {PKVi,A1} ∈ G, and the length of T IDVi and PIDVi is 20 bytes each. The sizes of
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Figure 5.11: The computation cost of verifying 1000 messages at Q = 100.

 

 
  

 
  
  
  
  
  
 
  
  
  
  
 

   

 

   

   

   

   

                   
                 

    

    

    

    

Figure 5.12: The communication cost of sending 1000 messages.

σTA and σVi are 40 bytes each, while the lengths of TR, T1, and T3 are 4 bytes each. The
size of σPHY

Vi
is 48 bytes. Therefore, the total communication cost for transmitting n mes-

sages is [(20 + 2× 4 + 3× 40) + (20 + 40 + 4 + 48)n] = (148 + 112n) bytes. In Cui et al.
[54], the signature is represented by the tuple ⟨PID1

j ,PID2
j ,δ j,D j,Tj⟩, where {PID1

j ,D j} ∈
G, {PID2

j ,δ j} ∈ Z∗q , and Tj denotes the timestamp. Thus, the total size of the signature is
(2×40+2×20+4) = 124 bytes. In Wang et al. [61], the signature is represented by the tuple
⟨Rui,T

′
ui
,ρui,PKTA, ti⟩, where {Rui,T

′
ui
} ∈G1, {ρui,PKTA} ∈ Z∗q̄ , and ti represents the timestamp.

Thus, the total size of the signature is (2× 128+ 2× 20+ 4) = 300 bytes. Similarly, Li et
al. [60] represent a signature as ⟨Rui,K

′
ui
,KG′ui

,ρui, ti⟩, where {Rui,K
′
ui
,KG′ui

} ∈ G1, ρui ∈ Z∗q̄ ,
and ti denotes the timestamp. The total size of this signature is (3×128+20+4) = 408 bytes.
Fig. 5.12 shows the communication cost required for transmitting 1000 messages received from
a single user. The figure reveals that the proposed scheme exhibits the lowest communication
cost compared to its best rivals.
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5.4 Summary

This chapter proposes an authentication scheme that utilises the RIS to enhance the detection
probability of the PHY-layer authentication in NLoS conditions while still adhering to the secu-
rity and privacy requirements of VANETs. The theoretical and experimental results demonstrate
the effectiveness of the RIS in improving authentication performance. Informal and formal
(BAN-logic) analyses are conducted to verify the scheme’s security resistance against typical
attacks. Additionally, computation and communication comparisons are conducted to demon-
strate that the proposed method effectively reduces the overheads, resulting in a computation
cost savings of over 98% compared to existing methods in [54,60,61], and communication cost
savings of approximately 10%, 62%, and 72% compared to [54], [61], and [60], respectively.
The next chapter examines the advantages of integrating RIS technology into the PHY-layer
secret key extraction process, with a particular focus on enhancing the key generation rate for
NLoS communication scenarios, while also strengthening the system’s ability to resist DoS at-
tacks.



Chapter 6

RIS Enabled Secret Key Generation

In recent years, some researchers have applied RISs to the physical layer security of wireless
communications with the goal of improving the secrecy data rate under the wiretap channel,
a concept referred to as keyless information theory security [161]. The application of RISs to
phase-based key extraction mechanisms has not yet been explored. The effective extraction of
keys with the aid of the RIS and the utilisation of channel phase responses to generate shared
keys remains an open issue in the field of physical layer security. Given the ability of RISs to
configure the wireless channel in real-time through passive reflection, they have the potential to
improve secret key capacity significantly. Furthermore, flooding attacks are a potential hazard,
whereby the attacker floods the network with a substantial volume of simultaneous communica-
tion requests, thus constituting a DoS attack [162]. By strengthening the signal from a certain
side (i.e., a legitimate user) while weakening it from another (i.e., the adversary), the RIS can
help mitigate the effect of such attacks. An effective way to accomplish this is to configure
the RIS elements in a way that can destructively interfere in one direction, and constructively
interfere in another.

The following summarises the contributions of this chapter which are published in [23],
fulfilling the outlined thesis objectives (2, 3, 4, 5, 6, 7) detailed in Subsection 1.4.3:

1. This study extends the work introduced in Chapter 4 by proposing a RIS-assisted key ex-
traction method that enhances the signal strength for the designated user’s location while
reducing that from the active attacker’s location. Hence, the proposed method improves
the key extraction performance for designated users while mitigating the impact of DoS
attacks within the network.

2. To accomplish this, a RIS configuration optimisation algorithm is designed using the
Hadamard matrix codebook. This algorithm optimises the measurement quantisation or-
der based on the optimal configuration’s average SNR estimate.

3. The proposed RIS optimisation algorithm is practically implemented using a 1-bit RIS
with 64× 64 elements and two USRPs operating in the 5G communication frequency

121



CHAPTER 6. RIS ENABLED SECRET KEY GENERATION 122

range (3.75 GHz). Finally, the statistical randomness of the extracted keys is measured to
demonstrate the extracted keys’ suitability for use as cryptographic keys.

The structure of this chapter is as follows: Section 6.1 presents the preliminary concepts re-
quired for this research. Section 6.2 presents the proposed RIS-assisted key extraction method.
Section 6.3 analyses the hardware implementation of the method. Finally, Section 6.4 sum-
marises the findings and contributions of this work.

6.1 Preliminaries and theoretical concepts

This section provides a brief overview of the secret key extraction process in Chapter 4. A
thorough discussion of the considered system model is also provided. The notations used in this
chapter are summarised in Table 6.1 for better readability.

6.1.1 Review of the PHY-layer secret key extraction scheme

The work introduced in Chapter 4 proposes a novel Diffie-Hellman channel probing mechanism
that utilises the extended Chebyshev chaotic mapping operation to exchange probing signals in
an interleaved fashion. Specifically, the extended Chebyshev mapping operation for the OFDM
system of N subcarriers is formulated as:

T ′ni
(θi) =

ni ·θi mod p, θi ∈ [0,2π)

ni · cos−1(xi) mod p, xi = cos(θi)
for i = 1, . . . ,N, (6.1)

Table 6.1: List of notations for the proposed RIS-assisted key extraction technique

Symbol Definition
θi The generator of the cyclic group G for the ith subcarrier of the OFDM symbol
ni,mi The private integer numbers at the sides of Alice and Bob, respectively
∆t The transmission time interval between two subsequent OFDM symbols
|hi|,ξi The wireless channel amplitude and phase responses, respectively
T̂ ′mi

(θi), T̂ ′ni
(θi) The equalised phase estimates at the sides of Alice and Bob, respectively

M−1 The Gray code mapping operation that converts final estimates into bit streams
r The order of the generator θi and the mapping operation M−1

φ(x),erf(z) The cumulative distribution function and the error function
Pe The probability of error in the extracted key between two parties
I The secret key capacity
HD The Hadamard codebook used for optimising the RIS configuration

SNRBob
i ,SNREve

i The average SNR of the signals transmitted from Bob and Eve, respectively
Hopt The optimal configuration for the RIS’s reflecting units
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where p = 2π , ni is a large integer number, and θi =
2Π

2r for r ∈ {1,2,3} is the primitive root
of the ith subcarrier. The primitive root θi is a generator of the group G such that its multiples
generate the entire group. For example, let r = 2, then θi =

Π

2 . Thus, the cyclic group ele-
ments are G2 = {0, Π

2 ,Π, 3Π

2 }. While for r = 3, θi =
Π

4 . Thus, the cyclic group elements are
G3 = {0, Π

4 ,
Π

2 ,
3Π

4 ,Π, 5Π

4 , 3Π

2 , 7Π

4 }. A scenario has been considered where two parties (Alice and
Bob) are in the same communication range and want to establish a secure communication link.
In this context, Alice and Bob exchange authenticated probing packets at times t0 and t1, respec-
tively. Based on the received probing packets, both terminals can extract a high entropy secret
key, which is used to secure subsequent transmissions using the upper layer’s crypto-based ap-
proaches. Fig. 6.1 reviews the steps involved in the secret key extraction process. Generally, the
extraction process comprises channel probing and quantisation, information reconciliation, and
privacy amplification. In the former, Alice sends the probing packet in the form of two OFDM
symbols of N subcarriers, which can be represented in a simplified form as:

sa (t0) =
N

∑
i=1

√
2ES

T
e j
(

T ′2ni
(θi)
)
=

N

∑
i=1

√
2ES

T
e j(2niθi)

sa (t0 +∆t) =
N

∑
i=1

√
2ES

T
e j
(

T ′ni
(θi)
)
=

N

∑
i=1

√
2Es

T
e j(niθi),

(6.2)
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Figure 6.1: The PHY-layer secret key extraction scheme in a noiseless channel.
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where the transmission time interval between both OFDM symbols is ∆t ≤ Tc. Thus, Bob’s
received signal can be expressed as

rb
(
t ′0
)
=

N

∑
i=1

√
2 |hi|2 Es

T
e j
(

T ′2ni
(θi)+ξb,i

)
+Ni

rb
(
t ′0 +∆t

)
=

N

∑
i=1

√
2
∣∣h′i∣∣2 Es

T
e j
(

T ′ni
(θi)+ξ ′b,i

)
+N′i ,

(6.3)

where {|hi|, |h′i|} and {ξi,ξ
′
i } are the channel fading coefficients and phase responses of the

ith subcarrier at times {t ′0, t ′0 + ∆t}, respectively and {Ni,N′i} are complex additive Gaussian
noises C N

(
0,σ2

n
)

with zero means and σ2
n variances. It is noteworthy to mention that the

channel responses {|hi|,ξi} are highly correlated with {|h′i|,ξ ′i } for ∆t ≤ Tc. Similarly, Bob
replies by sending an authenticated probing packet as in (6.2) with phases {T ′2mi

(θi) ,T ′mi
(θi)}

at times {t ′1, t ′1 +∆t}. Then, both terminals, Alice and Bob, equalise their received signals by
computing ea(t) = ra (t ′1)ra (t ′1 +∆t)∗ and eb(t) = rb

(
t ′0
)

rb
(
t ′0 +∆t

)∗, respectively. Hence, the
phases of ea(t) and eb(t) of the ith subcarrier can be formulated as

∠ea,i(t) = miθi +
(
ξa,i−ξ

′
a,i
)
+
(
ωa,i−ω

′
a,i
)

∠eb,i(t) = niθi +
(
ξb,i−ξ

′
b,i
)
+
(
ωb,i−ω

′
b,i
)
,

(6.4)

where {ωa,i,ω
′
a,i} and {ωb,i,ω

′
b,i} are the noisy added estimates result from {Ni,N′i} in (6.3)

at the sides of Alice and Bob, respectively with Gaussian distributions N
(
0,σ2). Accordingly,

both terminals use the Round function to obtain T̂ ′mi
(θi) and T̂ ′ni

(θi) as

T̂ ′mi
(θi) = Round (∠ea,i(t)) = Round

(
miθi +

(
ξa,i−ξ

′
a,i
)
+
(
ωa,i−ω

′
a,i
))

T̂ ′ni
(θi) = Round

(
∠eb,i(t)

)
= Round

(
niθi +

(
ξb,i−ξ

′
b,i
)
+
(
ωb,i−ω

′
b,i
))

,
(6.5)

where the function Round(x) is used to round x to the nearest multiple of 2π/2r for r ∈ {1,2,3}.
Then, Alice and Bob compute T ′nimi

(θi) |Alice = T ′ni

(
T̂ ′mi

(θi)
)

and T ′nimi
(θi) |Bob = T ′mi

(
T̂ ′ni

(θi)
)
,

respectively. The use of the Round function in the context is important to avoid the significant
error results from multiplying the negligible value of ((ξ −ξ ′)+(ω−ω ′)) by the large integer
number ni or mi. Finally, both terminals quantise their estimates to convert them into bit streams
using a mapping operation M−1(.) of order r. For clarity, a Gray code mapping operation of
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order 2 can be expressed as

M−1 (T ′nimi
(θi)
)
=



00 T ′nimi
(θi) ∈ [−π

4 ,
π

4 )

01 T ′nimi
(θi) ∈ [π

4 ,
3π

4 )

11 T ′nimi
(θi) ∈ [3π

4 ,−3π

4 )

10 T ′nimi
(θi) ∈ [−3π

4 ,−π

4 )

for i = 1, . . . ,N. (6.6)

Note that the higher the variance σ2 of the phase noisy estimates in (6.4), the lower the quanti-
sation order r, and vice versa.

6.1.2 System modelling

In this study, the vehicular communication network comprises the following entities, as shown
in Fig. 6.2.

1. The RSU: RSUs are stationary devices located along roads that facilitate wireless com-
munication between themselves and surrounding vehicles within a particular range. Each
RSU acts as a relay between vehicles, extending the communication range and improving
the network’s reliability. It is equipped with wireless communication capabilities and can
support various applications, such as traffic management, safety warnings, and entertain-
ment services. It also has a reliable communication link with the RIS’s intelligent con-
troller, so configurations of reflecting units can be optimised. Through this mechanism,
the RSU effectively manages the RIS to enhance the transmission of signals towards a des-
ignated direction while simultaneously reducing the strength of signals toward potential
unauthorised interceptors, commonly referred to as “Eve.”

 

Strengthened 

Reflected Signal 

RIS 

Bob 

RSU (Alice) 

Eve 

Weakened 

Reflected Signal 

Intelligent 
Controller 

Wired Communication Link 

Figure 6.2: System modelling for the proposed RIS-assisted key extraction technique.
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2. The vehicle’s OBUs: OBU is a communication device installed within each vehicle in
the network. It can communicate with other OBUs and RSUs within range, facilitating
the exchange of traffic-related messages in 100-300 msec intervals based on the dedicated
short-range communication protocol [137]. In this way, OBUs play a crucial role in the
functioning of the vehicular network.

3. The RIS: RISs are intelligent surfaces that can dynamically change their electromagnetic
behaviours to improve the performance of wireless networks. RISs can be used to ma-
nipulate the propagation of radio signals, allowing for better signal quality, increased net-
work coverage, and improved energy efficiency. The intelligent controller is an integral
component of each RIS. It manages and configures the multiple meta-surface reflecting
units (RUs) of order N elements that make up the RIS. It plays a crucial role in optimising
the performance of the RIS in the network.

4. The adversary Eve: “Eve” is an active attacker who overloads the network with excessive
traffic, causing it to become unavailable to legitimate users. In this attack, the adversary
overwhelms the target’s resources and prevents it from functioning properly, thereby deny-
ing service to its intended users. By constructing and launching a flooding DoS attack, the
attacker aims to disrupt the system’s normal functioning and cause inconvenience or harm
to its users.

6.2 RIS-assisted secret key extraction method

This section shows how the RIS improves the key extraction performance and reduces the impact
of potential flooding-based DoS attacks on the network.

6.2.1 Performance optimisation

Three critical evaluation metrics must be considered while optimising the key extraction perfor-
mance, namely the BGR, the BMR, and the SBGR. The BGR is a measure of the efficiency of
this process and typically represents the number of generated bits per channel sample, expressed
as:

BGR =
Total extracted bits

Channel sample
, (6.7)

A high valuation of the BGR indicates a more efficient extraction process and a higher rate of
secret bit generation, resulting in improved security and faster key establishment for the com-
munication system. On the other hand, the BMR represents the number of mismatched bits
extracted from each channel sample, expressed as:

BMR =
No. of mismatched bits

Channel sample
, (6.8)
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The SBGR is defined as the number of matched bits, which is represented as SBGR = BGR−
BMR. Hence, the SBGR considers both the BGR and the BMR in the process of secret key
extraction. For negligible channel phase decorrelation (ξ −ξ ′) ≈ 0, the phase distribution of
the equalised signal ∠e(t) in (6.4) is normally distributed with means {T ′ni

(θi) = niθi,T ′mi
(θi) =

miθi} and variance 2σ2 for {Alice, Bob}, respectively. Thus, its CDF is approximated as:

φ(x) =
1
2

[
1+ erf

(
x−T ′ni(mi)

(θi)

2σ

)]
,

erf(z) =
2√
π

∫ z

0
e−t2

dt

(6.9)

where erf(z) is the error function. Thus, the probability of error Pe is the probability of the esti-
mated ∠e(t) in (6.4) to be out of the interval

[
T ′ni(mi)

+ π

2r ,T ′ni(mi)
− π

2r

)
, which can be represented

by:
Pe = 2φ

(
T ′ni(mi)

(θi)−
π

2r

)
. (6.10)

Accordingly, the communicating terminals can agree on the optimum quantisation order r ∈
{1,2,3} for an acceptable Pe ≤ a1 as:

x = argmax
x′

erf

(
x′−T ′ni(mi)

(θi)

2σ

)
≤ a1−1. (6.11)

Based on x, r is optimised as:

r = argmax
r′

2r′ ≤ π

x
for r′ = 1,2,3. (6.12)

6.2.2 Channel modelling

The scenario depicted in Fig. 6.3 involves the concurrent processes of communication estab-
lishment between Bob and Alice, and Eve’s deliberate disruption of network integrity through
the inundation of the network with excessive communication requests. In this scenario, the RSU
has the capability to manage the RIS and optimise its configuration to reinforce the signal in the
direction of the intended recipient “Bob”, while simultaneously mitigating the strength of the
signals received from the adversary “Eve”. Hence, the signals received by Alice from both Bob
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Figure 6.3: RIS assisted channel modelling.

and Eve can be theoretically formulated as follows:

yA|Bob = (hBA +hBIA)x+NA

=

(
hBA +

N

∑
i=1

hi
BIAβiΨi

)
x+NA

yA|Eve = (hEA +hEIA)x+NA

=

(
hEA +

N

∑
i=1

hi
EIAβiΨi

)
x+NA,

(6.13)

where NA is the complex additive Gaussian noise C N
(
0,σ2

n
)
, {hBA,hEA} are the channel re-

sponses in the complex form of the direct link from (Bob→ Alice) and (Eve→ Alice), re-
spectively, and {hBIA,hEIA} are the superposition of the N channel multipath components of the
RIS’s elements of the indirect link from (Bob→ RIS→ Alice) and (Eve→ RIS→ Alice),
respectively. Additionally, the configuration of the RIS is represented by the variable H =

[β1Ψ1,β2Ψ2, . . . ,βNΨN ]
T , where {βi,Ψi} defines the state of each RIS element. An example of

a 1-bit RIS can be described as follows: the phase shift applied by each unit cell, denoted by Ψi,
is equal to Π, and the reflection coefficient, represented by βi, is a binary variable that can take
on values of either 0 or 1.

The use of the RIS helps increase the secret key capacity I, which refers to the maximum
amount of information that can be securely extracted from the physical layer of a communication
system and used as a secret key. By properly designing and controlling the phase shifts applied
by the RIS, the RIS can counter the effects of fading and interference in the channel, which can
also result in higher secret key capacities. Therefore, the RIS can be seen as a valuable tool
for improving the secret key capacity I in the presence of an eavesdropper and ensuring secure
communication. The work in [161] provides a theoretical formulation for the secret key capacity
denoted by:
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I = log2

1+

(
σ2

hBA
+∑

N
i=1 β 2

i σ2
hi

BIA

)2
/σ4

n

1+2
(

σ2
hBA

+∑
N
i=1 β 2

i σ2
hi

BIA

)
/σ2

n

 . (6.14)

The RIS can adjust signal directionality, consequently reducing the signal strength from
Eve’s direction and enhancing the signal coming from Bob. This can be achieved by adjusting
the phase shifts applied by each unit cell of the RIS so that the reflection coefficients of the unit
cells constructively interfere in certain directions and destructively interfere in others. Therefore,
the goal is to optimise the RIS configuration H to maximise the secret key capacity I in (6.14)
while concurrently reducing any interference from Eve.

6.2.3 Optimising the best RIS configuration (Hopt)

The use of the Hadamard matrix in the configuration of the RIS offers several advantages, in-
cluding low complexity, high efficiency, and improved performance. This makes the Hadamard
matrix effective for scenarios where reducing interference, enhancing privacy, and increasing en-
ergy efficiency are critical objectives in wireless communication systems [163]. The Hadamard
matrix offers a suite of orthogonal and binary phase shift values that can be applied to the el-
ements of the RIS to influence the reflection of incoming electromagnetic waves in a specific
direction or with a preferred phase shift. The flexibility and efficacy of the Hadamard matrix in
configuring the RIS to achieve these objectives while minimizing complexity makes it a promis-
ing solution for wireless communication challenges. This study involves the measurement of the
average signal-to-noise ratio (SNR) for every configuration (H) of the OFDM system. Based on
these measurements, An optimisation method for the RIS configuration is developed, presented
in Algorithm 1. This method encompasses four phases: initialisation, scanning toward Bob,
scanning toward Eve, and configuration optimisation.

• Initialisation: Alice initialises the Hadamard codebook HD = ∑
Nx×Ny
i=1 Hi, where Nx and

Ny are the number of elements in the RIS’s x and y coordinates, respectively.

• Scanning toward Bob: Alice scans the average SNR value for the received OFDM symbols
from Bob, denoted as SNRBob

i , for each configuration Hi within the set of all possible
configurations, HD, where i = 1,2, . . . ,Nx×Ny.

• Scanning toward Eve: Alice scans the average SNR value of the received OFDM symbols
from Eve, denoted as SNREve

i , for each configuration Hi within the set of all possible
configurations, HD, where i = 1,2, . . . ,Nx×Ny.

• Configuration optimisation: Alice computes the ratio of the average SNR for Bob SNRBob
i

over the average SNR for Eve SNREve
i , denoted as Ci, for i = 1,2, . . . ,Nx×Ny. The max-

imum value of Ci, referred to as Cmax, is then determined from the set of all values of
Ci. The optimum configuration, denoted as Hopt , is identified as the configuration Hi that
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corresponds to the maximum value of Cmax. This calculation maximises Bob’s average
SNR while minimising Eve’s average SNR.

Algorithm 1 Optimising the Best RIS Configuration (Hopt)
Initialisation

1 The Hadamard codebook HD = ∑
Nx×Ny
i=1 Hi for the (Nx×Ny) RIS reflecting units

2 Two empty variables, SNRBob and SNREve, used to store the measured SNRs
3 An empty variable C

Alice is communicating with the legitimate terminal (Bob)
4 for i = 1 : (Nx×Ny) do
5 Measuring the average SNR value (SNRBob

i ) for each Hadamard matrix (Hi)

6 Appending the measured SNRBob
i to SNRBob

7 end for
Alice is communicating with the illegitimate terminal (Eve)

8 for i = 1 : (Nx×Ny) do
9 Measuring the average SNR value (SNREve

i ) for each Hadamard matrix (Hi)

10 Appending the measured SNREve
i to SNREve

11 end for
Optimising the best configuration

12 for i = 1 : (Nx×Ny) do

13 Computing Ci =
SNRBob

i

SNREve
i

14 Appending the computed Ci to C
15 end for
16 Finding the best configuration (Hopt = Hi) corresponding to Cmax = max(Ci ∈C)

6.3 Hardware implementation analysis

In this section, the hardware-based experimental results for the proposed RIS-assisted secret
key extraction method are presented, and the effectiveness of the optimisation approach for
configuring the RIS is evaluated.

6.3.1 Experimental setup and the RIS configuration analysis

This part describes the experimental parameters/settings and then evaluates the proposed method.
As depicted in Fig. 6.4, the experimental setup consists of two USRPs version Ettus X300 and a
1-bit RIS with 64×64 elements. One USRP serves as the transmitter, positioned 3 meters from
the RIS, while the other USRP is equipped with two channels with horn antennas and serves as
two separate receivers, representing Bob and Eve, positioned 5 meters from the RIS and situated
at 45◦ degrees on either side of the line connecting the RIS and the first USRP. In this exper-
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Figure 6.4: Experiment setup for the secret key generation scheme.

iment, a single antenna is installed on all terminals. The carrier frequency is set to 3.75 GHz,
and the sampling rate is configured at 200 KHz for an OFDM system with 256 subcarriers.

The SNRBob
i and SNREve

i are calculated for each configuration matrix Hi ∈HD, where HD is
the Hadamard codebook of order |HD|= 64×64 = 4096 configurations. Fig. 6.5(a) illustrates
the relationship between SNRBob

i and Hi, while Fig. 6.5(b) presents the relationship between
SNREve

i and Hi, for i = 1, . . . ,4096. It can be observed from Fig. 6.5(b) that some configurations
enhance the transmitted signals’ received power, while others result in a reduction ranging from
-3.5 dB to 6.5 dB. Algorithm (1) is applied to the estimated measurements to compute Ci =
SNRBob

i

SNREve
i

for each configuration, as shown in Fig. 6.5(c). This figure shows that the configurations
associated with the top three peaks are good candidates for Hopt . Consequently, the value of Ci

is maximised to determine the optimal configuration matrix Hopt .
Fig. 6.6 displays the impact of the RIS on the received OFDM symbols at the sides of Bob

and Eve. When the RIS is activated using the optimised configuration Hopt , it is evident that the
received power at Bob’s side is boosted by approximately 2 dB compared to the scenario when
the RIS is turned off. Additionally, the figure highlights the effectiveness of the RIS in reducing
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Figure 6.5: The average SNR values for different configurations and their optimised value.
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Figure 6.6: The power/subcarrier for N = 256 at the side of Bob and Eve, with/without the RIS.

the received power at Eve’s side. This reduced received power at Eve’s side effectively reduces
the impact of DoS attacks carried out by Eve.

6.3.2 Implementation results and analysis of the key extraction process

The secret key extraction performance is compared under two scenarios: when the RIS is acti-
vated with the optimal configuration (Hopt) and when the RIS is turned off. The performance
evaluation is based on the SBGR metric from (6.7) and the BMR metric from (6.8), at various
SNR values and r = {1,2,3}. As presented in Fig. 6.7(a), Fig. 6.7(b), and Fig. 6.7(c), the results
indicate that the SBGR improves when the RIS is activated. For instance, at an SNR of 0 dB,
the SBGR increases from approximately 1.62 bits/sample when the RIS is off to approximately
1.75 bits/sample when the RIS is activated (see Fig. 6.7(b)). Conversely, the BMR decreases
when the RIS is activated as compared to when it is kept off. For instance, at an SNR of 0 dB,
the BMR drops from approximately 0.38 bits/sample when the RIS is off to approximately 0.25
bits/sample when the RIS is activated (see Fig. 6.7(e)). These results demonstrate the efficacy
of the RIS in enhancing secret key extraction performance.

The quantisation order, r, can be optimised based on the estimated average SNR at the side
of Bob, SNRBob

Hopt
, corresponding to the optimal configuration Hopt , where SNRBob

Hopt
∈ SNRBob in

step (6) from Algorithm (1). The optimisation range for an acceptable BMR ≤ 0.1 bits/sample

is presented in Table 6.2 for scenarios where the RIS is both ON and OFF. It can be inferred that
the RIS is more effective in improving the system performance in scenarios with lower SNR
values than in higher SNR scenarios. This suggests that the impact of the RIS on the SNR may
be limited when the SNR is already high, and other factors, such as fading and shadowing, may
have a more dominant impact on the system performance. For the terminals to agree on r = 2,
the estimated average SNR should be within the range of 5 dB ≤ SNRBob

Hopt
< 12 dB when the

RIS is OFF, and 3 dB ≤ SNRBob
Hopt

< 12 dB when the RIS is ON. When the estimated average

SNR is below the specified range, both terminals can agree on r = 1 if SNRBob
Hopt

< 5 dB when

the RIS is OFF, and SNRBob
Hopt

< 3 dB when the RIS is ON.
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(a) SBGR vs. SNR at 𝑟 = 3. 

 
 

 
  
 

  
  

 
  

  
  

  
  

  
  

   

 

   

   

   

   

 

   

   

         
                

      

       

(d) BMR vs. SNR at 𝑟 = 3. 

 
 

 
 

  
 

  
  

 
  

  
  

  
  

  
  

   

   

   

   

   

   

   

   

   

   

 

         
              

      

       

(b) SBGR vs. SNR at 𝑟 = 2. 

 
 

 
  
 

  
  

 
  

  
  

  
  

  
  

   

 

   

   

   

   

   

   

   

   

         
              

      

       

(e) BMR vs. SNR at 𝑟 = 2. 

 
 

 
 

  
 

  
  

 
  

  
  

  
  

  
  

    

    

   

    

   

    

   

    

   

    

 

         
                             

      

       

(c) SBGR vs. SNR at 𝑟 = 1. 

 
 

 
  
 

  
  

 
  

  
  

  
  

  
  

    

 

    

   

    

   

    

   

    

   

         
                             

      

       

(f) BMR vs. SNR at 𝑟 = 1. 

Figure 6.7: The scheme’s performance of the SBGR and the BMR at different SNRs and r =
{1,2,3}.

Table 6.2: The optimised SNRs for r = {1,2,3}, with/without the RIS, and the BMR ≤ 0.1
bits/sample

Quantisation order RIS Status (ON/OFF)
RIS-OFF RIS-ON

r = 3 SNR ≥ 12 dB SNR ≥ 12 dB
r = 2 5 dB≤ SNR < 12 dB 3 dB≤ SNR < 12 dB
r = 1 SNR ≤ 5 dB SNR ≤ 3 dB

Furthermore, the extracted bit-streams are rigorously evaluated for statistical defects through
the application of the well-established randomness test suite developed by the NIST [164]. The
results of each test are presented in the form of a p-value for extracted keys with a length of 256
bits, as depicted in Table 6.3. These values are then compared to the predetermined significance
level (0.01) to assess the degree of randomness of the extracted bit-streams. It can be observed
that the extracted keys exhibit satisfactory randomness properties, as their chaotic characteris-
tics are predominantly determined by the random large integer parameters ni and mi of chaotic
mapping operation in (6.1), selected by the individual users.
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Table 6.3: Statistical randomness analysis of the extracted keys

NIST Statistical Test Suite (256 bits) p-value
Key Entropy 0.299629
Monobit Test 0.59766
Long Runs Test 0.485934
Block Frequency Test 0.486333
Maurer Universal Statistical Test 0.156093
Overlapping Template Matchings Test 0.486245
Discrete Fourier Transform (Spectral) Test 0.507344

6.3.3 Overhead analysis

This part presents a discussion on the execution time required for Algorithm 1 and the iden-
tification of the optimal configuration (Hopt) to achieve the research objective. The reflecting
units of the developed RIS prototype are controlled through positive-intrinsic-negative (PIN)
diodes, which switch between two-phase states. The individual control of each unit element
allows for operation in the near field and channel estimation. The configuration is generated
using a Hadamard codebook in MATLAB, which is transferred over WiFi using a transmission
control protocol (TCP)/internet protocol (IP) link to a server program running on the Rasp-
berry Pi-3 (Model B). The clock speed of the Raspberry was optimised at 7.8 MHz, with an
operational power consumption of 12-15 watts and a beam switching speed of 8 msecs. Based
on the updating time, the overall running time for 4096 RIS configurations is calculated as
4096×0.008 = 32.7 seconds which is acceptable as a prototype RIS with limited performance
capabilities. However, this time can be significantly reduced by using a high-speed FPGA that
operates at a clock speed of up to 500 MHz. Specifically, this would entail updating the control
circuits of the PIN diodes to ensure compatibility with the FPGA’s clock speed. This strategy
holds the potential to significantly shorten the required running time.

Besides, the security robustness of the proposed secret key extraction scheme depends on
the infeasibility of solving the Diffie-Hellman problem through the utilisation of the Chebyshev
chaotic mapping operation presented in (6.1). This is facilitated by the straightforward multi-
plication and modular arithmetic operations involved in the calculation of T ′ni

(θi). Hence, the
proposed method exhibits significantly reduced computational complexity in comparison to that
of the computationally intensive elliptic curve-based Diffie-Hellman key exchanging protocol.



CHAPTER 6. RIS ENABLED SECRET KEY GENERATION 135

6.4 Summary

This chapter investigates the feasibility of employing the RIS to enhance the PHY-layer se-
cret key extraction performance in the presence of DoS attacks. An optimisation algorithm is
proposed that leverages the RIS to boost the signals transmitted by legitimate users while sup-
pressing the interfering signals from malicious adversaries. Furthermore, the effectiveness of
the proposed RIS-assisted key extraction method has been experimentally demonstrated using
a 1-bit RIS and two USRPs. Experimental results show that this method enhances the perfor-
mance of the key extraction, as quantified by two performance metrics, the SBGR and BMR.
Specifically, An increase in the SBGR from 1.62 to 1.75 bits/sample is observed when the RIS
is turned on, and a decrease in the BMR from 0.38 to 0.25 bits/sample is observed when the RIS
is enabled at a poor SNR of 0 dB. These findings are particularly significant for future insights
into secure and reliable intelligent transportation systems. Additionally, the statistical random-
ness of the extracted keys is evaluated using the NIST statistical test suite, confirming that the
extracted keys are suitable for use as cryptographic keys. In summary, the presented results
and analyses offer valuable perspectives on the practical implementation and optimisation of the
RISs in enhancing the security and functionality of the PHY-layer secret key extraction for poor
SNR and NLoS scenarios. The next chapter explores the use of smart contracts in the process of
reconciling the mismatched bits resulting from the channel non-reciprocity components in the
PHY-layer key extraction process.



Chapter 7

Smart Contract-based Secret Key
Extraction

One of the challenges of the secret key extraction process is the significant communication cost
incurred by the reconciliation stage [100]. Furthermore, a reconciliation approach such as the
Cascade algorithm exposes 60% of the matched bits to reconcile only 10% of the mismatched
bits, posing a security threat [100]. Other reconciliation approaches, such as low-density parity-
check [113] and turbo [114] codes, suffer from high computation complexities [115]. Accord-
ingly, this chapter addresses these limitations by designing a blockchain-based reconciliation
technique that allows a trusted third party (TTP) to serve as a referee between the commu-
nicating vehicles by publishing a transaction containing the correction sequence (CS) of the
mismatched bits using smart contract-based blockchain technology. The published transaction
allows the vehicles to obtain the CS while the transaction address serves as temporary proof of
trustworthiness for the entire session rather than transmitting a certificate every time, thereby
saving communication costs and storage capacity.

In terms of key extraction, several theoretical approaches have been published, see Fig. 2.14.
However, the complexities involved in their practical integration with symmetric key cryptogra-
phy (SKC)-based applications are typically overlooked. This study presents a blockchain-based
authentication scheme in which a PKI-based approach is used for handshaking between commu-
nicating vehicles and the exchanging of authenticated probing packets. After the quantisation
of the channel estimates, the CS is published by the TTP in the blockchain to address the dis-
crepancies and have a secret shared key to be used for subsequent transmissions. Accordingly,
SKC, the advanced encryption standard (AES) algorithm is used for re-authentication, result-
ing in significant computation cost-savings compared to public key cryptography (PKC)-based
methods.

The following summarises the contributions of this chapter which are published in [24],
fulfilling the outlined thesis objectives (1, 2, 3, 5, 6) detailed in Subsection 1.4.3:

1. A blockchain-based secret key extraction (BCSKE) scheme is proposed for authentica-

136
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tion in VANETs. The BCSKE scheme incorporates the channel phase response-based se-
cret key extraction algorithm [99] for key agreement between communicating terminals.
Accordingly, the proposed scheme uses PKC and SKC-based signatures at first and sub-
sequent transmissions, respectively, mitigating the significant costs of using PKC-based
signatures for each transmission.

2. In addition, this study demonstrates how the smart contract can be used to establish and
publish the relationship between CS and vehicles’ related information via a transaction,
hence, leveraging the immutable and memorable properties of blockchain technology to
map the transaction address to vehicles’ related information.

3. The correctness and security robustness of the BCSKE scheme is demonstrated through
BAN-logic analysis and the automated validation of internet security protocols and appli-
cations (AVISPA) simulation tool. The discussion also covered the scheme’s resistance to
various attacks.

4. Finally, the scheme’s performance is analysed, and a comprehensive evaluation is con-
ducted in terms of computation and communication costs, authentication delay, and packet
loss ratio using the OMNeT++ network simulator.

The remainder of this chapter is organised as follows. Section 7.1 demonstrates the pre-
liminary aspects of the BCSKE scheme. Section 7.2 details the steps involved in developing the
proposed scheme. Sections 7.3 and 7.4 evaluate the scheme’s security strength and performance,
respectively. Finally, Section 7.5 presents the conclusions generated from this work.

7.1 Key extraction and system model

This section reviews the key extraction algorithm in [99]. Then, the system modelling is dis-
cussed in detail. Table 7.1 lists the notations used in this section.

7.1.1 Review of the channel phase response-based secret key extraction
algorithm in [99]

The pairwise key extraction process between communicating vehicles, V1 and V2, consists of the
following steps.

• Step 1: V1 sends V2 a probing packet PPV1 at time T1 in the following simplified form.

PPV1(T1) = e j(wcT1+φ1) (7.1)
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Table 7.1: List of notations for the proposed blockchain-based authentication scheme

Symbol Definition
SkVi The private key of the vehicle Vi

PkVi The public key of the vehicle Vi

TR The expiry date of the digital certificate
CertVi The digital certificate of the vehicle Vi

σi The generated signature of the content x
Ti The timestamp of the generated signature
Tr The signature receiving time
T∆ The timestamp expiry period [00:00:59]
TSession The session expiry period [00:04:59]
k̂Vi The extracted secret key by vehicle Vi

SkRSU j The private key of the RSU j

PkRSU j The public key of the RSU j

SkRTA The private key of the region trust authority (RTA)
PkRTA The public key of the RTA
SkTA The private key of the TA
PkTA The public key of the TA
CSV1−2 The correction sequence of k̂V1 and k̂V2

T xID The transaction ID in the blockchain
TT x The transaction publishing timestamp
∥ Concatenation between two variables

where φ1 is a uniformly distributed random phase chosen by V1 within the interval [0,2π).
So that V2’s received signal can be formulated as

RV12(t) = α12e j(wct+φ1+θ12)+η12(t) (7.2)

where η12(t) is the additive white Gaussian noise (AWGN) and α12 and θ12 are the for-
ward link channel gain and phase responses, respectively. At last, V2 obtains the noisy
phase estimate φ̂12 ≈ φ1 +θ12.

• Step 2: Similarly, V2 sends V1 a probing packet PPV2 at time T2 in the following simplified
form.

PPV2(T2) = e j(wcT2+φ2) (7.3)

where φ2 is a uniformly distributed phase chosen by V2 within the interval [0,2π). So that
V1’s received signal can be formulated as

RV21(t) = α21e j(wct+φ2+θ21)+η21(t) (7.4)

where η21(t) is the AWGN and α21 and θ21 are the reverse link channel gain and phase
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responses, respectively. At last, V1 obtains the noisy phase estimate φ̂21 ≈ φ2 +θ21.

• Step 3: Both vehicles compute the final phase components used for the key extraction as
follows.

V1 : Φ1 = φ̂21 +φ1 mod 2π

V2 : Φ2 = φ̂12 +φ2 mod 2π
(7.5)

Note that, θ12 ≈ θ21 for T2−T1 ≤ Tc.

• Step 4: Finally, both vehicles map Φ1 and Φ2 into the quantisation region to get k̂V1 and
k̂V2 by applying the following formula.

Q(x) = k if x ∈
[

2π(k−1)
q

,
2πk

q

)
(7.6)

for k = 1,2, . . . ,q. See reference [99] for more details.

7.1.2 System modelling

In the proposed BCSKE scheme, six entities are involved: the TA, the RTAs, the RSUs, the ve-
hicles’ OBUs, and the smart contract using blockchain technology - see Fig. 7.1. The following
defines the role of the network entities.

• TA: The TA initialises the scheme’s public parameters and registers the network terminals
in the system. It has the authority to reveal the real identities of the network terminals
in case of malicious behaviours. Furthermore, it distributes the CRL of the misbehaving
vehicles between terminals.

• RTA: In each region, there is an RTA that provides vehicles with efficient authentica-
tion services and reduces the TA’s computational overhead. The RTA’s regional cen-
tralised servers are responsible for reconciling the mismatched bits of the extracted keys
between vehicles by triggering the smart contract and publishing the computed correction
sequences in the blockchain through transactions in an orderly fashion.

• RSU: In both directions of the road, the RSUs are deployed with high storage and com-
putation capacities. It functions as a cooperative relay between vehicles and the RTA,
allowing wireless and wired communication between itself and surrounding vehicles as
well as between itself and the RTA, respectively.

• OBUs: It is a vehicle-mounted processing unit with constrained computation capabilities
and a tamper-proof property. It also has the availability to trigger the smart contract’s Get
function and retrieve the transaction information from the blockchain.
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Figure 7.1: VANET architecture using blockchain technology.

• Blockchain network: The blockchain network is a decentralised distributed database sys-
tem that offers immutable, undeniable, and verifiable data storage through transactions
[140]. Recently, researchers have been contributing to the development of blockchain
technology with horizontal and vertical scaling expansion, such as Ethereum and Hyper-
ledger, respectively [139]. Horizontal expansion in blockchain refers to scaling solutions
aimed at widening participation without compromising security. For instance, Ethereum’s
approach enables a broader user base by allowing anyone to participate in its network,
fostering a diverse ecosystem of applications and users [139]. In contrast, vertical expan-
sion, as seen in Hyperledger, emphasises restricted access controls, catering to enterprises
and consortiums that prioritise privacy and permission access over a larger, open network.
These scaling strategies play a pivotal role in shaping the blockchain landscape, accom-
modating different trust models and use cases while ensuring the integrity and function-
ality of the underlying technology. Both types maintain an immutable and chronologi-
cal sequence of chaining using proof-of-work (PoW) and proof-of-stack (PoS) consensus
mechanisms. This approach entails embedding the correction sequence of the shared key
into the transaction such that vehicles can reconcile the mismatched bits of the shared key
from the transaction content. RTAs’ activities in VANET are transparent and verifiable,
so the transaction contents in this study function as a short-term digital certificate for a
specific period called the session time TSession.

• Smart contract (SC) using blockchain technology: SCs are self-executing transactions-
based contracts whose terms and conditions are written in the form of codes using the
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Algorithm 1: Smart Contract for KeyAgreement
Given: function name, parameter settings
Require: Setting up functions
struct V2V {uint pk1; uint pk2; uint CS;
} //Define the input parameter types
address RTA = 0xcbB3012b86b594223E43FB9c56624F357463b;
mapping (uint→ uint256) public PK2TX;
function Deployer ( ) public {RTA = msg.sender;
} //Define the deployer as the RTA
modifier onlyowner {require (msg.sender == RTA);
_;
}//Identify the message sender
V2V keyagreementl;
function IssueCS (uint _pk1, uint _pk2, uint _CS)
onlyowner public returns (uint, uint, uint) {
keyagreement1.pk1 = _pk1;
keyagreement1.pk2 = _pk2;
keyagreementl.CS = _CS;
return (keyagreement1.pk1, keygreement1.pk2, keyagreement1.CS)
} //Generate a transaction for CS and get T xID
function Update (uint pk1, uint pk2, uint256 T xID)
onlyowner public {
PK2TX [pk1∧ pk2] = T xID;
} //Mapping the inserted pair of public keys to T xID
function Get (uint pk1, uint pk2) public view returns
(uint256) {
return PK2TX [pk1∧ pk2];
} //Retrieve the T xID by vehicles

Turing complete scripting language (i.e., Solidity for Ethereum smart contracts). These
codes are distributed throughout the decentralised blockchain network. Based on the con-
ditions assigned, the SC’s built-in functions can be triggered. This chapter uses the public
Ethereum blockchain as the platform for the creation of the SC. The main reasons behind
the use of the SC in Algorithm (1) are to (I) publish the correction sequence of the extracted
key’s mismatched bits between the communicating vehicles, V1 and V2, via a transaction
T x, retrieving its address T xID, and (II) use the retrieved T xID as a proof of trustworthi-
ness for subsequent transmissions. There are four functions to be provided in the involved
SC. The Deployer function is used to specify the address of the RTA (owner) that is autho-
rised to deploy the SC in the blockchain. The IssueCS(PkV1,PkV2,CS) function can only
be invoked by the RTA (only owner), which is used to publish the correction sequence
along with the communicating vehicles’ public keys (PkV1,PkV2) in the blockchain and
get T xID. The Update(PkV1,PkV2,T xID) function is used to map T xID to (PkV1,PkV2),
and also can only be invoked by the RTA. The Get(PkV1,PkV2) function is a view function
that can be invoked by network terminals to retrieve T xID without incurring any gas fees.
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Figure 7.2: The proposed blockchain-based authentication model for VANETs.

7.2 The proposed scheme

This section describes the BCSKE scheme implemented on the public blockchain (e.g.,
Ethereum), see Fig. 7.2. In this scheme, each network terminal (i.e., vehicles and RSUs) pos-
sesses a long-term digital public key certificate that is used for initial legitimacy detection using
PKI-based authentication. Taking advantage of the short-term reciprocal properties of the chan-
nel phase responses and employing its unpredictable behaviour as a source of randomness, both
vehicles, V1(Alice) and V2(Bob), can exchange authenticated and time-stamped probing pack-
ets (PP) within the coherence interval Tc to extract high entropy secret keys (Subsection 7.2.3:
Step 1∼2). Due to the use of the half-duplex mode when probing the channel, the extracted
bit sequences, k̂V1 and k̂V2 , have some discrepancies. The BMR is used to define the number of
mismatched bits to the total number of channel samples, formulated as

BMR =
Ī(k̂V1, k̂V2)

No.Channel Samples
(7.7)

where Ī(k̂V1, k̂V2) is the number of mismatched/incorrect bits between k̂V1 and k̂V2 . While the
BGR is defined as the order/length of the extracted bit sequence to the total number of channel
samples, denoted by

BGR =
Bit Length (k̂V1(2))

No.Channel Samples
(7.8)
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In order to avoid the communication cost and security flaws associated with the information rec-
onciliation stage, both vehicles encrypt k̂V1 and k̂V2 and send them to the RTA within the same
region (Subsection 7.2.3: Step 3∼6). In the proposed scheme, the RTA acts as a referee (TTP)
between the communicating vehicles, correcting the mismatched bits and generating the correc-
tion sequence. After the RTA deploys the SC, it establishes the relationship between the pair of
public keys of the communicating vehicles and its associated correction sequence (Subsection
7.2.3: Step 7). Finally, both vehicles can obtain an identical shared key (Subsection 7.2.4) used
for symmetric key cryptography at subsequent transmissions (Subsection 7.2.5: Step 1, 2). In
general, the BCSKE scheme consists of five phases, i.e., system initialisation, registration, initial
verification and channel probing, key reconciliation, and message signing and verification.

7.2.1 System initialisation phase

Following are the processes by which the TA generates the public parameters of the system.

• The system is set up with an elliptic curve E : y2 = x3+ax+b mod p, where a,b∈ Z∗q with
a condition ∆ = 4a3 + 27b2 ̸= 0 and p is a large prime number. For 80-bit security, the
recommended domain parameters of the 160-bit elliptic curve “secp160k1” from [141]
are used, see Table 7.2.

• Using the base point g, the TA creates the cyclic additive group G of order q comprising
all the points on E and the point of infinity O .

• The TA selects its own private key SkTA ∈ Z∗q and computes its associated public key
PkTA = SkTA.g.

• The TA selects a unique private key for all the RTAs SkRTA ∈ Z∗q and computes its associ-
ated public key PkRTA = SkRTA.g.

• The hash function H1 : {0,1}∗→{0,1}N1 .

• The TA deploys the SC on behalf of the RTA (i.e., using the RTA’s address), then obtains
the SC’s unique identity/address SCID. The network terminals use the obtained SCID to
call the Get function from the deployed SC to attain their CS.

• Finally, the public parameters of the scheme are PPs = ⟨a,b, p,q,g,PkTA,H1,SCID⟩.

7.2.2 Registration phase

The TA is responsible for registering all the terminals before being part of the network by doing
the steps below.
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• For registering a vehicle Vi, the TA checks Vi’s real identity RIDVi , picks up at random Vi’s
private key SkVi ∈ Z∗q , then computes its associated public key PkVi = SkVi.g. At last, the
TA creates CertVi = ⟨PkVi,TR,σTA⟩ in which σTA = signSkTA

(PkVi∥TR) and TR is the expiry
date of the certificate. This is also done for all registered RTAs and RSUs in the network.

• As a final step, the TA preloads ⟨PPs,PkRTA,SkVi,CertVi⟩ onto the registered Vi, ⟨PPs,

PkRTA,SkRSU j , CertRSU j⟩ onto the registered RSU j, and ⟨PPs,SkRTA, CertRTA⟩ onto the
registered RTA. Note that, only the TA has the link between the RIDVi and CertVi to reveal
Vi’s real identity in case of malicious activity.

Fig. 7.3 shows the top-level description flowchart of the proposed scheme’s phases following
the registration phase.

7.2.3 Initial verification and channel probing phase

In this phase, both terminals exchange authenticated probing packets (PPVi) along with digital
certificates used for establishing a shared key and mutual authentication. This phase comprises
the following steps:

• Step 1: During the first transmission slot, V1 sends V2 a communication request in the form
of ⟨PPV1 ,CertV1 , T1,σ1⟩, where σ1 = signSkV1

(PPV1∥CertV1∥T1) generated at timestamp T1.

• Step 2.1: V2 replies by sending the tuple ⟨PPV2,CertV2, T2,σ2⟩ to V1, for T2−T1≤ Tc, where
σ2 = SignSkV2

(PPV2∥CertV2∥T2) generated at timestamp T2. After that, both vehicles check
if (CertV1,CertV2) ∈ CRL. If not, they check the freshness of the received timestamp by
finding out if Tr−Ti ≤ T∆ holds or not, defending against replay attacks. Then, both verify
the received signatures as verfPkV1(2)

(σ1(2)).

• Step 2.2: Based on the short-term channel reciprocity, both vehicles obtain their channel
phase response estimates, specified in (7.5), and quantise them using (7.6) to get the bit

Table 7.2: The recommended domain parameters of the 160-bit elliptic curve “secp160k1” in
the Hexadecimal form [141]

Par. Recommended value
a 00000000 00000000 00000000 00000000 00000000
b 00000000 00000000 00000000 00000000 00000007
p FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFAC73
g 04 3B4C382C E37AA192 A4019E76 3036F4F5 DD4D7EBB

938CF935 318FDCED 6BC28286 531733C3 F03C4FEE
q 01 00000000 00000000 0001B8FA 16DFAB9A CA16B6B3
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Figure 7.3: The top-level description flowchart of the proposed scheme.

streams k̂V1 and k̂V2 at the side of V1 and V2, respectively. However, k̂V1 and k̂V2 hold some
mismatched bits resulting from the channel non-reciprocity components.

• Step 3: Accordingly, both vehicles encrypt their secret keys to get M1(2)=EnckV1(2)−RTA(k̂V1(2))

in which kV1(2)−RTA = SkV1(2).PkRTA and send it to the RSU in the form of

V1→ RSU : ⟨M1,CertV1,CertV2,T3,σ3⟩,

V2→ RSU : ⟨M2,CertV2,CertV1,T4,σ4⟩
(7.9)

where σ3(4) = SignSkV1(2)
(M1(2)∥CertV1(2)∥CertV2(1)∥ T3(4)) generated at T3(4) timestamp.
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• Step 4: The RSU, in turn, checks the freshness of the received timestamp T3(4), checks if
(CertV1,CertV2) ∈ CRL, and then verifies the received signatures verfPkV1(2)

(σ3(4)).

• Step 5: The RSU forward the encrypted secret keys to the RTA as

⟨M1,M2,PkV1 ,PkV2,CertRSU ,T5,σ5⟩ (7.10)

where σ5 = SignSkRSU
(M1∥M2∥PkV1∥PkV2∥CertRSU∥T5) generated at T5 timestamp.

• Step 6: The RTA checks T5, verifies the received signature verfPkRSU (σ5), then decrypts
M1 and M2 to get k̂V1 and k̂V2 , respectively, as k̂V1(2) = DeckV1(2)−RTA (M1(2)) in which
kV1(2)−RTA = SkRTA.PkV1(2) .

• Step 7: Accordingly, if the RTA finds a sufficient matching percentage between k̂V1 and
k̂V2 , it computes the correction sequence CSV1−2 = k̂V1

⊕
k̂V2 , and then records CSV1−2

into the blockchain by calling IssueCS(PkV1,PkV2,CSV1−2) using SCID. Once the min-
ers chain the transaction into the blockchain at time TT x and the RTA obtains the trans-
action identity T xID, it maps the pair of public keys (PkV1,PkV2) to T xID by calling
Update(PkV1,PkV2,T xID) in the SC using the SCID.

7.2.4 Key reconciliation

In this phase, V1 reconciles the mismatched bits in k̂V1 by performing the following steps.

• V1 obtains T xID by calling Get(PkV1 ,PkV2) using SCID to get CSV1−2 from the blockchain
and agrees on a shard key with V2 by computing k̂V2 = k̂V1

⊕
CSV1−2 .

7.2.5 Message signing and verification phase

In this phase, V1 signs a time-stamped safety-related message m using symmetric key cryptog-
raphy and sends it to V2. Using the key obtained, V2 verifies the received signature and accepts
the received message.

• Step 1: V1 sends V2 the tuple ⟨m,T6,T xID,σ6⟩, where σ6 = Enck̂V2
(H1(m∥T6∥T xID)) gen-

erated at T6 timestamp.

• Step 2: V2 checks the freshness of T6 timestamp, invokes the T xID data from the blockchain
to verify the session’s continuity by checking if T6−TT x ≤ TSession holds or not, then de-
crypts σ6 to verify the integrity of the attached data by testing whether Deck̂V2

(σ6)
?
=

H1(m∥T6∥T xID). If true, the message is accepted. Otherwise, it will be discarded.
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Table 7.3: BAN-Logic symbols and their equivalent scheme notations

BAN-Logic variable Scheme notation
k−1

Vi
SkVi

kVi PkVi

TR TR

{kVi ,TR}k−1
TA

CertVi

{x}k−1 σi

Ti Ti

k̂Vi k̂Vi

k−1
RSU j

SkRSU j

kRSU j PkRSU j

k−1
RTA SkRTA

kRTA PkRTA

k−1
TA SkTA

kTA PkTA

, ∥

7.3 Security proofs and analysis

This section proves the correctness of the BCSKE scheme using BAN-logic, analyses its security
strength and proves its robustness using the AVISPA simulation tool.

7.3.1 BAN-logic security proof

The BAN-logic is a proof of correctness technique used to verify the validity of the authen-
tication scheme [142]. The proposed BCSKE scheme is analysed using BAN-logic analysis,
demonstrating successful key agreement and authentication processes. Table 7.3 shows the
BCSKE scheme used notations and their corresponding BAN-logic symbols.

1. Notations: The following notations are used for the BAN-logic security proof:

Table 7.4: The rules involved in the BAN-logic analysis

No. Rule BAN-logic representation Definition

R1 MMR for a shared key A|≡(A K←→B),A◁{X}K
A|≡(B|∼X) If A believes in K and A received X encrypted by K, then A believes B said X

R2 MMR for a public key
A|≡(B K−→A),A◁{X}k−1

A|≡(B|∼X) If A believes K is B’s public key and receives X encrypted with B’s private key,
then A believes B said X

R3 nonce verification rule (NVR) A|≡#(X),A|≡(B|∼X)
A|≡(B|≡X) If A believes X is fresh and that B said X , then A believes B believes X

R4 jurisdiction rule (JR) A|≡(B=⇒X),A|≡(B|≡X)
A|≡X If A believes B has jurisdiction over X and that B believes X , then A believes X

R5 freshness rule (FR) A|≡#(X)
A|≡#(X ,Y ) Freshness of one part ensures the freshness of the entire formula
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(a) A |≡ X : A believes X and accepts it as true.

(b) A◁X : A sees X , indicating A received a message containing X .

(c) A |∼ X : X has once transmitted and believed by A at one time.

(d) A |=⇒ X : A controls X and has jurisdiction over it.

(e) A k←→ B: A and B use k as a shared key for communication.

(f) A k−→ B: k represents the public key of A.

(g) {X}k: X is encrypted using the shared key k.

(h) #(X): X is a fresh message.

2. Rules: A set of beliefs can be generated by manipulating the protocol according to the
rules listed in Table 7.4.

3. Goals: In BAN-logic, the aim is to prove the correctness of the proposed scheme by
satisfying the following goals.

(a) Goal 1: V1 |≡ (V1
k̂V2←→V2).

(b) Goal 2: V2 |≡ (V1
k̂V2←→V2).

(c) Goal 3: V2 |≡ (V1 |∼ m).

4. Idealised forms: Following are the outlines of the idealised messaging forms for the pro-
posed protocol.

(a) Msg1 : V1→V2 : {PPV1,CertV1,T1}k−1
V1

, where CertV1 = {kV1,TR}k−1
TA

.

(b) Msg2 : V2→V1 : {PPV2,CertV2,T2}k−1
V2

, where CertV2 = {kV2,TR}k−1
TA

.

(c) Msg3 :V1→RSU: {M1,CertV1,CertV2,T3}k−1
V1

, where M1 = {k̂V1}kV1−RTA and kV1−RTA =

k−1
V1

. kRTA = k−1
RTA.kV1 using Diffie-Hellman protocol.

(d) Msg4 :V2→RSU: {M2,CertV2,CertV1 ,T4}k−1
V2

, where M2 = {k̂V2}kV2−RTA and kV2−RTA =

k−1
V2

. kRTA = k−1
RTA.kV2 using Diffie-Hellman protocol.

(e) Msg5 : RSU→RTA: {M1,M2,kV1,kV2,T5,CertRSU}k−1
RSU

, where CertRSU = {kRSU ,TR}k−1
TA

.

(f) Msg6 : V1→V2 : {m,T6,T xID}k̂V2
.

5. Assumptions: Following are the basic assumptions that underlie the BAN logic security
proof.

(a) A1: V2 |≡ #(T1).

(b) A2: V1 |≡ #(T2).
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(c) A3: RSU |≡ #(T3).

(d) A4: RSU |≡ #(T4).

(e) A5: RTA |≡ #(T5).

(f) A6: V2 |≡ #(T6).

(g) A7: RTA |≡ RTA
kV1−RTA←→ V1.

(h) A8: RTA |≡ RTA
kV2−RTA←→ V2.

(i) A9: V2 |≡ (TA
KTA−→V2).

(j) A10:
V2|≡(TA

KTA−→V2),V2◁{kV1 ,TR}k−1
TA

V2|≡(V1
kV1−→V2)

.

(k) A11: V1 |≡ (TA
KTA−→V1).

(l) A12:
V1|≡(TA

KTA−→V1),V1◁{kV2 ,TR}k−1
TA

V1|≡(V2
kV2−→V1)

.

(m) A13: RSU |≡ (TA
KTA−→ RSU).

(n) A14:
RSU |≡(TA

KTA−→RSU),RSU◁{kV1 ,TR}k−1
TA

RSU |≡(V1
kV1−→RSU)

.

(o) A15:
RSU |≡(TA

KTA−→RSU),RSU◁{kV2 ,TR}k−1
TA

RSU |≡(V2
kV2−→RSU)

.

(p) A16: RTA |≡ (TA
KTA−→ RTA).

(q) A17:
RTA|≡(TA

KTA−→RTA),RTA◁{kRSU ,TR}k−1
TA

RTA|≡(RSU
kRSU−→RTA)

.

6. Implementation: Following is the BAN-logic security proof to the proposed protocol.

• Step 1: V2 receives Msg1 from V1.

• Step 2: Applying A9 and CertV1 from Msg1 into A10, then the result is R1 : V2 |≡

(V1
kV1−→ V2). Substituting R1 and Msg1 into the message meaning rule (MMR) in

the public key form, then R2 : V2| ≡ (V1 |∼ Msg1). Applying A1 and Msg1 into
the FR, then R3 : V2 |≡ #(Msg1). By combining R2 and R3 into the NVR, then
R4 : V2 |≡ (V1 |≡Msg1).

• Step 3: V1 receives Msg2 from V2.

• Step 4: Applying A11 and CertV2 from Msg2 into A12, then R5 : V1 |≡ (V2
kV2−→ V1).

Substituting R5 and Msg2 into the MMR in the public key form, then R6 : V1| ≡
(V2 |∼ Msg2). Applying A2 and Msg2 into the FR, then R6 : V1 |≡ #(Msg2). By
combining R6 and R7 into the NVR, then R8 : V1 |≡ (V2 |≡Msg2).
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• Step 5: RSU receives Msg3 from V1.

• Step 6: Applying A13 and CertV1 from Msg3 into A14, then R9 : RSU |≡ (V1
kV1−→

RSU). Substituting R9 and Msg3 into the MMR in the public key form, then R10 :
RSU | ≡ (V1 |∼ Msg3). Applying A3 and Msg3 into the FR, then R11 : RSU |≡
#(Msg3). By combining R10 and R11 into the NVR, then R12 : RSU |≡ (V1 |≡Msg3).

• Step 7: RSU receives Msg4 from V2.

• Step 8: Applying A13 and CertV2 from Msg4 into A15, then R13 : RSU |≡ (V2
kV2−→

RSU). Substituting R13 and Msg4 into the MMR in the public key form, then
R14 : RSU | ≡ (V2 |∼Msg4). Applying A4 and Msg4 into the FR, then R15 : RSU |≡
#(Msg4). By combining R14 and R15 into the NVR, then R16 : RSU |≡ (V2 |≡Msg4).

• Step 9: RTA receives Msg5 from RSU.

• Step 10: Applying A16 and CertRSU from Msg5 into A17, then R17 : RTA |≡ (RSU
kRSU−→

RTA). Substituting R17 and Msg5 into the MMR in the public key form, then R18 :
RTA| ≡ (RSU |∼ Msg5). Applying A5 and Msg5 into the FR, then R19 : RTA |≡
#(Msg5). By combining R18 and R19 into the NVR, then R20 : RTA |≡ (RSU |≡
Msg5).

• Step 11: Applying A7 and M1 from Msg5 into the MMR in the shared key form,
then R21 : RTA |≡ (V1 |∼ M1). Similarly, by applying A8 and M2 from Msg5 into
MMR in a symmetric shared key form, then R22 : RTA |≡ (V2 |∼M2). Based on R21

and R22, the RTA can calculate CSV1−2 = k̂V1

⊕
k̂V2 and record it into the blockchain.

Accordingly, V1 retrieves the CSV1−2 from the blockchain using T xID and agrees with

V2 on k̂V2 . Now, V1 |≡ (V1
k̂V2←→V2) (Goal 1).

• Step 12: V2 receives Msg6 from V1.

• Step 13: Once V2 ◁T xID in the blockchain, then V2 |≡ (V2
k̂V2←→V1) (Goal 2). Thus,

by applying Goal 2 and Msg6 into the MMR in the shared key form, then V2 |≡
(V1 |∼Msg6) (Goal 3).

7.3.2 Security analysis

Throughout this subsection, the security requirements fulfilled through this methodology are dis-
cussed, which are primarily determined by the digital signatures and blockchain system adopted.

1. Message authentication: The proposed scheme’s security strength mainly depends on the
infeasibility of solving the ECDLP for the first transmission slot and the sufficient secu-
rity level provided by the symmetric key-based cryptography with a key length of order
|k̂V2 | ≃ 128, 192, or 256 bits during subsequent transmission slots. Furthermore, the cer-
tificate CertVi signed by the TA allows the recipient to authenticate the sender’s public key
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PkVi . Hence, the recipient is able to authenticate the received message by verifying the re-
ceived signatures verfPkVi

(σi) and Deck̂Vi
(σi)

?
= H1(m∥Ti∥T xID) for first and subsequent

transmission slots, respectively.

2. Conditional privacy preservation: Since all the transmitted messages have no information
about Vi’s real identity RIDVi , no network terminal is able to expose RIDVi except for TA,
as it’s the only terminal that stores the link between RIDVi and Vi’s issued long-term digital
certificate CertVi . Hence, preserving privacy under certain conditions.

3. Unlinkability: Since the key extraction process depends on the reciprocal features and the
spatially and temporally correlated wireless channel responses within Tc, the adversary
cannot establish a rational relationship between the extracted keys from different sessions,
supporting forward and backward secrecy. In addition, the dynamically updated T xID

between vehicles prevents adversaries from linking messages from different sessions.

4. Resistance to birthday collisions: Ethereum’s consensus mechanism depends on the proof
of work (Ethereum 1.0) and proof of stake (Ethereum 2.0). This consensus mechanism
helps prevent forking; thus, the likelihood of a block’s birthday colliding is effectively
reduced.

5. Resistance to Hijacking: All Ethereum transactions are signed using the digital signatures
of the elliptic curve (secp256k1). The ECDSA’s security ensures that no probabilistic
polynomial time adversary can alter the signature of a transaction message, resisting this
type of attack.

6. Resistance to active attacks: In order for the proposed scheme to be effective, it must be
immune to the following types of active attacks.

(a) Resistance to modification: The design of the BCSKE scheme ensures message in-
tegrity since Vj can detect modification attempts in the received message m from Vi

by checking if Deck̂Vi
(σi)

?
= H1(m∥Ti∥T xID), where k̂Vi is the extracted shared key

based on the unpredictable channel randomness between Vi and Vj.

(b) Resistance to replay: The freshly extracted shared key k̂Vi between Vi and Vj in each
session allows for avoiding replaying attacks from different sessions. In addition,
the attached timestamp Ti helps the recipient to check the freshness of the received
message during the same session interval. Hence, resisting such attacks.

(c) Resistance to impersonation: To impersonate a legitimate vehicle Vi, the adversary
needs to generate a valid signature at the first transmission slot to extract a secret
shared key used for subsequent transmissions. In this sense, the adversary must
deduce Vi’s private key SkVi ∈ Z∗q from PkVi = SkVi.g under the difficulty of solving
the ECDLP. Hence, protecting against impersonation attacks.
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7.3.3 Security proof based on AVISPA simulation

In this subsection, the AVISPA tool is used to analyse the security robustness of the proposed
BCSKE scheme.

1. Preliminaries: In [143], Armando et al. developed the AVISPA toolkit, which is a widely
used security protocol animator to validate and evaluate the security aspect of applica-
tions and internet security protocols. In AVISPA, the high-level protocol specification
language (HLPSL) specifies the role played by each network terminal referred to by the
agent, which verifies the security features regarding authentication and data secrecy of
the exchanged messages between different agents in the presence of an intruder. Secu-
rity properties are predefined in a separate section called “goals,” based on which the
security protocol is classified as SAFE or UNSAFE. As part of AVISPA’s toolset, the
HLPSL2IF translator is utilised to translate the HLPSL code into the intermediate for-
mat (IF), which is integrally crucial for offering and serving adequate input to the various
back-ends of the tool. There are four back-ends provided by AVISPA: tree automata-
based on automatic approximations for analysis of security protocol (TA4SP), SAT-based
model checker (SATMC), on-the-fly model checker (OFMC), and constraint logic-based
attack searcher (CL-AtSe). In this study, the simulation result of the BCSKE scheme is
determined using the CL-AtSe back-end, which determines the protocol’s resistance to
MITM and replay attacks. Table 7.5 presents the BCSKE scheme used notations and their
associated HLPSL scripting symbols.

Table 7.5: AVISPA symbols and their equivalent scheme notations

HLPSL variable Scheme notation
inv(KVi) SkVi

KVi PkVi

TR TR

KVi.TR.{KVi.TR}_inv(KTA) CertVi

{x}_inv(k) σi

Ti Ti

Ki k̂Vi

inv(KRSU) SkRSU j

KRSU PkRSU j

inv(KRTA) SkRTA

KRTA PkRTA

inv(KTA) SkTA

KTA PkTA

CS CSV1−2

KV1.KV2.CS.{KV1.KV2.CS}_inv(KRTA) T xID
. ∥
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2. Specifications for simulation: As a first step, the security goals for the BCSKE simulation
are specified, which include the secrecy of the extracted keys K1 and K2 between differ-
ent agents referred to by sec_1, sec_2, sec_3, and sec_4, along with authenticating the
broadcasted messages by the intended agent described by auth_1, auth_2, auth_3, auth_4,
auth_5, auth_6, and auth_7. In the simulation, there are four agents’ roles role_V1,
role_V2, role_RSU, and role_RTA played by V1, V2, RSU, and RTA, respectively. Dur-
ing the role session, all the agents’ declarations are defined, and in the role environment,
all the variables and functions associated with different agents are denoted. Fig. 7.4
shows the protocol simulation in the form of transitions between different agents in the
BCSKE scheme. A full explanation of these roles is presented in Appendix B in the form
of HLPSL codes. Note that /\ means a conjunction between two operations.

Code 1 in Appendix B shows the role played by V1 in the network. The knowledge of
V1 includes all the protocol’s agents (V1, V2, RSU, and RTA), their public keys (KV1,
KV2, KRSU, and KRTA), TA’s public key KTA, the symmetric key KV1Rta between
RTA and V1 (equals SkV1 .PkRTA using the Diffie-Hellman key exchanging protocol), and
the send (SND) and receive (RCV) Dolev-Yao (dy) channels. The local variables part
defines the role’s initial state (State:=0), the certificate expiry date TR, the timestamps
(T1, T2, T4, and T6), the probing packets of V1 and V2 (PPV1 and PPV2), the correction
sequence CS, the extracted keys by V1 and V2 (K1 and K2), and the message M. The
following are the three transitions that describe the role of V1.

- For State=0, and if V1 receives the start signal “RCV(start)” to execute the protocol, then
the current state is increased by 1 (State’:=1) and V1 sends the communication request
containing the probing packet PPV1, a fresh timestamp T1’, V1’s certificate, and the
message signature signed by V1’s private key inv(KV1). Note that {x}_inv(y) represents
the signature of the contents x using the agent’s private key inv(y). Finally, V1 expects

 

role_RSU 
rsu - 5 

role_V1 
v1 - 3 

role_V2 
v2 - 4 

role_RTA 
rta - 6 

Step1. 

Step2. 

Step3. 

Step4. 

Step5. 

Step6. 

Step7. 

PPV1.T1.KV1.TR.{KV1.TR}_inv(KTA).{PPV1.T1.KV1.TR.{KV
1.TR}_inv(KTA)}_inv(KV1) 

{K2}_KV2Rta.KV1.TR.{KV1.TR}_inv(KTA).KV2.TR.{KV2.TR}
_inv(KTA).T3.{{K2}_KV2Rta.KV1.TR.{KV1.TR}_inv(KTA).K
V2.TR.{KV2.TR}_inv(KTA).T3}_inv(KV2) 

M.T6.KV1.KV2.CS.{KV1.KV2.CS}_inv(KRTA).{M.T6.KV1.KV
2.CS.{KV1.KV2.CS}_inv(KRTA)}_xor(CS,K1) 

{K1}_KV1Rta.KV2.TR.{KV2.TR}_inv(KTA).KV1.TR.{KV1.TR}
_inv(KTA).T4.{{K1}_KV1Rta.KV2.TR.{KV2.TR}_inv(KTA).K
V1.TR.{KV1.TR}_inv(KTA).T4}_inv(KV1) 

{K1}_KV1Rta.{K2}_KV2Rta.KV1.KV2.T5.KRSU.TR.{KRSU.T
R}_(KTA).{{K1}_KV1Rta.{K2}_KV2Rta.KV1.KV2.T5.KRSU.T
R.{ KRSU.TR}_(KTA)}_inv(KRSU) 
 
KV1.KV2.xor(K1,K2).{ KV1.KV2.xor(K1,K2)}_inv(KRTA) 

PPV2.T2.KV2.TR.{KV2.TR}_inv(KTA).{PPV2.T2.KV2.TR.{KV
2.TR}_inv(KTA)}_inv(KV2) 

Figure 7.4: AVISPA protocol simulation.
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that V2 authenticates PPV1 through a process named “auth_1”.

- For State=1, and if V1 receives a message from V2 containing the probing packet PPV2,
a fresh timestamp T2’, V2’s certificate, and the message signature signed by V2’s private
key inv(KV2), then the current state is increased by 1 (State’:=2) and V1 sends a message
containing the encrypted key {K1’}_KV1Rta, V1’s certificate, V2’s certificate, a fresh
timestamp T4’, and the message signature signed by V1’s private key inv(KV1). Finally,
V1 verifies the received PPV2 from V2 through a process named “auth_2”, believes in the
secrecy of the transmitted K1’ to the RSU through a process named “sec_1”, and expects
that RSU authenticates {K1’}_KV1Rta through a process named “auth_4”.

- In the 3rd transition, the obtained correction sequence from the blockchain is referred to
as a received message from the RTA containing KV1, KV2, and CS’ signed by the RTA’s
private key as {KV1.KV2.CS’}_inv(KRTA). For State=2, and if V1 receives a signed CS’
from the RTA, then V1 reconciles the mismatched bits by computing K2’:=xor(CS’,K1)
and securely sends a message to V2 containing the safety-related message M, a fresh
timestamp T6’, the CS’, and the message signature signed by the symmetric key K2’.
Finally, V1 verifies the received CS’ from the RTA through a process named “auth_6”,
and hopes that M will be authenticated by V2 through a process named “auth_7”.

Code 2 in Appendix B shows the role played by V2 in the network. The knowledge of
V2 includes all the protocol’s agents (V2, V1, RSU, and RTA), their public keys (KV2,
KV1, KRSU, and KRTA), TA’s public key KTA, the symmetric key KV2Rta between V2
and RTA (equals SkV2 .PkRTA using the Diffie-Hellman key exchanging protocol), and the
SND/RCV channels. The local variables part defines the role’s initial state (State:=0), the
certificate expiry date TR, the timestamps (T1, T2, T3, and T6), the probing packets of
V1 and V2 (PPV1 and PPV2), the correction sequence CS, the extracted keys by V1 and
V2 (K1 and K2), and the message M. The following are the two transitions that describe
the role of V2.

- For State=0, and if V2 receives the communication request from V1, then the current
state is increased by 1 (State’:=1) and V2 sends

• a reply message to V1 containing the probing packet PPV2, a fresh timestamp T2’,
V2’s certificate, and the message signature signed by V2’s private key inv(KV2).
Finally, V2 verifies the received PPV1 from V1 through a process named “auth_1”
and expects that V1 authenticates PPV2 through a process named “auth_2”.

• a message to the RSU containing the encrypted key {K2’}_KV2Rta using the sym-
metric key KV2Rta, V1’s certificate, V2’s certificate, a fresh timestamp T3’, and
the message signature signed by V2’s private key inv(KV2). Finally, V2 believes in
the secrecy of the transmitted K2’ to the RSU through a process named “sec_2” and
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expects that RSU authenticates {K2’}_KV2Rta through a process named “auth_3”.

- For State=1, and if V2 receives a message from V1 containing the safety-related message
M, a fresh timestamp T6’, the CS’, and message signature signed by the symmetric key
K2, then the current state is increased by 1 (State’:=2). Finally, V2 verifies the received
M from V1 through a process named “auth_7”.

Code 3 in Appendix B shows the role played by the RSU in the network. The knowl-
edge of the RSU includes all the protocol’s agents (RSU, V1, V2, and RTA), their public
keys (KRSU, KV1, KV2, and KRTA), TA’s public key KTA, the SND/RCV channels.
The local variables part defines the role’s initial state (State:=0), the certificate expiry date
TR, the timestamps (T3, T4, and T5), and the symmetric keys (K1, K2, KV1Rta, and
KV2Rta). The following are the two transitions that describe the role of the RSU.

- For State=0, and if the RSU receives a message from V2 containing the encrypted key
{K2’}_KV2Rta using the symmetric key KV2Rta, V1’s certificate, V2’s certificate, a fresh
timestamp T3’, and the message signature signed by V2’s private key inv(KV2), then the
current state is increased by 1 (State’:=1). Finally, the RSU verifies the received {K2’}
_KV2Rta’ from V2 through a process named “auth_3”.

- For State=1, and if the RSU receives a message from V1 containing the encrypted key
{K1’}_KV1Rta, V1’s certificate, V2’s certificate, a fresh timestamp T4’, and the message
signature signed by V1’s private key inv(KV1), then the current state is increased by
1 (State’:=2) and the RSU sends a message to the RTA containing the encrypted keys
{K1’}_KV1Rta’ and {K2’}_KV2Rta’, V1’s certificate, V2’s certificate, a fresh timestamp
T5’, and the message signature signed by the RSU’s private key. Finally, the RSU verifies
the received {K1’} _KV1Rta’ from V1 through a process named “auth_4”, believes in
the secrecy of the transmitted K1’ and K2’ to the RTA through a process named “sec_3”
and “sec_4”, respectively, and expects that the RTA authenticates {K1’}_KV1Rta and
{K2’}_KV2Rta through a process named “auth_5”.

Code 4 in Appendix B shows the role played by the RTA in the network. The knowledge
of the RTA includes all the protocol’s agents (V2, V1, RSU, and RTA), their public keys
(KV2, KV1, KRSU, and KRTA), TA’s public key KTA, the symmetric key KV1Rta and
KV2Rta, the SND/RCV channels. The local variables part defines the role’s initial state
(State:=0), the certificate expiry date TR, the timestamps T5, and the symmetric keys K1
and K2. There is a single transition played by the RTA denoted by

- For State=0, and if the RTA receives a message from the RSU containing the encrypted
keys, then the current state is increased by 1 (State’:=1), the RTA computes CS’:=xor(K1’,
K2’) and sends a message to V1 containing (KV1, KV2, CS’) and the message signature
signed by the RTA’s private key inv(KRTA). Finally, the RTA verifies the received {K1’}
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Figure 7.5: AVISPA simulation result using CL-AtSe.

_KV1Rta’ and {K1’} _KV1Rta’ from the RSU through a process named “auth_5”, and
expects that V1 authenticates CS’ through a process named “auth_6”.

As a final substep, Code 5 in Appendix B defines the protocol variables and the intruder
knowledge of all the network agents and their associated public keys. In addition, the same
code outlines the protocol goals mentioned above.

3. Simulation results: Based on the AVISPA security analysis, Fig. 7.5 summarises the
simulation result of the specified goals using the CL-AtSe back-end checker. As can be
seen, the CL-AtSe model takes 0.03 seconds for IF translation. According to the summary,
the conclusion is that the BCSKE protocol is SAFE from potential MITM and replay
attacks.

7.4 Performance analysis

7.4.1 Implementation and transaction fees

This part discusses the functionality of the BCSKE scheme by implementing it on the Ethereum
main network, i.e., Ethereum MainNet. For triggering and deploying the proposed SC, the in-
tegration of the Ethereum MainNet and Remix 0.25.1 is achieved using MetaMask (a Microsoft
Edge plug-in extension). For all Metamask wallets, Ethereum MainNet is the default network
that is used by developers to develop and examine the actual performance of various types of
decentralised applications. Following are the details of the BCSKE implementation.

1. As a first step, three accounts are created in the MetaMask corresponding to RTA, V1, and
V2, denoted by 0xcbB3012b86b594223E43FB9c50176624F357463b, 0xa30C281D2Cf62
52e7524f38341fb6d1a8b68876B, and 0xA510aEe2869D2A2608C6D96d454d322BC67d
327A, respectively, as shown in Fig. 7.6(a). Then switched to the RTA’s account and



CHAPTER 7. SMART CONTRACT-BASED SECRET KEY EXTRACTION 157

 

 

(a) Network terminals. (b) Smart contract deployment. 

Figure 7.6: Blockchain terminals and the SC deployment process in MetaMask.

charged it from the Ethereum MainNet such that the RTA can deploy and interact with the
SC’s functions, i.e., Deployer, IssueCS, Update, and Get. Afterwards, the proposed SC is
deployed into the blockchain and retrieved its address (SCID), denoted by 0x91feA69D12
8a4C82AffA49a70E95b35774e04738, as shown in Fig. 7.6(b). An overview of the SC

deployment process is given in Fig. 7.7, which includes information on transaction fees,
gas costs (Ethereum unit of measurement, i.e., ETH and Wei), etc.

2. Following that, the IssueCS function is invoked to deploy the correction sequence (CS) of
the mismatched bits in a transaction (Tx) and obtain its related address (TxID). Next, the
TxID is mapped to both of the communicating vehicles’ public keys (PkV1 , PkV2) using the
Update function.

3. Finally, the switch to V1 is made to obtain the CS of the transaction (Tx) by invoking the
Get function to attain TxID.

An example of how the network terminals interact with the SC’s different functions is ex-
plained in a four-step process using the Remix Virtual Machine - see Fig. 7.8, as follows.

• Step 1: Using the Deployer function, the SC is deployed by the RTA.

• Step 2: Assuming PkV1 = 847932647234870754 345, PkV2 = 234354679832720343455,
and CS = 1054342 37269874323123, the CS is published via a transaction and retrieved
its related address, e.g., TxID = 782353723486592342345 using the IssueCS function.

• Step 3: The Update function maps the obtained TxID to PkV1 and PkV2 .

• Step 4: The Get function is used to call the TxID corresponding to the input public keys
PkV1 and PkV2 .
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Figure 7.7: The SC deployment details.

Figure 7.8: An example of the SC functionality.

In addition, the gas costs associated with the SC’s functions are evaluated, as shown in
Table 7.6. As can be seen, the SC deployment is the most costly phase, but it only needs to
be performed once. In contrast to all the other functions, the IssueCS and Update functions are
invoked at the beginning of each session. While the Get function is invoked by the recipient
for every received safety-related message. A comparison of transaction time and fee costs for
various blockchains is shown in Table 7.7 [144–146]. Among its rivals, it is noteworthy that
Aleph Zero is the fastest blockchain (∼ 600 msec) with the lowest transaction fees (∼ 0.0003
$). In each session, based on Aleph Zero statistics, the communicating vehicles lose from two
to six safety-related messages since the broadcasting rate is a message every 100 - 300 msec.
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Table 7.6: Gas costs for different SC’s functions (1 ETH = 1,859.89 $)

Function Gas used (Gwei) Actual cost (ETH)
Deployer 17.06409157 0.0052635896856822
IssueCS 15.260894856 0.00139812688223244
Update 15.465276944 0.001416851346989
Get No fees No fees

Table 7.7: A comparison of blockchains’ transaction fees and costs ($) [144–146]

Blockchain T x’s time T x’s cost
Aleph Zero ∼ 0.6 sec ∼ 0.0003 $
Avalanche ∼ 1-2 sec 1 $ for transaction fee ≤ 20 $

5% for transaction fee > 20 $
Digibyte ∼ 2-3 min ∼ 0.0005 $
Dash ∼ 6 min ∼ 0.2 - 0.3 $
Litecoin ∼ 30 min ∼ 0.007 $
Tezos ∼ 30 min ∼ 0.01 $

Fortunately, blockchain technology is rapidly developing, which can help mitigate this loss in
the future.

7.4.2 Comparative analysis of computation cost

This subsection conducts a performance evaluation, comparing it with the methodologies pre-
sented in [57–60, 140]. Specifically, [57, 58] introduced CPPA schemes utilising ECC-based
scalar multiplication and addition operations for signature generation and verification. Mean-
while, [59, 60, 140] introduced certificate-less authentication schemes, aiming to minimise au-
thentication overheads and promote privacy. In this context, the same evaluation of the time
consumed by different cryptographic operations is invoked from [147], see Table 7.8. These
operations are measured using the MIRACL library [126] running on quad-core i7-4790 CPU,
16 GB RAM, and Ubuntu 20.04-desktop-amd64. From Table 7.8, T ECC

mul and T ECC
add are the scalar

multiplication and addition operations in the ECC-based group G. While T BP
mul , T BP

add , and TBP

are the scalar multiplication, addition, and bilinear pairing operations in BP-based group G1.
Finally, Texp, Th, T AES

enc , and T AES
dec are the exponentiation, SHA-256 hashing, encryption, and

decryption operations using the AES algorithm.
Table 7.9 presents a comparison of computation and communication costs between the

BCSKE scheme and those described in [57–60, 140]. As can be seen, [57] demonstrates that
the vehicle needs two ECC-based scalar multiplication and two hashing operations to sign a
single message. Thus, the total run time for the signature generation process is 2T ECC

mul +2Th ≈
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Table 7.8: The cost of computing different cryptographic operations in msec

Definition Symbol Time
ECC-based scalar multiplication in G T ECC

mul 1.489
ECC-based Point addition in G T ECC

add 0.008
BP-based scalar multiplication in G1 T BP

mul 2.521
BP-based point addition in G1 T BP

add 0.018
BP operation in G1 TBP 13.44
Exponentiation operation Texp 1.864
Hash function operation using SHA-256 Th 0.003
The AES encryption operation T AES

enc 0.002
The AES decryption operation T AES

dec 0.001

Table 7.9: Comparative analyses of computation and communication costs

Schemes
Computation cost in msec

Communication cost in bytes
Signature generation Signature verification of n messages

Sutrala et al. [57] 2T ECC
mul +2Th (3n)T ECC

mul +(2n)T ECC
add +(2n)Th 228n

Ming et al. [58] 3T ECC
mul +2Th (2n+2)T ECC

mul +(2n+1)T ECC
add +(3n)Th 208n

Tan et al. [59] 6T BP
mul +2T BP

add +3Th 2TBP +(2n+2)T BP
mul +(2n)Texp +(2n+3)Th 300n

Li et al. [60] 3T BP
mul +2T BP

add +1Th (3n+2)T BP
mul +(3n)T BP

add +(n)Th 408n

Ogundoyin et al. [140] T ECC
mul +T ECC

add +2Th (n+1)T ECC
mul +(2n)T ECC

add +(n)Th 124n

BCSKE 1T AES
enc +1Th (n)T AES

dec +(n)Th 68n

2.984 msec. While the time cost to verify a number of n received signatures comprises 3n ECC-
based scalar multiplication, 2n ECC-based addition, and 2n hashing operations, so the total run
time for the signature verification process is (3n)T ECC

mul + (2n)T ECC
add + (2n)Th ≈ 4.489n msec.

The same goes for [58–60, 140].
The calculations for the BCSKE are based on the time consumed to send n safety-related

messages, ignoring the key agreement process since it only occurs once per session. The time
consumed to sign a single message includes one hashing operation and one AES-based encryp-
tion operation, so the total run time for the signature generation is 1T AES

enc + 1Th ≈ 0.005 msec.
While the time consumed to verify n messages includes n hashing operations and n AES-based
decryption operations, the total run time for the signature verification is (n)T AES

dec + (n)Th ≈
0.004n msec. Therefore, the computation costs for generating and verifying signatures in the
BCSKE scheme are lower than those in [57]. Similarly, the computation costs in the BCSKE
scheme (i.e., signature generation and verification) are lower than those of [58–60, 140], as
shown in Fig. 7.9(a).
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(a) The computation cost for different numbers of messages.
 

 
  

 
  
  
  
  
  
 
  
  
  
 
  

   

 

  

   

   

   

   

   

   

   

                   
                                

     

    

    

    

    

     

(b) The communication cost for different numbers of messages.

Figure 7.9: Comparison of computation and communication costs.

7.4.3 Comparative analysis of communication cost

This subsection evaluates the communication cost of the proposed scheme. For comparison, the
curve equation E : y2 = x3 + x mod p is used for the bilinear pairing map e : G1×G1 → GT ,
where G1 and GT represent additive group and multiplicative group with order q1, respec-
tively. For the 80-bit security level, the curve type “SS512” is adopted [148], where p is a
large prime number of order 512 bits (64 bytes) [66]. Thus, the size of the element in the
BP-based group G1 is 2× 512 = 1024 bits (128 bytes). While the size of the element in the
ECC-based group G described in Table 7.2 is 320 bits (40 bytes). As for the element size
in Z∗q and Z∗q1

, the timestamp, and the hash function output, they are respectively 160 bits
(20 bytes; the security level of the 1024-bit RSA key length [149]), 32 bits (4 bytes), and
160 bits (20 bytes). The lengths of the ECC and BP parameters are summarised in Table
7.10 [46]. This calculation only considers the size of the signatures attached to the safety-related
messages since all the schemes have the same message size. In [57], the transmitted signa-
ture is the set of elements {{ fi,gi},Bi,Ki,Ri,{pid1i, pid2i,Ti},T1} in which {pid1i,Ki,Bi,Ri} ∈
G, { fi,gi, pid2i} ∈ Z∗q , and T1 and Ti are the timestamp and the expiry time of the pseudo-
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Table 7.10: Parameters of ECC and bilinear pairing [46]

Scheme Curve type Pairing Cyclic group Length of p Length of a group point
ECC E : y2 = x3 +ax+b mod p Pairing Free G(p) 160 bits |G|= 320 bits

BP E : y2 = x3 + x mod p G1×G1→GT G1(p) 521 bits |G1|= 1024 bits

identity, respectively. Hence, the signature size is 4×40+4×20+2×4 = 228 bytes. In [58],
the transmitted signature is the set of elements {{PIDi,1,PIDi,2,Ti}, ti,Pi,Di,Ri,σi} in which
{PIDi,1,Pi,Di,Ri} ∈G, {PIDi,2,σi} ∈ Z∗q , and ti and Ti are the timestamp and the expiry time of
the pseudonym, respectively. Thus, the signature size is 4×40+2×20+2×4 = 208 bytes. In
[59], the transmitted signature is the set of elements {IDi,T S2,Ri,Ai,Li} in which {Ri,Li} ∈G1,
{IDi,Ai} ∈ Z∗q1

, and T S2 is the timestamp. Thus, the signature size is 2× 128+ 2× 20+ 4 =

300 bytes. In [60], the transmitted signature is the set of elements {Rui,Kui
′,KGui

′, ti,ρui} in
which {Kui

′,KGui
′,Rui} ∈ G1, ρui ∈ Z∗q1

, and ti is the timestamp. Hence, the signature size
is 3× 128 + 20 + 4 = 408 bytes. In [140], the transmitted signature is the set of elements
{PIDk

i ,Ri,ϑi PKi, tcur
i } in which {Ri,PKi} ∈ G, {PIDk

i ,ϑi} ∈ Z∗q , and tcur
i is the timestamp.

Hence, the signature size is 2× 40 + 2× 20 + 4 = 124 bytes. For the BCSKE scheme, the
transmitted signature is the set of elements {T6,T xID,σ6} in which the size of T xID and σ6 are
each equal to 32 bytes. Therefore, the signature size is 2× 32+ 4 = 68 bytes. Based on this
analysis, it can be concluded that the communication cost in the BCSKE scheme is lower than
that of [57–60, 140], as shown in Fig. 7.9(b).

7.4.4 Simulation analysis

In this subsection, the discrete event simulator OMNeT++ 5.6.2 [150] is used in conjunction
with a network simulator (i.e., Sumo 1.8.0 [151], INET 4.2.5 [152], and Veins 5.2 [153]) to carry
out the vehicular simulation to analyse the network performance of the BCSKE scheme. The
simulation uses the IEEE 802.11p standard in a 2500×2500 m2 area, and all the other simulation
parameters are listed in Table 7.11. The performance of the BCSKE scheme is investigated
from the standpoint of average packet delay and packet loss ratio and compared to those of
[57–60, 140].

1. The average authentication delay (AAD): It is also called the end-to-end packet delay,
which consists of the sum of the message transmission and verification delays, which can
be computed using the following formula.

AAD =
1
N

N

∑
i=1

(
1
ni

ni

∑
j=1

(T j
rec−T j

send)

)
(7.11)

where ni is the number of received messages by the vehicle Vi, N is the total number of
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Table 7.11: OMNeT++ simulation parameters

Parameter Value
Simulation area 2500×2500 m2

Duration of simulation 200 sec
Number of vehicles 10, 20, 30, 40, and 50
Vehicles’ maximum speed (m/s) 10, 20, 30, 40, and 50
MAC layer protocol 802.11p
Transmission power 50 mW
Data transmission rate 6 Mbps
Broadcasting rate 100 msec
Receiver sensitivity -110 dBm
Noise floor, e.g., thermal noise, etc -98 dBm
Maximum interference distance 2500 m
Antenna type Monopole antenna
Used channel The control channel (CCH)
Vehicle’s length 2.5 m
Minimum gap between vehicles 2 m
Vehicles’ acceleration 2 m/s2

Vehicles’ deceleration 3 m/s2

vehicles inside the network, and T j
send and T j

rec are the sending and receiving time of the
message m j. The simulation scenario is established such that a fixed number of moving
vehicles (i.e., 20 vehicles) periodically send emergency traffic messages every 100 msec.
In Fig. 7.10(a), the authentication delay for moving vehicles is shown at different speeds
(i.e., 10, 20, 30, 40, 50 m/s). As can be seen from the figure, the authentication delay is
approximately constant at different speeds. The varying vehicles’ speeds, accelerations,
and decelerations cause a slight fluctuation in the distance between the communicating
vehicles, resulting in subtle variations in the average authentication delay caused by the
negligible propagation delay. The BCSKE scheme demonstrates the lowest average au-
thentication delay among its competitors, approximately ∼ 0.0095 msec.

2. The average packet loss ratio (APLR): The ratio between lost packets and transmitted
packets reflects the packet loss ratio, which can be computed using the following formula.

APLR =
1
N

N

∑
i=1

(
Ni

lost

Ni
rec +Ni

lost

)
(7.12)

where Ni
rec and Ni

lost are the number of successfully received and lost data packets from
the vehicle Vi, respectively. In Fig. 7.10(b), the packet loss ratio for a different number of
vehicles (i.e., 10, 20, 30, 40, 50 vehicles) is shown at a maximum speed of moving vehicles
of 20 m/s. The figure clearly shows that the packet loss ratio of all the schemes (i.e., the
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(a) Average authentication delay at different speeds.
 

 
  
  
  
  
  
  
   
  
  
 
  
  
 

    

 

    

    

    

    

   

    

    

    

    

   

    

    

    

                   
                  

     

    

    

    

    

     

(b) Average packet loss ratio at different densities.

Figure 7.10: OMNeT++ simulation results.

number of dropped packets) increases as the number of vehicles increases. However,
it is worth noting that the slopes of [59, 60] are much higher than that of [57, 58, 140]
because [59, 60] have bilinear pairing-based verification processes and the largest sizes
of transmitted messages. While the slopes of [57, 58, 140] are higher than that of the
BCSKE scheme because [57, 58, 140] have ECC-based verification processes. Based on
these results, it can be concluded that the BCSKE scheme outperforms its competitors
in [57–60, 140].
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7.5 Summary

In accordance with the contributions listed, this study introduces a lightweight SKC-based re-
authentication method that supports forward and backward secrecy (1st contribution). For key
agreement, an efficient secret key extraction-based authentication scheme is proposed for
VANETs, leveraging the immutability of blockchain technology to design a lightweight smart
contract for reconciling the mismatched bits incurred by the channel non-reciprocity components
(2nd contribution). In addition, the correctness and security robustness of the BCSKE scheme
is proven using the BAN-logic and AVISPA simulator, respectively, demonstrating the scheme’s
resistance to common adversarial attacks (3rd contribution). The effectiveness of the BCSKE
scheme in high-density traffic environments is emphasised, and it has been demonstrated that
the required time to verify 1000 messages is improved by ∼ 99% compared to previous stud-
ies [57–60, 140]. While the communication cost is improved by 70%, 67%, 77%, 83%, and
45% in comparison to that of [57–60, 140], respectively (4th contribution). Using OMNeT++,
it is demonstrated that the proposed scheme offers a lower authentication delay and packet loss
ratio than competing approaches. The next chapter explores the possibility of designing a smart
contract-based blockchain for an efficient group key distribution of signature-based authentica-
tion in VANETs.



Chapter 8

Blockchain-based Group Key Distribution

Existing GS-based schemes suffer from high computation and communication costs for gen-
erating and distributing group public and private keys. In addition, these keys must be up-
dated periodically to provide forward and backward secrecy. To overcome these limitations,
blockchain-based authentication has emerged in recent studies. In [154], Otoum et al. devel-
oped a Federated Learning-based framework for authenticating transactions in a decentralised
pattern. Lu et al. [40] employed the blockchain to develop a proof of revocation and issuance
of certificates. Son et al. [147] proposed a consortium blockchain-based V2I handover authen-
tication protocol. Nevertheless, developing a reliable group key distribution method remains
challenging, particularly in high mobility and dense traffic environments.

The following summarises the contributions of this chapter which are published in [25],
fulfilling the outlined thesis objectives (3, 5, 6) detailed in Subsection 1.4.3:

1. A blockchain-based group key distribution method is proposed, allowing the RSU to act as
a group manager in distributing and updating the group session key among group members
with minimal communication and computation costs using a smart contract. Accordingly,
a lightweight GS-based message authentication process is developed.

2. The smart contract’s functionality is evaluated by implementing its built-in functions and
measuring its associated gas costs using Ethereum’s main network (MainNet).

3. Besides security analysis, the proposed scheme is extensively compared to conventional
approaches to prove its superiority in reducing the computation and communication costs
of verifying and transmitting messages.

This chapter is organised as follows. Section 8.1 describes the proposed scheme. Sections
8.2 and 8.3 evaluate the security and performance aspects. Finally, Section 8.4 concludes the
chapter.

166
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8.1 The proposed scheme

This section goes into detail about the system and scheme modelling. For simplicity, Table 8.1
lists the scheme’s notations.

8.1.1 System modelling

The network comprises the following entities, see Fig. 8.1.

1. TA: The TA is a trusted third party that initialises the system’s parameters and registers
network terminals. It is the only terminal that holds the link between the vehicle’s real
identity and its digital certificate. It also can expose the vehicle’s real identity in case of
misbehaving (i.e., constructing attacks or driving an unregistered vehicle).

2. RSUs: The RSUk serves as a group manager responsible for the enrolment/revocation of
vehicles getting in/out from its coverage area. In addition, it updates the group session key
KGS dynamically to ensure forward and backward secrecy. It is able to deploy and interact
with its smart contract SCRSUk through transactions in the blockchain.

3. OBUs: Each vehicle serves as a group member in a specific region and has a wireless
communication device to communicate with surrounding vehicles. It is also capable of
accessing the blockchain network and invoking the ViewGSK function using SCRSUk .

4. The proposed smart contract-based blockchain: Algorithm (1) presents the smart contract
of the KGS distribution process with a command-by-command explanation. In the pro-
posed smart contract, four functions are involved: Deployer, IssueGSK, UpdateGSK,
and ViewGSK. The Deployer( ) function is used to define the owner of the smart con-
tract SC. In this scenario, the RSUk in each region acts as the owner and the deployer of the

Table 8.1: List of notations for the proposed group key distribution scheme

Symbol Definition
SkTA, PkTA The system secret and private keys, respectively
SkRSUk , PkRSUk RSUk’s private and public keys, respectively
SkVi , PkVi Vi’s private and public keys, respectively
KGS, CGS The group session key and its encrypted parameter
SCRSUk The smart contract deployed by RSUk
SCIDRSUk The smart contract’s address
Ti, Tr σi’s timestamp and receiving time, respectively
T∆ The freshness expiry period [00:00:59]
PIDVi The pseudo-identity of the vehicle Vi
Cert, TR The terminal’s digital certificate and its expiry date
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Figure 8.1: System modelling for the proposed group key distribution scheme.

SCRSUk . The IssueGSK(uint_PID,uint_CGS) function can only be invoked by the owner
RSUk to publish a transaction T x contains the encrypted group key CGS associated to the
vehicle Vi’s pseudo-identity PIDVi , retrieving the published T x’s address T xID. Similarly,
the UpdateGSK(uint_PID,uint_T xID) function can only be invoked by the owner RSUk

Algorithm 1: Smart Contract for GSKdistribution
Given: function name, parameter settings
Require: Setting up functions
struct V2V {uint PID; uint CGS;
} //Defining the types of the input parameters
address RSU = 0xcbb21012b86b594223E43FB9c5017662
4F357463b; //Defining the address of the RSU
mapping (uint→ uint256) private PID2TX;//Defining a local
function “PID2TX” that maps PIDVi to T xID
function Deployer ( ) public {RSU = msg.sender;
} //Defining the SC’s deployer as the RSU
modifier onlyowner {require (msg.sender == RSU);
_;}//Only the RSU can successfully run the Deployer function
V2V GSKdistribution1;
function IssueGSK (uint _PID, uint _CGS)
onlyowner public returns (uint, uint) {
GSKdistribution1.PID = _PID;
GSKdistribution1.CGS = _CGS;
return (GSKdistribution1.PID, GSKdistribution1.CGS)
} //Publishing a transaction T x by the owner “RSU”, which
contains CGS associated with PIDVi and retrieving T xID
function UpdateGSK (uint PID, uint256 T xID)
onlyowner public {PID2TX [PID] = T xID;
} //The owner “RSU” maps PIDVi to T xID.
function ViewGSK (uint PID) public view returns
(uint256) {return PID2TX [PID];
} //This function can be invoked by any vehicle Vi using its
corresponding PIDVi to retrieve T xID
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and it is used to map the retrieved T xID to PIDVi . At last, the ViewGSK(uint_PID)

function is invoked by Vi to retrieve T xID related to PIDVi . Using T xID, Vi obtains T x’s
contents, CGS, from the blockchain.

Note that, this scheme adopts the same blockchain network architecture presented in Chapter 7.

8.1.2 Scheme modelling

The proposed blockchain-based group signature scheme involves four phases, i.e., initialisation,
registration, group session key generation, signature generation and verification.

Initialisation phase

The TA performs the following steps to initialise the system’s public and private parameters.

• The TA chooses two prime numbers, p and q, with a length of 160 bits used to initialise
the elliptic curve E : y2 = x3 + ax+ b mod p, where (a,b) ∈ Z∗q in a condition of ∆ =

4a3 +27b2 ̸= 0.

• The TA chooses the generator g of length q and creates the cyclic additive group G that
combines all points on E along with the infinity point O .

• The TA randomly chooses the system secret key SkTA ∈ Z∗q , then computes its related
public parameter PkTA = SkTA.g. In addition, the TA chooses the SHA-256 hash function
H1 : {0,1}∗→{0,1}N1 , where N1 = 256 bits.

• Finally, the public parameters are PPs = ⟨a,b, p,q,g, PkTA,H1⟩.

Registration phase

The TA performs the following steps to register all network terminals.

• For each RSU, the TA publishes RSUk’s smart contract SCRSUk and retrieves its associated
address SCIDRSUk . After that, the TA chooses the RSUk’s private key SkRSUk ∈ Z∗q and
computes its related public parameter PkRSUk = SkRSUk .g. Then, the TA generates RSUk’s
long term digital certificate CertRSUk = ⟨PkRSUk ,TR,σTA⟩, where TR is the expiry date and
σTA = SignSkTA

(PkRSUk∥TR). At last, the TA stores ⟨PPs,SkRSUk ,CertRSUk ,SCIDRSUk⟩ onto
RSUk.

• As for each vehicle Vi, the TA checks the Vi’s real identity RIDVi , chooses the Vi’s private
key SkVi ∈ Z∗q and computes its related public parameter PkVi = SkVi.g. Then, the TA gener-
ates Vi’s long term digital certificate CertVi = ⟨PkVi,TR,σTA⟩, where σTA = SignSkTA

(PkVi∥
TR). At last, the TA stores ⟨PPs,SkVi,CertVi⟩ onto Vi.
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Group session key generation phase

As shown in Fig. 8.2, this phase comprises the following steps:

• Step 1: In each region, there is a RSUk that periodically broadcasts an enrollment message
in the form of ⟨T1,SCIDRSUk ,CertRSUk ,σ1⟩, where T1 is the timestamp and the signature
σ1 = SignSkRSUk

(T1∥ SCIDRSUk∥CertRSUk).

• Step 2: For each vehicle Vi in the communication range of the RSUk, Vi checks T1’s
freshness by finding out if Tr−T1 ≤ T∆ holds or not to avoid replay attacks, verifies the
signature σ1 as VerfPkRSUk

(σ1) to avoid impersonation attacks, and checks if CertRSUk ∈
CRL. Then, Vi replies with a message in the form of ⟨T2,MVi,CertVi,σ2⟩, where MVi =

EncKVi−RSUk
(PIDVi), KVi−RSUk = SkVi.PkRSUk , PIDVi is a random number {0,1}N2 of length

N2 = 256 bits chosen by Vi, and σ2 = SignSkVi
(T2∥MVi∥CertVi).

• Step 3: The RSUk in turn checks T2’s freshness, verifies the signature σ2 as VerfPkVi
(σ2),

checks if CertVi ∈CRL, then decrypts MVi to get PIDVi as DecKVi−RSUk
(MVi), where KVi−RSUk

= SkRSUk .PkVi (using Diffie-Hellman key exchanging protocol). At last, RSUk stores CertVi

and its associated PIDVi .

• Step 4: The RSUk encrypts the group session key KGS to get CGS = EncKVi−RSUk
(KGS)

and uses the IssueGSK(PIDVi , CGS) function to publish CGS related to PIDVi through
a transaction T x. At last, RSUk maps the transaction address T xID to PIDVi using the
UpdateGSK(PIDVi , T xID) function.

• Step 5: Finally, Vi retrieves T xID by calling the ViewGSK(PIDVi) function using SCIDRSUk .
By using T xID, Vi can obtain the transaction T x information, including CGS. At last, Vi

decrypts CGS to get KGS as DecKVi−RSUk
(CGS).
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(𝐾𝐺𝑆). 

4.2. 𝑅𝑆𝑈𝑘 publishes 𝐶𝐺𝑆 by invoking 

IssueGSK(𝑃𝐼𝐷𝑉𝑖 , 𝐶𝐺𝑆) and retrieving 𝑇𝑥𝐼𝐷. 

4.3. 𝑅𝑆𝑈𝑘 maps 𝑇𝑥𝐼𝐷 to 𝑃𝐼𝐷𝑉𝑖 using 

UpdateGSK(𝑃𝐼𝐷𝑉𝑖 , 𝑇𝑥𝐼𝐷). 

Figure 8.2: Group session key distribution process.
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Note that the SC’s IssueGSK and UpdateGSK functions allow the RSUk to dynamically
update KGS of group members without incurring an additional communication cost.

Signature generation and verification phase

In this phase, the signature is generated by Vi and verified by the group members Vj (i.e., sur-
rounding vehicles) ∀ j ∈ [1,N−1], where N is the total number of vehicles in the communication
range of RSUk. This phase is presented in a two-step process.

• Step 1: Vi broadcasts a safety-related message m to surrounding vehicles in the form of
⟨m,T3,PIDVi,σ3⟩, where σ3 = EncKGS(H1(m∥T3∥PIDVi)).

• Step 2: ∀ j∈ [1,N−1], Vj checks T3’s freshness and verifies σ3 by testing if H1(m∥T3∥PIDVi)
?
= DecKGS(σ3) holds or not.

Note that, the signature is generated using symmetric key cryptography, a choice made for its
lower computational cost compared to public key cryptography. This way optimises efficiency
without compromising security.

8.2 Security analysis

This section shows that the proposed scheme complies with VANET security and privacy re-
quirements.

8.2.1 Message authentication

The proposed scheme allows the group manager RSUk to initially authenticate Vi using TA’s
signature σTA ∈ CertVi , which proves Vi’s ownership to PkVi . Thus, it is hard to forge a valid
signature signed by SkVi under the difficulty of solving the ECDLP. While Vj verifies Vi’s sig-
nature for subsequent transmissions by checking whether H1(m∥Ti∥PIDVi)

?
= DecKGS(σi) holds,

wherein σi’s security level depends on the key length |KGS| used for generating σi using sym-
metric key cryptography.

8.2.2 Conditional privacy/identity anonymity

Conditional privacy is maintained since only TA retains the link between CertVi and RIDVi ,
preventing the identification of RIDVi by any other terminals inside the network.

1. Unlinkability: The proposed SCRSUk supports unlinkability as no terminal can link be-
tween CertVi and the dynamically updated PIDVi since PIDVi is sent encrypted to RSUk

and published decrypted in the blockchain, making it infeasible to track Vi’s transmitted
messages from different sessions.
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2. Resistance to active attacks: This scheme proves to be resistant to the following attacks.

(a) Resistance to modification: To modify the message contents, an attacker needs to
forge a valid signature which is infeasible without having the group session key
KGS. Therefore, the recipient can easily detect modification attacks by verifying the
attached signature H1(m∥Ti∥PIDVi)

?
= DecKGS(σi).

(b) Resistance to impersonation: To impersonate Vi, an attacker needs to generate a valid
signature using SkVi at the first transmission slot. In other words, the attacker needs
to deduce SkVi from PkVi = SkVi.g under the difficulty of solving the ECDLP.

(c) Resistance to replaying: The attached timestamp Ti allows the recipient to verify the
received messages’ freshness in the same session by checking if Tr−Ti ≤ T∆ holds.
While the dynamically updated KGS resists replaying attacks from different sessions,
supporting forward and backward secrecy.

8.3 Performance analysis

This section evaluates the performance of the proposed scheme by implementing it on the
Ethereum blockchain and measuring its computation and communication costs.

8.3.1 Implementation in the Ethereum blockchain

To discuss the feasibility of the proposed scheme, SCRSUk is implemented on the Remix 0.25.4
compiler, an open-source smart contracts-based blockchain system. Remix-based smart con-
tracts are written in Solidity, a javascript-like language. Using the MeteMask, a chrome plug-in
extension, the deployment and interaction with the functions of SCRSUk are performed on the
Ethereum MainNet. Following are the details of the implementation.

1. In MeteMask, two accounts with different addresses are set up for RSUk and Vi, as depicted
in Fig. 8.3(a). Then, the account of RSUk is funded, and the smart contract SCRSUk is de-
ployed in the blockchain network, obtaining its associated address SCIDRSUk =

0xCF180843dA8E6 f e5Ae3F7baE982e62640d430C. Fig. 8.3(b) shows SCRSUk’s func-
tions. More details about the deployment are given in Fig. 8.3(c), including the gas cost
of deploying SCRSUk .

2. In the simulation, RSUk generates CGS and publishes it using the IssueGSK function,
invoking the published transaction’s address T xID. At last, the RSUk maps T xID to PIDVi

using the UpdateGSK function.

3. Switching to Vi’s account and using SCIDRSUk , Vi obtains T xID by calling the ViewGSK
function. At last, Vi retrieves T x contents, CGS, from the blockchain using T xID.
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(a) Terminals’ accounts. (b) Smart contract’s functions. 

(c) The cost of deploying the smart contract. 

Figure 8.3: Terminals’ addresses and SCRSUk’s functions.

Table 8.2 shows the gas costs per Wei for SCRSUk’s functions, where Wei is the smallest unit
in ETH, 1 ETH = 1018 Wei. It is noteworthy to mention that the Deployer function is the most
expensive in terms of gas costs. Since this process is only performed once, it is relatively inex-
pensive. As for the actual costs of IssueGSK, UpdateGSK, and ViewGSK functions, these are
0.0024, 0.0004, and 0.0003 ETH, respectively, which are acceptable for group key distribution.

8.3.2 Computation and communication comparisons

This subsection shows a detailed analysis of computation and communication costs.

Computation comparison

The exact estimates of time costs for different cryptographic operations in [147] are used, see
Table 8.3. This evaluation is based on the MIRACL cryptographic library [126] using a quad-
core i7 system with 16GB RAM. Based on that, the time required to verify a certain number of
n received messages is evaluated for the schemes presented in [55], [56], [60], and the proposed,

Table 8.2: Gas costs associated with SCRSUk’s functions

Function Gas used (Wei) Actual cost (ETH)
Deployer 263591 0.002445
IssueGSK 69064 0.00049
UpdateGSK 46594 0.000308
ViewGSK No fees No fees
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Table 8.3: The average execution time of different cryptographic operations in msec [147]

Operation Definition Time
T bp The bilinear pairing operation e(., .) in G1 13.44
T sm

bp The scalar multiplication operation in G1 2.521
T pa

bp The point addition operation in G1 0.018
T sm

ecc The scalar multiplication operation in G 1.489
T pa

ecc The point addition operation in G 0.008
Th The hashing operation (SHA-256) 0.003
T enc

AES Encryption operation using the AES algorithm 0.002
T dec

AES Decryption operation using the AES algorithm 0.001

see Table 8.4. As can be seen, [55], [56], and [60] take ≈ (4.489n+ 2.97), (2.992n+ 2.978),
and (7.62n+5.042) msec, respectively to verify n messages. While the proposed scheme costs
≈ 0.004n msec. Fig. 8.4(a) shows the time taken to verify 1000 messages. It is evident from
Fig. 8.4(a) that the proposed method exhibits the lowest computation cost slope in contrast to
the traditional schemes outlined in [55], [56], and [60]. In comparison with [55], [56], and [60],
the proposed scheme is more computationally efficient since [55], [56], and [60] are public-key
cryptography-based, whereas the proposed scheme is a symmetric key cryptography-based.

Communication comparison

For the evaluation of communication costs, various parameter lengths are defined. For ECC’s
parameters of curve type y2 = x3 + ax+ b mod p, the length of an element in G and Z∗q are 40
and 20 bytes, respectively. For BP’s parameters of curve type y2 = x3 + x mod p, the length
of an element in G1 and Z∗q are 128 and 20 bytes, respectively. While the length of the hashed
value and timestamp are 32 and 4 bytes, respectively. According to [55], ⟨PID1

i ,PID2
i ,Ri,Ti,σm⟩

represents the signature, where {PID1
i ,PID2

i ,Ri} ∈ G, σm ∈ Z∗q , and Ti is the timestamp. Thus,
the total signature size is (3× 40+ 4+ 20) = 144 bytes. Similarly, the transmission costs of
[56] and [60] are calculated and presented in Table 8.4. According to the proposed scheme,
⟨Ti,PIDVi,σi⟩ represents the signature, where PIDVi and σi have the same length, 32 bytes each,
and Ti is the timestamp. Thus, the total signature size is (2× 32+ 4) = 68 bytes. Fig. 8.4(b)
shows the communication cost of transmitting 1000 messages. It is evident from Fig. 8.4(b) that
the proposed method exhibits the lowest communication cost slope in contrast to the traditional
schemes outlined in [55], [56], and [60]. Accordingly, it can be concluded that the proposed
scheme saves high communication costs over those in [55], [56], and [60].
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Table 8.4: Computation and communication comparisons

Scheme Verification cost Transmission cost
[55] (3n+2)T sm

ecc +(2n−1)T pa
ecc +

(2n)Th ≈ 4.489n+2.97 msec
144n bytes

[56] (2n+2)T sm
ecc +(n)T pa

ecc +(2n)Th 144n bytes
≈ 2.992n+2.978 msec

[60] (3n+2)T sm
bp +(3n)T pa

bp +(n)Th 408n bytes
≈ 7.62n+5.042 msec

Proposed (n)Th +(n)T dec
AES 68n bytes

≈ 0.004n msec

 

 
  

  
  
  
  
  
  
  
  
  
  

 

 

 

 

 

 

 

 

 

                  
                 

        

    

    

    

(a) Computation comparison. (b) Communication comparison. 

 
  

 
  
  
  
  
  
 
  
  
  
 
  

   

 

   

   

   

   

                  
                 

        

          

    

Figure 8.4: Computation and communication costs of verifying and transmitting a number of n
messages.

8.4 Summary

This chapter proposes a blockchain-based group key distribution technique that exploits the im-
mutability of blockchain technology to distribute group session keys among group members via
a smart contract. The smart contract’s functions enable the group manager to distribute and
update the group key in a secure manner without violating VANET security or privacy require-
ments. The scheme was tested for its resistance to active attacks. Additionally, the computation
comparison demonstrated that the proposed scheme reduces the time needed to verify 1000
messages by 99% when compared to that of [55], [56], and [60]. While the transmission cost is
reduced by 52.7% and 83.3% compared to that of [55, 56] and [60], respectively.



Chapter 9

Conclusions and Future Works

This chapter concludes the findings of this thesis and offers future insights aimed at enhancing
the performance of authentication in VANETs.

9.1 Research questions and contributions

This thesis highlights the potential benefits of PHY-layer authentication in reducing the compu-
tational and communication overhead associated with cryptography-based authentication. The
study presents a comprehensive classification of authentication techniques in VANETs, examin-
ing the strengths and weaknesses of each approach. It is evident that PHY-layer authentication
cannot serve as a standalone method in VANETs but shows promise as a solution when com-
bined with upper-layer methods. Furthermore, the research conducts a thorough evaluation and
comparison of various authentication methods and algorithms, providing valuable insights into
their effectiveness and performance. The classification facilitates a clear understanding of which
PHY-layer authentication approaches are suitable for integration with upper-layer methods, tak-
ing into consideration factors such as computation availability, broadcasting rate, and channel
conditions. It is crucial to note that not all PHY-layer authentication methods designed for in-
door scenarios with low channel variations can effectively function in outdoor environments
with high mobility and dense traffic. This analysis offers researchers in the field a valuable re-
source, inspiring innovation and the development of robust authentication schemes to meet the
evolving demands of VANET applications in the future. In conclusion, this thesis addresses the
research questions mentioned in Chapter 1 through the following exploration:

1. To address Q1, Chapter 2 comprehensively reviews and classifies the current state-of-
the-art of authentication in wireless communication. Specifically, existing crypto-based,
PHY-layer-based, and cross-layer-based authentication methods are thoroughly examined
and discussed, highlighting the limitations associated with each technique.

2. To address Q2, the scheme presented in Chapter 3 employs the unique features of wireless

176
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channels for re-authenticating the communicating terminal at the physical layer. In this
scheme, a low-complexity cross-layer authentication scheme is introduced for VANET ap-
plications, employing the short-term channel reciprocity for re-authentication to address
some of the performance limitations issues, particularly those related to the significant
overheads of signature generation and verification. A lightweight pseudo-identity-based
algorithm is proposed for verifying the legitimacy of the corresponding terminals at the
first time slot, which increases the scheme’s availability and mitigates the effect of flood-
ing types of DoS attacks on the network. For re-authentication, a location-dependent-
based PHY-layer re-authentication step is proposed for the identity re-verification process,
which helps in detecting and preventing Sybil types of attacks.

3. To address Q3: Chapter 4 introduces a critical consideration in existing PHY-layer au-
thentication methods. These methods commonly assume a terminal distance of half a
wavelength, ensuring strong decorrelation between authentic and wiretapped channel re-
sponses, a condition feasible in V2V communication but rendered impractical in V2I sce-
narios due to potential RSU compromises. To overcome this challenge, an innovative
adaptive Chebyshev chaotic mapping-based secret key extraction technique is proposed
in Chapter 4. This technique facilitates the generation of a PHY-layer signature, ensuring
robust message authentication for both V2V and V2I communication.

4. To address Q4, Chapter 5 presents an authentication scheme that utilises the RIS to im-
prove the authentication performance in VANETs. The proposed scheme takes advantage
of the unique properties of the RIS to enhance the channel characteristics and improve the
reliability of authentication for NLoS scenarios. Chapter 6 introduces a key generation ap-
proach that utilises the RIS for secure message exchange in vehicular communication. The
RIS improves the performance of the key extraction in scenarios with low SNR values and
NLoS. Also, it enhances the network’s security against DoS attacks. In this context, an
efficient RIS configuration optimisation technique is proposed, which reinforces signals
received from legitimate users while weakening signals from potential adversaries.

5. Additional contributions to address Q3: Chapters 7, and 8 of this thesis present two effec-
tive authentication schemes that address some limitations of existing PHY-layer authen-
tication and secret key extraction methods. Moreover, a novel technique for blockchain-
based group key distribution is introduced. The following points provide a brief overview
of the contributions made in each chapter pertaining to Q3.

• In PHY-layer secret key extraction, the imperfect channel reciprocity causes a num-
ber of mismatched bits in the extracted key, and existing reconciliation approaches
suffer from high complexity and security flaws, posing a significant challenge. To
address this issue, Chapter 7 proposes a smart contract-based blockchain technol-
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ogy that enables a trusted third party to publish the correction sequence of the mis-
matched bits through a transaction. This transaction is used for reconciling the mis-
matched bits and enabling subsequent message authentication.

• Chapter 8 proposes a novel method for distributing group keys through the use of
blockchain technology. This method enables the RSU to act as a group manager,
distributing and updating group session keys among group members with minimal
communication and computation costs via the use of smart contracts. Accordingly,
a GS-based message authentication process is developed as a lightweight solution.

This research demonstrates the effectiveness of cross-layer authentication in VANET ap-
plications. The findings of this research serve as a foundation for future research endeavours
aimed at enhancing the capabilities and performance of cross-layer authentication mechanisms.
By addressing the identified challenges and exploring new techniques, researchers can strive
to achieve superior performance in wireless applications and pave the way for more efficient
and secure authentication protocols. Continued efforts in this area will contribute to the devel-
opment of robust and high-performing cross-layer authentication solutions for diverse wireless
communication scenarios.

9.2 Limitations and challenges

Identifying and acknowledging the limitations and challenges of this thesis is an important as-
pect of providing a comprehensive assessment. Here are some limitations and challenges that
need to be considered in future works.

1. Limited real-world validation: Conducting real-world experimental analyses of PHY-
layer authentication, particularly at diverse speeds of moving vehicles, introduces a com-
plex and significant challenge. The varying vehicle speeds can lead to dynamic changes
in channel conditions, making it challenging to precisely measure and assess the perfor-
mance of authentication methods under different vehicle speed scenarios, especially when
dealing with fixed SNR values. This challenge underscores the need for comprehensive
investigations and innovative methodologies to effectively account for the dynamic nature
of vehicular environments.

2. Adaptable RIS configuration: Optimising the RIS configuration to accommodate dynamic
terminals remains an active area of investigation within the research community, partic-
ularly in the context of RIS-assisted authentication and key extraction (Chapters 5 and
6). The challenge lies in the need for the RIS to continually adapt and update its config-
uration for forthcoming time slots and changing vehicle locations, an aspect that needs
further exploration.
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3. RIS synchronisation: The synchronisation challenge constitutes another critical aspect in
the context of RIS-assisted authentication and key extraction (Chapters 5 and 6). Achiev-
ing precise synchronisation between RIS configurations and the dynamic terminals, espe-
cially in rapidly changing vehicular environments, remains an active area of investigation
and presents a significant research endeavour within the scientific community.

9.3 Future works

There is substantial potential for continued research and development in this domain. Sev-
eral promising avenues for future investigation encompass the exploration of novel designs for
adaptable cross-layer authentication schemes tailored to various applications of VANET. The
following subsections provide a concise introduction to these avenues.

9.3.1 Machine learning-based adaptive cross-layer authentication

In the context of PHY-layer re-authentication, it is evident that certain methods, such as tag-
based approaches, necessitate high SNR values to achieve satisfactory performance. Conversely,
other methods like keyed-based PHY-layer authentication methods exhibit acceptable perfor-
mance even in lower SNR conditions, whereas crypto-based methods prove advantageous for
re-authentication under poor SNR conditions. Against this backdrop, employing a machine
learning model to classify and optimise the most suitable re-authentication method during the
initial time slot, based on the estimated SNR value, becomes a viable approach.

9.3.2 Decentralised smart contract-based blockchain for efficient secret
key reconciliation

Smart contracts have demonstrated their effectiveness in reconciling discrepancies arising from
the extraction of key bits at the physical layer. By leveraging a smart contract, a trusted third
party can play the role of a referee in facilitating communication between two terminals and pub-
lishing the correction sequence. To further enhance this solution, the design of a decentralised
smart contract incorporating public key cryptography can significantly reduce the overhead as-
sociated with relying on a trusted third party. In this scenario, the smart contract serves as the
referee itself, eliminating the requirement for an external entity and introducing more efficient
reconciliation solutions.

9.3.3 Federated learning for efficient PHY-layer re-authentication

Federated learning is a decentralised machine learning approach where multiple devices (e.g.,
IoT devices, smartphones) collaborate to train a global machine learning model without sharing
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raw data with a central server [165, 166]. In the context of physical layer authentication perfor-
mance, federated learning can be applied to improve the authentication process in the following
ways:

1. Collaborative model training: Devices in a wireless network can collectively participate
in training a shared physical layer authentication model. Each device can use its locally
collected data to update the model parameters without transmitting the raw data to a central
authority. The global model can then be improved by aggregating the locally updated
models from different devices.

2. Privacy preservation: Traditional centralised authentication methods often require devices
to transmit sensitive information to a central server, raising privacy concerns. Federated
learning helps to address this issue by allowing devices to keep their data locally and only
share model updates. This way, the privacy of the individual devices’ data is preserved.

3. Adaptation to diverse environments: Different devices in a wireless network may experi-
ence varying communication conditions due to channel fading, interference, and mobility.
By incorporating federated learning, devices can adaptively learn and update the physical
layer authentication model based on their local experiences, leading to improved perfor-
mance in diverse environments.

4. Real-time learning: Federated learning can facilitate continuous learning and adaptation
of the authentication model in real-time. As devices collect new data and experience
changing channel conditions, they can continuously update the global model without re-
quiring centralised retraining.

5. Robustness to attacks: In the presence of adversarial attacks that attempt to spoof or com-
promise the authentication process, federated learning can provide robustness by aggre-
gating the knowledge from multiple devices, making it harder for attackers to target a
single central authority.

However, it is essential to consider challenges such as communication overhead, synchronisa-
tion, and model aggregation techniques to ensure efficient and effective federated learning for
physical layer authentication. Additionally, security measures should be taken to protect the
federated learning process itself, ensuring that adversaries cannot manipulate the model updates
or extract sensitive information during the collaboration.
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9.3.4 Efficient handover authentication methods

The dynamic nature of the wireless channel, considering both its spatial and temporal varia-
tions, offers an opportunity to develop a robust handover mechanism. Specifically, in scenar-
ios where a vehicle Vi operates within the overlapping coverage areas of consecutive Roadside
Units (RSUs) denoted as RSU j and RSU j+1, the channel characteristics ChVi→RSU j(t) exhibit
a unique difference and high degree of decorrelation with ChVi→RSU j+1(t) at a given instance t.
This decorrelation manifests as a potential means to establish a mapping between (ChVi→RSU j(t),
ChVi→RSU j+1(t)) across diverse positions. This mapping facilitates the establishment of delega-
tion of trustworthiness among different network nodes, paving the way for a lightweight han-
dover authentication method. Such a method capitalises on the inherent correlation in channel
characteristics, enabling reliable and efficient handover procedures.

In conclusion, the horizon of possibilities within this domain stretches wide, offering a
boundless realm of untapped potential. The roadmap to innovation is illuminated by the promise
of novel designs in adaptable cross-layer authentication schemes, each meticulously tailored to
the diverse applications of VANET. As we embark on this journey, let us not only seek to se-
cure our networks but also to empower them, forging a path toward a safer, smarter, and more
interconnected future. The keys to progress lie within our collective resolve and the limitless
creativity that awaits our exploration. The future is ours to shape, and the time to embark on this
transformative voyage is now.



Appendix A

Derivation of Equation (3.16)

Proof. Considering an adversary A who is trying to forge σV2 of the vehicle V2 by the con-
struction of an algorithm C to solve the defined problems with a probability of success εsig.Gen. .
Algorithm C initially holds two empty tables TH1[.] and THMAC[.] to simulate random oracles
H1(.) and HMACkey(.), then answers A ’s oracle queries as follows:

• ID queries: For a query
(
T IDV2,PID1

2,A2
)
, C holds

〈
A1,
(
a2,α2 ∈ Z∗q

)〉
, randomly selects

rV2 and β ∈ Z∗q , then computes A2 = a2 ·P,PID1
2 = α2 · rV2 ·P,PKV2,TA = rV2 · β ·P,ρ =

α2 ·PKV2,TA, and T IDV2 = rV2 ·A1. If TH1[ρ] is defined, then C halts, returns ⊥, and sets
f alse← true, otherwise, it sets TH1(ρ)← H : {0,1}N1 , and returns (T IDV2 , PID1

2,A2
)

to
A under (rV2 ,β ).

• Sign queries: For a query
(
PID2

2,σV2,T2
)
, C selects RIDV2 ∈ {0,1}N2 at timestamp T2,

obtains H from ID queries, then computes SKV1−2 = a2 ·A1 and PID2
2 = RIDV2 ⊕H. If

THMAC [T IDV2 ∥PIDV2∥T2] is defined, C halts, returns ⊥, and sets f alse← true. Other-
wise, it sets HMACSKV1−2

(T IDV2 ∥PIDV2∥T2)←σV2 : {0,1}N2 , and returns
(
PID2

2,σV2,T2
)

to A under RIDV2 .

Finally, it is assumed that A successfully generated a forged signature ⟨T IDV2,PIDV2,σV2,A2,T2⟩
under ⟨rV2,β , RIDV2⟩ based on qID and qs queries for ID and Sign oracles with probability
εSig.Gen = Pr [E1]Pr [E2 | E1], in which E1 and E2 are defined as:

• Event E1 : Algorithm C did not abort due to signature simulation.

• Event E2 : Non-trivial forgery is successfully returned by adversary A .

The probability Pr[¬ f alse] must be computed, in which false indicates that the algorithm C

aborts as a result of ID and Sign queries. The probability is evaluated according to the following
claims.

Claim 1. Pr [E1] = Pr[¬ f alse]≥ 1− q2
IDq2

S
|N1||N2|

Proof. The probability Pr[ f alse] can be evaluated by estimating the multiplication of the follow-
ing probabilities.
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• Scenario 1. f alse← true is obtained in the ID queries if H is occurred by chance in a
previous query to the oracle H1(.) under (rV2,β ). There are at most qID queries in table
TH1[.], the probability for a single ID query is at most qID

|N1| , and the probability for qID

queries is q2
ID
|N1| .

• Scenario 2. f alse← true is obtained in the Sign queries if σV2 is occurred by chance in
a previous query to the oracle HMACSKV1−2

(.) under SKV1−2 ∈G and RIDV2 . There are at
most qs queries in table THMAC[.], the probability for a single Sign query is at most qs

|N2| ,

and the probability for qs queries is q2
s
|N2| .

Claim 2. Pr [E2 | E1]≥ ε

Proof. Pr [E2 | E1] is the probability that A generates a valid forgery, and C does not halt due to
A ’s ID and Sign queries which means that all responses to these queries are valid. Therefore
A will produce a valid forgery with probability ε .

At last, the probability that A successfully impersonates V2 by computing a non-trivial
forgery under ⟨rV2,β ,RIDV2⟩ is at least

εSig.Gen = ε

(
1−

q2
IDq2

S
|N1| |N2|

)



Appendix B

AVISPA Simulation Codes

Code 1: HLPSL code for the role of the vehicle V1, played by V1

role role_V1 (V1,V2,RSU,RTA:agent,KV1,KV2,KTA,KRSU,KRTA:public_key,
KV1Rta:symmetric_key,SND,RCV:channel(dy))

played_by V1
def=

local
State:nat,TR,T1,T2,T4,T6,PPV1,PPV2,CS,M:text,
K1,K2:symmetric_key

init
State:=0

transition
1. State=0 /\ RCV(start) = |> State’:=1 /\ T1’:=new() /\

SND(PPV1.T1’.KV1.TR.{KV1.TR}_inv(KTA).{PPV1.T1’
.KV1.TR.{KV1.TR}_inv(KTA)}_inv(KV1))
%% V1 hopes that PPV1 will be authenticated by V2
/\ witness(V1,V2,auth_1,PPV1)

2. State=1 /\ RCV(PPV2.T2’.KV2.TR.{KV2.TR}_inv(KTA).
{PPV2.T2’.KV2.TR.{KV2.TR}_inv(KTA)}_inv(KV2))
= |> State’:=2 /\ K1’:=new() /\ T4’:=new() /\
SND({K1’}_KV1Rta.KV2.TR.{KV2.TR}_inv(KTA).KV1.
TR.{KV1.TR}_inv(KTA).T4’.{{K1’}_KV1Rta.KV2.TR.
{KV2.TR}_inv(KTA).KV1.TR.{KV1.TR}_inv(KTA).T4’}
_inv(KV1))
%% V1 verifies the received PPV2 from V2
/\ request(V1,V2,auth_2,PPV2)
%% V1 believes in the secrecy of K1’ transmitted to the RSU
/\ secret(K1’,sec_1,{V1,RSU})
%% V1 hopes that {K1’}_KV1Rta will be authenticated

by the RSU
/\ witness(V1,RSU,auth_4,{K1’}_KV1Rta)

3. State=2 /\ RCV(KV1.KV2.CS’.{KV1.KV2.CS’}
_inv(KRTA)) = |> State’:=3 /\ T6’:=new() /\ K2’:=
xor(Cs’,K1) /\ T6’:=new() /\ SND(M.T6’.KV1.KV2.CS.
{KV1.KV2.CS}_inv(KRTA).{M.T6’.KV1.KV2.CS.{KV1.
KV2.CS}_inv(KRTA)}_K2’)
%% V1 verifies the received CS’ from the RTA
/\ request(V1,RTA,auth_6,CS’)
%% V1 hopes that the message M will be authenticated

by V2
/\ witness(V1,V2,auth_7,M)

end role
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Code 2: HLPSL code for the role of the vehicle V2, played by V2

role role_V2 (V2,V1,RSU,RTA:agent,KV1,KV2,KTA,KRSU,KRTA:public_key,
KV2Rta:symmetric_key,SND,RCV:channel(dy))

played_by V2
def=

local
State:nat,TR,T1,T2,T3,T6,PPV1,PPV2,CS,M:text,
K1,K2:symmetric_key

init
State:=0

transition
1. State=0 /\ RCV(PPV1.T1’.KV1.TR.{KV1.TR}_inv(KTA).

{PPV1.T1’.KV1.TR.{KV1.TR}_inv(KTA)}_inv(KV1))
= |> State’:=1 /\ T2’:=new() /\ SND(PPV2.T2’.KV2.

TR.{KV2.TR}_inv(KTA).{PPV2.T2’.KV2.TR.{KV2.TR}
_inv(KTA)}_inv(KV2)) /\ K2’:=new() /\ SND({K2’}
_KV2Rta.KV1.TR.{KV1.TR}_inv(KTA).KV2.TR.{KV2.TR}
_inv(KTA).T3’.{{K2’}_KV2Rta.KV1.TR.{KV1.TR}
_inv(KTA).KV2.TR.{KV2.TR}_inv(KTA).T3’}_inv(KV2))
%% V2 verifies the received PPV1 from V1
/\ request(V2,V1,auth_1,PPV1)
%% V2 hopes that PPV2 will be authenticated by V1
/\ witness(V2,V1,auth_2,PPV2)
%% V2 believes in the secrecy of K2’ transmitted to the RSU
/\ secret(K2’,sec_2.{V2,RSU})
%% V2 hopes that {K2’}_KV2Rta will be authenticated

by the RSU
/\ witness(V2,RSU,auth_3,{K2’}_KV2Rta)

2. State=1 /\ RCV(M.T6.KV1.KV2.CS’.{KV1.KV2.CS’}
_inv(KRTA).{M.T6.KV1.KV2.CS’.{KV1.KV2.CS’}
_inv(KRTA)}_K2) = |> State’:=2
%% V2 verifies the received message M from V1
/\ request(V2,V1,auth_7,M)

end role

Code 3: HLPSL code for the role of the RSU, played by RSU

role role_RSU (RSU,V1,V2,RTA:agent,KV1,KV2,KTA,KRSU,KRTA:
public_key,SND,RCV:channel(dy))

played_by RSU
def=

local
State:nat,TR,T3,T4,T5:text,
K1,K2,KV1Rta,KV2Rta:symmetric_key

init
State:=0

transition
1. State=0 /\ RCV({K2’}_KV2Rta’.KV1.TR.{KV1.TR}

_inv(KTA).KV2.TR.{KV2.TR}_inv(KTA).T3’.{{K2’}
_KV2Rta’.KV1.TR.{KV1.TR}_inv(KTA).KV2.TR.{KV2
.TR}_inv(KTA).T3’}_inv(KV2)) = |> State’:=1
%% RSU verifies the received {K2’}_KV2Rta’ from V2
/\ request(RSU,V2,auth_3,{K2’}_KV2Rta)

2. State=1 /\ RCV({K1’}_KV1Rta’.KV2.TR.{KV2.TR}
_inv(KTA).KV1.TR.{KV1.TR}_inv(KTA).T4’.{{K1’}
_KV1Rta’.KV2.TR.{KV2.TR}_inv(KTA).KV1.TR.
{KV1.TR}_inv(KTA).T4’}_inv(KV1)) = |> State’:=2 /\
T5’:=new() /\ SND({K1’}_KV1Rta’.{K2}_KV2Rta.KV1.

KV2.T5’.KRSU.TR.{KRSU.TR}_inv(KTA).{{K1’}
_KV1Rta’.{K2}_KV2Rta.KV1.KV2.T5’.KRSU.TR.{KRSU.
TR}_inv(KTA)}_inv(KRSU))
%% RSU verifies the received {K1’}_KV1Rta’ from V1
/\ request(RSU,V1,auth_4,{K1’}_KV1Rta’)
%% RSU beleives in the secrecy of K1’ transmitted

to the RTA
/\ secret(K1’,sec_3,{RSU,RTA})
%% RSU beleives in the secrecy of K2 transmitted to the RTA
/\ secret(K2,sec_4,{RSU,RTA})
%% RSU hopes that {K1’}_KV1Rta’ and {K2}_KV2Rta

will be authenticated by RTA
/\ witness(RSU,RTA,auth_5,{K1’}_KV1Rta’.{K2}_KV2Rta)

end role



APPENDIX B. AVISPA SIMULATION CODES 186

Code 4: HLPSL code for the role of the RTA, played by RTA

role role_RTA (RTA,V1,V2,RSU:agent,KV1,KV2,KTA,KRSU,KRTA:public_key,
KV1Rta,KV2Rta:symmetric_key,SND,RCV:channel(dy))

played_by RTA
def=

local
State:nat,TR,T5,CS:text,
K1,K2:symmetric_key

init
State:=0

transition
1. State=0 /\ RCV({K1’}_KV1Rta’.{K2}_KV2Rta.KV1.KV2.

T5’.KRSU.TR.{KRSU.TR}_inv(KTA).{{K1’}_KV1Rta.
{K2’}_KV2Rta.KV1.KV2.T5’.KRSU.TR.{KRSU.TR}
_inv(KTA)}_inv(KRSU)) = |> State’:=1 /\ CS’:=xor(K1’,
K2’) /\ SND(KV1.KV2.CS’.{KV1.KV2.CS’}_inv(KRTA))
%% RTA verifies the received {K1’}_KV1Rta’ and {K2’}

_KV2Rta from the RSU
/\ request(RTA,RSU,auth_5,{K1’}_KV1Rta’.{K2’}_KV2Rta)
%% RTA hopes that CS’ will be authenticated by V1
/\ witness(RTA,V1,auth_6,CS’)

end role

Code 5: HLPSL code for the roles of session and environment and protocol goals

role session (V1,V2,RSU,RTA:agent,KV1,KV2,KTA,KRSU,KRTA:public_key,
KV1Rta,KV2Rta:symmetric_key,SND,RCV:channel(dy))

def=
local

SND1,RCV1,SND2,RCV2,SND3,RCV3,SND4,RCV4:channel(dy)
composition

role_V1 (V1,V2,RSU,RTA,KV1,KV2,KTA,KRSU,KRTA,
KV1Rta,SND1,RCV1) /\

role_V2 (V2,V1,RSU,RTA,KV1,KV2,KTA,KRSU,KRTA,
KV2Rta,SND2,RCV2) /\

role_RSU (RSU,V1,V2„RTA,KV1,KV2,KTA,KRSU,KRTA,
SND3,RCV3) /\

role_RTA (RTA,V1,V2,RSU,KV1,KV2,KTA,KRSU,KRTA,
KV1Rta,KV2Rta,SND4,RCV4)

end role
role environment ()
def=

const
kv1,kv2,kta,krsu,krta:public_key,
k1,k2,kv1rta,kv2rta:symmetric_key,
v1,v2,rsu,rta:agent,
auth_1,auth_2,auth_3,auth_4,auth_5,auth_6,auth_7,sec_1,sec_2,
sec_3,sec_4:protocol_id
intruder_knowledge={v1,v2,rsu,rta,kv1,kv2,kta,krsu,krta}

composition
session(v1,v2,rsu,rta,kv1,kv2,kta,krsu,krta,kv1rta,kv2rta)

end role
goal

secrecy_of sec_1,sec_2,sec_3,sec_4
authentication_on auth_1,auth_2,auth_3,auth_4,auth_5,auth_6,
auth_7

end goal
environment()
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