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Abstract

Industrial Wireless Sensor Networks (IWSNs) are gaining increasing traction, especially
in domains such as the Industrial Internet of Things (11oT), and the Fourth Industrial
Revolution (Industry 4.0). Devised for industrial automation, they have stringent
requirements regarding data packet delivery, energy consumption balance, and End-to-
End Transmission (E2ET) time. Achieving effective communication is critical to the
fulfilment of these requirements and is significantly facilitated by the implementation of
graph-routing — the main routing method in the Wireless Highway Addressable Remote
Transducer (WirelessHART), which is the global standard of IWSNs.

However, graph-routing in IWSN creates a hotspot challenge resulting from unbalanced
energy consumption. This issue stems from the typical configuration of WirelessHART
paths, which transfers data packets from sensor nodes through mesh topology to a central
system called the Network Manager (NM), which is connected to a network gateway.
Therefore, the overall aim of this research is to improve the performance of IWSNs by
implementing a graph-routing algorithm with unequal clustering and optimisation
techniques.

In the first part of this thesis, a basic graph-routing algorithm based on unequal clustering
topologies is examined with the aim of helping to balance energy consumption,
maximise data packet delivery, and reduce the number of hops in the network. To
maintain network stability, the creation of static clusters is proposed using the
WirelessHART Density-controlled Divide-and-Rule (WDDR) topology. Graph-routing
can then be built between Cluster Heads (CHs), which are selected according to the
maximum residual energy rate between the sensor nodes in each static cluster.
Simulation results indicate that graph-routing with the WDDR topology and probabilistic
unequal clustering outperforms mesh topology, even as the network density increased,
despite isolated nodes found in the WDDR topology.

The second part of this thesis focuses on using the Covariance-Matrix Adaptation
Evolution Strategy (CMA-ES) algorithm. This addresses the three IWSN requirements
that form the focus of this research, by proposing three single-objective graph-routing
paths: minimum distance (PODis), maximum residual energy (POENg), and minimum
end-to-end transmission time (POEZ2E). The research also adapts the CMA-ES to balance
multiple objectives, resulting in the Best Path of Graph-Routing witha CMA-ES (BPGR-
ES). Simulation results show that the BPGR-ES effectively balances IWSN
requirements, but single-objective paths of graph-routing does not achieve balanced



energy consumption with mesh topology, resulting in a significant reduction in the
efficiency of the network.

Therefore, the third part of this thesis focuses on an Improvement of the WDDR
(IWDDR) topology to avoid isolated nodes in the static cluster approaches. The IWDDR
topology is used to evaluate the performance of the single-objective graph-routing paths
(PODis, POENg, and POE2E). The results show that in IWDDR topology, single-
objective graph-routing paths result in more balanced energy consumption.
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Chapter 1

Introduction

1.1 Overview

Network monitoring systems have been widely adopted to control and monitor field
devices in industrial processes and manufacturing plants, including those producing
commodities such as chemicals, electricity, and crude oil. However, as industrial
monitoring systems need to check the network continuously, the deployment of multiple
field devices is required to maintain process stability. In the early industrial age, field
devices and monitoring systems communicated via wired communication protocols such
as INTERBUS, WorldFIP, and the Highway Addressable Remote Transducer (HART).
Wired communication protocols, despite their proven data packet delivery, are costly,
difficult to install, time-consuming, and incapable of meeting the requirements of the
Fourth Industrial Revolution (Industry 4.0) [1]. Therefore, wired protocols have
upgraded to wireless versions, including the Wireless Highway Addressable Remote
Transducer (WirelessHART), the International Society of Automation (ISA 100.11a),
and Wireless networks for Industrial Automation-Process Automation (WIA-PA). These
comprise the three major communication standards designed specifically for industrial
process automation in Industrial Wireless Sensor Networks (IWSNs) [2],[3].

IWSNSs are a key part of Industry 4.0 and the Industrial Internet of Things (110T). This
makes them a promising model for smart industrial automation. The main advantages of
IWSNSs are their flexibility, low cost of deployment and redeployment, reduced cable
infrastructure (eliminating the requirement for regular cable maintenance), and self-
organisation in addition to self-healing capabilities (enabling multiple field devices to be
supported) [4], [5]. Consequently, IWSNs can be applied to a variety of fields, including
environmental monitoring [6], personal health monitoring [7], the automotive industry
[8], smart cities [9], agricultural monitoring [10], and smart grids [11]. As a result, the
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global IWSN market is projected to grow to $8.67 billion by 2025, with a 50% to 90%
reduction in infrastructure costs compared to its wired counterpart [12].

The WirelessHART network is the global standard for IWSNs. Its infrastructure is
typically based on IEEE 802.15.4, operates in the 2.4 GHz band, and uses a mesh
topology involving battery-powered field devices (wireless sensor nodes) connected to a
gateway through Access Points (APs). This gateway communicates with the network
control system for plant automation, which is referred to as the Network Manager (NM)
[13]. The NM is accountable for network configuration, communication scheduling
between network devices, routing management, and system health monitoring and
reporting. The centralisation of the WirelessHART network facilitates superior control
of network operations and reduces the cost of devices [3]. However, routers, handhelds,
and adapters, which are considered auxiliary devices, are still needed to extend the range
of the network, connect the wireless network to wired devices, and configure wireless
sensor nodes.

Each sensor node contains a communication module, a sensing module, and a processing
module. The communication module includes a transceiver for exchanging information
with other sensor nodes. The sensing module utilises transducers to enable the collection
of environmental data. The processing module analyses data packets that are sensed
locally; a transmitter then sends the data packet to the gateway for further processing.
However, sensor nodes are compromised by limitations of energy, memory, and
communication range. The energy levels of each sensor node are quickly consumed
during the communication process but, as industrial sites are often inaccessible, it is not
always possible to replace or recharge this node. In such circumstances, a sensor node
depleted of energy will die, resulting in a decrease in network performance [5].

The IWSN applications of industrial process automation require communication that is
reliable, low-latency, and has an energy consumption balance. The centralisation of
WirelessHART networks can cause the sensor nodes near the gateway to be
overburdened with high traffic loads compared to those located further away. Consider,
how all data packets collected across the entire network area are forwarded through these
adjacent nodes to reach the gateway. Consequently, these overloaded nodes will expire
more rapidly than their counterparts due to an imbalance in energy consumption (referred
to as the hotspot problem). This could potentially result in partitioning of the network.
Due to the diverse characteristics of devices, topologies, and wireless network properties
(comprising interference, signal strength, and signal reflections), balancing energy
consumption while optimising the performance of the network in terms of data packet
delivery and low latency is a complex and challenging process.

Routing is an essential task of the NM and is key to satisfying IWSN requirements.
Routes built by the NM are employed by the sensor nodes to send data packets through
the network area. The selection of the routes is critical to achieving the desired network
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performance and meeting the exact requirements of the different IWSN applications.
Data packet delivery is augmented through graph-routing and the implementation of path
redundancy. Graph-routing is the most common method of routing used in
WirelessHART networks and will be the exclusive consideration of this thesis. A graph
in a WirelessHART network refers to a routing structure that forms a directed end-to-
end connection between network devices; each intermediate sensor node on a path to the
gateway may have multiple neighbours to which the data packet can be forwarded. If the
communication with a neighbour fails, a sensor node can try to send the data packet
through another neighbour. Thus, the graph-routing algorithm uses a first-path approach
to transmit data packets from a source sensor node to the gateway [2], [14].

Over the past decade, the graph-routing algorithms for centralised management protocols
have been developed [15]-[21]. These algorithms aim to reducing energy consumption,
transmission errors, delay and resource utilisation while increase data packet delivery via
path redundancy. The routing algorithms proposed in the WirelessHART network are
augmented through the use of traditional techniques such as Dynamic Programming
(DP), which uses the Breadth-First Search (BFS), the Floyd-Warshall, or Dijkstra’s
algorithm. Although these routing techniques can effectively enhance network
performance, they each focus on just one requirement of the IWSN and ignore other
requirements. Furthermore, they fail to address the need for balance between the multiple
requirements of the IWSNs [22].

1.2 Motivation

Adapting traditional techniques of routing algorithms to balance an IWSN’s
requirements and improve the network’s performance can be difficult. The main goal of
these algorithms is to establish routing paths and deliver data packets through
intermediate nodes. For example, in the real-world context of an IWSN temperature
monitoring system in the furnaces of a nuclear plant, communications adopt a more
critical role. This is a potentially hazardous application: if the monitored temperature
exceeds a certain level, the alerting system may be required to function as a safety
system, placing additional demands on the sensor nodes, particularly those near the
gateway [23]. As a result, balancing the energy consumption of sensor nodes, increasing
data packet delivery, and reducing delay are essential requirements of this real-life
IWSN. However, these requirements can be challenging to achieve as the interference
and noise in industrial environments can cause constant redundancy, leading to high
latency, and unbalanced energy consumption. Centralised routing algorithms that can
optimise the performance of the IWSN are, therefore, a relevant research topic and one
that has not been widely explored in current literature.

The topology of the WirelessHART network may be a mesh, cluster, or star
configuration [3]. Clustering techniques, which divide sensor nodes in a network area
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into groups (clusters), can, therefore, be applied to alleviate the hotspot problem and
enhance network performance. This may provide a more practical alternative for future
Industry 4.0 and IWSN protocols. In clusters, the Cluster Head (CH) acts as an
intermediary between member nodes in the cluster and the gateway [24]. The use of
clusters could achieve a more balanced consumption of energy: it is the receiving and
routing of data packets that is responsible for depleting energy, but in this configuration
most sensor nodes would not be required to forward data packets. This would enhance
data packet delivery, reduce overheads, and improve network topology. However, the
focus of this technigue is on improving the topology of the network and not the creation
of effective graph paths for graph-routing.

The use of optimisation techniques for creating and selecting paths in a centralised
manner may also be beneficial to IWSNs. These techniques consist of a group of
mathematical algorithms providing optimal (or best) solutions under specific criteria,
typically set as objective function (f). To achieve the desired goals of this thesis,
optimisation techniques need to create a well-defined, objective functional design as per
the requirements of IWSNs. Optimisation techniques have been used in routing
algorithms in ad-hoc networks and in Wireless Sensor Networks (WSNSs), of which
IWSNs are a special case. Previous research (e.g., [22], [25]) has shown that optimisation
techniques are useful for finding best routing in WSNSs, as best routing can promote
improved data packet delivery, balanced energy consumption, and reduced End-to-End
Transmission (E2ET) time.

Covariance Matrix Adaptation-Evolution Strategy (CMA-ES) is one of the foremost
state-of-the-art optimisation techniques: a type of Evolutionary Algorithms (EAs) based
on population methods. As such, it has been adopted as a standard tool for continuous
optimisation in many research laboratories and industrial environments worldwide [26].

The use of CMA-ES for creating routes and graphs in a centralised way may be useful
for IWSN standards and future wireless 1loT. A graph-routing algorithm that can
optimise the performance of the WirelessHART network through the adoption of mesh
or clustering topologies, and the adaptation of optimisation techniques, is a key
understudied research topic. The use of 10T, Industry 4.0, and the growth of the IWSN
market are strong research motivators as these technologies still require considerable
improvement for their use to become attractive. Previous studies indicate that this is the
first research to specifically adopt evolution strategies to support the selection of optimal
paths for IWSNs. The graph-routing algorithm applied in this thesis focuses on the
characteristics of WirelessHART networks. Graph-routing creates paths in a mesh or
clustering topology, using path redundancy and multi-hop routing to provide additional
data packet delivery in industrial environments. These novel graph-routing algorithms
are evaluated using different scenarios and protocols.
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1.3 Thesis Statement

Graph-routing is the main routing method used in WirelessHART networks, and the
paths it builds are key to enhancing data packet delivery, balanced energy consumption,
and E2ET time — the objectives of this thesis. Resulting from the centralised management
of data transmission, a conventional graph-routing approach is susceptible to the hotspot
problem as it applies multi-hop and first-path-available methods to transmit data packets
from the source sensor node to the gateway. This approach induces an energy
consumption imbalance whereby sensor nodes near the gateway deplete energy faster
than other sensor nodes in the network. Furthermore, this approach impacts E2ET time
by creating conflicts between transmissions where two paths share a sensor node (sender
or receiver).

This thesis asserts that by changing the topology of the WirelessHART network based
on the cluster technique, using optimisation techniques to construct more efficient graph-
routing paths, and exploiting path redundancy, the performance of graph-routing can be
significantly improved in terms of data packet delivery, balanced energy consumption,
and transmission time. Furthermore, it can achieve a balance between these
requirements.

1.4 Thesis Contributions

The main contributions of this thesis are as follows:

e The design of an energy balance optimised model for the topology of the
WirelessHART network. This is called the WirelessHART Density-controlled
Divide-and-Rule (WDDR) topology and has been devised to alleviate the hotspot
problem in the network area by reducing overload on sensor nodes around the
gateway. In this model, the basic graph-routing algorithm of the WirelessHART
network is applied between CHs to reduce communication multi-hops, hence
improving data packet delivery.

e The design of three, single-objective paths of graph-routing using a CMA-ES
algorithm. This is in accordance with the requirements of IWSNs on which this
thesis is focused; namely, to minimise energy consumption (POENQ), to minimise
transmission time (POE2E), and to maximise data packet delivery (PODiIs).

e The enhancement of the CMA-ES algorithm with multiple objectives (BPGR-
ES) to select the best path for graph-routing; these multiple objectives depend on
the three single-objective paths outlined above. The key aim is to identify the
most effective path that promotes a balance between the strict requirements of
the IWSNs whilst also improving energy consumption balance in relation to all
the sensor nodes in the network.
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e The design of an isolated nodes-optimised model within the WDDR topology to
avoid creating isolated sensor nodes in static clusters. This is known as Improve
WDDR (IWDDR) and the method reconciles pre-set and dynamic clusters to
address isolated nodes, thereby increasing data packet delivery and balancing
energy consumption. Furthermore, the CMA-ES algorithm is used to select CHs
based on the design of two objective functions: their central location from other
sensor nodes in the same cluster; and their proximity to the gateway if the
gateway is within their communication range, or their proximity to other CHs if
the gateway is outside their communication range.

1.5 List of Publications

During the PhD program, the majority of the outcomes of the research were published in
various conference proceedings and a journal. The following is a list of publications:

1. N. Alharbi, L. Mackenzie, and D. Pezaros, “Evaluation of Graph Routing Single
Obijective Paths Using Pre-set Unequal Clustering,” in 2022 32nd International
Telecommunication Networks and Applications Conference (ITNAC), Nov. 2022,
pp. 323-328. doi: 10.1109/ITNAC55475.2022.9998382.

2. N. Alharbi, L. Mackenzie, and D. Pezaros, “Enhancing Graph Routing
Algorithm of Industrial Wireless Sensor Networks Using the Covariance-Matrix
Adaptation Evolution Strategy,” Sensors 2022, Vol. 22, vol. 22, no. 19, p. 7462,
Oct. 2022, doi: 10.3390/S22197462.

3. N. Alharbi, L. Mackenzie, and D. Pezaros, “Effect of Unequal Clustering
Algorithms in WirelessHART networks,” in 3rd IEEE Middle East and North
Africa COMMunications Conference (MENACOMM), Jan. 2022, pp. 7-12. doi:
10.1109/MENACOMM50742.2021.9678302.

1.6 Thesis Structure

The structure of this thesis is based on six thematic chapters. Chapter 2 describes the
theoretical concepts of the WirelessHART network, and provides a comprehensive
literature review of the proposed graph-routing algorithms in the WirelessHART
network. Chapter 3 outlines the background information essential to the understanding
of clustering and optimisation techniques, the key solution methods applied in this thesis.
It also provides the required preliminaries used throughout the thesis, explaining the
required concepts of graph-routing, and providing a justification of the methods. Chapter
4 presents a new algorithm using clustering techniques. Chapter 5 describes three new
methods utilising optimisation techniques to enhance the graph paths of the graph-
routing algorithm towards a single objective. In addition, a new graph-routing algorithm
based on multiple-objective functions is outlined. Chapter 6 evaluates the graph-routing
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of single-objective paths using the clustering technique. Finally, Chapter 7 presents the
conclusions and recommendations for future work. This structure is summarised in

Figure 1.1.

Arewwng <«

s)nsay sisAjeuy T\

sluswiladx3 uoneINWIS T\

19POIN WRlSAS T\

MIINDY dlnjelallT] T|

Alewwing T\

Alewwng

s)nsay sisAfeuy T\

s)nsay sisAjeuy

Ssjuswiliadx3 uoneNWIS T\

Syled yuei
Jo suonaund aAnsalgo  [€

SjusWiLIRdX3 uoneINWIS

[9POIAl YHOMISN

L

\ S3-VIND )
uo peseg Bunnoy
d “
ydeo 1oy syred 1589 40

19Ol 8y uonduasaq
J

uonduosaq wa|goid T\

uondrosa@ wajqold T\

MBINIBAQ TI

MBIAIBAQ TI

suonoalg
ainmn4

oM 8y}
10 Arewiwing

9 Jaldey)

/ 13ydeyd

bunnoy o3 paljday
Buusisn|d renbaun

I . S B

anbluyos |
Buuisisn|d renbaun

?

uonduosag wa|goid

MBIAIBAQ

T T

G Jor0RyD

y J91deyD

Arewwns
7
SNSMI
ur bunnoy
\
i Arewwing P
s1afe
IL Salreulwlfaid LVHSS9[2IIM
\
f °9.1NJJal1yaJte
i S3-VIND oSy
LWVHSSa|aIM
7 \.
sanbiuyoa 7 - :
> d SHIOMIBN
_ HORESILINGO USBIN SSaJaJIM
\
-
sanbiuyoda |
> Buuaisnid 1HWVHSS3[BIIM
\
i MBIAIBAQ MBIAIBAQ
€ Jardeyd Z Jaidey)

!ﬁ SauIINQO SIsayL :

Figure 1.1 Thesis Outline.



Chapter 2

WirelessHART Networks

2.1 Overview

The most notable wireless communication standards designed specifically for IWSNs
include WirelessHART, ISA 100.11a, and WIA-PA. WirelessHART is a widely adopted
standard for IWSNSs; it was first released in 2007 and provides high data packet delivery,
security and compatibility with existing wired HART devices. As it eliminates the need
for additional hardware and infrastructure WirelessHART enables the easy and cost-
effective deployment of wireless networks. This makes it an ideal choice for industrial
automation applications. ISA 100.11a is a comprehensive standard proposed by the
International Society of Automation in 2009 which uses IEEE 802.15.4 at the physical
layer, similar to WirelessHART. However, due to being relatively new and with fewer
robust security features compared to WirelessHART, ISA 100.11a is less widely used,
which could make it less suitable for some industrial applications [4]. WIA-PA is a
proprietary standard developed by the Fieldbus Foundation which gained popularity in
China in 2011. However, it uses only static routing, and field devices in the WIA-PA
network lack routability, which means that the network must have routers to enable
communication between network devices [27]. As a result, it has limited compatibility
with other wireless communication protocols, making it less suitable for applications that
require more flexible and interoperable solutions [23]. Therefore, this research focuses
on the characteristics of the WirelessHART network because it is most widely used and
provides reliable, secure, and easy-to-use industrial automation and control systems with
numerous advantages for industrial applications, as Chapter 2 will explain.

This chapter provides a detailed description of the WirelessHART network. Section 2.2
discusses the evolution of the HART standard, followed by an overview of Wireless
Mesh Networks (WMNSs) in Section 2.3, and the pertinent details of WirelessHART
architecture in Sections 2.4 and 2.5. Moreover, WirelessHART layers are described in
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detail in Section 2.6. Due to the focus of this thesis on graph-routing algorithms, a
comprehensive literature review of the WirelessHART network’s graph-routing
algorithms is presented in the final section of this chapter.

2.2 WirelessHART

The HART Communication Foundation (HCF), known as the HART protocol, is a
communication service that enables communication with smart process devices and
controls [28]. It’s been around since the late 1980s. Figure 2.1 illustrates how the HART
protocol has developed over time. When the HART protocol was first introduced, it was
a simple 4-20mA cable-based protocol to enable two-way communication with support
for only 4 million field-wired devices [29]. By 2002, HARTG6-compatible devices,
including controllers and digital control valves, were included in the HART protocol.
The IEEE 802.15.4-based protocol (HART7) using a 2.4 GHz frequency channel was
finalised on September 7, 2007 [15]. It is the first global Industrial Wireless Sensor
Networks (IWSNs) protocol specifically designed to fulfil the requirements of industrial
environments. It was ratified as the WirelessHART network by the International
Electrotechnical Commission (IEC 62591) in early 2010, and over 30 million HART
devices have been installed worldwide [5], providing it with a clear advantage in the
industry. These are the reasons that drove the focus on WirelessHART in this research.

30 million HART devices

Commissioning & Maintenance

4 million devices WirelessHAR
o ~ Wireless Devices
Digital System Integration
4-20mA
HART5 HART6 HART7 WirelessHART
1988 2002 2007 2010

Figure 2.1 Stages of development of the HART protocol.

The WirelessHART network includes several capabilities that improve the performance
and maintenance of wireless communications, including [5], [29]:

e Wireless Mesh Networking (WMNS),
e Time stamping and synchronisation of data,
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e Network and transport layers,
e Enhancing publish/subscribe messaging,
e Including security encryption and decryption.

WirelessHART uses mesh networking technology and thus each device can act as a
router for data packets from other devices. Instead of communicating directly with the
gateway, a device can simply forward its data packet to the next closest device. This
increases network range and utilises redundant communication paths to improve data
packet delivery, especially in challenging industrial environments.

2.3 Wireless Mesh Networks (WMNS)

WMNSs are communication networks that comprise network devices arranged in a mesh
topology [30]. These networks include devices such as sensor nodes, adapters, routers,
and gateways. Figure 2.2 shows a basic WirelessHART network with network devices
deployed in a mesh topology [31]. All communication occurs, for example, by moving
data packets from the network device, through intermediate devices, to the packet’s
destination. Each movement of a data packet from one field device to another along the
path to the final destination (gateway) is called a hop.

Host Application
Network Manager

i1\

3 S Sﬁﬁﬁ; <3 S r)’::\(:.l‘du
Drnuld k — - \ / N\
avice ey k ‘
— /.i N / -

T/ > ﬁ\ / < \
T paviea Nes o % @ )
£ E§ -«
- : ~ s ﬁ

Wireless
% HART
o . Handheld

Figure 2.2 Architecture of WirelessHART [29].

In WMNSs, all field devices must be able to forward data packets on behalf of other
devices. Thus, field devices act as routers. The routing of a data packet from the source
device, which has a data packet it needs to send, to the gateway may, in some cases, take
several hops; this is called multi-hop communication [30].

WMNSs have the following advantages [31]:
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e Dynamic self-organisation and self-healing, allow for rapid and easy
deployment;

e Adaptation, as WMNs can adapt to changes in the environment and reroute data
if any link failure occurs;

e Some WMNSs use a gateway, base station, or sink for centralised management.
This management improves the network’s data packet delivery and stability;

e WNMNs enhance the performance of networks due to their easy maintenance and
configuration, fault tolerance and robustness.

2.4 WirelessHART Architecture

This section describes the basic network device types of the WirelessHART network.
The devices and the typical connection of a WirelessHART network with plant
automation are shown in Figure 2.2.

2.4.1 Field Devices

Field devices are the small sensor nodes distributed in industrial environments, which
make installation and configuration easy. They have limited resources in terms of battery
power, processing, and storage space. All field devices must be capable of routing and
forwarding data packets. They are connected to the gateway to collect and process data.

2.4.2 Adapter

The WirelessHART adapter is a bridging device that connects traditional, wired HART
devices to the WirelessHART network. Thus, the adaptor must support both wired
HART communication and WirelessHART, translating signals between the two of them.

2.4.3 Host Application

User applications connected to the plant automation network, the backbone network
which controls the fetch process and data from field devices.

2.4.4 Handheld

A Handheld is a WirelessHART-enabled, held-in-the-hand computer that includes a host
application. It is used for diagnostics, device configuration, and network information
management within each device. Handhelds can gain direct access to the gateway via a
Wi-Fi infrastructure [32].
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2.4.5 Gateway

The gateway is responsible for query processing and data caching and is composed of a
virtual gateway and one or more Access Points (Aps). It connects the host applications
and the Network Manager (NM) to the WirelessHART network, allowing data to flow
between these two networks. The data collected by the gateway is communicated to the
plant automation network using its protocols and interfaces. This communication
includes, for example:

e Routine communication of data and events. This communication occurrence is
cyclical,

e Communication related to field device maintenance or failure, or as a result of
abnormal process conditions,

e Communications related to the configuration of the network.

2.4.6 Access Point (AP)

An AP is a device that connects network devices to the gateway to improve network
throughput (rate of data packet delivery).

2.4.7 Network Manager (NM)

The NM is an application that manages the WirelessHART network and its network
devices. Each WirelessHART network has only one active NM. Multiple commands are
exchanged with network devices. Its main functions are to:

e Communicate with all other network devices by the NM being wired directly to
the gateway;

e Form the WirelessHART network, and provide mechanisms for devices to join
and leave the network;

e Be responsible for monitoring and maintaining the health of the WirelessHART
network;

e Contain a complete list of network devices used for network functions such as
routing and scheduling;

e Collect diagnostic and performance information. This information is accessible
during runtime, allowing network behaviour analysis;

e Provide security keys to encrypt data between the NM, gateway, and network
devices to establish secure communications between network devices through the
Security Manager.
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2.5 Gateway, APs, and NM Architecture

This section describes the architecture between the gateway, APs, and NM, as illustrated
in Figure 2.3. The gateway is functionally divided into:

e A virtual gateway to provide a single-entry point into the WirelessHART
network;

e One or more APs via which data packets from the WirelessHART network are
sent and received;

e Direct connection to the NM via which the NM exchanges commands with the
wireless network;

e One or more host interfaces connecting the gateway to backbone networks (e.g.,
the plant automation network).

The gateway uses standard HART commands or Extensible Markup Language (XML)
to communicate with host applications and network devices [28]. The gateway serves as
a server and is responsible for collecting and maintaining cached data and command
responses from all network devices.

TCP/IP / Modbus/ Wired

HART/ WiFi L Factory Backbone
1r1.....

Information

Host interface

Security Manager
HART XML
ﬁ Command

Virtual Gateway
Network Manager <:> Access to NM and host
interface

L WirelessHART
Gateway

Access Points
Access to WirelessHART
network
WirelessHART
network

Figure 2.3 Gateway, APs, and NM Architecture.
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2.6 WirelessHART Layers

The WirelessHART network’s architecture is shown in Figure 2.4 according to the Open
Systems Interconnection (OSI) model. The physical, data-link, network, transport, and
application layers are the five layers of the standard model [2].

OSI Layer Function WirelessHART
N Provides the user with network capable Command oriented, Predefine data types
Application o -
applications and application procedures
Provides network independent, Auto-segmented transfer of large data
Transport . .
transparent message transfer sets, reliable stream transport, negotiated
End-to-end routing of packets. Power-optimised, redundant path, self-
Network ) Lo
Resolving network addresses healing wireless mesh network
Data-Link Establishes data packet structure, Secure & reliable, time-synchronised
framing, error detection, bus arbitration TDMA, frequency agile with ARQ
Physical Mechanical/Electrical Connection 2,4 GHz wireless, 802.15.4 based radios,
Transmits Raw Bit Stream 10 dBm Tx power

Figure 2.4 OSI of WirelessHART Layers [33].

2.6.1 Physical Layer

The lowest layer of the OSI model is the physical one that is responsible for the signalling
method, signal strength, device sensitivity, and environment for sending and receiving
data across network media. The WirelessHART network is based on the IEEE 802.15.4
standard and operates in the license-free Industrial, Scientific, and Medical (ISM)
frequency band in the range of 2400-2483.5 MHz with a 2 MHz bandwidth on each of
the 16 channels. The channels as shown in Figure 2.5 are numbered from 11 to 26, with
a 5 MHz gap between two adjacent channels and a data rate of up to 250 Kbps. Channel
26, which is not legal in many locales, is not supported.

IEEE 802.15.4 channel numbering
11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

| } : 2 M;;hz Fred , gss

2400 5 Mhz 2440
2.4 Ghz Frequency Band

Figure 2.5 Channel numbering of 802.15.4.
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The noticeable items in the WirelessHART physical layer are:

The Time Division Multiple Access (TDMA) technique is combined with
channel hopping, allowing many devices to transmit data packets along different
channels at the same time.

Transmit power: a device parameter that affects communication distance. All
devices that provide transmit power are programmable from 0 dBm to 10 dBm.
Figure 2.6 shows the expected communication distances for indoor (line of sight)
and outdoor (non-line of sight) environments [34]. These estimates assume a
unity gain omni-directional antenna; the packet error rate should be less than or
equal to 1%, with a device receive input level of -82 dBm without interference.

[ Transimation Power ]

I
| |

[ 0 dBm | +10 dBm ]

distance (Outdoor)

|
Expected )
communication 35 meter 75 meter
distance (Indoor)
Expected
communication 100 meter 200 meter

Figure 2.6 Communication distance.

2.6.2 Data-Link Layer

The data-link layer is responsible for preparing reliable data packets for transmission and
managing time slots [35]. It is divided into two sublayers:

1.

Logical Link Control (LLC) manages the format of frames, message integrity
security services, and error detection codes.

Medium Access Control (MAC) determines when a network device is allowed to
transmit a message.

2.6.2.1 Superframe

The data-link layer uses a TDMA technique in the MAC layer to enable collision-free
and deterministic communications. It defines a strict 10 millisecond (ms) timeslot for
communication between network devices where each channel is separated into timeslots.
A collection of timeslots repeating at a constant rate is called a superframe [35].
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Superframes are created and maintained by the NM, and each superframe has the
properties shown in Table 2.1.

Table 2.1 Properties of a superframe.

Item Definition

Superframe Number The NM is given a unique identifier (ID) for each superframe.

NumSlots Number of timeslots in the superframe.

Active Flag Flag determines whether the superframe is active or not.
Links Determines the list of links in the superframe.
Execution Time The ASN at which the superframe must become active.

All channels in the WirelessHART network must support multiple superframes, from the
absolution slot number (ASN) 0, which is the time when the network is first created. A
superframe has a periodic structure, and its duration is equivalent to the sum of total
individual durations. Figure 2.7 depicts an example of a superframe with a length of 15
timeslots. The cycle period has, therefore, 150 ms.

. Cycl +1
Timeslot Cyclen . yeen

Cyclen—1 |
0 \, 14, 0

&—— Superframe —»/

Figure 2.7 Superframe and timeslot.

2.6.2.2 Communication Links

Once a superframe is created, the NM adds, deletes, and modifies communications links
within the superframe. Each link defines a communications opportunity between
network devices. Therefore, the link contains a reference to a neighbour who is allowed
to communicate with the device. According to the routes configured by the NM, the NM
may specify multiple links in the same timeslot. The NM may allocate a link as shared
to reduce communication resources where multiple source devices compete for
transmission within the same timeslot [36]. Each link has the properties as shown in
Table 2.2.
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Table 2.2 Properties of link.

Item Definition

Linkld Unique identifier (ID) of the Link.

Neighborld the ID of the source and destination device.

LinkType Defines the link type: normal, broadcast, join, discovery.
LinkOptions Determines the type of link:

TxLink denotes a transmit link (source device),
RxLink denotes a receive link (destination device),

SharedLink denotes the link is shared by multiple devices.

Timeslot Determines the number of timeslots in the superframe.

ChannelOffset Specifies the channel number used for the communication link.

2.6.2.3 Timeslots Structure

All communications occur in timeslots as shown in Figure 2.8. This demonstrates the
structure of a timeslot. Each 10 ms time interval is subdivided into multiple subtime
intervals. The upper frame represents the source device, which is transmitting a data
packet, while the lower frame represents the destination device, which is receiving a data
packet. In Figure 2.8, the destination’s perception of the timeslot start time is slightly
delayed when compared to that of the source. Each timeslot begins by allowing a time
interval to prepare the data packet being conveyed for transmission. The WirelessHART
Data-Link Layer Protocol Data Unit (DLPDU) establishes the mechanisms for reliable
and secure communication within a timeslot from a source device to transmit the data
packet. The destination device transmits an acknowledgement message (ACK) to
confirm it received the data packet successfully. The DLPDU is the data packet being
transmitted. Five DLPDU types are used in the data-link layer:

a) Data DLPDUs: contain network and device data in transit to their destination
device;

b) Keep-alive DLPDUs: used to maintain communication between adjacent
devices;

c) Advertise DLPDUs: provide information to devices wanting to join the network;

d) ACK DLPDUs: a response message from the destination device to the source
device;

e) Disconnect DLPDUSs: used when a device leaves the network.
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Source Device

4—TsCCAOffest—p <4— TsMaxPacket —» o
TsCCA—> TsRxAckDelay [
TeRxTx > ¢ TsAckWait —» «—
e— TsTxOffest ——»
TsError —p
Destination Device
€ sSRxOffestdy [——TsRxWai TsTxAckDelay <4—TsAck —P

Figure 2.8 The structure of the timeslot [35].

In Table 2.3, the aim of each symbol of the timeslot structure is defined.

Table 2.3 Symbols of the timeslot structure.

Item Definition
Source Device
TSCCAOffest  Time from timeslot start to Clear Channel Assessment (CCA) start
TsCCA The CCA determines whether the channel is available.
TSRXTx The time it takes to switch from receive to transmit.
TsTxOffset Time from the start of the timeslot to the start of the preamble transmission.
TsError The time to which the receiving device perceives the transmitting device is
out of synchronisation.
TsMaxPacket ~ The time required to transmit the longest message possible (133 bytes).
TsRxAckDelay Time it takes for source device to receive an ACK from destination devices.
TsAckWait Minimum ACK start time.
Destination Device
TsRxOffset Time from the start of the timeslot when the transceiver must start listening.
TsRxWait Minimum time to wait for message to start.

TsTxAckDelay

Time between message reception and before sending the ACK.

TsAck

Time to transmit ACK.

2.6.2.4 Major Modules in the Data-Link Layer

Figure 2.9 illustrates the overarching structure of the data-link layer that is used in
WirelessHART networks [29].
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Figure 2.9 Overall data-link layer design [29].

The WirelessHART data-link layer comprises six main modules.

1.

Interfaces. There are two interfaces, one with the physical layer, and the other
with the network layer.

Tables. Each network device has a series of tables in the data-link layer that
control the communications performed by the device. These tables include:

a) The superframe table and link table, that store communication links in
timeslots in each superframe;

b) The neighbour table which contains a list of all the potential neighbours with
which the current device has the potential to communicate directly;

c) The graph table which defines the routing information of different paths
created by the NM.

Link scheduler. This defines the next timeslot that needs to be served based on
the schedule of the communication in the link table and the superframe table.
Timer. This module ensures accurate system timing.

State Machine. This has three components: a TDMA state machine executes
transactions in the timeslot and adjusts timer clocks, while XMIT and RECV
engines send and receive packets over the transceiver directly.

Message Handling Module. This module buffers the data packets of the network
and physical layer separately.
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2.6.3 Network Layer

The core of the WirelessHART network is the network layer, which is responsible for
routing and receiving data packets from the data-link layer. It checks if data packets need
to be communicated to the application layer for free-error routing or re-sent to the data-
link layer to be forwarded to the next device. Figure 2.10 describes the overall design of
the network layer. It has been observed that a security sublayer is implemented in the
network layer itself [37]. As the WirelessHART stack does not incorporate a session
layer, a security key is defined within the network layer to ensure secure communication.

2.6.3.1 Major Modules in the Network Layer

The network layer is composed of four main modules.

1. Interfaces. There are two interfaces, one with the data-link layer, and the other
with the transport layer.

2. Tables. All devices maintain a series of tables that control their communications,
provide routing information, allow for end-to-end acknowledgements, and
protect the privacy of these communications. These tables include:

a) The session table that defines communications security;

b) The transport table which supports end-to-end acknowledgement to assure
successful data packet delivery;

c) The route table that includes routing information such as graph ID and source,
and destination addresses;

d) When source routing is used, the source-route table contains a list of up to
eight device addresses that should be used along the path;

e) The timetable indicates the timeslot that the NM has allocated to establish
communication between the source and destination devices;

f) The service table manages graphs that are used to route data packets from
their source to their destination.

3. Network Management. This module manages communication between devices
on the WirelessHART network and the NM.

4. Security Module. This module buffers the network layer’s end-to-end encrypted
communication between source and destination devices.
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Figure 2.10 Overall design of the Network layer [29].

2.6.3.2 Types of Routing in Network Layer

In the WirelessHART network, three methods are used to route data packets in the
network layer, each of which suits a different purpose. Their objective is to reliably
deliver data packets on time. WirelessHART provides Graph-Routing, Source-Routing,
and Proxy Routing. All of these must be supported by all network devices.

2.6.3.2.1 Graph-Routing

A graph is a collection of paths that connect network devices to send data packets from
a source device to a destination device. Graph-routing is used for process data such as
sending sensor readings, reporting alarms, and sending commands to actuators. This type
of routing provides redundant communication paths between a source and a destination
device in case of a path failure. This technique increases data packet delivery in an
industrial environment. Because it forms the primary routing type in this thesis, further
details are presented in Section 6.6.

2.6.3.2.2 Source Routing

Source-routing refers to a static directed path from a source device to a destination
device. Since each data packet in source-routing carries addresses of network devices
along the whole path in the header, as seen in Figure 2.11, intermediate devices do not
require prior knowledge of the source path. As a result, when a data packet is routed,
each network device uses the address of the next network device in the list to determine
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the following device that will serve as the next hop. This process continues until the data
packet reaches the destination device. Path redundancy is not supported by source-
routing. Subsequently, the packet is lost if any of the intermediate links fail. Therefore,
source-routing is significantly less reliable than graph-routing. The aim of this type of
route is to perform network diagnostics it is used for testing paths or troubleshooting
network paths. It is not utilised for data processing.

Primary Path
Aternative Path ----p

Figure 2.11 Source Routing.

Two potential source paths for sending a data packet from 5 to G,, are shown in Figure
2.11. In this situation, node 5 will generate a data packet whose Network layer Protocol
Data Unit (NPDU) header [37] (see Figure 2.13) contains one of the paths listed in Table
2.4, which are configured by the NM in the routing table of node 5.

Table 2.4 Potential source paths in routing table.

Source Path Path in routing table
Primary Path 5 —+ 3 &5 AP2 & G,
Alternative Path 5S—>» 2 —» AP2 = G,

2.6.3.2.3 Proxy Routing

This type of special routing is only used when a device is joining the network. Another
device, already in the network, mediates the communications between NM and a joining
node.

First, a new sensor node will search for an advertisement message, which is an invitation
provided by an existing node to new devices wishing to join the wireless network. The
sensor node sending an advertisement is called the proxy and acts as the new device’s
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parent during this procedure. The joining process then begins, which involves many
message exchanges with the NM via the proxy device.

The process of a new device entering a WirelessHART network is shown in Figure 2.12
[38]. After receiving advertisement messages, the device may begin requesting to join.
If more than one sensor node accepts join requests, the new device must choose the best
candidate based on particular criteria. This is done on the basis of the highest signal
strength and the selected node is now regarded as the new device’s proxy.

New Device Proxy Routing Network
Neighbour Manager
Send advertisement >

Send Join Request

\4

Forward Join
Request/Advertiser Graph ID

Running Network
Manager Algorithm

Forwarding Join Response
Proxy Router

Join Response/activation

HART Command Response
Advertiser Graph 1D

HART Command Response
Advertiser Graph 1D
Write Link/Graph Command

Write Link/Graph Response

Write Graph/Route Command

Write Graph/Route Command

Write Graph/Route Response

Write Graph/Route Response

Advertisement

v

Figure 2.12 Joining process [38].

A join link will be supplied with the request. It must be forwarded by the proxy using its
own routing path. As a result, the new device must utilise the proxy’s graph ID, and the
proxy must have a graph route to the NM. When the NM receives a join request, it
allocates network resources (such as links and routes) according to the management
algorithm. After all relevant network resources are set and reserved along the path, the
NM sends a join activation/response instruction to the new device. So, the routing
information is disseminated prior to the transfer of data packets.
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2.6.3.3 NPDU Header

Figure 2.13 shows the structure of the NPDU header of the network layer.

Network Layer

NPDU header

A
<

N
)

N

V

Control TTL ASN Graph Source /Destination Source Expanded Routing
Byte Time To Live Snippet 1D Address Address information (optional)
(1 byte) (1 byte) (2 byte) (2 byte) (2/8 byte) (2/8 byte) (2/416/8/10 byte)

Figure 2.13 WirelessHART NPDU structure.

Table 2.5 shows the fields required to route the data packet to its final destination.

Table 2.5 NPDU header fields.

Field
Control Byte

Definition

Set the address bits based on source and destination address.

Time-To-Live (TTL) TTL determines how many hops a data packet can travel

before being discarded.

ASN Snippet Absolute Slot Number Snippet provides real-time network
performance metrics and diagnostics.
Graph ID The graph ID is used to route the packet to its final

destination.

Source Destination Address Defines the source and destination addresses.

Expanded Routing information It assigns extra fields if other types of routing are used, such

as source or proxy routing.

2.6.4 Transport Layer

The transport layer ensures data packets are successfully communicated across multiple
hops to their final destinations. The WirelessHART network enables acknowledged and
unacknowledged services to occur. An unacknowledged service enables devices to send
data packets without guaranteeing successful data packet transmission. This service is
utilised in procedures repeated on a regular basis, such as publishing process data. In
contrast, the primary benefit provided by the acknowledged service is that it allows
devices to send data packets and confirm their delivery. This method is best suited for
management commands where it is necessary to keep track of the arrival of the data
packet.

2.6.5 Application Layer

In the OSI model, the application layer is designed as the closest layer to the end user,
and it is a command-based layer. It is used to send data packets from field devices to the
NM, and to send commands from the NM to field devices. Each command is
distinguished by a unique command number that defines the contents of its
corresponding message. Commands from the gateway or field devices are the basis for
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HART communication, and the command number, embedded in the communication,
determines the message content. Each HART command performs only one of the
following functions [39]:

e READ reads data from a field device to return the requested data,

e WRITE writes data to the field device to determine or save the field device’s
configuration,

e COMMAND causes the device to perform an action, such as an operation of the
network or the configuration of a field device.

WirelessHART commands involve a set of between 768 to 1023 commands that support
NM and gateway functions. The implemented commands are classified into several
categories, including managing source and graph route commands, managing link and
superframes commands, bandwidth management commands, as well as network health
reporting [38].

2.7 Graph-Routing Mechanisms: Types, Construction,

and Implementation

Graph-routing is one of the primary methods for data packet routing in WirelessHART
networks. The term refers to a routing structure that forms a directed end-to-end
connection between network devices in which all wireless sensor nodes on the way to
the destination are pre-configured with the necessary graph information to specify the
neighbours to which data packets may be forwarded to reach their final destination. All
types of uplink graphs that use the gateway as a root can thus be used in WirelessHART.

2.7.1 Types of Graph-Routing in WirelessHART network

There are three types of graph-routing in a WirelessHART network which address
different communication requirements [2]:

e Uplink graph (denoted by Gy): a graph that connects all sensor nodes to the
gateway. It is used for forwarding data packets from all sensor nodes to the
gateway.

e Downlink graph (denoted by G,,): defined per node, this graph allows control
messages to be forwarded from the gateway to each sensor node.

e Broadcast graph (denoted by Gg): a graph that connects the gateway to all
sensor nodes. This graph can be utilised to distribute common data or control
information across the entire network.

To explain graph-routing in the WirelessHART network, G(D, E) is used to represent
the WirelessHART network topology, where the set of vertices D = G,, U Dy U APs,



2.7 Graph-Routing Mechanisms: Types, Construction, and Implementation 26

G,, refers to a specific gateway, Dy refers to the set of sensor nodes, APs refers to the
access points, and E refers to the set of edges. Additionally, Gz (Dg , Eg) and Gy (Dy , Ey)
are used to represent the broadcast graph and uplink graph respectively. The downlink
graph for node n € Dy is denoted by G, (D,, , E,,). Figure 2.14 illustrates an example, the
graph-routing of Gy, Gy and G, for a WirelessHART mesh network, which consists of
the G,,, two access points ‘AP1‘ and ‘AP2°, and four nodes denoted from 1 to 5.

K &2

=

a. Gp b Gy
c. Gp,n=>5

Figure 2.14 Graph-routing types Gg, Gy and G,,.
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2.7.2 Graph-Routing Construction Process

The NM is responsible for pre-configuring graphs and communication paths on all sensor
nodes. Based on regular reports sent by the sensor nodes [31], the NM incorporates
information about the network, such as the neighbours for each sensor node in the
network and their signal levels and then uses this information to build a complete graph
of the network in that moment. Each such graph has an ID called a graph ID that is
introduced by the NM to each sensor node prior to its use and routing. After configuring
the graph for the entire network and downloading the graph ID for each sensor node in
the network, the basic graph-routing algorithm within the WirelessHART network uses
the first available link technique to send a data packet between two sensor nodes when
the source node writes a specific graph ID for the final destination in the NPDU header
[37] (see Figure 2.13).

2.7.2.1 Graph ID

The graph ID is used to route each data packet to its final destination, as the graph ID
offers a list of sensor nodes, any of which may be used to forward the packet towards its
final destination, as shown in Table 2.6. When the graph ID value is less than 0x0100,
this indicates that it is a valid graph; when it is equal to OXFFFF, however, the graph is
invalid. Once the overall graph table is generated, this is then transferred through a series
of commands from the NM to the sensor nodes across the network [33].

Table 2.6 Graph table [35].

Field Definition
Graph ID Unique graph (ID).
Ref Neighbour List of references to neighbours that are the next hop toward

the destination

2.7.2.2 Neighbour Discovery

The neighbour discovery process is a vital step for each sensor node within the network
area, as this enables the identification of potential communication links with other sensor
nodes within communication range. Each sensor node maintains a list of discovered
sensor nodes in its table of neighbours, as depicted in Table 2.7. This information is then
periodically provided in health reports, based on the application of commands 780 and
787 [38]. The table of neighbours is thus centralised when the NM uses the information
from health reports to adjust the overall network graph. This requires sensor nodes to
continuously listen for communications from their existing neighbours and from new
neighbours. The discovery process thus generates discovery links that are shared by all
sensor nodes in the network: the sensor nodes listen for these links and periodically
transmit on any valid options, facilitating the discovery of new neighbours.
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The neighbour table entries collocate a variety of properties and statistics related to each
neighbour, as shown in Table 2.7. These include both basic neighbour identity
information and historical performance statistics, which contributes significantly to the
sensor node's ability to establish effective communication with its neighbours. The
process also tracks how well a sensor node communicates with its neighbours by noting
the average communication strength. After the sensor node actively communicates with
a neighbour, it sends periodic signals to check if that connection is still active. In any
case of communication failure, a timer will begin, and the sensor node will keep trying
the connection until that neighbour or its links are removed from the table. Whenever a
data packet arrives, the table is updated: thus, if the table is full and a new neighbour is
found, the oldest entry is removed to make space for the new one. The details in the
neighbour table thus help manage and maintain effective communication within the
sensor network.

Table 2.7 Neighbour table [35].

Field Definition

Node ID Unique identifier (ID) of the neigbour sensor node.

Time Source Flag Flag indicating if device should take time synchronization
from this neighbour.

Status Status information regarding this neighbour (e.g., Path
failure).

Last Time Communicated  Time when last communicated with this neighbour.

Time Path Failure Timer Resets to path fail interval after each successful

communication. The PATH_FAILURE is invoked
whenever Path Failure Timer reaches zero.

Avg RSL Average received signal level (in dBm) for packets
received from neighbour.

Packets Transmitted Number of data packets transmitted to the neighbour.

Missed Ack Packets Number of packets for which an expected ACK was not
received.

Packets Received Number of good data packets received from the
neighbour.

2.7.2.3 Building Graphs in WirelessHART Networks

A graph route provides the routing information required to guide the delivery of each
data packet from source sensor nodes to its final destination. A graph is therefore defined
as any directed list of paths that connect two sensor nodes within the network. The overall
routing information is assembled by the NM using both the table of neighbours and
diagnostic information reported by the sensor nodes. Once the routing information for
each of the sensor nodes is known, the graph of the network can be activated.

No single sensor node knows the entire route; instead, the data packet is forwarded along
the path to the corresponding graph ID in steps until it reaches its destination. The sensor
nodes receive the data packet and then forward it along the prescribed set of paths
belonging to the graph to its destination. In a properly configured network, all sensor
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nodes will have at least two neighbours in the graph through which they may send data
packets, which ensures redundancy and enhances reliability. A routing table is illustrated
in Table 2.8. Using graph-routing, a sensor node routing a data packet performs a lookup
in the graph table by using the graph ID before sending the data packet to any of its listed
neighbours.

Table 2.8 Route table [32].

Field Definition

Route ID Unique route (ID).

Ref Destination ID A reference to the destination of this Route.

Ref Graph ID A reference to the graph used to get packets to the
destination.

2.7.3 Graph-Routing Implementation Example

An example of uplink graph-routing in mesh topology is illustrated in Figure 2.15. The
red and blue arrows illustrate graph-routing using graph IDs for configured neighbours:
in this case, sensor node 4 communicates with gateway (G,,) using graph ID 1. Sensor
node 4 may thus forward a packet to either sensor node 1 or sensor node 5 in order to
send it on that graph. From those sensor nodes, the packet may then take several
alternative routes; however, it is guaranteed to eventually arrive at G, if graph ID 1 is
followed. In a similar manner, sensor node 4 can send packets on graph ID 2 in order to
communicate with sensor node 2.

Graph ID 1 (To gateway ( G,,)) —»

Q Graph ID 2 (To sensor node 2) ----»

@/\ o
o Q

Figure 2.15 Graph-Routing, Concept Graph IDs.
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2.7.4 Routing Strategy

The routing algorithm is not specified in the WirelessHART network but provides details
on the routing strategy as follows [28]:

1. A direct route to the gateway should be taken if one exists,

2. When constructing graph-routing, a minimum number of hops to be considered
is 2,

3. When constructing source routing, a maximum number of hops to be considered
is 8,

4. The primary path is the first available path for graph and source routing,

5. For proxy routing, the signal strength is used to determine the primary path.

2.7.5 Routing Requirements

Routing is a key part of the NM’s tasks, so the NM must develop the network’s overall
routing requirements. The NM needs information about the network, information about
communication requirements, and information about the capabilities of the network
devices themselves, to adjust routes in the network [32]. The following are the NM’s
routing requirements.

e Maintaining an internal representation of the whole network, which it utilises to
build graph and source routes.

e Collecting network statistics and neighbour table information from each device
in the network through periodic health reports, which are used to adjust
connections and signal levels, which are then used to generate routes.

e Making decisions about making new connections and choosing between existing
ones based on the communication information.

e Building route tables for graph-routing.

e Building source route lists for source routing.

e Verifying sure that no circular loops exist in any path.

2.8 Routing in WirelessHART Network

This section analyses state-of-the-art work that has been conducted on routing algorithm
in IWSNs, with a focus on those associated with the WirelessHART network. According
to the WirelessHART network, there may be path redundancy in the routes, making the
IWSNs more reliable [2]. Most of the work explored in this analysis builds graphs or
routes with redundant paths. In Section 2.8.1, the routing algorithms proposed for
WirelessHART network are presented and their characteristics are highlighted. Section
2.8.2 covers the observations made for the routing algorithms from analysing the criteria
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used in the construction of paths and the types of paths created, plus the techniques,
metrics, topology, and implementation used.

2.8.1 Analysis of Routing Algorithms

Several routing algorithms have been proposed in the existing literature to better adhere
to stringent IWSN standards. Using the mesh topology of WirelessHART, [15]
introduces a graph-routing technique called Exhenced Least-Hop First Routing
(ELHFR). As an uplink graph-routing algorithm based on Breadth-First Search (BFS)
and employing the Received Signal Level (RSL) information, ELHFR takes advantage
of the fact that WirelessHART’s NM has sufficient resources to generate routing paths
for all network nodes. First, it treats the gateway as the starting point of a connected
graph that describes the network topology. The BFS tree is used by all nodes to find the
shortest path. By using the AvrRSL (Average Received Signal Level) as a sorting
criterion for selecting neighbours in the lower levels, the ELHFR produces a sub-graph
that includes all of the shortest paths from a sensor node to the gateway. After the
topological graph is partitioned into many sub-graphs, the shortest paths from each
sensor node to the gateway can be determined. Since sensor nodes in the ELHFR can
only communicate with neighbours on a lower level, route redundancy cannot be
ensured. For the ELHFR, the least-hop metric is the sole relevant one for connecting
nodes. As a result, it is unable to maximise the lifetime of the network because it
disregards the communication load.

Sequential Reliable Downlink Routing (SRDR) and SRDR-OPT are proposed in [16] to
achieve high data packet delivery and real-time communication within industrial wireless
environments through using greedy algorithms. The SRDR graph is built iteratively and,
during each iteration, selects a sensor node in the topology and adds it to the resultant
graph, along with connections to its neighbours. The metric to select sensor nodes and
connections is based on the typical number of hops from the gateway. Lowering the
number of hops between sensor nodes and the gateway, lowers latency and the utilisation
of communication resources.

A minimum-hop load-balancing routing algorithm is proposed for WirelessHART [17]
to achieve redundancy and minimis end-to-end communication delay to fulfil real-time
demands. The offered routing algorithm consists of two phases. During the first phase,
minimum-hop graphs are formed with maximum possible path redundancy, and during
the second phase, device load balancing is provided to deliver a long network lifetime.
The experimental results demonstrated that load-balancing techniques significantly
improved the network lifetime.

The Joint Routing Algorithm for Maximising Network Lifetime (JRMNL) was proposed
by [40] to prolong the lifetime of IWSNs. The authors considered the residual energy
and transmission capacity of neighbouring nodes and the communication load of the path
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as an exponent-weighted cost function to select paths. It was shown that the JRMNL
improves a network’s lifetime much more than ELHFR [15].

The Reliable and Efficient Routing (‘Re-add’) algorithm is suggested for WirelessHART
in [18] for data packet delivery and network lifetime improvement. In the Re-add
algorithm, at least two neighbour nodes are maintained for every node to support the
hop-level retransmission delivery ratio increase. The link selection process that decreases
the potential retransmission number and balances the network’s residual energy
considers the energy model and link quality. The Re-add routing algorithm outperformed
WirelessHART’s routing algorithms [16], [41]: it enhanced the network lifetime and
improved the data packet delivery.

According to [41], energy usage in WirelessHART can be effectively balanced by
creating a pre-emptive Energy-Balanced Graph-Routing (EBGR) algorithm for the
network node. This suggested algorithm initially applies a BFS set of rules to separate
the network into different levels. Subsequently, a graph-routing algorithm redistributes
the energy usage to nodes that have fewer routing activities, by decreasing the links to
the nodes that have more routing activities. This aids in improving the network’s lifetime
as the created graphs are re-structured. Compared against other approaches, such as the
ELHFR proposed by [15], EBGR enhanced energy usage and improved the network’s
lifetime.

Graph Route Lifetime Maximization (GRLM) is proposed for WirelessHART in [19] to
satisfy industrial demands for long-term stable communication. Firstly, the authors
formulated the problem of maximising the network lifetime and proved it was an NP-
hard issue. Secondly, they proposed an optimal algorithm based on a linear relaxation
algorithm, integer programming, and a greedy heuristic algorithm to increase the
WirelessHART network lifetime. After conducting experiments on a physical testbed,
GRLM increased the WirelessHART network lifetime by 60%.

A Conflict-Aware Real-time routing (CAR) algorithm is offered in [42] to reduce
conflicts among transmissions in sensor nodes which could significantly contribute to
communication delays in WirelessHART. By introducing conflict delays to routing
decisions, the CAR approach can service more real-time flows while satisfying the
required deadlines. After conducting experiments on an IWSN testbed, CAR appeared
to cause a three-fold enhancement in the IWSN’s real-time capacity.

Shi et al. [43] emphasise that a significant limitation of existing IWSNs in IloT
applications is their restricted scalability because of their centralised approach to
scheduling and routing. They resolve this challenge by suggesting a Distributed Graph
routing and autonomous Scheduling (DiGS) approach, which enables a network system
to handle its graph paths and communication schedule.
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Similar to [41], an Energy-Balancing Routing algorithm based on Energy Consumption
(EBREC) is proposed by Han et al. [20] to ensure the lifetime of a network is extended.
The BFS algorithm obtains a layered network structure and creates a routing path based
on the energy usage of each network layer. It also applies multipath routing so that the
shortest route is used for network communications, while the channel’s redundancy is
also assured. Their energy-balancing routing protocol was shown to result in efficient
and balanced energy usage in WirelessHART networks, while deterring potential
interruptions to a network’s lifetime due to untimely energy exhaustion within a single
sensor node.

Using the fan-shaped network structure, [21] propose the use of a hierarchical clustering
routing protocol, referred to as Adaptive Freeshape Clustering (AFC), aimed at
enhancing energy use and the routing approach in WirelessHART networks. This
proposed solution includes the utilisation of a network area called the Reign of Interest
(Rol), which is classed into different clusters shaped as fans, and these clusters
extensively use a competition-based process to choose a Cluster Head (CH). Considering
that Cell Nodes (CNs) and Cluster Members (CMs) are close to each other in this
formation, and the CN manages the converge-casting of data, network nodes would not
need direct communication with CHs. Thus, AFC aids in the reduction of energy usage
for data converge-casting.

In the literature, different reinforcement learning models have been used for data
delivery, energy consumption, and latency optimisation. One of these models is Q-
Routing where the network nodes learn which of their neighbours delivers the best routes
for a destination node. Besides, the nodes cannot select the routes. The Q-Learning
Reliable Routing with Multiple Agents (QLRR-MA) approach is presented in [44], which
built routing graphs in a centralised way using the Q-Routing model. This approach
demonstrates that in a significant portion of cases, average network latency is reduced.

Similarly, [45] offers the Q-learning Graph-Routing Lifetime Enhanced (QGRLE)
algorithm to improve lifetime, latency, and data packet delivery performance in IWSN
metrics. This proposed algorithm periodically reconstructs the routing graph while data
packet delivery metrics, lifetime, and latency, experience dynamic optimisation. Power
resources are fully accounted for by considering the nodes’ residual energy. After
conducting simulations, the QGRLE algorithm was shown to be effective in that it
improved lifetime and latency performance.

The MultiPath Routing (MPR) algorithm proposed in [46] provides industrial WMNSs
with low-cost planning, high data packet delivery, and low-level latency. This algorithm
builds three main paths, each consisting of multiple nodes with different hop numbers.
The multipath routing algorithm prioritises data transmission over the shortest path, but
alternative paths are always ready in case of transmission errors. This multipath routing
algorithm has been simulated on three existing graph-routing algorithms, including [44].
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The MPR algorithm demonstrated a significant reduction in average network latency, the
enhancement of expected network lifetime, and the improved ratio of data packet
delivery.

2.8.2 Comparative Routing Algorithms

The following items are used by [2] with some items added, for this thesis, to categorise
the routing algorithms proposed for IWSNSs: algorithm objectives, architecture used,
types of routing graphs (broadcast, uplink, and downlink), methods used to propose the
algorithm, criteria for defining paths, provide path redundancy, and ways to present,
implement, and measure the performance of these algorithms. The following list of items
will be considered.

e Objective. This is the author’s aim for the algorithm. This is necessary because
routing algorithms are created to perform a variety of problem-solving tasks or
to improve network characteristics.

e Topology. WirelessHART adopts a cluster, mesh or star topology, and can be
used for large and scalable industrial control systems.

e Graph-routing. Three different graphs are described in WirelessHART: uplink,
downlink, and broadcast. Each of these graphs possesses distinct characteristics,
and researchers often chose specific types of graphs during the construction of
their proposed graph-routing algorithms. This item aims to identify the types of
graphs that a given proposal addresses.

e Techniques. A variety of approaches are used to problem-solve and enhance
important network characteristics. This item demonstrates the approach used for
IWSN algorithm development.

e Criteria of paths. Providing routing algorithms using pre-defined criteria
enables the node to attempt effectively and correctly to establish its first
connection. This process also allows scheduling algorithms to assign multiple
‘links’ in primary paths to allow nodes to make appropriate successive
connection attempts, should the initial one fail.

e Redundancy Path (RP). This is a key feature designed to withstand the
industrial environment that ensures an increased data packet delivery in IWSN
communication. It focuses on the fail-safe that data packets will establish new
pathways with neighbours if the primary path fails.

e Presentation and implementation. This item provides clarity regarding the
authors’ approach to communicating their proposal. This includes their means of
presenting the proposal and the validation methodology used, such as simulations
or testbeds.

e Performance metrics evaluated. This includes measurements involving
algorithms performance, like packet loss, data packet delivery, and energy
consumption.
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Table 2.9 compares the algorithms concerning their constructed routes and graphs, route
construction objectives, route definition criteria, techniques used, and the definition of a
primary path for each node. It is observed that most algorithm work in the table do not
implement all the graphs suggested in the WirelessHART network. This is because if
one graph is generated, then other graphs can be generated following the same method.
By focusing on graph-routing in this comparison, all these works provide path
redundancy to improve data packet delivery. Furthermore, most of the work used mesh
topology, one used cluster topology [21], another triangle topology [46], and three
worked on hierarchical topology [40], [41],and [20]. Most algorithms aim to prolong the
network lifetime, since the use of battery-powered wireless sensor nodes is predominant
in IWSNs. Most of these previous studies employ the BFS algorithm to divide sensor
nodes into layers, which determine the next hop or path taken. To select the best path, it
uses the lowest number of hops along the path from the source sensor node to the gateway
as the main criterion, because this metric reduces latency and the use of communication
resources. Furthermore, two works in the table present how machine learning can be used
to enhance graph-routing algorithms, with a focus on the latency and reliability of IWSN.
Finally, due to the limitations of traditional techniques, most these previous algorithms
disregard the achievement of balance between IWSN requirements.
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Table 2.10 presents characteristics about the presentation, implementation, and
performance matrices of the routing algorithms of IWSNs. The algorithms are all
implemented in simulated environments, which are OMNET++, MATLAB, Cooja, NS-
2 and NS-3. Only two proposals present real experiments in the table. Most work presents
pseudo code, flowcharts, or both to explain their algorithms. The performance metrics
evaluated are for the lifetime of the network, Packet Delivery Ratio (PDR), transmission
delay, packet loss ratio, and degree of imbalance energy.

Table 2.10 Implementation of different algorithms in the state of the art.

Algorithm Presentation Implementation Performance metrics
ELHFR [15] No pseudo code is Simulation in Reliability: Packet lost ratio;
presented OMNET++ Throughput; Latency: End to End
delay
SRDR & SRDR- Presents pseudo code | Own simulator Reliability: percentage of
OPT [16] for the algorithm reachable nodes; Rate of success

routes construction; recovery
overhead to regain connectivity;
Real-time: Average latency

Minimum hop load
balancing graph
routing algorithm

Presents flowchart
for the algorithm

Own simulator

Lifetime: Energy consumption for
each sensor node

[17]
JRMNL [40] No pseudo code is MATLAB Lifetime: Network lifetime;
presented simulation Average transmission power per
route
Re-add [18] Presents pseudo code | No simulation Lifetime: No. of successful
for the algorithm platform details transmissions; No. of packet
were given received; Average residual energy;
Average latency; Packet loss ratio
EBGR [41] Presents flowchart MATLAB Lifetime: Energy consumption;
for the algorithm simulation Network lifetime
GRLM [19] Presents pseudo code | Real experiment Lifetime: Network lifetime;
for the algorithm Delivery Ratios of Flows
CAR [42] Presents pseudo code | Experiments on | Real-time: Acceptance ratio; End-
for the algorithm a WSAN to-end delay; Execution time
testbed; Own
simulator
DiGS [43] Presents pseudo code | Contiki based on | Reliability: End-to-end reliability;
for the algorithm Cooja end-to-end latency; Energy
simulation; consumption per received packet
physical testbed
EBREC [20] Presents pseudo code MATLAB Lifetime: Network lifetime;
for the algorithm simulation Remaining energy
AFC [21] No pseudo code is Contiki 3.0 Save Energy: Network lifetime;

presented

based on Cooja
simulation

Degree of energy imbalance
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Algorithm Presentation Implementation Performance metrics
QLRR-MA [44] Presents pseudo code | NS-2 simulation Latency: Average network
for the algorithm latency; Energy: Expected

network lifetime; Reliability:
Packet delivery ratio; Percentage
of reliable nodes

QGRLE [45] Presents pseudo code | NS-3 simulation Latency: Accumulative delay;
and flowchart for the average delay; Reliability: packet
algorithm reception ratio; Lifetime: expected
lifetime
MPR [46] Presents pseudo code | NS-2 simulation | Reliability: Packed delivery rate;
for the algorithm Lifetime: energy consumption-

based network lifetime; Latency:
average network latency

2.9 Summary

While Chapter 1 offered an introduction to IWSNs and the motivation for conducting
this thesis, Chapter 2 has completed the presentation of the WirelessHART description
as widely standard for IWSNSs. This helps clarify the characteristics, architecture, and
open system interconnection model of the WirelessHART network.

Moreover, this chapter has presented a literature review of the most important graph-
routing algorithms proposed until 2022 in WirelessHART network, and has discussed
the techniques and criteria used to build graph routes to achieve desired objectives. From
this summary of the existing research, it can be observed that the work to date lacks the
application of clustering and optimisation techniques to build a reliable graph-routing
algorithm that balances energy consumption.

This thesis will proceed into Chapter 3 by first addressing the effect of changing the
topology of the WirelessHART network in the basic graph-routing algorithm by using
clustering techniques. Then it will use optimisation techniques to select graph-routing
paths based on the requirements of the IWSNs. Therefore, these two elements are
described in detail in the next chapter.
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Chapter 3

Clustering, Optimisation Techniques, and

Preliminaries

3.1 Overview

This chapter provides the theoretical descriptions of previous research concerning
clustering and optimisation techniques, which are used in this thesis to build reliable
graph-routing algorithms in the WirelessHART network. Section 3.2 presents the first
technique, used to design the novel topology of the WirelessHART network, the concept
of clustering in wireless networks and the methods that are used to establish clustering.
Section 3.3 discusses the second technique used to construct graph paths for graph-
routing in the WirelessHART network. This section covers the scope, general
classifications, and definitions of optimisation techniques, as well as a comprehensive
literature comparison of the literature on how optimisation techniques are applied to
enhance wireless networks. Because of its importance in the thesis, the Covariance
Matrix Adaptation-Evolution Strategy (CMA-ES) algorithm is thoroughly detailed in
Section 3.4. The final section of this chapter contains some of the preliminary material
used throughout the thesis.

3.2 Clustering Techniques

A clustering technique is a common strategy to design a network’s topology, which
organises wireless sensor nodes into groups known as clusters, as shown in Figure 3.1.
The literature review has demonstrated that it is an energy-saving strategy. Therefore,
clustering a significant role in prolonging the lifetime of wireless networks and
increasing data packet delivery [47], [48]. Because the sensor nodes in each cluster elect
a leader known as the Cluster Head (CH), denoted by the red circle in Figure 3.1, the
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remaining sensor nodes are referred to as Cluster Members (CMs), indicated by blue
circles. Since CMs transmit their data packets to their respective CHs, over shorter
distances communication within the cluster is called intra-cluster communication. Each
cluster’s CH is responsible for sending and receiving data packets to and from the
gateway (G, ), either as a single hop if the G,, is within its communication range, or as a
multi-hop with other CHs if the G,, is outside its communication range — this is referred
to as inter-cluster communication. Consequently, three primary steps form the clustering
procedure: cluster formation, CH selection, and data communication.

Figure 3.1 The structure of clustering in wireless networks.

3.2.1 Objectives of Clustering

Clustering objectives help meet the needs of different applications in wireless networks.
The following are the primary objectives of using clustering in wireless networks:

Scalability. This is an objective that describes how well a network can add more
wireless sensor nodes, which increases the communication overhead of the
network, without affecting the network’s performance. This challenge can be
addressed through wireless network clustering techniques, such as applying an
energy-efficient distributed clustering algorithm [49] for all levels of clusters in
the network area, or using the hierarchical geographic method [50] to keep
overhead per data packet constant.

Energy consumption. As the most important objective in wireless networks,
clustering techniques aim to reduce energy consumption and thus prolong the
network’s lifetime. The most energy-consuming task in wireless networks
involves transferring data packets from sensor nodes to the gateway [8], because
the sensor nodes in wireless networks are small and battery powered. In addition,
to their basic functions (for example, sensing and computation) nodes act as
routers when delivering data packets to the gateway. Because of their limited
communication range, not all sensor nodes can communicate directly with the
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gateway, so they forward data packets to other nodes within their communication
range. To reduce energy consumption hierarchical or layered clustering
techniques have been proposed, dividing the network into different layers [47],
[51], [52]. CH selection is also important, due to CHs consuming more energy
than CMs, with methods, like fuzzy logic [53], [54] Al [55], and the heuristics
method [56] all explored.

e Fault tolerance. Faulty nodes must be dealt with to improve data packet delivery
and stability. Depleted batteries at some sensor nodes, collisions, radio
interference, or environmental factors can all result in faulty nodes. Fault-tolerant
clustering techniques try to avoid connectivity or coverage impairments and the
loss of data packets using a variety of detection strategies [57]-[59]. This
problem is challenging, as network applications may experience data loss due to
excessive detection delay.

e Load balancing. It is important to ensure uniform load distribution between the
sensor nodes in the network area as this helps avoid unbalanced energy
consumption, network congestion, data loss, and inefficiency in supporting real-
time and data-intensive applications. Clustering techniques can be used to
balance the network load by varying the number of clusters or CHs [60].

e Data aggregation/ fusion. Since a large number of sensor nodes sense the same
data in the physical environment, there is a greater chance of data redundancy
[47]. In clustering, the CH aggregates all data received from its CMs and
forwards the aggregated data to the gateway. This can significantly reduce the
number of transmissions which improves throughput and decreases energy
consumption in the wireless network.

e Security. Clustering techniques can be used to improve the security of a wireless
network through the introduction of different techniques to resolve attacks and
detect malicious nodes. For example, detecting malicious nodes and preventing
these being CHs [61], or establishing periodic authentication between CHs and
CMs to establish secure channels [62].

e Stable network topology. The CH maintains information concerning its CMs,
such as node ID, location, and energy level. When a CM dies or moves to another
cluster, these changes are immediately registered and communicated to the NM.
Re-clustering can then maintain the network topology effectively.

3.2.2 Methods for Establishing Clusters

In a wireless network, clusters can be created using two approaches [24], [63]:

e Grouping sensor nodes and selecting one of them as a CH. The grouping may be
based on various criteria, such as the number of sensor nodes, the size of the
cluster, the number of clusters, or physical proximity.
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e Identifying CHs and inviting other sensor nodes to join a neighbouring CH. This
technique is based on parameters such as the member nodes’ proximity to the CH
and/or the CH’s proximity to the gateway.

3.2.3 The Fundamental Methods of CHs Election

The following are some of general approaches that can be taken when choosing CHs
[24], [63]:

e Energy-based. Sensor nodes with high energy and resources are determined as
CHs [63]. The problem with this approach is that most wireless networks are
limited in resources and homogeneous (i.e., consisting of sensor nodes with the
same capabilities such as battery power or sensing range). Therefore, this
technique may be ineffective in many situations. Furthermore, even if a sensor
node with high energy can be identified and selected as a CH, such as in a
heterogeneous network, being a CH for an extended period can quickly deplete
the node’s power and result in its death.

e Randomness. This is a solution that attempts to spread CH responsibility
between sensor nodes; for example, a Low Energy Adaptive Clustering
Hierarchy (LEACH) algorithm is the most often used clustering technique [47].
Even though this approach works well in homogenous networks, any change or
imbalance in wireless networks can cause serious runtime problems in some CHs,
such as constant energy consumption or an unbalanced use of resources.

e Selection of a CH based on the network and node configurations. Here CHs
are selected based on a variety of criteria, including the resources available, the
number of neighbours, the location, etc.

e Centralised CH selection. Here parameters used for selecting CHs are collected
in a central node (usually the gateway) and compared, evaluated, and processed
for selecting CHs. Due to the comparison of all sensor nodes, centralised
approaches will generate universal results but large or highly complex networks
may have a high computational overhead.

3.3 Optimisation Techniques

Optimisation techniques are a set of mathematical operations that are written as
algorithms and used to find the best possible solution to complicated optimisation
problems. These algorithms use the objective function f, which, depending on the
optimisation problem, can be maximised or minimised. In other words, difficult or
complex optimisation problems usually have several potential solutions, so optimisation
algorithms evaluate objective functions to define which candidate solution is the best
one. These problems may have a single-objective function or a multiple-objective
function [64].
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The objective function of any optimisation algorithm can be expressed in general as

Maximise/Minimise f;(x), f2(x), .. o .. , v (),
optimise subject to x = [x1, X3, ... ... , X 3.1
Where fi, fo, e enone , fy are the objectives sought by the optimisation algorithm, whether

to maximise or minimise. When N =1, it is referred to as a single-objective
optimisation, while a multiple-objective optimisation occurs when N > 2. Here, x is a
search space. A search space can be represented as a vector of values corresponding to
different search points. An n-dimensional search point is [x, x5, ... ... , X, ], Where the it"
search point is denoted by x;. Any value of x; from among all points in the search space
x that minimises the objective function is called a solution or minimiser. In Figure 3.2
an example of an optimisation problem, observe that the minimum x* is the best solution
in the local search space, but lower points may exist if a global search is conducted.
Therefore, every optimisation algorithm needs to address the exploration and
exploitation of a search space. Exploration (global search) is the process of looking at
entirely new regions of a search space, whilst exploitation (local search) is the process
of looking in regions of a search space in order to find good solutions as quickly as
possible.

f (x)ﬂ

Local search

- ~

Global search

»
|
X

Figure 3.2 A one-dimensional optimisation problem.

However, a single-objective function means finding the best solution for a specific
objective, where all the points converge on a single point, and as a result that point is the
best solution. In contrast, the value of multiple-objective functions depends on two or
more conflicting objectives, the points converge at two or more points, and the best
solution through a trade-off among them should be selected based on the optimisation
technique used. As an example, from a wireless network perspective, if a wireless
network just needs to minimise energy consumption, this is a single objective, so there
will be one solution. But if the network needs maximum data packet delivery, minimum
delay, and minimum energy consumption, then in it has multiple objectives to achieve
and will need a trade-off between them based on the wireless network’s requirements to
select the best possible solution. Optimisation techniques have been used to solve
problems in many different fields, such as finance, engineering design, system and
database design, and wireless networks [25]. Therefore, no single method is available for
solving all optimisation problems efficiently. However, several methods have been
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developed to solve these optimisation problems, which may be categorised into two basic
techniques: deterministic optimisation and stochastic optimisation [64], as illustrated in
Figure 3.3.

Optimisation Techniques

[ Deterministic ] l Stochastic
Integer Linear Nonlinear Metaheurlstlcs
programming programming | -- | programming Heuristics
(IP) (LP) (NLP) (populatlon based)
' |
Evolutionary Swarm
Algorithm Intelligence
(EA) (sh)
[ Evolution Alcéjgrr]iitfi(r:ns
Stratg?/ (ES) (GA)
CMA-ES

Figure 3.3 The overall classification of optimisation techniques.

Deterministic optimisation techniques, such as Integer Programming (IP), Linear
Programming (LP), or Non-Linear Programming (NLP), are used to find the best solution
to a specific problem and provide a theoretical guarantee of its solution. However,
deterministic algorithms can have problems resolving extremely complex and difficult
optimisation functions, and consequently can take a long time to solve. This is due to
large searching spaces and intricate problem structures [65].

Stochastic optimisation techniques aim to reach proper solutions to multiple problems
using random search processes. Stochastic optimisation techniques are more flexible and
efficient than deterministic approaches because the execution times required to find the
best solutions can be controlled. Stochastic processes are divided into heuristics and
metaheuristics [64]. Heuristics are strategies employed to solve a particular problem
without guaranteeing a global search (exploration), whereas metaheuristics are generic
strategies adapted to solve multiple problems [66]. These techniques have been widely
used to solve optimisation problems in WSNs that exhibit high computational
complexity [25].

Glover [67] derived the term ‘metaheuristic’ from two Greek terms, ‘meta’ meaning
‘high level’ and ‘heuristic’ meaning ‘solution or technique’. A metaheuristic, then, is a
high-level technique that intelligently uses heuristics to effectively find the best potential
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solutions for problems that have no deterministic solution. Some metaheuristic
algorithms prefer local search (exploitation), while others prefer global search
(exploration). In other words, it is necessary to explore the search region at the beginning
of each metaheuristic algorithm to identify better solutions. Thus, the algorithm should
have a high exploration ability. But some metaheuristic algorithms have the exploitation
ability to enhance the solution and get closer to the best solution as they approach the
end of the computation process [68]. When formulating the objective function f, several
parameters or metrics that are associated with the problem statement are considered.
Population-based metaheuristic algorithms can be further classified into two major
classes, namely: Swarm Intelligence (SI) and Evolutionary Algorithm (EA).

Sl is aform of intelligence that is defined as emulating the behaviour of certain organisms
that allows them to identify a source of food or track prey. Some examples of the most
widely used swarm-based algorithms in the WSNs are: Particle Swarm Optimisation
(PSO) [69], Artificial Bee Colony (ABC) [70], Ant Colony Optimisation (ACO) [71],
Grey Wolf Optimiser (GWO) [72], Whale Optimisation Algorithm (WOA) [73], Cuckoo
Search (CS) algorithm [74], and Firefly Algorithm (FA) [75].

EA is a class of population-based optimisations inspired by natural selection. Natural
selection advances the theory that individuals with traits that are beneficial to their
survival can survive through the generations, with each generation passing down their
survival characteristics to the next. Evolution happens gradually through the process of
selection, and the population continually grows better adapted to the environment in
which it lives. EA uses biological-inspired mechanisms, such as selection reproduction,
recombination, and mutation, as search operators. Candidate solutions to the problem
play the roles of individuals in a population, and the objective function determines the
quality of eventual solutions. Although different variants of EA exist, notably Genetic
Algorithms (GA) and Evolution Strategies (ES), they all share the same fundamental
structure shown in Figure 3.4 to find the best solution [76].

Initialise Population

Evaluate Objective Function |

f(x)

Repeat until a
termination

Select Candidate Soluations criterion is met

Randomely vary Individuals [

Figure 3.4 Basic Steps of EA.
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The EA is applied in a loop, and an iteration of the loop is called a generation. In each
generation, variation often generates new individuals (candidate solutions), typically in
a stochastic manner. The objective function f (x) for an individual then returns a numeric
value, generally referred to as fitness, signifying the quality of the solution presented by
that individual. Individuals with a high fitness level are those who offer the best solutions
to the problem at hand. The selection process targets highly fit individuals for survival
as parents, based on their fitness or objective function value. Figure 3.4 depicts the
iterative process that occurs until either an acceptable solution is found, or a
predetermined number of generations have elapsed.

GAs use a chromosome-like data structure to iteratively improve candidate solutions to
a problem by applying recombination operators that are designed to keep important
information. The first step in implementing GA is to generate a population of
‘chromosomes’. These chromosomes are then evaluated according to their objective
functions, using operators borrowed from natural genetics [77].

ES was proposed in the mid-1960s by Rechenberg [78] and was further developed by
Schwefel [79] to optimise candidate solutions composed of real-value parameters.
Selection, mutation, and recombination are applied to ES as search operators, as shown
in Figure 3.5.
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a 1. Generate a population of candidate solutions
fx)

v

2. Evaluate every individual in the population
fx

v

3. Select parents from the fittest individuals

fx
Fitness
g
4. Reproduce offspring of next generatation (Recombination &
Mutaltion)
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| -
>

X
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A
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Figure 3.5 Basic Steps of ES.

ES algorithms monitor and update the mutation operator, which is adding (normally
distributed) random values to each component of an individual dynamically at each
generation. At this point their objective function is evaluated. Once the offspring is
generated by the process of mutation, the selection of candidates to parent the next
generation is based on the fitness ranking of individuals in the current offspring. This

procedure is iterated until the objective is fully optimised.
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One of the most recent and powerful versions of the ES algorithm, which was used in
this thesis, is the Covariance Matrix Adaptation-Evolution Strategy (CMA-ES) [80],
proposed by Nikolaus Hansen and Andreas Ostermeier in 2001. It is noteworthy that the
original name of the algorithm was Completely Derandomized Self-Adaptation in
Evolution Strategies and that it is almost the same algorithm. Furthermore, it has been
adopted as a standard tool for continuous optimisation in many research laboratories [26]
and industrial environments worldwide. CMA-ES has also seen widespread application
in a variety of domains, including WSNs [81], deep neural networks [82], security of
networks [83], and inverse reinforcement learning [84].

3.3.1 Application of Metaheuristic Algorithms in the Routing of
Wireless Networks

This section analyses state-of-the-art research that has been conducted on metaheuristic
algorithms to improve routing algorithms in WSNSs. These research works have been
published in journals, with a focus on the period 2015-2022, as shown in Table 3.1. The
following items are used by [25], with some items added to present the metaheuristic
algorithms that have been used to enhance wireless networks, the goals of using it, the
tasks that metaheuristic algorithms undertake to improve the proposed routing algorithm,
and the simulation platform.

Table 3.1 Optimisation enhancement techniques used in routing for wireless

sensor networks.

. Research L. Task of Optimisation .
Algorithm Objective . . Implementation Tools
Ref. Routing Techniques
[85] Prolong the Selecting the pathsand | MATLAB R2012b and
network lifetime CHs C programming
language
[86] Prolong the Selecting the paths MATLAB R2010a
network lifetime simulation
GA [87] Energy efficiency Selecting the paths MATLAB R2014a and
and prolong the C programming
network lifetime language
+
OMNeT++ simulation
[88] Ensure the QoS Selecting the paths MATLAB is used
requirements along with NS-2
simulation
Multiobjective [89] Balance of energy | Selecting the paths and MATLAB R2020
GA +CS consumption CHs simulation
between sensor
nodes



https://www-sciencedirect-com.ezproxy.lib.gla.ac.uk/topics/computer-science/c-programming-language
https://www-sciencedirect-com.ezproxy.lib.gla.ac.uk/topics/computer-science/c-programming-language
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Research

Task of Optimisation

Algorithm Ref. Objective techniques in routing Implementation Tools
GA and GWO [90] Energy efficiency Selecting the paths MATLAB simulation
and prolong the
network lifetime
FA [91] Prolong lifetime Selecting the paths NS-2 simulation
and throughput of
the network
ACO [92] Prolong the Selecting the optimal No simulation platform
network lifetime link cost details were given
[93] Energy balance Selecting the paths NS-2 simulation
and prolong the
network lifetime
[94] Prolong the Selecting the paths No simulation platform
network lifetime details were given
[95] Energy balance Selecting the paths No simulation platform
and prolong the details were given
network lifetime
[96] Prolong the Selecting the paths NS-2 simulation
network lifetime
[97] Prolong the Selecting the paths MATLAB R2013a
network lifetime simulation
[98] Energy balance Selecting the paths C++
and prolong the
network lifetime
[99] Ensure the QoS Selecting the paths MATLAB simulation
requirements,
security
guarantees and
prolong the
network lifetime
[100] Reduce the energy Selecting the paths VC++ programming

consumption of
the network

language

[101] Prolong the Route discovery NS-2 simulation
network lifetime
[102] Save energy Selecting the paths MATLAB simulation
consumption
[103] Reduce the energy Selecting the paths Java programming
consumption language
[104] Prolong the Selecting the paths No simulation platform
network lifetime details were given
[105] Prolong the Selecting the paths No simulation platform
network lifetime details were given
[106] Energy efficient Neighbour node NS-2 simulation
and prolong the discovery

network lifetime
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[107] Reduce the energy Selecting the paths MATLAB simulation
consumption
[108] Energy efficient Selecting the paths NS-2 simulation
and network
security
FA and ACO [109] Prolong the Selecting the paths and MATLAB R2016b
network lifetime CHs simulation
ACO and [110] Energy efficient Selecting the paths NS-2 simulation
GSO
BOA and [111] Prolong the Selecting the paths and MATLAB
ACO network lifetime CHs R2018a simulation
PSO [112] Data packet Selecting the CHs and OMNeT++ platform
delivery, network paths
coverage and
energy
consumption
[113] Prolong the Distribute the traffic MATLAB R2012b and
network lifetime load over the CHs C programming
language
[114] Prolong the Selecting parent sensor MATLAB simulation
network lifetime nodes and the paths
[115] Energy efficient Selecting the paths MATLAB simulation
and energy
balance
[116] Prolong the Selecting the optimal MATLAB simulation
network lifetime rendezvous points
[117] Ensure the QoS Selecting the paths NS-2 simulation
requirements
ABC [118] Prolong the Selecting the paths and OMNeT++ platform
network lifetime CHs
[119] Prolong the Selecting the paths and | Nature-inspired tool for
network lifetime CHs sensor simulation
(NITSS)
[120] Reduce the energy | Selecting the paths and MATLAB simulation
consumption and CHs
prolong the
network lifetime
WOA [121] Energy efficient Selecting the paths NS-2 simulation
and prolong the
network lifetime
GWO, TSA [122] Prolong the Selecting the paths and NS-2 simulation
and FGSA network lifetime CHs

The table 3.1 shows the following:

e Most of the research used optimisation algorithms in wireless networks to
prolong the lifetime of the network through reduced energy consumption, energy
efficiency, or a balance of energy consumption between sensor nodes in the
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network area. Three of the research studies focused on QoS requirements, and
one of them also included a security guarantee in its objective.

e Most of the proposed routing algorithms use optimisation to find the best routing
paths, depending on specific criteria defined by objective functions. Some
researchers use optimisation to find the best CHs to enhance the network’s
performance. One [106] used optimisation to discover the neighbouring nodes of
each sensor node, and another [116] to select the optimal rendezvous points based
on the number of data packets received from other sensor nodes. Furthermore,
optimisation is used to assign a smaller number of sensor nodes for each cluster
to reduce traffic load over the CHs, as present in [113].

e Some work incorporates two or more optimisation algorithms that are usually
used for determining optimal paths and CHs, based on criteria specified in its
objective functions.

e MATLAB, followed by NS-2, were the predominant simulation platforms for the
majority of the previous research. OMNeT++, C/C++, and Java were used in
some of the work.

3.32 Do We Need Optimisation Techniques in WirelessHART
Networks?

Optimisation is required to build a well-functioning design, as per the requirements of
the network. Wireless network optimisation is typically required to achieve a desired
objective, such as reducing energy consumption or prolonging the network’s lifetime.
As mentioned in the previous sub-section, metaheuristic algorithms are widely used to
improve the performance of routing algorithms in WSNSs. This is because of their ability
to design routing algorithms effectively and easily under special requirements and
environmental conditions, enabling the best designs and strategies and thereby
improving the overall performance of wireless networks.

In the WirelessHART network, some of the major challenges in selecting the best graph
paths of the graph-routing algorithm to achieve the required objectives are balancing
energy consumption between wireless sensor nodes, reducing End-to-End Transmission
(E2ET) time, and increasing data packet delivery. With more than one goal present, all
these goals need to converge to find the best possible solution. In this context,
optimisation or high-level procedures are required. Optimisation techniques to find the
best solution in a centralised manner may, therefore, be useful for IWSN and future 10T
protocols.

3.4 CMA-ES

CMA-ES is a derivative-free, efficient stochastic method for black-box optimisation
[80]. It relies on a multivariate normal (Gaussian) distribution to sample a population
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(candidates for solutions), iteratively, instead of using the whole population [123]. This
is undertaken first to explore the search space and then to evaluate it using the objective
function f. Therefore, the need for a finite-dimensional search space is explicit when
using CMA-ES to find potential solutions. A multivariate normal distribution is an n-
dimensional normal distribution, which can be denoted as N(m, C). Here, m € R™ is the
mean vector and C is the symmetric positive covariance matrix, which determines the
centre and shape of the distribution. This normal distribution is the most convenient way
to generate candidate solutions because it is isotropic and rotationally invariant. It is also
the most stable distributor in R™. These factors make the normal distribution an
especially appealing candidate for a randomised search.

3.4.1 Black Box Optimisation

A black box search scenario is used to minimise or maximise an objective, fitness, or
cost function. A black box search algorithm is outlined in Figure 3.6, where the algorithm
continuously repeats the process of sampling-evaluation-update.

fix €R™ > R, x - f(x) is objective function (3.2)

Sampling

f(x)

Updating

Figure 3.6 Black box optimisation.

The objective is to find one or more search points (candidate solutions), x € R™ with a
function value, f(x), that is as small as possible. Black box optimisation refers to the
situation in which the function values of evaluated search points are the only accessible
information on f.

3.4.2 Steps of the Original CMA-ES Algorithm

The original CMA-ES algorithm has the following steps [80], [123]-[125].
1. Initialisation Parameters

The first step in CMA-ES is to initialise the parameters, as shown in [80]. Table 3.2
defines what each parameter used in the algorithm is and what its initial value is, whether
initialised randomly or based on prior knowledge. Each of these parameters can be
calculated as a step in the algorithm for the next generations, as discussed in the
following five sections.
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Table 3.2 Initialisation parameters of CMA-ES [80].
Parameters Definition Initial Value
A Population size, number of offspring or 4 = (4 + round(3 * log(n)) * 10;
sample size or candidate solutions that Where A > 2
will be generated and evaluated in each
iteration.
g The number of generations g iteration Typically, g =10, g € N, where
number. N, natural numbers including zero
m9 Mean vector at generation g represents m € R™, where R positive real
the center of the multivariate normal numbers
distribution used to generate candidate
solutions.
c The covariance matrix C is symmetric € =1, is the identity matrix, C €
and positive definite, and determines the R™"
shape and spread of the distribution.
p? The length of evaluation path for C at p? = 0, where p € R®
generation g.
pJ The length of evaluation path for p% =0, where p € R*
o at generation g.
E[IIN(O,D|l] The expected length of a (0,I) N- E[|IN(0,D|]=+vVnx(1-
normally distributed random vector. 1/(4 xn) + 1/(21 x n?).
VarMin Lower bound of decision variables. VarMin =0
VarMax Upper bound of decision variables. VarMax = 100
o Step size controls the step length in ¢ = 0.3 * (VarMax — VarMin);

search space.

2. Generating Candidate Solutions

In each iteration of CMA-ES, A candidate solutions x; are generated from a multivariate
normal distribution [126] with mean vector m and covariance matrix C. Candidate
solutions x; can be generated using a standard method in equation (3.3) [124].

x?* 1 ~m9 + gIN,(0, C9) fori=12,...... A (3.3)

Where xl:g+1 represents the i search point (candidate solution, individual, offspring or
object parameters/variables) generated at generation g + 1. m9 and o9 are mean vector
of the search distribution and ‘overall’ standard deviation (step size) at generation g,
respectively. N;(0,C9) is a multivariate normal distribution with a zero mean and a
covariance matrix C9 of the search distribution at generation g.

3. Evaluation Objective Function

The objective function f(x) of the candidate solutions x; are then evaluated. The
objective function should be a scalar-valued function that assigns a fitness value to each
candidate solution, where higher values indicate better solutions. The fitness values are
used to guide the search process and determine which candidate solutions should be
selected for the next iteration.
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4. Calculation of Weights

The purpose of weighting is to give more weight to the better candidate solutions and
less weight to the weaker candidate solutions. This helps guide the search process toward
the best solution. Therefore, a weight w; is assigned to each candidate solution x; based
on its fitness value f; as follows [123].

w; = exp(—f; / 2) / sum(exp(—f; / 2)) (3.4)
Where f; is the fitness value of candidate solution x;.
5. Selection And Recombination: Update Mean Vector

In this step, calculating the mean vector m9*+1 for each generation is updated using the
weighted average of the candidate solutions to reflect the current best candidate
solutions. By updating the mean vector m@*b in each iteration, the CMA-ES algorithm
can adapt to changes in the distribution of these candidate solutions and effectively
converge towards the global minimum/maximum of the objective function. The update
of the mean vector m@+1 is performed using the following equation [80].

u
mot) = 3w, 1+ (3.5)
i

The number of effective solutions, ., is derived from

u
m=1

6. Update of the Covariance Matrix

The purpose of this phase is to compute the update of the covariance matrix C for
generation g + 1 candidate solutions, where the covariance matrix of the next generation
g + 1 is dependent on the learning curve derived from the covariance matrix g.

In the following, the updated covariance matrix, C9* 1 at generation g + 1, of the CMA-
ES is described by two steps:

First, the evolution path (called the cumulation) pég“), which is the sequence of steps

the strategy takes over several generations it is calculated by [123]

PO = (1) x pd + Jcc<2 — sy 3.7)

Where c. denotes the learning rate for the cumulation regarding the rank-one update of

C,
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Cc= 4+ perr)/(4+ g+ 2 X (Uerr/9)) (3.8)
Second, pgg“) is used to generate the €9*1 according to the equation (3.9) [123]:
COD = (1—¢;—c,) X CI + ¢y X (pgg“) +(ce X (2—c)) X cg) (3.9)
Where
e ¢, denotes the learning rate for the rank-one update of c,
c1=2/(n+1.3)* + uss (3.10)
e , denotes the learning rate for the rank- u update of c,

¢, =min (1 — ¢, a, X ((,ueff =2+ 1/pes)/((n+2)* + a, X
.ueff/z)) (3.11)
7. Update of Step-Size Control

The Step-Size a9, or Cumulative Step length Adaption (CSA) indicates the overall scale
of the distribution. The CMA-ES algorithm exploits evolution path p, to control o9
which can be applied, as below [124].

First, the evolution path pJ s computed based on the evolution path p? by

pd" = (1= co) X pd +/c(2 = clttery x m*D /c9 (3.12)

Where c, is a learning rate for the cumulation of o,
Co = Meff +2/N+ pesr + 5 (3.13)
Second, by using the equation (3.12), the length of the evolution path defines the step

size ¢ for generation g + 1.

g+1
5™

0.3
E[IIN(O,DII . (3.14)

o9t = g9 X exp (L (2
dg

Where d is the damping parameter for the step-size update,

dy =1+ ¢, +2xmax(\Jpesr —1/n+1-1,0) (3.15)
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The flowchart of CMA-ES [80] which is used in this thesis as shown in Figure 3.7:

While CMA-ES main loop of generation (g) ]

v

)

v

The best solutions ]

’—[ Generate Sample for each generation, according to equation (3. 3) ]
3 J
- o
2 IS [ Update mean for each generation m9, according to equation (3.5) ]
8%
25 v
£ 5
e = [ Update the step-size €9, according to equation (3.9) ]
c <
2 E
g 5 v
L | Update Covariance Matrix g9, according to equation (3. 14) ]

Figure 3.7 Flowchart of CMA-ES algorithm.

Steps 2-5 are repeated until stopping criteria are met. The three ways to specify the
stopping criteria of the CMA-ES algorithm are as follows:

1. The algorithm is run for a specified number of generations, which is set in the
first step of the CMA-ES algorithm as the MaxlIt;

2. When the CMA-ES algorithm is not making progress towards the solution, it
should be terminated,

3. Stopping when the CMA-ES algorithm reaches a predetermined objective
function value.

Once the stopping criteria are met, the best candidate solution, as determined by its
fitness value, is returned as the result.

3.4.3 Why CMA-ES?

The following are some of the most important features about CMA-ES that made it the
best choice in this research:

e The CMA-ES algorithm does not require gradient analytic computing, which has
difficulty finding the best solution due to the lack of differentiability [26]. As a
result, CMA-ES can be used to solve multimodal or noisy problems.
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e The CMA-ES algorithm was tested on some general objective functions [127]
and, when comparing the results to those of other optimisation algorithms, it was
found to be reliable and highly competitive. This was particularly true in terms
of accuracy and speed because of its ability to find the best solution in very few
generations, thereby reducing time delay (Appendix A).

e For its application, the CMA-ES does not require extensive parameter
adjustment. Indeed, the selection of internal strategy parameters is entirely
automated.

3.5 Preliminaries

In this section, the groundwork for the rest of the thesis by explaining the required
concepts of graph-routing, providing a justification of the methods used for the
validation, and explaining the simulation environment, assumptions, energy model used,
system parameters, and performance metrics.

3.5.1 Concepts of Graph-Routing

A set of vertices IV and a set of edges E form a structure known as a graph, where ¢ =

(V; E). Figure 3.8 shows that in a wireless network, vertices are network devices, also
called sensor nodes, and edges are the connections between them. Furthermore, an edge
exists between two sensor nodes if they are within their communication range.

\?f
O

O Indicates wireless sensor node.

Vertices

Figure 3.8 Examples of vertices and edges.

This section presents concepts of graph-routing that are considered in this thesis.

a) Orientation. The direction of a given edge is shown by an arrow, which indicates
the direction in which data packets are moving.
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b) Source node. This is a sensor node that has data packets to send to the final
destination.

c) Final destination. The last network device to receive the data packet in this work
is the gateway.

d) Neighbours. Two sensor nodes are neighbours if there is an edge in the graph
connecting them. In this thesis, each sensor node has at least two neighbours if the
gateway is out of its communication range.

e) Route/Path. This is a sequence of edges that send a data packet in the same
direction to its final destination. Except for the first and last edges, each edge shares
a vertex with the edge before it and the edge after it.

f) Cycle. This is a chain where certain sensor nodes are interconnected so that they
create loops. When there are cycles in a network, a data packet can get stuck in an
infinite loop and never reach the gateway.

g) Hop. This is the movement of a data packet from one sensor node to a neighbour
along the path to the gateway.

h) Multi-hop. The routing of data packets from the source node to their final
destination may, in some cases, take several hops; this is a multi-hop path.

3.5.2 Validation Method Justification

Simulation is an effective way to forecast performance when there is no real network
available for performance measurements. It provides an insight into the evaluation of the
efficiency of an algorithms’ real-world performance without the, potentially very
demanding, time and cost of a physical test-bed implementation [2]. In addition, it
enables analysts to easily test performance under a wide variety of network conditions.

3.5.2.1 Simulation Environment

Simulations were conducted for this thesis using MATLAB on a Windows 10
workstation running on an Intel (R) core™ i7 processor with 16 GB RAM. In this work,
the simulation focused on implementing wireless sensor nodes, links, access points, and
network manager within the MATLAB environment. This was done to study how the
graph-routing algorithm might be improved.

MATLAB is an acronym for Matrix Laboratory. MATLAB is a software programme
developed by MathWorks [128] that is widely used for numerical computation, deep
learning, engineering applications, and data analytics. It is regarded as one of the top
Acrtificial Intelligence (Al) programming languages. The primary reasons for the use of
MATLAB in this work are as follows:
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1. MATLAB’s programming capacity, its most significant feature, which is easy to
use and learn and can support user-developed functions.

2. MATLARB offers an interactive environment with an extensive library of built-in
mathematical functions that are accurate and reliable, making it ideal for
developing wireless networks.

3. It is easy to integrate MATLAB code with other programming languages,
including C/C++, Python, Fortran, Excel, and Java.

4. MATLAB can run on a variety of operating systems, such as Windows, Linux,
and macOS.

5. The primary reason for using MATLAB is that it has a built-in Optimisation
Toolbox™ that contains mathematical operations and data analysis of
optimisation algorithms. These are used to find the parameters of objective
functions that minimise or maximise objectives while satisfying constraints. The
toolbox includes solvers for Linear Programming (LP), Quadratic Programming
(QP), Mixed-Integer Linear Programming (MILP), Non-Linear Programming
(NLP), Second-Order Cone Programming (SOCP), constrained linear least
squares, and non-linear least squares. It was observed that most literature reviews
that used optimisation techniques in WSN used MATLAB, because all
optimisation algorithms are built into MATLAB.

3.5.3 Assumption

The network area in this thesis, which is about the uplink graph-routing algorithm,
consists of a number of wireless sensor nodes, the gateway, and two APs, which are
dispersed in a square network field. Figure 3.9 illustrates an example of a network area
of the mesh topology that consists of one red rhombus shape, which represents the
gateway (G,,) positioned in the centre of the network area; two blue squares are the APs,
located 10 m to the right and 10 m to the left of the G,,, along with 50 wireless sensor
nodes placed at random.

MATLAB Architecture Diagram

’ Network Manager
® Gateway

Access Point
O  Sensor node

O

O @)
~ 0o © 5
AP1 O - = (’)

P2
) o -
O O © o Op

Figure 3.9 A diagram of MATLAB architecture.
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This thesis assumes the following network properties, as per the general requirements of
typically configuring the WirelessHART network [28]:

1.

Within a 100-by-100-metre region, one G, is in the center, and two APs are
placed 10 metres to the right and left of the G,,,.

The connections between the G,, and the various APs were considered to be
reliable and wired.

The NM has information about the location and battery status of each sensor node
and the G,,,.

In a two-dimensional space, battery-powered sensor nodes are deployed and
cannot be recharged after deployment.

All sensor nodes can send data packets to the G,,.

All sensor nodes are homogeneous and have the same capabilities in terms of
their initial power level.

After deployment, sensor nodes are stationary.

A unique ID is assigned to each sensor node.

Each sensor node acts as a router, allowing it to receive and forward data packets
from and to other sensor nodes or a gateway.

3.5.4 Energy Consumption Model

Data transmission and reception use a lot of power in IWSNs. To evaluate and compare
the power consumption of the wireless sensor nodes more accurately, the simulator had
to be adapted to use an energy model. The focus of our energy model is how much energy
a sensor node uses when sending and receiving a data packet. It is based on the energy
model in [20], which is used in most of the literature to determine energy losses during
transmission and reception in IWSNSs, as illustrated diagrammatically in Figure, 3.10.

| Ers(k, d) |
kbit f Transmit Tx amplifier 4\15
! electronics !
L kBeee kemd g,
P Epo()
k bit! i ' ‘
| i Recelv_e
! electronics

Figure 3.10 Radio energy model.

During transmission, the sensor node consumes energy to operate radio electronics and
the power amplifier. During reception, the sensor node consumes energy to operate these
radio electronics. Moreover, the free space (d, power loss) model is utilised if the
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distance is less than a predetermined threshold between transmitter and receiver;
otherwise, the fading multipath model (d* power loss) is used. The energy consumed in
transmitting a k-bit packet over a distance d is,

" d kE g0 + kefsdz, d <d, 316
E ,d) = .
rx(k, @) {kEelec +ke,,d*  d = dg (3.16)
and in receiving the message,

ERx(k) = kEgiec . 17)

Where E,;,. IS the consumed energy per bit to run the transceiver circuit, the energy loss
factors in the hardware emission power amplification process are €5 and €,,,,, and the
distance threshold is d,. The energy consumption has a square relationship with the
distance when the data transmission distance is less than to d,; if the data transfer
distance is higher than or equal to d,,, the energy consumption is four times that distance.
This is why multi-hop communication is more effective in IWSNs.

3.5.5 System Parameters

This section describes the parameters used to configure the network simulation for this
research. In Section 3.5.5.1, the parameters of the network area that depend on the
WirelessHART network in general are described, including node and area parameters,
physical layer parameters, network layer parameters, and energy model values. The
parameters used in the CMA-ES algorithm are covered in Section 3.5.5.2.

3.5.5.1 Network Parameters

To simulate networks approximatively, wireless sensor nodes are considered to operate
in a square simulation area with a fixed communication range of 35 m for all sensor
nodes; the communication range distance is based on the WirelessHART network’s 100
x 100 m? network area [34]. 50 or 100 sensor nodes were used to verify the algorithms’
performance under varying node densities. The number of sensor nodes selected for this
research simulation has been determined by two arguments. The first claims that IWSN
applications primarily concerned with reducing latency, conventionally have no more
than 50 sensor nodes [129]. The second uses evidence from industrial environments to
affirm that a WirelessHART network can comprise 100 sensor nodes [130].

Each simulation begins with the initialisation of the NM, gateway, and APs. The NM
then configures the relevant network (routes and links), based on its knowledge of each
node in the network, including its location and its battery status. This data is derived from
the health reports sent by the sensor nodes every 15 minutes. When a new node joins the
network, it receives network configurations from the NM after each update. Parameter
settings for the simulation are summarised in Table 3.3.
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Table 3.3 System parameters.

ltem

Definition

Node and area parameters

Simulation area

100 x 100 m?

Number of nodes 50 and 100
Nodes positions Random
Gateway (G,,) One G,
G, position Central
Access Points (APS) Two Aps

Physical Layer

Physical layer IEEE 802.15.4
Propagation Model 0-QPSK
Communication range 3Bm
Transmission power 0dBm

Node initial energy 051
Maximum Packet size 133 Bytes
Radio frequency 2.4 GHz

Medium Access Control
(MAC)

TDMA with 10 ms time slot

Network Layer

Routing algorithm

Uplink graph-routing algorithm

Energy Model [20]

Eclec 50 nJ/bit

| 5 nJ/bit/singal

€fs 0.01 nJ/bit/m?

Emp 0.000013 nJ/bit/m*
do 3Bm

3.5.5.2 CMA-ES parameters

The CMA-ES algorithm does not require tuning of the parameters except for population
size A, where strategy parameters are considered part of the algorithm design. This is a
feature of CMA-ES. The aim is to have a well-performing algorithm as observed in [80].
Therefore, A is setto 4 + |3 log (n)] as suggested in [80] where n is the number of the
variables that are in the optimise routing table in this model (See Chapter 5, Section
5.4.1). The parameter o specifies the direction of the algorithm as 0.3 X (VarMax —
VarMin), where VarMax, VarMin are upper and lower bound to the optimise routing
table decision, respectively. Table 3.4 shows the CMA-ES parameters.
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Table 3.4 CMA-ES Parameters.

Parameters Value
Population size (1) 4+ |3 log (n)]
Number of the variables (n) Optimise Routing table
Specifies the direction (o) 0.3 X (VarMax — VarMin)
VarMax Upper bound to the routing table decision
VarMin Lower bound to the routing table decision

3.5.6 Performance Metrics

The performance of the graph-routing algorithm can be measured by against the three
requirements of IWSN applications: high data packet delivery, balanced energy
consumption, and low End-to-End Transmission (E2ET) time. To evaluate these
requirements, the following metrics have been defined.

Communication reliability.

e Packet Delivery Ratio (PDR) is the ratio of data packets successfully delivered
to the gateway to the total number of data packets sent by source nodes.

PReceived

PDR =

X 100 (3.18)

n
i=1 PGeneratedi

In the equation, Pg.ceivea represents the total number of data packets received by
the gateway, whereas Pgenerateq; 1S the total number of data packets generated

by the source nodes, while i and n represents the number of sensor nodes.

Energy consumption.

e Total Consumed Energy (TCE) is the total energy consumed by a sensor node
during the communication process. It shows the rate at which the energy source
is drained over time.

TCE = Y ,TCE + CE; (3.19)
Where n is the number of sensor nodes, CE; is the current energy of the sensor

node i after the end of the simulation time.

e Energy Imbalance Factor (EIF) is the mean standard deviation of the residual
energy of all wireless sensor nodes and is used to demonstrate how efficient the
graph-routing algorithm is in terms of energy balance.

n
1
EIF = ~ Z(REi — REgy)? (3.20)
i=1
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Where n is the number of sensor nodes, RE; is the residual energy of the it"
sensor node, and RE,,,, denotes the average residual energy of all sensor nodes.

Transmission time.

e End-to-End Transmission (E2ET) time represents the time a data packet takes
to transit from the source node to the gateway (See Chapter 5, Section 5.4.2.3).

3.5.7 Error Estimation

Error estimation is used to calculate the accuracy of the simulation results. It is the
process of determining the margin of error, and, thus, the uncertainty associated with the
simulation. In this research, multiple simulation runs were performed to test the disparate
random placements of sensor nodes, where each run presented a different node topology.
The result metrics were collected after the completion of these simulation runs for each
topology. The mean of these results was then calculated. However, these simulation
results could be affected by various sources of uncertainty, including model parameters,
random variables, and measurement errors.

It is, therefore, important to calculate the error estimation. This requires a statistical
method that considers variability in the simulation results. The Standard Error of the
Mean (SEM) is a widely accepted method. It measures the degree of variation in the
samples’ mean to assess the uncertainty of the results for the different simulation runs.
Here is the general formula for calculating the SEM.

S
SEM = N (3.21)
Where s is the standard deviation of the sample, which in this study is represented by the
results of a specific metric, and n is the sample size, which comprises the number of
iterations of each simulation run. The SEM measures the accuracy of the mean of the
ratios. This is used to determine the error interval: the range of values within which the
true mean is likely to fall.

Once the SEM has been calculated, it can be used to compute the error interval using the
following formula:

Error interval = + (SEM X t — value) (3.22)

Where t — value refers to the statistical value used to calculate the error interval of the
sample mean.

Therefore, based on the mean error intervals in the results, an error estimation of £ 3%
has been included, offering insight into their accuracy. For example, if the PDR results
were to be estimated at 95% accuracy with an error interval of £ 3%, this would indicate
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the degree of uncertainty associated with the results. The true value, therefore, could be
between 92% and 98% with a certain level of confidence.

3.6 Summary

The first part of this chapter discussed the solution methods used in this thesis; namely,
clustering and optimisation techniques. It explained the concept of clustering techniques,
their objectives, and the methods used to form the clusters and select CHs in general.
Optimisation techniques were presented in detail along with their overall classification,
followed by a survey of the state-of-the-art research work that applies these techniques
to wireless networks. Optimisation can be used to improve the performance of graph
routing by constructing paths in a centralised manner, building in redundancy to increase
data packet delivery and, in clustered networks, to select the best CHs.

The second part of the chapter outlined various general elements that will be used
throughout the thesis, including the concepts of graph-routing, validation methods,
explanation of the simulation environment, energy model, plus a list of assumptions
concerning the network area, system parameters, and performance metrics.
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Chapter 4

Mitigating the Hotspot Problem in
IWSNs Using an Unequal Clustering
Algorithm

4.1 Overview

The use of graph-routing in the WirelessHART network offers the benefit of increased
data packet delivery due to path redundancy and multi-hop network paths. Nonetheless,
this use creates a hotspot challenge resulting from unbalanced energy consumption
because it typically relies on a simple sensor mesh communication system. This chapter
studies the effect of unequal clustering topologies on the performance of the graph-
routing algorithm in IWSNs, and compares unequal clustering topologies to mesh
topology in terms of data packet delivery, energy consumption, and balance in the
consumption of energy between sensor nodes in the network area. Section 4.2 describes
the hotspot problem in relation to mesh topology. Section 4.3 discusses the technique of
unequal clustering and its desired objective. Section 4.4 discusses related works that use
unequal clustering in wireless networks to alleviate the hotspot issue. The system model
that this work uses is detailed in Section 4.5. Then the analysis of the simulation results
is presented in Section 4.6. The final section of this chapter contains a summary.

4.2 Problem Description

Typically, the WirelessHART network transfers data packets from battery-powered
sensor nodes to a central system, the NM, through the gateway. Furthermore, the
WirelessHART network uses a mesh topology with multi-hop communications, allowing
all sensor nodes to act as routers for data packets, from other nodes, until these data
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packets reach the gateway. In other words, any sensor node in the network area can
transmit its data packet to the closest neighbouring sensor node, rather than directly
communicating with the gateway if the gateway is out of its communication range.

In general, intermediary sensor nodes within the network will have several neighbouring
sensor nodes to send data packets to, so if a sensor node is unable to communicate with
one neighbour it can transmit the data packet through an alternative neighbour. However,
the routing and forwarding of data packets consume the battery life of the wireless sensor
node. Therefore, the sensor nodes closer to the gateway are overburdened with high
traffic loads compared to those further away, as data packets from the entire region are
forwarded through the former to reach the gateway, as shown in Figure 4.1. Overloaded
nodes will expire much faster than other sensor nodes, a phenomenon known as the
‘hotspot problem’, potentially resulting in network partitioning due to this imbalance in
energy consumption. For example, certain sensor nodes can quickly consume energy
resulting in the WirelessHART network having an undesirably short lifetime, whereas
other sensor nodes are able to slowly consume energy and have a long lifetime. The
network lifetime depends on the shortest-lived sensor node because any node containing
a dead battery becomes unreachable. As a result, due to this issue, sensor nodes that are
further away from the gateway may be unable to reliably transmit data packets to the
gateway.

Therefore, executing an energy-saving procedure within the sensor nodes is insufficient
in a centralised WirelessHART network, as they may still suffer from unbalanced energy
consumption. Consequently, the balance of energy consumption distribution among the
wireless sensor nodes has become a key factor that must be considered when executing
WirelessHART network energy-saving procedures.
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Figure 4.1 Hotspot problem.

To mitigate the hotspot problem when dealing with limited energy resources in IWSNSs,
this thesis proposes using the clustering technique, and making the clusters different sizes
based on their distance to the gateway, which is known as ‘unequal clustering’. The aim
is to balance energy consumption. Following this reasoning, the present study proposes
using the basic graph-routing algorithm of the WirelessHART network based on unequal
clustering.

4.3 Unequal Clustering Methods

Unequal clustering has been proposed in various research [131]-[138] to address the
hotspot problem, because it can help balance the load between sensor nodes in the
network area [131]. Unequal clustering places the smallest clusters near to gateway and
increasing their size with distance from gateway. Thus, the distance of the CHs from the
gateway is directly proportional to the size of the cluster, as shown in Figure 4.2. Smaller
clusters near the gateway (G,,) have fewer CMs and more limited traffic within the
cluster. Thus, the smaller the cluster size, the more limited energy intra-cluster traffic
consumes, and the greater the focus on traffic between clusters. Likewise, the clusters
with a larger size and distance from G,, specify a greater number of CMs: the less energy
the inter-cluster traffic consumes, the more it focuses on intra-cluster traffic. With
unequal clustering, all sensor nodes in the network area may consume similar amounts
of energy, so a sensor node near G,, may spend the same amount of energy as a sensor
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node that is distant from G,, [133]. Therefore, unequal clustering eliminates the hotspot
problem through efficient load balancing between the sensor nodes.

Cluster close the G,,

©

Cluster Away from
the G,,

elelele;
Ol00®

Figure 4.2 Example of unequal clustering technique.

Unequal clustering techniques can be classified into three categories: probabilistic, pre-
set, and deterministic [139].

Probabilistic. In probabilistic approaches to CH selection, a probability is initially
assigned to each sensor node which is utilised to determine CHs randomly or via a hybrid

method. Simplicity and low energy consumption makes this approach popular.

Pre-set. Pre-set approaches are not dynamic, the location of clusters or CHs are assigned
prior to deployment in the physical world.

Deterministic. The deterministic approach is more effective and reliable than
probabilistic approaches because the chosen CH is based on specific parameters such as
residual energy, and the gateway’s distance.

4.4 Unequal Clustering Applied to the Routing of

Wireless Networks

This section highlights some of the basic clustering algorithms and examines state-of-
the-art related work that has used unequal clustering techniques for balancing energy
consumption in wireless networks.

The first cluster-based routing algorithm for WSN was the LEACH algorithm [47].
Clusters are formed after each sensor node generates a random number between 0 and 1
at the start of each round. A node is elected as a CH if this number is smaller than the
threshold value. Subsequently, CMs join their nearest CH based on their Received Signal
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Strength (RSS). The key shortcomings of the algorithm are that the energy level of the
sensor nodes is not considered in the CH selection process, and communication between
the CH and the BS occurs though a single hop. The problem with the LEACH algorithm’s
single hop is addressed by the Energy-Efficient Hierarchical Clustering (EEHC)
algorithm [140], which divides the network area into layers to make it more manageable.
Then, data packets are sent from sensor nodes in the lower layer to the BS in the top layer
via multi-hop communication. However, this approach is still unaware of the energy
level needed to select CHs in each cluster. Nonetheless, a significant number of
algorithms have been developed to date [141] in an attempt to improve the performance
of the LEACH algorithm.

The Hybrid Energy-Efficient Distributed Clustering Appdoroach (HEED) is a multi-hop
clustering algorithm [142]. In the cluster formation phase, the CHs are periodically
selected based on the residual energy of the sensor node, and on the proximity of the
sensor node to its neighbours. However, as with most clustering techniques that do not
take the cluster size into account during cluster formation, the network still suffers from
the hotspot problem, which significantly reduces its lifetime [139].

Energy-Efficient Unequal Clustering (EEUC) [131] is proposed as a probabilistic
clustering technique that uses unequal clustering. Each node in a cluster generates a
random integer between 0 and 1 to participate in a final competition to select CHs, and
the final CHs are selected based on their amount of residual energy. After that, it divides
the network into clusters of unequal size based on their distance from the BS in order to
save the energy of the sensor nodes near the BS, and uses multi-hop communication to
send data packets to the BS.

Similarly, the Probability-Driven Unequal Clustering (‘PRODUCE”) algorithm [132]
divides the network area into hierarchies of unequal clustering. In this algorithm, the
transmission distance is limited to the radio energy model’s transmission distance
threshold. Consequently, it performs better in small networks but it has a scalability
problem.

The Energy-Aware Unequal Clustering Fuzzy (EAUCF) algorithm described by [133]
uses fuzzy logic to produce a competition radius that reduces the number of cluster nodes
closest to the gateway, thus also reducing the number of transmitted data packets. CHs
are elected at random, and the radius of each CH competition is determined by the
residual energy rate and gateway distance.

The Unequal Clustering Algorithm for Wireless Sensor Networks (‘UHEED”) [134]
algorithm uses the competition radius formula of the EEUC algorithm [131] to create
unequal clustering. This makes the performance of the HEED algorithm [142] better in
terms of balancing energy consumption.
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The Density controlled Divide-and-Rule (DDR) algorithm [135] presents the static
clustering of sensor nodes and optimal CH selection. These are based on the energy in
each round in order to solve the unbalanced energy utilisation that causes energy holes
in the network. The disadvantage of this technique is that it divides the network into a
predetermined number of clusters without taking network size into account.

Recently [136] proposed an unequal clustering-based routing algorithm that could
address the hotspot problem by using an unequal fixed grid-based cluster along with a
mobile sink for data collection from the CHs. Then this data is delivered to the BS in the
WSN to reduce the multi-hops between the CHs and BS. The combination of these two
techniques enhances uniform energy consumption throughout the network. Moreover,
[137] presents a routing algorithm according to the unequal clustering techniques for
WSNSs. This proposed approach adopts appropriate strategies for low-power routing by
introducing an unequal-sized cluster structure, allowing flexibility in multi-hop
communication, and mitigating the problem of hotspots. Furthermore, by implementing
unequal size partitioning, in the number of sensor nodes per cluster, the proposed
algorithm ensures that the load on the CHs is balanced in the network. In [138],
researchers proposed an unequal cluster formation mechanism known as the Energy-
efficient Multi-hop Routing with Unequal Clustering (EMUC) algorithm; this is based
on a probabilistic model of the EEUC topology and the residual energy of nodes in
chosen CHs. To further improve energy efficiency and extend the network’s lifetime, a
minimum transmission energy algorithm is used to determine the shortest path between
the CH and its CMs.

This section has reviewed several algorithms designed to mitigate the hotspot problem
and prolong network lifetime in wireless networks. Different approaches have been
proposed by these unequal clustering techniques, including, but not limited to, the
selection of CHs, double CHs, competition CHs, and the use of mobile sinks. However,
graph-routing of the WirelessHART network has not been applied to the unequal
clustering algorithms proposed, nor has there been a focus on developing static unequal
clustering that would make the network more stable.

The originality of the current research lies in an attempt to improve data packet delivery
and energy consumption by using unequal clustering algorithms on the WirelessHART
network; while also improving the DDR algorithm to accommodate any network size.
Finally, in this research, a graph-routing algorithm is applied between the CHs and the
gateway to reduce multi-hop communication.

4.5 Network Model

This section details the system model that this work uses. Consider a WirelessHART
network with an area of (M * M) square with N sensor nodes deployed randomly across
it. The gateway’s storage, computational, and battery power are unrestricted. However,
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all the sensor nodes have limited battery power, and work as routers in addition to their
normal functions. The location of all wireless sensor nodes is known by the gateway
(G,,), and may be found in the routing table that calculates the distance between each
wireless sensor node and the G,,. Three models can be considered for building the basic
graph-routing algorithm of the WirelessHART network in this research: (1) mesh
topology, which is the basic topology of the WirelessHART network; (2) pre-set unequal
clustering, which is developed in this research; and (3) probabilistic unequal clustering,
which is the EEUC topology [131]. Table 4.1 lists the various notations used in this
chapter.

Table 4.1 Notations of network models.

Notation Meaning
General Parameters
M+ M Simulation area
N Nunmber of sensor nodes
do Communication range
WDDR topology Parameters
S Number of concentric layers

The distance between the boundary of the first concentric layer and G,,

EEUC topology Parameters [131]

h; Tentative CH;
b A weighted factor with a value between [0,1]
dmax Maximum distance from the CHs to G,
Amin Minimum distance from the CHs to G,
d(h; — G,) | The distance between h; and G,
Reomp The maximum value of the pre-defined competition radius

4.5.1 Graph-Routing in Mesh Topology

Figure 4.3 illustrates the basic topology of a WirelessHART network with its field
devices deployed in a mesh topology. In this example network, there is one G,, and 13
sensor nodes (labelled a-n). All communication takes place by routing data packets
from the sensor node to G,, via intermediate sensor nodes.
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Sensor Nodes

Figure 4.3 Mesh topology of the WirelessHART network.

All sensor nodes in the network must be able to route data packets on behalf of other
sensor nodes. The routing of data packets from their source node to G,, requires several
hops. Within this network, nodes a, f, g, and n are one hop from the G,,. However, since
mesh connectivity is involved, redundant paths are included to improve data packet
delivery. In Figure 4.3, sensor node a can communicate with the G,, both directly and
via sensor node f if the direct route becomes blocked. Sensor nodes c, d, j and k are
several hops away; hence, all intermediate devices (for example, sensor nodes g and e)
must be capable of receiving and forwarding data packets. The fundamental problem
with this topology is that the sensor nodes closest to G,, are overburdened with higher
traffic loads relative to those further away, because data packets from the entire region
are routed through the former to reach G,,. Overloaded nodes will die considerably faster
than the rest of the sensor nodes, risking network partitioning.

By supporting mesh communication technology, IWSNs can be installed in a wide range
of topologies such as star, cluster, or tree. However, WirelessHART network compatible
sensor nodes can also be deployed in unequal cluster layouts to address the hotspot
problem and achieve balanced energy consumption. This is discussed in greater detail in
the next sub-section.

4.5.2 Graph-Routing in Unequal Clustering Topology

This sub-section describes the two models of unequal clustering techniques that have
been applied in this work. The first model is the WirelessHART DDR (WDDR)
topology, a pre-set unequal clustering technique that has been developed in this research.
The second is the EEUC topology [131], a probabilistic unequal clustering technique.
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The primary and redundant paths of the graph-routing algorithm between the CHs and
the gateway are subsequently generated while the CMs in the cluster communicate
directly with its CH.

4.5.2.1 First model: Pre-set Unequal Clustering

Pre-set unequal clusters can maintain the stability of the network area because the
number of clusters is fixed, so there is no need to change the clusters after the clustering
process. In this model, the pre-set approach to unequal clustering applies a generalised
density-controlled divide-and-rule (DDR) algorithm [135], with its proposed
enhancement in this research, known as the WDDR topology, to be adaptable to any
network size. The WDDR topology divides the network area into several concentric
square layers based on the size of the network. Except for the first layer around the G,,,
each layer has four clusters, as illustrated in the pseudocode of Algorithm 4.1.

Algorithm 4.1 Pseudocode of WDDR topology.

1: Input:

2: Coordinates of network area and d,

3: Output:

4: Clusters of WDDR

5: Start

6: Determine the coordinate of G, as Centre Point
1. G, = [Xcoorg, Ycoorg]
8:

S = round(M/dy) > Number of concentric layers
9:  Calculater, = (M/Z)/S > Find ry for first concentric layer
10 Fori=1:S > Divide network area to layers
11: Tigi =T %1 > Find r, for St concentric layer
12: TopRight (i,:) = [(XGw + r141), (YGy + r140)];
13: BottomRight (i,:) = [(XGy + 114:), YGy —1120)]; > Calculate
14: TopLeft (i,:) = [(XGyw — r14i), (YGy + 1140 ]; coordinate of each
15: BottomLeft (i,:) = [(XGy — r14i), (YGy — T14)]; square layer [135]
16: End
17 For j=1:5-1 > Creating clusters for each layer

18: A = [(XtopRight;, YtopRight;) ( XtopRight;, YtopRight; + 11)];

19: B = [(XtopLeft;, YtopLeft;) (XtopLeft; —r;,YtopLeft)];

20: D = [(XbottomRight;, YbottomRight;)(XbottomRight; + r,,YbottomRight;)];
21: E = [(XbottomlLeft;, YbottomLeft;)(XbottomLeft;, YbottomLeft; —11)];
22: End

23:  Deploy SNs;

24: For C = 1:Clusters > Selecting CH of all clusters
25: Forn = 1: Node (Senor nodes in cluster, (count))

26: Node(n).Curretenergy = MaxResidualEnergyy

27: Node(n).CH = Node(n)

28: End

29:  End

30: End
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In relation to the pseudo code for building the pre-set clustering, there are four basic
steps involved. The first step is to determine the coordinates of the G, (XG,,, YG,,) of the
network area as the Centre Point (CP), as shown in lines 6 and 7 in Algorithm 4.1. The
second step is to find the distance from CP to the boundary of the first concentric layer
by calculating the value ry, as observed in lines 8-11. This will be calculated and derived
by calculating value S, which defines the number of concentric layers around the gateway
based on the size of the network area, and d,, as given in equations (4.1) and (4.2):

S =round (M/do) (4.1)

M/,)
= Tz (4.2)

Iy
Hence, to find r;; is the distance between the G,, and boundary for any concentric layer
will be calculated as:

Ty =1 % 10 (4-3)

Where it" is the ordinal number of a given concentric layer.

In the third step, as shown in lines 12-15, the coordinates for the corner boundaries of
each square layer based on its own value r and the coordinates of the G,, (XG,,,YGy,)
can be calculated, as given in equations below [135].

TopRight; = [(XGy + 114:), Y Gy + 714)] (4.4)
TopLeft; = [(XGy — 1141), (Y Gy + 7140 (4.5)
BottomRight; = [(XG,, + 114:), YG,, — 1141)] (4.6)
BottomLeft; = [(XG,, —114), YG,, —1141)] 4.7)

Where i indicates the number of the current square layer while TopRight; and TopLeft;
are the (x,y) coordinates of the top right and top left corners of square layer i,
respectively. BottomRight; and BottomlLeft; are the (x, y) coordinates the of bottom
right and bottom left corners of square layer i, respectively.

For example, if the network size of wireless sensor nodes is 400 = 400 m?2, and the d, =
100, then based on equations (4.1) and (4.2), the number of concentric layers will be S =
4, as shown in Figure 4.4.
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Figure 4.4 Concentric layers and clusters of the WDDR topology.

This is followed in step four by dividing the area between every two concentric layers
into four rectangular areas as segments, as shown in lines 17-21. Each segment will be
considered a cluster, denoted as C (see Figure 4.4). To from these clusters, A,B,D,E
lines are obtained between the corner coordinates for each layer and the corresponding
point in the next layer, as demonstrated in the equations below.

A = [(TopRight;) (XtopRight;,YtopRight; +1;)] (4.8)

B = [(TopLeft;) (XtopLeft; —1j,q,YtopLeft;)] (4.9)
D = [(BottomRight;) (XbottomRight; + 7;,YbottomRight;)] (4.10)
E

[(BottomLeft;) (XbottomLeft;, YbottomLeft; — ;)] (4.11)

Where ( XtopRight;, YtopRight; + r;) are the corresponding point coordinates for
layer j’s TopRight corner, (XtopLeft; — 1.4, YtopLeft;) are the corresponding point
coordinates for layer j’s TopLeft corner, (XbottomRight; + 1;, YbottomRight;) are
the corresponding point coordinates for layer j’s BottomRight corner, and
(XbottomlLeft;, YbottomLeft; — 1;) are the corresponding point coordinates for layer
j’s BottomLeft corner.

For instance, as depicted in Figure 4.4, cluster C, of layer j is formed by connecting the
coordinates of TopRight; and BottomRight; with their corresponding points using
equations (4.8) and (4.10). Also, in the same way, in the C5, C4, and Cs clusters of the
same layer. Where C5 was formed by connecting the coordinates of BottomRight; and
BottomlLet; with their corresponding points using equations (4.10) and (4.11), C, was
formed by connecting the coordinates of BottomlLeft; and TopLeft; with their
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corresponding points using equations (4.11) and (4.9) and Cs was formed by connecting
the coordinates of TopLeft; and TopRight; with their corresponding points using
equations (4.9) and (4.8).

45.2.1.1 Cluster Head Selection for WDDR Topology

In the WDDR topology, each cluster has its own CH, and the number of CHs remains
constant during network operation. Sensor nodes will be connected to the nearest CH to
transmit their data packets, regardless of whether the CH is in the same cluster or another
cluster. This will reduce the communication distance. The proposed technigue is to
perform the selection of the CHs based on the maximum residual energy rate between
sensor nodes in the same cluster.

4.5.2.1.2 Enhancements of WDDR Topology Over DDR Topology

Therefore, the WDDR topology is enhanced in four ways compared to the DDR
topology:

e The DDR topology uses a static area network of size 120 * 120 m?, but the
WDDR amends this so that it is flexible with any square network size using
equation (4.1).

e The DDR topology uses a fixed value of r to calculate coordinates for each
concentric layer. WDDR can calculate and derive this value based on network
size using equation (4.2).

e The DDR topology uses static equations to create clusters [135], while WDDR
can create clusters depending on the number of layers using the value of r for
each layer.

e In DDR, CHs are selected from all clusters except the first concentric layer
(around gateway). To improve data packet delivery and reduce delay, WDDR
selects CH from all clusters including the first concentric layer. In addition, a
sensor node can select from the nearest CHs if its own CH is further away.

4.5.2.2 Second model: Probabilistic Unequal clustering

The probabilistic approach of unequal clustering applies the Energy-Efficient Unequal
Clustering (EEUC) topology [131] to the topology of the WirelessHART network. There
are two stages to this.

First stage: tentative CHs are randomly selected to compete for final CHs with
probability T which is a predefined threshold:

a) Randomly, each sensor node generates a value from 0 to 1.
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b) If the random value for the node is smaller than T, the node will be selected as a
CH candidate; otherwise, other nodes go into sleeping mode until the CH
selection stage ends.

c) Suppose CHs in the WirelessHART network can be expressed as: CHs=

Second stage: each tentative h; needs to determine its own competition radius, which is
a function of its distance to the G,,. To control cluster size, it should be directly
proportional to the distance to G,,. The following is the formula for competition range,
Reomp [131]:

RiReomp = (1= b %_(Z;iw)) R (4.12)
As shown in Figure 4.5, each tentative CH maintains a set of its adjacent tentative CHs
for final CH selection based on the highest residual energy. Suppose h; becomes a
tentative CH, it has competition Rcyp,,. If h; is in h;’s competition diameter or h; is in
h;’s competition diameter, the tentative CH h; is neighbouring. The aim is to prevent the
addition of a second CH, h;, within h;’s competition diameter, if h; becomes a CH at the
end of the competition [131].

C£0
=D

Figure 4.5 The competition among tentative CHs of EEUC.

453 Impact of Unequal Clustering on Graph-Routing in
WirelessHART Networks

This work builds on the graph-routing algorithm of the WirelessHART network, based
on mesh and unequal clustering topologies. In a mesh topology, the graph is built
between all the wireless sensor nodes in the network area, relying on the graph-routing
algorithm in WirelessHART, referred to in detail in Chapter 2, that depends on selecting
the first path available to transmit a data packet from the source sensor node to the
receiver node to reach the final destination.

Contrary to mesh topology, the unequal clustering method within the WirelessHART
network significantly influences its graph density. This method involves the assignment
of Cluster Heads (CHs) responsible for transmitting data packets to the gateway.
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Consequently, it builds graph paths between CHs in the network area, resulting in a
reduction in the number of hops between sensor nodes and the gateway.

Within this method, the data packet is sent directly from the CM to its CH in the same
cluster, while all other sensor nodes in the same cluster remain asleep to reduce the
energy dissipation of all CMs. Sequentially, the CH sends the data packet to the upper
CH; this process is repeated until the data packet is received by the gateway from the
closest CH. This approach significantly enhances energy efficiency while notably
impacting the delivery of data packets.

The foundation of inter-cluster communication is based on building a graph-routing
algorithm specifically between CHs, as outlined below.

4.5.3.1 Graph-Routing Mechanism Between CHSs

A graph route is a directed list of paths that connect sensor nodes in the network, thereby
providing redundant routes to the final destination. Each CH may have multiple graph
routes going through it, even to the same neighbours. Individual CHs only know the next
hop along the graph route from themselves to a list of neighbours. In other words, to the
individual sensor node, the graph route in the graph table has an ID and a list of
neighbours. Data packets are transmitted over the graph route’s ID-associated pathway
until they reach their destination. Essentially, intermediate CHs look up the graph route
ID to find the neighbour CHs. In the graph-routing algorithm of this study the graph
routes between CHs are generated as follows.

1. Foreach CH there are two paths (ensuring redundancy and enhancing data packet
delivery): the primary and redundant paths.

2. Depending on gateway proximity, the source CH retains at least two upper
neighbour CHs in the neighbouring table for the next hop.

3. There is a primary path for the neighbouring CH which has the highest residual
energy and the closest distance, and a redundant path for another CH. The
network’s redundancy paths can prevent data packet loss due to node failure. If
neighbouring CHs have the same remaining energy, the source CH selects the
closer CH as the primary path. Similarly, if two neighbouring CHs have the same
distance from the source CH, the source CH selects the one that has higher
remaining energy as the primary path.

4. If the next hop is not a gateway, the data packet proceeds to Step 2; otherwise,
the CH chooses the gateway as the primary path for transmitting the data packet.

4.6 Simulation Experiments

In this study, simulations were conducted in MATLAB R2021a, and a graph-routing
algorithm was formulated for the WirelessHART network. It was assumed that the area
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of the system model is 100 x 100 m?. The graph-routing algorithm was run for three
types of network topologies: mesh, which builds graphs between all sensor nodes;
WDDR, which constructs graphs between CHs; and EEUC, which also builds graphs
between CHs. Comparisons were made between diverse numbers of sensor nodes to
assess the impact of node density on energy consumption metrics, average Energy
Imbalance Factor (EIF), total consumed energy, and Packet Delivery Ratio (PDR).
Initially, the network area was composed of 50 wireless sensor nodes positioned
randomly, then of 100 to facilitate the study of scalability and traffic load increase on the
network [129],[130]. Once deployed, the sensor nodes were stationary and each one was
given a unique ID. The maximum packet size that should be sent over a WirelessHART
network was 133 bytes. Each wireless sensor node could communicate across 35 metres
[34], and homogeneity was assumed, meaning that their sizes and energies were
identical. For every round, the energy model calculated the energy consumed by each
sensor node during data transmission. In each round, a timestamp calculated the number
of packets sent, received, and dropped, as well as the energy consumed.

4.7 Evaluation Results and Analysis

4.7.1 Data Packet Delivery Evaluation

The percentage of all data packets received by the gateway that refer to PDR was
regarded as an indicator for the data packet delivery of the network. This is one of the
most significant requirements of IWSNs. Therefore, the ratio of the number of data
packets in each topology was counted at the end of the simulation run.

Packet Delivery Ratio

I # 50 sensor nodes
- | I # 100 sensor nodes

Mesh topology WDDR topology EEUC topology

Figure 4.6 PDR results of mesh, WDDR and EEUC.
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In Figure 4.6, the results of the PDR with 50 sensor nodes distributed randomly in the
network area show that the PDR of graph-routing with the EEUC topology is
approximately 42%, that of the WDDR topology is approximately 36%, and that of mesh
topology is 34%. However, the results demonstrate that the PDR of the graph-routing
algorithm with mesh topology performed slightly lower than the other algorithms.
Firstly, this result is reasonable due to the mesh topology used, where each source node
in the network area, which has a data packet ready to transmit to the gateway, will
transmit the data packet along the path using multi-hop and select its nearest neighbour
node available to reach the gateway. This results in more retransmissions because the
number of multi-hops increases, especially with sensor nodes located far from the
gateway which, in turn, leads to increased drop probability.

The second reason is that when there are fewer sensor nodes in a network area, there is
less redundancy in the paths by which data packets can reach the gateway if the primary
path fails. However, in mesh topology, as well, it is also observed that PDR increased
with an increase in the number of sensor nodes, as shown in Figure 4.6. This increase
means that the number of neighbouring nodes, for each sensor node that can
communicate with them, has increased. Thus, increasing the redundancy probability of
paths in case the primary path fails. However, due to the characteristics of mesh topology,
the graph-routing algorithm with mesh topology still has a lower PDR than other
algorithms.

Furthermore, the results indicate that graph-routing with EEUC and WDDR topologies
enhances the PDR of the WirelessHART network due to two features in the topologies
of EEUC and WDDR. Retransmissions are decreased as a result of unequal clustering,
as the graph-routing algorithm supports redundant paths and multi-hops between CHs
only if the CH is outside the communication range of the gateway, and any CH can
communicate with the gateway directly if the gateway is within its communication range.
These elements help to ensure the successful receipt of data packets at the gateway.

The WDDR topology improved the PDR results slightly compared to the mesh topology.
In this algorithm, there were observed some of sensor nodes in the network area with the
same initial energy value after the simulation run ended. This means these sensor nodes
were incapable of communicating with the gateway directly, or with other sensor nodes
in the network area, because they were out of their communication range. Therefore, the
connectivity between sensor nodes is not ensured. This is called an isolated node. This
phenomenon appeared with the WDDR topology, particularly for sensor nodes in the
clusters far from the gateway, due to the algorithm’s static cluster approach, which
ensures that clusters remain the same once formed. As a result, the WDDR topology may
not perform properly because sensor nodes were not considered when the clusters were
formed, thus reducing the data packet delivery of the network. In contrast, the EEUC
topology improved the PDR results by approximately 8%, compared to the mesh
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topology, by performing new unequal clustering at each round and resulting in improved
data packet delivery.

However, as the number of sensor nodes increases, the WDDR topology works better in
dense networks because it reduces the number of isolated nodes in static clusters.
Although these nodes are still there, there are not as many as in the less dense network,
which therefore makes the network more reliable.

4.7.2 Energy Consumption Evaluation

The energy of sensor nodes is one of the critical constraints of IWSNs. The energy
consumption rate of a sensor node often depends on the routing algorithm used. Low-
power consumption means that the entire network lifetime will be extended and the
stability of the network will be enhanced. To illustrate this, the total energy consumption
of the three algorithms is compared in Figure 4.7.

Mesh topology consumes more energy than the EEUC topology, which consumes the
least energy. The Total Consumed Energy (TCE) in the WDDR topology is almost the
same as that in the EEUC topology; however, it is slightly more than the EEUC topology.
From Figure 4.7, it is evident that the graph-routing of the WirelessHART network with
EEUC topology is also superior to other algorithms in terms of conserving energy,
regardless of the number of sensor nodes in the network area.
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Figure 4.7 Energy consumption results of mesh, WDDR and EEUC.

The major reason for this is the reliance on CHs to construct graphs and transmit packets
collected from the sensor nodes of their clusters to the gateway via a graph-routing
algorithm, thereby making significant energy savings. However, the WDDR topology
demonstrates slightly higher energy consumption compared to the EEUC topology,
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which is attributable to its static cluster approach that can sometimes select CHs that are
distant from their CMs. Thus, wasting some energy on sensor nodes in the same cluster.

In all algorithms, energy consumption increases with the number of sensor nodes in the
network, as shown in Figure 4.7. However, an increase in the number of sensor nodes in
the mesh topology results in the consumption of substantially more energy than in the
other algorithms. This is because increasing the number of sensor nodes results in
additional multi-hop network paths and redundant paths, which raise energy
consumption across the whole network.

Moreover, it is interesting to observe that energy consumption in the WDDR topology
with fewer sensor nodes is almost the same as that in the EECU algorithm, although with
an increase in the number of sensor nodes the WDDR topology’s energy consumption
clearly rose (see Figure 4.7) because the network’s connectivity level increased, as
shown in the PDR results of Figure 4.6.

4.7.3 Energy Imbalance Factor Evaluation

Figure 4.8 shows the average Energy Imbalance Factor (EIF) results, which measures
the average standard deviation of residual energy between sensor nodes in the network
area. The maximum EIF of mesh topology was recorded at approximately 61% with 100-
node density and 50% with 50-node density compared to the WDDR and EEUC
topologies. However, the average EIF in all algorithms increased with the number of
sensor nodes.

70 - Energy Imbalance Factor

I # 50 sensor nodes
I # 100 sensor nodes

EIF(%)

Mesh topology WDDR topology EEUC topology

Figure 4.8 Average EIF results of mesh, WDDR and EEUC.

The increase in EIF obtained in the mesh topology is due to the fact that increasing the
number of hops results in longer paths; particularly with sensor nodes distant from the
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gateway, which, as shown in Figure 4.6, reduced the network connectivity level when
using the mesh topology compared to other topologies. Therefore, the energy
consumption level and EIF are particularly high using graph-routing without WDDR or
EEUC. However, a significant reduction in energy consumption imbalance was observed
when using graph-routing with either WDDR or EEUC topologies. Compared with mesh
topology, the imbalance of energy consumption of the WDDR and EEUC topologies
with 50 sensor nodes decreased by approximately 15% and 28%, and with 100 sensor
nodes, by approximately 17% and 26%. Because they depend on building the graph-
routing between the CHs, which reduces the overhead on the sensor nodes around the
gateway, while the CMs communicate directly in each cluster with its CHs which reduces
the number of hops by using short-distance communications.

It is also noteworthy that EIF of the WDDR topology significantly increases when the
density of the network is low compared to EEUC for a variety of reasons. Firstly, clusters
are formed using preassigned information and so are static, with network or node
conditions not considered. Secondly, the presence of isolated nodes in clusters far from
the gateway has a significant impact on the reach of data packets to the gateway. Thirdly,
because there is no distance control between CMs and CHs in the same cluster, the CHs
that have the highest residual energy in the cluster are selected regardless of their
location. So, the CHs may be faraway or isolated from some CMs, causing an increasing
imbalance of energy consumption.

Furthermore, as the number of sensor nodes in the EEUC topology increased, a rise in
the EIF was noted. This is due to the increased number of random tentative CHs used by
the algorithm to select the final CHs in each round, thus increasing the network’s
overhead. This suggests that the WDDR topology may be more effective than the EEUC
topology in terms of balancing energy consumption in higher density networks.

4.8 Summary

The principal objective of adopting an unequal clustering topology for graph-routing in
the WirelessHART network is to study its affect on the performance of the network. The
sensor field is divided into clusters of unequal size, which helps to save the nodes’ energy
nearest to the gateway. This mitigates the impact of the hotspot problem which causes
partitioning of the network. This chapter has examined how two types of unequal
clustering topologies (WDDR and EEUC) affect the performance of graph-routing in a
WirelessHART network, particularly with regard to energy consumption, average EIF,
and Packet Delivery Ratio (PDR).

It was observed that graph-routing with the EEUC topology delivered a better
performance than WDDR for PDR and EIF. However, in the 50-node-density network,
the energy consumption for the graph-routing of the WDDR and EEUC topologies
converged to some extent. For all three metrics in this study, EEUC and WDDR scale
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better than mesh topology as the number of sensor nodes increases; thus, graph-routing
with a mesh topology is less suitable for scalability.

The drawbacks of the WDDR topology that led to reduced data packet delivery and
increased EIF are the isolated nodes observed after running the simulation in some
clusters far from the gateway. Furthermore, the distance between the CH and its CMs
was not taken into account, resulting in increased energy consumption. To address these
shortcomings, optimisation techniques were implemented to select the CHs and create
new clusters for any isolated nodes if they appeared. This is discussed in Chapter 6 of
the thesis.

The next chapter also focuses on the ability of the graph-routing algorithm to enhance
the graph path selection in mesh topology based on IWSN requirements using
optimisation techniques.



87

Chapter 5

Enhancing the Graph Paths of the
Graph-Routing Algorithm Using CMA-
ES

5.1 Overview

Accomplishing effective communication in IWSNSs requires a reduction in End-to-End
Transmission (E2ET) time, a balance in energy consumption, and an improvement in
data packet delivery. In order to satisfy these requirements, effective communication
depends significantly on the graph-routing algorithm. However, as this algorithm
involves the application of a first-path-available approach combined with path
redundancy to transmit data packets from the sensor nodes to the gateway it disregards
the IWSN requirements. Consequently, it has a negative impact on the performance and
lifetime of the network.

This chapter discusses the efficacy of applying optimisation techniques, specifically the
CMA-ES algorithm, to facilitate the creation of graph paths focusing on the requirements
of the IWSN for the graph-routing algorithm. Section 5.2 problem description and
Section 5.3 describes the disadvantages of the graph-routing algorithm when applied to
WirelessHART networks. Section 5.4 provides a detailed description of the proposed
graph paths for graph-routing based on CMA-ES selection. Section 5.5 describes the
setup of the simulation and presents performance evaluation. Section 5.6 compares the
performances of proposed graph-routing paths and existing graph-routing algorithms
based on IWSN requirements. The final section of the chapter contains a summary.
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5.2 Problem Description

The graph-routing algorithm of the WirelessHART network employs a first-path
approach, to transmit data packets from a source node to the gateway. However, this
approach can create some challenges that affect the requirements of IWSNs. Firstly,
industrial environments often generate high levels of noise, which may lead to a decline
in the performance of the routing algorithm [18]. However, the data packet delivery of
wireless communication can be improved by using redundant routes, which can be
applied by the graph-routing algorithm at the network layer [2]. Retransmission is an
effective method for increasing data packet delivery, but it also increases E2ET.
Secondly, industrial automation imposes stringent end-to-end delay requirements on data
communication. Such delays are increased further by conflicts between transmissions
where two paths share a sensor node (sender or receiver) [42]. WirelessHART networks
do not permit multiple transmissions to take place simultaneously on the same channel;
hence, a channel can only support one transmission at a time across the network. A
conflict delay occurs when a data packet is delayed because it conflicts with another data
packet that is scheduled in the current time-slot [42]. Lastly, the workload of sensor
nodes around a gateway must also be considered since, due to centralisation in
WirelessHART network, nodes closer to the gateway are often overburdened with high
traffic loads compared to those further away. This is because packets from the entire
region are forwarded through the former to reach the gateway, leading to an imbalance
in energy consumption that reduces the life-time of the network.

Therefore, when creating and selecting the graph paths of the graph-routing algorithm
for the WirelessHART network, all these challenges must be addressed by striking a
balance between the essential requirements of real-life IWSNs, which are balancing the
energy consumption of sensor nodes, increasing data packet delivery, and reducing
E2ET. However, these requirements can be relatively difficult to achieve due to
interference and noise in industrial environments, which cause constant redundancy, high
latency as a result of redundancy, and unbalanced energy consumption. To address these
adequately, optimisation or high-level procedure algorithms are required. The use of
optimisation techniques for creating and selecting best paths in a centralised manner may
thus be useful for WirelessHART networks and future I1oT protocols.

5.3 Optimisation Problems Formulation for Graph-
Routing in IWSNs

In order to use optimisation techniques to design the graph-routing algorithm of
WirelessHART networks, it is necessary to identify the problem formulation using the
following items: the problems faced by routing in WirelessHART networks, any
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constraints in the network, and the objectives (minimise or maximise) that are sought, as
shown in Table 5.1. The following list of items will be discussed.

The problem, identifies the situation or case that the existing graph-routing
cannot handle and that requires optimisation.

The objective, represents the values that should be minimised or maximised;
Search points, which are the values that can be manipulated to minimise or
maximise the objective functions.

Constraints, which are undesirable system limitations that must be taken into
account while selecting search points.

Table 5.1 The problem formulation for the graph-routing algorithm.

Items Graph-routing in WirelessHART networks
The hotspot problem Conflict delay Lost data packets
O O
O o O
Problem © ©
O Indicates sensor node, the . Indicates two ~ Sensor . Lr:)(fji;: e se:giong Ser;zt:;

Gw out its nodes  sending  data packet at the same time.
communication ranae nacket at the same time

. Indicates sensor node, the .
Gy within its

communication ranae

Indicates common sensor ’ Indicates sensor node's
node. battery has expired.

. Maximise data packet
Minimise energy

Objectives . Minimise delay time | delivery  of  the
consumption
network
Search points Wireless sensor node | Wireless sensor node | Wireless sensor node
. - . Limited energy and
Constraints Limited energy Limited resources
resources

The following are the aims of graph-routing designs for WirelessHART networks.

A graph-routing algorithm should mitigate the hotspot problem of
WirelessHART networks. For this problem, the objective is to minimise the
energy consumption of sensor nodes around the gateway (G, ) to achieve
balanced energy consumption between sensor nodes in the network via selecting
sensor nodes with higher residual energy along the path of routing, which is the
solution. The constraints of this option are that all wireless sensor nodes are
battery powered and small.

A graph-routing algorithm should reduce conflict delay in WirelessHART
networks. For this problem, the objective is to minimise E2ET time between a
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pair of sensor nodes by selecting appropriate sensor nodes along the path of
routing that avoid conflict with another node, which has already sent its data
packet, at common nodes, which is the solution. The constraints of this option are
the limited number of wireless sensor nodes, especially around the gateway.

e A graph-routing algorithm should increase data packet delivery in
WirelessHART networks. For this problem, the objective is to maximise the
reach of a data packet from the source sensor node to the gateway by using path
redundancy. If the sender node fails to receive acknowledgment from the receiver
node after sending a data packet, it tries again by selecting another sensor node
in its communication range. The constraints of this option involve the limited
number of neighbour nodes in the gateway direction of the source sensor nodes.

After formulating a graph-routing problem with objectives (the values to be minimised
or maximised) and constraints, it becomes easy to identify the best solutions using one
of the optimisation techniques or by combining two or more of them.

5.4 Description of the System Model of Graph Paths
Based on CMA-ES

This work focuses on how sensor nodes in IWSN monitoring systems create the uplink
graph paths for the graph-routing algorithm to be used when transmitting sensor data to
the gateway. Mesh topologies were selected because WirelessHART networks are
commonly of this type, with static sensor nodes powered by batteries. The network is
assumed to operate with this topology during simulations. Nodes are also assumed to
inform the NM about poor connections with neighbours so that the NM can remove these
connections from the network topology.

Firstly, this research proposes three graph-routing algorithms for creating and selecting
graph-routing paths with a single objective, depending on the minimised Euclidean
distance between sensor nodes (called PODis), the maximised residual energy (called
POENQ), and the minimised E2ET for each data packet between the transmitter and
receiver (called POE2E). Using an optimised routing table, which keeps a list of the
neighbours of each sensor node within its effective communication range in the gateway
direction, the receiver node for each hop along the best paths of all objective functions
is carefully chosen. As a result, this helps reduce overhead in the network and the energy
consumed to maintain live sensor nodes throughout the network.

Secondly, after computing these objective functions, it is necessary to select the best
solution by means of the proposed graph-routing algorithm termed ‘best path graph-
routing with CMA-ES’ (BPGR-ES), which uses multiple objectives for creating and
selecting the graph-routing paths.
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5.4.1 Optimise Routing Table

After the deployment of sensor nodes in the network area, each sensor node submits its
neighbour table in the Data-Link Layer (DLL) to the NM. The routing formation prior
to the data transfer at the network layer can use this neighbour table and connected graph
paths to construct a routing table for each sensor node. As wireless conditions change
frequently in industrial environments, the NM must also frequently reconfigure and re-
disseminate the routing graphs, which leads to increased energy consumption. To address
this, as shown in the pseudo code in Algorithm 5.1, an optimised routing table saves the
storage space required, and reduces the large overhead for the neighbour table by
allowing each sensor node to select its neighbouring sensor nodes closest to the gateway.
The neighbour table for each sensor node retains all its neighbours in each direction in
the network area within an effective communication range.

Algorithm 5.1 Optimise Routing Table.

1: Input:

2: Source Node

3: Output:

4: Optimise routing table baesd on Neighbouring Table
5: Start

6: CurrentHop = Source Node

7. CurrentHop read neigbouring Table

8

: For
9: If Node(CurrentHup).neighbouringTable == G,
10:  Calculate Distance between (Node(CurrentHop), G,,);
11: Add Node G, to routing table
12: For
13: Node(CurrentHop).neighbouringTable
14; Calculate Distancey,,(Node(CurrentHop), Node (DNode))
15: If Distance_Hup < Distant
16: Add Node (CurrentHop) to routing table
17: End
18: End
19: End
20: End

To build the optimised routing table in this model for each sensor node in the network
(as shown in lines 6 and 7 of Algorithm 5.1), the current node reads the neighbour table
at the DLL, then identifies the Euclidean distance between the current sensor node and
the gateway, as shown in lines 9 and 10. Euclidean distance is the distance between a
sensor node and the gateway or between two sensor nodes in the network area with
coordinates; for example, if sensor node i has coordinates (x;, y;) and the gateway has
coordinates (xg4, y,), the following equation can be used to calculate Euclidean distance

[143]:
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Euclidean distance = \/(xl - xg)z + (Vi — ¥y)? (5.1)

The current sensor node verifies if the gateway is available in the neighbour table in lines
8-11. This indicates that the current sensor node can communicate directly with the
gateway, as each sensor node has a communication range. From lines 12-16, if the
current sensor node is outside the communication range of the gateway, it selects its
neighbour nodes from the optimised routing table where the distance between the
neighbour node and gateway is less than the distance between the current sensor node
and gateway.

5.4.2 Propose Graph-Routing Paths with a Single-Objective

The system model selects the three single-objective graph paths for graph-routing in
WirelessHART network based on CMA-ES, as presented in Figure 5.1, which portrays
a flowchart of the proposed three single-objective graph-routing paths. The main
operations are generating samples, evaluating the graph-routing paths based on three
objective functions, adapting the covariance matrix, the path evolution, and the global
step size, and outputting single-objective paths (PODis, POEng, and POEZ2E).

Sampling
4 N
Generate Sampling based on

CMA-ES
Xi2 ~ N(m9,(a9)%¢9)

Evaluation ¢

\ 4

Evaluation graph path based on

,QM'_AlE_S ____________ three objective functions which
7 N
4 N are fp, fe, fe2er
\

Selection \ J

( N\
Sort x; ; according to f(x) of
Shortlisted

. J/

Covariance Matrix ¢
p

Update covariance matrix

adaptation c9*1 and p**

PODis
POEng
POE2E

\.
Step Size v
P

Update Path evolution and step
size adaptation ps and a9

Output of three Optimal
Paths with single objective

Figure 5.1 Flowchart of the proposed three single-objective graph paths.
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Objective functions are used in our model to select the graph-routing path for each source
node in the WirelessHART network. To achieve the first objective function which is
called fp, the Euclidean distance between the sensor nodes and their neighbours heading
in the gateway direction is calculated. Subsequently, this is utilised to select the next hop
to minimise transmission distance [144]. The second objective function is the residual
energy for each node which is used to avoid dead nodes and low energy nodes. This is
known as fz. The third objective function is fz,zr Where the E2ET time is then
considered in the selection of the next hop as a way to reduce conflict delay. The pseudo
code of the three single-objective functions of CMA-ES, considered to select the graph
path of the graph-routing algorithm, is shown in Algorithm 5.2 and discussed in greater
detail below.

Algorithm 5.2 Objective Functions of Select the Graph-Routing Paths based on of
CMA-ES.

1: Input:

2: Optimised Routing Table of Source Sensor Node

3: Output:

4: Graphpaths based on CMAES algorithm

5: Start

6: For (RoutingTable) > The first objective function f;
7: Calculate Distance between(FinalDestination, Node(RouingTable))

8: If Distance < MinD

9: SelectedNodeD = Node(RouingTable);

10: Find MinD = Distance;

11: End

12: End

13: For (RoutingTable) > The second objective function fg

14:  Find Energy of Node(RouingTable))
15: If Node(RouingTable).CurrentEnrgy = MaxE

16: SelectedNodeE = Node(RouingTable);

17: Find MaxE = Node(RouingTable).CurrentEnrgy;

18: End

19: End

20: For (RoutingTable) > The third objective function fz,gr

21: Delta = FindDeltaFromPropagationModel();

22: Calculate Distance between(FinalDestination, Node(RouingTable))
23: Calculate E2ET = (c1 * nodeprocessor) + (c2 * d * delta);

24: If E2ET < minDelay

25: SelectedNodeDelay = Node(RouingTable);
26: Find MinDelay = E2ET;
27: End

28: End
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5.4.2.1 Minimise Communication Distance, (fp)

Minimum communication distance is defined as the shortest distance between the
currently sending node (source node) and its neighbours in the gateway direction, and is
achieved by minimising D at the source node with the lowest communication cost. Thus,

fp = Minimise (DPathFromnode;, j) (5.2)

Where DPathFromnode;,j is the Euclidean distance in the optimised routing table
between the source node i and its neighbour node j toward the gateway and where f;
searches for the neighbouring node with the shortest distance for the source node i.

5.4.2.2 Maximise Residual Energy, (fg)

Maximum residual energy is defined as the residual energy in the sensor nodes after they
perform sensing, communication operations, and computation. Sensor nodes with higher
residual energy are more likely to be selected as the next hop in the graph path, and each
sensor node periodically uploads its residual energy value to NM. Thus,

REL' = CEl — COTlEl' (5 3)

Where RE; is the residual energy of sensor node i, CE; denotes the current energy of
sensor node i and ConkE; denotes the consumed energy of sensor node i.

fe = Maximise (RE;) (5.4)

Where Maximum (RE; ) of fg, is the maximum residual energy of sensor node i. To
ensure the quality of communication and increase data packet delivery in the IWSNs,
each currently sending sensor node looks at an optimised routing table to locate the
sensor node that has the maximum residual energy in the required path.

5.4.2.3 Minimise End-to-End Transmission Time, (fg2gr)

The E2ET time measure proposed in this research refers to the time estimated for a given
pair of nodes in the WirelessHART network to exchange a data packet. WirelessHART
is a TDMA-based network protocol. Therefore, each communication is time-
synchronised and this provides a timescale for nodes in the network. A fixed-length
timeslot shared by all network devices is the basic time unit of communication activity.
The timeslot provides a time base for scheduling the transmission of process data. In
WirelessHART, a timeslot has a duration of 10 ms, which is sufficient to send or receive
one packet per channel and its accompanying acknowledgement, including the guard-
band times required for network-wide synchronisation.

In wireless networks, several mechanisms for time synchronisation are applied [145]—
[147]. Time synchronisation algorithms use specific time message exchange
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mechanisms to reduce transmission delay. In this research, in order to obtain a definitive
means of identifying the time estimated for data packet exchange between any two sensor
nodes in the WirelessHART network, a Two-way Time Message Exchange (TTME)
estimation model was applied between each pair of nodes in the sensor network, which
uses uplink and downlink transmissions to figure out and fix the time difference between
sensor nodes, as in [148]. This allowed the development of an equation that simulates
the actual transmission time for each packet between the transmitter and the receiver
based on the propagation model in a WirelessHART network [34], as shown in Figure
5.2.

Sensor node ; /4 \
\
/
\ ,
/ Downlink
\ r Py \\‘[
/ \
! \
/
/ \

Sensor node;

Figure 5.2 Two-way time message exchange between node i and node ;.

The uplink-downlink time was modelled using equation (5.5); after it was calculated for
each sensor node in the network area, sensor nodes send their time information to NM
periodically:

Ti,j = C].Tl' + CZDi'jal (5 5)

Where c1 € [0,1] and c2 € [0,1] are the node’s processing delay time and channel delay
time coefficients, respectively, t; is the processing time required by node i to process a
data packet, D; ; is the distance between the transmitter node i and the receiver node j,
and 0, € [0,1] is the delay time required to transfer a data packet from the transmitter
node i and the receiver node j through channel [.

fe2er = Minimise (T; ;) (5.6)

Where the Minimum(T; ;) of fg,gr, is the minimum time estimated from source node i

to receiver node j, which in the optimised routing table is a neighbour node of the source
node i.

At the end of the CMA-ES, three graph-routing paths exist; specifically, PODis, POEng
and POEZ2E. Finally, to select the graph BPGR-ES path and achieve a balance between
the three objectives above and energy consumption between sensor nodes in the network,
adaptation of the CMA-ES was employed to select the graph path based on three
objectives.
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5.4.3 Adaptation of CMA-ES for Multiple-Objectives Graph-Routing
Path Selection

To meet the graph path selection criterion in an actual WirelessHART network, data
packets are forwarded via the graph paths, as shown in Algorithm 5.3. In relation to the
pseudo-code for the selection of BPGR-ES paths, two situations (equality or inequality)
apply to the graph-routing paths of the BPGR-ES algorithm based on PODis, POEng,
and POEZ2E.

Algorithm 5.3 Selection Graph-Path of Graph-Routing (BPGR-ES).

. Input:

PODis; POEng; POE2E > Three single-objective graph paths

: Output:

: Graph-routing path (BPGR-ES)

: Start

If isequal ((PODis, POEng) && (POEng, POE2ET)) B> In case equality
GrapPath = POEZ2E,

- End

If isequal(POEng, PODis)

10: GraphPath = PODis;

11: Else if isequal(PODis, POE2E)

12: GraphPath = POEZ2E;

13: Elseif isequal(POEng,POE2E)
14: GrapPath = POEng;

15: End

16: If isnoequal ((PODis, POEng) && (POEng, POE2ET) [> In case inequality
17:  Check number of the hops for all the paths

18: Select GraphPath < number of the hops

19: If all paths OR two paths have the same number of the hops

20:  Check energy of the last node before the G,, in these paths

21: Select GraphPath > energy last node before the G,

22: End

23: End

In the case of equality, as shown in lines 6-8 of Algorithm 5.3, two cases arise: if all
single-objectives of the objective functions for transmission are achieved in one path,
this will be the graph-routing path of the BPGR-ES algorithm. Hence, this must be
selected as the final path. In the second case in lines 9-12, if two potential single-
objective graph paths follow the same path, priority will be given to any one of them as
the graph-routing path of the BPGR-ES algorithm where two objectives have been
achieved. In a situation where there is inequality between the single-objective graph
paths, as observed in lines 16-21, the graph-routing of the BPGR-ES path with the least
number of hops will be selected to reduce energy consumption and increase data packet
delivery. However, as several single-objective graph paths may have the same number
of hops, a further check on the residual energy of the last sensor node around the gateway
is added to achieve balanced energy consumption. Subsequently, priority is given to the
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graph-routing path of the BPGR-ES algorithm, which has the highest residual energy at
the last sensor node before the gateway.

5.5 Simulation Experiments

To study how the PODis, POEng, POE2E, and BPGR-ES perform under different
numbers of sensor nodes, extensive simulations were conducted to evaluate their
performance in two scenarios comparable with the baseline uplink algorithms;
specifically, the Exhenced Least-Hop First Routing (ELHFR) algorithm [15] and the
Energy-Balancing Routing algorithm based on Energy Consumption (EBREC) [20].

In Chapter 5 and Chapter 6, the duration of each simulation run was 4 hours, or
approximately 10,000 rounds, with the initial 30 seconds ignored as the network’s start-
up period. As each run of the simulation presented a different node topology, with respect
to the spatial distribution of sensor nodes, the performance metrics generated were for
different values. Several simulations were conducted to verify whether algorithms
produced similar performance levels, and therefore 15 random topologies were run for
each algorithm in order to obtain a statistical mean for the results, which then produced
the graphs shown throughout Chapters 5 and 6. Thus, the TCE, average EIF, PDR, and
E2ET results for several repetitions of the simulation for each algorithm were obtained.

5.6 Evaluation of Results and Analysis

5.6.1 Data Packet Delivery Evaluation

This research focuses on a critical factor to evaluate the data packet delivery of the
network: the PDR. Figure 5.3 show the PDR results for different node densities in a 100
x100 m? network area. It can be seen that an increase in the delivery of data packets to
the gateway resulted in a corresponding decrease in the packet loss ratio. This was due
to all algorithms exploiting path redundancy and thereby boosting the data packet
delivery of the network. More specific details of this ostensibly simple variation in results
are explained below.
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Figure 5.3 PDR results of proposed graph-routing paths with mesh topology.

Figure 5.3 illustrates the effect on the PDR of varying the number of sensor nodes: an
increase to 100 sensor nodes caused a negligible decrease in the PDR across most
algorithms compared to a 50-node density. This is logical, as the number of sensor nodes
increases the traffic load in the network intensifies, causing congestion in some areas and
data packet loss throughout the network. In consequence, the PDR is negatively affected.

However, as Figures 5.3 demonstrate, the proposed BPGR-ES approach attained the
highest PDR results compared to other options, even when the number of sensor nodes
was increased. This is explained by the mechanisms of the BPGR-ES algorithm which
are used: it creates an optimised routing table, calculated according to Euclidean
distance, which allows communication with all neighbouring nodes located in the
direction of the gateway, regardless of whether they are at the same level or lower levels.
This results in an increase in the availability of neighbouring sensor nodes outside the
communication range of the gateway, and, therefore, produces an increase in the PDR.
This was also observed in all single-objective graph paths, which also used the optimised
routing table. Furthermore, by using the optimised routing table to select the neighbour
for the next hop, the BPGR-ES not only ensures delivery of the data packet within its
deadline, but also achieves the most reliable possible paths route by retransmitting data
packets when the next hop is unable to receive them. Consequently, the number of lost
data packets due to path redundancy is reduced, improving network throughput. Taking
these important techniques into account explains the observed reduction in the packet-
miss ratio. However, although the BPGR-ES presented similar PDR results for different
network densities, a negligible decline in the PDR result was observed in the 100-node
network compared to the 50-node density.
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In general, the POE2E, POENg, and PODis graph paths all exhibited effective PDR
results, achieving approximately 98% (see Figure 5.3). This is not unexpected: the
single-objective graph paths use a similar approach to that of the BPGR-ES, including
path redundancy and an optimised routing table, but with each focusing on just one
requirement. As shown in Figure 5.3, this results in a slightly reduced PDR compared to
the BPGR-ES approach.

The PDR results for both sensor node densities were lower for the ELHFR algorithm
than for other algorithms, but they were still good. Since the ELHFR algorithm only
permits sensor nodes to establish connections with neighbours located at lower levels in
the BFS tree, fewer neighbours are typically available in the lower levels; therefore, it
does not guarantee path redundancy for every sensor node [15].

5.6.2 Energy Consumption Evaluation

The performance of the proposed approaches was evaluated with respect to energy
consumption in terms of both TCE and average EIF of the energy balance. This is
important, as the WirelessHART network is centralised, making balancing energy
consumption between sensor nodes a key target [149].

Figure 5.4 illustrates the energy consumption results of the 100 x100 m? network area
for densities of 50 sensor nodes and 100 sensor nodes. It is evident that, in contrast to the
other algorithms, the BPGR-ES algorithm reduced the total energy consumption of the
50-node network. However, in the denser networks, a comparable energy consumption
total was achieved by both the proposed BPGR-ES approach and the EBREC. This is
due to the EBREC algorithm taking into consideration the remaining energy of a sensor
node when communicating with the nodes in the network. Nevertheless, the BPGR-ES
approach fares better concerning TCE because, as shown in Figure 5.3, the network
connection is better.



5.6 Evaluation of Results and Analysis 100

Total Consumed Energy
«10® #50 Nodes

POEZE
POENg .
PODis
r|———-BPGR-ES -
== EBREC e
ELHFR P ,__.:_.,-,-,-.;-‘:‘. -

- M
g N W
T

1\
i
0
i
)
\
\

Consumed Energy (J)

o

|

0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10,000

Rounds
3 X 10® #100 Nodes

Sos POEZ2E
Pl

15
i 2+ =
@ — — — -BPGR-ES Py
w L [=ememe- EBREC e e
- 1.5 - —
@ ELHFR
E | i
s 1
(o]
=
S 05¢F i

0 1 1 1 1 1 1 1 1 1
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10,000

Rounds

Figure 5.4 TCE results of proposed graph-routing paths with mesh topology.

It is of note that in the PODis, a clear reduction in total energy consumption is
experienced by increasing the density of the sensor nodes. An increased number of sensor
nodes enables the shortest path to be selected in the most expeditious manner, thereby
significantly reducing energy consumption. This stems from reliance upon the optimised
routing table, which determines the neighbours for each sensor node by calculating hops
with the least Euclidean distance to the gateway. However, this significantly increases
the energy consumption imbalance of the network sensor nodes (see Figure 5.5). Thus,
it can be concluded that the PODis fails to balance energy consumption. This is a logical
outcome as the energy consumption of the sensor nodes located nearest to the gateway
will increase due to their constantly being selected. According to Euclidean distance,
these nodes will always provide the shortest path from the source nodes sited further
away from the gateway.

In POEnNg, the TCE sharply increased in the different network densities compared to
other algorithms. This is illustrated in Figure 5.4. Because it selects neighbouring sensor
nodes by seeking those with the highest residual energy from an optimised routing table
without taking the distance from the gateway into account. This multiplies the number
of hops that have been noticed while the simulation is running: increasing energy
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consumption compared to other algorithms where proximity to the gateway is not
considered to reduce the number of hops. Typically, the number of hops in POENg is
higher than other graph paths. Consequently, as shown in Figure 5.5, the high energy
consumption of the POENg has a clear impact on the energy consumption imbalance
among the network nodes.
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Figure 5.5 EIF results of proposed graph-routing paths with mesh topology.

The average EIF of the proposed BPGR-ES approach was also significant, being the
smallest among those tested. This is elucidated in Figure 5.5, which presents the average
EIF results for a network area of 100 x100 m? with a density of 50 and 100 sensor nodes.
The high use of the sensor nodes around the gateway compared to other nodes within the
network resulted in a reduction in the average residual energy, leading to a corresponding
increase in the average EIF. The selection of graph paths by the BPGR-ES algorithm,
however, takes into account all IWSN requirements. Therefore, the energy of all sensor
nodes in the network is closer to the average energy than in any of the other approaches.
In addition, the BPGR-ES approach only selects the sensor nodes with the highest
remaining energy adjacent to the gateway when all graph paths have the same number
of hops. Therefore, the proposed BPGR-ES algorithm achieves a better balance in terms
of energy consumption between sensor nodes in the network area than other algorithms.
In contrast, although all sensor nodes in the EBREC algorithm route their data packets
via neighbouring sensor nodes that have a greater residual energy, this is insufficient to
ensure a balance in energy consumption between all sensor nodes in the network. In
particular, if several sensor nodes forward their data packets to the same node, the
selected sensor node will take on a critical role, potentially leading to imbalances in
energy consumption in the network.
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In addition, the ELHFR algorithm significantly increases average EIF due to its
consideration of least-hop as the only selection metric. This does not consider the
increased energy consumption of the nodes around the gateway, as sensor nodes closer
to the gateway become overburdened with high traffic loads compared to those further
away. Therefore, these overloaded nodes will expire much faster than the other sensor
nodes due to such imbalances in energy consumption.

5.6.3 End-to-End Transmission Time Evaluation

A further experiment examined the proposed approaches in terms of End-to-End
Transmission (E2ET) time. Monitoring systems often have delay needs of fewer than
100 ms, whereas factory automation has even stricter delay requirements ranging from 2
to 25 ms [23].

Figures 5.6 and 5.7 show the various E2ET results for the network topologies for a
10,000-round run of each algorithm’s E2ET results for the 100 x100 m? network area of
50 and 100 sensor nodes, respectively. The simulation results clearly show that the E2ET
results of all algorithms increased with the 100-node density compared to the 50-node
density, where the increased network traffic prompted a rise in the nodes’ multi-hop
behaviour and path redundancy. Consequently, an increase in the E2ET occurred due to
several data packet retransmissions from the sensor node to the gateway, which caused
queuing and other delays.
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Figure 5.6 E2ET time results for 50-node of proposed graph-routing paths with
mesh topology.
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Figure 5.7 E2ET time results for 100-node of proposed graph-routing paths
with mesh topology.

It is nevertheless evident that the single-objective POE2E of the graph-routing algorithm
gave the lowest E2ET results compared with all other algorithms at both the 50-node and
100-node network densities, where the highest transmission time of POEZ2E in a dense
network reached 11 ms, as shown in Figure 5.9, which presents the Cumulative
Distribution Function (CDF) of E2ET time results that allows for easier and clearer
comparison between different graph-routing algorithms. This is justifiable for the
following reasons: the POEZ2E calculates the estimated time of a pair of sensor nodes to
select the least transmission time between a source node and receiver node to form the
next hop in the best path, and improves packet delivery by preventing the use of
unreliable paths. All delays due to the retransmission of lost packets are, therefore,
reduced. Moreover, the POE2E decreases congestion at the nodes by selecting the
neighbours that can best deliver the data packet within its deadline. This is achieved by
using an optimised routing table to choose the next hop from available neighbours, hence
facilitating faster delivery of data packets and reducing the delay. Even if transmission
of the network data packets is broken, the intermediate nodes will not spend any time
searching for the next hop for the retransmission of data packets, which accelerates
packet forwarding procedures in terms of reaching the gateway.

This was also observed in the E2ET results of the PODis, where transmission times
reached 11 ms at 50-node density and 12 ms at 100- node density, as shown in Figures
5.8 and 5.8, respectively. Some delays occurred in the E2ET results of the PODis
approach compared with POE2ET because the PODis approach selects graph paths as
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the shortest paths, increasing network traffic, especially at sensor nodes around the
gateway, and prompting delays. In addition, the BPGR-ES approach selects graph paths
as in the POE2ET approach in one case if this is the best path among all of the single-
objective graph paths but prioritises the balance of energy consumption in the other
cases. Thus, as shown in Figure 5.8, compared to the POE2ET approach, the transmission

time increased up to 21 ms for the BPGR-ES.

Cumulative Distribution Function (CDF) of E2ET - #50 Nodes

1 1

POEZ2E
POENg
PODis
———— OPGR-ES
******* EBREC
ELHFR

0 10 20 30 40 50
Time (ms)

60 70

Figure 5.8 CDF of E2ET time results for 50-node.

; Cumulative Distribution Function (CDF) of E2E

T - #100 Nodes

80

T = T

JN E—

POEZ2E
POENg
PODis
———— OPGR-ES
——————— EBREC
ELHFR

0 [ - 1 1 1 1
0 10 20 30 40 50

Time (ms)

60 70

Figure 5.9 CDF of E2ET time results for 100-node.

80



5.7 Performance Comparison 105

Figure 5.8 illustrates a significantly sharp increase in the E2ET results of POEng, with
the transmission time reaching 72 ms. The main reason for this is the increased number
of hops, which caused data packets to arrive at the gateway with a noticeable delay. In
the ELHFR and EBREC algorithms, however, because of the BFS tree, data packets
could not avoid heavily congested regions. Therefore, it may have taken a long time for
them to look up options in the neighbouring table to locate the next hop node in the path.
Consequently, this increased the transmission time due to the retransmission of multiple
data packets striving to reach the gateway.

5.7 Performance Comparison

Table 5.1 presents the performance comparison based on the results in Section 5.6
comparing the proposed POE2ET, POEng, PODis, and BPGR-ES approaches with the
state-of-the-art graph-routing algorithms. The performance comparison considered the
following four aspects.

e Criteria of paths: the primary path and formula specified by the graph-routing
algorithm for each sensor node (i.e., the path by which a sensor node will attempt
to send a data packet for the first time) and what the criterion is for this selection.

e Data Packet Delivery: the ratio of delivery of data packets to the gateway,
measured by taking the average of the PDR results for each algorithm across all
of the network’s densities.

e Balance of energy consumption: the ratio of energy consumption balance
between all sensor nodes in the network area is determined by averaging the EIF
results for each algorithm at different network densities.

e Transmission time: the lower and higher transmission times in the E2ET results
for each algorithm through various densities of the network determine.

Table 5.2 Comparison of proposed graph paths with graph-routing algorithms.

Packet Delivery Balance Energy

Algorithm Criteria of paths Transmission Time

Ratio Ratio
Lower transmission 0 0
POE2ET time of CMA-ES 98% 69% Between 4 to 11 ms
Highest residual 0 0
POENg energy of CMA-ES 98% 61% Between 12 to 72 ms
. Shortest distance of 0 0
PODis CMA-ES 98% 34% Between 4 to 12 ms
Multiple Objectives 0 0
BPGR-ES of CMA-ES 99% 85% Between 4 to 21 ms
EBREC [20] H!ghest residual 98% 79% Between 8 to 27 ms
energy of BFS
ELHFR[15] Highest received 98% 48% Between 11 to 39 ms

signal level of BFS
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An analysis of the performance of the four proposed graph paths of the graph-routing
algorithm in this research and existing graph-routing algorithms, based on IWSN’s
requirements results in the following observations.

The POEZ2ET graph path ensures data packet delivery and reduces transmission
time in the network. In addition, it guarantees, to some degree, the balance of
energy consumption between the sensor nodes in the network area compared to
other single-objective paths. This is achieved by avoiding the selection of a
sensor node on its path that simultaneously conflicts with another sensor node.
The POENg graph path ensures data packet delivery in the network. It does not,
however, attempt to reduce the number of hops when selecting sensor nodes
along its path, resulting in a negative impact on energy consumption (see Figure
5.4), transmission time, and energy balance.

The PODis graph path, like the POE2ET ensures data packet delivery and reduces
transmission time in the network. Even though it reduces network energy
consumption (see Figure 5.4), it does not achieve a balance of energy
consumption between the sensor nodes in the network area. This is because node
selection is based on the shortest graph paths of the graph-routing algorithm,
causing sensor nodes near the gateway to be overloaded.

The BPGR-ES graph path of the graph-routing algorithm selects graphs based on
multi-objectives. This ensures data packet delivery, effective transmission time,
and energy balance in the network. Although the BPGR-ES graph path has a
longer transmission time than the POE2ET and PODis graph paths, it is still
within the range of industrial automation transmission times.

The EBREC [20] algorithm uses the BFS algorithm and selects graph paths based
on residual energy. It ensures data packet delivery and, to some extent, energy
balance and transmission time. However, as sensor node selection is dependent
on the higher energy value of the sensor node on the next hop along the graph
path, the EBREC algorithm is more effective at balancing energy consumption
between sensors on all single-objective graph paths.

The ELHFR [15] algorithm uses the BFS algorithm and selects graph paths based
on received signal level. This ensures the data packet delivery of the network. It
also uses the BFS algorithm to divide the network area into layers. This may help
reduce energy consumption (see Figure 5.4) and transmission time compared to
the POENg graph path, and balance energy consumption between sensor nodes in
the network area compared to the PODis graph path.

5.8 Summary

This chapter adopts a CMA-ES to establish the graph paths of a graph-routing algorithm
for the WirelessHART network that also provide path redundancy. Firstly, this research
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proposed three graph paths, each based on a single-objective function for CMA-ES,
according to the different performance requirements of IWSNs considered in this
research: (1) a graph path based on the minimum distance between sensor nodes in the
direction of the gateway (PODis); (2) a graph path based On maximum residual Energy
(POENgQ); (3) a graph path based on the minimum End-to-End transmission time
(POEZ2E). Secondly, this research proposes a graph path of graph-routing evolution
strategy algorithm (BPGR-ES) that selects the best hops on the basis of multiple
objectives to achieve balanced energy consumption as well as a balance among IWSN
requirements.

The results revealed a reduction in E2ET across all network densities for the POE2ET
graph paths of the graph-routing algorithm. Additionally, the PDR values were good for
all proposed approaches, which increased the data packet delivery of the network.
Despite the fact that TCE for PODis graph paths of the graph-routing algorithm
outperformed BPGR-ES in small networks, and that TCE for BPGR-ES and EBREC
algorithms was somewhat similar in dense networks, the BPGR-ES algorithm achieved
an 85% better energy balance among all sensor nodes in the network in terms of energy
balance. It is also noteworthy that all single-objective graph paths of the graph-routing
algorithm did not achieve balanced energy consumption over a mesh topology.

Therefore, the next chapter strives to implement single-objective graph paths of a graph-
routing algorithm with unequal clustering topology to evaluate its performance,
especially in terms of energy balance.
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Chapter 6

Evaluation of Single-Objective Graph
Paths Using Pre-set Unequal Clustering

6.1 Overview

As seen in Chapter 5, the application of multi-hop network paths and path redundancy
via graph-routing can significantly enhance the data packet delivery of IWSNs.
However, the centralised management of the WirelessHART network promotes an
imbalance in the energy consumption of the battery-powered wireless sensor nodes. This
creates a hotspot problem in the graph-routing of the network. Chapter 5 also discussed
the performance of single-objective graph paths within the graph-routing algorithm of
the WirelessHART network in mesh topology. Simulations were conducted using the
CMA-ES algorithm to optimise the graph-routing algorithm through creating and
selecting the best graph paths. The present research revealed that this approach is
ineffectual in terms of achieving balanced energy consumption.

Chapter 6, therefore, addresses this problem by exploring the effect of combining the
single-objective graph paths of the graph-routing algorithm with a pre-set unequal
clustering topology. Section 6.2 describes the problems engendered by the application of
a single-objective graph path in a mesh topology. Section 6.3 provides a literary review.
Section 6.4 provides a detailed description of the system model proposed for the single-
objective graph paths of the graph-routing algorithm. Sections 6.5 and 6.6 explain the
setup of the simulation and present its performance evaluation. Section 6.7 compares the
performance of single-objective graph-routing paths in mesh topology with the IWDDR
topology. The final section of this chapter provides a summary.
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6.2 Problem Description

This chapter focuses on the resolution of two key problems: to optimise the balance of
energy and node isolation.

1: The single-objective graph paths of a graph-routing algorithm in mesh topology focus
on just one of the requirements of the IWSN. They do not achieve a balanced energy
consumption, and may cause hotspot problems in the network area. This includes: a
graph path based on the shortest distance between sensor nodes in the direction of the
gateway (PODis); a graph path based on maximum residual energy (POENg); and a graph
path based on minimum end-to-end transmission time (POEZ2E).

To optimise the balance of energy consumption in the graph paths mentioned above, this
research evaluates the performance of the three single-objective paths when using a pre-
set unequal clustering topology. This topology is provided by the Improve
WirelessHART Density Controlled Divide-and-Rule (IWDDR) topology.

2: The IWDDR topology is based on the WDDR topology which was developed in
Chapter 4 of this thesis. Observation of the WDDR topology revealed an interesting
phenomenon: due to its static approach, it isolates nodes — sensor nodes that are incapable
of communicating with other sensor nodes in the same cluster. This phenomenon appears
in the clusters located at a distance from the gateway, as these tend to be larger than those
in closer proximity. In this chapter, the IWDDR topology detects isolated nodes in each
static cluster of the WDDR topology and mitigates them. Lost data packets and latency
are overcome by creating new clusters for the isolated nodes. The objective function of
CMA-ES is then used to select the best Cluster Head (CH). Selection is achieved by
considering node centrality between the nodes in the same cluster and the distance
between other CHs or the gateway.

6.3 Avoiding Isolated Nodes During Cluster Formation

The isolation of sensor nodes in the network area can be caused by clustering algorithms
that are inadequately designed or that randomly select CHs. A node isolated from its
cluster presents two possibilities: if the gateway is in communication range, it can
communicate directly with the gateway, but, if it is out of communication range, it cannot
communicate with any other sensor nodes, it is completely isolated. In the first case, the
node will consume an excessive amount of energy, instigating an imbalance in energy
consumption between the sensor nodes in the network area. In the second case, the data
packet will be lost. Considerable previous research effort has been devoted to finding a
method for mitigating isolated nodes during cluster formation. This section focuses on
the most current and advanced of these research solutions.
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The authors in [150] proposed Regional Energy Aware Clustering with Isolated Nodes
(REAC-IN), which improves the CH selection process and solves the problem of node
isolation. The REAC-IN cluster is founded on the LEACH protocol [47]. It determines
whether the isolated node should send its data directly to the gateway or via the CH. The
selection of CHs is determined by three factors: the distance between the isolated node
and the gateway, the residual energy in each sensor node, and the average amount of
energy in all sensor nodes within each cluster.

Authors in [59] proposed the Distributed Fault-tolerant Clustering and Routing (DFCR)
algorithm for run-time recovery of nodes that do not have a CH within range. This solves
the problem of node isolation and makes the algorithm fault-tolerant as well as energy-
efficient. On the other hand, the Weibull distribution fault model [151] can be used to
attempt failure recovery by encouraging isolated nodes in the network to relay their data
packets to a neighbouring node that belongs to a cluster.

The authors in [152] proposed an uneven clustering routing algorithm based on optimal
clustering. The algorithm is self-adaptive, enabling it to deal with isolated nodes by
directing them to send their data packets to the nearest cluster, and thus via the CH to the
gateway. Compared to the LEACH algorithm, this technique proves more effective in
reducing energy consumption and prolonging the network lifetime [47].

An alternative solution to the problem of node isolation, is the use of an energy-efficient
clustering technique with isolated nodes (EEC-IN) [153]. In EEC-IN, a membership
handshake method is proposed. During cluster formation, an isolated node is invited to
shake hands and become a cluster member with its nearest CH, calculated according to
the available residual energy. This technique increases the stability and lifetime of the
network.

A Threshold-sensitive Energy-Efficient sensor Network with Isolated Nodes (TEEN-IN)
was proposed in [154]. This is comparable to REAC-IN [150], except the formation of
the research cluster is based on Threshold-sensitive Energy-Efficient sensor Network
protocols (TEEN) [155]. According to the TEEN-IN protocol, the CH selection is
determined by the ratio between the energy of the sensor nodes and the average energy
in a cluster. In comparison with the TEEN protocol, which randomly selects the CH to
accommodate the isolated node, TEEN-IN reduces energy consumption by an average
of 10%.

The Joint Routing and resource allocation with Isolated Nodes technique (JR-IN) was
suggested by [156] to deal with isolated nodes in unequal clustering. In this technique,
the network area is divided into layers, and each layer is further subdivided into circular
clusters that become smaller as they move towards the sink nodes. In addition, an isolated
node located in any layer will act as a CH for that layer if the original CH fails to transmit
aggregated data to the sink node. JR-IN achieves effective results in terms of network
lifetime, throughput, and delay.
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A recent solution, proposed for WSNs in the 10T, implements an efficient Second-Fold
Clustering (SFC) algorithm [157] which divides the network into grids. The selection of
the CH is determined by calculating the residual energy and the degree of connectivity
between sensor nodes in the same cluster. Any isolated nodes within communication
range are then clustered, and their CH is chosen based on their zonal degree of
connectivity. This technique uniformly distributes sensor nodes and reduces energy
consumption. However, it is not suitable for heterogeneous networks.

The above literature review has shown that, in general, most solutions to isolated nodes
involve connecting them to the closest CH or creating new clusters for them; however,
each algorithm uses a specific technique to achieve this end. The result is a reduction in
energy consumption and an extended network lifetime.

6.4 Network Model

This section provides a detailed description of the proposed system model. The
deficiencies of using single-objective graph paths for graph-routing in the mesh topology
of the WirelessHART network were presented in Chapter 5: unbalanced energy
consumption leading to hotspots, low coverage, and short network lifetime. To address
these challenges, the proposed method principally evaluates single-objective graph paths
using pre-set unequal clustering. The flowchart in Figure 4.1 illustrates this concept in
more detail.
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Figure 6.1 Flowchart of the proposed methodology.

6.4.1 Clustering Formation Stage

Balanced energy consumption in this research work is achieved by using the pre-set
unequal clustering process, as seen in the WDDR topology (see Chapter 4). Then, the
isolated sensor nodes are initially detected in each static cluster in the WDDR topology,
based on the communication range of sensor nodes in the same cluster. Using Algorithm
1, a new cluster is made based on the location of these nodes. Candidates for efficient
CHs are selected based on their location in relation to other CHs and the centrality of the
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node in the cluster. Therefore, this pre-set unequal clustering algorithm is called the
Improved WDDR (IWDDR) topology.

6.4.2 Detection of Isolated Sensor Nodes in Each Static Cluster

As illustrated in the pseudo code in Algorithm 6.1, the proposed technique makes it
possible to find isolated nodes, from the static approach of the pre-set unequal clustering
of the WDDR topology, and to create new clusters for them.

Algorithm 6.1 Detection isolated sensor nodes in the clusters.

1: Input:

2: Main Static Clusters of WDDR topology

3: Output:

4: New Clusters of isolated sensor nodes of IWDDR topology

5: Start

6: For 1:C9 > Number of basic static clusters
7: Find distances between nodes in each static clusters

8 Check (nodlsolated <= CommunicationRange);

9: If nodlsolated

10: Define the cluster which has an Isolated node.
11: Calculate means of this cluster.

12: If mod(nodlsolated) == 0

13: Means result is even for vertical cluster.
14: Looking for the y positions to separationyY.
15: Add sensor nodes in new clusters.

16: Else

17: Means result is odd for horizontal cluster.
18: Looking for the x positions to separationX.
19: Add sensor nodes in new clusters.

20: End

21: End

22: Select CHs using CMAES
23: Objective Functions of CMAES
24: End

Algorithm 6.1 carries out this function, as demonstrated in lines 6-8 regarding the
identification of isolated nodes in every static cluster. First, it defines the Euclidean
distance between sensor nodes in the same cluster, and then it checks whether there is
any sensor node outside the communication range of other nodes in the same cluster. An
isolated node is determined in the case where a sensor node is incapable of
communicating with another sensor node. The goal is that when selecting any node as a
CH it can communicate with any other sensor node in its cluster.

The mean location of an isolated node is calculated, as seen in lines 9-19 which, in turn,
serves as the basis for the generation of the new cluster. This effectively necessitates the
capacity of all sensor nodes within the same cluster to communicate with one another.
The IWDDR topology divides static clusters into vertical and horizontal clusters as
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shown in Figure 6.2a, where C1, C2, ..., and C9 are the names of the clusters. Hence,
sensor nodes close to the isolated nodes and within its communication range in the new
cluster are incorporated following the generation of the new cluster, which, in turn, is
based upon the location mean of the isolated node’s coordinates. This is exemplified by
C9 dividing into two clusters to generate a new cluster for node 29 as it is incapable of
communicating with sensor nodes 43, 63, 10, 24, and 68. Then incorporation sensor
nodes 30, 5, and 52 with a new cluster because they can communicate with an isolated
node. Thereby making it an isolated node, as portrayed in Figure 6.2b. Finally, the CMA-
ES algorithm is used to select the best CHs from each cluster. The following section
expands on this process.
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Figure 6.2 WDDR topology before and after detection isolated node.

6.4.3 Optimisation of Cluster Heads Selection

An appropriate selection of CHs needs to be considered in this type of clustering because
of the static approach of the IWDDR topology. This affects communication with the
nodes in their own cluster and other CHs or the gateway in WirelessHART networks. It
is noted that energy consumption is diminished when the transmission distance is shorter
[111].

Therefore, the final CHs are selected using the CMA-ES algorithm based on two steps.
First, tentative CHs are selected for each cluster using node centrality. Second, the best
CH is chosen based on its location in relation to the gateway or other CHs. To diminish
the overhead of the network, rather than altering the CHs in each round, CHs are re-
selected via the same stages when they consume half their initial energy, which
represents the energy threshold in this research.
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Initially, several tentative CHs are selected in each cluster to compete for the role of
actual CH. This uses the first objective function f,ys of CMA-ES, which selects tentative
CHs which are sensor nodes central to their own neighbour nodes in the same cluster.
Other nodes keep sleeping until the CH selection phase ends.

Suppose that node i becomes a tentative CH, called s;. s; has a second objective function
focu, Which is a function of its distance to the gateway and other CHs that will be
discussed later. The goal is that if s; becomes a CH at the end of the competition, this
will be the best CH based on the CMA-ES algorithm where the best CHs are situated
most proximally to their neighbours, the gateway, or other CHs. The reason for this is to
reduce energy waste, minimise time delays and improve data packet delivery.

1. Node centrality: The extent to which a CH is situated centrally in relation to
neighbouring nodes in the same cluster is representative of the node’s centrality.
The length of the transmission path largely determines the energy dissipation of
the node. When the chosen node possesses less transmission distance towards the
gateway, the energy consumption of the node is smaller [111]. The distance from
CH to the normal sensors is illustrated in the pseudo code in Algorithm 6.2 below.

Algorithm 6.2 Pseudocode of node centrality.

1: Input:

2. Sensor nodes in each cluster

3: Output:

4. Tentitave CHs in each cluster

5: Start

6: For j = 1:Clusters in network area
7.  SelectNode

8.  MinNodeDis = Communication Range

9: For i = 1: Nodes in cluster (s,)

10: Set NodesDistsSumto 0

11: If SelectNode =~ s;

12: If NodesDistsSum < MinNodeDis

13: MinNodeDis = NodesDistsSum

14: End

15: End

16: Find fpys = Minmum (MinNodeDis) as Tentitave CHs
17: End

This pseudo code enables tentative CHs to be selected from a group of sensor
nodes in the same cluster. The selection is based on the distance between the
nodes: those with a minimum distance to all the other sensor nodes, excluding
themselves, are selected as tentative CHs. Lines 7-8 demonstrate initialising each
sensor node in the cluster as selectNode for all input sensor nodes in the same
cluster, and MinNodeDist sets the maximum communication range between two
sensor nodes. For each selectNode the distance between the input node and all
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other sensor nodes in the same cluster (excluding itself) is computed. This is
demonstrated in lines 9-10. If the distance is smaller than the current minimum
distance for the selectNode, then the minimum distance for MinNodeDist needs
to be updated, as shown in lines 12-13.

Once these steps have been completed for all the sensor nodes in each cluster, the
objective function, fpys, identifies the sensor nodes with the minimum distance
from other sensor nodes in the same cluster and selects them as tentative CHs.

fons = Minmum (MinNodeDist) (6.1)

Additionally, the best CHs should support inter-cluster communication, whether
with the gateway or other CHs, to deliver data packets to the gateway; not all
tentative CHs necessarily communicate with the gateway or other CHs. This
research needed to control the distance between CHs capable of directly
communicating with the gateway, or other CHs through the selection of best CH
which reside at the minimum communication distance. Therefore, the second
objective function f -y of CMA-ES algorithm serves as the basis for the control
of distance and the selection of best CHs.

2. Minimum distance between the CHs and the gateway: First, each tentative
CH checks if it can connect directly with the gateway; if not, it will check the
distance between itself and other CHs closer to the gateway. The distance of the
transmission path determines the energy consumption of the node. For instance,
the CH requires more energy for data transmission when the gateway is situated
far from it. Thus, the sudden drop in a CH’s energy may occur due to higher
energy consumption. Hence, the node with a lesser distance from the gateway is
preferred during data transmission [111]. Equation (6.2) demonstrates the
objective function of distance between the gateway and the CH:

focy = Minmum (Tentative CH;, G,,) (6.2)

Where, the term dis(Tentitive CH;, G,,) represents the distance between
gateway (G,,) and tentative CH; in each cluster.

6.4.4 Communication Stage

Following the establishment of unequal clustering in the network area, two phases
forward data between the gateway and sensor nodes. In the first phase, intra-cluster paths
are enacted by direct communication as a single hop, where each member sensor node
in the cluster connects to its CH to transmit its respective data packets within the first
phase. In the second phase, graph-routing builds single-objective graph paths using the
CMA-ES between CHs for transmitting data packets to the gateway. This is
accomplished via multi-hop communication between them: these are inter-cluster paths.
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To save the energy of sensor nodes around the gateway and achieve balanced energy
consumption, a CH in any cluster can communicate directly with the gateway if it is
within its communication range, without the need to forward data packets through CHs
around the gateway.

6.5 Simulation Experiments

Sections 6.5 and 6.6 explain the setup of the simulation and present its performance
evaluation. Simulations were conducted using MATLAB. Fifty and 100 sensor nodes
were employed in order to verify the performance of the POE2E, POEng, and PODis,
under varying node densities and random deployment. Since each run of the simulation
presented a different deployment, with respect to the spatial distribution of the sensor
nodes, their performance metrics generated different values. Several simulations were
therefore conducted to verify whether the POE2E, POEnNg, and PODis, produced similar
performance levels over 15 random deployments, and to obtain statistical means for the
results. In this research, the performance of single-objective graph paths of the graph-
routing algorithms was measured by the PDR, TCE, average EIF, and EZ2ET,
respectively.

6.6 Evaluation of Results and Analysis

6.6.1 Data Packet Delivery Evaluation

As before, an essential criteria is used to evaluate the data packet delivery of the network:
the PDR. This is illustrated in Figure 6.3. The rate at which data packets are delivered to
their destination at the gateway reflects the efficacy of network communication between
sensor nodes in the network area and the gateway.

Figure 6.3 demonstrates that the single-objective graph paths of the graph-routing
algorithm, POE2E, POEnNg, and PODis, achieved high PDR results with a pre-set unequal
clustering topology as with a mesh topology. This indicates that more data packets
reached the gateway.
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Figure 6.3 PDR results of single-objective paths with pre-set unequal clustering.

The proposed method facilitated a decrease in the ratio of missing data packets and an
improvement in the data packet delivery of the entire network. This was expected
because the method mitigates node isolation, ensuring all nodes can communicate with
CHs to send their data packets to the gateway. It also applies path redundancy to provide
support in the event of a failure during the transmission process. Furthermore, the method
ensures the most effective CH in each cluster is selected. To guarantee that all sensor
nodes in the same cluster can communicate with the CH, the node in the centre of the
cluster is selected. In addition, the minimum distance from the CH to the gateway is
calculated to ensure data packets sent by the CH can reach their destination. These factors
explain the observed improvement in the data packet delivery of the network’s
communication.

6.6.2 Energy Consumption Evaluation

The performance of the proposed POE2E, PODis, and POEng with the IWDDR topology
were evaluated with respect to energy consumption in terms of both the TCE and the
average EIF of the energy balance.

The results revealed that the selection of the single-objective graph paths by the graph-
routing algorithm using IWDDR topology optimises the energy consumption of the
whole network (See Figure 6.4). This is in comparison to the total energy consumption
results exhibited by the mesh topology, where more energy was consumed as a result of
the increased number of hops along the path (See Chapter 5, Section 5.6.2, Figure 5.4).
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Figure 6.4 TCE results of single-objective paths with pre-set unequal clustering.

The proposed method promotes energy conservation by reducing the distance the data
packet travels. This is achieved by selecting the CH closest to the gateway and applying
node centrality. The method not only reduces total energy consumption, but also prevents
imbalanced consumption, which can generate a hotspot problem, as illustrated in Figure

6.5.
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Figure 6.5 EIF results of single-objective paths with pre-set unequal clustering.
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When compared with mesh topology, the single-objective graph paths of the graph-
routing algorithm with the IWDDR achieved an effective balance of energy
consumption. The standard deviation ratios of the residual energy for all the sensor nodes
in the POE2E, POEng, and PODis graph paths in the network had a lower EIF than that
achieved in the mesh topology (See Chapter 5, Section 5.6.2, Figure 5.5). This showed a
decrease of 18%, 20%, and 29%, respectively, in a 50-node density network and by 19%,
18%, and 33%, respectively, in a 100-node density network. It is evident, therefore, that
pre-set unequal clustering optimises the single-objective paths of the graph-routing
algorithm to achieve a balance in energy consumption between the sensor nodes in the
network area. This fulfils the objective of this research.

The proposed method utilises three techniques to attain the required balance in energy
consumption. First, the pre-set unequal clustering topology facilitates the single-
objective graph paths of the graph-routing algorithm to conserve the energy of the sensor
nodes located near the gateway. This is achieved by reducing overheads on these sensor
nodes. The second technique enables CHs which are not in the cluster adjacent to the
gateway to communicate with the gateway, if it is in their communication range. The
resulting efficient load balancing supports balanced energy consumption. Third, isolated
nodes in the static clusters are addressed by the creation of new clusters. This promotes
energy balance in the network area, as isolated nodes can have two effects on unbalanced
energy consumption in the network. If the gateway is within their communication range,
the nodes send their data packets directly to the gateway, requiring them to consume their
energy faster than other sensor nodes that already belong in clusters. Alternatively, if the
gateway is outside their communication range, the isolated nodes cannot communicate
with any CHs. Their inability to send their data packets reduces the data packet delivery
of network communication. In addition, the nodes keep their energy on while running
the network.

6.6.3 End-to-End Transmission Time Evaluation

An additional experiment was conducted to assess the performance of the proposed
approach in terms of the E2ET time; this is the time taken for a data packet to be sent
from the source sensor node to the gateway.

Figures 6.6 and 6.7 show the variation in the E2ET time of the three single-objective
graph paths of the graph-routing algorithm for a 10,000-round run of each algorithm
under 50 and 100 sensor nodes, respectively. Compared to mesh topology (See Chapter
5, Section 5.6.3, Figures 5.8 and 5.9), the CDF of E2ET time for the POE2E and the
PODis in the pre-set unequal clustering topology were between 3 and 13 ms in each
round. In general, this is slightly higher than the E2ET time obtained from a mesh
topology, where the E2ET results were between 4 and 12 ms for the POE2E and PODis.
This is due to the lower number of sensor nodes in the cluster surrounding the gateway,
causing congestion in the queue of data packets.
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Figure 6.6 E2ET results for 50-node of single-objective paths with pre-set

unequal clustering.
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Figure 6.7 E2ET results for 100-node of single-objective paths with pre-set

unequal clustering.

It is also worth noting that the POEng gave lower E2ET results in the pre-set unequal
clustering than the mesh topology. This was a result of the reduced number of hops
required in this topology. However, the POENg still exhibited higher transmission times
than other single-objective graph paths from the graph-routing algorithm. This is logical
due to the selection process applied in the proposed method. The source node focuses on
communicating with the gateway via the CH with the shortest distance to the member
nodes in its own cluster or with other more appropriate CHs. This reduces the number of
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hops as only a single hop is required when communicating intra-cluster. In addition, the
CHs can communicate directly with the gateway if it is in their communication range.
Finally, each CH can communicate with other CHs in the direction of the gateway.

6.7 Performance Comparison

This section is divided into two sub-sections. Section 6.7.1 compares the results of
single-objective graph paths with mesh and pre-set unequal clustering to determine if
changing the topology has an impact on the results. Section 6.7.2 compares the results of
single-objective graph paths with pre-set unequal clustering and the results of a multiple-
objective graph path that is BGR-ES with mesh topology. The aim of this comparison is
to identify the best graph paths of the graph-routing algorithm according to the IWSN’s
requirements in WirelessHART networks.

6.7.1 Performance Comparison of Single-Objective Graph Paths with
Different Topologies

This section compares the effect of the mesh topology and the IWDDR topology on the
performance of the three single-objective graph paths, POE2E, POEng, and PODis, of
the graph-routing algorithm. Their effectiveness was measured in terms of data packet
delivery, balance of energy consumption, and transmission time. The results are
illustrated in Table 6.1.

Table 6.1 Performance comparison of single-objective graph paths with

different topologies.

Graph Paths POE2E POENg PODis
Topology Mesh IWDDR Mesh IWDDR Mesh IWDDR
Packet 98% 99% 98% 99% 98% 99%

Delivery Ratio
Balance energy|

Ratio 69% 88% 61% 81% 34% 66%
Transmission | Between 4 |Between 4 to| Between 12 |Between 3 to|Between 4 to|Between 3 to
Time to 11 ms 13 ms to 72 ms 31 ms 12 ms 13 ms

The performance analysis revealed the following key findings:

e The POEZ2E graph path using unequal clusters enhanced the balancing of energy
consumption between sensors in the network area by 19% compared with mesh
topology. This graph path was also judged to be the most effective in terms of energy
balance when compared to other single-objective graph paths. It slightly
outperformed POENg in both topologies, and outperformed PODis with mesh
topology and the IWDDR topology by approximately 34% and 22%. Furthermore,
the POE2E graph path using the IWDDR topology achieved convergent results for
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mesh topology in terms of data packet delivery and E2ET time. It therefore ensured
communication data packet delivery while reducing delay in both topologies.

e It is interesting to note that the POEng graph path using the IWDDR topology
improved the energy balance of the network by approximately 19% compared to the
mesh topology. Moreover, the E2ET time was significantly reduced. This was a
result of the decrease in hops engendered by focusing on graph paths between CHs.
In comparison with the PODis, the POEng with mesh topology and the IWDDR
topology achieved a superior balance of energy consumption, showing an increase
of approximately 27% and 15%, respectively. Because POENg is dependent on the
maximum residual energy of the sensor node in the next hop along the graph path,
while PODis chooses the next node to which the data packet is sent — selected
according to its distance along the path, with the minimum distance being the
deciding factor. Consequently, the same sensor nodes may be selected multiple
times, particularly those located closest to the gateway. It is for this reason that the
PODis is the graph-routing algorithm’s single-objective graph path with the least
balanced energy consumption.

e The PODis graph path with the IWDDR topology, comparable to the mesh topology,
ensures data packet delivery and reduces transmission time in the network. Even
though it was the least effective in terms of balancing energy consumption between
sensor nodes in the network area, it improved energy balance by approximately 31%
compared to mesh topology. This is because, with mesh topology, any sensor node
around the gateway could be selected as the next hop in the PODis graph path,
resulting in all sensor nodes around the gateway contending with increased energy
consumption compared to other sensor nodes in the network. However, with the
IWDDR topology, it is just the CHs around the gateway that are overburdened,
while other SMs within the clusters save their energy, resulting in an increased
energy balance in this topology.

6.7.2 Performance Comparison of Single-Objective Graph Paths with
IWDDR to the BPGR-ES with Mesh Topology

After the three single-objective graph paths (POE2E, POEng, and PODis) proved
effective with the IWDDR topology in terms of balanced energy consumption, as
evidenced in subsection 6.7.1, the present section aims to compare their performances
with the IWDDR topology to the performance of the multiple-objective graph path
BPGR-ES, which utilises a mesh topology. As illustrated in Table 6.2, the comparison
focused on the achievement of the IWSN requirements of data packet delivery, balance
of energy consumption, and transmission time.
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Table 6.2 Performance comparison of single-objective graph paths with

IWDDR to the BPGR-ES with mesh topology.

Graph Paths BPGR-ES POE2E POENg PODis
Topology Mesh IWDDR IWDDR IWDDR
i 0,
Packet D-ellvery 99% 99% 99% 99%
Ratio
0,
Balance energy 85% 88% 81% 66%
Ratio
Transmission Between 4 to Between 4 to Between 3 to Between 3 to
Time 21 ms 13 ms 31 ms 13 ms

It is apparent from Table 6.2 that the pre-set unequal clustering topology has effectively
enhanced the performance of the single-objective graph paths POE2E and POEng. An
explanation for this is that the results of the single graph paths in this type of topology,
and the multiple-objective graph path of BPGR-ES in mesh topology, converged in terms
of data packet delivery and energy consumption balance between the sensor nodes in the
network area. However, in terms of transmission time, the combination of POE2E with
a pre-set unequal clustering topology outperformed the BPGR-ES, although the
performance of the BPGR-ES remained within the required transmission time range for
industrial automation [23]. The single-objective graph path POENg still experienced high
E2ET time compared with the single-objective graph path POE2E and the multiple-
objective graph path BPGR-ES. This is logical due to the next-hop selection process of
these graph-routing paths. The next sensor node in a POENng graph path is selected based
on its amount of residual energy, and in a PODis graph path, it is selected based on the
shortest distance. This creates a queue of sensor nodes with these characteristics, causing
congestion and increasing transmission time.

The purpose of this thesis is to identify the best WirelessHART graph-routing strategy
to achieve a balance between the IWSN requirements that this thesis focused on. The
data in Table 6.2 enables the graph paths of the graph-routing algorithm to be ranked
according to their performance. The highest-performance graph path, successfully
balancing all IWSN requirements, was realised by POE2E combined with pre-set
unequal clustering. This was closely followed by the BPGR-ES graph path. This attained
similar results to POE2E save for a slightly longer transmission time, although this still
remained within the strict transmission time requirements of IWSN applications. These
results indicate, therefore, that in IWSN applications that are time-bound and critically
sensitive to delay, such as factory automation, and automotive and aerospace
applications [23], the POE2E graph path combined with pre-set unequal clustering is
superior to the BPGR-ES multi-objective graph path. The third graph path to successfully
balance the IWSN requirements was POEng combined with pre-set unequal clustering.
This achieved a better energy consumption balance than PODis, which is considered the
least likely graph path to achieve a balance between IWSN requirements.
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6.8 Summary

This chapter examined how a pre-set unequal clustering topology, Improved
WirelessHART Density Controlled Divide-and-Rule (IWDDR), affects the performance
of single-objective paths of graph-routing (POE2E, POENng, and PODis). Particularly
with regard to the balance of energy consumption. In addition, the WDDR topology was
improved by reducing the isolated node problem in the WDDR topology, and then using
CMA-ES to select the best CH for each cluster.

Using the above optimisation method, it was discovered that single-objective graph paths
for graph-routing with the IWDDR topology outperformed the mesh topology of these
paths in PDR, and therefore significantly improving the network’s performance and data
transmission efficiency. Even though E2ET performed better in the POE2E and PODis
mesh topologies, it was best in the POEng topology with pre-set unequal clustering than
in a mesh topology. Furthermore, the TCE decreased, which was achieved by reducing
the length of data packet transmission and applying pre-set unequal clustering in order
to enhance the balance of energy consumption within the cluster and between clusters.

Chapter 7 draws together the overall conclusions of the thesis and suggests future
research directions.
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Chapter 7

Conclusion and Future Research Works

7.1 Overview

This concluding chapter will summarise the key research findings in relation to the
research aims and provide recommendations for future work. Section 7.2 presents the
conclusion of this thesis’ contributions, and in Section 7.3, the thesis statement is
revisited. Section 7.4 presents several directions for future work derived from the
limitations and possible extensions of this research.

7.2 Research Contributions

This thesis has focused on enhancing the performance of existing IWSN standards in
terms of balancing energy consumption, increasing data packet delivery, and reducing
End-to-End Transmission (E2ET) time. The research has centred on the premise that this
can be achieved through improving the network topology and addressing the challenges
of establishing effective graph paths in the graph-routing algorithm, which is the main
routing method in existing standards. This research has applied the characteristics of
WirelessHART, the global standard for IWSNSs, to setup a simulation environment for
the network. Furthermore, two techniques have been employed to enhance the
performance of WirelessHART networks under centralised management.

The main contributions of this thesis are summarised in the following points:

e First, a class of clustering techniques known as unequal clustering has been
implemented to examine the effect on the performance of basic graph-routing
algorithm when changing the WirelessHART network topology (Section 4.5).
The aim of this technique was to address the hotspot problem, and thus enhance
energy consumption balance between the sensor nodes in the network area. The
pre-set, unequal clustering that has been proposed as a solution is known as
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WirelessHART Density-Controlled Divide-and-Rule (WDDR). The construction
of static clustering by the WDDR topology is determined by the location of the
gateway and the size of the network area. Once the wireless sensor nodes are
deployed, a Cluster Head (CH) is selected within each cluster. This selection is
determined by the maximum remaining energy of the sensor nodes in that cluster.
In the WDDR topology, the basic graph-routing algorithm of WirelessHART
aims to reduce the number of hops on the communication paths being built
between the CHSs. This increases the data packet delivery of the network and
reduces the overheads on the sensor nodes around the gateway, thus balancing
energy consumption.

Three types of network topology have been tested by the graph-routing algorithm
of the WirelessHART network in the simulation environment, and their
performance has been compared and evaluated (Section 4.7). The topologies
comprised mesh, which builds graphs between all sensor nodes; WDDR, which
constructs graphs between CHs; and EEUC [131], which also builds graphs
between CHs. Despite an isolated nodes phenomenon being observed in the
WDDR topology, the findings indicate that unequal clustering techniques deliver
superior results for graph-routing compared to the mesh topology, with regard to
total energy consumption, balancing energy consumption between the sensor
nodes in the network area, and the data packet delivery of the network. This
promotes an increase in the lifetime of the WirelessHART network.

e Second, an optimisation technique using a metaheuristic algorithm known as the
Covariance-Matrix Adaptation Evolution Strategy (CMA-ES) has been
implemented. This enables the graph-routing algorithm to construct graph paths
based on the IWSN’s requirements. Using this technique, four contrasting
approaches were undertaken to build the graph paths of the graph-routing
algorithm. Three of these approaches are based on single-objective functions, and
one is based on multiple objectives (Section 5.3). The single-objective graph-
routing approaches have the following acronyms: POE2E, POEng, and PODis.
The multiple objective approach is known as BPGR-ES.

These approaches were tested in the WirelessHART network with mesh
topology. In this topology, each sensor node has multiple neighbour nodes in the
direction of the gateway. This enables path redundancy to be exploited, leading
in turn to an increase in data packet delivery. However, each proposed graph-
routing approach has a different objective:
e POEZ2E aims to build a graph path with the lowest transmission time,
thereby reducing total energy consumption and E2ET time.
e POENg aims to build a graph path with the highest residual energy for each
sensor node along the path, thereby increasing data packet delivery.
e PODis aims to build a graph path with the shortest possible distance,
reducing total energy consumption and E2ET time.



7.2 Research Contributions 128

e BPGR-ES aims to build a graph path that achieves a balance between the
three graph paths above and a balance of energy consumption between
sensor nodes in the network area. This balance energy consumption, reduce
total energy consumption and E2ET time, and increase data packet delivery.

To evaluate and compare the performance of the graph-routing algorithms, as
seen in Section 5.6, the simulation environment implemented graph paths for
POEZ2E, POENng, PODis, and BPGR-ES of the graph-routing algorithm. It also
implemented ELHFR [15] and EBREC [20], two relevant, state-of-the-art graph-
routing algorithms. Considering the given scenarios and simulations performed,
all proposed graph paths presented high data packet delivery in the uplink graphs
due to ensuring path redundancy. Compared to the two state-of-the-art graph-
routing algorithms, BPGR-ES achieved a balance in energy consumption
between the sensor nodes in the network area. In contrast, the single-objective
graph paths and the ELHFR produced a decrease in the ratio of balanced energy
consumption. The graph paths POE2E, POENng, and PODis, therefore, exhibited
an imbalance in energy consumption when operated in the WirelessHART
network with the mesh topology. However, the BPGR-ES, POE2E, and PODis
succeeded in reducing the E2ET time more than the other graph-routing
algorithms. The POENg, on the other hand, increased the E2ET time significantly
due to the increased number of hops along this graph path.

e Third, the three single-objective graph path approaches were applied using a pre-
set unequal clustering topology to examine how effectively energy consumption
could be balanced in this topology. These clusters were created using a pre-set,
unequal clustering algorithm known as IWDDR (Section 6.4). This is based on
the WDDR topology but mitigates the issue of isolated nodes, thus ensuring all
sensor nodes in the network area can communicate with the gateway or other
sensor nodes. In addition, the CMA-ES algorithm is exploited to select the best
CH in each static cluster. The graph paths POE2E, POEng, and PODis were
implemented using IWDDR topology in the simulation environment with
different network densities to evaluate their performance (Section 6.6). In
comparison to the mesh topology, pre-set unequal clustering enabled the POEZ2E,
POENg, and PODis to achieve a balance in energy consumption between the
sensor nodes in the network area, and a slightly increased data packet delivery.
Furthermore, POE2E and PODis maintained comparable E2ET times to the mesh
topology, while a clear decrease in E2ET time was achieved by the graph path of
the POENg.
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7.3 Thesis Statement Revisited

In this section, the thesis statement is repeated from Section 1.3, while the remainder of
this section provides recommendations to enhance the performance of the graph-routing
algorithm of the WirelessHART network. The thesis statement is restated as follows:

This thesis asserts that by changing the topology of the WirelessHART network based on
the cluster technique, using optimisation techniques to construct more efficient graph-
routing paths, and exploiting path redundancy, the performance of graph-routing can be
significantly improved in terms of data packet delivery, balanced energy consumption,
and transmission time. Furthermore, it can achieve a balance between these
requirements.

Following an analysis of the proposed paths applied by graph-routing in the
WirelessHART network, using either a mesh or pre-set unequal clustering topology, this
thesis makes the following recommendations for designing an effective IWSN in real
industrial environments: The most effective graph path of the graph-routing algorithm,
in terms of both performance and design, is the BPGR-ES multiple-objective graph path
with the basic mesh topology of the WirelessHART network. This recommendation is
based on two conclusions. First, its ability to achieve an effective balance between the
IWSN’s requirements in terms of data packet delivery, energy consumption balance, and
E2ET time. Second, it utilises minimal computation processes at both the sensor nodes
and the network area, resulting in improved resource utilisation and reduced energy
consumption.

However, in oil and gas smart factories, WirelessHART networks may be used to
monitor and control various processes, including pipeline and wellhead monitoring. For
example, in pipeline monitoring, wireless sensor nodes may be used to measure the
pressure, temperature, or flow rate of fluid inside the pipeline. If there is a leak, sensor
nodes can quickly detect it and transmit data to the NM, which can then take appropriate
action to prevent further damage [5], [158]. Therefore, in such applications, even a small
delay in the transmission of data could have serious consequences, such as increased
environmental damage, loss of product, and increased repair costs. Therefore, a POE2E
graph path with pre-set unequal clustering may outperform the BPGR-ES graph path,
particularly in such circumstances, due to its slightly lower transmission time. It is worth
noting, however, that the POE2E graph path may involve higher computation
requirements at the sensor nodes, owing to the additional tasks of electing CHs and
changing the network area topology of the WirelessHART network. This increased
computation may also result in a faster depletion of energy resources. Therefore,
designers of the IWSN should carefully consider these trade-offs and choose the most
appropriate graph path and topology for their specific application.



7.4 Recommendations for Future Work 130

Additionally, this thesis recommends avoiding using the shortest distance graph path
PODis of the graph-routing algorithm in centralised WirelessHART networks. Despite
its effectiveness in reducing the total energy consumption of the network and ensuring
data packet delivery, this path fails to achieve energy consumption balance in both mesh
and unequal clustering topologies. The primary drawback lies in PODis’s focus on the
sensor nodes around the gateway, resulting in higher energy consumption for these nodes
compared to other sensor nodes in the network area. This imbalance of energy
consumption in the centralised network between the sensor nodes in the network area is
a significant concern due to the hotspot problem that affects the overall performance
efficiency of the network.

In conclusion, the research suggests that the use of clustering and optimisation
techniques can improve graph-routing algorithm performance of WirelessHART
networks, especially in centralised management networks, the 110T, and in Industry 4.0
protocols. These techniques promote more effective resource utilisation, improved
network efficiency and scalability, and more robust and flexible routing solutions.
However, the effective implementation of these techniques requires a thorough
evaluation and simulation process to be undertaken for each standard and application.
This is because the requirements and constraints of each standard and application may
differ, and the use of clustering and optimisation techniques may not always result in
improved performance. In addition, it is important to consider such factors as the
computational complexity, the cost of implementation, and the scalability of these
techniques when evaluating their feasibility for a particular standard or application.

7.4 Recommendations for Future Work

7.4.1 POEZ2E, POENng, PODis, and BPGR-ES Evaluation

The research in this thesis focused on the characteristics of WirelessHART and compared
graph-routing performance in two topologies: mesh and cluster. Further research should
be undertaken to evaluate the performance of the four different paths of the graph-routing
algorithm with other IWSN standards, such as ISA 100.11a. This evaluation may involve
other topologies, such as star, tree, ring or cluster, as well as various scenarios.
Furthermore, it is feasible to conduct experiments in real-world industrial applications,
thus providing valuable insights into the graph-routing algorithm’s performance.

7.4.2 IWSN Standards

An important area for future research, and one that would be extremely valuable to
researchers in a IWSN field, would be the creation of an IWSN standards simulator that
implements the full OSI reference model. This could be used as a reference tool to
evaluate and validate proposed algorithms in the domain of industrial monitoring and
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control. Although [38] implemented the WirelessHART network in a NS-2 simulator, it
is currently experiencing technical difficulties due to compatibility issues with recent
Linux and NS-2 releases. The implementation of a full OSI model simulator for IWSN
standards would give researchers an alternative to expensive testbeds, thereby enabling
the performance of IWSN algorithms to be comprehensively evaluated.

7.4.3 Future Directions

With the goal of enhancing the efficacy of the routing algorithm in IWSNSs, this sub-
section discusses a number of challenges and unresolved issues that may provide three
directions for future research.

e Real-time and critical data: The handling of real-time and critical data in
IWSNs presents a significant challenge that could be addressed by further
research [159]. The aim would be to create routing algorithms that can provide
the delivery of real-time and critical data with minimal latency and maximum
data packet delivery. A variety of techniques could be explored to achieve this,
including prioritising real-time and critical data traffic, implementing fault-
tolerant routing strategies [160], and enhancing network scalability to
accommodate high traffic demands. Efficient handling of real-time and critical
data is crucial for critical industrial automation applications, such as oil
refineries, where delays or inaccuracies in data collection can impact process
control, product quality, and safety [161]. Further research in this area could
contribute to reliable and efficient operation of IWSNs in challenging
environments.

e Security issues: Security is a major concern in IWSNs as sensor nodes may be
vulnerable to a range of security threats [3]. For example, eavesdropping is where
an attacker intercepts and listens to the communication between sensor nodes
[162]. Tampering is where an attacker modifies or corrupts the data packets being
transmitted [163]. Whereas Denial of Service (DoS) is where the normal
functioning of the network is disrupted by being overwhelmed with traffic [164].
In a Sybil attack, the attacker creates multiple fake identities to gain control over
the network [165]. A Man-In-The-Middle (MITM) attack is where the
communication between two sensor nodes is intercepted and manipulated [166].
Attacks such as these pose a significant threat to the functionality and security of
IWSNSs. Future research could, therefore, focus on developing secure graph-
routing algorithms that can guarantee the confidentiality and integrity of
transmitted data packets in the network. This could be achieved by integrating
cryptographic techniques such as encryption and digital signatures, and by
implementing secure routing protocols that can detect and defend against distinct
types of attacks, such as eavesdropping, tampering, and malicious nodes.
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Quiality of Service (QoS) requirements: IWSNs often have strict requirements
in terms of QoS, including delay, data packet delivery, and energy efficiency. For
example, in a smart grid system, IWSNs are used for monitoring and control of
various components, such as power generation sources, distribution substations,
transformers, and power consumption points [11]. In the context of a smart grid
system, IWSNs need to meet strict QoS requirements in terms of low delay, high
data packet delivery, and energy efficiency to ensure reliable and efficient
operation of the grid. Failure to meet these QoS requirements can lead to
operational inefficiencies, incorrect decisions, and potential risks to the stability
and data packet delivery of the power grid. Meeting these requirements can be a
challenging task, particularly when trade-offs between different objectives need
to be considered. Future work could focus on developing graph-routing
algorithms in IWSNs that can address these trade-offs while simultaneously
affording multiple QoS objectives. One approach would be to explore alternative
optimisation techniques, such as GA [77], PSO [69], or ACO [71], to balance
conflicting objectives and provide a solution that meets the desired QoS
requirements. These optimisation techniques would need to maintain overall
performance by exploring a large solution space and by finding the most effective
solution contingent on a set of predefined criteria. An alternative approach could
be to develop optimisation algorithms that can adjust routing paths according to
changing network conditions and QoS requirements. This would enable IWSNs
to provide flexible and adaptable QoS provisioning, while simultaneously
maintaining performance and stability.
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Appendix A

A.1 Test Optimisation Techniques

To improve the performance of the graph-routing algorithm used in IWSNSs, this research
sought to identify and implement the most effective optimisation technique. This was
achieved by testing the performance of 18 optimisation algorithms against eight common
objective functions and datasets. The optimisation objective was to improve accuracy
and minimise transmission time. The test, therefore, focused on two criteria: the results
of the objective functions (cost functions) and the number of iterations required to reach
the final results. In this test, all cost functions with a fixed final result of zero were
selected; this enabled the number of iterations required by the optimisation algorithm to
be ascertained. The tests conducted in the MATLAB simulator depended on the two
datasets outlined below:

e Surjanovic, S. & Bingham, D. (2013). Virtual Library of Simulation
Experiments: Test Functions and Datasets. From http://www.sfu.ca/~ssurjano.
e Mostapha Kalami Heris, (URL.: https://yarpiz.com), Yarpiz, 2015.

In addition, as they are widely used for testing optimisation algorithms, the following
functions were selected [127]:

1. Sphere Function:
f(x) = ?zlxizi
The function is usually evaluated on x; € [—5.12,5.12]

2. Ackley Function:

da

d
f(x) =—aexp| —b |1 Z x? | —exp (%Z cos(cxi)> +a+exp (1),

i=1

The function is usually evaluated on x; € [—32.768,32.768]
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3. Griewank Function:

fx) = Zﬁtgio B ﬁcos (%) +1,

i=1

The function is usually evaluated on x; € [-600,600]

4. Rastrigin Function:

d
f(x) = 10d + Z[xf — 10cos (27x,],
i=1
The function is usually evaluated on x; € [—-5.12,5.12]

5. Rotated Hyper-Elliposoid Function:

d i
f(x) = Z Z sz ,The function is usually evaluated on x;
i=1j=1

€ [-65.536,65.536]

6. Sum of Different Powers Function:

d
flx) = Z"‘flz , The function is usually evaluated on x; € [—1,1]
i=1

7. Sum of Different Powers Function:

d
fx) = z ix?, The function is usually evaluated on x; € [—10,10]

i=1
8. Zakharov Function:

d

d d
Flx) = Z X2+ (; 0.5ix,)% + (; 0.5ix,)",

=1
The function is usually evaluated on x; € [—5,10]

Where all the objective functions above have a global minimum result of zero, f(x) =
0. The decision variables that are lower bound and upper bound in each optimisation
algorithm are denoted by x;. To ensure fair testing, all optimisation algorithms were
given the same maximum permitted number of iterations, which was set to 1000. This
was considered sufficient to permit a fair evaluation of the efficiency of the algorithm.

The optimisation algorithms that were tested were metaheuristic. These were [167]:
Particle Swarm Optimisation (PSO), Binary and Real-Coded Genetic (BRCG),
algorithm, Artificial Bee Colony (ABC), Firefly Algorithm (FA), Bees Algorithm (BeA),
Invasive Weed Optimisation (IWO), Teaching-Learning-Based Optimisation (TLBO),
Shuffled Frog Leaping Algorithm (SFLA), Harmony Search (HS), Differential Evolution
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(DE), Shuffled Complex Evolution (SCE-UA), Bees algorithm (Probabilistic) (BeP),
Imperialist Competitive Algorithm (ICA), Biogeography-Based Optimisation (BBO),
Covariance Matrix Adaptation Evolution Strategy (CMA-ES), Cultural Algorithm (CA),
MoathFlame Algorithm (MFA), and real-coded Simulated Annealing (SA).

A.2 Test Simulation Results for the Selected
Optimisation Algorithms

Table 7.1 presents the simulation results for the 18 optimisation algorithms tested against
the eight selected objective functions. If the result of the Cost Function (CF) equals 0,
this indicates that the optimisation algorithm attained the global minimum result. The
number of iterations required to reach the final result can, therefore, be used to define
the speed of the algorithm.

As shown in Table 7.1, the PSO, BRCG, TLBO, DE, and CMA-ES algorithms, produced
the most successful results. Out of all these optimisation algorithms, the CMA-ES proved
more accurate: it achieved the best results with all CFs and reached the global minimum
result in less than 1000 iterations. The PSO, BRCG, TLBO, and DE algorithms, on the
other hand, failed to reach the final result with the Ackley function. Furthermore, the
CMA-ES algorithm required fewer iterations to find the best solution than the other
optimisation algorithms. For example, the CMA-ES with the Griewank function needed
51 iterations to reach the final solution, whereas the PSO, BRCG, TLBO, and DE
algorithms needed 92, 145, 66, and 74 iterations, respectively. Similarly, with the Sum
Squares function, the CMA-ES reached the final solution in only 466 iterations compared
to the PSO, BRCG, TLBO, and DE algorithms which needed 543, 659, 519, and 585
iterations, respectively. The CMA-ES algorithm was, therefore, adopted as the best
optimisation method for this research. A key reason for its selection was its ability to
consistently achieve effective results with different CFs.
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