University
of Glasgow

bl

Aversa, Marco (2024) Integration of physical prior knowledge in machine
learning imaging workflows. PhD thesis.

https://theses.gla.ac.uk/84415/

Copyright and moral rights for this work are retained by the author

A copy can be downloaded for personal non-commercial research or study,
without prior permission or charge

This work cannot be reproduced or quoted extensively from without first
obtaining permission in writing from the author

The content must not be changed in any way or sold commercially in any
format or medium without the formal permission of the author

When referring to this work, full bibliographic details including the author,
title, awarding institution and date of the thesis must be given

Enlighten: Theses

https://theses.gla.ac.uk/
research-enlighten@aglasgow.ac.uk



https://theses.gla.ac.uk/84415/
https://theses.gla.ac.uk/
mailto:research-enlighten@glasgow.ac.uk

Integration of Physical Prior Knowledge in

Machine Learning Imaging Workflows

Marco Aversa

Submitted in fulfilment of the requirements for the

Degree of Doctor of Philosophy

School of Computing Science
College of Science and Engineering

University of Glasgow

VIA VERITAS VITA

© Marco Aversa 2024






Contents

[List of Figures| v
[List of Tables| vii
Abstract viii
(I__Introduction 1
[LI_Thesiscontributions] . . . . . . . ... .. ... ... 2

2 Background and Related Works| 4
2.1  Scientific machme learning| . . . . . .. ... ... ... ... ... ... .. 4
[2.2  Differentiable modelling in imaging| . . . . . ... .. ... ... ....... 5
[2.2.1  Data models forimages|. . . . . . .. ... ... ... 6

[2.2.2  Bridging data models with deep learning| . . . . . .. .. .. ... .. 7

[2.2.3 Hidden technical debt in imaging| . . . . . .. ... ... ... ... 9

[2.2.4  Daifferential equationsasprior] . . . . .. . . ... .. ... .. .... 10

23 Generativemodelsl . . . . .. ... 10
R31 Diffusionmodels . . . ... ... .. 11

[2.3.2  Generate beyond theedges| . . . . . .. .. ... ... ... ..... 14

i



CONTENTS

CONTENTS

3 Data Models for Dataset Drift Control with Raw Images|

311

The status quo of dataset drift controls for images|

[3.1.2 Scope and limitation of the proposed methods|

B21

A data model forimages| . . . . .. ... ... .. ...

[3.2.2 The data modell

[3.2.3 Task models @]

[3.2.4  Raw dataset acquisition|

[3.3  Applications|

B3.1

Drift synthests| . . . . ... ... ... ... .. ...

4 Data-centric workflow based on raw images|

[5  DiffInfinite: Large Mask-Image Synthesis via Parallel Random Patch Diffusion| 52

[5.1  Synthetic data in medical imaging|

2 Infini

iffusion|. . . . ... L

[5.2.2  Semi-supervised guidance

523

Sampling| . . . . ... ... oo

[5.3  Training details|

il



CONTENTS CONTENTS

[5.3.1 Histological dataset|. . . . ... ... ... ... .. .......... 62

[5.4  Synthetic data visualisation| . . . . . . ... ..o o oo 63

D mMentl. . . . ... 65

[5.5.1 Traditional fidelity) . . . . . .. ... oo oo 66

[5.5.2  Domain experts” assessment] . . . . . . .. ... ... 73

[5.5.3  Synthetic data for downstream tasks| . . . . . ... ..o 000 75

4 nsiderations on memorization| . . . . . . .. ... ... L. 78

5.6 Discussion|. . . . . . . .. 78
6 Conclusions| 80
A Processing-based Data Model| 83
(A.l Datamodelsdetailsl . . . . ... ... ... 83
A2 Additonal Results|. . . . ... ... o oo 86
[A.2.1 Driftsynthesis| . .. .. ... ... ... ... ... .. ... 86
Bibliography 90

iv



List of Figures

2.1  Grey-Boxmodel|. . . . ... ... ... ... . oo 5
2.2 Inductive and learning biases| . . . . . . .. ..o o oL 0oL 7
23 Diffusionmodelideal . . . . . . ... ... 12
[2.4  Diffusion model embedding examples| . . . . . .. .. ... ... ... ... 14
[3.1  Schematic illustration of an optical imaging pipeline}] . . . . . . .. ... ... 19
[3.2  Drift synthesis processing pipelines examples.| . . . . . . ... ... ... ... 25
[3.3  Processed samples-labels examples.| . . . . . ... ... ... ... ...... 32
[3.4 Data model imaging setup| . . . . .. ... ... ... . oo 34
[3.5 Microscopy drift synthesis cross-validation experiments.| . . . . . . ... ... 36
[3.6  Drone drift synthesis cross-validation experiments.| . . . . .. ... ... ... 37

[3.7  Comparative overview of physically faithful data models & common corruptions| 39

[3.8  Drift forensics experiments.|. . . . . . . . ... L Lo 42
[3.9  Drift optimization experiments.|. . . . . . . .. ... 45
[3.10 Car segmentation under learned processing| . . . . . .. ... .. ... .... 46
[5.1 Examples of synthetic and real images.|. . . . . .. ... ... ... ...... 53
[5.2  DiffInfinite sampling method, . . . . . . .. ... .. ... ... ... ... 55
[5.3  Sampling speed comparison between DiftCollage and DiffInfimite} . . . . . . . 58




LIST OF FIGURES LIST OF FIGURES

[5.4 Hann window overlapping illustration.| . . . . . .. ... ... ... ... ... 61
[5.5 Generated 1images conditioned on the synthetic segmentation masks.| . . . . . . 64
[5.6  Mask guiding visualization.|. . . . . ... ... o0 0o 65
[5.7  Fraction of label appearance 1n the segmentation masks| . . . . . . ... .. .. 66
[5.8 Large content generation comparison|. . . . . . . . . ... ..o 67
[5.9 Inpainting examples with corresponding masks| . . . . . ... ... 68
[5.10 Proof of concept with mnpainting| . . . . . . ... ... ... ... ... ... 69
[5.11 High-resolution syntheticimage| . . . .. ... ... ... ........... 70
[5.12 Survey interface|. . . . . . . . . . .. L 74
[5.13 Surveyexample| . . . . . . . ... 75
[5.14 Surveyresults| . . . . . . . ... 76
[A.1 Microscopy drift synthesis, corruption severity 1. . . . . ... ... ... ... 87
[A.2  Microscopy drift synthesis, corruption severity S.| . . . . . .. ... .. ... 88
[A.3  Drone drift synthesis, corruption severity 1.| . . . . . .. ... ... ... ... 88
[A.4  Drone drift synthesis, corruption severity 5S.| . . . . . . . ... ... L. 89

Vi



List of Tables

[3.1 Methods comparison for dataset drift validation| . . . . . . . . .. .. ... .. 20

[3.2° Abbreviations of configurations of data model used 1n drift synthesis experiments| 24

[3.3  Summary of the training procedure for both task models.| . . . . . ... .. .. 30
[3.4  Summaries of the compositions of Raw-Microscopy and Raw-Drone| . . . . . . 35
(3.5 Drift optimizationresults| . . . . . ... ... L o oo 47
[5.1 Details of the parameters used for training| . . . . . ... ... ... ...... 62
[5.2  Details of the histological dataset| . . . . . . .. ... .. ............ 62
[5.3  Quantitative memorization metrics| . . . . . . . .. . e e e e e e 71
5.4 Quantitative validationresults| . . . . . . . .. ... oL 72

Zero-sh luation results of th nstream tasks| . . .. ... ... L. 76
[A.1 Ranking task models performance for different test pipelines| . . . . . . . . .. 86
|A.2 Task models performance with different test pipelines, microscopy| . . . . . . . 86
[A.3  Task models performance with different corruptions, microscopy| . . . . . . . . 86
[A.4  Task models performance with different test pipelines, drone| . . . . . . . . .. 87
[A.5 Task models performance with different test pipelines, dronef . . . . . . . . .. 87

vii



Abstract

In this thesis, we introduce several scientific machine learning methods to circumvent models’
data dependencies by bridging the gap between the physical insight about the acquisition data
process and the machine learning paradigms. The aim is to open neural networks’ black box
by combining it with a well-known forward process, the white-box model. Having access to a
well-defined white-box model, we can embed its information inside the network in order to obtain

a hybrid model where we partially know how it should respond.

Focusing on medical and aerospace imaging applications, we leverage sensor calibration
profile and image signal processing prior knowledge to develop three novel validation protocols
via a physically faithful differentiable model. Starting from the object, through the optics, to
the sensor, the entire imaging process is integrated into the machine learning workflow to detect
model failures and enhance model robustness. These novel methods extend model generalization
beyond classical techniques like catalogue testing or augmentation, bringing additional freedom

to the data and model explainability.

Guided by the principle of metrologically precise data handling, we designed a data-centric
machine learning workflow to emulate expensive satellite imaging payloads using more affordable
drone image data. The emulation mimics pixel distribution and the optical properties of the target
acquisition system, allowing an in silico model validation before launching the physical proto-
type. The experiments demonstrate the lowest resolution and signal-to-noise ratio necessary for
conducting a segmentation task on satellite data, offering the optimal range of optical parameters

where the model operates effectively.

While in medical imaging the acquisition process has a key role in making the model more
resilient to real-world application, it does not cover the out-of-distribution negative impact on
the downstream model due to missing data in sparsely annotated datasets. In this thesis, we
developed a generative framework based on diffusion models for the synthesis of lung cancer
tissue histological data. The model leverages the biological insight on the macroscopic cell
arrangement to guide the synthesis using new features from unlabelled data. We evaluated the
efficacy and fidelity of the generated content via a comprehensive data assessment and we explored

the potential of synthetic data for training on in-out house data.

viii



Chapter 1.

Introduction

Neural networks already have a huge impact on our world. The exponential growth of data and
computational resources allowed big companies to train and distribute large trained models to
many users. In the palm of a hand, a common user can acquire an image and detect every object
in it [101]], generate high-resolution images or videos from text [182} [176, 192, [1]], organise and
speed-up the work with large-language models. These models rely on large sets of annotated data
to cover every possible scenario, reducing the chance of deploying a robust model on unseen inputs.
Due to this data dependence, they are mainly applied to limited low-risk scenarios. However,
in most critical and sensitive applications, collecting data is expensive and time-consuming.
Indeed, producing new labels requires highly technical specialists interacting in a closed loop
with machine learning experts to generate an ideal dataset for training. Since the data do not
completely cover the input domain, deploying a data-driven model is unreliable in a real-world
scenario. In the absence of data, it is possible to incorporate domain-specific knowledge of the
mathematical and physical properties of the system into the model architecture or learning process.
Integrating the system forward model into the machine learning model can lead to significant
advancements. This approach results in more accurate and interpretable models that better reflect
the underlying physical processes. It also reduces the need for large amounts of training data,
consequently making it easier to train models on small or limited datasets. Additionally, this
integration leads to robust models, less likely to overfit or fail in situations where the system’s

dynamics change.

In Chapter 2] I provided an introduction to the foundational concepts for the following
chapters. This included a focus on key aspects of scientific machine learning algorithms, focusing

on differentiable and probabilistic models.

In Chapter 3 I explored the end-to-end imaging acquisition process, from the source to
the post-processed image. While data acquisition is rarely considered in the machine learning

workflow, in my work, I investigated how each element in the acquisition pipeline combined with



CHAPTER 1 1.1. THESIS CONTRIBUTIONS

the machine learning model can enhance the model’s resilience to different types of acquisition
systems. Additionally, developing models that can accurately predict and interpret the behaviour
of sensor and optics systems reduces the need for expensive prototype testing. The application
of these models has significant potential in fields such as remote sensing, autonomous driving,
aerospace imaging and medical imaging, where accurate and reliable sensing systems are essential

for real-world applications.

In Chapter [} I designed a physical emulation of a satellite imaging payload starting from raw
drone images. The synthetic data is used to establish tolerance boundaries in the parameter space,
validating model performance before prototyping the actual physical setup. The emulation has

been validated consistently with respect to the target sensor and optical calibration profile.

In Chapter[5] I designed and developed a generative framework which allows the generation
of arbitrarily large images with biological plausibility given a model trained on spatially localised
features. The synthetic data has been assessed through a survey with a team of domain experts

and quantitatively with fidelity and diversity metrics.

1.1 Thesis contributions

The material presented in chapters Chapter [3] [ and [5] is shared with the machine learning

community through these works:

e Chapter 3

— Oala L. Aversa M.*, Nobis G., Willis K., Neuenschwander Y., Buck M., Matek C.,
Extermann J., Pomarico E., Samek W., Murray-Smith R., Clausen C., Sanguinetti B.
Data Models for Dataset Drift Controls in Machine Learning With Optical Images.
TMLR, 2023.

— Qala L.*, Aversa M.*, Nobis G., Willis K., Neuenschwander Y., Buck M., Matek C.,
Extermann J., Pomarico E., Samek W., Murray-Smith R., Clausen C., Sanguinetti B.
Data Models for Dataset Drift Controls in Machine Learning With Optical Images.
ICML, Spurious Correlations, Invariance and Stability workshop, 2023.

— QOala L.*, Aversa M.*, Nobis G., Willis K., Neuenschwander Y., Buck M., Matek C.,
Extermann J., Pomarico E., Samek W., Murray-Smith R., Clausen C., Sanguinetti B.
Data Models for Dataset Drift Controls in Machine Learning With Optical Images.
ICML, Differentiable Almost Everything: Differentiable Relaxations, Algorithms,
Operators, and Simulators Workshop, 2023.

* equally contributed
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Contributions: Co-led the paper with Luis Oala who brought the team together, and managed
the structure of the work. I led and conducted the machine learning experiments in the

project, and played a key role in the conception, design, development and writing of the

paper.
e Chapter 4

— Aversa M., Malik Z., Geier P., Droz F., Upegui A., Murray-Smith R., Clausen C.,
Sanguinetti B. Data-centric AI workflow based on compressed raw images. 8th

International Workshop on OnBoard Payload Data Compression, 2022.

— Aversa M., Oala L., Clausen C., Murray-Smith R., Sanguinetti B. Physical Data
Model in Machine Learning Imaging Pipelines. NeurIPS, Machine Learning and the
Physical Science Workshop, 2022.

Selected as contributed talk.

Contributions: Led the project; involved in the design of the emulation process; ran all the

machine learning experiments.
e Chapter 5

— Aversa M., Nobis G., Higele M., Standvoss K., Chirica M., Murray-Smith R., Alaa
A., Ruff L., Ivanova D., Samek W., Klauschen F., Sanguinetti B., Oala L. DiffInfinite:

Large Mask-Image Synthesis via Parallel Random Patch Diffusion in Histopathology.
NeurIPS, Dataset and Benchmark track, 2023

Selected as spotlight.

Contributions: Led the project; designed and developed the generative framework; generated

the synthetic data; involved in the data quality and diversity validation.
e Other scientific contributions during the Ph.D. period which do not appear in this thesis.

— Mitton J., Mekhail S., Padgett M., Faccio D., Aversa M., Murray-Smith R. Bessel
Equivariant Networks for Inversion of Transmission Effects in Multi-Mode Optical
Fibres. NeurlIPS, 2022.

Contributions: Assisting with the formulation of the mathematical framework along with

its associated physical interpretation.

— Nobis G., Aversa M., Springenberg M., Detzel M., Ermon S., Nakajima S., Murray-
Smith R., Lapuschkin S., Knochenhauer C., Oala L., Samek W., Generative Fractional
Diffusion Models. NeurIPS Workshop on Diffusion Models, 2023.

Contributions: Supervised the project; contributing to the foundational ideas of the project.



Chapter 2.

Background and Related Works

2.1 Scientific machine learning

Scientific machine learning is a broad research area which covers a wide spectrum of methods
to reach the same goal. It is defined across research communities with different names, like
‘Simulation intelligence’ or ‘Physics-informed/infused machine learning’ but it always converges
to the same common denominator, guiding black-box machine learning models with a priori
information on the investigated system. These kinds of methods involve improving machine
learning robustness with respect to physical perturbations or they can be used for scientific
discoveries, by filling missing or unknown data. There are several strategies to embed physical
information in the machine learning workflow. This integration leads to a hybrid model, a
combination of the physical process (white-box) and neural networks (black-box). Working with
a grey-box can lead to several benefits (see Fig. [2.T)). With the classical information of the system,
we have partial control over the model and we can understand better the way it learns. Integrating
prior information with data-driven learning can reduce the computational complexity and the
amount of data needed to train. Indeed, this a priori insight can steer or constrain the learning
process to a real-world, more robust, consistent solution. With the recent wave of interest in
interpretability, researchers have developed methods for building these knowledge-driven neural
networks through two kinds of biases (see Fig. [2.2)): inductive bias and learning bias [[116]. The
inductive bias aims to embed the prior insight in the model architecture. The neural network is
built consistently with the physical law that describes the data. The white-box physical model
can be integrated into the neural network or can precede it. The learning bias instead constrains
the model to converge to a subset of solutions, either with a specific loss function or through a

multi-fidelity approach where the data is fed with simulation-based ones.
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Classical Programming Scientific Machine Learning Machine Learning

White-Box Model Grey-Box Model Black-Box Model

Simpler computations Physics-Informed Neural Networks High computational complexity
Causal effects NeuralODEs Data-driven model
Well-defined models Equivariant Neural Networks Fast inference
Model underlying physical behaviour Probabilistic Neural Networks Good approximations

Differentiable Modelling

Figure 2.1: A sketch of the grey-box model. The grey-box models combine the advantages of
both the black and white box models.

2.2 Differentiable modelling in imaging

Differentiable programming plays a central role in the domain of deep learning. Coupled with
with gradient-based optimization techniques, it is extensively employed across various scientific
machine learning applications to tackle complex problems involving systems with adjustable
parameters. This approach allows for the efficient computation of gradients necessary for training
models, thereby facilitating the tuning of parameters to optimize performance on specific tasks.
Given a parameterized linear operator ¢, : x € X — y € Y where X and Y are two vector

spaces, the gradient optimization process for the task L is achievable through

OL(y) _ dL(y) 9¢y(x) _
ox dy ox

0, 2.1)

where we used the chain rule and imposed the first derivative to zero to minimize the loss. We
can generalise the previous equation for a sequence of linear operators, giving a batch of m vector

as input
m—1
1 o
_Z V,L(x®", y9 ). 2.2
m 0 (x*,y ) (2.2)

During the learning phase, neural networks use these gradients for learning through optimization
algorithms such as ADAM or stochastic gradient descent (SGD) [[66]]. The process of information
propagation from the output back to the input, along with the updates of the weights 6, is referred
to as backpropagation. Despite the powerful capabilities of neural networks in learning complex
patterns, they are often criticized for being ‘black boxes’. This implies a lack of transparency in
how these models update their parameters during the learning process and how these updates
correlate to the specific tasks they are trained on. To address this issue, integrating known
parameterized forward models with neural networks offers a pathway to achieve partial control

over the model’s behavior. These forward models can range from sequential linear transformations,
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as in traditional signal processing, to the integration of differential equations representing physical
processes. By embedding these well-understood structures into the learning process, we can
gain a more interpretable and controlled approach to how neural networks operate and evolve,
providing a bridge between the robustness of machine learning techniques and the interpretability

of traditional modeling methods.

2.2.1 Data models for images

A key contribution of this thesis is the conceptualization and implementation of the image
acquisition process as a parameterized forward model. This endeavor involves not just a simple
application of deep learning techniques to image processing, but a fundamental rethinking of how
these processes interact and complement each other. A conventional camera captures raw data
through a Color Filter Array (CFA). The CFA consists of a matrix of color filters placed over
the image sensor. Each pixel collects light at a specific wavelength and the periodic mosaic of
filters that makes up the entire sensor differs by one manufacturer to another. Among the various
CFA patterns, the Bayer filter is the most prevalent. It arranges the color filters in a checkerboard
pattern that is 50% green, 25% red, and 25% blue. This configuration mimics the human eye’s
greater sensitivity to green light, aiding in more accurate luminance perception. The typical
Bayer pattern includes a row of alternating green and red filters and a row of alternating blue and
green filters. After capturing these raw Bayer images, a conventional camera then undergoes a
series of signal processing steps to transform these raw captures into fully reconstructed images.
This transformation is composed of multiple sequential stages, each with a specific role in the
enhancement and refinement of the image. A more detailed description of these transformations
can be found in Chapter [3] However, this multi-stage approach is not without its drawbacks. A
significant issue arises in the form of residual errors. As the image data passes through each stage
of processing, these errors accumulate, leading to a progressive degradation of image quality.
This phenomenon underscores a fundamental challenge in conventional image signal processing:
maintaining the fidelity of the final image despite the inherent imperfections introduced at each

processing stage.

While physically ‘data models’ of images have to the best of our knowledge not yet found
their way into the machine learning, they have been studied in other disciplines, in particular
physical optics and metrology. Perhaps, several works investigate deep learning architectures to
solve individual image signal processing’s transformations, like image denoising [239, 119, 108]]
or demosaicing [60, 49]. Other works employ end-to-end deep convolutional neural networks
to map raw to rgb images in one single step [225, [177/]. [238] propose a differentiable image
processing pipeline for the purpose of camera lens manufacturing. Their goal, however, is to

optimize a physical component (lens) in the image acquisition process and no code or data is
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Prior Neural Neural Prior
[Knowledge} [Network} Prediction Network | | Knowledge w

Knowledge Knowledge Neural —
Network
Neural . Data
Network Inductive Learning
Biases

Biases

Figure 2.2: (Left) Inductive biases. The prior knowledge is implicitly encoded in the model.
(Right) Learning biases. The prior knowledge drives the model learning method.

publicly available. Existing software packages that provide low-level image processing operations
include Halide [[174], Kornia [[179] and the rawpy package [202] which can be integrated with
Python and PyTorch code. We should also take note that outside optical imaging there are areas
in machine learning and applied mathematics, in particular inverse problems such as magnetic
resonance imaging (MRI) or computed tomography, that make use of known operator learning
[138,1377] to incorporate the forward model in the optimization [23]] or, as in the case of MRI,

learn directly in the k-space [266].

Raw image data Camera raw files contain the data captured by the camera sensors [12]. In
contrast to processed formats such as . jpeg or .png, raw files contain the sensor data with
minimal processing [243, 151, [127]. The processing of the raw data usually differs by camera
manufacturer thus contributing to dataset drift. Existing raw data sets from the machine learning,
computer vision and optics literature can be organized into two categories. First, datasets that are
sometimes treated - usually not by the creators but by users of the data — as raw data but which
are in fact not raw. Examples for this category can be found for both modalities considered here
[35.17,119,1133,1267]. All of the preceding examples are processed and stored in formats including
.jpeg, .tiff, .svs, .png, .mp4 and .mov. Second, datasets that are labelled raw data which
are raw. In contrast to the labelled and precisely calibrated raw data presented here, existing raw
datasets [38} 127, 2, [73] are collected from various sources for image enhancement tasks without

full specification of the measurement conditions or labels for classification or segmentation tasks.

2.2.2 Bridging data models with deep learning

Physically-fainthful image emulation The raw data captured by imaging devices is subject
to a range of physical perturbations, like shot noise given different illumination, thermal noise

depending on the sensor or different optical components. These perturbations, once introduced,
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tend to amplify as they pass through the image processing forward model. This exponential
propagation results in a diverse array of processed images, each bearing the cumulative impact
of these initial variances. The synthesis of these realistic variations in computer vision is often
done by applying augmentations directly to the processed data, e.g. a . jpeg or .png image.
Hendrycks et al. [76]] have done foundational work in this direction developing a practical,
standardized benchmark. However, there is no guarantee that noise added to a processed image
will be physically faithful. This is problematic, as nuances matter [43]] for assessing the cascading
effects data models have on the task model downstream [9, [197]]. For the same reason, the use of
generative models [62] like GANs has been limited for test data generation as they are known to
hallucinate visible and less visible artifacts [34,201]. Other approaches, like the WILDS data
catalogue [14, [103]], build on manual curation of so called natural distribution shifts, or, like
[221], on artificial worst case constructions. These are important tools for the study on how these
perturbations affects deep learning models, especially those that are created outside the camera

image signal processing.

In the absence of explicit differentiable data models and raw sensor data, the shared limitation
of catalogue approaches is that metrologically faithful data synthesis is not possible and the data

generating process cannot be granularly studied and manipulated.

Adversarial failure detection Adversarial attacks have emerged as a useful tool for probing
the understanding and robustness deep learning models. These attacks involve manipulating
images with small perturbations to fool downstream machine learning models. However, as
described above, processed images are already affected by several systematic errors. This means
that an adversarial perturbation for a specific camera is not resilient to different sensors and image
signal processings. Phan et al.[[1635] investigated this problem with a differentiable raw processing
pipeline, propagating the gradient information back to the raw image. The signal is used for
adversarial search. In their work, they optimize adversarial noise on a per-image basis in the raw
space. In Chapter 3] we explore adversarial perturbations from a different perspective. Differently
from Phan et al, we modify the parameters of the data model itself in pursuit of harmful parameter
configurations. The goal is not simply to fool a classifier, but to discover failure modes and
susceptible parameters in the data model that will have the most influence on the task model’s

performance.

Data processing optimization An explicit and differentiable image processing data model
allows joint optimization together with the task model. This approach has already shown promising
results in the field of radiology imaging. Pioneering works like [183)1224, [136] have utilized this
methodology, although the primary focus in these studies is on optimizing sampling patterns.

For optical data, a parallel line of research has been exploring the role of inductive biases in the

8
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image acquisition process. Jaroensri et al. [90] involved a parameterized pipeline to achieve better
denoising on the image. Perhaps, they start from .jpeg processed images, they undo only the
gamma compression and they apply the forward model on that linear image. In that case, most
of the processing transformations still affect the output result. Tseng et al. [238] optimised the
optical compound in tandem with software and hardware image signal processing. This approach,
they demonstrated, enhances visual detail across various fields and surpasses traditional pipelines.
The same result is classically achieved in over a month of work by expert designers using Zemax.
They train a neural network to map from the optical parameters to the point spread functions
PSFs. In contrast to this thesis, they decomposed the optical model the system in small end-to-end

blocks, while our gradient flows backward through an optical forward model.

2.2.3 Hidden technical debt in imaging

The machine learning life cycle refers to the process and stages involved in developing, deploying,
and maintaining machine learning models for real-world applications. When an ML model goes

into production, we need to investigate the whole infrastructure around it.

For more than a decade, researchers have primarily focused on designing ML models to
achieve the highest accuracy on benchmark datasets like MNIST, ImageNet, or CIFAR. In a
pioneering move toward a data-centric approach, [206] established a significant milestone in
this field. They asserted that designing the ML. model constitutes only a small part of the ML
deployment and maintenance pipeline. They claimed that designing an ML model is a small part of
the whole process, introducing an hidden technical debt in the ML deployment and maintainance
workflow. Data cleaning and normalisation become essential, highlighting the need to investigate

more on the data collection than the model architecture.

Even after six years, [198] still claimed that ’everyone wants to engage in model work rather
than data work’. This underscores the prevailing inclination towards model-centric activities over
data-centric ones. Nevertheless, this observation highlights the increasing importance of focusing

more on data, especially in complex ML applications.

An example of hidden technical debt can be highlighted in medical imaging. Training model
on data from a single hospital can lead to significant challenges when attempting to evaluate the
same model to data from another hospital. This discrepancy primarily arises due to variations
in data collection protocols, staining procedures, and imaging equipment between institutions.
Such differences can lead to discrepancies in image characteristics, which, if not accounted for,
may result in a model that performs well in its training environment but poorly when deployed
elsewhere. This scenario underscores the critical importance of incorporating a diverse dataset

during the training phase that reflects the potential variability in clinical environments. By doing

9
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so, the model can be more robust and generalizable, thereby enhancing its utility across different

hospitals without the need for extensive retraining or adjustments.

In this data-centric perspective, scientific machine learning offers a novel solution for ML
deployment pipelines. It allows for the integration of physical concepts within both model
development and data preparation stages. This integration enhances the model’s resilience to

different cameras, making long-term maintenance more manageable.

2.2.4 Differential equations as prior

Even if in this thesis we consider forward processes composed by reversible/irreversible operators,
it is worth mentioning that the differential equation which describes the motion of a system
is widely used to guide the learning process in physics applications. For a given complex
system, solving the differential equation is challenging from a mathematical point of view and
computationally expensive with Monte Carlo simulations. Neural networks can be used to
facilitate this process and infer the dynamics. Physics-informed neural networks constrain the
output to satisfy the differential equation via the loss function [175]]. This hard constraint on the
solution, allows the network to infer the dynamics of the system given the initial conditions, with
a small error depending on how much accurate the differential equation describes the physical
system. In a similar way, Lagrangian and Hamiltonian neural networks preserve the energy
conservation of the system, inferring the next states in the phase space of a system [237, [37]].
On the other hand, Neural ODEs take the dynamics and estimate the solution of the differential
equation without having knowledge of the system [31]]. This kind of architecture can enhance
the scientific discovery given input/output data. While these techniques employ neural networks
as dynamics solvers, in this thesis we investigate how to jointly combine the network and the

forward model in a unique differentiable model.

2.3 Generative models

Generative models are a class of neural networks which aim to learn and reproduce the true data

distribution X starting from simpler distributions Z

g 2> X. 2.3)

In the last decade, different generative models have been introduced to overcome the necessity

to resemble complex dataset distributions. Generative Adversarial Networks (GANSs) [65] were
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recognised as unchallenged state-of-the-art generative models. However, the delicate balance
between the generator and the discriminator leads to several problems, like mode collapsing or
vanishing gradient, making the model extremely hard to train. On the other hand, architectures
like variational autoencoders (VAEs) [100], flow-based models [[178] or autoregressive models
[162] are more mathematically interpretable than GANs but they sample new data with lower
fidelity and diversity.

In recent years, a new generative model family has outperformed previous models in various
image generation tasks. Diffusion Models (DMs) [211,1215,I80] represent a class of parameterized
Markov chains that effectively optimize the lower variational bound associated with the likelihood
function of the unknown data distribution. DMs can approximate complex distributions much more
faithfully than GANs and, by extension, generate more diverse samples without compromising on
fidelity [[152]].

2.3.1 Diffusion models

The model Given an image sampled from a dataset distribution x, ~ ¢(x,), a diffusion model
is composed by a forward process q(x,.r|x,) which gradually degrades the quality of the image
up to a simple gaussian distribution € ~ N'(0, ) and by a parametric backward process p,(x,.r)

which reverses the degradation (see Fig. [2.3]). Both processes can be formalised as Markov chains
T

q(x,.7 | xp) = H q(x, | x,_), where g(x, | x,_|)) = N (xt; \/Etx,_l, (1- at)I) (2.4)
=1

T
pe(Xo.7) = p(x7) H Po(X,_; | x,),  where p(x,_;|x,) = N (x,_;; Ho(x,, 1), Zp(x,, 1)) (2.5)
t=1

where q, is a degradation scheduler function. Step-wise, The model leverages the reparameteriza-
tion trick introduced with VAEs to estimate the amount of noise added in the forward process.
Starting from the assumption that both the transition probabilities g(x,|x,_,) and p,(x,_,|x,) are
normally distributed, [80] defined a probability distribution g(x,_; | x,, x,) to infer the next state.

Improve sampling speed The increased diversity of samples while preserving sample fidelity
comes at the cost of training and sampling speed, with diffusion models being much slower than
GANSs [42]. The universally adopted solution to this problem is to encode the images from pixel
space into a lower dimensional latent space via a Vector Quantised-Variational AutoEncoder
(VQ-VAE), and perform the diffusion process over the latents, before decoding back to pixel
space [181]]. Pairing this with the Denoising diffusion implicit models (DDIMs) sampling method

11
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Data Diffusion (Add Noise) » Noise

Data < Generate (Denoising) Noise

Figure 2.3: Diffusion model idea. The training dataset is slowly degraded by adding noise up to a
noisy distribution. In the backward process, the neural network removes this noise step by step,
generating a new sample.

[214] leads to faster sampling while preserving the DM objective

z. — /1 —aeyz,,1)
Z, =\ ! \/a_t A +4/1—a,_, — dtzeo(zt, 1)+ o,€, (2.6)
t

where z, is the latent variable at timestep ¢ in the VQ-VAE latent space, a, is the noise scheduler,

€, 1s the noise learned by the model and ¢, is random noise.

Conditioning Conditioning can be achieved either by specifically feeding the condition with the
noised data [81} [191]], by guiding an unconditional model using an external classifier [153} 216]

or by classifier-free [79] guidance used in this work, where the convex combination
€y(z,,¢) = (1 + w)ey(z,, c) — wey(z,, D), 2.7)

of a conditional diffusion model €,(z,, ¢) and an unconditional model €,(z,, @) is used for noise
estimation. The parameter w controls the tradeoff between conditioning and diversity since @ > 0
introduces more diversity in the generated data by considering the unconditional model while

® = 0 uses only the conditional model.

Embedding prior knowledge From an implementation point of view, it is possible to guide
diffusion models in several ways. A common ingredient is the attention mechanism. The most
commonly used network is the U-Net, where the building blocks can be adapted to the specific task.
The most commonly used U-net block is composed of an embedding block, combined with the
output of the previous block, fed into a ResNet block and sequentially to a self-attention layer (see
Fig.[2.4p). In the embedding block, we feed the time step and the prior knowledge of the system,
which can be a label, mask, signal or image. In Fig. [2.4b, we provide some embedding examples.

The easiest example is the unconditional diffusion model. In that case, a multilayer perceptron
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(MLP) takes in input the time steps and returns an embedding for the ResNet block. If we have a
set of labels, map them in a dictionary (in our case we used the pytorch function nn.Embedding),
and feed them with the timestep into the MLP. If we want to generalise to a whole sentence,
transformer architectures combined with image encoders provide a robust representation of the
input space. CLIP’s embeddings [173]] have shown how a correct pairing of a batch of (image,
text) leads to a robust generation process in models like DALL-E [176, 208]. In image-to-image
translation processes, encoding the input image without losing spatial information is a challenging
task. The first approach would be to feed directly the conditioning image in input with the noise
latent variable [193|/81]. Working in the pixel space is computationally expensive, for this reason,
a compromise would be losing a bit of information by downsampling the image for every U-net
block and feeding it as a query in a cross-attention block with the noisy input. This guiding

method provides a robust and consistent output with the conditional image [182]].

Fine-tuning Training diffusion models is a resource-intensive process, often requiring signifi-
cant time and computational power. Most of the works involves using powerful hardware like
the A100 with 80GB VRAM for extended periods, sometimes up to a week, in efforts to surpass
existing benchmarks. However, the emergence of large foundational models has introduced the
way for more resource-efficient fine-tuning of diffusion models on specific datasets. A popular
method for is ControlNet [263]], which involves creating duplicates of the embedding layers. This
efficiency is achieved by freezing the entire model and introducing perturbations in the embedding
blocks. With this approach, it is possible to fine-tune a text to image diffusion model to a model
conditioned on an arbitrary input. In terms of flexibility, Dreambooth [188]] employs a few-shot
fine-tuning process to produce novel images. This model assigns unique identifiers to a small
number of training images (typically 3-5) and instructs the model to use these identifiers for
generating new content. While these methods speed-up the fine-tuning by updating a subset
of parameters, a novel technique, originally developed for large language models, can update
all the parameters with fewer resources. Low Ranking Adaptation (LoRA) [85]] decomposes
the parameters matrices into a product of two lower-rank tensors. Although choosing the rank
involves a trade-off between quality and fine-tuning speed, this method can achieve high fidelity

outputs by training approximately ~ 1% of the total trainable parameters.

Score-based models It is worth mentioning that the diffusion model community is moving to a
more generalised mathematical framework, the score-based models which are more mathemat-
ically interpretable and easier to optimize [217,97]]. Score-based models are described by the

following stochastic equation:

dx = f(x,t)dt + g(t)dw Forward Model (2.8a)
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CHAPTER 2 2.3.2 GENERATE BEYOND THE EDGES

a) U-Net block b) Embedding examples
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Figure 2.4: Diffusion model embedding examples. a) Core U-Net block. b) (Top-Left) Embedding
jointly time and labels via a Multi-Perceptron Layer (MPL). (Top-Right) Embedding time via a
MPL and concatenate the condition (image) directly with the output. (Bottom-left) CLIP prompt-
image embedding. (Bottom-right) Cross-attention embedding between the condition (image) and
ResNet block output.

dx = [f(x, ) — g(t)ZVx log p,(x)] dt+ g(t)dw, Reverse Model (2.8b)

where f(x, 1) is the drift coefficient, g(¥) is the diffusion coefficient and V log p,(x) is the score
function. The model introduced in [80], and used in this thesis, can be obtained by choosing

fGxe, 1) = =3 f(O)x and g(1) = /B(1).

2.3.2 Generate beyond the edges

Large-content image generation can be reduced to inpainting/outpainting tasks. Image inpainting
is the problem of reconstructing unknown or unwanted areas within an image. It plays a significant
role in many downstream computer vision tasks, such as image restoration, object removal, image
editing and manipulation. A closely related task is image outpainting, which aims to predict
visual content beyond the boundaries of an image. In both cases, the newly in- or outpainted
image regions have to be visually indistinguishable with respect to the rest of the image. Such
image completion approaches can help utilise models trained on smaller patches for the purpose of
generating large images, by initially generating the first patch, followed by its extension outward

in the desired direction.

Traditional approaches Traditional methods for completing missing image regions generally

rely on reusing image features from the known areas of the image. Expensive nearest neighbour
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searching is required to select the most appropriate pixels [46, 249, [16] or patches [255, [124]
with which to fill in the missing regions. Furthermore, increasing the size or the structural
complexity of the regions to be filled in often produces visually unsatisfactory results [16]. Rather
than repurposing existing image regions, deep learning has made it possible to synthesise novel
yet realistic image information required for the inpainting and outpainting tasks. While some
approaches, such as Deep Image Prior [239], condition the newly generated image areas only
on the rest of the image that is being in-painted, most deep learning methods will aim to learn a
prior over natural images to achieve high realism of the generated regions [[113, 126]], while still

conditioning on the known image regions at the same time.

Generative modelling for conditional image synthesis Generative Adversarial Networks
(GANSs) [63] have dominated image-to-image translation tasks like inpainting and outpainting
for years [[113} 259, 265, [128]]. Recently, diffusion models have surpassed GANs in various
image generation tasks [42]]. Palette [191] was the first to apply diffusion models to tasks like
inpainting and outpainting. RePaint [[132] and ControlNet [263]] demonstrate resampling and
masking techniques for conditioning using a pre-trained diffusion model. SinDiffusion [154] and
DiffCollage [264] offer state-of-the-art outpainting solutions using diffusion models trained with
overlapping patches. In parallel to the work presented in Chapter 5| Bond-Taylor and Willcocks
[20] developed a related approach called co-Diff which trains on random coordinates, allowing the
generation of infinite-resolution images during sampling. However, in contrast to our approach,

the method does not involve image compression in a latent space.

Synthetic data assessment The authenticity of synthetic data produced by diffusion models,
trained on vast paired labelled datasets [204], remains contentious. Ethical implications necessitate
distinguishing if generated images are replicas of training data [213}24]]. The task is complicated
due to subjective visual similarities and diverse dataset ambiguities. Various metrics have been
proposed for quantifying data replication, including information theory distances from real data
[245]], consistency measurements using downstream models [4], comparison with inpainted areas

[24]], and detection of “forgotten" examples [89]].
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Chapter 3.

Data Models for Dataset Drift Control with

Raw Images

In this chapter, we demonstrate how modelling the image data processing and the sensor calibration
profile enables more precise control of the validation of machine learning model robustness to
dataset drift. We connect raw image data, differentiable data models and the standard machine
learning pipeline. This combination enables three novel, physically faithful validation protocols
that can be used towards the intended use specifications of machine learning systems, a necessary
pre-requisite for the use of any technology in many application domains such as medicine or

autonomous vehicles.

3.1 Introduction

Camera image data are a staple of machine learning research, from the early proliferation of
neural networks on MNIST [250, 54, 55, 117] to leaps in deep learning on CIFAR and ImageNet
(106,189, 107] or high-dimensional generative models [[130,96]. Camera images also play an im-
portant role in the delivery of various high-impact public and commercial services. Deep learning
has enabled the automation or enhancement of such services. During the 2010s, "deep learning
for ..." became an increasing trend for a wide range of applications domains like cosmology [240]],
spanning medicine and biology (microscopy for cell detection [S1} 230,143, 2471, histopathol-
ogy [104, [71], opthalmology [251} 233], 236l], malaria detection [[140, 169, 52, [148]]) and more.
However, the excitement has been reined in by calls for caution. Machine learning systems
exhibit particular failure modes that are contingent on the makeup of their inputs [226, [187, 220].
Many findings from the machine learning robustness literature confirm supervised learning’s
tremendous capacity for identifying features in the training inputs that are correlated with the
true labels [115, 188} 158, 167, 61]. But these findings also point to a flipside of this capacity:
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the sensitivity of the resulting machine learning model’s performance to changes — both large
and small — in the input data. Since this dependency relates to generalization, a top objective in
machine learning, the implications have been studied across most of its many sub-disciplines
including robustness validation [[77, 212, 203, [84]], formal model verification [254} 63, 28], out-
of-distribution detection [218, 118} 149, 45]], semi- [[161}, 253} 17] and self-supervised learning
[232,169], federated learning [[199, 200, 246, or compression [2335} 244, 50], among others.

We refer to the mechanism underlying changes in the input data as dataset drift. Formally, we
characterize it as follows. Let (X g4, Y) @ Q — R¥-W x Y be the raw sensor data generating
random variable on some probability space (€2, F, [FD) for example with Y = {0, 1}X for a
classification taskﬂ Raw inputs xg . are in a data state before further processing is applied, in
our case photons captured by the pixels of a camera sensor as displayed in the outputs of the
"Measurement" block in Figure 3.1} The raw inputs xg,y, are then further processed by a data
model ®p, .. RV — RGHW

other downstream data processing pipelines, to produce a processed view v = ®p, (Xgaw) Of
the data as illustrated in the output of the "Data model" block in Figure [3.1] This processed

, In our case the measurement hardware like a camera itself or

view v could for example be the finished RGB image, the image data state that most machine
learning researchers typically work with to train a task model ®4,, : RS#" — Y. Thus, in the
conventional machine learning setting we obtain V' = ®,, (X ,y,) as the image data generating
random variable with the target distribution D, = Po(V,Y)![!| A different data model P
generates a different view V = @

Proc

(X gaw) of the same underlying raw sensor data generating

Proc

random variable X p,,,, resulting in the dataset drift
D,=Po(V.Y) ' #D.,. (3.1

This inequality indicates the distribution shift from D to D, due to a shift from the random variable
V to V, or with the joint notation with the label, from (V,Y) to (V,Y). This characterization of
dataset drift is closely related to the concept of distributional robustness in the sense of Huber
where "the shape of the true underlying distribution deviates slightly from the assumed model"
[86]. Note that the nomenclature around dataset drift is as heterogeneous as the disciplines in
which it is studied. See [[105] for a good discussion of cross-disciplinary terminological ambiguity.

Here we are concerned with dataset drift as defined in Equation (3.1)), that is changes in V' that are

where P is probability measure; Q is the sample space of possible outcomes w € Q; F is the -Algebra of
P-measurable sets such that P(A), A € F, A C R gives the probability of A under P.

2We write an uppercase letter A for a real valued random variable and a lowercase letter a for its realization.
A bold uppercase letter A denotes a random vector and a bold lowercase letter a its realization. For N € N
realizations of the random vector A we write ay, ..., ay. The state space of the random vector A is denoted by
A ={A(w)|w e Q}.

3where K is the number of classes.

4Let X : Q — R be a random variable taking values in R. The distribution of X is characterized by the
measure of X 1(A) := {w € Q| X(w) € A}, A C R, A € F under P. This defines a new measure over R, which
characterises the distribution of X: PoX ! = P(X~!(-)) where o is composition of P with the pre-image of X.
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induced by changes in @, . which some works also refer to as covariate shift or more generally

Proc
as distribution shift. In practice, a possible reason for such a dataset drift to occur in images is
a change in the camera types or settings, for example different acquisition microscopes across
different lab sites s and ¢ that lead to drifted distributions D, # D,. Anticipating and validating
the robustness of a machine learning model to these variations in a realistic way is not just an
engineering concern but also mandated by quality standards in many industries [234, 70, [158]].
Omissions to perform physically accurate robustness validations has, among other reasons, slowed
or prevented the rollout of machine learning technology in impactful applications such as large-
scale automated retinopathy screening [13]], machine learning melanoma detection [223. 47] or

yield prediction [[139] from drone cameras.

Following the problem introduced in[2.2.3] to further illustrate the concept of dataset drift,
consider the scenario where a machine learning model developed for histopathology image
analysis is initially trained using high-resolution scans from one hospital’s advanced scanner. If
this model is then transferred to a different hospital that uses a scanner with lower resolution
and different optical characteristics, significant issues can arise. The lower resolution images
may not capture as much detail as the high-resolution scanner, leading to a loss in the model’s
accuracy and effectiveness. Optical differences, such as variations in lens quality or imaging
technology, can alter the appearance of tissue samples in scans, further complicating the model’s
ability to accurately analyze the new data. This example underscores the necessity for models
to be adaptable and sensitive to such changes in dataset characteristics, which can significantly

impact performance when moving from one clinical setting to another.

Hence, the calls for realistic robustness validation of image machine learning systems are not
merely an exercise in intellectual novelty but a matter of integrating machine learning research

with real world infrastructures and performance expectations around its core ingredient: the data.

3.1.1 The status quo of dataset drift controls for images

How can one go about validating a machine learning model’s performance under image dataset
drift? The dominant empirical techniques can broadly be categorized into augmentation and
catalogue testing approaches, each with their own benefits and limitations (see[3.I|for a conceptual
comparison). Augmentation testing involves the application of perturbations, for example Gaus-
sian noise, to already processed images [76, 32, 142] in order to approximate the effect of dataset
drift. Given a processed dataset this allows for fast and easy generation of test samples. However,
[228]] point out that perturbations applied to an already processed image can produce drift artifacts
that are unfaithful to the physics of camera processing. Results in optics further support the

concern that the noise obtained from an image processing pipeline is distinct from noise added
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Figure 3.1: Schematic illustration of an optical imaging pipeline, the data states and novel, raw-
enabled drift controls. Data x transitions through different representations. The measurement
process yields metrologically accurate raw data xg v, where the errors on each pixel are uncorre-
lated and unbiased. From the RAW sensor state, data undergoes stages of Image Signal Processing
(ISP) @y, the data model we consider here. Finally, the data is consumed by a machine learning
task model @, which outputs . Combining raw data with the standard machine learning
pipeline and a differentiable data model @, . enables useful controls for dataset drift comprising
(D drift synthesis, ) drift forensics, and (3) processing adjustments under drift.

Novel Zraw enabled
drift controls

to an already processed image [243, 90]. For illustration, assume we carry out augmentation
testing to test the robustness of the task model wrt. to the dataset drift (3.1). Let & ~ D, be

a noise sample additively applied to the the view resulting in v + &. Doing so, the task models

noise

robustness is tested wrt. the distribution Po(}V + E)~! that might not approximate D, well. Since
P is unknown, this is difficult to resolve but at least we could require that a sample used for

robustness testing is an element of the image ®;,,. [(Y R AW] of &y 4 under ® Following

Proc*
this argumentation, we define a physically faithful data point wrt. the dataset drift (3.1 as a view
D that satisfies & € @y, [é\f’ R AW]. In augmentation testing, the test samples are not restricted to
physically faithful data points wrt. to any dataset drift, since v + € € ®;,, [r\f’ R AW] might not

hold true for any data model.

A physically faithful alternative to augmentation testing is what we call catalogue testing.
It involves the collection of datasets from different cameras, which are then used as hold-out
robustness validation datasets [102, (5, [141],[125]]. It does not allow for as flexible and fast in-silico
simulation of test cases as augmentation testing because cataloguing requires expensive data
collection, after which the test cases are "locked-in". Notwithstanding, catalogue testing comes

with the appealing guarantee that test samples conform to the processing physics of the different
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Augmentation testing Catalogue testing Data models

Simulation of test samples 4 X v
Physically faithful test samples X v v
Differentiable data model X X v

Table 3.1: A conceptual comparison of different empirical approaches to dataset drift validation for
machine learning task models. While augmentation testing allows the flexible, ad-hoc synthesis of
test cases, they are not guaranteed to be physically faithful in contrast to catalogue testing. Pairing
qualified raw data with explicit data models allows for the flexible synthesis of physically faithful
test cases. In addition, the differentiable data model opens up novel drift controls, including drift
forensics and drift adjustments.

cameras they were gathered from, ensuring that only physically faithful data points are used for

testing.

However, the root of input data variations — the data model of images — has received little
attention in machine learning robustness research to date. While machine learning practitioners
are acutely aware of the dependency between data generation and downstream machine learning
model performance, as 75% of respondents to a recent study confirmed [197]], data models are
routinely treated as a black-box in the robustness literature. This blind spot for explicit data
models is particularly surprising since they are standard practice in other scientific communities,
in particular optics and metrology [12, 185} 227, 21]], as well as advanced industry applications,

including microscopy [72, 1164, 261] or autonomous vehicles [258, 95, [186].

3.1.2 Scope and limitation of the proposed methods

The systems infrastructure for optical imaging produced by large industry vendors such as ZEISS,
Hamamatsu, Teledyne-Photometrics, Andor, Yokogawa or Perkin-Elmer allow raw sensor read-
outs. The same applies to consumer-grade cameras by market-dominating vendors such as
Samsung or Apple. Concurrently, ISP-processed data is predominantly used in practice - both in
the application domains considered here and machine learning. The reasons are often downstream
workload dependencies. In most settings, data is acquired to be human readable for a specific task,
for example diagnostics or environmental surveying. Variations in the ISPs, between different
vendors or acquisition sites, then lead to the drifts of [3.| outlined above. This work is targeted at
the current imaging infrastructure that (i) makes widespread use of ISPs that lead to drift and (ii)

simultaneously allows access to raw sensor readouts.

To illustrate the practical challenges associated with ISP-induced data drift, consider a scenario
in which a machine learning model is trained on images captured with an iPhone. These images

are not only processed through Apple’s proprietary ISP but are also optimized for enhanced visual
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appeal, involving specific color corrections and dynamic range adjustments. When this trained
model is then applied to images captured by a Samsung device, which uses a different ISP with its
own unique processing characteristics, the performance can significantly degrade. This disparity
arises because the model has learned the specific data characteristics—such as color balance and
texture details—encoded by the iPhone’s processing algorithms. This example underlines the
need for models that can adapt to or accommodate the variations in raw data processing between
devices. The ability to emulate and control these ISP-specific characteristics within a data model
would not only help in reducing the time and cost associated with retraining models for each new
device but also improve the robustness and accuracy of applications across different hardware

platforms.

For this setting, we propose data models that allow engineers to explore, emulate and control
different data generating processes related to the ISP at low cost in a physically faithful way. In
terms of practical benefits, data models can save time and money (drift synthesis) as additional
acquisitions, on the order of days or even weeks, can be avoided. They also open up completely
new applications for integrated data-model quality management (drift forensics, drift optimization)
which are impossible without differentiable data models. There are other important sources of
drift, such as the sensor or optical components of the camera, which cannot be captured by this
framework but will be investigated further in 4] For example, in microscopy images, factors
such as the choice of the colour filter array, the point-spread function, and mechanical drift can
influence the final image quality. Similarly, in aerospace imagery, the choice of lens, f-number,
PSF circle diameter, ISO, and the gain applied to pixel values can affect the acquired images.
These factors introduce variations contributing to dataset drift. The data models presented in
this study aim to account for changes during the ISP. While extensions beyond this setting are
opportune, raw-only, as sketched out in the drift optimization experiments, would require a shift
in the dominant imaging workflows of the application domains considered here. In summary, the
current data models offer rich utility to capture ISP as a dominant source of data drift, but are
limited to the ISP scope and require an extension to model additional factors outside that scope in

a physically faithful manner.

3.2 Methods

3.2.1 A data model for images

Before proceeding with a description of the methods we use to obtain the data models @y, . in

this study, let us briefly review the distinction between raw data x v, processed image v and

. RH’W

the mechanisms ®;_ . :

— REHW by which image data transitions between these states.
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We recommend [[185]] for a good introduction to the physics of digital optical imaging. Image
acquisition has traditionally been optimized for the human perception of a scene [87,/185]. Human
eyes detect only the visible spectrum of electromagnetic radiation, hence imaging cameras in
different application domains such as medical imaging or remote sensing are usually calibrated to
aid the human eye perform a downstream task. This process that gives rise to optical image data,
which ultimately forms the backbone for any machine learning downstream, is rarely considered
in the machine learning literature. Conversely, most research to date has been conducted on

processed RGB image representations.

The raw sensor image xg ,y, obtained from a camera differs substantially from the processed
image that is used in conventional machine learning pipelines. The xg,, state appears like a
grey scale image with a grid structure (see x,,,, in[3.1). This grid is given by the Bayer color
filter mosaic, which lies over sensors [12]]. The final RGB image v is the result of a series of
transformations applied to xp 4. For many steps in this process different possible algorithms exist.
Starting from a single xg v all those possible combinations can generate an exponential number
of possible images that are slightly different in terms of colors, lighting and blur - variations that
contribute to dataset drift. In|3.1{a conventional pipeline from xy,y, to the final RGB image v is
depicted. Here, common and core transformations are considered. Note that depending on the
application context it is possible to reorder or add additional steps. The symbol ®; is used to
denote the i" transformation and v; (view) for the output image of ®,. The first step of the pipeline
is black level correction @y, , which removes any constant offset. The image vy, is a grey image
with a Bayer filter pattern. A demosaicing algorithm ®,, is applied to construct the full RGB
color image [123]]. Given v, intensities are adjusted to obtain a neutrally illuminated image
vy through a white balance transformation ®y,;. By considering color dependencies, a color
correction transformation @ is applied to balance hue and saturation of the image. Once lighting
and colors are corrected, a sharpening algorithm @y, is applied to reduce image blurriness. This
transformation can make the image appear more noisy. For this reason a denoising algorithm
@, is applied afterwards [68, [231]]. Finally, gamma correction, ® ., adjusts the linearity of the
pixel values. For a closed form description of these transformations see[3.2] Compression may
also take place as an additional step. It is not considered here as the input image size is already
small. Furthermore, the effect of compression on downstream task model performance has been
thoroughly examined before [41} 194,260, 170, [168]]. However, users of the code provided can
add this step or reorder the sequence of steps in the modular processing object class per their use

case needs. See pipeline_torch.py and pipeline_numpy.py in our code.
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CHAPTER 3 3.2.2 THE DATA MODEL

3.2.2 The data model

The second ingredient of this study is the data models of image processing. Let (X .y, Y) :
Q — R”W x Y be the raw sensor data generating random variable on some probability space

(Q, F,P), with Y = {0, 1}X for classification and Y = {0, 1} for segmentation. Let @, , :

REHW - Y be the task model determined during training. The inputs that are given to the

task model @, are the outputs of the data model ®p, .. We distinguish between the raw sensor

. H W C,HW
Proc * R - R

Proc*

image X,y and a view v = @y (xpaw) Of this image, where ® models

Proc

the transformation steps applied to the raw sensor image during processing.

The objective in supervised machine learning is to learn a task model @y, : RSV —
within a fixed class of task models H that minimizes the expected loss wrt. the loss function
L:YxY - [0,00), thatis to find @5 such that

inf E[L(Prq (V).Y)] (3.2)

q)Task €H

is attained. Towards that goal, ®, is determined during training such that the empirical error

N
% D L (P @,).3,) (3.3)
n=1

is minimized over a sample S = ((vl, V1)s s (UN, Y N)) of views. Modelling in the conventional
machine learning setting begins with the image data generating random variable (V,Y) =
(CDPrOC(X RAW ) Y) and the target distribution D, = Po(V,Y)~!. Given a dataset drift D, =
Po(V,Y)™! # D,, as specified in Equation , without a data model we have little recourse

to disentangle reasons for performance drops in @, . To alleviate this underspecification, an

stat

explicit data model is needed. We consider two such models in this study: a static model @

and a parametrized model ®} .
TOC

In the following, we denote by xg .y € [0, 117" the normalized raw image, that is a greyscale

image with a Bayer filter pattern normalized by 2!¢ — 1, i.e.

A, Al,%
_ ih A = Fonv12w+l  82n+12w 34
Xpaw = . . . wi hj = 5 , (3.4)
82n2w+1 2h2w
A, Anw
| 27 272 ]

where the values ry,, 1 5,415 82n41200 &2n20+1> Panaw cOrrespond to the values measured through
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Data models Used functions

bi,s,me e <I>§E oY
bi,s,ga @g‘;d (I)sg (I)gg
bi,u,me @) cpgg“ @0
bi,u,ga o <1>§I§4 @
me,s,me (I)I\D/Iﬁ’ (I)§£1 (I)I]\)/II?
me,s,ga <I)lé\,[en d)%}%4 Q)EI%
en
me,u,me (D?/IM (I)ISJ}I{/I D N
me,u,ga D, (I)§H D
ma,s,me (I)I\D/Ilé\l/i (I)gfI <I)M£
ma,s,ga fl)hDdf/[ o g G)DE
ma,u,me <I)1\D/I§,i d)sgl d)lé’ll\l?
Ma oM b)
ma,u,ga CI)DM <I)SH <I)DN

Table 3.2: Abbreviations of the twelve configurations of the static data model d);tfgc used in the
drift synthesis experiments.

the different sensors and normalized by 2! — 1. We provide here a precise description of the
transformations that we consider in our static model (I)ls,tfgc, followed by a description how to
convert this static model into a differentiable, parametrized model @} . For simplicity, if not
stated otherwise, writing the equation v, , = a + b, ., defines v, forall 1 < c¢ <3,

1<h<Handl<h<<W.

c,h,w

The static data model @

Proc
Following common steps in ISP, the static data model is defined as the composition

D@ = PicoPpy 0Py 0P 0Dy 0Ppy 0P 3.5)

Proc

mapping a raw sensor image to a RGB image. We note that other data model variations, for
example by reordering or adding steps, are feasible. The static data models allow the controlled
synthesis of different, physically faithful views from the same underlying raw sensor data by
manually changing the configurations of the intermediate steps. Fixing the continuous features,
but varying @, ®g;; and P results in twelve different views for the configurations considered
here. Samples for each of the twelve data models are provided in Fig.[3.2] An overview of the data
model configurations and their corresponding abbreviations can be found alongside processed
samples in Here, we define the individual functions of the composition <I)§ffgcz

Black level correction (BL) removes thermal noise and readout noise generated from the
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bi, s, me

bi, s, ga

bi, u, me
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me, s, me
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Figure 3.2: Samples for both datasets, Raw-Microscopy and Raw-Drone, from all twelve pipelines
used in the drift synthesis experiments. The legend for abbreviations can be found in Table @
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camera sensor. The transformation is given by
@, : [0, 117 = [0, 117, xguw P Vgps (3.6)
with

(UBL)2h+1,2w+1 = Xont1 2w+l — bl,
(UBL)2n2w+1 = Xon2w+1 — bly
(UBL)2nt120w = Xopt1.20 — bl

(UpL)2n2w = X2n2w — bly-
By design of bl € R*, black level correction ensures that vy, is again an element of [0, 1]7-%,

Demosaicing (DM) is applied to reconstruct the full RGB color image through interpolation.
We use one out of the three demosaicing algorithms BayerBilinear (CDE;LI), Menon2007 (<I)1\D/If/}‘) and
Malvar2004 (d)ll\)/lf,}) from the Python package /color-demosaicingand denote this transformation
by the map

Dy, [0, 117 = [0, 11 v vy, (3.7)

White balance (WB) is applied to obtain a neutrally illuminated image. The transformation
is given by

Dy [0, 119 S [0, 1197 v s vy, (3.8)

where wb € [0, 1]° adjusts the intensities by

(OwB)enw = Wh. * (Upp) e o (3.9)

Color correction (CC) balances the saturation of the image by considering color dependencies.
Let M € R33 be the color matrix. The transformation is defined by

D : [0, 1AW S RV s Vees (3.10)
where
(W1 pw (Owp)1.hw
Vee = | (Vcc)onw | = M | (0wp)onuw |- (3.11)
(V)3 nw (Owp)3.n.0

The entries of the resulting v are no longer restricted to [0, 1].

Sharpening (SH) reduces the blurriness of an image. We use the two methods sharpening

filter (<I)§E) and unsharp masking ((I)[SJEI/I) that are applied after a transformation of the view v to
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the YU V -color space. To convert the view to the Y U V -color space we use the skimage.color

function rgb2yuv (®y,, ). The sharpening filter
SF : R¥W o R3AW, (3.12)

is defined by a channel-wise convolution

0 -1 0
(SFW)opw = (0. % K),,), with k:i=[-1 5 -1 (3.13)
0 -1 0
of the view
v =@y (Uce)- (3.14)

For unsharp masking we use the |ski.filters function unsharp_mask modeled by UM. To

formally define the sharpening we write
D, RV S RV s vy (3.15)

where
Ugy = algoo®y;, (Vec) with algo€e {SH, UM }. (3.16)

Denoising (DN) reduces the noise in an image that is (partly) introduced by SH and transforms
the YUV -color space view back to the RG B-color space. For the latter transformation, the
skimage.color function yuv2rgb (tl);}”,) is used. We apply one out of the two methods
Gaussian denoising (fl)gg) and Median denoising (fl)gg). For Gaussian denoising, we apply
a|Gaussian filter (GF) with standard deviation of o = 0.5 from the |scipy.ndimage package.
For median denoising we apply a median filter (MF of size 3 from the scipy.ndimage package.
Formally, this reads as

Dy RV S RV s v (3.17)

where

vpy = Dy, 0algo(vsy) with algo € {GF,UM}. (3.18)

Gamma correction (GC) equilibrates the overall brightness of the image. First, the entries

of the view vy are clipped to [0, 1] leading to

Wep)epw = (UDN)C,hw H{OS(UDN)C’,‘_WSI} + I[{(UDN)C‘,,,W>1}- (3.19)
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Second, the brightness adjusting transformation is defined by
1
Dg R S [0, 1P v e vge = (vep)? (3.20)

for some y > 0 applied element-wise. Note that zero-clipping is necessary for v to be well-
defined.

The parametrized data model @)™

para

For a fixed raw sensor image, the parametrized data model @,

maps from a parameter space
® to a RGB image. It is similar to the static data model with the notable difference that each
processing step is differentiable wrt. its parameters 6. This allows for backpropagation of the

gradient from the output of the task model @, through the data model @y, . all the way back to

Proc
the raw sensor image xg,y to perform drift forensics and drift adjustments. Hence, we aim to
design a data model @) : R¥W x @ — R“HW that is differentiable in 6 € © satisfying
@ = o (,0%) @21
for some choice of parameters 6** and some fixed configuration of the static pipeline @}~ . We
define for 0 = (91, vy 97) € O the parametrized processing model
D" [0, 117 x 0 — [0, 1P (xgaw» 0) = v (3.22)

Proc

by the composition

0= (D (.07) o (. 06) oL (-05) 0B (-.04) oW (.03) oI (-0,) 0B (.0))) (xpa) . (323)

The operations used above are differentiable except for the clipping operation in the GC
that is a. e.—differentiableﬂ since the set {0, 1} of non-differentiable points has measure zero.

Assuming in addition that P ((vpy)e.. € {0,1}) = 0 holds true for the entries of vpy results in

c,h,w
an a.e.-differentiable processing model. We further say that (I)gjfi is differentiable, noting that
this holds only a.e. under the aforementioned assumption. We designed the individual functional

components of eq. [3.23]as follows
Black level correction (BL) For the parametrized black level correction define the map
Dy [0, 17 X RY = RTY, (g, 0)) > v = Dy (Xgaw) | pi=o, - (3.24)

and set ©, := R*.

5

a.e. stands for almost everywhere
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Demosaicing (DM) We first convert vy, to a three channel image [R, G, B] € R3H.W where

the entries of R, G and B are zero except

Ropiiowe = UBLopiisws® Byyow = UBLyy0

Gopsrow = UBLyy120° Gopuws1 = UBLyyopsr*

il

. B
To parametrize @,

define the map
@Y 1 [0, 1] X R R (g, 6,) = vpy, (3.25)

with 0, = [k, k,, k5], where the kernels ki, k,, k; € R are separately applied to each color

channel resulting in

Upm,,, = (R*k;)

h,w

vDMz,h,w = (G * kz)h,w

Upn,,, = (B * k3)h’w.

The source code of BayerBilinear shows that the parameter choice

0 025 0 0.25 0.5 0.25
k,=k;=]025 1 025 and k,=|05 1 05 (3.26)
0 025 0 0.25 0.5 0.25
leads to
@ = OV, 0,). (3.27)

Towards the definition of the parameter space set @, := R333 x ©,.

White balance (WB) For the parametrized white balance define the map
DY RV X R = R (vpy, 03) b vy = By (Upn) s, (3.28)
and set ©; := R’ X 0,.
Color correction (CC) For the parametrized color correction define the map
DL L RMIW R = RV (045, 0,) = vee = ®ec(Oywp)| oo, (3.29)
and set ©, := R** x O,

Sharpening (SH) We parametrize the sharpening filter configuration of the static pipeline, by
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Classification Segmentation
ResNet18 based on [[74] U-Net++ based on [[184]]
% trained with Adam [99] for 100 epochs trained with Adam for 100 epochs
—~ . .
& learning rate: 10~ learning rate: 7.5 - 1073
mini-batch size: 128 mini-batch size: 12

Table 3.3: Summary of the training procedure for both task models.

using the entries of k € R33 defined in (3.13)) as parameters leading to
O RV xR = RMY (0, 05) 1 gy = By (V)i (3.30)
and O :=R33 x0,.

Denoising (DN) We parametrize the configuration where the Gaussian denoising method
is applied. Applying the Gaussian filter from scipy.ndimage with o = 0.5 is equivalent to a

convolution of the view in the YU V -color space with a specific k € R>>. For the specific

gauss

values of k. see K_BLUR at the code of the parametrized pipeline. Therefore, to parametrize
DN we define the map
O 1 RMY X R - R (v, 0g) = vpy = oy (Vi) g, (3.31)
and set ©, := R>’ X O.
Gamma correction (GC) Define the parametrized gamma correction by
O R X R — [0, 1777 (vpy, 07) = v = vge = Pe@pp)l,g, - (3.32)

3.2.3 Task models @,

Finally, two task models are employed in the experiments. For the classification task on the
Raw-Microscopy dataset a 18-layer residual net (ResNet18) [[74] was used as reference task model.
This model is designed to classify images from ImageNet [190] and has therefore an output
dimension of 1000. In order to use the model to classify images from Raw-Microscopy, we
changed the output dimension of the fully-connected layer to nine. The model was trained for 100
epochs using pre-trained ResNet features. Hyperparameters were kept constant across all runs to
1solate the effect of varying image processing pipelines. For implementation, the code provided
athttps://pytorch.org/hub/pytorch_vision_resnet/ was used. The model consists of
34 layers with approximately 11.2 million trainable parameters. The storage size of the model is
44.725 MB.
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CHAPTER 3 3.2.4 RAW DATASET ACQUISITION

To segment cars from the Raw-Drone dataset the convolutional neural network proposed
in [184] (U-Net) was used. The model was trained for 100 epochs using pretrained ResNet
features as the encoder of the U-Net++. Hyperparameters were kept constant across all runs to
isolate the effect of varying image processing pipelines. For implementation, we used the code
provided at https://github.com/qubvel/segmentation_models.pytorch. The model has
approximately 26.1 million trainable parameters. The storage size of the model is 104.315 MB.

Both task models were trained using common data augmentations on processed views v of the

image measurements to avoid naive robustness failures. For a summary of the training procedure
see

3.2.4 Raw dataset acquisition

In order to obtain advanced data models for images, raw sensor data is required. In many
industry domains such as microscopy, biomedicine, autonomous vehicles or remote sensing
raw sensor data is processed at scale for machine vision tasks. Most existing digital camera
systems on the market today, including consumer smartphones, can be configured to access the
raw sensor measurements. Next, we explain how to obtain raw sensor data from existing optical
hardware. We collected two datasets for two representative machine learning tasks. Both datasets
are made available for free, public use at https://zenodo.org/record/5235536. As public,
scientifically calibrated and labelled raw data is, to the best of our knowledge, currently not
available, we acquired two raw datasets as part of this study: Raw-Microscopy and Raw-Drone.
Raw-Microscopy consists of expert annotated blood smear microscope images. Raw-Drone
comprises drone images with annotations of cars. Our motivation behind the acquisition of
these particular datasets was threefold. First, we wanted to ensure that the acquired datasets
provide good coverage of representative machine learning tasks, including classification (Raw-
Microscopy) and regression (Raw-Drone). Second, we wanted to collect data on applications that,
to our minds, are disposed towards positive welfare impact in today’s world, including medicine
(Raw-Microscopy) and environmental surveying (Raw-Drone). Third, we wanted to ensure the
downstream machine learning application contexts are such where errors can be costly, here
patient safety (Raw-Microscopy) and autonomous vehicles (Raw-Drone), hence necessitating

extensive robustness and dataset drift controls.

Since data collection is an expensive project in and of itself we did not aspire to provide exten-
sive benchmark datasets for the respective applications, but to collect enough data to demonstrate
the advanced data modelling and dataset drift controls that raw data enables. In[3.2.5| we provide
detailed information on the two datasets and the calibration setups of the acquisition process.
Samples of both datasets can be inspected in Fig. [3.3|and [3.2.5]
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Microscopy Drone
Pproc(TrAW) Yy Pproc(TrAW) Yy Pproc(TrAW) Yy Pproc(TrAW) Yy
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Figure 3.3: Processed samples and labels of the two datasets, Raw-Microscopy (columns one
to four) and Raw-Drone (columns five and eight), that were acquired for the dataset drift study
presented here.

RGB to raw  An alternative goal is to attempt to reconstruct raw images from processed images
[22,1150]. As we laid out earlier, when an image is captured by a digital camera, the sensor records
raw image data in the form of an array of pixel values. This raw image data is usually processed
by an ISP before being used in a downstream task. The ISP performs various adjustments such as
color correction, noise reduction, and sharpening to enhance the quality of the image. However,
these adjustments are not physically faithful to the original raw image data and result in a loss
of information. Therefore, it is generally not possible to reconstruct the exact raw image data
from the ISP processed images. While the processed images may look better to the human eye,
they do not accurately represent the physical reality of the original scene. For example, a recent
paper by Nam et al. [150] propose a content-aware metadata approach to SRGB-to-Raw RGB
de-rendering, but acknowledges that the resulting approximations are not perfectly accurate and
still suffer from limitations. Similarly, another study by Brooks et al. [22] presents a method for
recovering raw data from processed images, but also notes that the approach is not able to recover
all of the original data with perfect accuracy. These findings highlight the fundamental challenge
of reconstructing raw data from processed images. Empirical approximations are possible but
not exact, that is not physically faithful, and hence orthogonal to our goal here. However, one
should note that these reconstruction approaches can offer interesting value propositions outside
the physically precise drift regime. The proposed technique by [22]] "unprocesses" images and
offers interesting gains during training, enabling a convolutional neural network with 14-38%
lower error rates and 9-18X faster performance, while generalizing to other sensors as well. This
approach can further be calibrated using joint learning of sampling and reconstruction, offering
better raw reconstructions by adapting to image content, with an additional online fine-tuning

strategy for enhanced results [150].

3.2.5 Datasets details

In the following, core information on the two acquired datasets is provided.
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Raw-Microscopy Assessment of blood smears under a light microscope is a key diagnostic
technique for many healthcare services such as cancer treatment and kidney failure as well as
blood disorder detection [[10]. The creation of image datasets and machine learning models on
them has received wide interest in recent years [112, 143} 8]. Variations in the image processing
can affect the downstream task model performance [229]. Dataset drift controls can thus help
to specify the perimeter of safe application for a task model. A raw dataset was collected for
that purpose. A bright-field microscope was used to image blood smear cytopathology samples.
The light source is a halogen lamp equipped with a 0.55 NA condenser, and a pre-centred field
diaphragm unit. Filters at 450 nm, 525 nm and 620 nm were used to acquire the blue, green and
red channels respectively. The condenser is followed by a 40X objective with 0.95 NA (Olympus
UPLXAPO40X). Slides can be moved via a piezo with 1 nm spatial resolution, in three directions.
Focus was achieved by maximizing the variance of the pixel Valueﬂ Images are acquired at 16
bit, with a 2560 X 2160 pixels CMOS sensor (PCO edge 5.5). The point-spread function (PSF)
was measured to be 450 nm with 100 nm nanospheres. Mechanical drift was measured at 0.4
pixels per hour. Imaging was performed on de-identified human blood smear slides (Mal90c
Lieder, J. Lieder GmbH & Co. KG, Ludwigsburg/Germany). All slides were taken from healthy
humans without known hematologic pathology. Imaging regions were selected to contain single
leukoytes in order to allow unique labelling of image patches, and regions were cropped to 256 X
256 pixels. All images were annotated by a trained hematological cytologist using the standard
scheme of normal leukocytes comprising band and segmented neutrophils, typical and atypical
lymphocytes, monocytes, eosinophils and basophils [131]. To soften class imbalance, candidates
for rare normal leukocyte types were preferentially imaged, and enrich rare classes. Additionally,
two classes for debris and smudge cells, as well as cells of unclear morphology were included.
Labelling took place for all imaged cells from a particular smear at a time, with single-cell patches
shown in random order. Raw images were extracted using JetRaw Data Suite features. Blue, red
and green channels are metrologically rescaled independently in intensity to simulate a standard
RGB camera condition. Some pixels are discarded complementary on each channel in order to

obtain a Bayer filter pattern.

Raw-Microscopy for segmentation comes with 940 raw images, twelve differently processed

variants totalling 11280 images and six additional raw intensity levels totalling 5640 samples.

Raw-Drone Automated processing of drone data has useful applications including precision
agriculture [[109] or environmental protection [92]]. Variation in image processing has been shown
to affect task model performance [[139, 243]], underlining the need for drift controls. For the
purposes of this study, a raw car segmentation dataset was created for the drone image modality.
A DIJI Mavic 2 Pro Drone was used, equipped with a Hasselblad L1D-20c camera (Sony IMX183

in provides an illustration of the imaging setup.
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Figure 3.4: (a) An illustration of the imaging setup. (b) Datasets visualization. (Top-left)
Processed raw microscopy classes are shown. (Top-right) Drone raw images are shown with the
segmentation masks applied over them. (Bottom) Different intensity realizations are shown for
the microscopy case. Images on the top are directly print out on the same scale as the original
image. Images in the bottom row are normalized on their own min and max values to highlight
the role of noise levels on low-intensity images.

sensor) having 2.4 um pixels in a Bayer filter array. The lens has a focal length of 10.3 mm. The
f-number was set to N = 8, to emulate the PSF circle diameter relative to the pixel pitch and
ground sampling distance (GSD) as would be found on images from high-resolution satellites. The
PSF was measured to have a circle diameter of 12.5 um. This corresponds to a diffraction-limited
system, within the uncertainty dominated by the wavelength spread of the image. Images were
taken at 200 ISO, a gain of 0.528 DN/e~. The 12-bit pixel values are however left-justified to
16-bits, so that the gain on the 16-bit numbers is 8.448 DN /e~. The images were taken at a height
of 250 m, so that the GSD is 6 cm. All images were tiled in 256 X 256 patches. Segmentation
masks were created to identify cars for each patch. From this mask, classification labels were
generated to detect if there is a car in the image. The dataset is constituted of 548 images for the

segmentation task.

Raw-Drone for segmentation comes with 548 raw images, twelve differently processed variants

totalling 6576 images and six additional raw intensity levels totalling 3288 samples.
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Composition of Raw-Microscopy Class Proportion in % Composition of Raw-Drone
Type of instances Image and label Basophil (BAS) 1.91 Type of instances Image and mask
Objects on images White blood cells Eosinophil (EOS) 5.74 Objects on images Landscape shots from above
Type of classes Morphological classes Smudge cell / debris (KSC) 17.34 Number of instances 548
Number of instances 940 atypical Lymphocyte (LYA) 3.19 Number of original images 12
Number of classes 9 typical Lymphocyte (LYT) 24.47 Image size 256 by 256 pixels
Image size 256 by 256 pixels Monocyte (MON) 20.32 Mask size 256 by 256 pixels
Image format Jtif Neutrophil (band) (NGB) 0.85 Original image size 3648 by 5472
Raw image format Jtif Neutrophil (segmented) (NGS) 22.98 Image format Ltif

Image that could not be assigned a class (UNC) 3.19 Mask format .png
Raw image format .DNG

Table 3.4: Summaries of the compositions of Raw-Microscopy and Raw-Drone

3.3 Applications

With data models, raw data and task models in place, we are now able to demonstrate the
advanced dataset drift controls comprising (1) drift synthesis, (2) modular drift forensics and (3)

drift optimization.

3.3.1 Drift synthesis

The static data model enables physically faithful synthesis of drift test cases: individual data
model components can be swapped out, allowing the controlled creation of different, physically
faithful processed views from one raw reference dataset. A typical use case of drift synthesis for
machine learning researchers and practitioners is the prospective validation of their task model
to drift from different camera devices, for example, microscopes across different labs, without
having to collect measurements from the different devices. This simulation can be done in-silico
as software because the hardware specific processing that takes place on optical measurement
devices after the sensor reading is also in-silico. Thus, the extraction of raw sensor readings
from one device allows the emulation of different processing variations present on other devices.
A typical workflow of this data synthesis starts with an engineer constructing a data model of
interest, then passing raw measurements through it and finally getting emulated data to test how
the downstream task model would fare on processing variations from different devices. We
provide twelve possible example data models in the following experiments. For each of the
twelve data models laid out in [3.2] the task models were trained for 100 epochs on image data
processed through the training data model. Hyperparameters were kept constant across all runs to
isolate the effect of varying the data models. Then, dataset drift test cases were synthesized by
processing the raw test data through the remaining eleven data models. The task models were
then evaluated on test data from all twelve data models. All results that follow are reported as the
mean with error bars over a 5-fold cross-validation. You can find a full description of task model
hyperparameters and experimental setup in Appendix The metrics used to evaluate the task

models are accuracy for classification and IoU for segmentation.
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Figure 3.5: 5-fold cross-validation results of the Raw-Microscopy drift synthesis experiments.
Each cell contains the average accuracy with a color coded border for the standard deviation. Task
models were trained on the data models on the vertical axis and then tested on processed data
as indicated on the horizontal axis. Numbers 1-3 left to the vertical axis denote the ranking of
task models according to their average accuracy across all test pipelines (respective corruptions).
Stars denote the train pipeline under which the task model performed best on the respective test
pipeline/corruption. Full ranking results can be found in Tables [A.T]to [A.3] of Appendix [A.2]
Top-left: Varying the data model leads to mild performance drops except (ma,s,me). Diagonal is
®,,,. = Dp,,.. Top-Right: Comparison to the corruption benchmark at medium severity (level
3). The average performance drop is more than thirteen times higher compared to data model
variations. First column is ®p, = @ Bottom: Visual inspection of worst case (globally worst
scoring) train/test pipelines.

Proc Proc*

Physically faithful versus physically unfaithful robustness validation

Physically faithful

ure[3.3] has a critical drop for few configurations, suggesting that it is relatively robust to processing

The leukocyte classification model, as displayed in the left matrix of Fig-

induced dataset drift except for the (ma,s,me) configuration. Note that diagonal elements serve as
references corresponding to test data that was processed in the same way as the training data. The
segmentation task model (left matrix in Figure [3.6) displays a more heterogeneous pattern with
symmetries for certain combinations of data models, such as (bi, u, me/ga) and (me, s, me/ga),
which are mutually destructive to the task model performance. The average performance of the
task models drops from 0.82 to 0.8 between train and test data models for classification and from

0.71 to 0.65 for segmentation. That is the average change from train to test data environment
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Figure 3.6: 5-fold cross-validation results of the Raw-Drone drift synthesis experiments. Each
cell contains the average loU with a color coded border for the standard deviation. Task models
were trained on the data model on the vertical axis and then tested on processed data as indicated
on the horizontal axis. Numbers 1-3 left to the vertical axis denote the ranking of task models
according to their average IoU across all test pipelines respective corruptions. Stars denote the
train pipeline under which the task model performed best on the respective test pipeline/corruption.
Full ranking results can be found in Tables[A.1] [A.4]and [A.5|of Appendix[A.2] Left: Varying the
data model leads to mixed performance drops. Diagonal is ®p, . = <i)pmc. Right: Comparison to
the corruption benchmark at medium severity (level 3). The average performance drop is more
than four times higher compared to data model variations. First column is ®;, . = ®,,.. Bottom:
Visual inspection of worst case (globally worst scoring) train/test pipelines.

Proc*

calculated across all configurations for ISP as well as Common Corruptions. The results for
individual components of the data models can also be directly compared in Figures [3.5]and [3.6]
For example, to understand how changes in the demosaicing algorithm affect the segmentation
model, we can look at the left box in Figure @ and focus on the column combinations 1-5-9,
2-6-10, 3-7-11 and 4-8-12 where the demosaicing is varied but the other components of the data
model stay fixed. Considering the training condition with the (bi,s,me) data model using Bilinear
demosaicing (row 1), the task model performance drops from 0.7 (column 1) to 0.67 (column 5)

IoU in response to Malvar2004 demosaicing and to 0.66 (column 9) IoU when using Menon2007.

Physically unfaithful To demonstrate the limitation of post-hoc augmentations, we compare the

drift synthesis results to a popular augmentation testing framework known as Common Corruptions
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Benchmark [76]. For this use case, We are only referring to limitations relating to robustness
testing and model selection. Augmentations have important empirically validated benefits in
other applications such as regularization during training or semi- and self-supervised learning.
In machine learning practice, augmentation users often assume that applying a corruption, for
example ’blur’, to a processed image will emulate the noise from a real-world camera system, for
example blur from the lens or the denoising component in the camera. However, this is not the case.
It should not come as a surprise given the composition of the optical data generating process (see
Figure 3.1/and Section , thatis v + & € @, [X R AW] might not hold true for any data model
as we explain in Section [3.1.1] This has also been empirically demonstrated in previous work
(228,243, 90]. Here we go one step further to show that physically unfaithful augmentation testing
can lead to wrong conclusions in model selection. As we note in Appendix [A.2] a direct apple-to-
apple comparison is impossible due to the fundamental limitation of post-hoc corruptions’ physical
unfaithfulness. However, we make the comparison as plausible as possible by only including
corruptions that can be related to the ISP data model. Others, such as Fog, Spatter, Motion, Snow,
Frost were excluded. A comparative overview of included and excluded corruptions can be found
in Figure[3.7] In contrast to physically faithful test data, the performance drops under corruptions
are more severe across the board: from 0.82 to 0.55 for classification and from 0.71 to 0.49 for
segmentation. Results at additional severity levels for the common corruptions can be found in
Appendix[A.2] This is more than thirteen and four times as much as for the physically faithful
drifts synthesized with the data models considered here. We see similar gaps when considering
the best models. For example, the best performing microscopy data-task-model combo selected
across all test ISPs ((ma,s,me) with 0.83 average accuracy) has more than 20 percentage points
gap compared to Common Corruptions (0.62 average accuracy). For the segmentation task we
make a similar observation where the best performing drone data-task-model combo selected
across all test ISPs ((ma,u,ga) with 0.68 average IoU) has more than 10 percentage points gap
compared to Common Corruptions (0.55 average IoU). See Appendix for full tables.

Qualitative comparison The qualitative difference between physically faithful drift test cases
and augmentation testing can also be appreciated in the samples of the bottom rows of Figures
and[3.6] For each task, we display a sample from the drift test configuration with the worst case
performance drop between train and test data conditions. We show the sample viewed from the
training data model (A), the test data model (B), and the difference between both (IA-BI) along the
red, green and blue channel. For both tasks, the drift artifacts (IA-BI) are more localized than the
artifacts obtained from augmentation testing. This makes sense, as changes in the composition of

the test data model @, . maintain the physical faithfulness of the remaining data model, whereas

Proc
augmentation testing spreads noise globally across all pixels, which are not guaranteed to be

physically faithful.

38



CHAPTER 3 3.3.1 DRIFT SYNTHESIS

ISPs CCs

Gaussian Blur

Zoom Blur

Contrast

Brightness

Excluded corruptions

Fog Spatter Pixelate JPEG

Defocus Blur Firosted Glass Blu  Motion Blur Snow Frost

Figure 3.7: A comparative overview of physically faithful data models (ISPs, top-left) and Com-
mon Corruptions (CC, top-right) used in the drift synthesis experiments of 3.3.1] A matching
heuristic based on possible visual perception of the drift artifacts (top-middle) is provided for
readers who would like to relate specific data models to specific corruptions. However, we
emphasize that this is a purely qualitative heuristic and has no metrological basis. Since CCs are
not physically faithful it is not clear how to relate them to actual variations in the optical data
generating process. Finally, corruptions that were excluded from the experiments in Section [3.3.1]

are displayed (bottom). The CC examples where stitched from the original paper [[75] for authen-
ticity.
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Implications for model selection

Similarly, the conclusions for model selection diverge depending on whether physically faithful
data or corruptions are used. In terms of the average performance across all test conditions, none
of the top-3 training data models, denoted by the numbers 1-3 alongside the rows of the matrices
in Figures and overlap between ISP and common corruptions on the classification task.
For segmentation, only one of the training data models (bi,s,ga) overlaps in the top-3 under ISP
and common corruptions. Similarly, the training data models under which task models perform
best in individual testing conditions vary widely between ISP and common corruptions, both for
classification and segmentation. Why does physical faithfulness matter in dataset drift testing? A
test result is only as reliable as its constituting parts. If we are to rely on robustness test results to
decide whether to use a task model in a certain data environment or not, we need to ensure the
test cases represent real-world data models. If the test cases are not physically faithful, the results

based on them are of limited use to make decisions.

Data models and targeted generalization

Recent advances in learning theory by Krikamol Muandet conjecture the impossibility to design
rational learning algorithms that have the ability to learn across heterogeneous environments
successfully [146]. Explicit data models allow us to rethink the problem of generalization in a
similar vein. With data models it is possible to 1) precisely specify individual environments and
i1) observe what combinations of environments and task model play together nicely. Rather than
selecting task models with best average performance across all heterogeneous test environments,
we can serve the task model with the right data model depending on which environment it
is deployed in. When we analyze the columns of the matrices in Figures [3.5] and [3.6| we can
observe under what training data model (or ‘environments’ in Muandet’s language) the task model
performs best in which testing environment. These configurations are marked by a star (x). For
example, in the case of classification, we can observe that for a task model to perform well in
(bi,u,me) and (bi,u,ga) test data environments, the (ma,u,ga) training data environment is best
(left matrix, Figure [3.5). However, for the segmentation task, to perform best in the same testing

data environments, the (bi,u,me) training data environment is preferable (left matrix, Figure[3.6).

Use cases and limitations of drift synthesis

The most immediate use case for drift synthesis is physically faithful, prospective validation
without measurement. In this scenario, an engineer will have a task model as well as reference raw

measurements. She would then construct data models of interest, for example for two different
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microscopes across laboratory sites s and . She would then pipe the reference measurements
through data models s and # to obtain two different datasets and test the task models on them. She
could observe the effect of the processing in lab site # from a computer without ever having to take
expensive measurements on-site. Building up a catalogue of data models, as we demonstrated
in the experiments, further allows us to perform model selection or targeted generalization man-
agement where the task model is paired with suitable data models during deployment. All these
applications presuppose access to raw data as well as knowledge of the data model specification

so that they can be constructed accordingly in software.

3.3.2 Drift forensic

Clear and precise specification of the limitations of use is a mandated requirement for many
products that can potentially contain machine learning components, such as software as a medical
device [70, 234] or autonomous vehicles [156]. Without knowledge and control over the data
acquisition process in practice, this requirement cannot be met. An explicit, differentiable data
model paired with raw data offers a viable solution to this problem. (Dgi;i enables the analysis of
the task model’s susceptibility to dataset drift in an interpretable manner using adversarial search.
Related work, such as [163]] also uses a differentiable raw processing pipeline to propagate the
gradient information back to the raw image. There, however, the signal is used in a classical
adversarial setup, to optimize adversarial noise on a per-image basis. In our work here, gradient
updates are not applied to individual images, but to the data model parameters. The goal of such
an analysis is to identify the parameter configurations of the data model under which the task
model should not be operated. The resulting adjustments correspond to plausible changes which
reflect changes in data model, for example, due to changing camera ISPs. In order to limit the

parameter ranges, we chose an explicit constraint in the RGB space.

minimize AV — V|2 - L(V,Y), (3.33)
[Z=C)

where V' = @0 (X, 0) are the RGB images obtained from the original data model and

Proc
V= D" Xpaws 0) are the RGB images obtained from adversarial search on the data model
parameters. Equation maximizes the classification loss under a relaxed ¢, constraint
controlled by the hyperparameter A > 0. This procedure yields data model parameters that
deteriorate the task model performance while keeping the measured distortion minimal and the
within constraints of physical faithfulness. All of the pipeline’s parameters are optimized jointly
to search for a task model’s overall data model related weaknesses. Targeting select parameters is

also possible and provides insight into a parameter’s effect on the task model’s performance.
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Figure 3.8: (a): Test accuracy on the Raw-Microscopy test set after 20 epochs of adversarial
search in the data model for varying regularization weight parameters 4. The individual plots
depict the various pipeline parameter selections (left plot). Plot showing £,-norm (of processed
images between the adversarially trained (Bij;i and the default ® ") versus attained accuracy of
the task model (right plot). The metrics are evaluated on the test set after 20 epochs of adversarial
optimization for varying regularization weight parameter A. (b): Same for Raw-Drone. The
individual plots depict the various data model parameter selections. A lower regularization results
in a bigger search space for adversarial optimization. Forensics loss refers to the binary cross
entropy and Dice loss used as the optimization objective for the segmentation task model. (c):
Processed samples from the drift forensics after 20 epochs with varying regularization weights A.

Sensitivity to data models
The left plot in block (a) of Figure[3.8|shows sensitivities of the classification task model to changes

in the data model parameters. With increased relaxation of the £, regularization, the accuracy

declines exposing configurations under which the task model deteriorates. As to be expected,
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the setting allowing for all parameters to be altered shows the biggest effect on the resulting

para
BL

pose the greatest risk for task model performance under a relaxed regularization

performance. Individually, changes in the black level configuration @, " and the denoising

para
DN

weight. In contrast to the classification model, the performance drops for the segmentation

parameters @

model are less severe (left plot in block (b) of Figure [3.8). We hypothesize that this is because
classification problems are inherently discontinuous while inverse problems inherently allow for

more stable solutions [59], thus being less susceptible to instabilities.

Sensitivity in relation to magnitude

For comparison, the right plot in block (a) of Figure [3.8shows the regularization weight A against
the resulting Z,. Interestingly, a higher norm in the resulting RGB images does not directly
translate to the most severe performance degradation of the task model. At #, = 10~>, changes in
the Gaussian blur parameters induce a norm almost twice as large as the changes in the black level
parameters. However, the corresponding drop in accuracy caused by Gaussian blur is around one
third less relative to the black level. Similarly, at #, = 107>, the sharpening filter parameters incur
a norm but do not lead to accuracy drops of the task model. This underscores the importance of
precise data models for dataset drift validation. Physically faithful yet small changes, as visible in
the samples in the bottom row of Figure [3.8] in processed images can have a larger impact on the

performance than large changes.

Use cases and limitations of drift forensics

A practical use-case of drift forensics looks as follows: party s develops and trains a model and
then licenses it to party ¢ for use. Party ¢ wants to know what the data conditions are under which
the task model performs well and under which conditions it should not be used. Party s runs drift
forensics and provides party ¢ with a forensic signature, as seen in Figure [3.8] detailing which
parameters in the data model can be changed and which should not be touched to maintain task
model performance. Party ¢ can use this information to calibrate their data processing and knows
which data settings to avoid for the specific task model. As with the other drift controls, access to

the raw data, as well as data models, is required to perform drift forensics.

3.3.3 Drift optimization

In the previous two experiments, we demonstrated how raw data and a differentiable data model

can be used to identify and then modularly test for unfavourable data models that should be
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avoided during the deployment of the machine learning task model. The same mechanics can
also be exploited to optimize the data itself, effectively creating a beneficial drift. In the drift
optimization setting, the gradient from the task model ®,, is propagated into the data model

®, . to jointly optimize both of them.

Proc

In the learned setting, the data model parameters are jointly optimized with the task model
parameters. In the frozen setting, only the task model parameters are optimized and the data
model parameters are kept fixed. The initialization of @} (both frozen and learned) is set to
standard values which can be found in Appendix [A.T|as well as in pipeline_torch.py of the

code.

Convergence and stability

In the left column (a) of Figure 3.9 these two scenarios are compared. The learned data model
creates a drift that improves the stability of the learning trajectory. This is indicated by the blue
line which displays the validation accuracy against optimization steps for the first half of training
(step 1439 corresponds to epoch 60). It exceeds that of the frozen data model (red line) by up
to 25 percentage points in accuracy at a lower variance. For the segmentation task (bottom row
Figure [3.9) the stabilization effect cannot be observed. This could be due to the low resolution
of the problem itself as the drift optimization may not have a large effect on enhancing the solid
blocks of cars in the raw data. Other evidence further suggests that inverse problems are inherently
less unstable [59]]. The results of the convergence and stability behaviour under the different

settings can also be found as a tabular summary in Table [3.5]

Helpful artifacts

In fact, the processed image from a learned data model with optimized drift (see learned column
in block (a) of Figure [3.9] for an example) can contain visible artifacts that aid stability and
generalization vis-a-vis the image from the frozen baseline data model which, arguably, looks

cleaner to the human eye.

A possible explanation for the improved learning trajectory could be that a varying optimized
drift automatically generates samples akin to data augmentation. Such uses could further be
explored in scarce data settings like fine tuning, semi-supervised or few-shot learning. Having
gradient access to the data model thus offers the opportunity to optimize data generation itself for
a given machine learning task. If learned data models are to be applied in real-world applications,
it thus appears likely that a tradeoff has to be made between human perceived visual quality and

artifacts that can be helpful to the task model.
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(3 Drift optimization with ®
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Figure 3.9: Low (a) and high (b) intensity images processed by a frozen and a learned pipeline.
This type of drift optimization would not be possible with processed data. The plots columns
three and six display the mean of validation metrics over five cross validation runs. Column seven
shows additional results on raw data for comparison. Error bars are reported as one standard
deviation. Optimization step 1439 and 915 correspond to epoch 60 into training.
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Figure 3.10: A set of random test samples for the segmentation task under learned processing. Top
row: Targets, middle row: predictions of the task model after the first epoch, last row: predictions
of the task model after the last epoch.

Similar outcomes for stability and artifacts can also be observed for the reverse situation (high
intensity 1.0 xg,yw) 10 the right column (b) of Fig. An example of the segmentation mask
optimization during the learning process is shown in Fig.[3.10]

Raw and data models

We demonstrated how parametrized data models can be used to optimise drift under data model
constraints. Going beyond physically faithful drift controls, an interesting extension to drift
optimization is training directly on raw data to optimize task model performance. While in this
chapter we are concerned with providing building blocks to emulate optical data models used
in practice, training directly on raw opens up the possibility to learn purely machine-optimized
optical data processing free of existing data model constraints. In the last column of Figure
an optimization directly on raw data is displayed for each task. The raw data is demosaiced using
class RawToRGB(nun.Module) from /processing/pipeline_torch.py in the data model
code. Then task models are tuned to raw data under the same regimes described above. Results
are reported across threefold cross-validation with error bars of one standard deviation. Like in the
other experiments the task model parameters are tuned as well. For classification, a performance
similar to the learned setting is achieved with a more volatile optimization trajectory. For the

segmentation task, the performance is not on par with either the learned or frozen setting, but
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Microscopy Drone
Average accuracy Average loU

Learned (low) 0.75 £ 0.09 0.59 +0.05

Frozen (low) 0.54 +0.21 0.59 + 0.05
Learned (high) 0.78 £ 0.08 0.74 + 0.04
Frozen (high) 0.67 +0.14 0.71 + 0.05
Direct raw 0.75 £ 0.07 0.60 = 0.07

Table 3.5: Tabular summary of the drift optimization results. The average accuracy and standard
deviations over cross-validation runs and training steps are displayed, summarizing both the
stability and converge trajectory for each setting.

it appears plausible that this gap can be substantially reduced with further finetuning. Learning

directly on raw data thus appears as a promising direction for data model-free machine vision.

Use cases and limitations of drift optimization

Drift optimization can be used to squeeze out performance from a task model by creating drift
that is helpful. A common use case is the adjustment of imaging pipelines, such as microscopes,
that have traditionally been optimized for human end users, for example, medical staff, which are
increasingly being used in conjunction with automated machine learning models, for example
for cell detection. By adjusting the parameters in the data models of existing optical laboratory
infrastructure performance gains can be achieved. Due to the improved convergence and stability
of the optimization trajectory, it can also potentially be used in situations where computing is
expensive or scarce altogether. However, these benefits do not hold across all tasks, as we saw in
the case of the segmentation model, and for cases where no data models are present, such as novel
or custom optical hardware, learning directly on raw data offers a promising extension. This work
targets imaging infrastructure that uses ISPs causing data drift while also allowing access to raw
sensor readouts. The proposed data models enable engineers to emulate and control different data
generating processes related to ISPs in a cost-effective, physically faithful manner. These models
save time and money and enable new applications for data-model quality management. However,
they only capture ISP-related drifts and require extensions to model other factors. The ultimate
goal could be to train on RAW data, with the current pipeline serving as an interim solution until

RAW data becomes more widely available.
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3.4 Discussion

The main message we hope to convey in this chapter is that black-box data models for images
neither have to be the norm in machine learning research nor in engineering. Leveraging es-
tablished knowledge from physical optics enables us to push the modelling goalpost further
towards machine learning’s core ingredient: the data. Paired with raw data, precise differentiable
data models for images allow for advanced controls of dataset drift, a common and far reaching
challenge across many machine learning disciplines. Applications beyond robustness validation
in areas of machine learning that are also held back by black-box data, such as federated learning

and formal model certifications, appear opportune, too.

Drift synthesis allows the creation of physically faithful of drift test cases. In contrast to
augmentation testing, the performance drops for physically faithful test cases are less severe
across the board for both uses cases in our experiments, changing the conclusions we arrive
at for model selection and enabling new ways to think about generalization with targeted, data
model specific deployment of task models. A plausible practical application scenario of drift
synthesis for machine learning researchers and practitioners is the prospective validation of their
task model to drift from different camera devices, for example microscopes across different lab
sites or autonomous vehicles, without having to collect measurements from the different devices.
Drift synthesis could also be interesting for other application domains that rely on data synthesis
(semi- [161} 253, [17] and self-supervised learning [232,69]) or on precise data models (aleatoric
uncertainty quantification [155, 207,153,114, 156, (135, 241} 129, 159,147, 6], out-of-distribution
detection [39, 218 118 (149, [187,45]]). While we cross-validated a substantial number of data
model variations in our experiments, it should be noted that further variations, for example by
reordering or adding steps, are possible. Furthermore, it should not be overlooked that dataset
drift can also be caused by factors outside the ISP data model, for example the optical components
of a camera. These data models are not yet capable of capturing factors that go beyond the ISP.
Integrating work from lens manufacturing [238]] to expand the reach explicit data models offers a
promising next step for drift synthesis, explored in more detail in the next chapter. Drift forensics
allows the precise specification of data model limitations of use for a given machine learning
task model. Data models under which the task model should not be operated can be identified by
gradient search and then documented. In our demonstration, the setting allowing for all parameters
to be altered shows the biggest effect on the resulting performance. Individually, changes in the
black level configuration and the denoising parameters pose the greatest risk for performance of
the task model at hand. Interestingly, a higher norm in the resulting RGB images does not directly
translate to the most severe performance degradation of the task model. This underscores the
importance of precise data models for dataset drift validation. In practice, clear specification of

the limitations of use is a mandated requirement for many products that can potentially contain
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machine learning components, such as software as a medical device [70, 234] or autonomous
vehicles [156]]. Drift forensics with explicit data models can help to utilize the precision of
machine learning and data engineering to satisfy such regulatory constraints. Explicit data models
combined with gradient search may also be interesting to explore in areas such as formal model
verification [254, 121}, 262, 91, 196, 67, 195, 140, 33, 257, 18, 164, 163}, 221}, 128|136, 57] to obtain
tighter error bounds. Other constraints beyond ¢, are feasible, depending on the particular use

case to be analyzed, and can be plugged into our cod

We also showed how differentiable data models can be used for drift optimization where
the data generating process is jointly optimized with the task model parameters. It leads to
improved stability of the learning trajectory on the classification task in both low and high

intensity measurements.

Interestingly, the processed image from a learned data model can contain visible artifacts that
aid stability and generalization vis-a-vis the image from the frozen baseline data model which
arguably looks cleaner to the human eye. In practice, the extension of the gradient connection

from the task model @, to the data model @}, . enables the extension of machine learning right

Proc
into the data generating process. Thus, data generation itself can be optimized to best suit the task
model at hand. Furthermore, the stabilization effect could prove useful for learning problems
where training is costly and speedup precious (for example large models or large datasets). This
capacity could also be exploited in other areas that deal with heterogenous training or deployment
environments, such as different clients in federated learning [199] 200, [246] or domain adaptation
techniques [[15]. However, the above drift adjustment benefits could only be observed for the
classification task, not the regression task, possibly due to the low resolution of the segmentation
problem. How far we can push the gradient into the real world is an interesting future direction
for data modelling. Including more parts of the data acquisition hardware into the data model and
consequently the machine learning optimization pipeline appears feasible [252] and represents an

important next step in aligning machine learning with real world data infrastructures.

Finally, raw data, which is already routinely used in optical industries [[72, 164, 261, 258, 95,
186], for representative machine learning tasks has to become more accessible to researchers to
align robustness research with physically faithful data models and infrastructures. While most
optical imaging devices support the extraction of raw data and this procedure is well established
in industry and physics, data collection procedures for machine learning robustness research still
have to catch up in order to make raw datasets and their benefits more widely available. Norms
around established benchmarking datasets of processed images, such as CIFAR or ImageNet, can
slow down this progress. To that end, we collected and publicly release two raw image datasets

in the camera sensor state. The assumptions with respect to the practicality of the procedures

7Argument args.adv_aux_loss in train.py
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we propose here are mild in our eyes. Raw subsets of data could be stored and then pulled
in-code from cloud storage, as demonstrated in the code that we provide, for the purposes of
drift synthesis or drift forensics. Learned data models obtained from drift adjustments could be
calibrated directly on hardware such that the bandwidth requirements would not change compared
to current image acquisition and transmission. Better APIs to optical hardware would allow
more researchers and industries to make their raw data accessible and service a culture of data
modelling that can help overcome the limitations of machine learning in the pure task model
regime. Machine learning risk management, such as drift controls, can make ML deployment

possible and safer. More deployment translates to increases in automation.
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Data-centric workflow based on raw images

Due to confidentiality issues this chapter is not available for viewing.
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Chapter 5.

DiffInfinite: Large Mask-Image Synthesis

via Parallel Random Patch Diffusion

In this chapter, we investigate how to generate synthetic medical images with biological plausibility,
given information on the long-range spatial correlation. We introduce a novel hierarchical
diffusion model framework to generate arbitrarily large images along with its segmentation mask.
The proposed method generates high-fidelity histological images while preserving long-range
correlation structural information. The model can be parallelized more efficiently in inference
than previous large-content generation methods while avoiding tiling artefacts. This framework
alleviates unique challenges in histopathological imaging practice like large-scale information,
costly manual annotation, and protective data handling. The clinical relevance of DiffInfinite
synthetic data is evaluated in a survey by ten experienced pathologists as well as a downstream
classification and segmentation task. Samples from the model score strongly on anti-copying
metrics, indicating that it does not reproduce patterns identical to those in the input training data,

which is relevant for the protection of patient data.

5.1 Synthetic data in medical imaging

Deep learning (DL) models are promising auxiliary tools for medical diagnosis [3} 163, 219].
Applications like segmentation and classification have been refined and pushed to the limit
on natural images [248]]. However, neural networks trained on rich datasets still have limited
applications in medical data. While segmentation models rely on sharp object contours when
applied to natural data, in medical imaging, the model struggles to detect a specific feature
because it has a “limited ability to handle objects with missed boundaries” and often “miss tiny
and low-contrast objects” [71,134]]. Therefore, task-specific medical applications require their

own specialised and fine-grained annotation. Data labelling is arguably one of the most critical
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Figure 5.1: a) Examples of synthetic and real 2048 X 2048 images. b) Pairs of 512 x 512 synthetic
tiles (top) with the closest real images found with Inception-v3 near-neighbour (bottom).

bottlenecks in healthcare machine learning (ML) applications. In histopathology, pathologists
examine the histological slide at multiple levels, starting with a lower magnification to analyse the
tissue architecture and cellular arrangement and gradually proceeding to a higher magnification to
examine cell morphology, including aspects such as alterations in the nucleus-to-cytoplasm ratio,
anisonucleosis, and the presence of mitotic figures. Annotating features within gigapixel whole
slide images (WSIs) with this level of detail demands effort and time, often leading to sparse,
limited annotated data. In addition, due to privacy regulations and ethics [157], having
access to medical data can be challenging since it has been shown that it is possible to extract

patients’ sensitive information [205]] from it.

In histopathology, state-of-the-art ML models require the context of the entire WSIs, with
features at different scales, in order to distinguish between different tumor sub-types, grades and
stages [30]. Despite the demonstrated effectiveness of diffusion models (DMs) in generating
natural images compared to other approaches, they still have rarely been applied in medical
imaging. Existing generative models in histopathology can generate images of relatively small
resolution compared to WSIs. To give a few examples, the application of Generative Adversarial
Networks (GANs) in cervical dysplasia detection [256], glioma classification [83]], and generating
images of breast and colorectal cancer [172], generate images with 256 x 128 px, 384 x 384 px
and 224 x 224 px, respectively. In spite of their current limitations in generating images at scales
necessary to fully address all medical concerns, the use of synthetic data in medical imaging can
provide a valuable solution to the persistent issue of data scarcity 26l 25, [160]. Models
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generally improve after data augmentation and synthetic images are equally informative as real
images when added to the training set [120, 48]. Data augmentation could also help with the
underrepresentation in data sets of rare cancer subtypes. By adding synthetic images to the training
set, Chen et al. [29] demonstrated that their model had better accuracy in detecting chromophobe
renal cell carcinoma, which is a rare subtype of renal cell carcinoma. Furthermore, Doleful et
al. [44] showed how synthetic histological images could be used for educational purposes for
pathology residents. Regarding the challenges highlighted before, we present a novel sampling
method to generate large histological images with long-range pixel correlation (see Fig. [5.1),

aiming to extend up to the resolution of the WSI.

In this chapter, the primary contribution is the introduction of DiffInfinite, a novel hierarchical
generative framework that exhibits the capability to generate images of arbitrary sizes, alongside
their corresponding segmentation masks. This framework not only expands the horizons of
generative modeling but also has the potential to revolutionize medical imaging applications
by providing high-quality, large-scale data that is invaluable for research and clinical practice.
Furthermore, generative models can be implicitly used to learn features within the data. By
employing the diffusion model to generate synthetic data mirroring the distribution of the training
data, we can extract significant insights from the actual datasets. This process involves adding
noise to an image and subsequently denoise it to reconstruct the exact same image, during which
we retrieve self-attention masks from the model that highlight the most import information in the
data, for example using "carcinoma" as prompt the model would highlight in the self-attention
mask the carcinoma in the generated image. Although synthetic data are not yet broadly utilized
for downstream tasks, their potential to enhance model performance on previously unseen data
is considerable. The rapid advancement in high-fidelity generation opens the way for creating
new synthetic datasets from a minimal number of examples, which could further enhance model

robustness.

Another key contribution of our work is the development of a fast outpainting method designed
for efficient parallelization. This method addresses the challenge of generating image content
beyond the boundaries of existing data, ensuring that our generative model can produce coherent
and contextually relevant extensions of medical images. The speed and parallelization capabilities
of this approach are crucial for scaling up the generation process, making it practical for real-world

applications.

Furthermore, we rigorously evaluate the quality of the data generated by DiffInfinite through
a comprehensive assessment. We engage ten experienced pathologists to distinguish between
the generated and real images and to provide feedback on the generated samples. Additionally,
we examine the utility of DiffInfinite data in downstream machine learning tasks, including

classification and segmentation. To further address concerns regarding patient data privacy, we
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Figure 5.2: DiffInfinite generation method. a) Diffusion steps on large images. Given a random
position, we select a sub-tile with its segmentation mask. A diffusion model generates in parallel
the next step conditioned on each conditional label, or prompt, found in the mask. The outputs
are masked individually with the corresponding label. The next step is the union of all the sub-
patches. b) Large-scale context mask generation. A diffusion model conditioned on a large-scale
conditional prompt (e.g. Adenocarcinoma subtype) generates a low-resolution mask. The mask is
upsampled via linear interpolation to the desired image size. c) Tracking timesteps pixel-wise.
We keep track of the time step of each pixel in the large image. The model evolves only the pixels
with the higher timestep on each iteration.
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employ anti-duplication metrics to assess the potential leakage of sensitive patient information
from the training dataset. This comprehensive evaluation ensures that our generative framework

not only produces high-quality data but also adheres to privacy and ethical standards.

5.2 Infinite diffusion

The DiffInfinite approach we present here,ﬂ is a generative algorithm to generate arbitrarily large
images without imposing conditional independence, allowing for long-range correlation structural

information. The method overcomes this limitation of DMs for large-content generation by

ICode available at https://github.com/marcoaversa/diffinfinite

55


https://github.com/marcoaversa/diffinfinite

CHAPTER 5 5.2.1 THE METHOD

deploying multiple realizations of a DM on smaller patches. In this section, we first define a
mathematical description of this hierarchical generation model and then describe the sampling

method paired with a masked conditioned generation process.

5.2.1 The method

Let X ~ X be a large-content generating random variable taking values in RX?. Using the
approach of latent diffusion models [181]], the high-dimensional content is first mapped to the
latent space R? by ®(X) = Y ~ Y. For simplicity, we assume throughout this work the
existence of an ideal encoder-decoder pair (®, ¥) such that ¥(®(X)) = X is the identity on RXP.
Assume further, to have a reverse time model (S M, €,) at hand consisting of a sampling method
S'M, and a learned model ¢, trained on small patches Z ~ Z,, taking values in R?. The reverse

time model transforms z; ~ N'(0, I,) over the time steps r € {T,T — 1,..., 1} recursively by
z, = SMy(z,) (5.1

to an approximate instance of Z,. We aim to sample instances from ), by deploying multiple

realizations of the reverse time model (8'M,, €,). Towards that goal, define the set of projections
C :={proj, : R? = R? | I c N correspond to d indices of connected pixels in RP}, (5.2)

where proj € C models a crop proj(Y) € R? of d connected pixels from the latent image Y.
Since the model ¢, is trained on images taking values in R? the standing assumption is

Assumption 1. Any projection proj € C maps Y to the same distribution proj(Y) ~ Z 4 in R,

Since the goal is to approximate an instance of ), we initialize the sampling method by
yr ~ N(0, I) and proceed in the following way: Given y,, randomly choose proj 1,5 Proj; €
C independent of the state y, such that proj 1,5+ Proj; arenon equal crops that cover all latent
pixels in R?. To be more precise, for every i € {1, ..., D} we find at least one j € {1, ...,m} with
i € I;. For every projection proj 1,5+ PFOJ; We calculate the crop z{ = proj 1 (y,) of the current

state y, and perform one step of the reverse time model following the sampling scheme

Z  =SMyz), je(l,..m} (5.3)

. . . . 1
This results in overlapping estimates z_, ...

assign to every pixel in the latent space the first value computed for this pixel such that

,z | of the subsequent state # — 1 and we simply

y,_:]; = [z{_l]l, where j = min {j’ | i e Ij,} 5.4
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and [ refers to the entry in z{_l corresponding to i with [proj; (y,_)]; = [¥,-,];- Hence, starting

from y; ~ N(0, I,) we sample in the first step from a distribution

Yro1~ Pro1o(V | V> Projy ---»P"Ojjm)- (5.5)

Using Bayes’ theorem, this distribution simplifies to

Pr-16W | yr, projy ... proj; ) = pr_1 oy | 1), (5.6)

since we sample the projections independently from y,. Repeating the argument, we sample
in every step from a distribution y,_; ~ p,_; o(¥|y,, ..., yr) over R? instead of sampling from
Z,_1 ~ Gu_1 (2|2, ... z7) over RY. Hence, we approximate the true latent distribution Y, by the
approximate distribution with density p,4(y|y;, ..., yr). In contrast to [264], our method does
not use the assumption of conditional independence and the method can be applied to a wide
range of DMs, without an adjustment of the training method. As the authors of [264] point out
in their section on limitations, the assumption of conditional independence is not well-suited in
cases of a data distribution with long-range dependence. For image generation in the medical
context, we aim to circumvent this assumption as we do not want to claim that the density of a
given region depends only on one neighboring region. The drawback of dropping the assumption
is that we only approximate the reverse time model of the latent image distribution Y, indirectly,

by multiple realizations of a reverse time model that approximates Z .

5.2.2 Semi-supervised guidance

In order to generate diverse high-fidelity data, DMs require lots of training data. Perhaps, training
on a few samples still extracts significant features but it lacks variability, resulting in simple
replicas. Here, we show how to enhance synthetic data diversity using classifier-free guidance as
a semi-supervised learning method. In the classifier-free guidance [[79], a single model is trained
conditionally and unconditionally on the same dataset. We adapt the training scheme using two
separate datasets. The model is guided by a small and sparsely annotated dataset g,, used for the
conditional training step, while extracts features by the large unlabelled dataset g,,, used on the

unconditional training step (see Alg[I)

Zg, D) ~ qo(z ifu>p,,.
(o) = | 0@ W P (57

(29, ¢) ~ q,(zy,c) otherwise

where u is sampled from a uniform distribution in [0,1], p,,. 1s the probability of switching from

the conditional to the unconditional setting and @& is a null label. During the sampling, a tradeoff
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Figure 5.3: Comparison of sampling speed for DiffCollage and DiffInfinite, measuring diffusion
steps required for image sampling. Demonstrating increased efficiency of DiffInfinite for larger
images.

between conditioning and diversity is controlled via the parameter w in eq[2.7]

5.2.3 Sampling

High-level content generation The outputs of DMs have pixel consistency within the training
image size. Outpainting an area with a generative model might lead to unrealistic and odd artifacts
due to poor long-range spatial correlations. Here, we show how to predict pixels beyond the
image’s boundaries by generating a hierarchical mapping of the data. The starting point is the
generation of the highest-level representation of the data. In our case, it is the sketch of the cellular
arrangement in the WSI (see Figure [5.2p). Since higher-frequency details are unnecessary at
this stage, we can downsample the masks until the clustering pattern is still recognizable. The
diffusion model, conditioned on the context prompt (e.g. Adenocarcinoma subtype), learns the

segmentation masks which contain the cellular macro-structures information.

Random patch diffusion Once the long-range correlation content in the segmentation mask
M is generated, we can proceed with the large image sampling according to Section [5.2.1]in the
latent space R? of Y = ®(X) (see Alg. Since we trained a conditional diffusion model with

conditions cy, ..., ¢y, the learned model takes the form

€5(2,,1) = (€y(z,,t|C)), .os €9(2,, t]Cp))- (5.8)
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Given y,, we first sample projections proj; , ..., proj; € C, corresponding to different crops of d
connected pixels up to the m-th projection with U?;] I,=1{1,..,D} and UTzll i\ U;?:]l I; # 0 (see
the left hand-side of Figure[5.2b). Note that m is not fixed, but varies over the sampling steps and
is upper bounded by the number of possible crops of d connected pixels. The random selection
of the projection is implemented such that regions with latent pixels of low projection coverage
are more likely. Secondly, we calculate for every projection j € {1,...,m} the crop proj ,j(yt) and

perform one step of the DDIM sampling procedure using the classifier-free guidance model
(1+ a))ee(z{, t,c) — a)e(,(z{, t, D), 5.9

where €, is the learned model and z{ = projy, (3,). This results for every pixels i € I; in N
values DDIM, (projlj V)5 eees DDIM,, (projlj(y,)), one for every condition c; (see the right
hand-side of Figure ). If i & I, for all j', the pixel i has not been considered yet and we
assign i the value [y, ], = [DDIM, M, (proj I, (¥ )];, where I corresponds to the pixel i under the
projection /; and M, is the value of i in the mask M.

Time tracking Since we are updating random projections of the overall image, in the #-th step
pixels either have the time index 7 or 7 + 1, resulting in a reversed diffusion process of differing
time states. We initialize a tensor L,, with the same size D as the latent variable, to keep track of
the time index for each pixel. Each element is set to L, = T'. In the j-th iteration of the ¢-th step
we only update the pixels that have not been considered in one of the previous iterations of the 7-th
diffusion step, hence all the pixels in i € I; with proj I, (L,); =t + 1, similarly to the inpainting
mask in the Repaint sampling method [[132]. To restore the pixels that already received an update,
L.e. every pixel i € I; with proj I (L,); = t, we store a replica of the previous diffusion step for
every pixel. Finally, we update all the time states in L, that received an update in the j-th iteration
to ¢ resulting in proj Ij(Lt)l. =tforall i € I;. See the top row of Fig for an illustration of the
evolution of L,. The random patch diffusion can also be applied to mask generation, where the
only condition is the context prompt. This method can generate segmentation masks of arbitrary

sizes with the correlation length bounded by two times the training mask image size.

Parallelization The sampling method proposed has several advantages. In [264] each sequential
patch is outpainted from the previous one with 50% of the pixels shared. Here, the randomization
eventually leads to every possible overlap with the neighboring patches. This introduces a longer
pixel correlation across the whole generated image, avoiding artifacts due to tiling. In Figure
we show that the number of steps in the whole large image generation process is drastically
reduced with the random patching method with respect to the sliding window one. Moreover,
in the sliding sampling method, the model can be paralleled only 2 or 4 times, depending if we

are outpainting the image horizontally or on both axis. In our approach, we can parallelize the
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Algorithm 1 DiffInfinite training

Repeat
1: Randomly train on labelled or unlabelled data with probability p,,..,
u~ Uniform[0,1]
_ (29, D) ~ qo(2) ifu>p,.
(zg,€) = .
(z9,¢) ~ q,(zy,c) otherwise
2: Sample random time step
t~Uniform{1,.. T}
3: Sample noise, € ~ N(0,1)
4: Corrupt data, z, = y,x, + 0,€
5. Take gradient descent step:
Volle — €4(z,, 1, o)ll?
6: until converged

Algorithm 2 DiffInfinite sampling

Input: High-level segmentation mask M € RP and learned model ¢,
Output: Synthetic image X with the mask size
Initialization:
yr ~ N(0,1), index set I, = @ and time state tensor L, = T
Repeat
1. forte {T —-1,..0} do

2 while U;":olj #{1,...,D} do

3 m<«—m+1

4: Select randomly proj, € C \ {proj,....proj; '}
5. Crop 2! = proj; ()

6: for all conditions n € {1,..., N} do

7 DDIM sampling with classifier-free guidance
3 2" le, ~ Py (2120 c,)

9: end for

10: for all indices i € I,, do

11: if i ¢ I, for all j < m then

12: [yt—l]i <« [Z:n_lle][

13: proj; (L); <t

14: such that [proj; (y,_)], = [z}, |M;],

15: end if

16: end for

17:  end while

18: end for

19: X < ¥(y,)

sampling up to the computational resource limit.

Hann windows decoding After the diffusion model samples Z in the VAE’s latent space,

the latent variable Z needs to be decoded into the pixel space. However, due to computational
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constraints, it is not feasible to decode Z all at once. Therefore, we tile it into smaller patches.
Decoding smaller patches would introduce tiling effects. In order to reduce edge artifacts, we
used an overlapping window method using Hann windows as weights [166]]. In Fig. [5.4] we tile
the image in four different configurations such that the edges and corners are overlapping, and

then we perform a weighted sum over the upsampled outputs.
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Figure 5.4: Hann window overlapping illustration.
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5.3 Training details

Training on images The core model used in the diffusion process is a U—Neﬂ Every U-net’s
block is composed of two ResNet blocks, a cross-attention layer and a normalization layer. On
each ResNet block, we feed the output x of the previous block /, the time 7 and the label ¢;. The
cross-attention is performed using the mask corresponding to the label c¢; as query and the input

x' as key and value.

Training on masks We replace the cross-attention with a linear self-attention layer for mask
generation. Here, the model is conditioned with binary labels {0, 1}, where 0 corresponds to
adenocarcinoma and 1 corresponds to squamous cell carcinoma. The masks of size 512 X 512 is
first downsampled to size 1 X 128 x 128. We stack the downsampled mask to the size (3, 128, 128)
to make it compatible with a pre-trained VAEﬂ We repeated the same training for the larger masks
2048 x 2048, downsampling them to 128 x 128 as well.

Mask cleaning The diffusion model samples a latent mask in the VAE’s latent space. After
mapping the latent mask back to the pixel space we average over the channels to have a mask
with one channel and round the pixel values to the integers {0, 1, ..., num_values}. Since we note

some boundary artifacts between regions of different values we first apply a method from skimage

Baseline, https://github.com/lucidrains/classifier-free-guidance-pytorch
Shttps://huggingface.co/stabilityai/stable-diffusion-2
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CHAPTER 5 5.3.1 HISTOLOGICAL DATASET
Table 5.1: Details of the parameters used for training
Model parameters image generation Model parameters mask generation
Image X shape (3,512,512) Mask M shape (3,128,128)
Latent Y shape (4,64,64) Latent Y shape (4,16,16)
VAE stabilityai/stable-diffusion-2-base VAE (repo id) stabilityai/stable-diffusion-2-base
Num classes 5and 10 Num classes 2
Loss L2 Loss L2
Diffusion steps 1000 Diffusion steps 1000
Training steps 250000 Training steps 100000
Sampling steps 250 Sampling steps 250
Heads 4 Heads 4
Heads channels 32 Heads channels 32
Attention resolution 32,16,8 Attention resolution 32,16,8
Num Resblocks 2 Num Resblocks 2
Probability p,,. 0.5 Probability p,,. 0.5
Batch size 128 Batch size 64
Number of workers 32 Number of workers 1
GPUs Training 4 NVIDIA GeForce RTX 3090, 24Gb each GPUs Training 2 Ampere A100, 40Gb each
GPUs Inference 1 NVIDIA GeForce RTX 3090 GPUs Inference 1 NVIDIA GeForce RTX 3090
Training time ~ 1 week Training time ~ 4 hours
Optimizer Adam Optimizer Adam
Scheduler OneCycleLR(max Ir=1e-4) Scheduler OneCycleLR(max Ir=1e-4)

E]to find these boundary artifacts and replace it by 0, corresponding to unknown area. Before
resizing the mask to the full size, we apply a minpooling operation to erase labelled regions of

small magnitude and replace it as well with unknowns.

5.3.1 Histological dataset

The real-world data used for training the generative model consisted of 41 high-resolution Hema-
toxylin and Eosin (H&E)-stained whole slide images of lung tissue biopsies from different cancer

patients. These images were evenly split between cases diagnosed with adenocarcinoma of the

4https://scikit-image.org/docs/stable/api/skimage.segmentation.html

Table 5.2: Details of the histological dataset

Histological dataset

Number of whole slide images

41

Image type H&E-stained whole slide images
Whole slide image size ~ 100, 000 x 100, 000
Magnification 40x

Image scanner Aperio scanner

Number of annotation categories 40

Annotation distribution

Resolution

Number of patches (image training)
Patch size

Train/Test split

Number of patches (large mask training)
Patch size

37% Carcinoma, 36% Stroma, 3.5% Necrosis, 23.5% Other
0.5 microns per pixel

4,781

512 % 512 px

90/10 stratified by annotation categories

1,183

2048 x 2048 px
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lung and squamous cell carcinoma, representing the two most common sub-types in lung cancer.
The images were scanned on an Aperio scanner at a resolution of 0.25 microns per pixel (40x).
Different classes used for conditioning were annotated digitally by a pathologist using an apple
pencil with the instruction to clearly demarcate boundaries between tissue regions. The pathol-
ogist could choose from a list of 40 distinct annotation categories, aiming to cover all possible
annotation requirements. 37% of the annotations belonged to the Carcinoma category, 36% to
Stroma, 3.5% to Necrosis and the remaining 23.5% to other smaller categories summarized as
Other. All data handling was performed in strict accordance with privacy regulations and ethical
standards, ensuring the protection of patient information at all times. For training the diffusion
model, we utilized a patch dataset derived from expert annotations. In total, the dataset contained
4,781 patches of size 512 X 512 px. The dataset was split into train/ test sets with a ratio of 90/
10, stratified by annotation categories. This test split was used for the generative model as well as
to evaluate the downstream task. We also tiled the slides with size 2048 x 2048 from the same
annotations, extracting 1,183 patches. These masks are used for training the mask generative

model.

5.4 Synthetic data visualisation

In this section, we visually demonstrate the quality of the synthetic data generated. As an
illustration of the mask-image guidance, we show the results on the patch level such it allows
a more detailed examination of the model’s synthetic data generation capabilities. We provide
also synthetic data at different resolutions, showing the model’s reliability at different scales.

Inpainting examples provide additional validation of the data’s authenticity.

Mask-image pairs In Fig. we show the control on the mask-image generation for 512x 512
patches. The Unknown class corresponds to pixels which were not annotated due to a sparse
annotation strategy. The images show that the cross-attention layer controls mask conditioning
effectively. As a proof of concept, we generated images at different scales (512 x 512,1024 x
1024,2048 x 2048) with a simple squares mask (see Fig. [5.6). In Figure we see that for the
small masks of size 512 x 512, the frequency of labels in the real masks are reproduced well
by the generated masks. For the large masks of size 2048 x 2048, the labels that occur most
frequently in the real masks are underrepresented in the generated masks, while all other labels

are overrepresented in the generated masks.

Random patch advantages Sampling with the random patch (RP) method leads to several
benefits compared to the sliding windows (SW) approach (see Fig. [5.8). First, the sliding window
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- Unknown - Carcinoma - Necrosis Tumor Stroma Others

Figure 5.5: Generated images conditioned on the synthetic segmentation masks.

method starts from the centre of the image and outpaints in four directions. As a consequence, the
model needs to condition on previously generated areas, leading to blurriness on the farther pixels.
With the random patch method, every area is conditioned only on its neighbour, avoiding error
propagation. Moreover, while SWs have only information on the closest neighbour, RPs consider
long-range correlations. On every diffusion step, we have every possible overlap between near
patches, extending correlation lengths to twice the diffusion model output size. Furthermore, this

random overlap avoids any tiling effect.

Inpainting Using the segmentation images and masks of the test set, we inpainted the annotated
areas with the same corresponding class (see Fig. [5.9). We show that the model generates
new content with respect to the real one. We run the same experiment by inpainting one area
with different classes (see Fig. [5.10). Keeping the same seed, we show how the generation
changes while w increases. By increasing @, we enhance the diversity at the cost of losing some
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: Tumor
- Stroma - Others

Figure 5.6: Conditioning visualization. All the images are conditioned with the squared mask
shown. Left) 2048 x 2048 image. Top-Right) 1024 x 1024 image. Bottom-Right) 512 X 512
images.

conditioning.

5.5 Data assessment

To assess synthetic images for medical image analysis, we need to take various dimensions of
data assessment into account. We extend traditional metrics from the natural image community
with qualitative and quantitative assessments specific to the medical context. For the qualitative
analysis, a team of pathologists evaluated the images for histological plausibility. The quantitative
assessment entailed a proof-of-concept that a model can learn sensible features from the syn-
thetically generated image patches for a relevant downstream task. As data protection is highly
relevant regarding patient data, we performed evaluations to rule out the memorization effects of
the generative model.
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Figure 5.7: Fraction of label appearance in the segmentation masks with 5 classes in a,b) and
10 in c,d). Fractions estimated over a) 4205 real masks of size 512 x 512 and 20719 generated
masks, b) 1183 real masks of size 2048 X 2048 and 22705 generated masks, c) 4205 real masks
of size 512 X 512 and 22604 generated masks, d) 1183 real masks of size 2048 X 2048 and 22560

generated masks.

5.5.1 Traditional fidelity

In this section, we define and apply the metrics used to assess the fidelity and degree of memo-

rization of DiffInfinite. Following the notation of Section[5.2.T} denote by X, ~ X, the real data
distribution and by X, = YY) ~ X, the distribution from which the generative model samples.
For the quantitative evaluation of the quality and the coverage of the data generated by DiffInfinite
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8 -
oA

Figure 5.8: Comparison of different methods to generate large images (2048 x 2048). top)
DiffCollage image generation using the grid graph [264]. Bottom) DiffInfinite (ours) image
generation using the proposed random patch sampling.
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- Unknown - Carcinoma - Necrosis Tumor Stroma Others

Real Synthetic Inpainting Mask Real Synthetic Inpainting Mask

Real _

Figure 5.9: Inpainting test data with the corresponding masks. Top) Inpainting for different labels.
Bottom) Different inpainted synthetic areas for the same mask.

we use the improved recall and improved precision, while the rate of DiffInfinite to innovate a new

sample is approximated by the authenticity score. Finally, to test DiffInfinite for data-copying we
compute the C;. score.

Improved recall and improved precision [110] A pre-trained classiﬁelﬁ] maps the samples into
a high-dimensional feature space resulting in the feature vectors ®, and ®,. For ® € {®,, D, }

denote by N N, (¢, @) the kth nearest feature vector of ¢’ from set @ and define the binary
function

F(. @) = L ifll¢—¢'ll, <ll¢' = NN (¢, @), for at least one ¢’ € B (5.10)

0, otherwise

We use the pre-trained VGG-16  classifier from  https://github.com/blandocs/
improved-precision-and-recall-metric-pytorch.
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Necrosis Co_?ir:ligve Cartilage  Carcinoma  Artifacts Artery Alveole

Tumor
Stroma

Figure 5.10: Proof of concept with inpainting. We inpainted the same base image with different
classes and different strengths of conditioning (small w corresponding to less diversity). The
corresponding inpainting mask is displayed as an overlay on the top left patch (in yellow).
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Figure 5.11: Large content synthetic image with a size of 4096 X 4096 pixels.

that identifies whether a given sample ¢ is within the estimated manifold volume of @ corre-
sponding to N N,. To measure the similarity of @, to the estimated manifold of the real images,
define improved precision (IP) by

.. 1
precision(®,, P,) = — [P, D, (5.11)
PR
b,

g

and to measure the similarity of ®, to the estimated manifold of the generated images, define
improved recall (IR) by

recall((br,(l)g):lT}l Y f($.®,). (5.12)
rl ¢, ed,
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Table 5.3: Quantitative memorization metrics for the variants of DiffInfinite described in Sec-
tion[5.5.1] For consistency, we consider all methods from Table[5.4]in our evalution, including the
comparison to DiffCollage. For the methods that output a large image of size 2048 we consider
the tiled patches resulting in 16 patches per large image and the resized image resulting in 200
images of size 512 x 512. The best results are highlighted in bold.

AT C: i
tiled resized tiled resized
DiffCollage 0.89 0.97 11.02 7.00
DiffInfinite (a) 0.86 - 499 -
DiffInfinite (b) 0.86 0.97 3.29 8.11
DiffInfinite (c) 0.86 0.98 9.61 11.56

DiffInfinite (b) & (c) 0.87 0.95 5.31 10.96

Authenticity score [4] For the definition of the authenticity score A € [0, 1], assume that the
probability measure P, corresponding to &, is a mixture of the probability measures

P,=A-P +(1-A)-6,,. (5.13)

where [P’; characterizes the generative distribution, excluding synthetic samples that are duplicates
of training samples and 6, . = 6, * N (0, €?) is the noisy distribution over training data implied
by an unknown discrete probability measure 6, placing probability mass on each data point used

for training.

C; score [144] . For a set of training images D, ., = { x|, ..., x;|x; ~ X, } and y € RXP define

the distance measure d(y) = min,.p, ||x— ylli. Denote by L(V) the one dimensional distribution

d(V') of any random variable V' ~ V with the same instance space as X,. For the test set of the
real data D,,,, = {yl, Vo Y~ X,}, define the fraction P, (7) = % ‘{y €ED,,|yere H}|

of test points in cell # € II, where IT is a partition of RX? resulting from applying the k-means

tes

algorithm on D Similar for a set of generated images D,,, = {X|,...,X,,} sampled from

train-
X,, define the fraction Q,(7) of generated samples in cell # € II. Denote by Z;; the z-scored
Mann-Whitney U statistic from Section 3.1 of [144] with L (D) = {d(x) | x € D, n € 11} for
De {D,est, D } and let IT_ be the set of all cells in I1 for which Q,,(x) > 7 holds true. The C

score is finally defined as the average

gen

2ren, P Zy (L(P), L(Q,): T
C;(P.0,) === ZU(H o) )- (5.14)

across all cells represented by X,.
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Quantitative assessment We evaluate the fidelity of synthetic 512 X 512 images by calculating
Improved Precision (IP) and Improved Recall (IR) metrics between 10240 real and synthetic
images [l IO]E] The IP evaluates synthetic data quality, while the IR measures data coverage.
Despite their unsuitability for histological data [[111, [11]], Frechet-Inception Distance (FID) and
Inception Score (IS) [[78,,1194] are reported for comparison with [1435]] and Shrivastava and Fletcher
[209] In Table (left), we report an IP of 0.94 and an IR of 0.70, indicating good quality
and coverage of the generated samples. However, we note that these metrics are only somewhat
comparable due to the different types of images generated by MorphDiffusion [145] and NASDM
[209]. For the large images of size 2048 X 2048, we rely solely on the IP and IR for quantitative
evaluation due to the limited number of 200 generated large images. As shown in Figure 3(a)
of [110]], FID is unsuitable for evaluating such a small sample size, while IP and IR are more
reliable. In Table [5.4] (right), we find that generating images first results in slightly higher IR,
while generating the mask first achieves an IP of 0.98. For the sake of completeness we also
report the scores then combining the two datasets. To compare our method to DiffCollage we
generate 200 images using [264]. DiffInfinite performs better than DiffCollage wrt. to IP and IR.
The drop of IR to 0.22 might be a result of the tiling artifacts observable in the LHS of Figure

Table 5.4: Metrics to quantitatively evaluate the quality of the generated images. Left: scores
for images of size 512 x 512. DiffInfinite (a) first generates a mask and secondly an image
following Section [5.2.1] Right: scores for real and generated images of size 2048 x 2048 resized
to 512 x 512. All methods use the same model trained on small patches of size 512 X 512.
DiffCollage corresponds to the method proposed in [264]]. DiffInfinite (b) uses the real masks,
while DiffInfinite (c) first generates a mask and secondly the large image. DiffInfinite (b) & (¢)
refers to the mixture of the generated dataset from DiffInfinite (b) and DiffInfinite (c). The best
results are highlighted in bold.

IPt IR? IS?T FID| P IR?
Morph-Diffusion zs1 0.26 0.85 2.1  20.1 gﬁfﬁfﬁ:(b) gg;} 3421;
NASDM- " ] ) 2.7 157 DiffInfinite (c) 0.98 0.44
DiffInfinite (a) 094 070 27 267  Diffinfinite (b) & () 0.98 033

Metrics’ limitations The concern about whether these metrics are the most meaningful for a
specific problem domain is valid. Current research is increasingly focused on understanding the
distinction between real and synthetic data from a quantitative perspective. Most metrics in use to-
day, including FID and IS serve as benchmarks, while state-of-the-art metrics, including improved
precision, improved recall, the C,. score, and the authenticity score provide valuable insights into

the sampled distribution of generative models, but they should be considered complementary to

%https://github.com/blandocs/improved-precision-and-recall-metric-pytorch
"https://github.com/toshas/torch-fidelity
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the specific usage of synthetic data. While these advanced metrics offer a robust assessment of
the generative model’s performance, they can be supplemented with domain-specific evaluations
to ensure a comprehensive analysis. For instance, in the context of histopathology, traditional
metrics such as cell counting and analysis of tissue architecture can provide additional relevant
insights. These classical metrics help to validate that the generated data not only meets quan-
titative benchmarks but also aligns with the practical requirements of the domain. In our case,
we specifically focus on the utility of synthetic data for downstream tasks (see Sec. [5.5.3). By
conducting experiments that leverage synthetic data in real-world applications, we can directly
quantify its usefulness and effectiveness. This approach ensures that our evaluation is not only
grounded in advanced quantitative metrics but also reflects the practical value of the synthetic

data in our specific problem domain.

5.5.2 Domain experts’ assessment

To assess the histological plausibility of our generated images, we conducted a survey with a cohort
of ten experienced pathologists, averaging 8.7 years of professional tenure. The pathologists
were tasked with differentiating between our synthetized images and real image patches extracted
from whole slide images. We included both small patches (512 X 512 px) as commonly used for
downstream tasks as well as large patches (2048 X 2048 px). Including large patches enabled
us to additionally evaluate the modelled long-range correlations in terms of transitions between
tissue types as well as growth patterns which are usually not observable on the smaller patch sizes
but essential in histopathology. In total the survey contained 60 images, in equal parts synthetic
and real images as well as small and large patches. Fig[5.12]shows the setup of the survey. The
presented images were shown in randomized order. The overall ability of pathologists to discern
between real and synthetic images was modest, with an accuracy of 63%, and an average reported
confidence level of 2.22 on a 1-7 Likert scale. While we observed high inter-rater variance, there
was no clear correlation between experience and accuracy (r(8) = 0.069, p=0.850), nor between
confidence level and accuracy (r(8) = 0.446, p=0.197). Furthermore there was no significant
correlation between the participants’ completion time of the survey and the number of correct
responses (r(8) = -0.08, p=0.826).

Surprisingly, we found a similar performance for both, real and synthetic images. This
indicates that, while clinical practice is mostly based on visual assessment, it is not a common task
for pathologists to be restricted to parts of the whole slide image only. More detailed visualizations
of the individual scores can be found in Fig.[5.14] Besides this satisfactory result, explore the
limitations of our method by assessing the nuanced differences pathologists observed between
synthetic and real images. While overall the structure and features seemed similar and hard to

discern, they sometimes reported regions of inconsistent patterns, overly homogeneous chromatin
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Synthetic Data Challenge

Thank you for taking part in our survey! The goal of this survey is to determine how well our synthetically generated data can be visually discriminated from real life samples by domain
experts.

Given the enormous developments and improvements in synthetic data generation with machine learning, in this project we used a deep learning-based approach to generate condition based
HA&E tiles of different sizes. To the best of our knowledge, we are the first ones to create larger tiles sizes which contain more context then the smaller ones that are usually used for training

classification models.

We plan to submit this work to the Neurips Dataset and Benchmark track. In taking part in this survey, we will acknowledge your contribution in the Acknowledgment section - and of course
with forever gratitude.

Please note that due to data protection reasons it is not allowed to download or screenshot the following images!

How many years of experience as a pathologist do you have?

A Short-answer text

Survey

Are you curious to see how far machine learning can take us? Please select one answer per image (you can ignore the image id). Let's get started!

Feeback

How confident were you in your assessments overall? Please rate between 1 ("not confident at all") and 7 ("very confident").

A Short-answer text

Were there any features that you used to distinguish real and synthetic images?
A Shart-answer text

Optional

Anything else?

Do you have any other feedback that you want to share with us?
¥ Long-answer text

Optional

Figure 5.12: Survey interface for the domain expert assessment of real versus synthetic data.

in some of the synthetic nuclei, peculiarities in cellular and intercellular structures, and aesthetic
elements. These seemed to be especially pronounced in tumorous regions where sometimes the
tissue architecture appeared exaggerated, the transition to stroma or surrounding tissue was too
abrupt and some cells lacked distinguishable nucleoli or cytoplasm. We attribute the nuanced
effect of larger image size on the accuracy on this observation (cf. Fig. [5.14[C). Overall the finding
of the conducted survey demonstrates how complex the task of distinguishing between real and
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ID:34bc8bé2-fbd1-11ed-$a5a-c707abf181b2

Is this tile real or synthetically generated?

Real

© Synthetic

Figure 5.13: Example of data showed during the survey with domain experts.

synthetically generated data is even for experienced pathologists while still highlighting potential

areas to improve the generative model.

5.5.3 Synthetic data for downstream tasks

A major interest in the availability of high quality labeled synthetic images is their use in down-

stream digital pathology applications. In this area, two primary challenges are the binary classifi-
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Confidence Experience 1.0 Size Type
A) 2 B) 12 <) small D) real
1 2 large synthetic
0.75 5 6 0.9
7
9
0.70 29 0.8
0.7
0 0.65 [
3 A
8 8 0.6
w (1]
0.60 0.5
0.55 0.4
0.3
0.50
0.2

Figure 5.14: Results of the survey. Left: Accuracy per pathologist, color-coded by subjective
confidence level (A) and years of experience (B). Right: Average accuracy across pathologists for
each image patch, color-coded by path-size (C) and veracity (D).

Table 5.5: Zero-shot evaluation results of the downstream tasks, encompass both classification
and segmentation scenarios. We employed three distinct models for each scenario: The first,
"Trained Real", was trained using real data (in-house IH1), which also served as the training
set for DiffInfinite. The second, "Trained Synthetic", was trained using samples generated from
DiffInfinite, and the third, "Trained Augmented", utilized a combination of real and synthetic
data. Our evaluation extends across separate lung cohorts (internal datasets IH2 and IH3) and
additional indications (external datasets NCT, CRC, PCam), with varying degrees of data drift
introduced. The best results are highlighted in bold.

\ IH1 \ IH2 IH3 \ NCT-100K CRC-7K \ PCam-327K
Patient change Patient change Patient change
. Different center Different center Different center
Drift components - .. S
Indication change Indication change
Lower resolution
Trained Real 0.846 +0.005 | 0.733 £0.021 0.598 +£0.049 | 0.857 +0.009 0.822 + 0.034 0.628 + 0.035
Trained Synthetic 0.747 £0.025 | 0.753 +£0.005 0.699 +0.002 | 0.796 +0.023  0.753 +0.038 0.628 +0.012
Trained Augmented | 0.852 +0.007 | 0.732+0.027 0.637 +0.025 | 0.847 +0.044 0.811 +0.057 0.641 + 0.035

(a) Classification results

| 2

Trained Real 0.614 + 0.009
Trained Synthetic 0.471 +0.039
Trained Augmented | 0.710 + 0.021

(b) Segmentation results

cation of images into cancerous or healthy tissues and the segmentation of distinct tissue areas in
the tumor microenvironment. The unique ability of our technique to generate images of different
cancer subtypes through the context prompt as well as the ability to create new segmentation
masks and their corresponding H&E images specifically addresses these two challenges. Notably,
expert annotations are costly and time-consuming to acquire thus emphasizing the benefits of

being able to train on purely synthetic datasets or augmenting annotated data in the low data
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regime. To showcase these two usecases we performed a series of experiments in both classifica-
tion and segmentation settings. For all experiments, we trained a baseline classier on a relatively
small number of expert annotations IH1 (#patches = 3726)) — the same that were used to train
DiffInfinite — and additionally trained one model purely on synthetic data (IH1-S, #patches =
9974, w = 0), and one model on the real data augmented with the synthetic images.

Binary classification To generate target labels for the classification experiments, we simplified
the segmentation challenge by categorizing patches with at least 0.05% of pixels labelled as
‘Carcinoma’ in the segmentation masks as ‘Carcinoma’. All other patches were labelled ‘Non-
Carcinoma’. We evaluated all three classification models on several out-of-distribution datasets.
We utilized two proprietary datasets (from the same cancer type with similar attributes but
from distinct patient groups: IH1 (# patients=13, # patches=704) and IH3 (# patients=2, #
patches=2817). Moreover, we assessed the models using two public datasets (NCK-CRC [98] and
PatchCamelyon [242]), both representing tissue from different organs with distinct morphologies.
Our findings, summarized in Table[5.5a] suggest that a classifier’s out-of-distribution performance,
trained with limited sample size and morphological diversity, can vary significantly (ranging from
0.628 to 0.857 balanced accuracy). This variability cannot be attributed solely to morphology
but may also be influenced by factors such as resolution and variations in scanning and staining
techniques. Training exclusively with a larger set of synthetic images can enhance performance
on some datasets (specifically IH2 and IH3), underscoring the advantages of leveraging the full
training data in a semi-supervised manner within the generative model. Incorporating synthetic
data as an augmentation to real data not only prevents the classifier’s performance decline, as
seen on NCT-CRC and Patchcamelyon, on similar datasets but also bolsters its efficiency on more

distinct ones.

Multi-class segmentation For the more challenging segmentation task we again trained three
segmentation models to differentiate between carcinoma, stroma, necrosis, and a miscellaneous
class that included all other tissue types, such as artifacts. The baseline performance of the real
data model on a distinct group of lung patients (dataset [H2) of a F; score of 0.614 +0.009 (across
three random seeds) highlights the difficulty of generalizing out of distribution in this task. While
the purely synthetic model was not able to fully recover the baseline performance (0.471 + 0.039),
augmenting the small annotated dataset with synthetic data enhanced predictive performance to
an F, score of 0.710 & 0.021. This boost of 10 percentage points in performance demonstrates
that the synthetic data provide new, relevant information to the downstream task. In summary,
our findings demonstrate the feasibility of meeting or surpassing baseline performance levels for
both tasks using either entirely synthetic data or within an augmented context. Nevertheless, the

advantages of employing synthetic data in downstream tasks continue to pose a challenge, not
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only within the medical image domain but also across various other domains [222, 122, 210],

thus requiring more comprehensive assessment and thorough examination.

5.5.4 Considerations on memorization

In medicine, adherence to privacy regulations is a sensitive requirement. While it is generally not
possible for domain experts to infer patient identities from the image content of a histological
tile or slide alone [82], developers and users of generative models are well advised to understand
the risk of correspondence between the training data and the synthesized data. To this end, we
evaluate the training and synthesized data against two memorization measures. The authenticity
score A € [0, 1] by [4] aims to measure the rate by which a model generates new samples (higher
score means more innovative samples). Similarly, [144] aims to estimate the degree of data
copying C; from the training data by the generative model. A C;, <« 0 implies data copying,
while a C. > 0 implies an underfitting of the model. The closer to O the better. See Section[5.5.1]
for a precise closed form of the measures and Table [5.3]for the full quantitative results, indicating
that the DiffInfinite model is not prone to data copying across all resolutions and variations
considered here ﬂ The A range between 0.86 and 0.98, signifying a high rate of authenticity.
While other papers unfortunately do not report such detailed memorization statistics for their
models, the results by [4] suggest that a score > 0.8 is not trivial to achieve. None of the models
under consideration in [4] (VAE, DCGAN, WGAN-GP, ADS-GAN) achieve more than 0.82 in A
on simpler data (MNIST). This interpretation is strengthened by the results of a C;. > 0 which
indicates that the model might even be underfitting and is not in a data copying regime. Qualitative
results on the nearest neighbour search between training and synthetic data in Figure[5.1| further

corroborate these quantitative results.

5.6 Discussion

DiftInfinite offers a novel sampling method to generate large images in digital pathology. Due
to the high-level mask generation followed by the low-level image generation, synthetic images
contain long-range correlations while maintaining high-quality details. Since the model trains and
samples on small patches, it can be efficiently parallelized. We demonstrated that the classifier-
free guidance can be extended to a semi-supervised learning method, expanding the labelled
data feature space with unlabelled data. The biological plausibility of the synthetic images was
assessed in a survey by 10 domain experts. Despite their training, most participants found it

challenging to differentiate between real and synthetic data, reporting an average low confidence in

8We use https://github.com/marcojira/f1s from [93] to calculate both scores.
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their decisions. We found that samples from DiffInfinite can help in certain downstream machine
learning tasks, on both in- as well as out-of-distribution datasets. Finally, authenticity metrics
validate DiffInfinite’s capacity to generate novel data points with little similarity to the training

data which is beneficial for the privacy-preserving use of generative models in medicine.
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Chapter 6.

Conclusions

Scientific Machine Learning (SciML) represents a novel methodology to address challenges in
science and engineering, aiming to develop advanced machine learning techniques that operate
effectively with incomplete information about the system. The strength of SciML lies in its
ability to leverage domain-specific knowledge, which often includes well-established physical
laws and principles, to guide and enhance the learning process. This approach not only improves
the accuracy of predictions in data-sparse environments but also enhances the interpretability of
machine learning models. By doing so, SciML offers a pathway to develop more reliable and

trustworthy neural networks in high-stakes domains.

In this thesis, we explored how to integrate physical knowledge in the context of imaging
applications. The focus is on developing methods that bridge the gap between physical insights
in data acquisition and machine learning paradigms, aiming to improve performance on out-
of-distribution data and validate the model’s robustness in real-world scenarios. We combined
neural networks with well-defined, physics-based models to create hybrid systems, which are

more transparent, controllable, and reliable in given scenarios.

For decades, image data processing has been developed to resemble human perception of
reality. The image signal process (ISP) is composed of several transformations which irreversibly
modify the content of the original information collected by the sensor. Considering all the different
algorithms and parameter configurations for each data processing, we have an exponential number
of possible output images. While visually they have slight variations, from a machine learning
perspective, these perturbations introduce out-of-distribution data, leading to a lack in performance
on deployed models. We introduced and defined this problem as dataset drift. In Chapter [3|
starting from raw data, we combined the image data processing with the downstream model,
obtaining a physically faithful framework for model validation and optimization. We showcased
three applications of our proposed hybrid model, formulated as drift synthesis, drift forensic and

drift optimization.
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In the drift synthesis experiments, we generate test cases that mimic physical device variability,
like camera differences across labs, without collecting new data. The approach offers physically
faithful robustness to perturbations compared to standard data augmentation. Our framework
validates the model’s resilience to perturbations introduced by the processing transformations
applied to raw data, in contrast to data augmentation, which superimposes alterations on an already
processed image. Through drift forensics, we can identify which elements, in the processing
pipeline, have the greatest impact on model performance post-deployment. Given the data forward
model, we leveraged adversarial perturbations to detect specific transformations or parameter
sets that could lead to model failures. Lastly, drift optimization connects the processing model
with the downstream model. The gradient backpropagates from the output, passing through the
hybrid model, all the way to the raw data. This experiment fine-tunes the data processing to suit
the specific task at hand, demonstrating that the ISP designed for human visual perception does

not align with the optimal configuration for a neural network.

While ISP transformations do address a wide range of possible perturbations on the output
data, achieving a truly comprehensive understanding and control over every possible perturbation
necessitates extending our analysis all the way back to the initial light source. In Chapter |4}
we extended beyond the conventional ISP framework, designing a data emulation using prior
knowledge of the source and target acquisition systems. Starting from raw drone data, we emulated
the optical compound, the sensor’s noise distribution and the dynamics of a satellite imaging
system. Given the emulated data, we established tolerances for the downstream model in-silico,
thereby assessing the model’s performance prior to any physical prototyping. Utilizing this
protocol, we can effectively apply our approach to satellites that are already in orbit. By projecting
drone data into the satellite parameters’ hyperspace, we can conduct an investigation into the
most compatible model architecture for these specific conditions. This method can be extended
to medical imaging applications, defining a high-resolution imaging setup as the source, making

different hospital acquisition setups resilient to the same machine learning model.

Emulating optical compounds and ISPs enhances model robustness against perturbations,
yet it falls short in addressing out-of-distribution challenges posed by images containing novel
spatial features. Following a comprehensive examination of every element in the data acquisition
process for imaging applications, it’s crucial to shift our focus towards generating high-fidelity
data that not only exhibits physical plausibility but also maintains this integrity across large scales.
In Chapter [5] we introduced DiffInfinite, a method which combines high-level mask generation
with subsequent low-level image generation, allowing the synthetic images to encapsulate long-
range correlations while preserving high-quality details. A key aspect of this framework involves
assessing the biological plausibility of the generated synthetic images. This assessment was carried
out through a survey involving domain experts, where most found it challenging to distinguish

between real and synthetic data, indicating the high fidelity of the generated images. Moreover,
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the authenticity metrics employed in the study confirm the ability of DiffInfinite to generate novel
data points that bear little resemblance to the training data. This feature is particularly crucial for
the privacy-preserving use of generative models in medicine, as it minimizes the risk of sensitive

data exposure.

In conclusion, this thesis explored SciML approaches in imaging applications, focusing on
medical and aerospace imagery challenges. The exploration conducted reveals that there is
no universally applicable solution. The success of integrating physical knowledge depends on
the quality of the information, the complexity of the tasks, and the flexibility of the machine
learning architecture used. This work underscores the potential for machine learning to evolve
in conjunction with domain-specific knowledge, leading to mutual advancements in both areas,

essential for progress in artificial intelligence.
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Appendix A.

Processing-based Data Model

A.1 Data models details

The following values were used to initialize ®} " (both "Frozen" and "Learned") in experiment

B33
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class ParametrizedProcessing (nn.Module):

"""Differentiable processing pipeline via torch transformations

Args:
camera_parameters (tuple(list), optional): applies given camera parameters

track_stages (bool, optional): whether or not to retain intermediary steps

in processing

in processing

batch_norm_output (bool, optional): adds a BatchNorm layer to the end of the processing

o

def __init__(self, camera_parameters=None, track_stages=False, batch_norm_output=True):
super (). __init__ ()
self.stages = None
self . buffer = None
self.track_stages = track_stages

if camera_parameters is None:
camera_parameters = DEFAULT CAMERA PARAMS

black_level , white_balance, colour_matrix = camera_parameters

self.black_level = nn.Parameter(torch.as_tensor(black_level))

self . white_balance = nn.Parameter(torch.as_tensor(white_balance).reshape(l, 3))
self.colour_correction = nn.Parameter(torch.as_tensor(colour_matrix ). reshape(3, 3))
self.gamma_correct = nn.Parameter(torch.Tensor ([2.2]))

self.debayer = Debayer ()

self.sharpening_filter = nn.Conv2d(1l, 1, kernel_size=3, padding=1, bias=False)

self.sharpening_filter.weight.data[0][0] = K SHARP.clone ()

self. gaussian_blur = nn.Conv2d(l, 1, kernel_size=5, padding=2, padding_mode=’reflect’,

self . gaussian_blur.weight.data[0][0] = K BLUR. clone ()
self .batch_norm = nn.BatchNorm2d (3, affine=False) if batch_norm_output else

self . register_buffer ("M_RGB_2 YUV’, M_RGB_2 YUV.clone ())
self . register_buffer ('"M_YUV_2 RGB’, M_YUV_2 RGB. clone ())

self.additive_layer = None

where
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0.587,

-0.51496512,

0.114],
—~0.28886916, 0.43601035],
—-0.1000102611)

K G = torch.Tensor ([[0, 1, O],
[1, 4, 17,
[0, 1, 0]]) / 4
KRB = torch.Tensor([[1l, 2, 1],
[2, 4, 21,
[1, 2, 111) / 4
M_RGB_2 YUV = torch.Tensor ([[0.299,
[-0.14714119,
[0.61497538,
M_YUV_2 RGB = torch.Tensor([[1.0000000000e+00,

[1.0000000000e+00,
[1.0000000000e+00, 2.0320618153e+00,

K BLUR = torch.Tensor([[6.9625e—-08,
[2.8089e-05,
[2.0755e—-04,
[2.8089e—-05,
[6.9625e—-08,
K_SHARP = torch.Tensor([[0, -1, O],
[-1, 5, —1],
[0, -1, O]D)
DEFAULT_CAMERA_PARAMS = (
[0., 0., 0., 0.7,
[1., 1., 1.7,
[t., 0., 0., 0., 1., 0., 0., 0.,

)

2.8089e-05,
1.1332e-02,
8.3731e-02,
1.1332e-02,
2.8089e-05,

—4.1827794561e—-09, 1.1398830414e+00],
—3.9464232326e—-01, —5.8062183857e¢—-01],
—1.2232658220e -0911)

2.0755e—-04,
8.3731e-02,
6.1869e-01,
8.3731e-02,
2.0755e-04,

2.8089e-05,
1.1332e-02,
8.3731e-02,
1.1332e-02,
2.8089e-05,

6.9625e-08],
2.8089e-05],
2.0755e-04],
2.8089e-05],
6.9625e—-08]])

Note that the camera parameters are camera, and conversely in our case dataset, dependent

and defined in the dataset classes.
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A.2 Additional Results

A.2.1 Drift synthesis

Microscopy-ISP Microscopy-CC Drone-ISP Drone-CC
Rank  Train pipeline ~ Avg. score  Train pipeline ~ Avg. score  Train pipeline  Avg. score  Train pipeline  Avg. score
1 ma,s,me 0.83 bi,u,me 0.63 ma,u,ga 0.68 ma,s,ga 0.60
2 ma,u,me 0.83 me,s,me 0.63 bi,s,ga 0.68 bi,s,ga 0.57
3 ma,u,ga 0.82 bi,u,ga 0.62 bi,s,me 0.67 me,s,ga 0.57
4 bi,s,me 0.81 ma,s,me 0.62 ma,s,me 0.67 ma,s,me 0.55
5 bi,u,me 0.81 me,u,me 0.62 me,u,ga 0.67 me,s,me 0.55
6 me,s,me 0.81 ma,s,ga 0.62 me,u,me 0.67 ma,u,ga 0.55
7 bi,s,ga 0.81 ma,u,me 0.61 ma,u,me 0.66 bi,s,me 0.54
8 me,s,ga 0.80 me,s,ga 0.60 ma,s,ga 0.66 ma,u,me 0.54
9 me,u,me 0.80 bi,s,me 0.59 bi,u,me 0.65 me,u,me 0.53
10 ma,s,ga 0.80 ma,u,ga 0.59 me,s,me 0.65 me,u,ga 0.51
11 bi,u,ga 0.79 bi,s,ga 0.58 me,s,ga 0.64 bi,u,me 0.48
12 me,u,ga 0.79 me,u,ga 0.58 bi,u,ga 0.61 bi,u,ga 0.46

Table A.1: Rankings of task models from Section m trained on different data models (columns
2,4, 6, 8) according to their average accuracy or IoU (columns 3, 5, 7, 9) across all test pipelines
respective corruptions. ISP corresponds to drift synthesis with physically faithful data models,
CC corresponds to common corruptions.

Microscopy-ISP

Rank bi,s,me bi,s,ga bi,u,me bi,u,ga ma,s,me ma,s,ga ma,u,me ma,u,ga me,s,me me,s,ga me,u,me me,u,ga
1 ma,u,me ma,u,me ma,u,ga ma,u,ga ma,s,me ma,u,ga ma,u,ga ma,u,ga ma,u,me me,s,ga ma,u,ga ma,u,ga
2 ma,u,ga ma,u,ga bi,s.ga bi,s,ga bi,s,me me,s,ga ma,s,me ma,u,me ma,s,me ma,u,ga ma,u,me ma,u,me
3 bi,s.ga bi,s,ga ma,s,me ma,s,me bi,u,ga ma,s,ga ma,u,me ma,s,me bi,s,ga ma,s,ga ma,s,me ma,s,me
4 ma,s,me ma,s,me ma,u,me ma,u,me ma,u,me ma,s,me bi,s,ga me,u,me me,s,ga me,u,ga me,u,me me,u,me
5 bi,s,me bi,u,me me,u,me me,u,me bi,u,me ma,u,me me,u,me ma,s,ga bi,u,me me,s,me bi,s.ga bi,s,ga
6 bi,u,me me,u,me bi,u,me bi,u,me ma,u,ga me,s,me me,s,ga bi,s.ga ma,u,ga ma,u,me me,u,ga me,u,ga
7 me,s,me bi,s,me bi,s,me me,s,me me,s,me me,u,me me,s,me me,s,ga me,u,me ma,s,me me,s,me me,s,me
8 me,s,ga me,s,me me,s,me bi,u,ga bi,s,ga bi,u,me ma,s,ga me,s,me me,s,me me,u,me bi,s,me bi,s,me
9 me,u,me me,s,ga bi,u,ga bi,s,me me,s,ga me,u,ga bi,u,me bi,u,me bi,s,me bi,s,me me,s,ga me,s,ga
10 ma,s,ga ma,s,ga ma,s,ga ma,s,ga ma,s,ga bi,s,me bi,s,me bi,s,me ma,s,ga bi,s,ga ma,s,ga ma,s,ga
11 bi,u,ga me,u,ga me,u,ga me,s,ga me,u,ga bi,s,ga me,u,ga me,u,ga me,u,ga bi,u,me bi,u,me bi,u,me
12 me,u,ga bi,u,ga me,s,ga me,u,ga me,u,me bi,u,ga bi,u,ga bi,u,ga bi,u,ga bi,u,ga bi,u,ga bi,u,ga

Table A.2: Ranking of task models from Section m trained under different train pipelines
(rows) for each individual test pipeline (columns 2 - 13).

Microscopy-CC

Rank identity gauss noise shot impulse speckle gauss blur zoom contrast brightness saturate elastic
1 ma,u,me ma,u,me bi,u,me bi,u,me ma,s,ga bi,s,ga bi,s,ga bi,s,ga me,s,me ma,s,me bi,s,ga
2 ma,u,ga ma,s,ga ma,s,ga me,u,me bi,u,me ma,u,me ma,u,ga bi,u,ga ma,s,me me,u,me ma,u,ga
3 bi,s,ga me,u,me me,s,me bi,u,ga me,s,me ma,u,ga ma,s,me me,u,ga bi,u,ga me,s,me ma,u,me
4 me,s,me me,s,ga ma,u,me me,s,me me,u,me bi,u,me ma,u,me ma,s,me ma,s,ga bi,u,ga ma,s,me
5 ma,s,me bi,u,me me,s,ga ma,s,me bi,u,ga me,u,me bi,u,me ma,u,me bi,s,me bi,s,ga me,u,me
6 me,u,me ma,u,ga me,u,me ma,u,me ma,s,me ma,s,me me,s,me bi,s,me bi,u,me bi,u,me me,s,ga
7 me,s,ga me,s,me bi,s,me ma,u,ga ma,u,me me,s,ga bi,u,ga bi,u,me me,s,ga ma,u,ga me,s,me
8 bi,u,me bi,s,me bi,u,ga me,s,ga me,s,ga ma,s,ga me,u,ga me,s,me ma,u,ga ma,s,ga bi,u,ga
9 bi,u,ga ma,s,me ma,s,me me,u,ga bi,s,me me,s,me me,u,me ma,s,ga me,u,ga bi,s,me bi,u,me
10 ma,s,ga bi,u,ga ma,u,ga ma,s,ga ma,u,ga bi,u,ga me,s,ga ma,u,ga bi,s,ga me,s,ga ma,s,ga
11 bi,s,me bi,s,ga bi,s,ga bi,s,me me,u,ga bi,s,me ma,s,ga me,u,me me,u,me me,u,ga me,u,ga
12 me,u,ga me,u,ga me,u,ga bi,s,ga bi,s,ga me,u,ga bi,s,me me,s,ga ma,u,me ma,u,me bi,s,me

Table A.3: Ranking of task models from Section m trained under different train pipelines
(rows) for each individual test corruptions (columns 2 - 12).
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Drone-ISP
Rank bi,s,me bi,s,ga bi,u,me bi,u,ga ma,s,me ma,s,ga ma,u,me ma,u,ga me,s,me me,s,ga me,u,me me,u,ga
1 bi,s,me bi,s,ga bi,u,me bi,u,me ma,u,ga ma,s,ga ma,u,ga ma,u,ga ma,s,me ma,s,ga ma,u,ga ma,u,ga
2 bi,u,me bi,s,me bi,s,me bi,s,me ma,s,me me,s,ga me,u,me me,u,me ma,s,ga me,s,ga me,u,me me,u,ga
3 ma,u,ga ma,u,ga bi,u,ga bi,u,ga bi,s,ga ma,s,me ma,u,me ma,u,me ma,u,ga ma,s,me ma,s,me me,u,me
4 bi,s,ga ma,s,me ma,u,ga ma,u,ga me,u,ga me,s,me bi,s,me bi,s,me bi,s,ga me,s,me me,u,ga ma,s,me
5 me,u,me me,u,ga me,u,me me,u,me ma,s,ga bi,s,ga ma,s,me ma,s,me me,u,ga bi,s,ga ma,u,me ma,u,me
6 bi,u,ga ma,s,ga bi,s,ga bi,s,ga ma,u,me ma,u,ga bi,s,ga bi,s,ga me,s,me ma,u,ga bi,s,me bi,s,me
7 ma,s,me ma,u,me ma,u,me ma,u,me me,u,me me,u,ga me,u,ga me,u,ga me,s,ga me,u,ga bi,u,me bi,s,ga
8 me,u,ga me,s,ga ma,s,me ma,s,me me,s,me me,u,me bi,u,me bi,u,me me,u,me me,u,me bi,s,ga bi,u,me
9 ma,u,me me,u,me me,u,ga me,u,ga bi,s,me ma,u,me bi,u,ga ma,s,ga ma,u,me ma,u,me me,s,me ma,s,ga
10 me,s,me me,s,me me,s,me me,s,me me,s,ga bi,s,me ma,s,ga me,s,me bi,s,me bi,s,me bi,u,ga me,s,me
11 ma,s,ga bi,u,me me,s,ga ma,s,ga bi,u,me bi,u,me me,s,me bi,u,ga bi,u,me bi,u,me ma,s,ga bi,u,ga
12 me,s,ga bi,u,ga ma,s,ga me,s,ga bi,u,ga bi,u,ga me,s,ga me,s,ga bi,u,ga bi,u,ga me,s,ga me,s,ga

Table A.4: Ranking of task models from trained under different train pipelines (rows) for

each individual test pipeline (columns 2 - 13).

Drone-CC
Rank identity gauss noise shot impulse speckle gauss blur zoom contrast brightness saturate elastic
1 ma,s,ga ma,s,ga ma,s,ga ma,s,ga ma,s,ga ma,s,ga bi,s,me bi,s,ga bi,s,ga ma,s,ga ma,s,ga
2 bi,s,ga me,s,ga me,s,ga me,s,ga me,s,ga bi,s,ga ma,s,ga ma,s,ga ma,s,ga ma,s,me ma,u,ga
3 me,s,ga bi,s,ga bi,s,ga me,s,me bi,s,ga ma,s,me bi,s,ga me,s,me ma,s,me ma,u,ga ma,s,me
4 ma,s,me me,s,me ma,s,me bi,s,ga ma,s,me ma,u,ga me,s,ga ma,s,me me,s,me me,u,ga bi,s,ga
5 ma,u,ga ma,u,ga me,s,me ma,u,ga me,s,me bi,u,me ma,u,me bi,s,me ma,u,me me,s,ga bi,s,me
6 bi,s,me ma,u,me ma,u,ga ma,u,me ma,u,ga bi,s,me me,s,me ma,u,me ma,u,ga bi,s,ga bi,u,me
7 me,u,ga me,u,me ma,u,me me,u,me bi,s,me me,s,ga ma,s,me ma,u,ga me,u,me bi,s,me me,s,ga
8 bi,u,me ma,s,me bi,s,me ma,s,me ma,u,me ma,u,me bi,u,me me,s,ga bi,s,me me,s,me me,u,me
9 ma,u,me bi,s,me me,u,me bi,s,me me,u,me me,u,me me,u,me bi,u,me me,u,ga me,u,me me,u,ga
10 me,u,me me,u,ga me,u,ga me,u,ga me,u,ga me,s,me bi,u,ga bi,u,ga me,s,ga bi,u,me me,s,me
11 me,s,me bi,u,me bi,u,me bi,u,me bi,u,me me,u,ga ma,u,ga me,u,ga bi,u,me ma,u,me ma,u,me
12 bi,u,ga bi,u,ga bi,u,ga bi,u,ga bi,u,ga bi,u,ga me,u,ga me,u,me bi,u,ga bi,u,ga bi,u,ga

Table A.5: Ranking of task models from Section trained under different train pipelines
(rows) for each individual test corruptions (columns 2 - 12).
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