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Abstract

The existing risk assessment coverage for Autonomous Vehicle (AV) deployment is
insufficient for AV operations. The existing risk assessment is based on static
processes, such as Hazard Analysis and Risk Assessment (HARA), which are
performed during AV development. The hazard identification is based on prior
lessons learned and know-how. The current risk assessment primarily focuses on
vehicular malfunctions and does not assess AV's safety actions when hazards are
detected during real-time operations. The static risk assessment is unable to
measure AV control actions when a hazardous event is detected during AV
operations. These planned control actions can also pose risks during AV operations

without real-world testing.

This thesis proposes a real-time risk assessment for AV operations, comprising a
Real-time Risk Assessment Framework (ReRAF) within the AV and a Real-time Risk
Assessment for Cooperative mode (ReRAC) within the infrastructure. The real-
time risk assessment operates in a continuous and recursive loop for safety

improvement.

In ReRAF, a novel Dynamic Acquired Risk Assessment (DARA) algorithm is designed,
developed and verified to provide a Predicted Risk Number (PRN) for the AV to
assess the risk of its ability to mitigate hazards through its control actions. The
PRN is derived using the scenarios' risk tag figures and the AV control tag figures.
The risk tag figures are achieved by object detection, scene segmentation and
probabilistic modelling, while control tag figures are derived from the AV’s
parametric controls. The resulting PRN is a quantitative outcome of ReRAF in an
objective end-to-end approach, without any human intervention within the AV.
The DARA algorithm was tested in real-world AV operations with unregulated
traffic scenarios that consist of vehicles and pedestrians. The accumulative PRN
results over time can be used to identify potential hotspots and improve AV’s path
planning. The DARA algorithm demonstrated the ability to use a single PRN to
represent the real-time risk assessment of an AV by measuring the risk mitigation

of the AV control parameters based on the detected risk from its camera.
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For ReRAC, a novel Spatial-Temporal Risk Estimation Ensemble Technique
(STREET) algorithm is designed, developed and verified to provide remote
advanced risk warnings to the AV. STREET compute the environment’s risk tag
figure and provides hazard identifications and warnings from the infrastructure
viewpoint to the AV. Risk tag figures are obtained by first performing a risk zoning
of the environment, followed by probabilistic modelling to convert the scene into
a risk matrix. Object detection is then used to map the detected object onto the
risk matrix to provide risk tag figures for the scene. ReRAC can also derive the
time to collide, while hazard identifications and warnings are obtained by
detecting pedestrians and/or vehicles in proximity within an intersection or road
section of the scene. STREET provides an objective end-to-end approach without
human intervention and was tested in unregulated traffic scenarios that provide
advanced AV warnings using cooperative mode. STREET results demonstrated the
ability to perform real-time conversion from qualitative image to quantitative risk
tag figures from the infrastructure’s environment scene and time to collision to
act as AV’s preemptive warning purposes. In addition, the STREET algorithm also
illustrated the ability to detect hazard identifications and warnings with roads and
intersections, such as vehicle-to-vehicle and vehicle-to-pedestrian hazards, as
well as pedestrian warnings and vehicle warnings for intersections. These hazard
identifications and warnings are potential risks when the AV arrives at the
infrastructure location. They can also detect potential accidents and road

congestions if the detection persists.

The combination of ReRAC and ReRAF provides complete coverage of safety
enhancements for AV operations in real time, within and beyond the AV. With
ReRAC operating as remote advanced warnings, the AV's resultant actions can be
safer as it moves towards the ReRAC location. In parallel, the ReRAF continuously
monitors and assesses the AV's real-time risk assessment and acts as a trigger if

further improvements for safer actions are required for subsequent routes.
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Chapter 1

1 Introduction

The emergence of Autonomous Vehicles (AV) has garnered substantial attention in
recent years [1, 2]. Technological progress in processing power, sensors, and
artificial intelligence has made the development and deployment of AVs feasible
across many global regions [3]. AVs are classified into three distinct levels, as
outlined in the SAEJ3016 standard [4]. SAE level 3, known as self-drive under
limited conditions, is to be integrated into upcoming luxury vehicle models from
leading OEMs, such as Drive Pilot [5]. Conversely, SAE level 4 is primarily designed
for public transportation, including Robo-taxis [6] and AV buses [7], with ongoing
test trials for AV deployment [8, 9]. However, SAE level 5, which requires the AV
to operate safely under all conditions, is the most challenging, with most OEMs
and AV developers hesitant to commit to achieving this level of autonomy. As
depicted in Table 1.1, levels 4 and 5 are considered more demanding than level
3, as the autonomous driving system is accountable for safety instead of the
driver. The recent accidents [10, 11] in AV deployments have further underscored
the pressing need for enhanced safety measures, particularly for SAE levels 4 and
5. These safety measures must be able to quantify environmental risk and measure
if existing safety actions are sufficiently deployed, and the outcome can assist
regulatory organisations in measuring AV safety assessments. As a result, there is
an escalating demand for safety enhancement for SAE levels 4 and 5, particularly
in establishing matrices to gauge system safety [12]. This necessitates the need

for an accurate, quantifiable approach, which is crucial for the widespread
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adaptation of AV. These quantifiable methods for AV controls or safety measures
should be tested in real-world settings to identify potential safety enhancements
over time independently and objectively. These real-world settings refer to
unregulated traffic scenarios with a higher occurrence of near misses and
collisions between AV and pedestrians and/or vehicles. The unregulated traffic
scenarios include corners, T-junctions, and straight roads. The quantifiable
method makes AV operations progressively safer, thereby averting near misses and
accidents and ensuring smoother rides by reducing abrupt braking, wide steering,

and sudden acceleration.

Table 1.1 SAE Levels, fallback responsibility and risk assessment

Dynamic driving task
SAE Levels Features Fallback
Responsibility

Dynamic
Driving task

Fallback-ready user

3 Driver )
Self-drive under limited (driver becomes fallback)
conditions —
Autonomous driving -
4 Autonomous driving systems
systems
5 Self-drlvg qnder all Autonomous driving Autonomous driving systems
conditions systems

The current standards for AV risk assessment [13-16] predominantly concentrate
on system malfunctions and identifying potential risks during development. These
standards rely on past experiences and knowledge to simulate specific scenarios
and mitigate risks during development. However, encompassing all aspects of
environmental risk, given the actions of AVs in intricate developmental scenarios,
presents a significant challenge. Hence, there is an imperative need to enhance
the existing risk assessment methodologies for the current deployment of AVs to

encompass more than just accident prevention for real-world deployment [17].

1.1 Safety Standards of AV risk assessment

Before explaining the motivation of this research, it is important to understand
the existing safety standards for AV risk assessment. The existing automotive
functional safety standard ISO 26262 [14] contains parts 1 to 11 that address all
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vehicles' functional safety, including both driven and autonomous ones. Part 3 of
the standard focuses explicitly on the risk assessment from the initial concept to
the product development phase for AVs. Within Part 3, there is a requirement for
item definitions of identified hazards, followed by the Hazard Analysis and Risk
Assessment (HARA) [18], where safety actions are determined to mitigate the
hazards during development. In existing risk assessment, item definitions of
hazards are primarily intended to identify potential failures due to past design
flaws, errors, and lessons learned that resulted in malfunctions. This approach
lacks focus on environmental hazard identification, and the defined safety actions
for malfunctions tested during development may differ from real-world AV
operational needs. This discrepancy between risk assessment during development
and real-world AV operations, if left unaddressed, will increase operational risk
and potential hazards for real-world AV deployment. This is exceptionally critical
for SAE levels 4 and 5 of AV automation, where the dynamic driving task fallback
is passed onto the autonomous driving system other than the driver [19]. It is thus
crucial to address the gap between risk assessment performed during development

and real-world operation for safer AV operations.

1.2 Motivation

Existing risk assessments have several gaps, such as a lack of environmental hazard
considerations, safety measurement of inherent safety actions, and a quantifiable
method for measuring risk or safety during AV operations beyond development.
Since they are performed during development, they are referred to as static risk

assessments in this research.

The motivation of this research is to resolve these gaps by proposing a real-time
risk assessment that measures the AV's inherent control or safety actions when
environmental hazards are detected while using a quantifiable methodology to
provide numerical ratings and outcomes in real time. Therefore, this real-time
risk assessment is essential to evaluate the AV's control or safety actions during
AV operations in addition to existing static risk assessment. Furthermore, to
address the limitation of detection hazards beyond the AV's detection range limit,

establishing an infrastructure for real-time operations beyond the AV can
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significantly enhance real-time risk assessment by providing advanced remote risk

warnings.

Figure 1.1 illustrates the necessity for risk assessment coverage from development
to deployment. It illustrates the AV risk assessment gaps transitioning from
development to real-time operations. During AV development, the existing static
risk assessment converts potential malfunctions into Severity, Control, and
Occurrence figures based on expert knowledge and lessons learned, which are
subjectively driven. The outcome of this static risk assessment leads to rule-based

safety actions for real-time AV operations.

New hazardous events occur and requires
next round of development cycle
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Legend
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Figure 1.1 Risk assessment coverage from development to deployment

During AV real-time operations, the conceived safety actions derived during
development may deviate from the safety actions needed in real-world settings
due to differences in environmental settings. Thus, the differences will lead to
the effectiveness of the safety actions in managing the detected hazards, which
are not measured using existing risk assessment. Moreover, existing risk
assessments do not quantitatively measure the real-time effectiveness of safety
actions based on environmental risk, making it impossible to identify hotspots for
improvement. This leads to the motivation of creating an independent module to

perform real-time risk assessment within the AV to evaluate safety actions
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(Control) and when environmental hazards (Severity) are detected. By doing so,
the AV developer will be able to identify in real time if existing safety actions are
sufficient based on the environmental risk and if further enhancement of safety
actions is required. The methodology consists of processes that manage image
information and the control or safety actions and turn them into quantitative risk

numbers for future safety action improvements.

The other challenge of AV operations is the inability to identify hazards or risks
beyond the sensors’ detection range, which results in sudden safety actions to
prevent a collision but creates a higher risk for other motorists and passengers.
These real-world scenarios can involve occluding corners or unregulated traffic,
where sudden pedestrians or vehicles can reside, and the AV has no advanced
information. Thus, real-time infrastructure operations can be used to improve
safer AV operations by providing remote advanced risk warnings through
infrastructure-to-vehicle (12V) or vehicle-to-vehicle (V2V) communication. Also
known as cooperative mode, these operations can prepare the AV for advanced

safety actions before reaching the infrastructure’s location where risk is detected.

In summary, several gaps (listed below) exist in static risk assessment coverage

for AV operations, which motivate this research on real-time risk assessment.

1) Existing static risk assessment does not measure AV’s control or safety
actions when detecting a hazardous event during AV operations. Existing
methods only capture risk based on past lessons learnt, know-how, and
experience in formulating safety actions during development. These
planned safety actions can also incur risks during AV operations (e.g. sudden

braking as a form of safety action).

2) Existing static risk assessments cannot fully capture environmental risk
within the AV or remotely using infrastructure during operations. As such,
scenarios that contain potential accidents with near misses will not be
recorded. This granular information is essential for AV to improve its safety

operations continuously.
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3)

Existing static risk assessment requires another iteration of the
development cycle for safety improvement. Hence, AV safety is
compromised if the safety actions are improper and will have to continue

using it till the next development release.

1.3 Thesis statement

The thesis statement for this research is known as the real-time recursive risk

assessment for AV. Therefore, the research in this thesis consists of the following:

1)

Research, propose, and develop a novel recursive real-time risk assessment
framework used within the AV to provide quantitative risk based on
dynamic and real-time environmental hazards and their corresponding AV

controls.

Research, propose and develop a novel real-time risk assessment
cooperative mode at the infrastructure to provide advanced risk and

hazardous event warnings for the AV.

Evaluate and verify the proposed framework and cooperative mode using
real-world scenarios. The methodologies of the proposed framework and
cooperative mode are tested with real-world unregulated traffic conditions
to assess risk, hazards, and near-missed accidents, which are more common

in these scenarios.

1.4 Contribution

In the course of this research, four main contributions were made towards

improving the safety of AV operations for real-time risk assessments with

quantitative measures.

A novel real-time risk assessment framework was researched for the AV to
provide a risk measurement of how the AV’s control action responds to a

detected hazardous event. The concept was published in [17]. The
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framework fulfils the requirements of a risk assessment methodology and
resolves the identified gap from existing risk assessment, which will be

explained in chapter 3.

e A novel algorithm was developed that automatically detects risks and
hazards from the AV's environment and controllability into a quantitative
outcome. This framework and its algorithm are developed, evaluated and
verified using specific real-world unregulated scenarios and AV operational
routes [20], which will be explained in chapter 5. This is unique as existing
risk assessment methodologies are only tested during development and not
in real time. The framework and the algorithm provide an objective end-
to-end AV risk assessment in real time at granular levels. The outcomes are
used in [21] and [22].

¢ An infrastructure-based real-time risk assessment cooperative mode was
researched to provide the AV with advanced remote risk and hazard
warnings, which will be explained in chapter 3. The concept and algorithm

were published in [23].

e A novel algorithm for the cooperative mode automatically converts
environmental risks and hazards from the infrastructure into risk tagging
and hazardous detection outcomes. The algorithm was developed,
evaluated and verified using real-world unregulated scenarios, which will
be explained in chapter 4. The cooperative mode algorithm provides a
lightweight, objective end-to-end risk tagging and real-time hazardous

event detection at granular levels. The outcomes are used in [22].

1.5 Thesis structure & scope

In this thesis, chapter 1 introduces the purpose of the research, the motivation,
the thesis statements, and the contribution of this thesis. Chapter 2 consists of a
literature review exploring the current state of the art in risk assessment
methodologies and techniques. Building on the identified gaps in the literature,

chapter 3 proposes a new real-time risk assessment framework for AVs and a
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cooperative infrastructure-based remote risk warning system for AVs. Chapter 3
also outlines the proposed methodologies for the algorithm and describes their
test scenarios. Chapter 4 delves into the theoretical formulation, development,
and real-world verification of the real-time risk assessment in cooperative mode.
The cooperative mode provides advanced risk and hazardous event detection
remotely to the AV. Chapter 4 also shows risk tagging and hazardous event
detection test results. Chapter 5 explains the theoretical formulation, evaluation,
and verification of the real-time risk assessment framework, through real-world
scenarios and operational routes. The framework used within the AV provides a
risk assessment of how the AV mitigates its movement through the detected risk.

Finally, Chapter 6 concludes the thesis and outlines potential future work.



Chapter 2

2 Critical review of existing AV risk assessment

This chapter reviews the existing risk assessments for AV and begins by explaining
the different types of risk assessment, followed by the evolution of risk assessment
for AV over the past decades. Existing works are critiqued based on their
categorisation, methodologies, and areas of focus, emphasising their strengths
and identifying areas that require further attention. Subsequently, gaps in existing
risk assessment are identified as requirements to develop new methodologies that

enhance and improve AV risk assessment for operations.

2.1 Category, methodologies and areas of focus for AV
risk assessment

AV risk assessments can be categorised into static or real-time approaches as
shown in Figure 2.1. Static risk assessments are performed during AV
development, while real-time risk assessments are performed during the AV
operation. Static risk assessment is a subjective approach that defines the Severity
of hazards, the probability of events, and the controllability of events through
human decisions and classifications. On the other hand, real-time risk assessment
objectively measures the actions to control the AV in real time when hazards are
identified. Real-time risk assessments should be performed in an end-to-end
manner without human intervention. In general, risk assessments for AV are
formulated through different methodologies such as process-based, model-based,
probabilistic-based, probabilistic and model-based, Al-based and Cooperative

modes.
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Figure 2.1 AV risk assessment category, methodologies and areas of focus

The process-based methodology involves refining and improving existing processes
from the established standards. The model-based methodology aims to quantify
hazardous events by converting them into numerical representations. The
probabilistic-based methodology systematically evaluates potential hazardous
events and provides quantitative measures based on their associated probabilities.
The probabilistic and model-based methodology combines the modelling of AV
systems with associated probabilities for potentially hazardous events. Al-based
methodology employs artificial intelligence, such as artificial neural networks or
deep learning, to provide numerical representations of hazardous events.
Cooperative modes involve different methodologies that transfer risk-related

information between 12V or V2V.

Within these methodologies, existing research focuses on either vehicle and/or
environmental levels. Vehicle-level risk assessment considers the malfunctions
within the vehicle, whereas environmental-level risk assessment considers the
detection of hazardous events from the AV’s surroundings. The existing standard
for AV risk assessment is classified as a static risk assessment, which uses a

process-based methodology focusing on vehicle malfunctions.



2.2 Evolution of AV risk assessment

2.2 Evolution of AV risk assessment
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Figure 2.2 Timeline of risk assessment for AV

Figure 2.2 depicts the evolution of AV risk assessment over the years. In 2011, the
ISO 26262 standard and the HARA [1] methodology were introduced as a risk
assessment and hazard identification standard for AV during development. All AV
companies followed this standard to perform their risk assessment during
development. As AV technologies advance, a taxonomy for AV automation,
SAEJ3016, was published in 2014 [24]. This taxonomy sparked discussions [25]
about the inadequacy of the existing ISO 26262 and HARA coverage for AV when it
is operating in real-world conditions, especially at automation levels 4 and 5. At
these levels of automation, the AV system serves as the default fallback instead
of the driver when hazards are identified. One proposed approach is to enhance
the HARA process with Safety Of The (SOTIF)

considerations, which was later released as an ISO/PAS 21448 standard in 2019

Intended Functionality

[26]. These added considerations require the HARA process to define “unknown

unsafe” and “known unsafe” conditions as potential hazards and their
corresponding defined control actions to reduce their impact. Even with the
addition of SOTIF to HARA, these risk assessments with control actions are only
conducted and tested during development. However, the environment in which
the AV is tested during development may differ in a real-world setting, and the
planned control actions might not respond as intended. Instead, these control

actions might sometimes have adverse effects and could turn into a risk.
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The current challenge lies in the difficulty of understanding and measuring how
predefined control actions behave in real-world situations, operating in real time
deployment. Since it is impossible to account for all possible scenarios during
development, new methods, such as safety supervisors [27] are being proposed to
safeguard against unpredicted behaviours and incorporate parametric constraints
that reflect the malfunction events. Additionally, employing real-time monitoring
as a separate module is proposed in the works of [28]. These led to the interest in

real-time monitoring of AV for risk and safety purposes.

2.3 Static risk assessment

Static risk assessment defines the risk assessment performed during the AV's
development, where the requirements for risk assessment are defined based on
past lessons learnt and know-how. These requirements include the determination
of the severity of hazards, the probability of occurrence and the controllability of
the event, which are achieved by subjective humanistic conversions of contextual
events into rule-based ratings. This section provides a comparative review of the
existing static risk assessment methodology, highlighting the strengths,

limitations, and areas that require further attention.

2.3.1 Process-based risk assessment

This section shows a list of static risk assessments, as shown in Table 2.1 that use
process-based methodology. The ISO 26262 with HARA is listed in the table as a
reference focusing on vehicle-level malfunctions, while other existing works [29-
32] focus on both vehicle-level malfunctions and environmental-level hazards. The

unique approaches for each existing work are indicated in Table 2.1.
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Table 2.1 Static risk assessment using process-based methodology

Static risk assessment (process-based)
Research papers . Vehicle & Unique
Vehicle .
Environment approaches
HARA (reference) [33] Yes No No
[29] Yes Yes Itgratwe
refinement
Iterative
[30] ves ves refinement
[31] Yes Yes Skilled graph
[32] Yes Yes Sltgatlongl
consideration

HARA is defined within part 3.6 of I1SO 26262 [18], and it involves the identification
of all relevant operational situations and operating modes, known as item
definitions, during the vehicle development phase [33]. Hazards are identified
based on past lessons learnt and expert know-how. The exposure of these hazards
to the AV and its controllability are also assessed. These ratings then determine
the Automotive Safety Integrity Level (ASIL) classification outcome, as shown in
Table 2.2. For example, during development, if the AV developer defines the
HARA’s item as "a wrong status of the driving mode occurs, fatal accidents can
happen during a parked mode,” the severity is rated as S3. The probability of
occurrence, known as exposure, is rated at E2, and the safe controllability of the
autonomous driving system that responds to this event can be rated as C1. Based
on these ratings, the resulting ASIL is determined as “QM”, as shown in Table 2.2.
“QM” indicates that no further safety action is required (indicated as QM in the
green box). However, this process is highly subjective, and a different AV
developer may determine that further control actions are necessary (indicated as
ASIL A in the red box) based on a different controllability rating, C2. This
identification method is subjective and is based on the humanistic rating of
Severity, Exposure and Controllability. The risk assessment is therefore performed
based on the presumption of the risk severity during development, which may not

reflect the real-world situation in actual deployment.
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Table 2.2 HARA ASIL classification table (QM indicates that no further action is required)

Probability Controllability class
Class C1 C2 C3
E1 QM QM QM
51 E2 QM QMm QM
E3 QM QM A
" E4 QM A B
§ E1 QM QM QM
= E3 QM A B
E E4 A B C
E1 QM QM A
53 E2 QM| B
E3 A B C
E4 B C D

In [29], an additional iterative process was added within HARA to identify the
dimensions of each hazardous event and refine the functional relationship
between the HARA and item definition process within ISO 26262. The strength of
this proposed method is that it advocates a broader scope for hazard analysis and
considers the entire vehicle’s function and environment, thus avoiding overly
narrow specifications. The iterative approach is supported by using root cause
“trees” to identify hazards' potential causes using generic situations. However,
this refinement is constrained by the defined generic situations using a subjective
and contextual approach, which will differ in a real-world setting. This proposal
aims to improve the HARA process but does not improve the risk assessment

coverage for AV operations.

In [30], a secondary iterative loop is introduced to extend the work of [29]. The
approach uses item refinement to address malfunctions, hazards, hazardous
scenarios, safety goals, ASIL, and safety refinement towards the overall safety
concept. Similar to [29], [30] further broadens the scope of hazard analysis
through an additional iterative process. However, the outcomes are similar to
[29], which provide a subject and contextual approach with an extensive
description of the hazardous scenario, its consequences and its rationale. This
approach is suitable for static risk assessment but with insufficient risk assessment

coverage for AV operations.
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[31] address the identification of hazardous events using the item definition within
15026262 and the HARA process. The method proposed by [31] combines a skill
graph as a functional model and an overall scene definition to identify potential
hazardous events. A skill graph illustrates how different components or skills
relate to each other while representing the system’s capabilities, interactions and
dependencies. Figure 2.3 shows an example of an AV skill graph with its identified
components and skills related to AV operations. [31] provides a guided approach
compared to [29] and [30] as it links specific skills related to the hazard in an
overall scene. The main weakness of [31] is that its primary focus is identifying

hazardous events rather than refining the overall risk assessment process.

Legend
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Figure 2.3 Skill graph of an AV categorised into different components or skills

[32] reviews the definitions of scenes, situations and scenarios for AV design and
testing that contribute to risk assessment considerations. A scene is defined as a
snapshot of the environment, including scenery, dynamic elements, all actors and
observers’ self-representations and the relationship among those entities. A
situation is the entire circumstances to be considered for the selection of
appropriate behaviour patterns at a particular time. A scenario describes the

temporal development between several scenes in sequence. The outcomes of this
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work assist in the taxonomy in terms of scene, situation and scenarios but do not

contribute directly to the technical determination of risk assessment.

Summary of existing process-based risk assessment

[29] and [30] illustrate using an iterative refinement process in HARA to provide
more detailed dimensioning and hazardous event descriptions. This provides a
more concise safety goal as the mitigation actions for the AV. Other than using
iterative loops within HARA, [31] used a skill graph as a functional model and an
overall scene definition to represent the relationship of the potential hazardous
event. It provides a complete description of the scene in terms of the hazardous
relationship instead of using iterative loops. [32] provided alignments in the
definition of scene, situation and scenarios, which will assist in the risk assessment
approach to identify hazardous events. The work of [29] and [30] combined with
[31] could enhance the overall quality of risk assessment during development by
expanding the scope for hazard analysis and identifying hazardous events. This is
accomplished by incorporating more iterations with deeper consideration of
hazardous events and the process of pinpointing their causes. These methods for
identifying risk and its control actions are based on subjective human intervention
to translate potential malfunctions and hazards, past lessons learned, and know-
how into a process-based static risk assessment. Existing process-based
methodology relies upon human intervention for static risk assessments. However,
this process-based methodology aims to pinpoint clearer safety controls based on
a library of past lessons learnt and know-how, which are subjective and might not

reflect the situations in real-world AV operations.

2.3.2 Model-based risk assessment

This section explains three existing static risk assessments using model-based
methodology, as shown in Table 2.3. The model-based methodology aims to
quantify vehicle malfunctions and environmentally hazardous events by

converting them into numerical representations.
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Table 2.3 Static risk assessment using model-based methodology

Static risk assessment (Model-based)
Research papers .
PP Vehicle Vehicle & Unique approaches
Environment
[34] Yes ‘ Partial on Numer1c§l Cost
environmental roads Function
[35] Yes Yes UML
[36] Yes Vehicles on road Dlscretg Normalized
Drive Area

[34] focuses on assessing lane-keeping vehicle risk assessment using a symbolic
numerical approach to optimise the trajectory of AV towards the road's path.
Therefore, the approach indicates a higher risk if the vehicle is not within the
lane. The risk value is determined using a numerical cost function model that
mimics the vehicle's movement along an arbitrary track using low-order
polynomials. This method's key purpose is to provide a quantitative numerical cost
function to represent the error in achieving lane-keeping and collision avoidance.
This error figure allows an objective conversion of risk into Severity instead of
subjective human intervention. However, it is important to note that the scope of
this method is limited to vehicle lane-keeping within environmental roads only.
The simulation results did not address unclear lane markings, which would have

led to the inability to detect lanes accurately.

[35] presents a framework for systematically documenting and analysing
hazardous events and their associated risk causes. This framework leads to a clear
Fault Tree Analysis [37]. The Unified Modelling Language (UML) model, as
described in [35], utilises fault-type guide-words and a structured set of scenarios
to identify relevant risk causes. This is conducted in the context of Hazard Analysis
and Risk Assessment (HARA) during the requirements engineering process. The
approach further uses object constraint language validation checks to eliminate
irrelevant risk causes and map the HARA table to the UML model. The work of [35]
is similar to the outcomes of the process-based approach except for table-based

mapping with contextual inputs, which is further strengthened with the use of a
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UML model in [35] to trigger mapping for faster and improved software
development. This modelling method can be extended to model-based scenarios
[38] and model-based safety analysis [39] to further enhance the understanding
of hazardous events and their corresponding safety responses. The UML model
aims to improve the risk assessment process with a guided approach. However,
this approach is limited to known lessons learnt and know-how, where the risk of
undefined scenarios is not included within the UML model. Thus, it is not suitable

for real-world AV operations.

In [36], a model is developed to determine the drivable area by projecting the
vehicular path and considering surrounding vehicles. This model assesses drivable
areas and measures time to collision as a method of risk assessment. The findings
of [36] aim to provide a quantitative outcome based on the drivable model and
time to collision through simulations. These results are intended for use in static
risk assessment during the development of autonomous vehicles, as mentioned in
[36]. However, [36] does not take into account of pedestrians and other road
users, and the model is only demonstrated with simulation. This approach heavily
relies on a potential risk field, which will be further explained in the section on

real-time risk assessment.

Summary of model-based risk assessment

The model-based static risk assessment approaches listed in Table 2.3 have
different focus areas. In [34], a cost function is used for lane-keeping and collision
avoidance, while [35] uses the UML approach to identify the root cause of hazards.
Additionally, [36] provides a risk indicator for the drivable areas in the vehicles,
focusing on areas of highways and regulated traffic intersections. [34] and [36]
quantify certain aspects of hazardous events into numerical representations or
based on rule-based tables to convert them into numerical ratings. [34] and [36]
are demonstrated by simulation, which lacks real-world considerations, and [35]
introduces a model that relies on a process-driven approach, which is only suitable
during development. Thus, all three works demonstrate static risk assessment and
neither work is sufficient to be considered for a real-time risk assessment

approach.
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2.3.3 Probabilistic-based risk assessment

The probabilistic-based methodology for risk assessment systematically evaluates
potential hazardous events and provides quantitative measures based on their
associated probabilities. Probabilistic-based approaches are divided into two main
approaches: Bayesian or Frequentist [40]. These two approaches can also be used
as probabilistic methods to perform AV system risk assessments. Probabilistic
methods generically provide quantitative measures and are suitable for static and
real-time risk assessment. Table 2.4 shows [41] and [42] which use probabilistic
risk assessment to detect occlusion within a scene. Occlusion determines the
possibility of collision due to objects that are blocked in a normal field of view. A

higher probability of occlusions indicates a greater risk of collision.

Table 2.4 Static risk assessment using probabilistic-based methodology

Static risk assessment (Probabilistic-based)
Research papers .
PP Vehicle Vehicle & Unique approaches
Environment

[41] Yes Partial for occlusion Cartesian
aware

[42] Yes Partial for occlusion Prob:c\blllty (_)f
aware emerging vehicle

[41] identifies object occlusions by considering sensor limitations on unseen areas.
For example, a radar might only detect object A if object B is occluded by object
A. Therefore, a potential high collision risk can occur when the undetected object
B moves towards the radar. This work covers both observed and unobserved
regions at urban intersections and can be used for route planning or control to
prevent collisions. However, a clear road layout is required to quantify the risk in

advance and the limits within the drivable area.

[42] uses a probabilistic collision risk assessment to estimate the risk of a potential
collision with a vehicle in an occluded area. This is achieved by identifying the
most probable chance of an occluded vehicle entering a mathematically defined

occluded region and then estimating the probabilistic collision risk based on the
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speed probability of the emerging vehicle entering the boundary of interest into
the sight of the AV. This technique was demonstrated with alleyways, merged
lanes and blockage by bulky vehicles and used an assumption that vehicles follow
predefined roadways and remain within the lanes. However, in real-world
situations, vehicles might not always follow predefined roadways. Moreover,
pedestrian occlusion, which is not considered, can also occur within these stated

scenarios.

Summary of probabilistic-based risk assessment

Both methods, [41] and [42], require a precise intersection map with accurate
road information. They match the current environment to the map data and use
a probabilistic approach to identify occlusions. This approach assesses risk at a
broader traffic level rather than from a single AV perspective. These methods are
designed to enhance static risk assessment using real-world map data. However,
within the reported work, only simulations are demonstrated without usage in
real-world AV operations or scenarios. Additionally, they have not been compared
to real-time occlusion filter techniques, such as the widely used Kalman filter [43]
that is commonly implemented in existing AVs. It is important to note that these
methods focus specifically on occlusion, which can be a factor for risk assessment
considerations. However, they do not address the purpose of risk assessment,

making them unsuitable for real-time risk assessment purposes.

2.3.4 Probabilistic and model-based risk assessment

Probabilistic and model-based methodologies for risk assessment present the
advantage of having deterministic outcomes with a mixture of quantitative and
qualitative results. The deterministic nature is extracted from the model-based
methodology. Table 2.5 shows the use of probabilistic and model-based
approaches [44-46]. All three approaches are unique and apply to both vehicles

and the environment.
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Table 2.5 Static risk assessment using probabilistic and model-based methodology

Static risk assessment (probabilistic and model-based)
Research papers Vehicle Vehicle & Unique approaches
Environment
[44] Yes Yes Modelling of ADS & Probability of
occurrence of the hazardous event
Probability of damage
[45] Yes Yes with UML model
Equivalent forced-based theory on
[46] ves Yes the traffic safety field concept

[44] proposes modelling of the autonomous driving system into functional blocks
and, through the functional blocks, to identify and quantify hazardous scenarios.
The approach attempts to use pre-defined hazardous scenarios to verify and
validate AV without relying on mileage-based testing. The paper proposes
theoretical modelling of the autonomous driving system into functional blocks
and, through the functional blocks, to identify and quantify hazardous scenarios.
The approach consists of a probability spread of the potential Severity rating
(related to the classified hazardous scenario) and a probability segmentation of
the occurrence (based on the hazardous event within scenarios). The final step
correlates to the concept of ASIL methodology, where there will be a maximum
probability for each rating. This approach proposed improvement to the HARA
process by introducing environmental modelling and probability assignment of
conditions. Therefore, [44] focuses on pre-defined hazardous situations
categorised under static risk assessment since the autonomous driving system
modelling aspect requires human intervention to update and refine hazardous
situations. Moreover, it is not possible to consider all pre-defined hazardous

situations beforehand.

[45] uses the probability of damage to assess the context of risk assessment and
uses a model-based UML class diagram to visualise the hierarchical scenario
description language for all the descriptive possibilities of scenarios being
research. The probability of damage is dependent on the probability of collision.

The collision probability is based on the selected scenario while considering the
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specified behaviour of the AV. The highlight of this approach resides in the
detailed involvement of adaptive risk analysis, which considers dynamic scenarios
in terms of the probability of collision. However, any changes to AV systems, such
as the UML modelling in [45], will require human intervention. Thus, this work is

classified under static risk assessment.

[46] proposed a model that uses equivalent force based on concepts from the
traffic safety field [47]. It assesses traffic risk by analysing the kinetic energy of
colliding objects and approximating the risk level based on the actual situation.
The kinetic energy is then translated into an equivalent force that describes the
traffic risk. The approach also focuses on tracking multiple uncertainties in radar
clusters or vision target object occlusion using the dempster-shafer theory
probabilistic/evidence theory-based detection level, achieved by multi-object
perception. [46] uses kinetic energy to differentiate between objects without a
clear identification of the object or consideration of where the object resides
(road, pavement, etc.). This may cause unwanted risk, and the proposed method

was mainly demonstrated for straight roads.

Summary of probabilistic and model-based risk assessment

[44], [45] and [46] provided quantitative measures involving vehicles and
environmental considerations with probability theory involved. All three papers
focus on the domain of vehicles and the environment throughout the development
lifecycle. [45] and [46] emphasise the significance of identifying collision risks as
a potential indicator and assessing severity, hazardous events, and their frequency
of occurrence. Both [44] and [45] relied on some lessons learnt and domain
expertise to pre-defined hazardous scenarios or UML modelling, which limits their
real-time applicability. These research also lack realistic examples to illustrate
their concepts. [46] is limited by its focus on straight roads, which restricts its use
in real-world deployment in real time. Thus, all three approaches only partly fulfil

the gap for real-time risk assessments.



23
2.4 Real-time Risk Assessment

2.4 Real-time Risk Assessment

Real-time risk assessment involves evaluating the AV's control actions when a
hazard is identified during its operations. This control action can be a part of a
vehicle’s function or movement, and the hazard could stem from vehicle
malfunction or environmental events. The detection of these actions and hazards
occurs in real time, using either quantitative or qualitative methods. If the control
actions or hazardous detection are presented with qualitative outcomes instead
of quantitative measures, it indicates that these control actions cannot be
effectively employed in real time. Consequently, this approach is not a
comprehensive solution and requires further improvements in future development
phases. This section examines existing research relevant to real-time risk
assessment, highlighting the strengths, limitations, and areas needing more

attention.

2.4.1 Process-based real-time risk assessment

This section explains three real-time risk assessments using process-based
methodology, as shown in Table 2.6. All three approaches have their own unique

approaches and apply to both vehicles and the environment.

Table 2.6 Real-time risk assessment coverage using process-based methodology

Real-time risk assessment (process-based)
Research papers . Vehicle and Unique
Vehicle .
Environment approaches
[48] Yes Yes Dynamic risk
assessment
[49] Yes Yes Real-time ASIL
[50] Yes Yes Quant:\ltatwe Risk
orm

In [48], a dynamic risk assessment is achieved by implementing a concept of safety
barriers based on the real-time AV’s task planning process. A safety barrier is an
obstacle, obstruction, or hindrance that may prevent an action or event from

occurring. The task planning process selects possible scenarios, assesses each
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scenario’s risk, and chooses the optimal scenario with low risk. The advantage of
this method is that it provides alternative path planning when a scenario is
deemed risky. However, the existing safety barrier concept in a process flow-
based configuration may miss out on situations during AV operations. Additionally,
the approach in [48] has a heavy contextual approach that is difficult for real-
time dynamic use due to the process-based approach. Moreover, the paper did not

provide illustrative examples to demonstrate the effectiveness of this concept.

[49] demonstrates another process-based approach using real-time ASIL
determination as part of the dynamic tactical decision-making framework. The
vehicle and oncoming object velocity are mapped into a Severity rating within the
real-time ASIL process. The process will then determine its ASIL rating.
Thereafter, the decision and control of the real-time ASIL will provide a control
action. The control action process was explained in a descriptive context without
simulation or test results to illustrate the process further. One drawback of this
work is the lack of explanation of how control and exposure are determined in
real time. Thus, the approach recommended a framework slightly modifying the

existing ASIL approach using real-time AV elements but only at a framework level.

[50] proposed tailoring of the HARA process for AV with an approach known as
quantitative risk norm. The quantitative risk norm measures the frequency of an
incident with a consequence class, such as fatalities or severe injuries. The
respective quantitative risk norm is then used to map corresponding safety goals.
The quantitative risk norm uses an incident classification process to assist in the
determination of the quantitative risk norm. The drawback of this approach is that
it requires recording of past incidents for quantitative risk norm to support real-

time safety goals accurately.

Summary of process-based risk assessment

[48], [49] and [50] emphasise the importance of measuring real-time performance
and mainly provide a descriptive process framework. For example, [48] used a
safety barrier process, [49] proposed a real-time ASIL and [50] suggested tailoring

HARA with quantitative risk norm process considering the frequency of past
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incidents and their consequences. In these works, some attempts suggest partial
conversion of qualitative to quantitative data, but they are insufficient to support
a real-time end-to-end approach. These works, [48], [49] and [50] also did not

substantiate the framework with simulation or realistic use cases.

2.4.2 Model-based real-time risk assessment

This section explains two existing works of real-time risk assessments using model-
based methodology, as shown in Table 2.7. Both approaches focus mainly on

vehicle-to-vehicle interactions.

Table 2.7 Real-time risk assessment coverage using model-based methodology

Real-time risk assessment (Model-based)
Research papers . Vehicle and Unique
Vehicle .
Environment approaches
[51] Yes Partial, for.vehlcle-to- Risk repulsion
vehicle
Partial, for multi- . .
[52] Yes vehicle and weaving Rf];klgo’;entlal
area ield theory

In [51], a quantitative risk figure for collision prevention (in the case of a vehicle-
to-vehicle) is proposed. The concept is based on vehicle risk evaluated using field
theory [53]. The paper introduces a unique term, risk repulsion, which is inversely
proportional to time to collision. The risk repulsion figures increase exponentially
when the difference in speed increases and the distance between the rear and
front vehicle becomes smaller. In this approach, the real-time crash prediction is

modelled using risk repulsion.

[52] further extended the concept from [51] from vehicle-to-vehicle into multi-
vehicle weaving in and out of roads with lane information. The baseline approach
of [52] builds on the field theory introduced in [53], similar to [51], but increases
the complexity by considering multiple interfaces among multiple vehicles, as

opposed to one-to-one communication in [51].
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Summary of model-based risk assessment

Both [51] and [52] have limitations for real-time risk assessment because they only
detect vehicle risk and not pedestrians. Moreover, both works focus mainly on
highway lane convergence. In addition, implementing field theory would require
all vehicles to share their vehicular information with the ego vehicle or backend.
However, this approach has drawbacks when there is a mixed fleet of vehicles
with and without connectivity, leading to missed risk when unconnected vehicles
come close to the ego vehicle. Specifically for [52], a macro view of the traffic
situation is needed. Ensuring all vehicles have connectivity to the ego vehicle is
challenging, which may be the reason why results are simulated or calculated but
lack real-world testing. In summary, both approaches only partially address the

gaps identified for real-time risk assessment.

2.4.3 Probabilistic-based real-time risk assessment

This section explains two real-time risk assessments using probabilistic-based
methodology, as shown in Table 2.8. This research focuses on using vehicle motion

and time to collision to determine probabilistic collision risk.

Table 2.8 Real-time risk assessment coverage using probabilistic-based methodology

Real-time risk assessment (probabilistic-based)

Research papers . Vehicle and .
Vehicle Envi Unique approaches
nvironment

Collision risk vehicle and risk
network
Conditional Monte Carlo
Dense Occupancy Tracker

[54] Yes Yes

[55] Yes Yes

In [54], a risk assessment that integrates network-level collision prediction with
interaction-aware motion models under a bayesian framework was proposed. The
approach uses dynamic bayesian networks, a form of probabilistic graphical
model. With this, [54] focuses on the risk of collision at the vehicle and network

levels. Network level refers to the safety context of the road segment on which
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the AV is travelling, taking into account safe traffic and collision-prone conditions
over time. The approach for the network-level collision was supported by basic Al
classifiers such as k-Nearest Neighbour or Gaussian processes. Two of the unique
approaches of this proposal are the collision risk network-level and collision risk
vehicle level. Since a dynamic bayesian network is considered a form of spatial-
temporal approach, there is a forward improvement of the current information,
which is dependent on the past. Therefore, some basic aspects of learning from

the past are applied to this approach.

In [55], the probability of collision risk between the vehicle and the environmental
object was used. This was achieved by dividing the scene into cells, and the
collision risk occurs when grids overlap in the future prediction of the vehicle
movement and the identified object. These cells represent the environment like
a grid-based system which is known as a conditional monte carlo dense occupancy
tracker [56], which can estimate the probability of collision for each cell in the
grid. The mentioned approach in this context also explains the use of time-based

propagation, which fits well for real-time usage.

Summary of probabilistic-based risk assessment

[54] and [55], methods were tested using simulated data and environments. [54]
suggested that using a dynamic bayesian network could resolve the challenge of
consolidating extensive data from sensors during real-time risk assessment and
present the risk of collision with vehicles at the macro level. Moreover, this
approach focuses on the risk of collision rather than the control actions of the AV
with its surroundings. Thus, for the AV to perform specific improvements from the
results of this approach might be challenging. Without specific mention of
pedestrians, this approach focuses mainly on highways. On the other hand, [55]
utilised a conditional Monte Carlo dense occupancy tracker method that
represents the environment as a grid. However, these grids lack further details
such as environmental classification (e.g., roads and pavements) to assist in risk
assessment. The method focused only on detecting moving objects with the
conditional Monte Carlo dense occupancy tracker grid. Both approaches also

highlighted the importance of real-time risk assessment and suggested that using
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vehicular-to-vehicle data sharing would be overly intensive for data integration in
real time. However, both methods have drawbacks, such as not considering
pedestrians and missed risk when unconnected vehicles come close to the ego
vehicle. Thus, the presented probabilistic-based approaches are insufficient to

address the gap identified for real-time risk assessment.

2.4.4 Probabilistic and model-based

This section identified one example [57] that illustrates the use of probabilistic
and model-based real-time risk assessment. [57] considers both vehicle and
environment and has its own unique approaches of using Bayesian hierarchical

spatial random parameter extreme value model.

[57] introduced a safety assessment based on the bayesian hierarchical spatial
random parameter model based on extreme value theory [58]. This approach
estimates two real-time safety metrics: the risk of crash and return level, using
the time to collision as a conflict indicator. For instance, if the time to collision
is zero as the conflict indicator, the risk of crash is almost certain. Return level is
measured in terms of safety levels as opposed to risk of crash. Therefore, the risk
of a crash is used to measure unsafe conditions, while the return level is used to
gauge safe conditions. To determine the risk of crash, the approach utilises the
generalised extreme value distribution of the bayesian hierarchical spatial random
parameter. This method requires historical data, which is obtained from
trajectory data collected from a fleet of AVs that have traversed a particular

scenario multiple times.

[57] employs Bayesian probability techniques and time-to-collision model-based
methodologies for real-time safety assessment at a macro level, considering a non-
AV perspective. It is designed for the macro traffic level rather than the vehicular
level. This approach demonstrates the effectiveness of combining a probabilistic
approach with modelling to enhance risk indicators based on past data. However,
some limitations of the approach include its lack of focus on pedestrians and its
difficulty in implementation from the viewpoint of AVs, as local sensors may have

limitations in providing a broader macroscopic view. As a result, this approach
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may be better suited for real-time risk assessment from a city or macroscopic

perspective instead of an AV-focused viewpoint.

2.4.5 Al, Neural Network-based real-time risk assessment

This section provides an overview of how neural networks are used in AV for risk
assessment. Neural networks can be used statically or in real time as part of the
AV system or as an end-to-end approach [59]. The use of neural networks in risk
assessment depends on the methodology used and whether the inference time is

suitable for real-time operations.

Supervised learning is typically preferred when it comes to using machine learning
for safety-critical systems. It serves as the foundational technique for object
recognition and lane-keeping [60]. Unsupervised learning is utilized to identify
patterns and trends with unlabeled data or as a redundancy system [61] to
enhance the basic AV system. In recent years, reinforcement learning algorithms

have been employed to support path-planning goals with rewards [62].

From another perspective on general Al, an alternative method of classification
was described in [63] and [64], where Al is further categorised into physics-based
[43, 56], manoeuvre-based [65] and interaction-aware-based models [54, 57, 66].
With the growing trend of utilising cameras in AV, computer vision-based neural
networks have also become fundamental within an AV system for risk assessment.
This falls into the particular area of manoeuvre-based approaches with the
detection of motion patterns. Therefore, before reviewing real-time risk
assessment using Al, a background introduction will be explained first on how

neural networks for computer vision are used for AV.
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Different types of neural networks for computer vision used within AV

Table 2.9 neural network for computer vision used within AV

Research papers Unique approaches
[67] Object detection
[68, 69] Semantic segmentation
[70, 71] Panoptic segmentation
[72] Instance segmentation

Table 2.9 shows different types of neural networks for computer vision used within
the AV [67-72].

Object detection [67] and instance segmentation [72] are used for countable
objects, while semantic segmentation [68, 69] aims to identify uncountable
objects such as pavements, roads, and offroad regions to identify the scene. On
the other hand, Panoptic segmentation [70, 71], identifies both landscapes and
object identification. However, increased inferencing time for each image results
in low frames per second and renders them unsuitable for real-time [73] purposes.
Similarly, for instance segmentation, more inferencing time is needed as it
performs object detection first and thereafter, semantic segmentation of the

identified object.

Object detection is a widely used technique in AV [67] in recent years. It began
with traditional detectors such as histogram of oriented gradients [74], which
posed challenges in adjusting the bounding box for different dynamic scenes and
rotation by creating blocks within images. Deformable part models [75] recognise
objects using a combination of graphical models with root filters, part filters, and
spatial modes. While these traditional detectors achieve a high level of accuracy,
they have a detection time of less than one frame per second, making them
unsuitable for real-time processing [76]. Real-time risk assessment requires a
detection rate of at least 10 frames per second to match the data acquisition of

an input camera and allows sufficient time for the AV to react.
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With the introduction of deep learning, techniques such as convolution neural
network based two-stage Detectors like region-based convolutional neural
networks [77] use regional proposals to achieve a higher accuracy but with more
inferencing time (up to a few seconds per image). Faster region-based
convolutional neural networks [78] reduce the inferencing time and can achieve
up to 5 frames per second with a mean Average Precision (mAP) of 42.7% and
Intersection Over Union (IOU) of 0.5 using Common Objects in Context (COCO)
dataset. However, two-Stage detectors have difficulty achieving real-time for
typical edge systems deployed in AV. Therefore, the coarse-to-fine processing for
the two-stage detector results in missing events between frames from an input
camera. One-Stage Detectors like Single-Shot Detector (SSD) [79] and variants of
You Only Look Once (YOLO) are considered suitable in object detection to balance
frames per second and accuracy. SSD [79] achieved a mAP of 46.5% with loU of 0.5
with 59 frames per second using COCO dataset to obtain improvements to the
multireference and multiresolution technique for small objects. This was
considered acceptable for the frame per second, but the mAP is relatively low for

real-time usage.

The evolution of YOLOv5 from YOLOv3 (comparable to SSD) surpassed the
performance of SSD with VOC07 dataset a mAP = 63.4% (on the large model), with
loU of 0.5 and 45 frames per second. In recent years, YOLO variants such as
YOLOv6, YOLOv7 and YOLOV8 have been released, focusing on the accuracies with
loU ranging from 0.5 to 0.95. In Figure 2.4, it is shown that YOLOv6, YOLOv7 and
YOLOv8 have mAP improvements as compared to YOLOv5. However, this is at the
expense of higher latency. Therefore, models (like tiny (n), small (s), medium (m),
large (L) and extra-large (x)) should not be compared among different versions of
YOLO without looking at the parameters defined (in millions), as illustrated in
Figure 2.4 (the machine used in the graph is based on A100 TensorRT). In real-
world applications, machines like A100 TensorRT will not be easily available nor
installed in an AV. Thus, there is a trade-off between latency and accuracy.
Latency also plays an important role in the product cost and overall system

performance.
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Figure 2.4 Comparison of YOLOV5, v6, v7 and v8 performance

In terms of semantic segmentation, matured methods include Fully Convolution
Network [80], DeepLab [81], and Pyramid Scene Parsing Network (PSPNet) [82].
With comparisons in [82], PSPNet achieved the highest mean loU across classes
with 82.6% followed by DeepLab score of 71.6% and Fully Convolution Network
with 62.2%. PSPNet inferencing time is better than that of the Fully Convolution
Network and DeeplLab, as shown in [83]. However, as research progressed, the
performance of semantic segmentation improved over recent years with new
models such as Image Cascade Network (ICNet) [83], Semantic segmentation
Network [84] and Efficient Neural Network [85]. Among the three new models,
ICNet has the highest mean I0U with 69.5%, but it is lower than PSPNet (82.6%).
ICNet in [83] illustrated a performance of 21 frames per second using a Titan X
GPU, whereas in another research, PSPNet in [86] recorded 11 frames per second
using a Nvidia GeForce GTX 1070 Ti (which is closer to Jetson than V100). ICNet
had a lower mean loU, which was traded for higher frames per second than
PSPNet.

Panoptic segmentation in [73] illustrates that even single-stage panoptic
segmentation requires up to 100 ms of inference time, with most models requiring
as high as 200-300 ms. A two-stage panoptic segmentation minimally requires 160
ms inferencing time. In the case of instance segmentation [72], performance

requires similar inferencing time compared to panoptic segmentation.

This section reviewed the suitability of different neural network computer vision

techniques for real-time risk assessment. It is concluded that panoptic
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segmentation and instance segmentation are unsuitable for real-time risk
assessment, while object detection has the highest capability, followed by

semantic segmentation.

Table 2.10 Real-time risk assessment coverage using neural network-based methodology

Real-time risk assessment (neural network-based)
Research papers .
P Vehicle Vehicle & Unique approaches
Environment
[87] Yes Yes Risk metric
. Deep Predictive Model
[88] ves For vehicle (Bayesian ConvLSTM)
[89] Yes Yes Uncertainty measurement
[90] Yes Yes Failure céetectlon qf Semantic
egmentation
[91] Yes Weather Using YOLO to Qetect Sandy
Weather environments

Table 2.10 shows a list of different neural network-based real-time risk

assessments.

In [87], Convolution Neural Network (CNN) captures the AV's front image and
divides it into three sections: normal, caution and warning. The author intends to
reduce the operational process needs of CNN to provide an end-to-end paradigm
to provide risk directly from the camera input. The image is then fed to a risk
metric calculator tool [92] to obtain a risk figure. The risk metric calculator
divides the scene into grid boxes and measures the number of unoccupied boxes.
The higher the number of unoccupied boxes, the risk is lower as it measures
between the autonomous vehicle and its surroundings. [87] demonstrated the use
of deep learning neural networks as a form of risk assessment through unoccupied

grid boxes that represent risk.

In [88], Bayesian convolution long short-term memory is used as a form of deep
predictive model (DPM) as an elevated approach from CNN [87]. The approach is

similar in getting the risk related to the time of collision using vision-based deep
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learning techniques. This predictive approach incorporates temporal information
during decision-making, multi-modal information (i.e. camera and vehicle
command) about the environment, and information about the uncertainty of DPM
inherent in the prediction. The main objective is to improve vehicle safety by
predicting future vehicle collisions in time to activate driver warning systems to
recognize and anticipate dynamic catastrophic events beyond the immediate time

horizon.

[89] used residual networks 8 (ResNet8) [93] to pre-process the Lidar images to
detect small vehicles that occupy small grid cells, followed by Faster Region-based
convolutional neural network pipeline to generate the bird's eye view 3D region
proposals, followed by the use of deep neural network as the intermediate layers
to extract uncertainties. Furthermore, entropy and mutual information
techniques are used to classify uncertainty into epistemic or aleatoric. As
compared to the generic approach, where neural networks are used to train and
detect an object, uncertainties are typically not considered. The interesting result
demonstrates that epistemic uncertainty is related to vehicle detection accuracy
while the vehicle distance and occlusion influence aleatoric. This research

outcome demonstrated an improvement of 1% to 5% in terms of detection.

[90] designed a deep neural network to predict the mean Intersection Over Union
(mloU) of the segmentation map without ground truth and introduce a new loss
function for training imbalance data. The objective is to predict the mloU and also
detect the failure cases using the predicted mloU. The approach uses the Efficient
Spatial Pyramid of Dilated Convolutions for Semantic Segmentation network [94]
to extract the features from the images. The failure cases are then detected by
the fully convolution network for mloU prediction. [90] is a good approach if the
AV system depends highly on semantic segmentation but has an impact to the
inferencing time and results in loss of image frames. This is verified by a minimum
run time of at least 0.5 seconds for a frame, which is needed for a fully convolution

layer to provide good failure detection.

[91] uses object detection such as YOLO with augmentation to identify sandy

environments in addition to foggy, snowy and rainy environments. This study
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perform tests with different YOLO models in an empirical approach with different
activation functions and added augmentation with detection in adverse weather

dataset.

Summary of Al, Neural network-based risk assessment

With all the Al, Neural network-based real-time risk assessments, [87] illustrated
using CARLA simulation with real-time intentions. However, no latency figures
were given and with low accuracy based on the CNN model. [88] looked into a
method for near-collision prediction using camera and AV information to trigger a
collision avoidance system. This particular approach mainly focused on assessing
risks at the vehicle level. It did not consider creating a risk assessment framework
for pedestrians or accounting for the surrounding landscape. [89] presented a
method for measuring uncertainty in deep learning models, aiming to improve the
detection accuracy of 3D lidar using a high-quality training dataset in the Resnet
architecture. However, this method was not designed to compute risk.
Additionally, there was a focus on improving the accuracy of mlOU prediction [90]
and using object detection, such as YOLO with augmentation, to identify sandy
environments for AV in real time [91]. However, neither of these methods
demonstrated the ability to perform risk assessment coverage by mapping results

to a risk assessment framework like HARA, making it challenging to quantify risk.

In summary, existing Al, Neural network-based risk assessment in Table 2.10
showed that either 1) models not suitable for real-time performance with
insufficient frames per second or 2) insufficient coverage for the AV vehicle and
environmental detection that are not mapped to risk assessment outcomes. Thus,
an end-to-end approach from the input to a determined risk assessment in real

time is needed to fulfil real-time risk assessment coverage.

2.4.6 Cooperative mode

Cooperative mode is evolved from existing VANET that originated in the early
2000s. Initially, VANET was a mobile ad-hoc network connecting vehicles using the
IEEE 802.11p standard. With the advent of Dedicated Short Range Communication
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(DSRC)/V2V, it transitioned to a new name Vehicle-to-everything (V2X) [95]. As
cellular 5G has become more prevalent in recent years, V2X has evolved into using
5G infrastructure and is now known as Cellular-Vehicle-to-Everything (C-V2X or 5G
sidelink) [96]. The advancement of 5G has led to reduced access times and
increased bandwidth, heightening VANET's focus on safety-critical concerns such
as risk factors. Initially, VANET was primarily for entertainment features, vehicle

internet connectivity, and telematics functions.

Consequently, due to the limitations of AV sensors, AVs face challenges in
anticipating obstacles beyond the sensors’ limit. Therefore, infrastructure-based
systems like Infrastructure-to-Everything (12X) or Cellular-Infrastructure-to-
Everything (C-12X) can assist AVs in planning, particularly at high levels of
automation, where the efficiency and safety of AV systems heavily depend on
timely information and low latency. The need for dynamic driving task fallback

for SAE Levels 4 and 5 further emphasizes this demand.

The general concept of cooperative mode for AVs encompasses various
communication modalities such as V2V, V2I, 12V, and 12X, while the

communication itself can be either DSRC or Cellular.

Existing cooperative methodology used for AV real-time risk assessment

Table 2.11 shows the list of cooperative mode methodologies to support real-time

risk assessments for AV.

[97] illustrates a model-based methodology, while [98-100] uses a probabilistic
and model-based methodology, and [101] and [102] use neural network and Al-
fuzzy logic, respectively. [98, 100, 101] and [102] are suitable for V2X, where [97]
and [99] focus on V2V only.
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Table 2.11 Real-time risk assessment coverage cooperative mode methodology

Real-time risk assessment (cooperative mode)
Research papers . Vehicle & Methodology &
Vehicle . .
Environment Unique approaches
Model-based
[97] ves Vv Model Predicitve Control
Probabilistic and model-based
[98] No VZX Contextual risk-based approach
Probabilistic and model-based
[99] Yes \VA% Human-Centric active safety (co-
driver),
Probabilistic and model-based
[100] No VX Global collision risk
Neural Network
[101] No V2X PCA-BP
Al-based
[102] No VZX Fuzzy risk-based approach

[97] used Model Predictive Control (MPC), which involves the optimization of a
performance index concerning future control sequences and the use of predicted
output signals based on a process model [103]. In this architecture, all the
information from V2V is fused with sensors and radars, providing location and
motion estimation. These results are passed to the rule-based multi-traffic
prediction block. This block uses MPCs to make predictions for both latitudinal
and longitudinal aspects. The outcome can be computed as a collision risk

assessment, resulting in a probability figure.

[98] proposed a unique use of a contextual risk-based decision approach. The
approach consists of a simple probability distribution known as risk values of all
the detected parameters collected from V2V, such as lane information, road
conditions, traffic congestions, weather, speed and time. Thereafter, the risk of
a particular vehicle is determined by the likelihood and impact based on the
information collected. The strength of this approach provided some aspects of
model conversion of environment information into potential risk factors. However,
this approach did not explain the formulation of the tables with indexes and
whether they were determined in real time or only during development. This could

limit real-time risk assessment determination during AV operations.



38
2.4 Real-time Risk Assessment

[99] used human modelling and probability to mimic the human-centric active
safety control that focuses on the “intervention moment” based on prior research
findings from [104]. This “intervention moment” occurs when an intervention
point is crossed, representing the probability of vehicle collision. This
“intervention moment” is the best trade-off between maximum collision risk and
predicted human reaction time and acts as a baseline of safety in the AV that
mimics human intervention in terms of 1) active safety and 2) reaction time of

safety actions.

[100] translated every vehicle into its risk estimation based on two distinct
components: collision probability and severity of the collision. For example, Lidar
sensor data shows a risk of detected obstacles or collision with the front vehicle
that applies sudden braking; both can be analysed using the methodology
mentioned above. When multiple sensors are used, a further global collision risk
can also be determined at the AV level. The global collision risk figure takes the
maximum risk figure among each of these measured sensor sources. At the macro
level, if all the AV share their perceived risk values, the identified scenario for
the entire driving context can create an average risk estimator known as
augmented collision risk - which is the average of all individual local vehicles to
establish this risk figure. This average risk value is similar to the approach used in
[105]. The latter demonstrates that using V2V relays and passing information
sharing risk values from one vehicle to another allows the eventual host vehicle
to have additional warning time by notifying of risk while moving towards a
hazardous event. However, the approach did not include environmental
considerations affecting AV safety other than the information received from other
connected vehicles. The approach focuses mainly on safety improvements of using

V2V but not on determining the risk assessment of AV operations.

[101] demonstrated the use of neural networks in cooperative mode risk
assessment methodology using VANET, stating the specific use of Principal
Component Analysis (PCA) to decorrelate the features in the infrastructure traffic
data set and recombine them into a set of linearly independent features.

Thereafter, a back-propagation neural network is used to train the predictive
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model. In order to predict the driving risk of a vehicle using the data collected via
VANET, their results are compared with the typical support vector machine
approach [106]. The comparison showed a 3% to 8% improvement across the
different testing records. The inclusion of PCA also contributes 1% to 2% to the
improvement mentioned. However, the approach in [101] is at a macro level on
driving risk instead of AV-centric. Thus, the AV control actions are not measured
for risk and therefore, it is challenging to recommend safer AV operational

improvements.

[102] demonstrates using an Al fuzzy risk-based decision method for cooperative
risk assessment methodology. The proposed concept uses vehicle context
parameters such as lane, weather, time, traffic, road and speed, and driver’s
attributes such as age and experience to determine risk. This risk is based on
different weights used for the vehicle context and driver attributes multiplied by
the impact. The extension includes further classifying the traffic and speed into
low, medium, and high risk, improving mapping function formation, and
determination of the weights of vehicle contextual parameters, threats, and

drivers' attributes.

In summary, the works presented in Table 2.11 had theoretical, simulated or
emulated scenarios tested, which might not represent real-world AV deployment.
[97] and [99] was simulated using Matlab, Simulink and Carsim. [100] used SiVIC-
RTMaps and VEINS with emulated scenarios, while [102] used VEINS with the
recommendation of a framework, and [98] was presented as a theoretical
framework. Both [98] and [102] lack a demonstration of how contextual
information can be converted from images into text or numbers to fit into the
framework for usability. Thus lacking an end-to-end approach. [101] analyses past
accident data to gain accident risk prediction but depended too heavily on
cumulative past accident data without considering near-miss or risky scenarios.
All works in Table 2.11 were AV-centric except [101], which used a data analytical
approach. [97] and [99] demonstrated V2V focus using the location and proximity
between the host and the remote AV without considering pedestrians or scenarios

with traffic lights and intersections. [100] explained the use of V2X to pass
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information from one vehicle to another to improve safety, but without
considering the increased latency that it will incur in real-world scenarios. All
scenarios focus heavily on AV to AV (V2X) or AV to infrastructure (V2X). There is a
missing gap in the infrastructure to provide AVs with advanced risk identification
or even 121 sharing of risk information before sending it to the vehicle. A lack of

end-to-end solution explaining a specific method was also evident.

2.5 ldentified gaps in existing works and selection of
topics for research approaches

This section presents a synopsis of the gaps between current methodologies and
the need for real-time risk assessment. Each of the reviewed methodologies is
compared against the need to enhance the safety of AV operations further. The
existing risk assessment has limitations, as stated in the motivation of this
research, which are: 1) inability to perform risk assessment of the AV’s control
actions based on the detected hazards during AV operations in a real-world
environment, 2) inability to provide granular environmental risk information that
can represent even near misses, 3) inability to improve subsequent AV safety

actions based on current operations without a new development cycle.

e Static process-based methodology: These approaches primarily rely on

subjective humanistic qualitative decisions based on past lessons learned
and know-how. As such, the outcome assists in determining a set of pre-
defined safety actions for the AV based on past lessons learnt and know-
how in a subjective approach that defines the hazards. Thus, this

methodology confirmed the limitations of the existing approach.

e Static model-based methodology: These approaches aim to quantify

hazardous events through numerical representations. Some works also
incorporate rule-based tables, which convert contextual inputs into
numerical ratings. This shows progress towards objective risk assessment,

but the methodology is still unable to fulfil the identified limitations.
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e Static probabilistic-based methodology: Existing works demonstrate their

utility in occlusion detection, which could be added as a component to be
considered an improvement for risk assessment at the AV level. However,

they lack the representation of a complete risk assessment process.

e Static probabilistic and model-based methodology: This methodology

provides a quantitative approach using vehicle-to-vehicle environmental
information. However, it is still confined to assessing collision risks between
vehicles, where time-to-collision figures between vehicles do not entirely
cover the risk. Moreover, these approaches do not account for pedestrians,

unregulated traffic scenarios, and risk measurement during AV operations.

e Real-time process-based methodology: In these works, rule-based tables

are demonstrated to perform partial conversion of qualitative to
quantitative outcomes. However, end-to-end approaches with explained
frameworks, concrete algorithms, or any form of test results with
deployment are lacking that could demonstrate the use of these approaches

for AV operations.

e Real-time model-based methodology: This methodology focuses on vehicle-

to-vehicle aspects without considering pedestrian risk. Calculations and
simulations were conducted without illustrating an end-to-end approach

required for real-world AV operations use.

e Real-time probabilistic-based methodology: Existing works require scene

and vehicle information to be used in their methodology without
considering pedestrian risk. In some works, the importance of
environmental detection was included, but no specific classes of
environmental identification were achieved. Only simulated data was used
for these works, without real-time testing. The outcome of these
approaches was unable to measure the AV's control actions and assist the

AV in subsequent safety action improvements.
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e Real-time probabilistic and model-based methodology: These works focus

on safety assessment at a macro level from a non-AV point of view. It is
suitable for AV fleet management, traffic accidents, and safety predictions

but is unsuitable for risk assessment from an AV point of view.

e Real-time Al, neural network-based methodology: It is recognised that in

terms of computer vision for real-time detection, object detection, and
segmentation are suitable for use. Due to performance and inference time
issues, the existing models may not be suitable for real-time
implementation. Within these proposed approaches, specific domains of
perception are explained as a component for safer AV, but they lack an
end-to-end approach that can accurately represent the real-time risk

assessment for AV operations.

e Real-time cooperative mode methodology: These works prioritise vehicle

aspects without adequately addressing environmental factors such as
unregulated scenarios and pedestrians. The focus remains largely on V2V
without considering the impact of accumulated latency. There is a lack of
work on infrastructure to support risk identification from a non-AV
perspective and supply remote risk warnings to the AV prior to reaching the

infrastructure location.

The above summary provides an overall critical review of existing work in AV risk
assessment. From the review, the progression from process-based to other
methodologies illustrates the importance of moving its approach from subjective
to objective based risk assessment. This requires the conversion from qualitative
to quantitative risk assessment outcomes. Existing works provided mostly partial
work of risk assessment considerations, often lacking a framework for risk
assessment. Those with a clear framework focus on the process's improvements
and lack real-world technical illustrations and examples of deployment. On the
other hand, those with a clear methodology presented simulated results, without
any real-time trials, pilot or deployment. Thus, an overall real-time risk

assessment framework is needed, encompassing an objective end-to-end approach
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that covers key aspects of vehicles and pedestrians risk within unregulated traffic
in real time. In addition, an infrastructure-based remote risk warning should be
available to identify hazardous events before the AV arrives. This assists the AV in
identifying risk without the implication of complex real-time processing and

bandwidth requirements that will affect AV operations.

2.6 Summary

The existing static risk assessment is deemed insufficient to perform a risk
assessment for AV operations. Thus, there is a need for real-time risk assessment.
This is because the control/safety actions from risk assessment accomplished
during the development phase are insufficient to identify and resolve all situations
considered during the development phase. Some control/safety actions might
even bring adverse effects to passengers within the AV. Thus, a real-time risk
assessment is needed to monitor the control actions of the AV with the identified
risk or hazardous event. With this identified gap, existing works are reviewed
based on static and real-time risk assessment to determine if these works could
provide coverage for the identified gap based on different methodologies. Through
this review, existing works have yet to propose a real-time framework for risk
assessment, mapping sufficient vehicle and environmental situations, and
illustrating the methodology with an end-to-end approach. Existing works for
cooperative mode were also reviewed for remote support of hazardous detections.
The review showed that there is a lack of risk assessment for AV to be supported
by infrastructure, while a significant focus remains on V2V. The cooperative
mode's existing approach presents a challenge regarding data integration and
latency for sharing information between AVs. Therefore, the proposed solution to
mitigate the identified gaps in existing systems and works should consider seven
key aspects. 1) The solution should consist of an end-to-end methodology. 2) The
approach should be objective without any humanistic involvement. 3) The solution
should provide granular levels of risk assessment that would measure the risk
performance of the AV. 4) The approach must be capable in real time processing
that matches the input information of a camera. 5) The outcome should be
lightweight instead of creating large amounts of data that require computationally

intensive AV processing. 6) The solution should focus on areas of unregulated



44
2.6 Summary

traffic with high risk. 7) The solution should support V2V or |12V operations. These
aspects are considered as requirements towards the proposed framework and its

cooperative mode, which are discussed in chapter 3.
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Chapter 3

3 Real-time risk assessment framework and
cooperative mode

In chapter 2, the gaps between static risk assessment and real-time risk
assessment for AV operations are identified. The existing approach, which
revolves around static risk assessment focusing on component-level failures or
malfunctions as hazards during development, falls short of ensuring safer AV
operations. Consequently, to mitigate the gaps, this thesis proposes a Real-time
Risk Assessment Framework (ReRAF) within the AV and an infrastructure-based
Real-time Risk Assessment Cooperative mode (ReRAC) as an additional system to
bolster the safety of existing AV systems and provide advanced risk identification
and timely warnings remotely in real time. ReRAF is intended for use within the
AV to measure how well the AV mitigates its detected environmental risk, while
ReRAC assists the AV by identifying risk and hazardous events beyond its sensory
limits in the vehicle to enhance safe AV operations. ReRAF and ReRAC are
developed using key requirements for risk assessment, adapted from 15026262 and
HARA, while simultaneously addressing the identified gaps. Furthermore, ReRAF
and ReRAC focus on unregulated traffic scenarios that have not been research in
previous studies. These scenarios pose greater risks to AVs and road users, thus
requiring further assistance. The recursive data obtained from ReRAF are used to

dynamically adjust the AV’s safety goals and enhance path planning in real time.
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3.1 Adaptation of key requirements

The key requirements for risk assessment reference from ISO 26262 and HARA

include the following:

e Severity: represents the extent of harm that may be caused to the driver,

AV system, and other occupants when a hazard occurs.

e Controllability: represents the extent to which the driver or AV system can

control the vehicle in a hazardous scenario.

e Occurrence: represents the possibility of a system failing or being in a

hazardous scenario.

The current risk assessment process is static, as it is conducted during the
development phase by completing a risk assessment document filled with
descriptive content. Static risk assessment defines a fixed severity/risk with a
control action based on a particular scenario decided by a specific developer, and
the risk associated with it does not change. Moreover, the severity of a hazard
and the controllability of the system are determined based on the knowledge of
the developers, which can vary between individuals and organisations. For
example, the severity of detecting a pedestrian on the pavement can have
different interpretations of risk from different developers. As a result, the static

risk assessment is considered subjective and qualitative.

On the other hand, real-time risk assessments measure dynamic severity/risk with
control actions in real time. The severity of the environment is assessed by
assigning a risk value in accordance with the dynamic situation, as well as the AV's
corresponding control and safety actions. Thus, a framework and cooperative
approach is proposed to enhance the static risk assessment to achieve a real-time
risk assessment. This enhancement is achieved by incorporating quantitative
measurements instead of a qualitative approach. Different safety action
improvements are planned through quantitative measures compared to
fundamental collision avoidance. These different safety actions assist the AV in

being safer for passengers and road users surrounding the AV. For example, the
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severity of detecting a pedestrian on the pavement is strictly based on a uniform
quantitative risk measurement of objects detected within different landscapes
(pavement or roads). Through these measures, the AV can deploy different safety
actions to avoid sudden braking or steering according to the real-time exposed
risk. This approach objectively evaluates severity, control, and occurrence,
regardless of the developers involved or the organisation, allowing for a
standardised measurement in real-time and real-world contexts. Therefore, the

key components for real-time risk assessment are adapted as follows:

e Severity: a quantitative figure representing the risk of the detected hazard

resulting in a potential collision with the AV.

e Control: a quantitative figure representing the autonomous driving system

response to the detected hazard.

e Occurrence: a quantitative figure representing the average of past risk
assessment outcomes at the AV level or the probability of occurrence for

remote warnings at specific locations and time durations.

In addition to the adapted key requirements from ISO 26262 and HARA, seven
requirements are summarised from the identified gaps in section 2.5, forming the
added requirements for the novel creation of ReRAF and ReRAC. These are listed

below.
1. The solution should be an end-to-end methodology.

2. The approach should provide an objective outcome instead of a subjective

translation of severity and/or control through human intervention.

3. The solution should provide a more granular level of risk assessment in

place of a simple rule-based table to illustrate different risk levels.

4. The proposed approach must be capable of real-time processing in terms of

frame per second.

5. The outcome should be lightweight, thus reducing complexity in data

integration.
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6. Testing should take place in areas of unregulated traffic where high-risk

indications can help to avoid accidents

7. The solution should support V2V or 12V operations.

3.2 Overview of Real-time Risk Assessment Framework
(ReRAF) and Real-time Risk Assessment Cooperative
mode (ReRAC)

The objective of ReRAF is to provide a real-time risk assessment of the AV’s control
actions based on the detected environmental hazards within the AV, which
existing static risk assessments do not measure in real time. ReRAC, on the other
hand, provides the AV with remote real-time risk and hazard warnings based on
the nearest infrastructure setup. This section provides an overview of the two

approaches, their design concepts, and their respective methodology.

Figure 3.1 shows an overview of ReRAF and ReRAC. ReRAF resides within a Risk
Assessment Module (RAM), an independent system that assesses the AV's risk while
operating in real time. RAM contains a database that stores the risk assessment
outcomes with the given timestamp in the spatial and temporal domains. Existing
camera systems within the AV provide the environmental scene to the ReRAF.
These environmental scenes are converted into a risk figure known as Severity.
Severity is defined as a risk figure representing a potential collision between the
AV and the detected object residing on roads or pavement. With environmental
risk, the AV’s response to these severities is known as Control. Control is
determined by parametric inputs, which include steering, speed, brake, and
throttle. ReRAF then determines the real-time risk assessment based on Severity
and Control. These risk assessment outcomes are stored in the AV database.
Occurrence is determined from the accumulated risk assessment results in the
database, and potential hotspots at different locations over different iterations of
AV operations are identified. The 5G connectivity is for receiving remote risk and
hazard warnings from ReRAC and data synchronisation with the backend database.

Lastly, the localisation provides temporal and spatial information as timestamps.
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Figure 3.1 Overview of ReRAF and ReRAC

ReRAC resides within a Road Side Unit (RSU) and provides the severity of the
hazardous event detected from the environmental scene through an RSU camera
mounted at an elevated height for more extensive environmental coverage. The
Occurrence is represented by past ReRAC data from the accumulated information
in the RSU’s database. Since ReRAC is infrastructure-based with fixed geolocation,
ReRAC only considers Severity and Occurrence. The ReRAC outcomes are sent to
the backend database via 5G. The AVs receive the remote risk and hazard warnings
via the backend database (12V) through its 5G modem based on their proximity to
the RSU using the AV’s current location and path routing as a reference. With
multiple RSUs installed and ReRAC deployed, the outcomes of each RSU are
consolidated at the backend. The AV only pulls the data from the RSU nearest to
the location of the AV.

3.3 Real-time Risk Assessment Framework (ReRAF)

This section explains the desigh concept of ReRAF, its methodologies and
algorithm, tested scenarios, and datatype illustration. The design concept is
formulated based on the requirements identified in section 3.1. Various
methodologies are employed to meet these requirements, culminating in the

development of ReRAF's algorithm. These methodologies are then tested in
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selected unregulated traffic scenarios, and examples of ReRAF data and their

datatypes are illustrated.

3.3.1 AV ReRAF design concept

This section explains the design concept of ReRAF. Specifically, it describes the
conversion of adapted Severity and Control into quantitative outcomes. These
outcomes are Risk Tag (RT) figures, Control Tag (CT) figures, Predicted Risk
Number (PRN), AV’s Time To Collision (AV-TTC), and Occurrence used for real-

time risk assessment.

Risk Assessment Module (RAM)

Occurrence : represents the average Occurrence
values of the past risk Database
Severity: represents a risk figure outcomes
that measures the risk of the
detected hazard through collision
with the AV,

— Real-time risk assessment framework
Localisation & Timestamps (ReRAF) algorithm

timestamps* —
- i Severity |
— e . ' | > ' {

= Wil 4 Ll
Risk Tag figure 5 z
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Steering Number & Time
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Acceleration Control Tag figure
Speed
[
2
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SN e i Controls 5G modem
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Figure 3.2 Overview of ReRAF

Figure 3.2 shows the overview of ReRAF. ReRAF obtains its location and
timestamps from existing information within the AV. These timestamps and
locations serve as references for ReRAF to capture input images from the camera
and vehicle controls from the AV. Vehicle controls include braking, throttle, speed
for longitudinal movements, and steering for lateral movements. The camera
images are analysed to detect hazardous events, which are then converted into a
real-time RT figure. The RT figure indicates the severity of the hazardous event

detected, and it varies according to the distance to the AV, the classes and the
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location of objects. The braking, throttle, speed, and steering information form a
normalised CT figure. The RT and CT figures are used to determine the PRN and
AV-TTC. The PRN represents how effectively the AV responds to the detected
hazardous object from the camera. The range of detection will be limited by the
elevation of the camera within the AV. The AV-TTC provides a reference for object
collision with the AV. The PRN is then sent to AV control and path planning for
safer operations and is archived in both RAM's database and via a 5G modem to
the backend database. By using recursive AV operations, the PRN and Occurrence
optimise future operations for a safer path without requiring additional
development cycles. For example, the optimisation could involve actions such as
reducing the operating speed of the AV if a high PRN and Occurrence is
consistently observed in certain geographic regions or increasing the operating

speed if no PRN and Occurrence are observed.

3.3.2 ReRAF methodologies and its algorithm

With the stated design concept for ReRAF, different methodologies are identified
to achieve the seven requirements in addition to Severity, Control, and
Occurrence, as highlighted in section 3.1. This section explains the detailed
methodologies used to create the ReRAF’s algorithm, providing the respective

outcomes.

Figure 3.3 shows how the inputs are linked to ReRAF's methodologies and
algorithm, which provides outcomes to other modules within the AV and backend
databases. ReRAF's methodologies and algorithm generate RT figures and AV-TTC
from object detection, scene segmentation, and probabilistic modelling. At the
same time, the CT figure is derived from normalised parametric control inputs.
The RT, CT figure and AV-TTC are timestamped with localisation information from
the AV. The RT and CT figures determine the PRN, while Occurrence is calculated
from recursive PRN data over time. The selected methodologies objectively
generate detailed, recursive outcomes in real time. Converting image and
parametric data into a quantitative number makes the data lightweight and

efficient for transfer to the backend database over 5G connectivity.
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Figure 3.3 ReRAF’s methodologies and algorithm that links to the corresponding outcomes

Risk Tag (RT) figure

The RT figure represents the severity of potential collisions between the AV and
the objects detected on roads or pavement. This RT figure is obtained by capturing
the environmental risk observed by the AV camera at specific landscapes. This
process happens in real time and provides a quantitative figure representing the
risk of encountering pedestrians and vehicles on roads or pavements, which are
essential for the AV to identify to prevent collisions. This quantitative figure must
be granular, considering factors such as types of objects, landscape, and the
distance to the AV. Therefore, it is identified that achieving this outcome requires
three different methodologies to create the ReRAF’s algorithm: 1) object

detection, 2) scene segmentation, and 3) risk probabilistic modelling.

1) Object Detection is used to identify pedestrians and vehicles from the
scene in real time with outcomes that relate to the frame per second. Based
on the literature review for object detection, One-stage detector provides
results suitable for real-time inferencing. Thus, in this research, YOLOv5
small model is selected, configured with approximately 7.2 million
parameters with a mAP of 38% based on loU of 0.5-0.95. As the research

progresses, YOLOvS is also available, and using it with similar parameters
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2)

3)

achieves an estimated 3-5% improvement for mAP. The popularity of
YOLOvV5 became widespread for many applications [107-110] and forms the
basis of many recent research journals in the area of transport. Examples
include vehicle and pedestrian detection with precision values between
83.2% to 97.3% and recall values from 72.8% to 95.3%. The dependencies of
these results are highly dependent to the amount of datasets being trained
and tested. The outcomes of YOLO variants provide the object's
classification and localisation in the scene with bounding boxes. More
details on the use of YOLOvV5 application performance for ReRAF will be

discussed in chapter 5.

Scene segmentation is used to identify landscape scenes, for example, like
roads, pavements, or other elements. Semantic segmentation [69] is the
most suitable for uncountable landscapes, and to process the outcomes in
real time, they are given in frames per second. Based on the literature
review in section 2.4.5, PSPNet is identified as having the best mean loU.
PSPNet is used in conjunction with YOLOV5 to provide an overall balance
model with speed in object detection and a high pixel accuracy for
landscape scene detection. For example, YOLOv5 provides frames per
second ranging between 25-30, while PSPNet provides landscape detection
at 10 frames per second using an Nvidia AGX Jetson. In this process, the
PSPNet identifies roads and pavements, and a novel step was taken to add
rows to the results of the PSPNet, which enabled the mapping of a scene

into a matrix. Further examples are illustrated in chapter 5.

Probabilistic modelling provides a novel way to quantitatively represent
the likelihood of collision between the detected object and the AV while
considering the landscape scene. This probabilistic model is based on the
probability of collision, where the detected object in the front row
represents a definite collision as it is nearest to the AV. As the object moves
further away from the AV, the probability of collision reduces. The size of
the matrix from scene segmentation is used and populated with the

probabilistic model. Besides considering the probability of collision with the
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AV in terms of distance, the risk levels between road and pavement are
also differentiated by assigning different weights for road and pavement.
Therefore, when the corresponding object is detected, RT figures are

obtained from a matrix determined within a process known as Risk Tagging

and Mapping.

e —
— : [0.3]
Object > R
Detection Probability of - -
collision Risk Tag figure of 3.0
| forthe detected object
based on the
[10] background scene
> Weight | |
Scene classification
Segmentation of road

Figure 3.4 Example of probabilistic modelling for risk tagging and mapping

Figure 3.4 shows an example of how an RT figure is determined based on
probabilistic modelling. This includes considering the probability of
collision between the detected vehicle and the AV and the road's weight

classification.

The outcome is an RT figure of a scene that considers the landscape
classification, the type of object detected, and their AV collision
probability. The RT figure of a scene is represented as equation 3.1.

RTsym = Z RTM,, 0 ®, 0 RDpp, (3.2)

rZ

where,

RTgyu : Sum of all RT figures within the scene
RTM,., : Scene segmentation into matrix
RD,, : Risk detection probabilistic modelling

w,, . 2D weight classification for road and pavements
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Control Tag (CT) figure

The CT figure represents the measurement of the AV’s parametric control or
safety actions. This CT figure is determined using AV parametric controls such as
speed, throttle, steering, and braking. These parametric controls are chosen
based on studies in [111] that identify changes in hazard perception based on
driver behaviour. They are used as a reference for AV that represents the AV's
longitudinal and latitudinal movements. The parametric controls are obtained
from the drive-by-wire system, and information is connected to the ReRAF using
a ROS system. The raw inputs are converted from analogue to digital value,
followed by a normalisation process. Each parametric input is attached with an
individual weight if further emphasis is required. The normalised inputs with their
weights are used to determine a single CT figure, similar to the tagging process in
[112] for real-world scenarios used to assess the performance of AV operations.
The combined single CT figure represents the AV’s controllability during risky and
hazardous events. The CT figure is represented as equation 3.2.

1 2
Ctrl = 3 (B.Wp + ThyWrp, + St,Ws, + Sp,Ws,,) (3.2)

where,

Ctrl: CT figure

B,, : Normalised brake values

Wy : Weight of brake values ranging from 1 to 10 (default set at 10)
Th,, : Normalised throttle values

Wrr : Weight of throttle values ranging from 1 to 10 (default set at 10)
St,, : Normalised steering values

Ws: : Weight of steering values ranging from 1 to 10 (default set at 10)
Sp,, : Normalised speed values

Ws, : Weight of speed values ranging from 1 to 10 (default set at 10)
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Predicted Risk Number (PRN)

PRN is derived using RT and CT figures, which resemble the risk priority number
used in FMEA [113]. Each scene captured by the image represents a descriptive
scenario with a dataset of quantitative figures. RT figures are obtained from
different object classes, i.e. vehicles and pedestrians. Each object class will have
its own normalised RT figures, and a combined RT figure is obtained by averaging
the normalised RT figures across classes. The combined RT figure is used with the
CT figure to determine PRN. PRN can be used as a reference to trigger for safer
operations, for example, to reduce sudden steering, braking or throttle. However,
the intent is not to replace existing active ADAS to prevent accidents. After several
rounds of operation within the designated route, the accumulative PRN values,
RT figure, and CT figure provide further comparative analysis between each route
using Descriptive Statistics [114] to highlight risky scenarios and indicate the

overall safety level of each route.

The outcome of PRN is a quantitative figure that represents how the AV mitigates
and detects hazardous objects in terms of AV movements. PRN is obtained in real

time with data that corresponds to frames per second and in a lightweight format.

Occurrence

Occurrence in ReRAF is represented in both macro and micro approaches. The
macro approach consists of averaging the PRN within a region. Each region has its
own latitudinal and longitudinal grid limits. The PRNs with geolocation that fall
within the same region are averaged. The geolocation of the AV is represented as
latitudinal and longitudinal coordinates obtained via positioning systems such as
the global navigation satellite system. These “regions” provide a PRN visualisation
for the overall route. The micro approach considers the average PRN over “X”
number of trips along the same route to identify hotspots. These visualisations
using PRN highlight the Occurrence of high risk areas. Therefore, these
visualisations assist the AV for future path planning based on the average PRN and

identified hotspots of a particular area and time.
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3.3.3 Scenarios for ReRAF

Existing work for risk assessment test scenarios are categorised mainly in lane
keeping or collision prevention [34, 51, 54, 98], lane overtaking [97], highways
[115-117], and regulated junctions with traffic lights [118]. One of the identified
gaps is to focus on unregulated traffic in urban areas with no traffic lights to
govern the right of way. ReRAF is tested on scenarios representing unregulated

urban traffic with unknown hazards or near-misses.

Table 3.1 ReRAF scenarios to be tested

Scenarios Area of focus

Straight paths with or
without zebra crossings

Pedestrians
The AV is approaching crossing pedestrians on the

AV
R road with or without zebra crossing.

T-junctions without
traffic lights Vehicle

AV makes a right turn out of the pocket at the T-
junction, where another vehicle is driving straight.
The T-junction may have a yellow box.

Pedestrian

AV makes a right turn from the main road of a T-
junction into a minor road where a pedestrian is
crossing. The T-junction may have a yellow box.

Cornering

ad Vehicle

AV either stops or overtakes a stationary vehicle
observed after the bend.

Pedestrian

AV stops after the bend when it sees a pedestrian
crossing. The pedestrian crosses the road either
with or without a zebra crossing.
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Table 3.1 provides a descriptive explanation of the scenarios. ReRAF focuses on
performing an objective quantitative real-time risk assessment from the AV’s
perspective in those scenarios by measuring the parametric controls from the

detected hazards.

3.3.4 ReRAF database and datatype information

The data generated from ReRAF outcomes are archived in RAM’s database as well
as the backend database. Table 3.2 illustrates ReRAF’s outcome collected over
different timestamps within a route. Besides the timestamp in UTC, this data
consists of geolocations, RT figures, CT figures, Speed, Throttle, Brake, Steering,
and PRN. This data is archived in real time with frames per second. Since the data
are all in numerical figures instead of images or video, the requirement of being
lightweight is fulfilled.

Table 3.2 Sample of database information from ReRAF

Timestamped 1660208498743 | 1660208506174 | 1660209408931 | 16602097218903
Latitude / 1.3327739848895932 13326502615048932 13317647997644944 1332502014753533
Longitude 103.77396689657913 103.77415563192062 103.77347463552277 103.77642532359344
Speed 20.96 5.55 15.2 12.44
Throttle 0.12 0.79 0.68 0

Brake 0 0 0 0.95
Steering 0.05 0.95 0.05 0.21
Pedestrians 0 1 4 0
e : : : :
Vehicles detect 1 12 0 0
e : : : :

CT figure 2.292 6.261 3.69 4.89

PRN 2.292 46.959 10.149 0
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Table 3.3 shows the parameters and datatypes within the datasets. A sequence ID
generator is used as the primary ID for the backend database. Each parameter
provides a description of the scene using quantitative figures without any human
interpretation. This information can also be formed as meta-data embedded into
the scene for future reference. For example, detected pedestrians and vehicles

are defined as integers, while RT and CT figures are non-negative float numbers.

Table 3.3 Parameters and its datatype for ReRAF

Parameters Datatypes I Parameters Datatypes
Timestamps UTC format Pedestrians Integer
Latitude / Double (degrees) Pedestrians Float (non-negative,
Longitude s RT figure max to 100)
Speed Float type (km/h) Vehicles detect Integer
Throttle Normalised Float Vehicles Float (non-negative,
(non-negative) RT figures max to 100)
Brake Normalised I_:loat CT figures Float (non-negative,
(non-negative) max to 10)
. Normalised Float Float (non-negative,
SlESInE (non-negative) PRN max to 100)

3.4 Real-time risk assessment with cooperative mode
(ReRAC)

This section provides an overview of the design concept of ReRAC, along with its
methodologies, algorithms, tested scenarios, and database ensemble. ReRAC
functions as a remote warning system for AVs by retrieving data from the backend
database in real time. The backend database consolidates the ReRAC data from
all the RSUs. The AV only retrieves ReRAC data from the nearest RSU in its path
of travel. Since ReRAC is part of an infrastructure with a fixed location, only
Severity and Occurrence are relevant in addressing the identified gaps for real-
time risk assessment. Developing ReRAC's algorithm required various
methodologies, which were then tested in unregulated traffic scenarios. This

section also includes examples of ReRAC's data ensemble.
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3.4.1 AV ReRAC design concept

The ReRAF design concept converts camera images into real-time figures
representing severity. Additionally, ReRAC provides RSU Time To Collide (RSU-
TTC), Occurrence, and hazard identifications and warnings, which address the

requirements for real-time risk assessment.

Road Side Unit (RSU) / Infrastructure

Occurrence: probability of object
occurrence Occurrence >

Database

A 4

Real-time risk assessment

fixed cooperative mode
geolocation & (ReRAC)
m timestamps

Severity

Risk Tag figure, TTC & Hazardous

e e identification and warnings
detected hazard through collision
with the AV. ‘

5G modem

Figure 3.5 ReRAC design concept

Figure 3.5 shows that ReRAC operates within the RSU with camera(s), local
database, fixed geolocation with timestamps, and a 5G modem to connect to the
backend server. The fixed geolocation with timestamps provides the essential
reference for the data created from ReRAC. The camera input scenes are
converted into RT figures that represent Severity. The process of deriving RT
figures for ReRAC is slightly different from that of ReRAF since the scene is static
within the infrastructure. Besides RT figures, ReRAC also provides outcomes such
as RSU-TTC and hazard identifications and warnings. RSU-TTC is the time a
collision may occur between the detected object and a reference location “X” in
the camera’s scene. The overall time to collision between the AV and the detected

object requires adding the calculated time for the AV to arrive at the reference
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location “X” and the RSU-TTC. Hazard identification and warnings are advanced
alerts for the AVs, especially in situations where pedestrians or vehicles may be
obscured, or where there are traffic jams or accidents before the AV arrives to
the RSU’s location. These alerts are triggered when pedestrians or vehicles reside
at the intersection or when there are vehicle-to-vehicle, or vehicle-to-pedestrian
proximity within the road section or intersection of a T-junction. These ReRAC
outcomes are sent to the backend database via 5G connectivity, while the AV
retrieves this information when they are in proximity to the infrastructure

location.

3.4.2 ReRAC methodologies and its algorithm

This section explains how the ReRAC methodologies and algorithm provide the
required outcomes based on the input camera in the RSU. The ReRAC outcomes

consist of RT figure, RSU-TTC, hazard identifications and warnings, and

occurrence.
ReRAC
P T T T T i oot
! Input Methodologies outcomes : Backend database !
1 i ] 1
! & algorithm ! !
1 ] !
1 ] 1
: Risk zoning ) | | | Hazard identifications : Database :
1 (Rule-based mapping) and warnings ] |
1 ] 1
! ] ] 1
1 ] !
: Object Detection ,| RSU Time To Collide : !
i > (YOLOVS) (RSU-TTC) I Output \
— !
1 | I
1 | I
1 e ]
Probabilistic : . !
1 > ] 5G d
' — Modelling Risk Tag (RT) figure | modem :
1 ]
1 ¥ | :
1 | I
: Localisation & | | Data in time series | | | Occurrence : Database :
1 timestamps* format ] |
1 ]
1 | :
1 | I
1 ]
T S
Recursive

Figure 3.6 ReRAC’s methodologies and algorithm that links to the corresponding outcomes

Figure 3.6 illustrates how ReRAC methodologies and algorithm utilise camera input
to produce the desired results. The methodologies and algorithm consist of risk

zoning, object detection, and probabilistic modelling presented in a time series
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format. The outcomes of these methodologies and algorithm include hazard
identifications and warnings, RSU-TTC, RT figure, and occurrence. These
outcomes are continuously processed in real time. Similar to ReRAF, the data in
ReRAC is quantitative rather than qualitative, making it efficient and easily

transferable over 5G connectivity when operating in cooperative mode.

Risk Tag (RT) figure with RSU field of view

The RT figure represents the severity of potential collision between the reference
location “X” and the object detected on roads or pavement. This RT figure used
in ReRAC is achieved through qualitative to quantitative conversion of images to
risk figures. The aim is to identify pedestrians/vehicles in the image captured by
the RSU camera within a selected field of view and thereafter provide a numerical
risk presentation using probabilistic modelling. Since the objective is to provide a
risk representation of the environmental view using the RSU, the camera is
mounted at a height of 3 to 5 m above ground level. At this height, the efficiency
of object detection is higher, thus minimising occlusion. The object detection used
for risk tagging is similar to ReRAF where YOLOV5 is used. Compared to RT figure
for AV in ReRAF, the scene is considered static in ReRAC with a fixed field of view
and location. The methodologies used to achieve RT figures for ReRAC include 1)

risk zoning, 2) probabilistic modelling and 3) object detection (similar to ReRAF).

1) Risk zoning is an important initial step in the ReRAC methodology. It helps
to define areas of interest within the scene, such as roads, pavements, and
off-road areas. In other fields, risk zoning is used to identify potential
hazards, such as landslides [119], typhoons [120], and snow disasters [121],
by quantifying hazardous areas and assigning a probability to different
regions. In this context, risk zoning involves labelling different risk ratings
in specific areas within the camera'’s field of view. This process converts
contextual landscape road, pavement or offroad into a quantitative figure
known as weights. During the initial setup, the field of view is divided into
rows and columns to create a risk zoning matrix. Therefore, this matrix is
used to map the localisation of detected pedestrians and vehicles through

probabilistic modelling. The risk zoning process is explained in chapter 4
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with illustrated examples. It is worth noting that risk zoning methods differ
from risk field theory [51], which focuses on vehicle-to-vehicle collision
using the force repulsion concept, whereas risk zoning uses a probability-

model approach.

Probabilistic modelling is designed specifically for ReRAC to provide the
reference location “X” with a varying probability of collision based on the
detected object in the scene. Three different probabilistic models have
been developed to represent different coverages within the area of

interest, which will be further explained in chapter 4.

Object detection in ReRAC uses the YOLOv5 model to detect pedestrians
and vehicles, where the outcome provides the localisation of the detected
pedestrians and vehicles in the scene. This process is similar to the object
detection used for ReRAF.

The eventual RT figure is obtained by mapping the detected pedestrians or

vehicles to the different zonal areas of the risk zoning matrix, including

probabilistic modelling. The RT figure is represented as equation 3.3.

where,

RT¢inar

RTfinar = Z OD;; ° @, © RDpp (3.3)

TZ

: Sum of RT figures within a scene

0D,.,: Object detection matrix

@,,: 2D risk zoning matrix

RDpp:

Risk detection probability modelling

Hazard identifications and warnings

Hazard
AV at

identifications and warnings aim to provide remote event warnings to the

unregulated T-junctions, especially in situations where the scene is

obstructed or obscured from the AV's path of travel. These hazard identifications
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and warnings allow the AV to make better and more informed decisions for their

intended path planning before they arrive at the RSU location.

Table 3.4 presents various hazard classifications, including four hazard
identifications and two warnings. Hazard warning detection is specifically
designed for intersections, providing advanced notice to the AV if certain objects
are present in the intersection. Based on this warning, the AV can make decisions
to either slow down before reaching the intersection if the warning persists or
maintain its current speed if no warning is received. Hazard identifications
operate by detecting the proximity of vehicle-to-vehicle or vehicle-to-pedestrian
at the road section and intersection. This advanced information assists the AV in
upcoming path planning to handle potential congestion or accidents. The path
planning may involve slowing down as it approaches the identified hazard or
preparing an alternative route, especially if the hazard continues for a period of

time.

Table 3.4 Hazard Detection Classification

Hazard
Classification

Modality Description

Provide a boolean
detection when a
pedestrian or
vehicle is
detected in the
intersection zone.

Pedestrians Vehicles

Hazardous
warning

Provide a boolean
detection when
two or more
vehicles are
detected within

Hazard
identifications

(a) On road

(b) Within the
intersection

the same road or
intersection zone.

Vehicle to
pedestrian

Vehicle to
pedestrian

Provide a boolean
detection when a
pedestrian and
vehicle are
detected within
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the same road or
intersection zone.

(a) On road (b) Within the
intersection

The outcomes of hazard identifications and warnings are presented in boolean
statuses, aiding the AV in minimizing sensor integration and processing time for

advanced planning in response to detected hazardous events.

RSU Time To Collide (RSU-TTC)

RSU-TTC is a countdown in sub-seconds that reflects the time to collide from the
detected pedestrian/vehicle to the reference location “X” within the risk zone.
The AV uses this countdown to determine its overall time to collision from the AV
to the detected objects from the RSU.

AV

[ Time-to-arrive
[0 RSU-TTC
X Reference location

— Risk zoning

Figure 3.7 Time to collision parameters

Figure 3.7 illustrates an example of a pedestrian who is detected after a bend.
ReRAC provides an estimated RSU-TTC based on the detected pedestrian,
assuming the AV is at the reference location "X". This information is sent to the
AV. By adding the Time-to-arrive determined by the AV, the overall collision time
from the AV to the detected pedestrian is determined. The Time-to-arrive is

determined based on the distance between the current AV location and the
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reference location “X” over the AV’s operating speed. Since the AV operates in
real time, the overall time to collision will be continuously updated with AV and

pedestrian movements.

RSU-TTC is determined based on the distance between each row via pixel mapping
[122]. Thus, the distance between the detection object (x,y) to the position
marked “X” is determined accordingly with the calibrated data on a pixel per
distance. The RSU-TTC from the reference location “X” to the detection object

can be calculated using the road section's speed limit as a reference.

The outcome of RSU-TTC assists the AV in obtaining an advance time to collision
countdown if an object is detected within the area of interest of the RSU. This
assists the AV in making informed safety decisions, knowing if there is a risk of

collision in situations with occluded scenes.

Occurrence

Occurrence in ReRAC is represented by observing the number of objects detected
within each zonal area of the risk matrix. The distribution of object detection
within the risk matrix will identify hotspots where the most pedestrians or vehicles

appear. This information can be provided to the AV for future path planning.

In summary, ReRAC’s methodologies consist of risk zoning, probabilistic modelling,
and object detection, forming ReRAC’s algorithm to provide the required

outcomes. The details are further explained in chapter 4.

3.4.3 Scenarios for ReRAC

ReRAC is tested on specific unregulated traffic scenarios to address gaps in
existing risk assessments, which are considered the most risky for pedestrian
crossings. These scenarios cover occlusions before cornering, T-junctions and
double T-junctions with pedestrian crossings. Additionally, specific scenarios have
been selected to test hazard identifications and warnings for its intended design.

Table 3.5 illustrates the different scenarios identified from unregulated traffic for
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testing RT figures. Each scenario illustrates a single RSU with ReRAC installed at

that location. Each RSU can have a single or multiple camera to detect different

risk zoning scenarios.

Table 3.5 ReRAC scenarios to be tested for RT figures

Scenarios

Area of focus

Cornering/bends

© 2022 IEEE

The AV is moving towards a bend, and with
its sensor limitations and occlusion from
the building, it cannot detect pedestrians
crossing through paths 1 or 2. ReRAC with
the RSU provides remote advanced risk
information to the AV, representing the
scenario.

T-junctions without traffic lights

t
Q. Path2 |

© 2022 IEEE

The AV can either travel straight or turn
right. As the AV turns right, there is a
potential collision with the pedestrian
crossing at path 1. If the AV travels
straight, the AV will have to react to the
dashing pedestrian at path 2. ReRAC with
the RSU provides remote advanced risk
information to the AV

Double T-junctions without traffic
lights

© 2022 IEEE

There are three possible paths for the AV,
with two of them similar to the T-junctions,
while the third path refers to the AV turning
left into the pedestrian crossing path 2.
ReRAC with the RSU provides remote
advanced risk information to the AV

Table 3.6 shows the scenarios tested for ReRAC’s hazard identifications and

warnings. Each scenario illustrates a single RSU with ReRAC installed at that
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location. Each RSU can have a single or multiple camera to detect different risk

zones within different scenarios.

Table 3.6 ReRAC hazard identifications and warnings to be tested

Scenarios
(Note that yellow box Area of focus
demarcation is optional)

Hazard warning (Pedestrian)

Hazard warning occurs when a pedestrian is
crossing within a T-junction's intersection.

Hazard warning (vehicle)

'% Hazard warning occurs when a vehicle drives
f within the T-junction’s intersection.

Hazard identifications
(vehicle-to-vehicle)

In (a), hazard identification happens on the
road when two or more vehicles are close to
one another.

In (b), hazard identification happens within
the intersection when two or more vehicles
are detected within the intersection defined
at the beginning of the setup.

(b) Within an intersection

Hazard identifications

(vehicle to pedestrian) In (a), a hazard identification happens on the

N road when a nearby pedestrian is detected
VAN .
close to a vehicle.

i

In (b), a hazard identification happens within
the intersection when a nearby pedestrian is
detected close to a vehicle within the
intersection defined at the beginning of the
setup.

(a) On road

(b) Within intersection
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3.4.4 ReRAC database and datatype information

The ReRAC data is archived in the RSUs and backend databases via 5G
connectivity. Table 3.7 illustrates ReRAC data and its datatype from the RSU’s
database. The dataset includes the RT figures, pedestrian detection, vehicle
detection, RSU-TTC, and Hazard identifications and warnings. The backend
database has a relational model-based schema based on a cluster of RSU within a

region of geolocations.

Table 3.7 shows an example of the information stored and its datatype in ReRAC’s
RSU. Each parameter provides a quantitative figure that represents a descriptive
context of the scene without any human interpretation. Table 3.7 provides
pedestrian and vehicle RT figures and RS-TTC for both directions (d1, d2). The
reference location “X” are different for different directions of travel. Examples

with detailed explanations will be given in chapter 4.

Table 3.7 Sample of database information from ReRAC

Data description Data Datatype

Timestamped 1701665595.311925 UTC format

Area of Interest (AOI) 1 Char

Pedestrian detection 5 Integer

Pedestrian RT figure [d1,d2] [19.2, 17.4] (float, non- | float, non-negative, max
negative up to 100) up to 100

Pedestrian RSU-TTC [d1,d2] [1.35, 1.35] Float

Vehicle detection 3 Integer

Vehicle RT figure [d1,d2] [18.0, 15.0] float, non-negative, max

R up to 100
Vehicle RSU-TTC [d1,d2] [0.9, 1.35] float
Hazard identifications and True/False Boolean

warnings
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3.5 Summary

This chapter explains how ReRAF and ReRAC are developed from requirements
into methodologies with the intent to address the identified gaps between static
and real-time risk assessment for safer AV operations. The key requirements for
static risk assessment are adapted for real-time risk assessment. Furthermore, the
identified gaps between static and real-time risk assessment are turned into
additional requirements for creating ReRAF and ReRAC. To meet these
requirements, various methodologies are identified for developing algorithms to
produce the ReRAF and ReRAC outcomes. The purpose of each methodology is
detailed, providing explicit reasoning for their implementation. ReRAF is designed
for use within AV and provides PRN and AV-TTC figures to measure the risk of AV’s
control actions towards the detected hazardous events through its camera and
parametric controls. ReRAC operates within the RSU and sends RT figures with
RSU-TTC and hazard identifications and warnings to the AV via a backend server,
thus avoiding risks, potential accidents, and road congestion. Together, the
outcomes from ReRAF and ReRAC are used to achieve better path planning and to
improve AV safety controls. Additionally, this chapter includes descriptive
reasoning of different unregulated traffic scenarios used to test ReRAF and ReRAC.
Examples of ReRAC and ReRAF data with defined parameters and their datatypes

are also illustrated in this chapter.
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4 Real-time risk assessment with cooperative
mode

In chapter 3, ReRAC is proposed as an infrastructure-based approach to improve
the coverage of static risk assessment. This is achieved by providing remote
advanced warnings to the AV from the RSU. Additionally, chapter 3 identifies the
requirements and methodologies to develop ReRAC’s algorithm. This chapter
further details these methodologies, forming the novel ReRAC algorithm, Spatial-
Temporal Risk Evaluation Ensemble Technique (STREET). STREET provides various
outcomes in real time consist of risk tag (RT) figures, time to collision between
reference location “X” and detected object (RSU-TTC), object Occurrences and
hazard identifications and warnings. This chapter also introduces and explains
three unique probabilistic models that aid in remote risk detection for different
coverages within the area of interest. Unregulated traffic scenarios such as
cornering is used to test STREET’s RT figures with different probabilistic models,
while a T-junction is employed to test for hazard identifications and warnings.
These results demonstrate STREET's capability to fulfil the intended functionality
of ReRAC.
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4.1 Spatial-Temporal Risk Evaluation Ensemble
Technique (STREET) algorithm

This section explains the theoretical formulation of STREET methodology and
illustrates the process. By using these methodologies, STREET converts the input
images from the RSU’s camera into RT figures, Occurrences, RSU-TTC and hazard
identifications and warnings. The methodologies used include risk zoning,
probabilistic modelling, and object detection techniques, specifically YOLOv5.
The primary outcome of STREET, known as the RT figure, is a quantitative figure
representing the risk of collision between the detected object and the reference
location “X” within the Area Of Interest (AOI). Additionally, RSU-TTC is provided
to the AV to determine its overall time to collision based on the RSU’s reference
location “X”. Other information includes Occurrence that represents the
probability of pedestrian detection over historical data in the AOI. Lastly, risky
events are identified using hazard identifications and warnings for remote event

warnings.

Road Side Unit (RSU)

P(Occ)

Occurrence
Model-based Prol;al;.r'lity YOLOvVS
modelling RTjinar ”
LID, CED or oD, Risk Tag ~ |—g Mod
- AED ™ .H Tt Matrix& odem
) Risk aobject figure
Risk zoning detection ersze:;n
algorithms P
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timestamps VVH& VPH
Lo Hazard Lo

identificat-
ion and
warnings

STREET algorithm for ReRAC

Figure 4.1 Block diagram of STREET algorithm within the RSU

Figure 4.1 shows that the STREET algorithm begins by preparing risk zoning. Risk
zoning is an initial setup that annotates the AOI in the scene from RSU’s camera,
categorising roads, pavements and offroads with rows that convert the scene into

a matrix. Different weights are then assigned to the roads, pavement and offroads
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since they have different risk of collision. As a result, a 2D risk zoning matrix is
formed. The size of the 2D risk zoning matrix is further used by probabilistic
modelling. Three unique probabilistic models are developed, Linear Internal
Distribution (LID), Aggressive Exponential Distribution (AED), and Conservative
Exponential Distribution (CED). LID, CED and AED utilise different probability of
collision distributions across the zonal areas, resulting in different AOI coverage.
The probability of collision is defined between the zonal area and the reference
location “X”. The size of the 2D risk zoning matrix is used in the object detection
process to map the detected object's location into the zonal areas of the matrix,
thus forming an object detection matrix. The RT figure (RTf;,q;), RSU-TTC
(TTCyae) and hazard identifications and warnings are determined by the
outcomes of risk zoning, selected probabilistic model, and object detection. The
probability of occurrence, P(Occ), is determined based on the cumulative object
detection matrix over time when determining the RT figure. The following
subsections provide detailed derivations and illustrations of each process

outcome.

4.1.1 Risk zoning of the environment

This section explains the process of risk zoning. Risk zoning is a rule-based matrix
mapping methodology based on the contextual scene. This process is required only
for the initial setup, which manually identifies zonal areas for roads, pavements
and offroads and converts them into a 2D risk zoning matrix. Risk zoning
demarcates the real-time camera image into different zonal areas in a 7-step

process as follows:

Step 1: Select road section(s) with the high
volume of pedestrians and vehicles using

the field of view of the RSU camera.

Step 2: Define the selected AOI based on the

field of view.
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Step 3:

Step 4:

Step 5:

Step 6:

From the direction of travel, indicate
the reference location “X” using the

corresponding geolocation.

Measure or determine the total distance

(Dtotar) Of the AOI section either from

physical measurements or indications

from the source of the available map.

Determine the number of rows (rowsint) within the AOI based on equation
4.1. rows;,, is derived from the division of Diyq by tres Which
represents the expected driver response in [123], V., represents the
maximum speed limit of the road and V; represents the safety speed
ratio. The number of rows is inversely proportional to the expected

driving responses (t,.s,) and speed limit (V,qy)-

rowsy, = Diotar (4.1)
(tresp  Vimax " Vy)

where,

rowSs;,,: maximum number of rows determined

D;orar: total distance of the AOI section

tresp time of driver response as a reference

Vhax: defined speed limit on the selected AOI.

Vi Safety speed ratio (e.g if the AV driving speed is 70 km/h, and the

speed limit is 80 km/h, then Vs = 70/80)

The roads, pavements and offroad are

,'-'
::l'

11

(il

manually demarcated from the AOI into i

columns. The columns together with the
rows defined in step 5, split the AOI into
zonal areas. These zonal areas are
assigned red for roads, yellow for

pavements and green for offroad.
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Step 7: The 2D risk zonal matrix (®,,) is then obtained by mapping the AOI into
risk zonal areas with weights in equation 4.2. Table 4.1 illustrates the
assignment of weights with colour categorisation for each zonal area
referencing methods used for road safety in [124]. The weights represent
a look-up table of risk levels correlating to offroad, pavements, and
small or main road configurations. Roads represent the highest risk,
followed by pavements and offroads. Equation 4.2 converts the scene

into a 2D risk zonal matrix with weights that quantify the risk of the

landscape.
GlT’OW leTOW RTOW YTTOW GTT'OW (42)
Opy = . . . . .
Glz le R2 Yr2 Grz
Gll Yll Rl le Grl
where,

wrz: 2D risk zonal matrix

Giow- green left zonal area with row numbers
Yirow: Yellow left zonal area with row numbers
R,,.: red zonal area with row numbers

G,ow: green right zonal area with row numbers

Y.-ow: Yellow right zonal area with row numbers

With D,,.,; of the AOI and rows determined in steps 4 and 5, the distance
for each row D, is illustrated in equation 4.3.

_ Dtotal (43)

* rowspy

where,
D;,:q: total distance of the AOI section
rOWS,:: maximum number of rows determined

D,: distance of row x



4.1 Spatial-Temporal Risk Evaluation Ensemble Technique (STREET) algorithm

76

Correspondingly, the time taken for the vehicle to travel in each row is

defined as t, in equation 4.4 using a linear approach.

where,

D,.: distance of row x

D, (4.4)

t, =
* Vmax

Vhax: Speed limit on the selected AOI.

t,: time taken for the AV to travel each row

Table 4.1 Weight for different risk zonal areas

Zonal areas category | Weights Scene definition

Red 10 Dual lane main road conditions

Red 9 Dual lane small road conditions
Yellow 8 Dedicated Pavement, shared path or parking lots
Yellow 7 Single lane pedestrian Pavement
Green 6 Accessible pathways away from pavement
Green 5 Thin accessible pathways away from the pavement
Green 4 Green grass patch away from the pavement
Green 3 Tall green grass patch away from the pavement
Green 2 Barricaded pathways
Green 1 Non-accessible paths with short walls
Green 0 Non-accessible paths

The size of the determined 2D risk zonal matrix o,, have rows and columns that

match the AOI of the camera’s scene. This size of the 2D risk zonal matrix will be
used in other parts of the STREET algorithm.

4.1.2 Risk detection matrix with probabilistic models

The risk detection matrix is created based on the size of the 2D risk zoning matrix.

The risk detection matrix is decided by a probabilistic model that calculates the

probability of a collision between an object in the 2D risk zoning matrix and the

reference location “X”. Three probabilistic models LID, CED, and AED are designed
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to represent different coverages of the AOI. The AV operator first selects the most
suitable probabilistic model based on their intended coverage of the AOIl and
verifies this with the probability of object occurrence (in section 4.1.5) within the
AOIl. Upon verification, the AV operator will request modification of the
probabilistic model at the RSU if changes are required. This cycle repeats itself
after a period of time, since the probability of object occurrence might change
over time. Thus, the selection of the probabilistic model is a recursive process.
However, if the AV operators prefer to have a consistent probabilistic model with
the intention of performing real-time analytics, LID will be the default model. This
section explains the formulation and different characteristics of the LID, CED and

AED probabilistic models and assigns the risk detection matrix values.

Each of the probabilistic models has its own risk detection matrix, populated with
different collision probabilities based on each model's characteristics. LID is
modelled using a piecewise linear collision probability across the entire AOI. CED
is modelled using high collision probability in the front and middle rows of the
AOI, while AED is modelled using high collision probability on the front few rows
of the AOI.
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(c) AED

Figure 4.2 LID, CED and AED coverages

Figure 4.2 shows an example of different collision probability coverages within the
AOI. With (a) showing LID that covers the whole AOI, (b) showing that CED focuses
on the front and middle rows, and (c) AED focusing on the front rows. Besides

coverage, each zonal area’s collision probability differs for different models.

Figure 4.3 illustrates the definition of zonal and inter-zonal probability
distributions used in the risk detection algorithms. The zonal probability
distribution refers to the collision probability distribution across different rows.
The inter-zonal probability distribution refers to the column-wise probability
distribution. The collision probability between the detected object at the first
row and the reference location “X” is defined as P(C|X) = 1.0 where a definite
collision will take place. The collision probability decreases as the detected object

moves further away. All collision probability ranges from 0 to 1.0.

~ Inter-zonal =

.| probability %_
. distribution :

Figure 4.3 lllustration of zonal and inter-zonal probability distribution

In this section, the collision probability (zonal probability distribution) for each
model is formulated only for the road region, while a linear inter-zonal probability
distribution of collision probability is assumed across the road, pavement and

offroad regions.
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Linear Interval Distribution (LID) model

The LID model intends to identify object movement and pedestrians occluded by
vehicle, it is best used when there is a long stretch of road. The LID model uses a

piecewise linear approach to formulate collision probability across the entire AOI.

The approach starts with determining the likelihood of a collision between an

object and an AV, represented as P(C|X) at Ry with equation 4.5.

R, = P(C|X) (4.5)

Thereafter, the collision probability for each row (R,,, ), shown in equation 4.6,
is determined using the relationship between probability interval (Z») and the row
number. Equation 4.6 provides a piecewise linear decrease of collision probability
as the object moves further away from the reference location “X”. This piecewise

linear function forms the zonal probability distribution of the LID model.

Ryow = Ry — (T'OW - 1)ZA, row =1 (46)

where,

R, collision probability at row number
R;: collision probability at road region “X”
row: row number within the AOI

Z 4. probability interval

The probability interval Z,, defined as the difference in collision probability
between each row, is represented by the equation 4.7. The probability interval is
formulated using the difference in collision probability between the first and last
row divided by the total number of rows. This interval explains how the collision
probability decreased in intervals for each row. R, is defined as the probability
of collision for the furthest row within the AOI. This value is set between 0 and

(R,/rows;,;) to achieve a uniform probability interval (as shown in equation 4.7)
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between rows, while R, is set to 1.0 (refer to equation 4.5). A higher value of R,
results in a smaller probability interval between rows. It is essential to ensure that
the total distance within the AOIl accurately represents the actual distance
between the reference location “X” and the end of the last row. For instance, if
the AOI D,,:4; is 50 meters and detected through a camera mounted at a 6 meters
height with a road speed limit of 20 km/h, the calculated rows;,; is 10 (equation
4.1). Therefore, the R, is established to range from 0 to 0.1. This limitation
assumes that the last row of the AOI road represents the furthest point in the AOI

of the scene where an object can be detected.

R1 B Rna (47)

7, =
4 TOWSip: — 1

where,

Z 4. probability interval

R;: collision probability at road region “X”
rOWS,:: maximum number of rows determined

R, : user assigned collision probability for the last row

Equation 4.6 applies throughout the entire rows of the risk detection matrix in
terms of zonal probability distribution. As for inter-zonal probability distribution,
a linear reduction of Z,, shown in equation 4.7 is applied across columns. This
linear reduction of Z, applies from road to pavement and pavement to offroad
regions. Thus, LID is a piecewise linear risk detection that forms the LID risk

detection matrix.

Conservative Exponential Distribution (CED) model

The CED model is meant to detect objects in the front to middle rows of the AOI.
The model aims to provide a high collision probability within its coverage of the
AOIl and to trigger early risk warnings for AV operation. CED’s consistently high
collision probability from front to middle rows is designed to prompt the AV for

safety actions early, such as slowing down the operating speed and eventually
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avoiding collisions. This helps the AV take a more cautious approach (thus the
name conservative) to prevent collisions as long as the detected object resides
between the front and middle rows of the AOI. The risk becomes insignificant if

the object is located at the last few rows of the AOI.

The collision probability for the CED model uses a “maximum probability minus
decaying exponential” model to achieve the purpose. The collision probability for

each row is illustrated in equation 4.8.

me — Rl _ e(row—rowint)’ (TOW > 2) (48)

where,

R,y collision probability at row number
R;: collision probability at road region “X”
row: row number

row;,:: maximum number of rows determined

Equation 4.8 is applied throughout the risk detection matrix in terms of zonal
probability distribution. As for inter-zonal probability distribution, a similar

approach to LID is applied across columns.

Aggressive Exponential Distribution (AED) model

AED intends to provide an instantaneous high collision probability when objects
are detected at the front rows of the AOI, close to the reference location “X”.
When objects move beyond the front rows but within the AOI, the collision
probability will reduce drastically. AED is considered an aggressive approach that
provides a prompt trigger to the AV for safety actions since the high collision

probability only appears as a short surge as an object moves across the front rows.

The formulation of AED uses a decaying exponential model to mimic the high initial
collision probability followed by fast decay of values as the object moves away

from the first few rows of the AOI, as shown in equation 4.9.
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—A(row—-1)

4.9
Ryow = e( TOWing >,row >1 (4.9

where,

R, : collision probability at row number

row: row number

row;,:: maximum number of rows determined

A: rate of decay

This approach allows a faster decay in the collision probability compared to LID
and CED. AED has a high collision probability in the first few rows, followed by
almost zero collision probability. The AED model's decay rate is determined by A
in equation 4.9. The rate of decay ranges from 1 to 20. The higher the rate of
decay, the lower the collision probability starts from the second row onwards. The
AV operators can adjust this rate of decay with a typical setting of 6, which
indicates that the sensitivity focuses on the first three rows for collision
probability.

Equation 4.9 applies to all rows of the risk detection matrix in terms of zonal
probability distribution. As for inter-zonal probability distribution, a linear drop
of Zx is applied across columns, similar to LID and CED. Thus, AED is an aggressive

risk detection model that forms the AED risk detection matrix.

Inter-zonal Probability Distribution

With the concepts of LID, CED, and AED explained, the inter-zonal probability
distribution follows a linear decrease of Z, across zonal areas. This linear
decrease in collision probability is applied across inter-zonal areas, as shown in
equations 4.10 to 4.13. The amount of linear decrease is defined as the probability
interval, Z,, together with a unity amplifier, a, which can be used to control the
step size. a controls the percentage of Z, as a linear decrease across inter-zonal
areas (i.e. 1 for 100% and 0.5 for 50%)
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Y, =R, —aZ, (4.10)
Yen = R, — aZ, (4.11)
Gpp = Yy — aZ (4.12)
Grn = Yin —aZ, (4.13)

where,

Z 4. probability interval

a: unity amplifier to control the step size
R,: red zonal areas with row n

Y..: yellow left zonal areas with row n
Yr,: yellow right zonal areas with row n
G.,: green left zonal areas with row n

G.,: green left zonal areas with row n

In summary, probabilistic models (LID, CED, and AED) can be selected initially
based on the intentions of the AV operator for the required risk detection
mechanism, as shown in Table 4.2, and thereafter obtained the verification using
the probability of object occurrence within the AOI, in a recursive process. The
risk detection matrix RD,,, contains the collision probability of the selected
probabilistic model. As a result, the probabilistic model directly impacts the

values of RT figures, which will be further explained in later sections.
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Table 4.2 Comparison of model and utility

Model

Risk detection mechanism

Event Priority

LID

Focus on the entire AOI. Provides piecewise
linear collision probability that vary with
distance to the reference location “X”. Use
primarily for events identified through
analytics in real time or post-processing.

Object movements and
vehicle  occlusion  of
pedestrians.

CED

Focus on the front and middle rows of the
AOI. Provides high collision probability even
if the objects are in the middle row, which
triggers early risk warnings for AV operation.

Object movements and
vehicle  occlusion  of
pedestrians.

AED

Focus on the front few rows of the AOI.
Provides high collision probability when
objects are detected. Since coverage of AOI
is small, any reported high collision
probability requires immediate safety
actions if the AV is within proximity.

Object movements. Not
suitable for occlusion
detection.

4.1.3 Object detection process

Once the risk zoning and probabilistic model for the risk detection matrix is

completed, object detection is done to identify the object within the AOI. The

object detection process aims to 1) identify vehicles or pedestrians and 2) map

them into an object detection matrix, as shown in Figure 4.4. The object detection

matrix is the same size as the 2D risk zoning matrix. Whenever vehicle(s) or

pedestrian(s) are detected, an integer value is assigned to each zonal area within

the object detection matrix.

o

OOOOOOOOOSO

1
9
8
5
6
5
4
3
2
1

OCO0OO0O0O0O0O0O

into the object §
detection matrix

Figure 4.4 Object detection process
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Object identification

Object identification utilises YOLOv5, as described in chapter 3, to obtain
bounding boxes of the detected objects. Since there are different YOLO versions,
for completeness, the mean average precision (mAP) of YOLOv5 [125] was
compared to that of YOLOvé [126], YOLOv7 [127] and YOLOv8 [128]. Table 4.3
presents the comparison results, showing that YOLOv5 performs better than
YOLOv6-N, with an expected 3% to 5% difference between YOLOvV5 and YOLOvVS or
YOLOv7-Tiny. This aligns with the results reported in [128].

Table 4.3 Comparison of YOLO variants on mAP

No. of MAP MAP
Model parameters
(million) (mIOU 0.5) (mIOU 0.5 to 0.95)
YOLOV5-S 7.2 0.739 0.576
YOLOvV6-N 4.7 0.726 0.568
YOLOv7-Tiny 6.2 0.812 0.622
YOLOV8-S 11.2 0.748 0.606

In addition to comparing mAP results, the Precision, Recall, and F1 scores were
compared using their confusion matrix, shown in Table 4.4. The performance of
YOLOVS5 closely matches that of YOLOv7-Tiny. In another study, YOLOv5 showed a
better mAP than YOLOvé6, YOLOv7, and YOLOvV8 [129]. Therefore, object detection
continued with YOLOv5s, considering that newer versions can achieve a slightly
higher performance of 3% to 5%. These results were tested using 158,696 images

for training and 6,510 images for testing.

Table 4.4 Comparison of YOLO variants on Precision, Recall and F1 score

Model Precision Recall F1 score
YOLOvV5-S 0.84 0.65 0.74
YOLOv6-N 0.59 0.66 0.62
YOLOV7-Tiny 0.87 0.66 0.75
YOLOvV8-S 0.84 0.62 0.72
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Mapping of object into object detection matrix

The number of detected objects is mapped into each zonal area in real time. The
detected object must first be converted from a bounding box into a reference
location (X, y). The bottom centre of the bounding box is selected since it is the

closest to the object's landing point, as shown in Figure 4.5.

Figure 4.5 Reference location for detecting object bounding box

Thereafter, the location (x, y) of the object is tested with a "point in polygon”
[130] for that zonal area. For example, the detected person on the right (x2, y2)
in Figure 4.5 is tested if that pixel falls within the second yellow zonal area from
the bottom. If the test is positive, which is true in this case, the zonal area will
have the integer 1. This approach allows multiple objects to be detected
simultaneously within the same scene, even if they belong to different zonal
areas. Therefore, the object detection matrix can be separated into different

classes (i.e. separate object detection matrix for vehicles and pedestrians)

The outcomes of the object detection process provide an object detection matrix,
0D,,, which indicates the number of detected objects within each zonal area in
real time. The size of the object detection matrix is the same as the risk detection

matrix and 2D risk zoning matrix.

4.1.4 Risk Tag (RT) Matrix and Risk Tag (RT) figure

This process determines the RT matrix and its corresponding RT figure. The RT
matrix represents the conversion of image information into numerical information

(i.e. hazardous detection of objects over a scene into a numerical RT matrix and



87
4.1 Spatial-Temporal Risk Evaluation Ensemble Technique (STREET) algorithm

figure). The RT matrix is computed based on the 2D risk zoning matrix (wrz), the
risk detection matrix (RD,,) used, and the object detection matrix (0D,,). An

example is illustrated in Figure 4.6.

6 8 10 8 6 00 0.0 01 0.0 0.0 0 0 0 0 O
O, =1. . . .o RD,, =1 . . . . . oD, ={. . . . .
6 8 10 8 6 0.7 0.8 09 0.8 0.7 0 0 0 0 O
6 8 10 8 6 08 09 1.0 09 0.8 0 01 0 O
2D risk zoning matrix LID model 1 person was detected
at R1.

Figure 4.6 An example of a 2D risk zoning matrix, risk detection matrix and object detection matrix

The process starts with determining the overall object detection matrix (00D,.,)
by performing the Hadamard product of the 2D risk zoning matrix and object

detection matrix shown in equation 4.14.

00D,, = (» ° 0D),, (4.14)

where,
00D,.,: overall object detection matrix
0D,.,: object detection matrix

®,,: 2D risk zoning matrix

Similarly, the RT matrix is derived by performing another element-wise
multiplication of the risk detection matrix (RD,,) and overall object detection
matrix (00D,.,). Lastly, the RT figure is obtained by summing all the elements

within the risk tag matrix using equation 4.15.

RTfL'nal = Z(RD o OOD)‘rz (4.15)

rZ

where,

RTfinq: RT figure
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RD,,: risk detection matrix

00D,.,: overall object detection matrix

RTfinq ranges from 0 to 100, depending on the number of objects detected in the
AOIl. The algorithm imposes a maximum limit of 100 since any RT figure higher
than 100 requires the same immediate attention. With more objects on the road,
the RTfinq Will be higher than those on the pavement or offroad. RTf;,,, provides
the summation of all objects’ risks within each scene. Normalisation of RTg;,,,; is
achieved by dividing it by the number of detected objects. Normalised RTj;pq

ranges from 0 to 10 and provides the average risk of an object within each scene.

Further explanation is illustrated using implementation results in section 4.2.

4.1.5 Occurrence

The Occurrence of a hazardous event is obtained as the probability of the detected
object based on past accumulated 0D,.,. These Occurrence figures are visualised
using a heatmap over time. The heatmap refers to the accumulated object
occurrence in each zonal area over time of 0D,,. Frame intervals (t; tervar)
represent the number of samples for the heatmap. Therefore, the equation for

the heatmap is represented as equation 4.16.

tinterval (4 16)
Heatmap,, = Z 0D,y
N=1

where,
Heatmap,,: total occurrence of detected objects (maximum number of samples)
tintervars Maximum number of samples

0D,.,,: object detection matrix of sample N

Using pedestrians as an example, the pedestrian occurrence data and the total
number of pedestrians detected, the probability of pedestrian P(Occ) occurring

in each zonal area can be calculated using equation 4.17.
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_ Heatmap (4.17)
P(Ocor = "/ Srous szone Heatmap,,

where,
P(Occ),,: probability of occurrence

Heatmap,,: total occurrence of detected objects (maximum number of samples)

Since LID, CED, and AED focus on the different AOI coverage, the heatmap can be
used to verify the probabilistic models. This is achieved by separating the AOI’s
collision probability into the front P(Fr) equation 4.18, middle P(Mid) equation
4.19 and rear P(Re) equation 4.20 collision probability. The accumulated P(Fr),
P(Mid), and P(Re) provide the probability of occurrence at the front, middle, or
rear rows. These P(Fr), P(Mid), and P(Re) assist in verifying the LID, CED, and
AED probabilistic models used in the risk detection matrix. For example, if P(Fr)
is high and AED is used, the RT figure should have more instances of high RT figures
than LID.

front zone (4 18)

P(F) = Y Y P(0cc),,

r=1 z=1

where,

P(Fr): probability for occurrence for front rows
front: number of rows considered for front AOI
zone: number of columns in the AOI

P(Occ),,: probability of occurrence

middle zone (4. 19)
P(Mid) = Z ZP(OCC)rZ

r=1 z=1
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where,

P(Mid): probability for occurrence for middle rows
middle: number of rows considered for middle AOI
zone: number of columns in the AOI

P(Occ),,: probability of occurrence

P(Re) = Tezar wf P(0Occ),, (420

r=1 z=1

where,

P(Re): probability for occurrence for rear rows
rear: number of rows considered for rear AOI
zone: number of columns in the AOI

P(Occ),,: probability of occurrence

4.1.6 Road Side Unit Time To Collide (RSU-TTC)

The STREET algorithm provides RSU-TTC from the infrastructure to the AV via
cooperative mode. RSU-TTC reflects the estimation of the time taken for the
detected object to collide with the reference location “X” from the RSU’s

perspective. RSU-TTC is assigned as TTC, ;. and determined in three steps.

Step 1. Obtain a normalised object detection matrix known as ODbinary
(converting an integer into binary within the matrix, e.g. integer > 1

will be assigned as 1).

Step 2. Obtain the time,, matrix by using t,., (reference from risk zoning

equation 4.1 and multiply by each row number. RSU-TTC applies only

to red zonal areas (roads).

Step 3. Calculate TTC,; by performing a Hadamard product between ODbinary

and time,, matrix shown in equation 4.21 and then determine the
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lowest non-zero value where TTC, 4 € TTC,, and # 0 in equation

4.22.

TTCy; = (ODpinary ° time;,) (4.21)

TTCpaiwe = Min(TTC,,) (4.22)

Time to collision from the AV perspective

With the RSU-TTC sent to the AV, the AV obtains the overall time to collision
(TTC,peran) between the detected object and the AV's current location using

equation 4.23.

TTCoveran = trr + TTCpaiye (4.23)

where,
TTC,perqan: Overall time to collision between the AV and the detected object
TTCyqme: Toad side unit time to collide (RSU-TTC)

tgr: time from the current AV location to the reference location “X”

The variable tg; is the time taken from the current AV location to the reference
location “X” which is determined from equation 4.24. D,y _gry is the distance from

the current AV position to the reference location “X”, while Vay is the speed of
the AV.

Dav-rr) (4.24)

where,
tgr: time from current AV location to reference location “X”

D4y -rry- distance between the current AV location to the reference location “X”

V,y: speed of AV
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Other than TTC,,.rq11, the overall distance to collision (DTC,,.rq1;) Can be obtained
by multiplying TTC,,.r.;; by the speed of the AV. This allows for another form of
representation by distance instead of time between the current AV location and
the detected object.

4.1.7 Hazard identifications and warning

STREET’s outcome provides the conversion of image information to quantitative
RT figures, RSU-TTC, and the probability of object occurrence with data over
time. Additionally, STREET also provides hazard identifications and warnings
specifically for areas of unregulated traffic (as illustrated in chapter 3). Hazard
identifications and warnings are boolean detections of events in areas of road

sections and intersections of T-junctions.

Table 4.5 STREET hazard detection features

Category Hazard ldentifications Hazard warnings
Risk Zone
(red zone for Yes No

road sections)

Intersection Risk zone

(black zone for Yes Yes
intersections)
¢ Vehicle-to-vehicle ¢ Vehicle Warning
Datatypes e Vehicle-to- e Pedestrian
Pedestrian Warning

Table 4.5 shows two STREET hazard detection features. The first is hazard
identifications for any vehicle-to-vehicle and/or vehicle-to-pedestrian in the road
sections and intersections. The second is hazard warnings for vehicles and/or
pedestrians only at intersections. Detecting these hazards in real time provides an
instantaneous identification of scenarios in addition to quantitative RT figures,

and they are sent to the AV for necessary safety actions via cooperative mode.

The operations of hazard detection include an additional demarcation of the
intersection during risk zoning, such as the black zone. Since there is no

quantitative collision probability, the risk detection algorithm is omitted. The
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object detection matrix is used to detect the object's classification and map the

object’'s location (x,y) to the red or black zone using the "point in polygon” test.

Table 4.6 tabulates the conditions for hazard detection. For a “True” vehicle
warning within a black zone, a vehicle is detected within the T-junction
intersection. For “True” pedestrian warning within a black zone, a pedestrian is
detected within the T-junction intersection. Vehicle-to-vehicle hazard
identification can happen in red or black zones. Vehicle-to-vehicle hazard
identification is “True” when two vehicles are detected within the defined zonal
areas for road or T-junction intersection. Similarly, vehicle-to-pedestrian hazard
identification is “True” when one vehicle and a pedestrian are detected within

the defined zonal areas for road or T-junction intersection.

Table 4.6 Hazard identifications and warnings conditions

) _Hazard Mechanism
Zone(s) identifications & and (Detected pedestrian = Pq)
warnings (Detected vehicle = Vq)
Black zone (Bo) Vehicle warning “True” if Vac Boelse “False”
Black zone (Bo) | Pedestrian warning “True” if Pq < Boelse “False”
Vehicle-to-vehicle “True” if [(Va1 < Bo) n (Va2 < Bo)] or
Red zone (R; . rprvs
Black zone((an) hazard identification [(Va1 < Ri)“m (de”g Ri)]
else “False
Vehicle-to-pedestrian “True” if [(Va< Bo) n (Pa< Bo)] or
Red zone (Ri) . DR _ _
Black zone (Bo) hazard identification [(Vac R,)“m (Pd% Ri)]
else “False

4.2 STREET Risk tagging process and results

This section illustrates the process and results of the STREET algorithm tested in
real-world unregulated traffic scenarios. A cornering scenario, shown in Figure
4.7, was tested for RT figures, RSU-TTC, and Occurrence as outcomes for real-
world events. This cornering scenario was also used to compare the performance

of different RT figures derived from different probabilistic models.
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|1'

Building

e e =L PSS © 2022 IEEE
(a) Field Of View (FOV) of the cornering scenario (b) Cornering landscape

Figure 4.7 STREET testing scenario for cornering

Figure 4.7 (a) shows the FOV of the RSU’s camera in the cornering scenario. The
RSU’s camera was mounted at a height of 5.5 m for a detection range of up to 50
m. Figure 4.7 (b) shows the cornering landscape where the AV, before the corner
turn, is unable to detect pedestrians, resulting in the need for sudden and harsh
braking immediately after the turn. The pedestrians tend to move in different
directions from point A to B and vice versa. In this scenario, the STREET algorithm
provides remote advance warnings to the AV with RT figures, RSU-TTC, and
Occurrences. RT figures provide a quantitative risk to the AV before the turn, and
RSU-TTC assists the AV by determining a time-to-collision towards the detected
object. The occurrence was used as post-analytics to verify the effectiveness of

the RT figures and identify the locations of hotspots within the AOI.

4.2.1 Risk zoning matrix

STREET algorithm started by determining the risk zoning matrix of the corner

scenario through the risk zoning steps defined in section 4.1.1.
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Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

In the cornering scenario, the area
with the most traffic happens when
pedestrians crossed from location A

to B and vice versa.

The FOV from the RSU’s camera
identifies the AOI with the highest
traffic occurrence from step 1. The
AOIl was marked as the hazardous
area where pedestrians crossed the
road immediately after the

cornering of the road.

From the selected AOI, indicate the
reference location “X” in both
directions. The reference location
“X” indicates the AV’s direction of
travel towards the identified
hazardous area. The reference
location “X” marked in blue

indicates the opposite direction.

The D;oti Was measured at 50 m
from the identified AOI.

Build

ing

© 2022 IEEE

ego vehicle (direction A)

rowl

rowl0

rowl0

rowl

~D toral

=D,

total

ego vehicle (direction B)

© 2022 IEEE

Based on equation 4.1, the number of rows for the AOI was determined

with the following variables and values defined.

rOWSin; =

(tresp ' Vmax ’ Vf)
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Step 6:

Step 7:

where,

Dtotar = 50 m

tresp =0.85s

Vinax= 20 (5.55) km/hr (m/s)
Ve =1.0

As such, rows;,; was determined as 10.

Based on the rows;,; =10, the
offroad, pavement and roads were

demarcated manually into zonal

areas.

The zonal areas were converted Left Right
DLJ Gl:ll] Yl'\D Rm Yr]l] t10
into 2D risk zoning matrix, ®,, . . . -
(equation 4.2), and assigned with D ' '
D, G, Yy R; Yo 1
weights defined in Table 4.1. For ~ . . -
example, a weight of 6 was assigned D; 6@ ¥s IR Y 1.
N Gy Y Ry Yo )
for accessible pathways away from z ™ P t
pavement, also known as offroad. D, [BaYe| R Y. y
o, GaYu 4 noty
While a weight of 8 was assigned for ' ™

dedi d hared path © 2022 IEEE
edicated pavements, shared paths 6 8 10 8
or parking lots. The distance for 6 8 10 8
. . 6 8 10 8
each row (D,) is 5 m (equation 4.3), 6 8 10 8
and the time to travel for each row _|6 8 10 8
by the AV (t,) is 0.9s (equation 4.4) “7le 8 10 8
y x) 15 L.75 (€9 ' 6 8 10 8
6 8 10 8
6 8 10 8
‘6 8 10 8

© 2022 IEEE
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4.2.2 Risk detection matrix with probabilistic model

The risk detection matrix determines the collision probability for all the zonal
areas within the AOI using the size of 2D risk zoning matrix as a reference. This
section shows the three different risk detection matrices based on LID, CED, and
AED, respectively. The outcomes were based on the AOI of the cornering scenario

as an illustrative example.

Linear Interval Distribution (LID)

The LID risk detection matrix was determined using equations 4.5, 4.6 and 4.7.
The process of deriving each zonal area within the LID risk detection matrix was

accomplished using Table 4.7.

Based on the 2D risk zoning, the matrix size was 4 columns by 10 rows. Table 4.7
shows that the collision probability of the road section was determined first. From
equation 4.5, R, was determined as 1.0 since the first row is the closest to the
reference location “X” and assumes a potential collision with the highest
probability. This was followed by finding the collision probability Z, with the
previously obtained input variables and the last row, R,_ is assigned a collision
probability of 0.1. Thereafter, all the zonal area’s collision probability for the

road region (from Rz to Rig) were determined.

Table 4.7 LID risk detection matrix derivation

Equation | Input variables Find Outcome
4.5 NA Ry 1.0
R, =1.0
4.7 R,,=0.1 Z, 0.1
rowsint=10
Z,=0.1 Ry,R;, R3, Ry, Ry 1.0, 0.9, 0.8, 0.7, 0.6,
4.6 row=1t010 | Re R, ReRe Ry | 0.5,0.4,0.3,0.2, 0.1
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With the collision probability defined for all the road regions, the pavement
(yellow) and offroad (green) collision probability were determined using the linear
inter-zonal probability distribution, defined in equations 4.10 to 4.13. Table 4.8

shows an example of how the left pavement, left offroad and right pavement

collision probability were determined.

Table 4.8 Inter-zonal probability distribution for LID risk detection matrix

Equation valpig;res Find Outcome
@=1.0 Y Yip Vs Yia Yiss | 0.9, 0.8, 0.7, 0.6, 0.5,
4.10 Z,=0.1 Y, Vi, Yig. Yio. Yo, 0.4,0.3,0.2, 0.1, 0.0
@=1.0 Y, Yop Vs Yoo Yoo, | 0.9, 0.8, 0.7, 0.6, 0.5,
4.11 7, =0.1 Voo Yo, Vg Yoo Yiro, | 0.4,0.3,0.2, 0.1, 0.0
@=1.0 G Guo Gz Grar Grsr | 0.8, 0.7, 0.6, 0.5, 0.4,
4.12 Z,=0.1 Gie, Grr Gug Gior Grno, | 0.3, 0.2, 0.1, 0.0, 0.0

With all the zonal area’s collision probability determined for LID risk detection,

the outcome is illustrated as RD;;p.

RDyp =

Yiio Rio
Yo Ry
Yis  Rg
Y, Ry
Yie Re
Yis  Rs
Yl4 R4
Vs R;
YlZ RZ
Yu Ry

$ RDyp =

Conservative Exponential Distribution (CED)

The CED risk detection matrix is determined using equation 4.8. This equation was

used for calculating the 2" row of the road region (R2) onwards, where Ry is set

o

0.1
0.2
0.3
0.4
0.5
0.6
0.7

0.8

0O 01 O
0.1 02 01
0.2 03 0.2
03 04 03
04 05 04
0.5 06 0.5
0.6 07 0.6
0.7 08 0.7
0.8 09 08
09 1.0 0.9
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at 1.0. Similar to LID, the road regions were first determined and the process is

shown in Table 4.9.

Table 4.9 CED risk detection matrix derivation

Equation | Input variables Find Outcome
4.5 NA R, 1.0
R, =1.0 Ry, R3, Ry, 1.00, 1.00, 1.00,
4.8 row =2 to 10 Rs, Re, R7, 0.99, 0.98, 0.95,
rows;n=10 Rg, Ro, R1g 0.86, 0.63, 0.00

Similarly, inter-zonal probability distribution was applied for CED, as defined in
equations 4.10 to 4.13. The resulting CED risk detection matrix is shown as RD.gp -

The figures were rounded off to 2 decimal places.

[Gi10 Y10 Rio Yr10] r 0 0 0.0 0
G Yo Ry Yo 043 053 0.63 0.53
G Y R Yo 0.66 0.76 0.86 0.76
Gy, Y, R, Y. 0.75 0.85 095 0.85
Ge Y Re Y RD.. —|078 088 098 088
RD = CED =
CED = | Gis  Yis Rs Yyg 0.79 0.89 0.99 0.89
Gn Y. R, Y. 0.80 0.9 1.00 0.90
Gu Y5 Ry Y. 080 0.9 1.00 0.90
G, Y, R, Y, 0.80 0.9 1.00 0.90
G, YV, R, Y.l 080 0.9 1.00 0.90.

Aggressive Exponential Distribution

Lastly, the AED risk detection matrix was determined using equation 4.9, which
determined R1 and all rows of the road regions. The road regions were determined

first, and the outcome is shown in Table 4.10.

Table 4.10 AED risk detection matrix derivation

Equation | Input variables Find Outcome
A=6 Ry, R, Ry, Ry, Rs 1.00, 0.55, 0.30, 0.17, 0.09,
4.9 row =110 10 | R R, Rg,Ro,Rio | 0.05, 0.03, 0.02, 0.01, 0.00
rows;,;=10
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Thereafter, inter-zonal probability distribution is similarly applied for AED. The
resulting AED risk detection matrix is shown as RD,;,. The figures were rounded

off to 2 decimal places.

(Giio Yo Rio Yr10] r 0 0 0 0
G Yo Ry Yo 0O 0 001 0
Gs Ys Rs Y 0 0 002 0
G, Yy R, Y 00 003 o0
G Y, R Y, _ .

RDgp = Gii yﬁi R: YZ? ® RDaen =1 o 0 009 o0
Gu Y. R, Y. 0 007 017 0.07
Gs Yy Ry Yo 0.10 020 030 0.20
G, Y, R, Y. 0.35 045 055 0.45
6, Y. R, Y.l 0.80 0.90 1.00 0.90-

4.2.3 Object detection matrix

The object detection matrix was created by obtaining the results of the object
detection process and mapping them into the zonal regions within the object
detection matrix. Since this research focuses on risk assessment rather than Al
performance and optimisation, any object detection algorithm with bounding box
results can be integrated into the STREET algorithm. The model used for STREET
algorithm is YOLOv5s, and future work can incorporate newer and improved
models as they become available. This section explains the summary of testing
YOLOv3 and YOLOv5 with the pre-train weight, followed by the outcome of a
trained and tested custom model for YOLOv5s and, eventually, the results of
YOLOv5s + Mapping performance. The comparison of YOLOv5s with its later

variants was already reported in section 4.1.3.

The research started experimenting with the use of YOLOv3 [131] with COCO
datasets with pre-trained model for STREET. In recent years, YOLOv5s [125]
(section 4.1.3) have been proven to be more effective in performance than
YOLOv3. Table 4.11 shows results of YOLOv5 pre-train weights out-performing
YOLOv3 by more than 40%.
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Table 4.11 Comparison of YOLOv3 vs YOLOv5s

Model Sample True True False False

size Positive | Negative | Positive | Negative |Accuracy

YOLOv3 | 25.60k 17.33% 4.10% 0.97% 77.33% 21.43%
43.63% 23.83% 16.93% 15.61%

YOLOv5s | 74.056k 67.46%
(32,307) | (17,645) | (12,541) | (11,563)

Table 4.11 shows the results of testing YOLOv3 vs YOLOV5 using pre-trained weight
based on the stated sample size using a confusion matrix. With the accuracy
67.46% for the YOLOv5s pre-train model, further training and testing of additional
datasets are required to obtain an improved custom model. Therefore, as shown
in section 4.1.3, 158,696 images were trained and 6,510 images were tested using
YOLOv5s. With the custom model, the mAP 0.5 is 0.739 and mAP 0.5 to 0.95 is
0.576. The confusion matrix of the custom model achieved 84% for Precision, 62%
for Recall and 72% for F1 score. The results for the custom trained model were
comparable to existing research shown in [108, 109, 127]. Thus the custom
YOLOvs5 model is sufficient as a baseline for STREET.

The next step was to map the YOLOv5s outcome to the object detection matrix,
which was the same size as the 2D risk zoning matrix. This mapping was performed
using the “Point in polygon” test (x,y) at the bottom centre of the bounding box
to the zonal areas. The object detection matrix will indicate each zonal area for
the corresponding objects that have been detected. If no object is detected, the

zonal area will be assigned a value of “0”.

Figure 4.8 (a) shows two pedestrians detected at Rg and one pedestrian at G,; of
the AOI, the detected pedestrians were mapped into 0D, matrix shown in Figure
4.8 (b).
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0 0 0 0
—— o 0 0 0

. «MELE 0 0 Rg=2 0
peparson 080T 4 0 0 0 0
o 0 0 0

Obi=1" 0 0 0

0o 0 0 0

Gs=1 0 0 0

0o 0 0 0

o o0 0 o

(b) Mapped to object

(a) Persons detected in scene detection matrix

Figure 4.8 Example one: three persons detected and mapped to object detection matrix

In another example, Figure 4.9 (a) shows two pedestrians detected at Rg and one
pedestrian detected at R; of the AOI, the detected pedestrians are mapped into
0D, matrix shown in Figure 4.9 (b). The YOLOv5s performs object detection every
40 ms per image frame. This YOLOv5 + Mapping summarised the function of the

object detection matrix.

0 0 0 07

0 0 0 0

0 0 Rg=2 0

0 0 0 0

0 0 0 0

0P =15 o 0 0

0 0 0 0

0 0 Ry=1 0

0 0 0 0

: ==\ < 0 0 0 0
(a) Persons detected scene (b) Mapped to object

detection matrix

Figure 4.9 Example two: three persons detected and mapped to object detection matrix

With the YOLOv5s + Mapping, additional testing was performed to evaluate the
Precision, Recall and F1 score. To achieve this, two specific rules were added for

this testing, illustrated in Figure 4.10 and Figure 4.11.
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Rule 1:

Rule 2:

x Pred_C

GT_B

Pred B x

- loU > 0.5

o GT.C

GT_A Pred_A

Figure 4.10 Rule 1: YOLOvV5 + Mapping

Filtering of objects which are not within the AOI, with examples shown in
Figure 4.10. Object detection uses bounding box with Intersection over
Union (loU) greater or equal than 50% with respect to the ground truth as
positive prediction. Thus, if ground truth (GT) and predicted object (Pred)
falls within the zonal region (red box), they are considered “True
Positive”. This includes cases where the Pred_A has an loU of less than
50% against the GT_A. In another case, If GT_B and Pred_B are outside
the zonal region, they are filtered. However, in another example, if GT_C
is within the zonal region and Pred_C has an loU greater than 50% but not

within the zonal region, it is still considered as “True Positive”.

| lou>05
|

GT A | Different Zone

I 17 IloU<05
Pred A Same Zone

Figure 4.11 Rule 2: YOLOV5 + Mapping

Definition for True Positive. Figure 4.11 is used to explain rule 2. For
example, if GT_A and Pred_A occurs within the same zonal region but
with an loU of less than 50% between them, their status is changed to
“True Positive”. On the contrary, if the GT_B falls within the zonal region

on the left of Figure 4.11 and the Pred_B has an loU of more than 50%
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between them but it resides at a different zonal region, GT_B and Pred_B

is converted to “False detection”.

With the two defined rules, testing was done with YOLOv5s + Mapping, with a
result of 85% for Precision, 87% for Recall, and 86% for F1 score. These results
show that the YOLOv5s + Mapping improved the Recall from 65% to 87%, thus
improving the overall F1 score. This improvement gives a benchmark result for all
metrics to be above 80% for STREET usage. The variation in the performance of
STREET comes from the object detection matrix, since the rest of the
methodologies within STREET algorithm are mainly deterministic and probabilistic

based.

4.2.4 Risk Tag (RT) figure and results

This section provides an overview of the RT figures from the tested corner scenario
by converting one hour of real-time images from contextual information into a
quantitative risk figure. Different RT figures resulting from different probabilistic
models, LID, CED, and AED, were evaluated and compared, using LID as a baseline
comparison. This section also explains the use of normalised RT figures. In this
test, 97,446 scenes (an hour of camera images) were converted in real time to RT
figures. For example, for LID, high RT figures suggest that pedestrians were
detected at the first row, while low RT figures suggest that pedestrians were
detected at the last row of the AOI towards the reference location “X”. When
there are no pedestrians, RT figure will be zero. As a reference for this corner
scenario, the distance between each row within the AOl is 5 m. With 10 rows, the
total distance is approximately 50 m. The RT figure provides a quantitative risk
representation of pedestrian(s) detected within the scenario's AOl. The details of

events within the cornering scenarios are further analysed in section 4.2.7.

STREET performance represented by RT figures

The primary outcome of the STREET algorithm is the RT figures. RT figures (RT¢;,4,)
are obtained using risk zoning matrix (®,,), risk detection matrix (RD,.,), and

object detection matrix (0D,,), from equations 4.14 and 4.15. STREET is a
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probabilistic model with Al deep learning and object detection. The main source
of variability in STREET’s RT figure comes from the object detection matrix
(0D,,), with a Precision of 85%, Recall of 87% and F1 score of 86%, as stated in
section 4.2.3. The risk zoning matrix is deterministic, and the risk detection
matrix is a probabilistic model with distributed outcomes. Therefore, the
performance of RT figures closely follows the performance of the object detection

matrix.

LID RT figures

LID was used as a baseline for comparing three different probabilistic models. In
Figure 4.12 (a), LID RT figures for the cornering scenario are illustrated, with a
total of 97,446 RT figures from an hour of real-time images. The RT figure ranges
from 0 to a maximum of 39.2, with peaks at different instances and a mean of
3.35. Figure 4.12 (b) shows the LID RT figures with a graph displaying the
distribution of RT figures grouped in increments of 5, including the quantity of
zero RT figures. The 97,446 scenes within 3,880 seconds of LID RT figures in Figure
4.12 (b) demonstrate that the RT figures appear at different intervals of the RT
figure distribution, which is expected when the LID model is used. Further details
about the behaviour of LID will be provided in real-world events in section 4.2.7.
Figure 4.12 (c) shows that among the LID RT figures, 39,446 (40.48%) have no risk
detection, and 58,000 (59.52%) are non-zero RT figures.
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40
392 —LID RT figure
30
[H]
5 3.35
220
3
10
|L J‘ \l d | HVimnll
l"mm =y ||| 1T [\ THLR (T mlllull\l i) el 1 i T1L T T TN 0
Time (ms)
(@) LID RT figure for 97k samples for an hour’s data
Scenes Mean (M) = 3.35
50.00%
40.00% 39,446 35,605 MaX = 39.2
2000 Non-zero = 58,000
20.00% 12,430
10.00% - 5,597 219 1 s 1 ) Zero = 39,446
0.00%
>0to5 5to 10 10to 1515 to 20 20 to 25 25 to 30 30 to 35 35 to 40 (C) LID RT figure
(b) LID RT figure distribution (intervals of 5) summary

Figure 4.12 LID RT figures illustrations and result

CED RT figures

The CED RT figures for the cornering scenario are presented in Figure 4.13 using
the same image data. In Figure 4.13 (a), the CED RT figures range from O to a
maximum of 60.27, representing a 16% increase compared to LID. The mean CED
RT figure is almost double that of LID, with a mean value of 7.15 compared to
LID’s 3.35. This difference was due to the CED’s different RT figure probability
distribution, which focuses on the front and middle rows, as opposed to LID, which
focuses on the entire AOI. Figure 4.13 (b) demonstrates that the CED RT figure
distribution had fewer counts in the RT figure intervals from “>0 to 5” compared
to LID, and these scenes were converted to higher RT figure intervals. This
indicates that objects are mostly detected in the middle of the AOI as CED assigned
a higher RT figure compared to LID, which is further proven in section 4.2.5.
Section 4.2.7 will provide further insights into CED behaviour in real-world events.
Despite their differences, CED and LID exhibit similar trends in Figure 4.13 (a) and
Figure 4.12 (a). CED and LID also show similar non-zero RT figures (40,089 vs
39,446) and zero RT figures (57,357 vs 58,000). In summary, CED RT figures have
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a higher mean, higher RT figure and a lower count of RT figures in the range of
“>0 to 5” compared to LID. CED assigns a higher RT figure when objects are

detected away from the reference location “X”.

o
o

60.27 ——CED RT figure  =——Mean CED RT figure
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(a) CED RT figure for 97k samples for an hour’s data

Scene Mean (p) = 7.15
50.00% 40,089
40.00% 33,516 MaX = 60.27
30.00%
20.00% Non-zero = 57,357
10.00% 7 053 7,012
1,311 245730391 459 733 516 177 58 25 1 Zero = 40,089
0.00% —
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Figure 4.13 CED RT figures illustration and result

AED RT figures

Figure 4.14 illustrates the AED RT figures tested in the same scenario. Figure 4.14
(a) shows that AED RT figures vary from 0 to a maximum of 20.08 (48.7% decrease
compared to LID). The occurrence of AED RT figures were drastically reduced
compared to LID and CED, with a mean of 0.65, the lowest among the three RT
figures. The majority of the AED RT figures occur between “>0 to <5”, with 22,862
scenes vs 35,605 scenes from LID. The low mean was the result of high zero RT
figures at 70,203 (72.0%) as compared to LID, which is only 39,446 (40.48%). The
low mean, lower AED RT figures and lower occurrence of AED RT figures compared
to LID, reflected the AED's intended design. The AED’s AOI coverage had only a
high collision probability in the first row, while the 2nd and 3rd rows of the AOI

had reduced AED’s collision probability to only 50% or less, which was explained
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in section 4.2.2. This is further verified by Figure 4.14 (b), where the AED RT figure

distribution is only limited to a small number of RT figure intervals as compared

to LID and CED.

—AED RT figure ——Mean AED RT figure
20 20.08

10

RT figure
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(a) AED RT figure for 97k samples for an hour’s data

Scanes Mean (p) = 0.65
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60.00% Non-zero = 27,243
40.00% 2 862 Zero = 70,203
20.00%
- 1,855 2,056 239 231
0.00% (C) AED RT figure
0 >0to5 5to10 10to 15 15to 20 20 to 25 summary
(b) AED RT figure distribution (intervals of 5)

Figure 4.14 AED RT figures illustration and result
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Limitations of RT figures

The proposed RT figures have two limitations:

1) The LID, CED, and AED RT figures have different maximum values for the
same image data, making it challenging to compare and analyse between

different scenarios.

2) In some scenarios, RT figures might not necessarily represent a high risk.
For example, a large group of pedestrians within the last row of the AOI
can result in high RT figures. This happens because RT figure sums all the

detected pedestrians within the AOI as risk (equation 4.15).

To address the limitations mentioned above, normalised RT figures are calculated
by averaging the RT figures across the detected pedestrians in the scene. This
allows us to assess the risk per scene within the AOI. A normalised RT figure
provides an average RT for the scene on a scale of 0 to 10, making it easy to rate
and compare the LID, CED, and AED RT figures. However, the use of normalised
RT figures also has its own limitation. For instance, if there are more pedestrians
at the rear of the AOl than in the front, the normalised RT figures may
underestimate the risk of pedestrians in front of the AOI. Therefore, the optimal
approach is to provide the AV with both RT figures and normalised RT figures since
RT figures summarise the overall pedestrian risk within the AOI, while normalised

RT figures provide an aggregated risk per scene within the AOI.

Normalised LID, CED and AED RT figures (Norm RT Figures)

This section shows all the normalised figures of LID, CED and AED RT figures with
illustrations and results. Normalised LID RT figures are compared with normalised
CED and AED RT figures. The comparisons focus on the non-zero RT figures instead

of zero RT figures.

Figure 4.15 (a) shows the normalised LID RT figures, ranging from 0 to 10, with a

mean of 1.86. In Figure 4.15 (b), it is shown that the normalised LID RT figures
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depict a normal distribution with a mean (zero RT figures are not considered) of
3.12 and a standard deviation of 1.69 in Figure 4.15 (c). The normalised LID RT

figures will be used as a baseline comparison for CED and AED.

10.000

8.000
L]
5 6.000
o
4000

2.000

0.000

=Norm LID RT figure  ===Mean Norm LID RT figure
(a) Normalised LID RT figure for 97k samples for an hour’s data
Scenes Mean (u) = 1.859
25,000 23.10%
20,000 mean (Hnz)= 3.12
15,000 o 87 —
10,000 i 8.29% 8.74% standard Deviation
3.59%
5,000 2.09% 1.65% . ¢ 0.75% onz) = 1.69
e . . . m 65" 0.58% 0.38% 0.48% 0.75% (onz)
>0 to >=1 to>=2 to>=3 to>=4 to>=5 to>=6 to>=7 to>=8 to>=9 to 10 .
1 <2 <3 <4 <5 <6 < <8 <9 <10 (C) Normalised LID RT
(b) Normalised LID RT figure distribution (intervals of 5)|  figure summary

Figure 4.15 Normalised LID RT figures illustration and result

Figure 4.16 (a) displays normalised CED RT figures, with a mean of 4.16, which is
more than twice the LID. Figure 4.16 (b) also presents RT figures distribution, with
normalised CED RT figures shifted to a higher mean of 7.07 and a standard
deviation of 1.38, as shown in Figure 4.16 (c). These results confirmed that CED
assigns higher RT figures for the same scenes by comparing CED RT and LID RT
figures distribution. Therefore, it is evident that CED provides a relatively high RT

figure whenever a pedestrian is detected.
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Figure 4.16 Normalised CED RT figures illustration and result

Figure 4.17 (a) shows the normalised AED RT figures with a mean of 0.34. These

results show that majority of the pedestrians are detected in the 2nd or 3rd row

of the AO
was verifi
at the RT

I, while the occurrence of pedestrians in the front row is minimal. This
ed by Figure 4.17 (b), which indicates that AED RT figures occur mainly

figure interval of “>0 to <1” with 21.22% and even smaller percentages

for the rest of the RT figure intervals. The occurrence of pedestrians in the front

row was verified by the low count of normalised AED RT figure = 10, with 0.752%

of 97,446 giving 733 occurrences. This occurrence was verified with AED RT

figures, with 733 occurrences of 1 pedestrian residing in the front row road region.

This normalised RT figure for AED confirmed the intended design and performance

of AED.
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Figure 4.17 Normalised AED RT figures illustration and result

4.2.5 Occurrence data and results visualisation

The occurrence of pedestrians within the AOI, is represented as 0D,., were further

transformed into Occurrence visualisation as Heatmapr and P(Occ),, using

equations 4.16 and 4.17, respectively. A total of 99,442 samples were used as data

for the Heatmapr, and P(Occ),, illustrated in Figure 4.18 to visualise the

pedestrian Occurrence heatmap and the probability of occurrence for each risk
zonal area of the AOI. The P(Fr), P(Mid) and P(Re), derived from equations 4.18

to 4.20, were used to verify the RT figures from section 4.2.4. In this application,

the front refers to rows 1-3, the middle refers to rows 4-7, and the rear refers to

rows 8-10, where rows;,; is 10.
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Figure 4.18 Heatmap of overall pedestrian occurrence

Figure 4.18 shows the pedestrian occurrences and the probability of occurrence
within the AOI. The results show that the highest number of pedestrians resides
in the middle row at Y;,, (yellow left pavement, row 7 and highlighted in brown)
and its surrounding risk zonal areas. The results show that pedestrians do not walk
only in a straight line across the designated zebra crossing at row 5/6. Instead,
they travel in different directions, congregating around Y;;. Moreover, this
scenario is also concerned with potential pedestrians crossing at the front AOI
where the AV does not have visibility before turning into the corner. Therefore,
in this scenario, the path planning for AV should start slowing down even before
coming close to the zebra crossing. To visualise the pedestrians travelling across
the AOI and to verify the suitable probabilistic model, equations 4.18 to 4.20 were
used to find P(Fr), P(Mid) and P(Re) of the AOI.
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Probability of pedestrians occurence in
Front, Middle or Rear of the AOI

Probability of [Egels Middle Rear
occurrence 10% 57% 33%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 4.19 Probability of pedestrian occurrence in front, middle and rear rows of the AOI

Figure 4.19 shows that P(Mid) has the most pedestrian occurrences, followed by
P(Re) and P(Fr), which relate to the observations in section 4.2.4. The highest
P(Mid) in Figure 4.19 reflects why CED model has the highest RT figures and the
most risk tag instances compared to LID and AED. Similarly, P(Fr), having the
lowest occurrence in Figure 4.19, reflects the infrequent risk tag instances in the
AED model. The probability of pedestrian occurrence is recursively calculated
using real-time pedestrian occurrence over a period of time. The results are used
to verify the RT figures based on the probabilistic model selected by the AV for its
operation. In this illustrated case, 99,442 pedestrian occurrences detected over
an hour were used to determine the probability of pedestrian occurrence to verify
the RT figures in section 4.2.4. These results verify that either LID or CED would

be the best probabilistic models for RT figures in this cornering scenario.

4.2.6 Road Side Unit Time to collide matrix and results

RSU-TTC defines the time to collide (in seconds) between the detected
pedestrians and the reference location “X” in the AOl. The overall time to the
collision of the current AV to the detection of pedestrians is determined by
summing the RSU-TTC and time to arrive, as shown in equation 4.23. In STREET,
RSU-TTC is sent to the AV via ReRAC. In this section, the results of RSU-TTC was
represented as TTC,qye - The TTCpqe Was determined at intervals of 40 ms per
frame using equations 4.21 and 4.22. Equation 4.22 further identifies the time to
collision between the nearest detected object and the reference location “X” in
the AOI, and assigns that to TTC,4. - An illustration of TTC,q,. for the first
10,000 scenes are seen in Figure 4.20. This data illustrates the importance of
proximity of pedestrians towards the reference location “X” in the AOI in addition
to the RT figures.
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Figure 4.20 Relationship between TTC, 4. , @nd normalised LID RT and LID RT figure

Figure 4.20 shows the first 10,000 scenes (400 seconds) of LID RT figures and
normalised LID RT figures compared with TTC,,,. - In Figure 4.20 (a), LID RT
figures show the summarised risk value of the scene, while normalised LID RT
figures show the average risk per scene. On the other hand, the RSU-TTC
represented by TTC,,,. in Figure 4.20 (b) shows the time to collision between
the nearest detected object and the reference location “X” in the AOIl. From
Figure 4.20 (b), the trend of TTC values is inversely proportional to LID RT figures
and normalised LID RT figures. This means that when the LID RT figures were high,
the pedestrians were closer to the reference location “X” in the AOI, resulting in
low TTC values. Conversely, when LID RT figures were low, it means that the
pedestrians were farther away from the reference location “X”, resulting in higher
TTCyque - The only exception to this relationship was when the LID RT figure is
zero, in which case the TTC values was also zero. Further examples of TTC, ;e

are demonstrated in the next section using events within the corner scenario.
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4.2.7 Real-world events with RT figures and RSU-TTC

This section identifies real-world events by observing the variation of the RT
figures and RSU-TTC over time. The objective is to verify the RT figures and RSU-
TTC (represented as TTC,4,. ) Using four different events. Each event is tested
with three tasks. The first task was to compare LID RT figures with the ground
truth to verify the LID’s RT figures. The second task was to compare the
performance of LID, CED, and AED RT figures for the same event. The last task
was to verify the ¢ and compare LID RT figures with normalised LID RT figures.
Similar to section 4.2.5, the pedestrian class was selected for object detection.
Pedestrians detected outside the AOI were not considered for these events
analysis. These real-time events analysis shows how RT figures and RSU-TTC vary
according to the risk of pedestrian(s) moving within the AOI as part of the corner
scenario. The variations of RT figures were illustrated from a temporal point of
view with supporting images for each event. Images for each event were
annotated to obtain the LID RT ground truth, assuming that the LID operates

perfectly for comparative analysis with LID RT figures.

Event 1: Pedestrians’ movement from both sides at the middle rows (layer)

In event 1, pedestrians’ crossing occurs from both sides of the road, as shown in
Figure 4.21 (a) to (d) at various time points in sequence. The objective is to
observe if LID RT figures respond in accordance with the LID RT ground truth.
Thereafter, the performance of LID, CED and AED RT figures were compared.
Lastly, the figures of TTC,,;,. Were verified for the event, and LID RT figures were
compared with normalised LID RT figures. Figure 4.21 shows the image sequence
of the event with 1) risk zoning of the environment, 2) pedestrian detection for
both inside and outside the AOI, 3) the LID RT figures as reference and 4) the video
time stamp. The real-time LID RT figures and video time stamp are shown at the

top right of Figure 4.21. The same details are provided for the remaining events.
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Person detected within AOI: 0
Person detected outside AOI: 3
RT figure: 0.0

Video timestamp 520 ms

s

(a) Before crossin

Person detected within AOI: 2
Person detected outside AOI: 1
RT figure: 10.0

Video timestamp: 705960 ms

(b) During crossing
Person detected within AOI: 3 = i =
Person detected outside AOI: 0

RT figure: 15.0
Video timestamp: 7064

(c) Highly occluded pedestrian
Person detected within AOI: 1 = - —
Person detected outside AOI: 3
RT figure: 4.0
Video timestamp: 711

(c) Finished crossing

Figure 4.21 Images of pedestrians crossing from both sides for event 1
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Event 1, task 1: Comparative analysis between LID RT figures and LID RT ground
truth

Pedestrians crossing at both ends
20

RT figures

—LID RT figures =—LID RT ground truth Norm LID RT figures

Figure 4.22 LID RT figures vs LID RT ground truth for event 1

Figure 4.22 illustrates the varying LID RT figures compared against the LID RT
ground truth. LID RT figures were used instead of normalised LID RT figures since
LID RT figures reflect the overall risk of pedestrians within the scene instead of
having the average risk of pedestrians. The LID RT ground truth was obtained from
manually annotated pedestrians in the scene. The differences between LID RT
figures and LID RT ground truth in Figure 4.22 were mainly caused by the highly
occluded pedestrian with another pedestrian (i.e., the image in Figure 4.21 (c)).
This missed LID RT figures of an additional pedestrian resulted in the differences.
Additionally, “spikes” in Figure 4.22 are observed when pedestrians walk behind
another pedestrian, and they are either occluded or detected during the process.
Overall, the LID RT figure's trend characteristics closely follow the LID RT ground
truth.
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Event 1, task 2: Comparative analysis between LID, CED and AED RT figures
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Figure 4.23 Comparison of LID, CED and AED RT figures for event 1

Figure 4.23, illustrates the comparison of LID, CED and AED for event 1. Since the
pedestrians occur mainly in the middle rows, AED was not able to detect the
details within event 1 since the focus is only on the front rows of the AOI,
illustrating an almost flat RT figure. On the other hand, CED RT figures are twice
as much as LID RT figures and present similar trend characteristics. CED RT figures
also amplify the occlusions, shown as “amplified spikes” in Figure 4.23. This
correlates with the findings in section 4.2.4. Therefore, LID and CED are suitable
models for event 1. CED provides amplified RT figures when compared to LID. AED
has insufficient coverage of the AOI to obtain further information. If CED RT
figures are used as remote warnings for the AV, the high RT figures will trigger
early safety actions. On the other hand, if AED is used, the AV would missed
detecting this event. Lastly, if LID RT figures are used, the variation of the RT
figures will be similar to CED but with a lower figure, safety actions will be

triggered later (when the RT figure is high) as compared to CED.
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Event 1, task 3: Verify TTC,,,..,. and compare LID RT figures to normalised LID RT
figures.
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Figure 4.24 Verify TTC, 41, and compare LID and normalise LID RT figures for event 1

Figure 4.24 compares the LID RT figures to the normalised LID RT figures
(secondary axis, range from 0 to 7) and verifies the intent of TTC, ;. (S€COndary
axis, range from 0 to 7). The normalised LID RT figures show fewer fluctuations
than LID RT figures. This is because normalised RT figures are averaged across the
detected pedestrians as compared to LID RT figures, which sums up all the risk of
pedestrians crossing at both ends of the AOI. Normalised RT figures show high
values when most pedestrians are in the road region and drop when most
pedestrians leave. Thus, the normalised LID RT figure can provide an average risk
per scene, while the LID RT figures reflect pedestrians’ movement from pavement
to road regions in the middle of the AOIl. Separately, the TTC,,,. remains
between 4.5-5.4 seconds since the crossing mainly occurs in the middle rows. The
flat TTC,4e also indicate that event 1 consists mainly of lateral movement (x-
axis), and not much longitudinal movement (y-axis) is detected, which reflect

event 1 correctly.
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Event 2: Pedestrian diagonal movement from middle to front of the AOI

Event 2 represents a situation where the pedestrian crosses diagonally from the
AOI's middle right to the front left zonal regions. Figure 4.25 illustrates the
pedestrian moving in sequence (a) to (c) from the AOI's rear and middle row to

the AOI's front row. The detected pedestrian at the rear remains stationary.

Person detected within AOI: 2
Person detected outside AOI: 2
RT figure: 6.4

Video timestamp: 976200 ms

Person detected within AOI: 2
Person detected outside AOI: 0
RT figure: 8.6

Video timestamp: 980640 ms

Person detected within AOI: 1
Person detected outside AOI: 3
RT figure: 1.6

Video timestamp: 990800 ms

(c) End of diagonal crossing

Figure 4.25 Images of pedestrian diagonal crossing for event 2
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Event 2, task 1: Comparative analysis between LID RT figures with ground truth

Pedestrian movement from middle to front
15

toggling
10 — ,—J—r—-

RT figures

——LID RT figures = =LID RT ground truth

Figure 4.26 LID RT figures vs LID RT ground truth for event 2

Figure 4.26 shows that LID RT figures were similar to the LID RT ground truth,
except that one particular pedestrian’s detection toggles around the boundary of
a zonal area. This phenomenon causes some fluctuations in the LID RT figure. In
addition, a single occurrence of “False Negative” pedestrian detection causes a
sudden dip to RT figure of 1.6 at 97,880 ms. The “toggling” of pedestrian detection
at the boundary of the zonal area is therefore known as a “Boundary condition”
for the STREET algorithm. This is known to happen, especially if pedestrians reside
close to each zonal region's boundary. Besides the “Boundary condition” and the

single-frame false-negative, the LID RT figures perform close to the ground truth.
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Event 2, task 2: Comparative analysis between LID, CED and AED RT figures

Pedestrian movement from middle to front
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Figure 4.27 Comparison of LID, CED and AED RT figures for event 2

Figure 4.27 compare the performance of CED and AED with LID RT figures. Within
the figure, both LID and AED show a gradual increase of RT figures that signify the
movement of pedestrians from the middle to the front row. The increase in LID
RT figures occurs in a piecewise linear form in tandem with the pedestrian
movements. As for the comparison of LID, CED and AED, it is evident that CED was
not able to detect the sequence of pedestrian movement since CED have minor
differences in collision probability between the front and middle rows. AED is
more effective as compared to CED, and its sensitivity increases when the
pedestrian moves to the front rows, thus explaining the elevated AED RT figures
towards the end. Therefore, LID RT figures provide the most effective detection

of pedestrians moving from middle to front rows for event 2.
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Event 2, task 3: Verify TTC,,,..,. and compare LID RT figures to normalised LID RT
figures.
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Figure 4.28 Comparing LID RT figure, normalised LID RT figure and TTC,,,,,. for event 2

Figure 4.28 compares the LID RT figures to normalised LID RT figures (secondary
axis) and verifies the TTC, ., (secondary axis). The LID RT figures were similar to
the normalised LID RT figures because two pedestrians were detected in the
scenes with only one of them moving from the middle to the front of the AOI. As
such, the moving trend between the sum of all risks within a scene (RT figure) and
the average risk per scene (normalised RT figure) would be the same. Figure 4.28
also illustrates the expected performance of TTC,,.,., having an inverse figure
compared to the LID RT figures. TTC, ;... Shows a higher value when the pedestrian
is in the middle row and the TTC,,;,. decreased when the pedestrian moved to

the front rows.
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Event 3: Pedestrians’ movement from rear to front

STREET’s RT figures and TTC,,;,. Were also verified using event 3, which consists
of pedestrians’ movement from rear to front rows. In this event, the same three
tasks were performed and Figure 4.29 illustrates the pedestrians’ movement
during this event. Five pedestrians were detected, and three of them moved to
the front of the AOI, while the other two stayed in the rear and middle rows of
the AOI.

Person detected within AOI: 5

Person detected outside AOI: 0
RT figure: 10.6

Video timestamp: 0 ms

Person detected within AOI: 5
Person detected outside AOI: 1
RT figure: 29.0

Video timestamp: 32360 ms

_.-..~..-.; AN, %, > <

(b) Pedestrians after crossing middle rows
. —

Person detected within AOI: 1
Person detected outside AOI: 4
RT figure: 1.6

Video timestamp: 50400 ms

Figure 4.29 Images of pedestrians’ movement from rear to front for event 3
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Event 3, task 1: Comparative analysis between LID RT figures with ground truth

Pedestrians movement from rear to front rows

divergence . -

RT figures

Normalised LID RT figure

—LID RT figures  —LID RT ground truth Norm LID RT figures

Figure 4.30 LID RT figures, ground truth and normalised RT figure for event 3

Figure 4.30 shows the LID RT figures, LID RT ground truth and the normalised RT
figure (on the secondary Y-axis). The LID RT figures track closely to the LID RT
ground truth. The LID RT figures had minor spikes caused by pedestrians being
occluded and "Boundary conditions” such as pedestrians walking near the boundary
between zonal areas. Towards the end of this event, the normalised RT figures
showed a "divergence” from the LID RT figure when a pedestrian walked out of the
AOlI’s front rows, reducing the LID RT figure. Since two pedestrians were still in
the front row of the AOI, the normalised RT figures did not show a significant drop.
Even though there is a slight drop in LID RT figures, both LID RT figures and
normalised RT figures are sufficiently high to indicate remote warnings for the AV.
Thus representing the remaining pedestrian risk at the front of the AOI. This
example illustrated the differences between RT figures and normalised RT figures

in a real-world context.
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Event 3, task 2: Comparative analysis between LID, CED and AED RT figures

Pedestrians movement from rear to front rows
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Figure 4.31 Comparison of LID, CED and AED RT figures for event 3

Figure 4.31 shows that LID, CED, and AED are compared in event 3, where
pedestrians move from the rear to the front of the AOI. Since AED covers only the
front few rows of the AOI, AED RT figures were close to zero until the pedestrian
moved closer to the front rows of the AOI. A linear piecewise increase can be
observed in the LID RT figures as the pedestrian moves from the rear to the front
of the AOIl. An exponential increase can be observed in CED RT figures with
elevated values. This event verifies the performance intended for the three

algorithms.
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Event 3, task 3: Verify TTC,,,..,. and compare LID RT figures to normalised LID RT
figures.

Pedestrians movement from rear to front rows
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Figure 4.32 Comparing LID RT figure, normalised LID RT figure and TTC,,4;,. for event 3

Figure 4.32 shows the linear step-wise decrease of TTC, ., inversely proportional
to the rising LID RT figures. This verified the performance of TTC,,. as it
represents the time to collide as the pedestrians move closer to the front rows.
Scenes (A), (B) and (C) are illustrated examples for TTC, .. in Table 4.12. The
difference in performance between LID RT figures and normalised LID RT figures

was already commented on in Event 3 task 1.

Table 4.12 lllustrated scenes (A), (B) and (C) for TTCpqiye

Scene (A): 10360 ms Scene (B): 19240 ms Scene (C): 40080 ms
TTCpuue = 6.3 S TTCpuye = 4.5S TTCpuye = 1.8'S
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Event 4: A moving vehicle that occludes pedestrian

Event 4 depicts an occlusion event, as shown in Figure 4.33. The pedestrian on
the yellow right second row (Y,,) is occluded by the moving truck. When the
occlusion disappears, the pedestrian has reached (Y,3). The detection of

pedestrian occlusion can be observed with the changes to the RT figures.

Person detected within AOI: 2
Person detected outside AOI: 0
RT figure: 9.2

Video timestamp: 126080 ms

Person detected within AOI: 1
Person detected outside AOI: 0
RT figure: 2.0

Video timestamp: 128880 ms

Person detected within AOI: 2
Person detected outside AOI: 0
RT figure: 7.6

Video timestamp: 0 ms

(c) After occlusion event

Figure 4.33 Images of pedestrian occluded by moving vehicle for event 4
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Event 4, task 1: Comparative analysis between LID RT figures with ground truth

Pedestrian occluded by moving vehicle
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Time (ms)
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Figure 4.34 LID RT figures vs LID RT ground truth for event 4

Figure 4.34 illustrates the RT figures when a pedestrian is occluded by a moving
truck. A sudden drop and increase in LID RT figures over 56 frames occurred in
this event, which is equal to 2.24 seconds. The LID RT figure drops instantly from
8.4 to 2.0 and returns to 7.6 (after 56 frames) instead of 8.4, due to the
pedestrian's movement from the 2nd to the 3rd row after the occlusion. Event 4
can be detected in real time or post-analytics. However, it is important to note
that similar results can also occur when the pedestrian moves away and returns
to the front AOI. The key difference lies in the number of frames in which the RT
figure stays low. More examples and tests are needed to establish the boundaries
for detecting occlusion, which may be very specific to a certain location and field
of view (FOV). These boundaries have not been extensively research but holds
potential for future work. The LID RT figures are generally close to the LID ground
truth, except for a spike caused by a false positive detection error due to object
detection. The LID RT ground truth reflects the actual scene based on the camera

input.
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Event 4, task 2: Comparative analysis between LID, CED and AED RT figures

Pedestrian occluded by moving vehicle
25

. |
N— IE

Risk Tag figure

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

—LID RT figures ~ —CED RT figures = —AED RT figures

Figure 4.35 Comparison of LID, CED and AED RT figures for event 4

Figure 4.35 compares the performance of LID, AED, or CED mode for occlusion
detection. At 128640 ms, LID dropped from 8.4 to 2, while CED dropped from 13.52
to 6.32 and AED dropped from 3.67 to 0.08. At 130880 ms. LID increased from 2
to 7.6, while CED increased from 6.32 to 13.51 and AED increased from 0.08 to
1.69. In terms of absolute decrease, CED dropped the most RT figures, followed
by LID. The highest CED RT figure also represents the intended design based on
the CED probabilistic model. LID and AED have similar RT figures at the start of
the duration because the pedestrian resided in the first row. The gap between LID
and AED RT figures increases due to the pedestrian moving to the second row. In
this occlusion event, LID and CED perform better for pedestrian moving from the
back to the front of the AOI as compared to AED. AED is not suitable for event

detection because of the small coverage of the AOI at the front.
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Event 4, task 3: Verify TTC,,.;.,. and compare LID RT figures to normalised LID RT
figures.

Pedestrian occluded by moving vehicle
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Figure 4.36 Comparing LID RT figure, LID RT ground truth and TTC,,;,,, for event 4

Figure 4.36 shows that the TTC,,,. increases sharply once the pedestrian is
occluded. Normally, once the pedestrian is occluded, the TTC,,;,,. should be zero.
However, a pedestrian residing at the eight row of the road region is detected,
thus the TTC, .. reflects the time to collision between the detected pedestrian
and the reference location “X” in the AOIl. Therefore, the TTC, 4, performs as

intended with an inversely proportional relationship with the LID RT figure.

4.2.8 Comparison of LID, CED, AED and Time to collision findings

The characteristics of STREET’s three RT figures using the LID, CED, and AED
probabilistic model were verified using different events within the corner scenario
with the RT ground truth. Time to collide (TTC,4;,,.) Were also verified using these
events. Table 4.13 summarises the performance of LID, CED and AED with TTC, 44

for the different events.
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Table 4.13 Summary of LID, CED or AED with TTC,,;,.. at corner scenario for different events

RT figures with probabilistic models

Scenario Events Description and TTC,
Event 1: Pedestrians’ LID and CED are more effective than
movement from left to | AED. If TTC, 4. is flat, the pedestrian
right and vice versa crossing is at a similar row.

LID and AED are more effective than
CED, TTCyque can be used to verify

the same findings with the opposite
trend

Event 2: Pedestrians’
diagonal movement

from middle to front
Corner

bend

Event 3: Pedestrians’
movement from rear to
front LID and CED are more effective than
AED, TTC,q1e Can be used to verify

the same findings with the opposite
Event 4: Pedestrian trend

occluded by moving
truck

Additionally, evaluating the scenario based on RT figures and TTC,4;,. pProvides
another perspective, as shown in Table 4.14. For example, if the RT figures are
high while having a low TTC,4;,.., it represents a high-risk scenario. If the RT figure
is high and the TTC,4;,. is high, it infers that pedestrians are present at the AOl's
middle-rear rows (except AED). If the RT figures are low with a high TTC, ., this
represents a low-risk scenario (except AED). If RT figures are low with a low
TTCyqme, this situation does not exist for STREET algorithm. Lastly, for all models,
no risk is detected if the RT figures and TTC,,;,. are both zero. High RT figures
refer to 7-10 normalised RT figures, while low RT figures refer to 1-3 normalised
RT figures. High TTC,,;,. refers to a range of values obtained for the first 3 rows
(i.€ 0.635 t0 9.0 s), while TTC, 4, refers to a range of values obtained for the last
3 rows (i.e 0.90s to 2.70s).
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Table 4.14 Summary of models with TTC,,;,,, to identify high or low risk scenario

Different models Low TTCpqiye High TTC,q1ue
High RT figures | High Risk scenario | " caestrians in the middle to
rear rows
LID
Low RT figures | Not applicable Low-Risk scenario
High RT figures | High Risk scenario FEUEETRES T £ et 15
rear rows
CED
Low RT figures | Not applicable Low-Risk scenario
- High RT figures | High Risk scenario Not applicable,
Low RT figures | Not applicable AR S 0 ) 70 G
All Zero RT figures | Zero TTC, means no risk detected
models value :

The STREET algorithm has demonstrated its effectiveness through testing with
real-world events. However, some limitations have been identified during this

process.

These limitations arise from object detection in a camera system for perception.
For instance, issues include occluded pedestrians and varying sizes of object
detection boxes that toggle at the edges of the risk zonal areas. Consequently,
these limitations lead to some inaccuracies in the RT figures. Object detection
performance is measured at 85% for precision, 87% for recall, and 86% for the F1
score. Relative to the industry adoption threshold of 90%, these results suggest
that the inaccuracies have a small impact on the overall STREET performance. It
is also important to note that STREET and ReRAC are for remote cooperation
functions that assist AVs in risk assessment. If the RSU, STREET, or ReRAC camera
fail to function, the AV can still measure risk from the AV perspective through
ReRAF, while the AV’s basic safety functions prevent accidents using its existing
sensors and internal algorithm. However, this may result in a higher-risk situation,

potentially endangering passengers and surrounding vehicles due to sudden
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braking or abrupt steering manoeuvres, especially in scenarios like cornering

without advanced remote warnings.

4.2.9 Hazard identifications and warnings results

The ReRAC STREET’s hazard identifications and warnings were tested in a real-
world T-junction (described in chapter 3), as shown in Figure 4.37. The corner
scenario was not used since the hazard identifications and warnings require a T-
junction intersection. Figure 4.37 (a) shows the FOV of the RSU’s camera and
Figure 4.37 (b) shows the T-junction, which includes the road regions (red zone)
and intersection (black zone) for STREET algorithm to provide hazardous
identification and warning events. The different hazard identifications and
warnings provide remote detection of potential accidents and/or congestions so
that the AV can prepare alternative paths or exercise caution before reaching the

RSU’s location. The RSU’s camera was mounted at a height of 3.0 m for a detection

range of up to 35 m for this specific scene.

(a) Field Of View (FOV) of the T- Junctlon (b) T-junction landscape

Figure 4.37 Hazard identifications and warnings tested at T-junction

Hazard identifications and warning zoning

Figure 4.38 shows the risk zoning of a T-junction intersection with red zones for
roads, yellow zones for pavement and added an additional step to demarcate the

black zone for the intersection.
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Figure 4.38 Real-world T-junction with zoning

The different hazard identifications and warnings are illustrated with real-world
examples using the selected T-junction as an example. As explained in section
4.1.7, using Table 4.5 and Table 4.6, the conditions were implemented in real
time to provide boolean hazardous events detection. A total of six scenes (Scene
A to G) were identified from this scenario to illustrate the different hazard
identifications and warning results. Vehicle and pedestrian warnings were
classified as hazard warnings within a T-junction intersection. VVH are vehicle-to-
vehicle hazards, and VPH are vehicle-to-pedestrian hazards, which were
considered for both road and T-junction intersections. In this scenario, STREET

also provides pedestrians and vehicle RT figures and TTC,4ye-

SCENE A

Hazard Zone-1
Person detection 0
Vehicle detected 1

Pedestrian Warning: False

VPH: False

Vehicle Warning:

VVH: False

Timestamp: 1701646203.162936

Figure 4.39 Scene A, vehicle warning “True”

Figure 4.39 illustrates scene A, which consists of a vehicle warning. Vehicle

warnings occurred when a vehicle is detected within the intersection (black zone).
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This trigger was used to notify the presence of a turning vehicle within the

intersection.

Scene B

Hazard Zone-1
Person detection 1
Vehicle detected 0

Pedestrian Warning:

VPH: False
Vehicle Warning: False
5 VVH: False
Timestamp: 1701648303.845364

Figure 4.40 Scene B, pedestrian warning “True”

Figure 4.40 illustrates scene B, which consists of a pedestrian warning. The
pedestrian warning occurred when a pedestrian was detected within the
intersection (black zone). This trigger was used to notify the presence of a
pedestrian walking within the intersection and as a warning for AV for any advance

plan either in turning or driving straight across that intersection.

Scene C

Hazard Zone-1
Person detection 0
| Vehicle detected 2
| Pedestrian Warning: False
VPH: False

Vehicle Warning:
VVH:
Timestamp: 1701648065.408985

Figure 4.41 Scene C, vehicle warning “True” and vehicle-to-vehicle hazard “True”

Figure 4.41 illustrates scene C, which consists of a vehicle warning and a vehicle-
to-vehicle hazard detection within the intersection (black zone). This trigger was
to notify the presence of two or more vehicles detected at the intersection and

that the intersection was crowded with vehicles.
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Hazard Zone-1 AOHI

Person detection 0
Pedestrian detection 0

Vehicle detected 1 Pedestrian RT figure: [0.0, 0.0]
Pedestrian Warning: False Pedestrian TTC,u, :[nan, nan]
| VPH: False Vehicle detected 3
Vehicle RT figure: [27.0, 6.0]

Vehicle TTC, . :[0.45, 2.7]
VVH: False VVH: , VPH: False

i Timestamp: 1701650777.740927
Timestamp: 1701650777.740927

Vehicle Warning:

Figure 4.42 Scene D, vehicle warning “True” and vehicle-to-vehicle hazard “True”

Figure 4.42 illustrates scene D, which consists of a vehicle warning and a vehicle-
to-vehicle hazard detection within the road (red zone). This trigger was to notify
the presence of a vehicle in the intersection and a vehicle-to-vehicle in the AOI.
If the warning and hazard are triggered for a long duration, it represents roads
are congested. The RT figure was used to verify the vehicle-to-vehicle in the AOI
further. In this case, the high vehicle RT figure of 27 (normalised RT figure would
be 9), with low vehicle TTC,,,. meant that the vehicle-to-vehicle crowding
happens near the RSU (high risk scenario). RT figure and TTC,4;,,. have two values.
The first number uses the nearest reference location “X” to the RSU, while the
other uses the furthest reference location “X”. This is to cater for vehicles moving

in different directions.

Scene E

Hazard Zone-1

car 0:67.: .

=i person detection 3

& Vehicle detected 1
Pedestrian Warning:
VPH:
Vehicle Warning:
VVH: False
Timestamp: 1701650777.740927

Figure 4.43 Scene E, pedestrian & vehicle warning “True”, & vehicle-to-pedestrian hazard “True”

Figure 4.43 illustrates scene E, which consists of a pedestrian and vehicle warning

and a vehicle-to-pedestrian hazard warning at the intersection (black zone). This
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trigger was to notify the presence of vehicle(s) and pedestrian(s) within the
intersection. All three warnings indicate that vehicles and pedestrians were within
the intersection. Prolong duration of the detected event represents congestion or

accidents.

Scene F

=l AOI-I

_ Pedestrian detection 1
—=i PedestrianRT figure: [8.5, 2.5]
8l PedestrianTTC,, .. :[0.9, 2.7]

Vehicle detected 1

Vehicle RT figure: [8.5, 2.5]
Vehicle TTC,, e :[0.9, 2.7]

VVH: False, VPH:

Timestamp: 1701654530.281712

Figure 4.44 Scene F, vehicle-to-pedestrian hazard “True” at AOI

Figure 4.44 illustrates scene F, which consists of a vehicle-to-pedestrian hazard
within the red zone. This trigger is to notify the presence of vehicle proximity
with pedestrian detection within the red zone. The RT figure further verifies if
the hazard is close to the RSU. In this case, the vehicle and pedestrian RT figure
is 8.5, which implies that it is close to the RSU with a low pedestrian TTC, ;.. FOr
comparative purposes, if the same vehicle and pedestrian are detected in the last
row, the RT figure will be 2.5.

Any prolonged duration of detected warning or hazards represents congestion or
accidents in the AOI or intersection. Situations with long durations of vehicle-to-
pedestrian hazards represent an occurrence of accidents or roadworks at that AOI
or intersection. This information from the RSU allows the AV to seek alternative

path planning to avoid these situations.

4.3 Summary

This chapter provides a comprehensive overview of the developed novel STREET
algorithm within ReRAC. ReRAC is deployed in an RSU to deliver remote warnings

as an infrastructure to AV for measuring environmental risk, time to collision with
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the detected object, and hazard identifications and warnings. The STREET
algorithm uses risk zoning, probabilistic modelling, and object detection
methodologies. The theoretical formulation of STREET is thoroughly explained,
accompanied by illustrations for each of the methodologies employed. The risk
zoning process was outlined with detailed steps for creating a risk zoning matrix
for the chosen FOV. Additionally, three probabilistic models (LID, CED, and AED)
were developed to represent different coverages and collision probabilities for
the AOI. Object detection methodologies were trained and evaluated using a
custom YOLOv5s model, achieving a Precision of 84%, Recall of 65%, and F1 score
of 74%. The object detection results were then integrated into a unique mapping
process, resulting in an improved performance of 85% for Precision, 87% for Recall,
and 86% for F1 score. This mapping process notably boosted the Recall
performance by over 20%. The outcomes generated by STREET include RT figures,
RSU-TTC, probability of pedestrian occurrence, and hazard identifications and
warnings. Notably, STREET operates as an end-to-end process, providing real-time
quantitative information directly from the RSU's camera imagery without human
interpretation. In addition, this chapter evaluates the STREET algorithm in a real-
world setting, specifically in a corner scenario with unregulated traffic. The
algorithm processes data at a granular level, providing information at 25 frames
per second with a frequency of 40 ms. RT figures and RSU-TTC outcomes were
being tested and validated across 97,446 scenes. Additionally, the normalisation
of RT figures was developed to quantify the risk per scene, allowing for a
comparison of total pedestrian risk (RT figure) across scenes. The RT figures for
LID, CED, and AED were compared, and the accuracy of LID RT figures was verified
against ground truth. The RT figures performed as designed, with limitations in
occlusion and varying object detection box sizes, which have been discussed in
this chapter. Pedestrian occurrences and heatmaps were utilised to validate the
RT figure outcomes based on pedestrian locations. The performance of different
RT figures with LID, CED, and AED probabilistic models was observed and
summarised. Furthermore, hazard identifications and warnings are verified using
scenes of an unregulated traffic scenario of a T-junction to provide remote event
warnings to the AV for route planning and optimisation. The development of

STREET’s algorithm for ReRAC, together with the outcomes verified in real-world
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settings, accomplished the previously identified requirements to increase the

coverage of risk assessment for AV operations through 12V approaches.
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Chapter 5

5 Real-time risk assessment framework for AV

This chapter presents ReRAF’s algorithm, Dynamic Acquired Risk Assessment
(DARA). Unlike ReRAC’s algorithm, STREET, developed in chapter 4, which
achieves real-time risk assessment through a cooperative mode within an RSU,
DARA operates within the AV. It provides a safety figure known as the PRN, which
evaluates the AV’s control actions in the presence of detected risk. Additionally,
DARA provides the AV Time To Collision (AV-TTC) with the detected object as well
as PRN Occurrences, which are presented as heatmaps to identify hotspots based
on past PRN occurrences. These outcomes from DARA allow the AV to improve its
safety actions for subsequent operations within the same paths as recursive
improvements and risk assessment evaluation. DARA is a novel end-to-end
algorithm that does not require human intervention and provides granular
quantitative safety figures. The DARA algorithm is processed in real time, ensuring
timely and relevant results relative to the camera input frames per second. This
chapter presents the theoretical formulation and evaluates DARA through
unregulated traffic conditions. DARA is also verified with three iterative loops of
AV operations in a real-world environment, highlighting PRN’s characteristics and
intended functionality. DARA intends to increase the AV overall risk assessment
coverage and the controls' safety and path planning through PRN, AV-TTC, and

Occurrence figures.
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5.1 Dynamic Acquired Risk Assessment (DARA)
algorithm

This section describes DARA's theoretical formulation. As introduced in Chapter 3,
DARA’s concept was defined using the identified methodologies to fulfil the
requirements that address the gap for real-time risk assessment. These
methodologies comprise object detection, scene segmentation, probabilistic
modelling, and parametric controls. The outcomes of this methodology include RT
figures, CT figures, PRN, AV-TTC, and Occurrence, which are used to increase the

risk assessment coverage for AV operations.

Dynamically Acquired Risk Assessment

RT figure
"“ Images (fps) »  Image Risk AV-TTC
Av Tagging and
Mapping Y AV map
® oPredicted Risk databasi
e i Number (PRN)
@ Steering (count) e ,
Brake (count), Control
Acceleration (count) Tageing of the
| - !:V CT figure
Speed (m/s
(R

Figure 5.1: Block diagram of DARA

Figure 5.1 shows the block diagram of DARA. Image risk tagging and mapping
consists of object detection, scene segmentation, and probabilistic modelling that
convert the AV’s real-time environmental images into RT figures and AV-TTC. RT
figures indicate the severity of environmental hazards. This is achieved by
converting images of the detected pedestrians or vehicles on the road or
pavements into a single quantitative figure. AV-TTC is an indicator that helps
determine the time to collision between the AV and the detected object. The AV's
steering, brake, throttle, and speed determine the CT figures. CT figures
represent the AV’s control actions in response to the detected risk. PRN is derived
from RT and CT figures, reflects a high value when there is high environmental
risk along with harsh braking or wide steering angle, and reflects a low value when

the AV control actions are sufficient to manage the exposed risk. The RT, CT, and
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PRN and AV-TTC figures are stored in the AV map database. The storage of past

data aids in determining Occurrence figures related to the PRN over time.

5.1.1 Image Risk Tagging and Mapping

This section details the risk tagging and mapping process within DARA, as
illustrated in Figure 5.2. The input image first goes through object detection and
scene segmentation. Object detection identifies the category of the detected
object and locates it within the image. Scene segmentation divides the image into
road, pavement, and off-road regions and adds rows based on predefined
distances. These rows and columns form a matrix outcome. The object detection
and scene segmentation outcomes are combined as a dependency for PRN
calculation within the risk tagging and mapping process. Simultaneously, object
detection and scene segmentation results are also used to determine the AV-TTC.

The following sub-processes provide more detailed information about each

module.
o Image Risk Tagging and Mapping
AW, Images (fps) OhifFl
"" detection . Risk Tagging
(YOLOv5s) and Mapping To PRN
process
& AV map
Scene AV Time To database
Segmentation Collision E—
(PSPNet) (AV-TTC)

Figure 5.2: Block diagram of Image risk tagging and mapping

Object detection

As outlined in chapter 3, YOLOv5s is selected as the reference model for object
detection. The detection outcome gives (x,y, w, h), where x and y are the centre
coordinates of the predicted box while w and h are the width and height of the
box, respectively. Typically, both values (x, y) are normalised with the resolution

of the image.
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Scene segmentation

Real-time scene segmentation is used to distinguish between roads and
pavements, as the risk of collision between the AV and a pedestrian/vehicle on
the road should be higher than that of the pavement. Thus, roads and pavements
are classified separately, and weights are assigned to roads and pavements,
respectively, to differentiate the collision risks. PSPNet [82] was chosen for scene

segmentation because it balances accuracy and frame rate well.

(a) Camera scene from AV

e Pro, Per Pro, Pz Pro, Pos]

PR7,PC1 PR7,PC2 PR7,PC3
PR6,PC1 PRG,PCZ PR6,PC3
PRS,PCI PRS,PCZ PRS,PC3
PR4,PC1 PR4—,PC2 PR4,PC3
PRS,PCl PR3,PC2 PRS,PCS
PRZ,PCl PRZ,PCZ PRZ,PC3
1 -PRl, PCl PRl, PCZ PRl, PC3-

ICR (Image Centre Reference)

(b) Convert scene into a matrix (c) Eventual matrix

Figure 5.3: Scene segmentation of a scene into matrix

Figure 5.3 illustrates how a scene is converted into left and right pavement and
road using PSPNet. Rows are added to the scene segmentation in accordance to a
pre-defined distance. The pre-defined distance uses a calibrated distance per

pixel relationship [132] that identifies the number of rows to the Image Centre
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Reference (ICR). The number of pixels for each subsequent row is reduced as the
distance moves away from ICR. The lines in Figure 5.3 (a) and (b) indicate the
rows Pgy, Pg, ... Py @and columns Pg,, P, ... Pcy Of the Risk Tagging Matrix (RTM) as
shown in Figure 5.3 (c). The RTM of a scene can be represented as S, in equation

5.1 with the suffix rz for a specific risk zone.

S, = RTM,,,, (5.1)

where,
S, RTM of a scene

RTM,, ,: RTM with risk zone (rows & columns) of an image at nth frame.

>Y18,n R8,n Yr8,n7 (52)
Yl7,n R7,n Yr7,n
Yl6,n R6,n Yr6,n
YlS,n Rs,n YrS,n
Yl4,n R4,n Yr4,n
Yl3,n R3,n Yr3,n
YlZ,n Rz,n Yr2.n

-Yll,n Rl,n le,n-

RTM,,, =

where,

RTM,,,: RTM with rows R, columns C and specific frame of image nth

Ry ,..Rg,: Road at rows 1 to 8 at the specific frame of image nth
Yi1n.-Yign: Left pavement at rows 1 to 8 at the specific frame of image nth

Y1 0. Yrgnt Right pavement at rows 1 to 8 at the specific frame of image nth

Equation 5.2 represents the RTM with the defined rows and columns at that
particular scene. Variables are assigned for each zonal area in equation 5.2. For
example, Y; represents the zoning of the scene into pavements on the left, Y,
represents pavements on the right, and R represents the road. RTM is used as the

baseline matrix for risk tagging and mapping.



147
5.1 Dynamic Acquired Risk Assessment (DARA) algorithm

Performance of combined object detection and scene segmentation

The combination of object detection and scene segmentation (YOLOv5s + PSPNet)
enables real-time dynamic detection of objects and division of the scene into
different road and pavement regions. The results are then used in the risk tagging
and mapping process. The combined use of both YOLOv5s with PSPNet are seen in
works of [133] and [134]. In this research, the methodology of [134] is used as it
further enhances YOLOv5s + PSPNet which improves the inference speed of
semantic segmentation up to 15 frames per second. This is achieved by adding a
receptive field block layer [135] between YOLOv5s and PSPNet processing and
adding channel attention [136] after the PSPNet. The receptive field block layer
for PSPNet strengthens the deep features learnt with a similar approach to [135].
The channel attention is used after the PSPNet. In [134], only the performance of
PSPNet is given with mIOU of 0.73. Thus, a further test was done to verify [134].
A testing data of 444 images from Cityscapes was used to test the pre-trained
weights of [134] for YOLOv5s and PSPNet. The test of YOLOv5s resulted in 86% for
Precision, 42% for Recall and 57% for F1 score, while the PSPNet had results with
pixel accuracy of 0.9437 and mIOU of 0.767. These results showed that it aligned
with the mIOU figure reported in [134]. With the object detection mapped into
the scene segmentation, a similar YOLOv5s + Mapping test (section 4.2.3) was
conducted, which improved Recall from 42% to 57% and F1 score from 57% to 66%,
but reduced Precision from 86% to 76%. Since the research focused on the real-
time risk assessment framework rather than Al optimisation, it proceeded with
YOLOv5s + PSPNet pre-trained weight [134] were used (YOLOv5s can be further

adapted with better-performing models in the future).

Risk Tagging and Mapping

This process converts the detected objects, maps them into pavement and roads,
and then determines the risk values of the scene represented as RT figures. It
utilizes object detection and scene segmentation results by converting the
detected object boundary box and mapping them into different regions within the
scene's RTM. Once mapped in the different regions, the actual and normalised RT

figures for pedestrians and vehicles are determined for PRN process.
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Risk Tagging and Mapping
Object
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* ®,, (2D risk zonal matrix) Normalised VRT
 LID (Linear Interval (nVRT)
Distribution)

Figure 5.4 Block diagram within Risk Tagging and Mapping in DARA

Figure 5.4 shows the risk tagging and mapping process from the outcome of object
detection and scene segmentation. The outcome of object detection provides (x,
y, w, h), where x and y are the centre point, with w the width and h the height of
the detected object in the image. The variables D, and D, are defined using
equation 5.3 to represent the bottom centre of the detected object by YOLOv5s.
Thereafter, the D, and D, are mapped into the zonal areas of the dynamic scene,
RTM. This mapping uses (D,, D,) to test for "point in polygon” [130], and if the
test is true, then the objects are accounted for that zonal area within the RTM.
This process emulates the same procedure of having an object detection (OD(;)

matrix as discussed in chapter 4.

h 5.3
Dx=xandDy=y—§ (5-3)

where,

D, : Pixel number of the image width, at the bottom centre of the detected object
D,, : Pixel number of the image height, at the bottom centre of the detected object
y : Pixel number of the image height, at the centre of the detected object
x : Pixel number of the image width, at the centre of the detected object

h : Pixel height of the detected object
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Each RTM has different zonal areas. For example, an 8 rows x 3 columns RTM has
24 zonal areas, as shown in Figure 5.3. Since the detected object can be
pedestrians or vehicles, the RTM is split into pedestrians and/or vehicles RTM. The
total Pedestrian Risk Tag (PRT) figures and Vehicle Risk Tag (VRT) figures are
represented in equations 5.4 and 5.5, respectively. Equations 5.4 for PRT,,,, and
5.5 for VRT,,, are determined first by performing elementwise multiplication
between 2D risk zonal matrix (w,,) and risk detection model of Linear Interval
Distribution (RD;;p), and then the results are elementwise multiplied with RTM.
2D risk zonal matrix (w,,) is similar in STREET, where the matrix size of the RTM
is used and assigned with weights (Table 4.1) that differentiate between the risks
on roads and pavements. Linear Interval Distribution (RD,;p) is the risk detection
matrix that uses piecewise linear collision probability between the detected
object and the AV. RTM represents detected objects mapped into the zonal areas
of scene segmentation. The PRTy,,, and VRT,,, sum all the risks of the detected
objects based on the road and/or pavement and the probability of collision with
the AV.

PRTsym = ) RTM()r; 0 0y, 0 RDyp 64
where,
PRTgy), : Total Pedestrian RT figure
RTM(p),, : Pedestrian RTM
RDy;p : Risk detection matrix based on LID model
,, + 2D risk zonal matrix with weights assigned for road and pavements
(5.5)

VRTsym = Z RTM(U)TZO ®r; ORDyyp

TrZ
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where,
VRTsyy, - Total Vehicle RT figure for the vehicle RTM

RTM(v),, : Vehicle RTM
RDy;p : Risk detection matrix based on LID model

,, - 2D risk zonal matrix with weights assigned for the road and pavements

The PRTsy,, and VRTs,, for a scene are also normalised to provide nPRT and nVRT
using equations 5.6 and 5.7, respectively. These normalised RT figures provide the
average risk per detected object and can serve as safety ratings on a scale from 0

to 10, making comparing risk levels for different scenarios easier.

PRTgyym (5.6)
Pedestrians detected

nPRT =

where,

nPRT : Normalised Pedestrian RT figure
PRTgy), : Total Pedestrian RT figure of the scene

Pedestrians detected : Total detected pedestrians

VRTsyn (5.7)

nVRT = Vehicles detected

where,
nVRT : Normalised Vehicle RT figure

VRTsyy - Total Vehicle RT figure

Vehicles detected : Total detected vehicles
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AV Time To Collision (AV-TTC)

This process calculates the time to collision between the AV and the closest
detected object. The purpose is to provide a reference for the AV. The result of
this process is referred to as AV-TTC. With the rows defined within scene
segmentation, the pre-determined distance for each scene and the speed of the
moving AV are used to determine the time to collision. The AV-TTC is based on
the defined ICR shown in Figure 5.3, and the row closest to the ICR will have the

shortest time to collision.

5.1.2 Control Tagging of the AV

With the environmental hazards converted to RT figures, the corresponding AV
reaction to the environmental hazards needs to be measured. This measurement
indicates how well the AV manages the detected risk through movement. The AV's
lateral and longitudinal movements are influenced by steering (St), braking (B),
throttle (Th), and speed (Sp). Harsh braking, wide steering, rapid throttle, and
high speed indicate inadequate risk management. Therefore, a single CT figure is
calculated to determine the extent of control actions applied by the AV in
response to hazards. This section illustrates the conversion of AV's lateral and

longitudinal parametric movements into a single CT figure, as shown in Figure 5.5.

Dynamically Acquired Risk Assessment

@ Steering (count) o
Brake (count), Control _ _
ﬁ Throttle (count) Tagging of the eiﬁgc;:cépl}&k)
AV

0\ Speed (m/s) |

A 4

A 4

Figure 5.5: Control Tagging of the AV

Normalising the input figure to a range between 0 and 1.0 is necessary for

consistency in obtaining values from different parameters. The minimum value is
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subtracted from the actual reading during normalisation to remove the offset.

This normalisation process is used for brake and throttle using equations 5.8 and

5.9, respectively. Brake and throttle only have positive values since they are non-

directional.

— B _Bmin

Bmax

where,

B,, : Normalised brake values of the sensor
B : Actual brake values of the sensor
B,in - Minimum brake values of the sensor

Bpax - Maximum brake values of the sensor

Th
" Thmax

where,

Th, : Normalised throttle values of the sensor
Th : Actual throttle values of the sensor
Thyin : Minimum throttle values of the sensor

Thpaer - Maximum throttle values of the sensor

 Th = Thy

(5.8)

(5.9)

Steering provides directional intentions, with inputs in negative and positive

values to reflect the directional status. Therefore, the normalised steering shown

in equation 5.10 illustrates the use of absolute value to capture the degree of

turning and not directional information. Lastly, speed is normalised with the speed
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limit of that section of the road shown in equation 5.11. There are no offsets for

steering and speed, as their zero readings are calibrated as their minimum values.

St—0 1
Sty _| | (5.10)
|Stmax|
where,
St,, : Normalised steering values
St : Actual steering values
Stmax - Maximum steering values
Sp (5.11)
S =
Pn SPuimit

where,

Sp, : Normalised speed values
Sp : Actual speed values

Spiimit + Speed limit

The CT figure of the AV, previously known as Ctrl in equation 3.2, is illustrated
for easy reference as equation 5.12. Ctrl summates all four vehicle parameters
with individual weights of Ws., Wrn, Ws:, and Ws,. These weights are used to adjust
the individual strength of their components in situations where different emphases
are needed for control tagging. For example, if the emphasis on speed needs to
be reduced, Ws, can be assigned to 8 (80%) instead of 10 (100%) without changing

the actual conversion of the speed.

1 5.12
Ctrl = 3 (B.Wp + ThyWry, + St,Ws, + Sp,Ws,,) (5.12)
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where,

B,, : Normalised brake values

Wpg : Weight of brake values ranging from 1 to 10 (default set at 10)
Th,, : Normalised throttle values

Wrn © Weight of throttle values ranging from 1 to 10 (default set at 10)
St, : Normalised steering values

Ws: : Weight of steering values ranging from 1 to 10 (default set at 10)
Sp, : Normalised speed values

Ws, - Weight of speed values ranging from 1 to 10 (default set at 10)

Through these calculations, Ctrl represents an average rating of the normalised
weights and parameters obtained from the AV. Since brake and throttle do not
occur simultaneously (i.e. when the brake is present, the throttle would be zero
and vice versa), the averaging is accomplished with three of the four input
parameters in equation 5.12. With this definition of Ctrl, high values of Ctrl,
represent that extreme levels of AV operations are in place (i.e harsh braking,
wide steering, rapid throttle and high speed), while low values of Ctrl represent
no extreme levels of controls have taken place. The intention is to map the Ctrl
with the PRT /VRT for PRN.

5.1.3 Predicted Risk Number (PRN)

PRN assesses the risk of the AV in real time based on the exposed risk and
controllability. The PRN results represent how the AV manages risk at a specific
geolocation, time, and scene. The following section determines the overall risk
assessment figure, PRN, using the converted AV’s environment hazards into
PRT/VRT and AV’s movement due to the exposed hazards into Ctrl. PRN process
is the last step of the DARA algorithm. The formulation of PRN shown in equation
5.13.

PRN = Ctrl « C_RT (5.13)



155
5.1 Dynamic Acquired Risk Assessment (DARA) algorithm

where,

nPRT + nVRT

C_RT =
Detection classes

where,
PRN : Predicted Risk Number

Ctrl : Control Tag figure

C_RT : Combined RT figure

nPRT: Normalised Pedestrians RT figure
nVRT : Normalised Vehicles RT figure

Detection classes : The number of types of detected objects

The Ctrl in equation 5.13 represents the CT figure, while C_RT is the combined
RT figure of the normalised PRT and VRT. This is necessary because, in real-world
scenarios, the exposed risk consists of different scenes with pedestrians and (or)
vehicles. Since Ctrl and C_RT range from 0 to 10, the resulting PRN varies
between 0 to 100. Table 5.1 shows some simulated scenes where PRN is derived
with environmental risk and parametric controls of the AV. Five categorised scenes
are illustrated: extreme risk, high risk, normal risk, low risk, and almost no risk.
Thus, from these scenes, a guideline is set, similar to the approach of setting the
Risk Priority Number in FMEA [15], such that high PRN ratings start from the
threshold of 20, while low PRN ratings are assigned if they are below 10, and
middle PRN ratings range between 10 to 20. This guideline is shown in Table 5.2.
Another method of determining the threshold of PRN ratings can be achieved by
using statistical methods (50" and 95th percentile) of the past PRN data, as
illustrated in section 5.2.5. More PRN evaluations and verifications through DARA

will be shown in sections 5.2.4 and 5.3.
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Table 5.1 Simulated scenes of PRN

Scenes C.trl .C-RT P RA.] &
(all weights = 10) (detection classes = 2) (rating)
Extreme | AV drive at a speed limit of 40 km/h. One Pedestrian and one 100
risk Throttle floored while performing a U- | vehicle are detected right in (high)
turn. front of the AV.
Sp, =1.0, Th, = 1.0, St,, = 1.0, B, = | nPRT =10.0, nVRT =10.0,
0.0, Ctrl =10.0 C_RT =10.0
High AV driving close to the speed limit at One Pedestrian is detected 23.32
risk (1) | 30 km/h. Throttle at 70% with slight at the 2 row of the RTM (high)
steering to avoid the upcoming nPRT = 8.0, nVRT =0.0, C_RT
pedestrian =4.0
Spn =0.75, Th,=0.70, St,, =0.30, B,
=0.0, Ctrl =5.83
High AV driving perform a sudden braking to | One Vehicle is detected at 20.00
risk (2) | avoid collision with a vehicle (near miss | the 2™ row of the RTM (high)
accident) 20 km/h. Brake at 100% with | nPRT = 0.0, nVRT = 8.0,
no steering C_RT =4.0
Spn =0.50, Th,=0.0,St,, =0.0, B, =
1.0, Ctrl =5.0
Normal | AV stop with a vehicle in front at One Vehicle is detected at 14.985
risk (1) | traffic light the second row of the RTM. (mid)
Spn = 0.0, Thn = 00, BTI. = 10, Stn = nPRT = 00} nVRT = 90}
0.0, Ctrl = 3.33 C_RT =4.5
Normal | AV drive at speed of 20 km/h, limit at One Pedestrian and one 16.65
risk (2) | 40 km/h. Driving straight with throttle | vehicle are detected at the (mid)
at 50% middle of the RTM.
Sp, =0.5, Th, =0.5, B, = 0.0, St, = | nPRT =5.0, nVRT =5.0, C_RT
0.0, Ctrl = 3.33 =5.0
Low risk | AV drive at speed of 20 km/h, limit at | One Pedestrian/one vehicle 8.325
40 km/h. Driving straight with throttle | is detected at the middle of (low)
at 50% the RTM.
Sp, =0.5, Th, =0.5, B, =0.0, St, = | nPRT =5.0/0.0, nVRT =
0.0, Ctrl = 3.33 0.0/5.0, C_RT = 2.5 same for
either
Almost | AV idle One Pedestrian is detected 1.665
no risk Sp, =0.0, Th, =0.0, B, =1.0, St,, = | at the last row of the RTM (low)

0.0, Ctrl = 3.33

nPRT = 1.0, nVRT = 0.0,
C_RT =0.5

Table 5.2 PRN rating guideline

PRN rating Threshold PRN range
High 20 >20 to 100
Middle 10 to 20 10 to 20
Low 10 0 to <10




157
5.1 Dynamic Acquired Risk Assessment (DARA) algorithm

PRNs are all time-stamped and obtained in sub-seconds to match each camera
image frame and vehicle parameter controls. To achieve this, DARA operates as
an end-to-end real-time process to provide PRN. The outcome of PRN is
determined objectively without human involvement based on the methodologies
described in previous sections. The PRN can be used as input related to AV path
planning for subsequent or future iterations to improve AV’s safety actions. For

example, AV can use the PRN to recommend a reduction or increase in speed.

5.1.4 Occurrence and visualisation with regional PRN

The accumulation of averaged PRN over regional geolocation limits indicates
potential hotspots for high-risk AV operational scenarios. This accumulation of
average PRN figures is known as occurrence. Occurrences combine the historical
PRN data for each area. Without regional PRN, the PRN calculated for each frame
per second and location would appear to be overly complicated through the
visualisation of PRN on the map. This regional PRN provides a quick and objective
overview of regions that need more attention to reduce risk. It also aids in AV path
planning based on past PRNs. Therefore, the regional PRN reflects quantitative
risk at a specific region and time. This regional PRN is illustrated using a flowchart

as shown in Figure 5.6.

Figure 5.6 starts with setting the geolocations' grid limits and middle points for
different regions. Thereafter, each PRN is verified if they are within the
geolocation limits of the region. If the latter is true, the geolocation of the PRN
will be rounded off to the middle point of the region. Otherwise, the PRN will be
used for the subsequent region with similar checks. Once the geolocation of all
PRN Occurrences is adjusted, the average PRN is determined. The visualisation
is accomplished using these average PRNs illustrated as colour maps superimposed

on the AV operational route.



158
5.2 DARA evaluation process and results

Setting grid limits
& middle points

Test geolocation
of PRN with

Roundoff the
PRN geolocation

to the middle points
. S

¢ Y
. Move to next
Determine the region
average PRN g

Is that the last
geolocation?

Figure 5.6 Flowchart for the Occurrence of PRN visualisation

5.2 DARA evaluation process and results

This section expands on the theoretical framework presented in section 5.1 and
details the DARA process using three real-world scenarios of AV operations. These
scenarios occurred during three iterative loops of AV operations at the test site
located at the Ngee Ann Polytechnical campus, as indicated in Figure 5.7. The
three scenarios consist of 1) Straight paths with or without zebra crossings, 2) T-
junctions without traffic lights, and 3) cornering. The test site was chosen because
it presents unregulated traffic within a confined area where pedestrians’ and
vehicles’ movements are similar to public roads. This allows the algorithm to be
evaluated and verified in a real-world context with minimum disruption to traffic.
This section covers the evaluation process, which involves demonstrating the three
scenarios through the DARA process, including image risk tagging and mapping,

control tagging of the AV, and determining the PRN and post-analytics with
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Occurrence with regional PRN. In section 5.3, DARA will be verified using the

entire three iterative loops of AV operations.

Figure 5.7 shows the test route for the AV services, which consists of six stops (A
to F). The AV makes a complete loop, passing through all six stops before finally
returning to its starting position. Each route contains scenarios 1, 2, and 3, and is
repeated three times. The operations took place on a weekday between 3 and 5
pm on a sunny day with fair weather conditions. This section focuses on the
evaluation of DARA using the three scenarios.

QCOOO0OOO -7 |

0000000 XN ¢

Figure 5.7 Location map of AV test site

The DARA algorithm works by processing data at the edge system using a camera
installed on the front screen of the AV at 30 frames per second. The camera had
a resolution of 1280 x 720 for the process of tagging and mapping image risks.
Through three iterative testing loops, 121,696 instances of scenes were captured
using this setup for tagging and mapping risks. The speed, steering, brake, and
throttle information were obtained from existing modules within the AV. The
information captured was referenced based on timestamps and geolocations with

the outcomes and parameters produced by DARA.
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5.2.1 Scenarios for the AV test

This section illustrates the three scenarios used for DARA evaluation. It includes a
brief description of each scenario and DARA's performance. The results for
different scenes at the same location were compared. For example, a scene where
the DARA detects a vehicle can be compared to a scene with no vehicles at a T-

junction.

Scenario 1: Straight paths without zebra crossing

Straight path with or
without zebra crossing

(X

R

AV

Figure 5.8 Scenario 1: Straight path without zebra crossing

In this scenario, DARA was evaluated on a straight road with a slight left bend.
The scenario involves an AV detecting pedestrians on the pavement, as shown in
Figure 5.8. DARA aims to measure the AV's risk assessment in handling the
potential risk of pedestrians dashing in front of the AV's path. The RT figure
increases as the AV moves towards the pedestrian detection area. When a
pedestrian is detected, the AV should slow down. The DARA algorithm assesses the
AV’s response upon detecting pedestrians on the pavement while anticipating

potential dashing into the AV’s path.

Scenario 2: T-junction without traffic lights for AV

In this scenario, the AV attempts to turn right at the unregulated T-junction when
an oncoming vehicle is moving straight, as shown in Figure 5.9. The oncoming

vehicle is occluded by trees and is detected after it exits. The DARA algorithm
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assesses the AV’s response upon detecting the oncoming vehicle detected at the

T-junction.

T-junctions without
traffic lights

Figure 5.9 Scenario 2: T-junction without traffic lights for AV

Scenario 3: Cornering, detection of pedestrians after AV turns

In this scenario, a pedestrian is detected right after the AV turns a left corner, as
shown in Figure 5.10. DARA is used to evaluate the response of the AV controls

based on the detected immediate crossing pedestrian after the AV turns.

Pedestrian detected
after Ay turns a corner

s

Figure 5.10 Scenario 3: Cornering, detection of pedestrians after AV turns

5.2.2 Image risk tagging and mapping

This section illustrates the image risk tagging and mapping process for DARA using
the three selected scenarios. The camera was attached to the front of the AV.
The image risk tagging and mapping process provides the RT figures of the scene,

resulting from the scene segmentation and object detection.
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Figure 5.11 illustrates an example of scene segmentation from the AV’s POV. The
red areas were classified as roads, and the pink areas as pavements. The pre-
calibrated distance-to-pixel technique defines the rows (5 m per row) of each RTM
as defined in equation 5.2. As illustrated in Figure 5.4, the object detection and
the scene segmentation outcomes were further processed by the risk tagging and
mapping process to map the detected object onto the RTM based on classes. The
RTM with the detected pedestrians and vehicles were divided into RTM(p),., and
RTM(v),, defined in equations 5.4 and 5.5, respectively. The top left image of
Figure 5.11 illustrates examples of “nan” within the region of the matrix that
represents invalid detection of a region by the scene segmentation. In this case,
the regions after the eighth row and the right pavement of rows 1 and 2 within
RTM were not detected.

Left Road Right

pavement j pavement Pavement

10]

9|

8] 0.0 0.0 0.0

7] 00 00 4 0.0 The matrix starts with 10 rows and 3 columns

6] 0.0 00 0.0 . ‘
5] 00 0.0 00 If the region does not detect the respective

4] 00 00 0.0 pavement or road, a “nan” is indicated.
3| 00 0.0 0.0

2| 0.0 0.0

11 0.0 0.0

RTM(D),, RTM (1) =
Pedestrian. Vehicle detection——=
deteetion matrix _matrix—

Figure 5.11 Scene segmentation process

Scenario 1: Straight paths without zebra crossing

In scenario 1, two scenes at the exact location, at different iterations, were used
for comparative analysis. Scene one had no objects detected, while scene two

consisted of detected pedestrians.

Figure 5.12 shows scenario 1, scene one, which indicates that no pedestrians were
present in the scene. The scene segmentation for this scene resulted in 7 rows,
each measuring 5 m, thus a total of 35 m. The detection system identified roads

and pavements, forming the columns and rows of the RTM. No objects were
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detected within RTM(p),, and RTM (v),,, resulting in a 0 value for PRT,,, and
VRTsm.-

Pavement

RTM(p)yz
Pedestrian =&
detection matrix

Figure 5.12 Scenario 1, scene one without pedestrians

Figure 5.13 shows scenario 1, scene two, with pedestrians detected on the left
pavement, with a value of 5 in row 7 at the leftmost column of RTM(p),,. No
vehicles were detected, so RTM(v),, had a zero value in the matrix. In the risk
tagging and mapping process, the PRT,,,, was determined using equation 5.4 and
shown in Table 5.3. To determine PRTy,,,, RTM(p),,, @, and RD;;,, must be
known. With RTM(p),, determined and shown in Figure 5.13, ®,, was defined with
a risk weight of 8 for pavement and 10 for roads. RD;;, was defined with the
piecewise linear distribution similar to ReRAC. The PRTy,,, was determined to be
12 for this scene. The nPRT of 2.4 was based on equation 5.8 which represents
the aggregated pedestrian risk per scene. Both PRTy,,, and nPRT provides an RT

figure of the pedestrian presence in this scenario as the AV travels forward.
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RTM(p),,
Pedestrian’™

Vehicle detection

RTM(v),4

matrix

Pavement

Figure 5.13 Scenario 1, scene two, with pedestrians detected on pavement

Table 5.3 The determination of PRT,,,,,, based on scenario 1

PRTgm=12 RTM(p),, Wy RDyp
-man  nan  nan- nman  nan  nany 8 10 87 -0 0.1 0
nan nan nan nan nan nan 8 10 8 0.1 02 0.1
nan nan nan nan nan nan 8 10 8 02 03 02
12.0 0.0 0.0 50 00 0.0 8 10 8 03 04 03
0.0 0.0 nan 0.0 0.0 nan 8 10 8 04 05 04
00 00 nan 0.0 0.0 nan 8 10 8 05 06 05
00 00 0.0 0.0 00 0.0 8 10 8 06 0.7 06
0.0 0.0 0.0 0.0 0.0 0.0 8 10 8 0.7 08 0.7
00 00 0.0 0.0 0.0 0.0 8 10 8 08 09 08
L0.0 0.0 nan L0.0 0.0 nan 8 10 8 09 1.0 0.9

In comparing scenes one and two, the object detection determined 5 pedestrians

instead of 4 due to occlusion error in scene 2. There were also three instances of

“nan” differences between scene one and two. For example, in scene one, the

row 2, right column was “nan”, but in scene two, it is “0.0”. The differences in

“nan” are highlighted in yellow within RTM(p),, shown in Table 5.3. As a result,

the accuracy for object detection over different iterations is 75%, and for scene
segmentation, it is 90% (27 out of 30 is common). The PRTy,,, of 12 and nPRT of

2.4 for scene two indicates that although the overall sum of the pedestrian risk is

high but the aggregated pedestrian risk per scene is only 2.4, thus the risk is still

manageable as the pedestrians are 35 m away and within the pavement area.



165
5.2 DARA evaluation process and results

Scenario 2: T-junction without traffic lights for vehicles

Similarly, in scenario 2, a T-junction without traffic lights was evaluated for DARA.
Two scenes of the same location were used for comparative analysis. No objects

were detected in scene one, while only one vehicle was detected in scene two.

Figure 5.12 shows scenario 2, scene one, which indicates that there were no
vehicles present. Since the pavements have metal fences that block pedestrians
from crossing, detecting pavements is invalid in most regions within the RTM. The
scene segmentation for this scene resulted mainly in the detection of the road,
with some areas of the pavement detected. Therefore, all 10 rows are defined
within the RTM (50 m). No objects were detected within RTM (p),, and RTM (v),.,,

resulting in a 0 value for PRTy,,, and VRTs,n,.

RTM®)ry | RTM(PrZ=—
Risk Tagging Matrix Risk TaggingMa

for Pedestrian for, Vegje_&e’—" —

Figure 5.14 Scenario 1, scene two without vehicle

Figure 5.15 shows scenario 2, scene two, where an occluded vehicle appeared and
travelled straight as the AV intended to make a right turn. Since the image had
only one vehicle in Figure 5.15, RTM (v),., reflects the vehicle at row 9 of the road
region at 40 m. RTM(p),, reflects no pedestrian detected with zero values. In
this scenario, the PRT,,, is 0 and the VRT,,,, was determined (Table 5.4) with
RTM (v),, in Figure 5.15, w,,, and RD;;, using the same values as scenario 1. As
such, the VRT,,, has a value of 3.0. Since there is only one vehicle detected,

nVRT is also 3.0.
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Road

nan nan nan nan RTM(v),,
/ B Vehicle detection

matrix

Pedestrian
detection matrix

Figure 5.15 Scenario 2, scene two with vehicle detected

Table 5.4 The determination of VRT,,,, based on scenario 2

VRT,,,m=3.0 RTM(v),, Oz RD;;p

man 0.0 nanj man 0.0 nanj 8 10 8 0 01 O

nan 0.0 0.0 nan 0.0 0.0 8 10 8 01 02 0.1
nan 0.0 0.0 nan 1.0 0.0 8 10 8 0.2 03 0.2
nan 0.0 0.0 nan 0.0 0.0 8 10 8 03 04 0.3
nan 0.0 nan nan 0.0 nan 8 10 8 04 05 04
nan 0.0 nan nan 0.0 nan 8 10 8 05 06 05
nan 0.0 nan nan 0.0 nan 8 10 8 06 0.7 0.6
nan 0.0 0.0 nan 0.0 0.0 8 10 8 0.7 08 0.7
nan 0.0 nan nan 0.0 nan 8 10 8 08 09 0.8
lnan 0.0 nan’ lnan 0.0 nan/ 8 10 8 0.9 1.0 0.9

By comparing scenes one and two for scenario 2, no error for object detection was
observed. However, there were three instances of “nan” differences between
scene one and two. The differences in “nan” are highlighted in RTM (v),., shown
in Table 5.4. The accuracy for object detection is 100%, while for scene
segmentation is 90% (27 out of 30). VRTy,,, and nVRT illustrate the AV’s RT figure
at the T-junction before the AV intends to make a right turn. Given that the

vehicle is 40 m away from the AV, the RT figure of 3.0 is logical.
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Scenario 3: Cornering, detection of pedestrians after AV turns

Scenario 3 focuses on detecting occluded pedestrians after a turn and measures
the AV's response. Similarly, two scenes of the same location are used for
comparative analysis. Scene one had no detected object, while in scene two, one

pedestrian and one vehicle were detected.

Figure 5.16 shows scenario 3, scene one, where no objects were detected in the
scene. All 10 rows of the road were defined within the RTM (50 m). No objects
were detected within RTM(p),, and RTM (v),, resulting with a 0 value for PRT,,,,
and VRT,,,.-

Pavement Road

RTM(p);, : RTM(U) vz
Risk Tagging Matrix Risk Tagging Matgi
for-Pedestrian for Vehicle,

Figure 5.16 Scenario 3, scene one without object detected.

Figure 5.17 shows scenario 3, scene two, where a pedestrian in close proximity
and a vehicle at some distance away were detected immediately after turning a
left corner. The scenario focuses on detecting occluded pedestrians after a turn
and measures the response of the AV. These detections are reflected in the
RTM(p),, and RTM(v),,. The pedestrian detected is at the 1st row of the road
region, while a vehicle is detected at the 9th row of the road region, which is a
distance away from the AV. The RTM(p),, and RTM (v),, contains objects that are
detected based on the scene in Figure 5.17. The PRTy,,, andVRT,, are
determined with illustration shown in Table 5.5 and Table 5.6, respectively. The

PRT,,., gives an overall figure of 10.0. The nPRT is also 10.0 since there is only
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one pedestrian. The VRTy,,, gives an overall figure of 2.0, and since there is only

one vehicle, nVRT had the same value of 2.0.

Pavement

RTM(p),, M

Pedestrian .~ Vehicle detection——— = = —
detection mafrix——____matrix E "

—

DA

Figure 5.17 Scenario 3, scene 2 with a pedestrian and vehicle detected

Table 5.5 The determination of PRT,,,, based on scenario 3

PRT,m=10.0 RTM (), Wrz RDyip
man 0.0 nany|man 0.0 nan 8 10 8 0 01 O
nan 0.0 nan|||[nan 0.0 nan 8 10 8 01 02 01
nan 0.0 nan|||nan 0.0 nan 8 10 8 02 03 0.2

00 00 nan 0.0 0.0 nan 8 10 8 03 04 0.3
00 00 nan 0.0 0.0 nan 8 10 8 04 05 04
00 00 mnan 0.0 0.0 nan 8 10 8 05 06 05
00 0.0 nan 0.0 0.0 nan 8 10 8 06 0.7 0.6
00 00 nan 0.0 0.0 nan 8 10 8 0.7 08 0.7
00 00 nan 0.0 0.0 nan 8 10 8 08 09 0.8
L0.0 100 nand|L0.0 1.0 nan '8 10 8 .09 1.0 0.9
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Table 5.6 The determination of VRT,,,, based on scenario 3

VRT;m=2.0 RTM (v),, Wy RD;;p

man 0.0 nany | man 0.0 nan 8 10 8 0 01 O

nan 2.0 nan nan 1.0 nan 8 10 8 01 0.2 0.1
nan 0.0 nan nan 0.0 nan 8 10 8 0.2 03 0.2
0.0 0.0 nan 0.0 0.0 nan 8 10 8 03 04 0.3
0.0 0.0 nan 0.0 0.0 nan 8 10 8 04 05 04
0.0 0.0 nan 0.0 0.0 nan 8 10 8 05 0.6 0.5
0.0 0.0 nan 0.0 0.0 nan 8 10 8 06 0.7 0.6
0.0 0.0 nan 0.0 0.0 nan 8 10 8 0.7 08 0.7
0.0 0.0 nan 0.0 0.0 nan 8 10 8 08 09 0.8
L0.0 0.0 nand |L0.0 0.0 nand 8 10 8 .09 1.0 0.9

By comparing scenes one and two for scenario 3, no error was observed in the
object detection, and there were no delta “nan” between scenes one and two.
The accuracy for object detection and scene segmentation is 100%. The high nPRT
reflects the high risk of a pedestrian crossing right in front of the AV in close
proximity. The low nVRT indicates that the risk of potential collision between the

AV and the detected vehicle was low since they were 45 m apart.

5.2.3 Control Tagging of the AV

In this section, CT figure known as Ctrl of the AV is illustrated with the same three
scenarios. The AV parameters brake, steering, throttle, and speed information
have dynamic range values and require normalisation before they are converted
into Ctrl. These acquired AV parameters based on the three scenarios were first
normalised using equations 5.8 to 5.11. The Ctrl was determined using equation
5.12.

Scenario 1: Straight paths without zebra crossing

In scenario 1, scene one, no pedestrians or vehicles were detected. Therefore,
the AV had a high throttle of 94%, but still at a safe speed of 16.09 km/h. With
that, the Ctrl was defined at 4.808, as shown in Table 5.7.
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Table 5.7 Scenario 1, scene one, AV Ctrl

Parameters Normalised values Overall Ctrl
(weights set at 10)
B 0 B, 0
Th 3760 Th, 3760/4000 = 0.94 (94%) 4.808
St -100 St, | Abs(-100/1000) =0.10 (12%)
Sp 16.09 km/h | Sp, 16.09/40=0.40 (40%)

TS: 1660210677004 ms, 2022-08—11f 17:37:57.004

&NV L L

pt‘t‘J 1?:‘": Thlll*tl*’ U.‘_‘“ Bfl_ﬂ e: 0.0, S

|.
PR

In scenario 1, scene two, the AV throttle was measured at 71% with a slight
steering of 12% to the left due to the road’s curvature. The actual speed was 13.93
km/h with no brakes applied. Table 5.8 shows the normalised AV parameters and
the result of Ctrl. The Ctrl of 3.945 showed no braking event with slight steering
and a rapid throttle at 35% of the speed limit.

Table 5.8 Scenario 1, scene two, AV Ctrl

Parameters Normalised values Overall Ctrl
(weights set at 10)
B 0 B, 0
Th 2841 Th, 2841/4000 = 0.71 (71%) 3.945
St -125 St, | Abs(-125/1000) =0.12 (12%)
Sp 13.93 km/h | Sp, 13.93/40=0.35 (35%)

= i 0, V qu
combined RT = 1.2,|CTRL = 3.945PRN = 4,734

By comparing scenes one and two in scenario 1, it was observed that the different
Ctrl (4.808 for scene one and 3.945 for scene two) reflected the difference in the
AV’s speed and throttle. In scene two, the AV was more cautious, reducing throttle
and speed, resulting in a lower Ctrl. Therefore, the Ctrl reflects the change in

speed and throttle applied.
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Scenario 2: T-junction without traffic lights for vehicles

In scenario 2, scene one, no pedestrians and vehicles were detected at the T-
junction without traffic lights. However, the AV braked to stop at the T-junction
pocket. Thus, the AV had a high braking of 95%, slowing down from 12.64 km/h.
With that, the Ctrl was defined at 4.406, as shown in Table 5.9.

Table 5.9 Scenario 2, scene one, AV Ctrl

Parameters Normalised values Overall Ctrl
(weights set at 10)
B 950 B, 950/1000=0.95 (95%)
Th 0 Th, 0/4000 = 0.0
4.406
St -60 St, Abs(-60/1000) =0.06 (6%)
Sp 12.64 km/h | Sp, 12.64/40=0.31 (31%)

19674854 ms, 2022-C

In scenario 2, scene two, the AV braked at 95%, with zero throttle and a slight
steering of 12%. The vehicle's speed at the time of braking was 13.77 km/h (34%).
Table 5.10 displays the actual values of the normalised AV parameters and the
calculation of Ctrl. The Ctrl of 4.664 is at the middle level due to the harsh

braking.
Table 5.10 Scenario 2, scene two, AV Ctrl
Parameters Normalised values Overall Ctrl
(weights set at 10)
B 950 B, 950/1000=0.95 (95%)
Th 0 Th, 0/4000 = 0.0
4.664
St -105 St, | Abs(-125/1000) =0.12 (12%)
Sp 13.77 km/h | Sp, 13.77/40=0.34 (34%)

W S

P quan

P 4 - V.,
combined RT = 1.5, |ICTR
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In comparing scenes one and two in scenario 2, Ctrl is comparable between the
two figures of 4.406 and 4.664 for scenes one and two, respectively. The minor
difference is due to the slightly higher speed for scene 2. This indicates that the

AV operations remained consistent regardless of the detected risk.

Scenario 3: Cornering, detection of pedestrians after AV turns

In scenario 3, scene one, no pedestrians and vehicles were detected within the
RTM after turning the corner. The AV was completing its turn (24% steering) with
a partial brake of 68% with a remaining speed of 12.55 km/h. With that, the Ctrl
was defined at 4.096, as shown in Table 5.11 .

Table 5.11 Scenario 3, scene one, AV Ctrl

Parameters Normalised values Overall Ctrl
(weights set at 10)
B 680 B, 680/1000=0.68 (68%)
Th 0 Th, 0/4000 = 0.0 4.096
St -240 St, | Abs(-240/1000) =0.24 (24%)
Sp | 12.55 km/h Spn 12.55/40=0.31 (31%)

ombined RT = o 0, lTFL— ' .096PRN |= C.0

In scenario 3, scene two, the AV braked at 84% and made a slight steering
adjustment of 28% to the left after the turn. Due to a detected pedestrian after
turning the corner, the AV was travelling at a speed of 5.24 km/h. As a result,
Ctrl is 4.183, which is in the middle level because of the slight steering and harsh
braking actions with extremely low speed. Table 5.12 summarises the actual

values of the normalised AV parameters and the calculation of Ctrl.
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Table 5.12 Scenario 3, scene two, AV Ctrl

Parameters Normalised values Overall Ctrl
(weights set at 10)
B 840 B, 840/1000=0.84 (84%)
Th 0 Th, 0/4000 = 0.0 4.183
St -280 St, | Abs(-280/1000) =0.28 (28%)
Sp 5.24km/h | Sp, 5.24/40=0.13 (13%)

In comparing scenes one and scene two in scenario 3, the Ctrl are comparable
between the two figures of 4.096 and 4.183 for scenes one and two, respectively.
The minor difference in Ctrl was due to a harsher brake applied, but it was also
compensated with a lower speed in scene two. This implies that the AV has taken
some inherent safety actions even without detecting the pedestrian, but the
performance of the AV control must be further refined to avoid high risk at this

location.

5.2.4 Predicted Risk Number (PRN)

With the completed Ctrl, nPRT and nVRT, the PRN is determined using the
equation 5.13. The derivation of PRN in real time is illustrated using scenarios 1
(Figure 5.13), 2 (Figure 5.15) and 3 (Figure 5.17). The PRN results and the

parameters required are illustrated in Table 5.13.

Table 5.13 Parameters for PRN in Scenarios 1, 2 and 3

Parameters Scenario 1, Scenario 2, Scenario 3,
Figure 5.13 Figure 5.15 Figure 5.17
nPRT (/10) 2.4 0.0 10.0
nVRT(/10) 0.0 3.0 2.0
C_RT(/10) 1.2 1.5 6.0
Ctrl (/10) 3.945 4.664 4.183
PRN (/100) 4.734 6.996 25.099
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The Ctrl, nPRT and nVRT are normalised to a maximum of 10 and a minimum of
0. C_RT (combined RT) is the average between nPRT and nVRT, which is also
normalised to 10. PRN ranges between 0 to 100 since it is the product of Ctrl and
C_RT, as in equation 5.13. Further details on the PRN results are discussed for

each scenario.

Scenario 1: straight path without zebra crossing

Scenario 1 in Table 5.13 has a PRN value of 4.734, indicating a low-level risk
assessment. Firstly, the 5 detected pedestrians in scenario 1 resulted in a low
level of nPRT and 0 nVRT for no vehicles detected. nPRT of 2.4 is logical since
the detected pedestrians were far from the AV. Secondly, the AV Ctrl of 3.945
was determined based on travel speed at 35% (Table 5.8) of its maximum speed
limit, with relatively high throttle and low steering. Comparing scenes one and
two of scenario 1 demonstrated that the AV triggered inherent safety actions with
lower operating speed and throttle in scene two when pedestrians were detected.
Therefore, in scene two, the low PRN of 4.734 indicates that the AV was operating
at low risk, allowing sufficient time for the AV to react when a pedestrian dashes
across the road region. Thus, in this case, the AV does not require any further
improvements in safety actions, and the PRN demonstrated its ability to perform

real-time risk assessment of this scenario.

Scenario 2: T-junction without traffic lights

The parameters of Table 5.13 for scenario 2 illustrate a PRN of 6.996. Firstly, a
vehicle was detected with no pedestrians within the scenario. Thus, only an nVRT
of 3.0 exists, illustrating that the detected vehicle was far from the AV. Secondly,
the Ctrl of 4.664 explains that the AV travelling at 34% (Table 5.10) of its
maximum speed limit had applied harsh braking with zero throttle. Thus, the
overall PRN of 6.996 is still considered a low-risk PRN. In this scenario, no critical
improvements in safety actions are necessary with the low PRN. However, minor
improvements to existing safety actions for future iterations, such as applying
early and gradual braking, will reduce the PRN even further for a safer AV

operation.
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Scenario 3: Cornering, detection of pedestrians after AV turns

Scenario 3 results shown in Table 5.13 illustrate the highest PRN value of 25.099
among the three scenarios. The high PRN occurred after a cornering where the
AV applied harsh braking with zero throttle and slight steering at low speed.
Firstly, a detected pedestrian that suddenly crosses the road in front of the AV
creates an nPRT of 10, while a detected vehicle in the 9t row provides a low
nVRT of 2.0. The nPRT and nVRT resulted in the C_RT of 6.0. Secondly, the Ctrl
of 4.183 was determined from the harsh braking with slight steering and low
speed. The high C_RT with a middle level of Ctrl resulted in a high PRN because
of the risk detected due to a pedestrian’s sudden dashing and the AV having harsh
braking with zero throttle at low speed. According to the guideline in section
5.1.3, any PRN above 20 is considered as high risk for the AV. The recommended
improvement to the inherent safety action is to brake early before the corner turn
and approach the zebra crossing with low speed and low braking for future

iterations. AV can resume at a higher speed after the zebra crossing.

In summary, the three scenarios illustrated PRN’s representation of the real-time
risk assessment of environmental hazards with AV controllability. These results
are demonstrated in real-world scenarios and focused on unregulated traffic
areas. The following section shows the Occurrence and visualisation of PRN using
a regional PRN method. More examples of high PRN and scenarios will be

discussed in section 5.3.

5.2.5 Occurrence with regional PRN visualisation

The Occurrence of risk assessment is represented by the regional PRN, which
reflects risk hotspots over regional areas at specific times. The regional PRN is
determined based on the flowchart in Figure 5.6 for different regions. Figure 5.18
shows an example of the regional PRN for the first loop of the test route. The
individual PRNs determined along the travelled paths are converted into location

grids with their PRN averaged into regional PRNs.



176
5.2 DARA evaluation process and results

13351 |
13349

13345 2
13343

13330
13337
13335
13333 | s
1333
13329
13327

g 1335 .
£ 1 |3

133 =10
13319
13317
13315
13313
13311
1.3300
1.3307
13305
13303

13301 Bl

13297

FEEEEEREEEEEEREEEEEREEEEEEEREEEEEREERERE

Figure 5.18 Regional PRN of first loop test route

Figure 5.18 shows an example that illustrates a regional PRN, highlighted as a
black box at the centre of Figure 5.18. The centre of this black box has a latitude
of 1.3323° and a longitude of 103.7739°, respectively, based on the y-axis and x-
axis. The regional PRN of this black box is 16, which means that any PRN within
the latitude and longitude limits are average and presented as a regional PRN.
The limits (boundary of each geolocation box) in Figure 5.18 are illustrated as
grids for each region. This black box location reflects the scenario shown in Figure
5.19 with a pedestrian dashing across the road at a T-junction, within 20 m of the
AV right after the AV makes a right turn.

T-Junctions without traffic
lights

Figure 5.19 Black box regional PRN scene for first loop

In the next section, DARA is verified using the iterative test route, and a detailed

explanation of scenarios with high PRN will be explained.
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5.3 Verification of DARA with real-world test routes

In this section, DARA is further verified with three iterative test routes. Firstly, an
overview of the PRN, C_RT, and Ctrl across the three iterative test routes with
statistical comparisons is presented. These comparisons were made with
observations on the PRN characteristics to verify the performance of DARA.
Secondly, an example of how the PRN rating threshold is determined based on
past historical data is provided. Lastly, nine scenarios (A to |) were selected to
illustrate the different outcomes of PRN (three high, three middle and three low)
and the simulated recommended actions that would lower the risk and improve

the safety performance of the AV, especially for high PRNs.

PRN for first loop vs timestamp
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Figure 5.20 PRN for the first loop

Figure 5.20 details the PRN for the first loop of the test routes. These results
illustrate the PRN's characteristics and functionality. Figure 5.20 (a) shows the
PRN variation over the timestamp of 25,939 samples, with a maximum PRN of
50.51 and a mean PRN of 3.32. The low mean PRN is mainly due to a significant

number of zero PRN values, which occur when no risks are detected at the scenes.
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This is verified by Figure 5.20 (b), which shows 67.8% of the PRN values were zero,
indicating no identified risks, while 32.2% were non-zero, indicating the detection
of risks for vehicles or pedestrians occurred with AV controls. Figure 5.20 (c)
further illustrates that 57.67% of the non-zero PRN falls within the intervals of >0
to <10, indicating that the remaining 42.33% of the scenes require safety
improvements, as their PRN values were 10 or higher (based on the PRN default
guide in section 5.1.3). High PRN occurs when vehicles or pedestrians are close
to the AV and when there is a combination of harsh braking, wide steering, or

significant speed changes.
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Figure 5.21 C_RT for the first loop

Figure 5.21 details the C_RT results for the entire first loop of the test routes.
C_RT represents the average risk per scene, calculated as an average between
nPRT and nVRT. Figure 5.21 (a) shows the C_RT variation over the 25,939
samples, with a maximum C_RT of 10 and a mean C_RT of 0.97. The low C_RT
mean is mainly contributed by the significant number of zero C_RT when no risks
were detected in the scenes, as shown in Figure 5.21 (b), where 67.8% of C_RT

were zero C_RT, and 32.2% were non-zero. These zero and non-zero C_RT
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correspond to the zero and non-zero PRN, confirming that PRN is only positive
when environmental risk is detected (C_RT is non-zero). These results show the
relationship between C_RT and PRN. Zero C_RT indicates no identified risks, while
non-zero C_RT occurrences indicate that risks for vehicle or pedestrian collisions
are detected within the RTM. Figure 5.21 (c) further illustrates that 84.91% of the
C_RT in this first loop is <5, while 15.09% > 5.

Ctrl for first loop vs timestamp
10 Ctrl —-Mean CTRL
8 7.56
3.54
56 N I I r! ‘ ] )l"'.’ 1 ‘l \ ~
O 4 3'68"' Y MY 5 - Ju i 17 ) I 0 JLIUNY g o s 1 | Ni |
P | ¥ L ImIErh “‘ ‘v 1" L W ’r ' | '
2 ( "' | l 'M‘rl ‘Al I 'm,'l‘.' ..,} ' N
0 T
Timestamp (ms)
(a) Ctrl of the entire first loop of the test route
No. of scenes in different Ctrl intervals
37.28%
10,000 9,670
8,000 21.64% 20.92%
@ 6,000 5,612 5,426
[0}
& 4,000 7.49% el
1,942 ’
2,000 0.00% 1‘-3;% ’ 1-22‘;% 0.06% 0.00% 0.00% 0.00%
0 0 - 16 0 0 0
0 >0to<1 1to<2 2to<3 3to<4 4to<> 5to<6 6to<7 7to<8 8to<9 9to<10 10
Ctrl intervals
(b) No. of scenes in different Ctrl intervals

Figure 5.22 Ctrl for the first loop

Figure 5.22 (a) illustrates how Ctrl changes based on the AV control movements
during the first loop of the test route. Ctrl will always be true because there will
always be braking or throttle. Thus, when the AV is turned on and remains
stationary without movement, the Ctrl has a value of 3.68. The Ctrl ranges from
0 to 10, with an average of 3.54 for the first loop. Figure 5.22 (b) shows the
distribution of Ctrl intervals for the first loop, corroborate the mean Ctrl value,
where the majority of the Ctrl is classified within the 3 to <4 interval. This also
illustrates that the AV did not have extreme moves within the first loop of

operations.
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With the quantitative results of DARA using PRN with C_RT and Ctrl, comparative
statistical analysis is conducted across different operating loops to understand the
magnitude of exposed risk (C_RT) and AV control movement (Ctrl), which results
in the AV real-time risk assessment outcome (PRN) for each loop. Table 5.14

illustrates these objectives.

Table 5.14 Data statistics for three loops of DARA real-world testing

Variable | Statistics First loop Second loop Third loop
Max 50.51 43.14 42.62
Mean 3.22 3.58 4.36
PRN
Zero 17,597 16,734 15,444
Non-zero 8,342 9,205 10,495
Max 10 9.5 10
Mean 0.97 1.04 1.36
C_RT
Zero 17,597 16,734 15,444
Non-zero 8,342 9,205 10,495
Max 7.56 6.78 7.19
Ctrl
Mean 3.54 3.40 3.41

Table 5.14 shows that the third loop of AV operation had the highest PRN, with a
mean of 4.36, and the highest non-zero PRN occurrence, 10,495, due to the
highest environmental risk (C_RT mean of 1.36). This meant that the AV did not
perform sufficient safety actions for the third loop by lowering the Ctrl (mean of
3.41) further in order to lower the effects of C_RT for the third loop. Therefore,
more safety improvements are needed for the third loop. The outcome of DARA
demonstrates the ability to identify safety improvements even at macro levels by

comparison across different iterations of AV operations.

The overview results confirm the characteristics of PRN as follows: 1) PRN is zero
when C_RT is zero, and 2) Ctrl is always non-zero since the AV is continually
operating unless the AV supply is turned off. The DARA outcomes, including PRN,

C_RT, and Ctrl, are used for comparative statistical analysis to identify if more
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safety actions are needed for different iterative loops of a fixed AV route. The
next section illustrates an alternative method to determine the PRN rating for a

particular route if the default guideline in Table 5.2 is not preferred.

5.3.1 Determination of PRN ratings through statistical methods

This section describes a method for determining PRN ratings using statistical
methods [137]. The method involves calculating the percentile rank from the
results of three test loops. The goal is to map the 50th percentile to the threshold
for low PRN and the 95th percentile to the threshold for middle PRN. PRN values
beyond the 95th percentile are considered high PRN. To identify the thresholds,
the zero PRN values are first removed from the outcomes, as the focus is on non-
zero PRNs. The PRN values are then sorted in ascending order (x-axis) for each
loop, with their frequency of occurrence plotted on the y-axis. Figure 5.23, Figure
5.24 and Figure 5.25 illustrate the ascending order of the non-zero PRNs, with the
50th and 95th percentiles indicated.

Figure 5.23, Figure 5.24 and Figure 5.25 display a similar trend in PRN numbers
across different loops. Based on this, for the iterative loop of a fixed route, the
threshold for low PRN can be set at the 50th percentile, and the threshold for
middle PRN can be set at the 95th percentile.

non-zero PRN (first loop)
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Figure 5.23 Non-zero PRN distribution for the first loop
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Figure 5.25 Non-zero PRN distribution for the third loop

Table 5.15 summarises all the values from the figures for easier interpretation,
with the low PRN threshold set at 9.02 and the middle PRN threshold set at 21.59,

after averaging

the results. Any PRN above 21.59 is considered high. This

statistical determination of the PRN rating threshold aligns with close proximity

(less than 10% variation) compared to the guideline provided in Table 5.2.

Therefore, this
determining the

historical data.

process can be applied to obtain a statistical method for

thresholds for low, middle, and high PRN for any AV route with

Table 5.15 PRN rating thresholds

Statistics First loop ngggd Third loop | Threshold | Guideline
50th percentile 8.48 9.08 9.52 9.02 10.00
95th percentile 23.01 20.81 20.95 21.59 20.00
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5.3.2 Scenario A, first loop with rated high PRN

This section illustrates different scenarios captured to verify the outcomes of
DARA against the ground truth and the measured AV controls in response to the
detected risk. To achieve this, each scenario contains the traffic landscape, the
DARA application scene, DARA outcomes, and recommended safety actions for

subsequent and future iterations to improve PRN in a recursive manner.

Scenario A depicts the AV making a right turn from the main road into a smaller
road where a pedestrian and vehicles were detected. This scenario was rated as
high PRN, exceeding the threshold of 20 (guideline from Table 5.2).

Table 5.16 Scenario A first loop with high PRN rating

Pavement

f1

T-Junctions

(a) Scenario with T-

S

junction o i
(b) DARA application scene
PRT =9.0, VRT=13.0 PRT =9.0, VRT=6.0
B,=0, Th,=0.8, St,= 1.0, Sp,= 0.16 B,=0, Th,=0.8, St,,= 1.0, Sp,= 0.16
(weights set at 10) (weights set at 10)
C_RT =7.75, Ctrl = 6.518, C_RT =7.50, Ctrl = 6.518,
PRN =50.513 PRN = 48.885
(c) DARA outcomes (d) DARA ground truth

Table 5.16 (a) shows a T-junction where the AV turned right, and Table 5.16 (b)
shows a pedestrian was detected in close proximity to the AV with a moving
vehicle some distance away. The AV made a sharp turn with strong steering and
high throttle but at low speed. In this scenario, the PRN outcome was 50.513, as
shown in Table 5.16 (c), while the PRN ground truth was 48.885, as shown in Table
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5.16 (d). The main difference lies in C_RT, where the inaccuracy is in the object
detection and scene segmentation accuracy. The accuracy of the C_RT is 96.6%,
which is related to the accuracy of YOLOv5s + mapping. The pedestrian was
correctly detected within row 2 of the road region, but the boundaries between
the pavement and the road were not clearly defined. The difference between the
DARA outcomes and ground truth PRN was due to the “False positive” detection
of parked vehicles onto the row 4 of the road region. Nevertheless, both results
for this scenario still incurred a high PRN rating (> 21.59). The Ctrl for ground
truth and DARA were identical since no abnormality was assumed. The wide
steering implied that a late turning occurred at a low speed but with a high
throttle. The DARA outcomes provided these interpretations into a single PRN.
The PRN for this scenario was rated as high and act as a trigger for the

recommended AV’s safety actions for subsequent loops.

Scenario A, PRN, C_RT and Ctrl
o 50.51 19
50 mScenario —=PRN —Ctrl —~C_RT ’
40 g.
£ 30 e
20 El
10 &
0
Timestamp (ms)
(@) PRN, C_RT and Ctrl of scenario A
Scenario A, speed, throttle, brake and steering E
10 _ PR 1=
8 H““‘“Hh_x__h_ljiake N J’\N\\ steer IININVJ N \_\_\H\ _throttle 0.8 f,E
- 6 L WIS \ 0.6 °
O 4 = Ctrl 04 ©
: AN X
0 _— §
o
=
Timestamp (ms)
_ EmScenario —Ctrl —steer —throttle —Speed —brake |
(b) Speed, throttle, brake and steering of scenario A

Figure 5.26 Scenario A’s PRN, C_RT, Ctrl and parametric data

Although ReRAF does not provide automated safety recommendations, the DARA
outcomes can be used to identify safety actions. For example, Figure 5.26 (a)

indicates that the highest PRN occurred when the AV was closest to the
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pedestrian, as marked by the scenario as a red line. The peak PRN was a result of
the peak Ctrl and C_RT. Ctrl increased due to the rising throttle and the sharp
steering angle of a sudden right turn. The high PRN indicated that further
improvements could be made to the inherent safety actions for safer AV

operations.

Scenario A, recommended safety actions with simulated PRN

Therefore, to further enhance AV safety, it is recommended to delay the right
turn at the T-junction of the main road for a few seconds while detecting a
pedestrian. This delay will allow pedestrians and other vehicles to move away
from the AV, reducing the risk of potential collisions. Additionally, during the turn,
the throttle should maintain at 0.6 instead of increasing to 0.8, based on Figure
5.26 (b). The steering should also be maintained at 0.7 with a smaller turning
angle instead of reaching 1.0 with a large turning angle, as shown in Figure 5.26
(b). Implementing these recommendations will result in improved PRN as
simulated in Table 5.17. These simulated outcomes represent the improvement in

PRN for the subsequent loop when a pedestrian is first detected near the T-

junction.
Table 5.17 Simulated safety actions for DARA in scenario A
Simulated DARA outcomes Simulated safety actions
3 th
PRT = 5.0, VRT= 3.0 o IFD{%iAestnans moved to the 6" row of the
B,=0, Th,=0.6, |
St,=0.7, Sp,=0.16 e Vehicle moved to the 8" row of the RTM
(weights set at 10)
CRT = 4.0, e Throttle stays at 0.6
Ctrl = 4.386, e Steering stays at 0.7 with an earlier turn
PRN = 17.546

Scenario A verifies that the PRN outcome is close to the ground truth, with the
main difference being in C_RT due to the precision of YOLOv5's + mapping
precision. DARA is used as a trigger for safety actions. If this scenario occurs, there

is potential for improved safety measures in the next loop, which can reduce PRNs
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to less than 20 in a recursive manner. The PRN should decrease over subsequent
AV operational loops when safety actions are in place. Therefore, DARA outcomes
provide a real-time risk assessment for the AV to use as a tool to trigger safety

actions.

5.3.3 Scenario B, first loop with rated middle PRN

Scenario B illustrates a corner scene within the first loop, and the PRN had a
middle rating since it ranged between 10 and 20. The objective is to use DARA
outcomes to measure the AV’s real-time risk assessment as it navigates through

the corner.

Table 5.18 Scenario B, first loop with rated middle PRN

Corner with vehicles

(a) Scenario with corner

(b) DARA application scene
PRT = 0.0, VRT=10.0 PRT =0.0, VRT=10.0
B,=0, Th,=0.67, St,= 0.33, Sp,=0.34 |B,=0, Th,=0.67, St,,= 0.33, Sp,= 0.34
(weights set at 10) (weights set at 10)
C_RT =2.25, C_RT =2.25,
Ctrl = 4.442, Ctrl = 4.442,
PRN =11.106 PRN =11.106
(c) DARA outcomes (d) DARA ground truth

Table 5.18 (a) shows a corner scenario with the AV moving towards two parked
vehicles. The parked vehicles could drive out, leading to sudden AV braking if it
disrupts the AV’s path. Table 5.18 (b) shows the DARA application scene from the
AV. Table 5.18 (c) illustrates the DARA outcomes having the same results
compared to the ground truth with a PRN of 11.106 shown in Table 5.18 (d). The
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outcome correctly matched the ground truth as it considered the parked area as
part of the road region. The PRN correctly represented the risky scene and had a

middle rating.

Scenario B, recommended safety actions with simulated PRN

With a middle PRN rating, improvements to inherent safety actions are
recommended for safer AV operations. For example, in this case, the speed can
be reduced to 0.25 (10 km/h), and the throttle can be reduced to 0.6 as the AV
navigates the corner. The recommended safety actions lead to an improved PRN
with the simulated results in Table 5.19. The speed reduction and throttle will

improve the safety of the AV when it drives near parked vehicles.

Table 5.19 Simulated safety actions for DARA in scenario B

Simulated DARA outcomes Simulated safety actions

B=0 TI;lRZ()::.?g’t ZRJEJOS?, _0.25 | ® Throttle reduced to 0.6
n ) n ¥ n M ) n ¢
(weights set at 10) e Speed reduced to 0.25 (10 km/h)
C_RT = 2.25, Ctrl = 3.93, PRN = 8.84

5.3.4 Scenario C, first loop with rated low PRN

Scenario C illustrates a straight road scene within the first loop, with zero PRN.
The outcome of DARA recommends improving efficiency by operating at a higher
speed in areas of no risk (no C_RT or zero PRN) as opposed to being overly cautious

for risk assessment approaches.

Table 5.20 (a) and (b) show the AV was travelling on a straight road without
pedestrians or vehicles. Since C_RT was zero, PRN would also be zero, as shown
in Table 5.20 (c) and (d). Thus, no safety actions were required for this scenario.
In this scenario, zero PRN suggests the potential to increase the AV’s speed to

improve efficiency, especially if PRN remains zero over several iterations.
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Table 5.20 Scenario C, first loop with rated low PRN

10/ 00 00 00
9] 0.0 00 0.0 | 00 00 00
0 00 00

Straight road 5100 o0 2o B 5102 83 80

6/ 00 00 00
5/ 00 00 00

|
5/ 00 00 00
4] 00 00 00 4] 00 00 00
3| 00 00 0.0
2|
1

AV

(a) Scenario with corner

=Y
).\

(b) DARA application scene

PRT = 0.0, VRT=0.0 PRT =0.0, VRT= 0.0
B,=0, Th,=0.81, St,= 0.07, Sp,,= 0.37 |B,=0, Th,=0.81, St,= 0.07, Sp,= 0.37
(weights set at 10) (weights set at 10)

C_RT = 0.0, Ctrl = 4.201, PRN = 0.0 | C_RT =0.0, Ctrl = 4.201, PRN = 0.0

(c) DARA outcomes (d) DARA ground truth

5.3.5 Scenario D, second loop with rated high PRN

Scenario D depicts a rare event in which the road was not obstructed, but trucks
were residing on both sides of the road, one in the bay area and one in the opposite
lane. Moreover, a pedestrian was detected on the pavement. The scenario had a
high PRN rating of more than 20.

Table 5.21 (a) illustrates scenario with a straight road but with trucks on both
sides of the road. The truck on the left was stationary and parked in a bay, while
the truck on the right stopped in the opposite lane and blocked the opposing
traffic. The DARA application scene is illustrated in Table 5.21 (b). In this scene,
the AV would face the risk of driving through a narrow lane and must be able to
detect oncoming traffic or pedestrians crossing from the pavement. The PRN was
determined as 29.92 in Table 5.21 (c), while the DARA ground truth PRN was
28.82, as shown in Table 5.21 (d). The difference was due to the missed mapping
of the truck on the left into the RTM. Thus, causing a difference in C_RT, and the
accuracy of C_RT in this scenario was 96.1%. The existing AV operation had a

strong throttle and speed, facing risk as it drove into this narrow path. The PRN
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rating for this scenario was high, indicating that an improvement to inherent

safety actions is required.

Table 5.21 Scenario D, second loop with rated high PRN

Straight road

(a) Scenario with a

straight road (b) DARA application scene
PRT = 5.6, VRT=8.0 PRT =5.6, VRT=15.0
B,=0, Th,=0.93, St,= 0.04, Sp,,= 0.35 |B,= 0, Th,=0.93, St,= 0.04, Sp,= 0.35
(weights set at 10) (weights set at 10)
C_RT = 6.8, C_RT = 6.55,
Ctrl = 4.40, Ctrl = 4.40,
PRN = 29.92 PRN = 28.82
(c) DARA outcomes (d) DARA ground truth

Scenario D, recommended safety actions with simulated PRN

The AV should operate at a lower speed and throttle to ensure safe operations.
Based on the existing throttle and speed, the recommended speed for the AV can
be 0.25 (10 km/h), and the throttle should be set to 0.5. If these safety measures
are applied, the simulated PRN is 17.884, as shown in Table 5.22. It is important
to note that the speed and throttle should not remain constant, and further
reduction is necessary as the AV approaches closer to the truck in case an
emergency brake is needed for a pedestrian dashing across the road. It is also

important to monitor if the AV can pass through the narrow road lane.
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Table 5.22 Simulated safety actions for DARA in scenario D

Simulated DARA outcomes Simulated safety actions

PRT = 5.6, VRT= 8.0
B,=0, Thrf;%]sg%tjgg (a)£0146)5pn= 0.25 | Throttle reduced to 0.5

C_RT =6.8, Ctrl =2.63, PRN = e Speed reduced to 0.25 (10 km/h)
17.884

5.3.6 Scenario E, second loop with rated middle PRN

Scenario E shows a risk of the AV colliding with a pedestrian in front of the road
region. The pedestrian was walking at the side of the road and expected the AV
to manoeuvre away from him to avoid collision. This scenario is a good example
of using DARA to assess AV’s safety action through this exposed risk. The PRN
rating of this scenario was considered middle since it exceeded 10 but was less
than 20.

Table 5.23 Scenario E, second loop with rated middle PRN

(a) Scenario with a
straight road

(b) DARA application scene
PRT = 6.0, VRT=0.0 PRT = 6.0, VRT=15.0
B,=0, Th,=0.89, St,= 0.04, Sp,= 0.58 |B,=0, Th,=0.89, St,,= 0.04, Sp,= 0.58
(weights set at 10) (weights set at 10)
C_RT = 3.0, Ctrl = 5.045, C_RT = 3.0, Ctrl = 5.045,
PRN = 15.135 PRN =15.135
(c) DARA outcomes (d) DARA ground truth
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Table 5.23 (a) depicts the scenario of a pedestrian walking on a straight road
towards the AV on the road region, as shown in Table 5.23 (b). The scenario was
dangerous for the pedestrian, and the AV will have to trigger safety actions to
avoid the pedestrian as it came closer. At this moment, shown in Table 5.23 (b),
the PRN outcome from DARA was 15.135, which matched the ground truth. The
operating speed was high at 23.2 km/h with a strong throttle of 0.89. In this
scenario, DARA correctly represented the high-risk event with AV approaching a

potential collision with a pedestrian on the road without any safety actions yet.

Scenario E, PRN, C_RT and Ctrl

20 10
mScenario —PRN —Ctrl —C_RT 15.14

15
12.34 /__/\/7
Z10

6.24 (AV safety actions activated)

C_RT & Ctrl

L= S S N = S - -]

Timestamp (ms)

(@) PRN, C_RT and Ctrl of scenario E

Scenario E, speed, throttle, brake and steering

throttle
0.891 0.8
) 0.6

Speed

Ctrl

Throttle, speed, brake, steer

mScenario —Ctrl —brake —throttle Speed —steer

(b) Speed, throttle, brake and steering of scenario E

Figure 5.27 Scenario E’s PRN, C_RT, Ctrl and parametric data

This scenario was further evaluated with a couple more scenes to understand the
AV's behaviour in mitigating this risk and whether the existing safety actions were
sufficient to reduce the PRN. Figure 5.27 (a) demonstrated that the AV safety
actions did reduce the PRN, even though the C_RT was rising (i.e. the AV is moving
closer to the pedestrian). The rising C_RT demonstrates the LID behaviour for PRT.
The drop in PRN resulted in the reduction in Ctrl. Figure 5.27 (b) further explains
that the reduction in Ctrl was achieved by stopping the throttle completely
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seconds later from the identified scenario. There was also a slight shift in the

steering to avoid the pedestrian.

The DARA outcomes for this scenario show that the inherent AV safety controls
had reduced the detected risk from a medium PRN rating to a low PRN rating.
The inherent safety actions were effective in preventing collisions and reducing

risk.

Scenario E, recommended safety actions with simulated PRN

If further improvements are needed, it is recommended to gradually reduce the
throttle starting when PRN reaches 10 or 12.34 instead of abruptly cutting the
throttle at PRN 15.14. This gradual approach will help decrease the PRN and Ctrl,
reducing the risk of collision. No changes are needed for the steering actions. If
the recommendations are applied, the simulated PRN for this scenario is shown
in Table 5.24, where the PRN has reduced from a middle to low PRN rating. The
throttle will have reduced to 0.6, and the speed will have dropped to 14 km/h
instead of 23.2 km/h. This scenario demonstrates how DARA can be used for real-
time risk assessment of AV operations, and the outcomes can be used to determine

future improvements to existing safety measures.

Table 5.24 Simulated safety actions for DARA in scenario E

Simulated DARA outcomes Simulated safety actions

PRT = 6.0, VRT=0.0
B,=0, Th,=0.60, St,= 0.04, Sp,= 0.35| e Reduce throttle when PRN >10
(weights set at 10)
C_RT = 3.0, Ctrl = 3.3,
PRN =9.9

e This results in a reduction in speed

5.3.7 Scenario F, second loop with rated low PRN

Scenario F shows the AV stopped at a T-junction where a vehicle crossed the T-
junction in front of the AV. The AV detected the vehicle and continued to brake
till the vehicle passed the midpoint of the T-junction. At that point, the AV started

moving and made a right turn while keeping a distance from the detected vehicle.
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The PRN was rated low since it is below 9.02. This scenario demonstrated how
DARA assesses the AV safety controls as it manages its risk when a vehicle
travelling in front of it is detected. A detailed analysis using the DARA outcomes

was also explained in detail for this scenario.

Table 5.25 (a) shows the scenario where the AV waited for the detected vehicle
to drive past the T-junction. Table 5.25 (b) illustrates the DARA application scene
where the vehicle passed the “mid-point” of the T-junction. For this scene in
Table 5.25 (c) and (d), the DARA outcomes were the same as the ground truth
since the detected vehicle was correctly identified and mapped correctly in the
RTM. Since the PRN was rated low, no safety improvement actions are required
for this scenario. Further analysis was conducted to validate the Ctrl actions of

the AV as the detected vehicle passes the T-junction.

Table 5.25 Scenario F, second loop with rated low PRN

T-junction

(a) Scenario with T-junction |

(b) DARA application scene

PRT =0.0, VRT=7.0
B,=0, Th,=0.31, St,= 0.01, Sp,,= 0.0
(weights set at 10)

C_RT = 3.5,
Ctrl = 1.058,
PRN = 3.704

(c) DARA outcomes

PRT =0.0, VRT=7.0
B,=0, Th,=0.31, St,= 0.01, Sp,= 0.0
(weights set at 10)

C_RT = 3.5,
Ctrl = 1.058,
PRN = 3.704

(d) DARA ground truth

Figure 5.28 (a) shows that the PRN stayed around 10 as the Ctrl decreases (2.53)
with C_RT at 4.00. This decrease in Ctrl was due to the high braking, zero throttle
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and almost zero speed, as shown in Figure 5.28 (b). As the detected vehicle passed
near the “mid-point” of the T-junction, the AV had a moment of almost zero PRN
with zero speed, residual steer, zero throttles and zero brakes, as shown in Figure
5.28 (a) and (b). As the detected vehicle passed the AV, the PRN increased as the
AV started to move and speed up while maintaining a distance from the detected

vehicle with a low PRN not exceeding 8.

This scenario shows that DARA performs a detailed risk assessment of the AV in
real time using PRN and its outcomes. In this case, no further improvements in
safety actions are required for subsequent similar events. The only minor
adjustment is to have gradual braking at point A, as shown in Figure 5.28 (b),

instead of harsh braking.

Scenario F, PRN, C_RT and Ctrl
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(b) Scenario F, Speed, throttle, brake and steering

Figure 5.28 Scenario F's PRN, C_RT, Ctrl and parametric data

5.3.8 Scenario G, third loop with rated high PRN

Scenario G describes the AV travelling on a straight road while an oncoming vehicle

appeared in the opposite lane. The oncoming vehicle could obstruct the AV's path
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since there is no barrier between the two lanes. This scenario shows that the PRN

was higher than 20, indicating a high PRN rating.

Table 5.26 (a) shows the scenario where the AV came close to the vehicle
travelling in the opposite lane. If each vehicle travels within its lane, the risk
would be minimal. However, as there is no barrier between the opposing lanes,
there could be a potential risk where the vehicle could drive out of its lane,
especially when the vehicle comes close to the AV, as shown in Table 5.26 (b).
Thus, Table 5.26 (c) and (d) shows that the DARA algorithm indicates a PRN of
22.178 that matched the intended ground truth. The high PRN was mainly caused
by the high Ctrl.

Table 5.26 Scenario G, third loop with rated high PRN

Straight road

10]
9
8| 00 00 0.0

7|00 00 00
6] 0.0 00 0.0
500 00 00
4| 0.0 00 00
3/ 00 00 00
2100 00 00
1| 0.0

(a) Scenario with straight (b) DARA application scene

road
PRT =0.0, VRT=9.0 PRT =0.0, VRT=9.0
B,= 0, Th,=0.88, st,=0.07, Sp,= 0.53 |B,=0, Th,=0.88, St,,= 0.07, Sp,= 0.53
(weights set at 10) (weights set at 10)
C_RT =4.5, C_RT =4.5,
Ctrl = 4.929, Ctrl = 4.929,
PRN =22.178 PRN =22.178
(c) DARA outcomes (d) DARA ground truth

Figure 5.29 indicates that the C_RT increased as the detected vehicle approached
the AV, while the Ctrl remained the same. The Ctrl was maintained at a speed of
21.32 km/h and a high throttle of 0.88. The spikes in Figure 5.29 were caused by

the precision of YOLOv5s, where object detection is not as accurate when the
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objects are small and far from the AV. Object detection has higher precision as

the object comes close to the middle of the scene.

Scenario G, PRN, C_RT and Ctrl
40 10

mScenario —PRN —Ctrl —~C_RT |
30 22.18:
i3 i3

C_RT & Ctrl

T

Figure 5.29 Scenario G, PRN, C_RT and Ctrl

Scenario G, recommended safety actions with simulated PRN

In this scenario, the recommendation is to cut the throttle when the PRN reaches
10. Once the vehicle passes the AV without any risk of collision, the AV can resume
the throttle and vehicle speed. If the recommendation is applied for the
subsequent round, the PRN can be reduced to 9.0, as shown in Table 5.27, from

a high to low PRN rating.

Table 5.27 Simulated safety actions for DARA in scenario G

Simulated DARA outcomes Simulated safety actions

PRT =0.0, VRT=9.0
B,= 0, Th,=0.0, St,= 0.07, Sp,= 0.53
(weights set at 10) e Cut the throttle when PRN >10
C RT = 4.5,
Ctrl =2.0,
PRN =9.0

5.3.9 Scenario H, third loop with rated middle PRN

Scenario H illustrates the AV approaching a T-junction and stopping at the pocket
with a pedestrian on the left while a vehicle turned from the main road into the
AV path. The AV operated safely, as its original intention was to stop at the
pocket, which reduced the risk at this T-junction. However, a second vehicle

started to turn into the AV path as soon as the first vehicle passed the AV. The
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scenario uses DARA to evaluate the AV’s risk assessment. The PRN of the scenario

was given a middle rating.

Table 5.28 (a) depicts the AV approaching the T-junction's pocket from the minor
road. As the AV moved towards the pocket, a pedestrian started to cross from the
road to the pavement, while simultaneously, a vehicle turned from the main road
into the minor road, as illustrated in Table 5.28 (b). Both the DARA outcomes and
the ground truth aligned in this scene, as indicated in Table 5.28 (c) and (d). The
significance of this scenario extends beyond the scene, as shown in Table 5.28 (b).
Once the AV reached the pocket, vehicle A passed the AV in the opposite lane into
the minor road, and seconds later, vehicle B also turned into the minor road.
Therefore, a more comprehensive analysis using DARA outcomes can be used to

verify if the AV is implementing appropriate safety actions for this scenario.

Table 5.28 Scenario H, third loop with rated middle PRN

(@) Scenario with T-
junction

(b) DARA app['ication scene

PRT =7.0, VRT=8.0
B,=0, Th,=0.24, St,= 0.03, Sp,= 0.21
(weights set at 10)

C_RT =7.5,
Ctrl =1.599,
PRN = 11.991

(c) DARA outcomes

PRT =7.0, VRT= 8.0
B,=0, Th,=0.24, St,,= 0.03, Sp,= 0.21
(weights set at 10)

C_RT =7.5,
Ctrl =1.599,
PRN = 11.991

(d) DARA ground truth
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Scenario H, PRN, C_RT and Ctrl
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(a) Scenario H, PRN, C_RT and Ctrl
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(b) Scenario H, Speed, throttle, brake and steering

Figure 5.30 Scenario H’s PRN, C_RT, Ctrl and parametric data

Figure 5.30 (a) shows that when vehicle A was detected, the AV deployed inherent
safety actions by reducing the throttle. Alternatively, the reduction in throttle
could also be due to AV slowing down as it approached the pocket of the T-
junction. However, when the pedestrian was detected, the C_RT raised the PRN
slightly above 10. The increase in C_RT was due to a pedestrian and vehicle A
moving closer to the AV. There was also a slight increase in Ctrl, which was
contributed by the increase in throttle, as shown in Figure 5.30 (b). The “red box”
depicts the focus of this scenario, where improvements to inherent safety actions
are needed. The “red box” illustrates the scene where Ctrl increased when the
second vehicle (vehicle B) was detected before turning into the minor road, as
shown in Figure 5.30 (a). This increase in Ctrl was due to the increased throttle
by the AV moving ahead and attempted to turn right. During this event (“red
box”), the AV detected the second vehicle (vehicle B) and deployed sudden
braking to reduce the speed effect of the throttle. This sudden throttle and
braking event between vehicles A and B caused the elevated PRN with Ctrl. Due

to the low speed, the risk was not high and thus PRN did not reach a high rating.
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The outcome of DARA for this scenario demonstrated its ability to perform a real-
time risk assessment of the AV controls with the detected environmental risk. This
is represented by PRN, and detailed analyses were further investigated with C_RT
and Ctrl. The AV safety actions in this scenario were correctly deployed for vehicle
A, and the pedestrian was detected, but further improvements to the inherent

safety actions are needed when vehicle B is detected.

Scenario H, recommended safety actions with simulated PRN

Potential improvements are suggested when vehicle B is detected. A peak PRN of
16.52 was shown in Figure 5.30 (a). The peak was due to the pedestrian detected
on the pavement at the point nearest to the AV, while vehicle B was detected
before the turn. Table 5.29 (a) also verified that the PRN was high due to the
elevated Ctrl. Table 5.29 (b) represents the illustrated PRN 16.52 scene. Thus, a
reduction in throttle when vehicle B is detected, eliminates the need for sudden

breaking at a later time.

Table 5.29 “Red box” scene for scenario H

PRT =7.2 ,VRT=7.0
B,=0, Th,=0.56,
St,=0.01, Sp,=0.13
(weights set at 10)

CRT =71,
Ctrl = 2.327,
PRN = 16.521

(a) DARA outcome at
peak PRN when
vehicle B is detected

(b) DARA application scene

If the suggested safety improvements are made with the throttle reduced to 0.25,
the speed will also slow down. Thus, the simulated PRN will change from 16.521
to 8.52, as shown in Table 5.30, lowering the corresponding PRN rating from

middle to low.
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Table 5.30 Simulated safety actions for DARA in “red box” scenario H

Simulated DARA outcomes

Simulated safety actions

PRT =7.2 ,VRT=17.0
B,=0, Th,=0.25, St,= 0.01, Sp,=0.10
(weights set at 10)

CRT =71,
Ctrl=1.2,
PRN = 8.52

Reduce the throttle to 0.25

Speed will also be reduced to
4km/h.

5.3.10 Scenario |, third loop with rated low PRN

Scenario | illustrates the AV moving on a straight road with a pedestrian walking

across the pavement region. This scenario uses DARA to evaluate a typical case

where the AV should not be overly conservative in reducing or triggering safety

actions as the pedestrian had already walked out of the road region. Thus, the

PRN of the scenario was assigned a low rating.

Table 5.31 Scenario H, third loop with rated low PRN

T-junction

(e) Scenario with T-junction

(f) DARA application scene

PRT =5.0, VRT=0.0
B,=0, Th,=0.7, St,,= 0.06, Sp,=0.12
(weights set at 10)

C_RT = 2.5,
Ctrl =2.922,
PRN =7.304

(g) DARA outcomes

PRT =5.0, VRT=0.0
B,=0, Th,=0.7, St,,= 0.06, Sp,= 0.12
(weights set at 10)

C_RT = 2.5,
Ctrl =2.922,
PRN =7.304

(h) DARA ground truth
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Table 5.31 (a) and (b) depict the AV on a straight road with pedestrians residing
on the 5% row of the road region. Therefore, the AV was travelling at a low speed
but with high throttle since it was 30 m away from the pedestrians. DARA
outcomes and ground truth were matched, as shown in Table 5.31 (c) and (d).
Further scenes are analysed using DARA to evaluate the pedestrian movement and

if the AV took any safety actions related to this movement.

Scenario |, PRN, C_RT and Ctrl
20 10

O N b O
C_RT & Ctrl

Timestamp (ms) mScenario —PRN —Ctrl -C_RT

(a) Scenario |, PRN, C_RT and Ctrl

Scenario |, speed, throttle, brake and steering
1.0
T 0.8

Ctrl

O = N W A WU

Throttle, speed, brake, steer

Timestamp (ms)
| —=Ctrl —steer -throttle —speed —brake -Scenario |

(b) Scenario I, speed, throttle, brake and steering

Figure 5.31 Scenario I's PRN, C_RT, Ctrl and parametric data

Figure 5.31 (a) shows that C_RT remains below 6.0 as the AV travelled straight,
thus implying that the pedestrian should be walking away from the AV and moving
out of the RTM. Moreover, there were no inherent safety actions triggered, proven
by the increase in Ctrl. The increase in Ctrl was due to the increased in throttle
shown in Figure 5.31 (b). The only minor improvement is to lower the throttle,
shown in Figure 5.31 (b), at the tail end of this scenario to prevent the PRN from
exceeding 10 to reduce risk (i.e. if the pedestrian decides to turn around). Other

than that, no critical safety actions are required in this scenario.
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Similarly, the DARA outcomes for this scenario demonstrated its ability to assess
if the AV's safety actions are overly conservative by verifying with the C_RT. If no
environmental risks are detected (zero C_RT), the AV could improve its speed for
higher efficiency, but it should be validated with more routes before making the

final decision.

5.3.11 Verification summary for all scenarios

This section summarises the DARA outcomes for all nine scenarios A to |. Using
these nine scenarios, the PRN vs ground truth, the risk assessment outcomes and
the proposed improvements to inherent safety actions with simulated PRN are
summarised in Table 5.32 and Table 5.33.

Table 5.32 shows a summary of the PRN vs ground truth across the nine scenarios.
Two (scenarios A and D) out of the nine scenarios had PRN differences between
the PRN actual and ground truth with an error range of 3-4%. Similar to STREET,
the variance mainly comes from the YOLOv5s object detection and in the case of
DARA, the variances were contributed from both YOLOv5s and PSPNet, as
indicated in section 5.1.1. These verifications are accomplished based on the
scenarios mentioned in chapter 3, which consist of T-junctions, straight roads and
corners. Therefore, the results show that DARA can still manage 77.7% of the
different scenarios with an accurate PRN, while the remaining only have a 3-4%

PRN error, despite the challenges on the performance of YOLOv5 and PSPNet.

Table 5.32 Summary of PRN vs ground truth across the nine scenarios

Scenario Trip Scene PRN PRN Ground Delta
rating truth
A First loop T-junction High 50.513 48.885 3.33%
B First loop Corner Middle 11.106 11.106 0%
C First loop Straight road Low 0 0 NA
D Second loop | Straight road High 29.92 28.82 3.82%
E Second loop | Straight road Middle 15.135 15.135 0%
F Second loop | T-junction Low 3.704 3.704 0%
G Third loop Straight road High 22.178 22.178 0%
H Third loop T-junction Middle 11.991 11.991 0%
I Third loop Straight road Low 7.304 7.304 0%
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Table 5.33 indicates the AV's existing safety actions and proposed improvements
in safety actions based on the real-time risk assessment conducted for these
scenarios. Four (scenarios A, B, D and G) out of the nine scenarios require
improvements to the inherent safety actions, and one of them (scenario H)
requires partial improvements, which represents a 50% improvement on the
existing safety actions. Table 5.33 also shows that the improvement for each
scenario varies from 20% to 65% of the PRN to improve safety for AV operations.
From these verifications, DARA converts these contextual events and represents
them into a PRN. Thereafter, the DARA outcomes (PRN,C_RT,PRT,VRT,Ctrl,
speed, brake, steer and throttle) are used to analyse for further improvements in
AV safety actions. Therefore, in the subsequent route, the AV should reduce their
PRN if similar scenario is observed using PRN as a trigger, thus demonstrating the
recursive process in the ReRAF concept.

Table 5.33 AV'’s risk assessment outcome with improvements to inherent safety actions

Scenario PRN Is improvement to | Simulated PRN with PRN
inherent safety recommended reduction
actions needed? improvements

(Yes/No)

A 50.513 Yes 17.546 65.26%

B 11.106 Yes 8.84 20.40%

c 0 No NA NA

D 29.92 Yes 17.884 40.23%

e | D P
F 3.704 No NA NA

G 22.178 Yes 9.0 59.42%

H (zm] f’/’e‘r’hzille) Partial 8.52 48.43%

I 7.304 No NA NA

The DARA algorithm has demonstrated its functionality by testing three iterative
loops of AV real-world operations. The nine scenarios tested showed that the
inaccuracies of the PRN results are mainly attributed to the object detection
process, which is similar to STREET. The impact of this PRN inaccuracy is
measured, with a 3-4% error compared to the PRN ground truth if it occurs. The
error does not impact the decision to make safety improvements, which are

evaluated based on PRN thresholds, while the safety actions are determined based
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on the PRN over time instead of a single instance of PRN. In situations where DARA
or ReRAF malfunctions as an independent module for risk assessment, the AV can
still rely on ReRAC to receive remote advance warnings, while the inherent AV

safety system can still prevent accidents.

5.4 Summary

This chapter provides a comprehensive theoretical formulation, evaluation and
verification of the novel DARA algorithm within ReRAF. ReRAF is utilised in AVs to
conduct an independent end-to-end, real-time risk assessment of the AV by
measuring its inherent safety actions based on environmental risk. It converts
image information into a quantitative risk measurement without human
interpretation. The DARA algorithm employs image risk tagging and mapping in
conjunction with control tagging of the AV, to generate a PRN representing the
AV's risk assessment. Image risk tagging and mapping utilises object detection and
scene segmentation, using YOLOv5s and PSPNet to identify contextual risks, such
as pedestrians and vehicles, residing at different landscape to form a quantitative
risk figure known as C_RT. Control tagging of the AV converts the obtained AV
parametric data, such as speed, brake, steer, and throttle, into a single variable
known as Ctrl. The result of C_RT and Ctrl were used to determine PRN, which
measures the AV's ability to reduce risk through its safety actions when responding

to detected risks. Based on the simulated PRN scenes, a guideline for PRN rating

(low, middle, and high) was provided. Additionally, a visualisation technique
known as regional PRN, obtained by averaging PRNs over a geolocation grid, helps
to identify potential hotspots. This chapter evaluates DARA over three unregulated
traffic scenarios, such as T-junctions, corners, and straight roads. Furthermore,
DARA was verified with three iterative loops of AV operation, consisting of 77,817
scenes. The results illustrate the distribution of risk intervals and statistical
comparison at the macro level to identify the specific loop that requires safety
action improvements. A statistical method was also illustrated to determine an
alternate PRN rating, in addition to the defined PRN guideline. Lastly, nine
scenarios within the three iterative loops of AV operation were used to test the

DARA algorithm against its ground truth. The nine scenarios have diverse low,
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middle, and high PRN ratings at various road scenes. The results show that seven
out of nine scenes produced identical results, while only two scenarios showed a
3-4% error. These errors occurred due to the inaccurate object detection process.
However, these errors do not impact the decision to make safety improvements,
which are evaluated based on the PRN thresholds, while the safety actions are
determined based on PRN over time. DARA uses these nine scenarios to assess AV's
safety actions when exposed to these environmental risks. The assessment
revealed that for 50% of the scenarios, improvements in the inherent safety action
were recommended. When implemented, these resulted in simulated PRN
improvements ranging from 20% to 65%. The real-world verification results confirm
that the DARA algorithm can effectively perform real-time risk assessments for
AVs, suggesting potential improvements to their safety actions for future routes.
This ability to continuously improve safety actions through real-time risk

assessment highlights the advantage of the recursive process within ReRAF.
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Chapter 6

6 Conclusion and further work

This section concludes the thesis and discusses future research opportunities

based on the findings.

6.1 Conclusion

The current static risk assessment used in the development of AV does not
adequately cover all aspects of AV operations. These gaps in coverage include the
need to consider real-time evaluation of the AV’s safety actions when hazardous
risks are detected, insufficient consideration of remote hazardous risks through
cooperative mode, and the inability to implement safety improvements for

upcoming AV operations without waiting for the next development cycle.

The review of existing risk assessment suggested that environmental
considerations, objective measurement of the of hazardous events, and end-to-
end solutions are missing. Most notably, a holistic framework for real-time risk

assessment and a cooperative mode must be included to address the identified

gaps.

This thesis presents a real-time risk assessment framework and a cooperative

mode, conceptualised using the baseline of risk assessment standards and
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additional requirements from the identified gaps between static and real-time risk
assessment. The framework, ReRAF is used within the AV to evaluate the AV’s
control or safety actions when hazardous risks are detected. The cooperative
mode, ReRAC, is used within an infrastructure that assists the AV in providing

remote risk measurements and identifying hazardous events and warnings.

The design and development of ReRAC for RSU are explained with illustrations of
real-time AV operations. The AV operations focused on detecting hazardous events
at unregulated traffic and T-junctions instead of highways and regulated
intersections in existing approaches since risk is more prevalent in unregulated
traffic and T-junctions. Results of ReRAC demonstrated how the STREET algorithm
worked with different probabilistic models (LID, CED, and AED), providing
different coverage of the AOI. STREET operates in real time and converts a scene
into RT figures, RSU-TTC, Occurrence, hazardous identification, and warnings. The
primary focuses of STREET are the RT figures and its normalised RT figures. RT
figures provide a summation of the environmental risk within the scene, while
normalised RT figures provide the aggregate risk per scene. STREET was tested
and proven effective in detecting different pedestrian events in a corner scenario
with a total of 97,446 scenes. Furthermore, four real-world events verified the RT
figures with the LID model with its ground truth, compared the between LID, CED,
and AED, and verified the expected relationship between RSU-TTC, RT figure
based on LID, and normalised RT figure based on LID. These quantitative RT figures
offer real-time risk values of the scene within the scenario. RSU-TTC offers a time-
based countdown to determine the time to collide between the reference location
“X” and the detected pedestrian, giving a different perspective on potential
collision impact. The formulated hazardous identification and warnings were
tested on a T-junction that illustrates its functionality to provide instantaneous
event detection of vehicles and pedestrian hazards within the intersection or road
section. Additionally, Occurrence is used to verify the selected probability model
used for STREET.

The ReRAC outcomes provide different methods of remote warning before the AV

arrives at the infrastructure's exact location. These remote warnings aid in
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dynamic path planning for the AV. The recursive accumulation of ReRAC outcomes
over time can also assist the AV in better path planning. The outcome of STREET,
with different probabilistic models, demonstrated how the RT figures with RSU-
TTC identify low/high risk scenarios or the presence of pedestrians in the middle
of the AOI. The hazard identifications and warnings are also verified, and its
functionality is demonstrated in a T-junction. Therefore, the outcome of the RT
figure, RSU-TTC and hazard identifications and warnings are provided every 40
ms, proving its end-to-end process at granular levels. With the conversion from
camera images into quantitative figures without any human intervention, the
STREET process is objective, and the outcome is lightweight with only data and
not a series of images. These results conclude the motivation and contributions
for ReRAC.

The ReRAF concept design and development in an AV system were explained with
illustrations of real-time AV operations. The ReRAF concept uses the DARA
algorithm, which combines C_RT and Ctrl to provide PRN. C_RT are similar to
those RT figures used in ReRAC to detect hazardous events within the scene,
except in the ReRAF’s case they will dynamically change with the moving
landscape. Ctrl represent the longitudinal and latitudinal control of the AV and
the deployed safety actions. PRN represents the risk measurement of the AV
control that corresponds to the detected hazardous events. A guideline for PRN
rating thresholds is provided based on simulated PRNs. The level of PRN will
determine how safe the AV operates in the presence of hazardous events. As an
alternative, a statistical method to determine PRN rating thresholds was
illustrated using past PRN results, reflecting the proximity between the guideline
and the statistical method. The Occurrences of PRNs were also used to formulate
visualisation maps of regional PRN for the identification of potential hotspots of
high PRNs over iterations of AV operations. ReRAF was tested with three iterative
loops of AV operations consisting of 77,817 scenes with the distribution of risk
intervals and statistical comparison to identify the loop requiring safety action
improvements. The DARA algorithm was analysed by verifying the PRN outcomes
with the ground truth using the scenes within the scenarios identified. The

evaluation of AV’s control or safety actions were also demonstrated using DARA
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algorithm if improvements were needed for subsequent loop within those
identified scenarios. Additionally, safety action improvements were provided that
illustrate the reduction of PRN through simulation. These improvements in safety
actions, if deployed for subsequent AV operational loops, will reduce the PRN.
This continuous improvement of PRN over loops illustrates the intention of a

recursive process.

The ReRAF with DARA outcomes demonstrated PRN risk measurement as an end-
to-end process providing granular levels at intervals between 32-50 ms. The PRN
was determined by the objective process of image conversion into C_RT and AV’s
parametric control into a single Ctrl without any human intervention. The PRN
with C_RT and Ctrl proves that the outcome is lightweight with only quantitative
data instead of timestamp images with vehicle data. These results conclude the

motivation and contributions of ReRAF.

The results of ReRAC and ReRAF are partially dependent on the object detection
process, which can introduce inaccuracies to RT figures and PRN due to occlusion
and varying sizes of object detection boxes. These results indicate that the
performance is relatively close to industry acceptance, and there is room for
further improvement regarding STREET’s accuracy. As for the error in DARA
accuracy due to the object detection process, this error does not significantly
impact the safety actions taken to improve the safety of AV since a period of PRNs
is considered instead of a single PRN instance. Furthermore, ReRAC and ReRAF
complement each other when one malfunctions. In the extremes, if ReRAC and
ReRAF malfunction, the AV with inherent safety systems can still prevent
accidents. Without ReRAC and ReRAF deployed, sudden braking or steering events
can occur and impact the safety of passengers and other motorists due to abrupt

movements.

The combination of ReRAF from the AV perspective and ReRAC from the
infrastructure perspective complements each other to derive a “holistic” risk
measurement of a given situation. ReRAF uses DARA to provide real-time

evaluation of the AV control or safety actions when a hazardous event is detected.
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Simultaneously, ReRAC uses the STREET algorithm within the RSU to send remote
risk and event warnings to the AV before reaching the infrastructure's location.

Both ReRAF and ReRAC are objectively processed using an end-to-end approach.

Using the remote risk and event warnings from ReRAC, AV will be able to prevent
accidents or potential collisions. On the other hand, ReRAF evaluation served as a
trigger for subsequent safety action improvements. As such, the AV operations
achieved safety improvements in current and subsequent operations. These cyclic
improvements justify the recursive elements of ReRAF and ReRAC over time. The
quantitative results from ReRAF and ReRAC can be used to continuously learn and
improve the AV's path planning, eliminating the need to wait for the next
development cycle. This research concludes the development and verification of
ReRAC and ReRAF in real-world scenarios focusing on unregulated traffic that
mitigates the existing gaps in static risk assessment for AV operations. Thus, it

fulfils the motivation and contribution of this research.

6.2 Key benefits

This research presents a novel approach for performing risk assessment in real
time AV operations in addition to traditional static risk assessment. The key

benefits of having a real-time risk assessment for AV operations are stated below:

e A remote risk measurement with hazard identifications and warnings via
ReRAC.

The outcomes of ReRAC provide remote quantitative risk measurement (RT
figures) and hazard identification and warnings of the locations beyond the AV
path. RSUs installed at certain locations provide ReRAC outcomes to the AV
through cooperative mode. This allows AVs to be remotely informed about
environmental risks at specific locations and potential events like congestion and
accidents. It acts as an extended view for the AV, particularly in areas with limited
visibility and the possibility of pedestrians or vehicles being occluded. This remote
information enables the AV to react in advance and provide a safer and smoother

ride before reaching the RSU location, thereby reducing operational risks.
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e Evaluation of the AV’s inherent safety actions when risks are exposed by
ReRAF.

ReRAF outcomes evaluate the inherent safety actions reflected through the AV’s
control actions when environmental risks are identified. The steering, brake,
speed, and throttle responses are measured with the detected risk to provide a
PRN. PRN represents how well the AV reacts to the exposed risk. Furthermore, a
PRN rating is also devised to prompt AV for improvements in safety action if a
middle or high level is determined. This research further suggests improvements
in safety action through simulated PRN to improve the measured PRN. These

improvements can be applied for subsequent operations.

¢ ReRAF and ReRAC improve AV operations recursively.

With ReRAC providing remote risk measurement and hazardous identification and
warnings, instantaneous improvements to safer AV operations can be achieved.
On the other hand, ReRAF focuses on the subsequent operational route for safety
action improvements. Thus, this cyclic process of improvements for existing and
subsequent iterations of operational routes illustrates the effects of recursive

improvements for safer AV operations.

e ReRAF and ReRAC as a fast and efficient end-to-end solution

ReRAF and ReRAC offer a fast and efficient end-to-end solution. The ReRAC
STREET algorithm operates at the RSU and swiftly converts scenes from a camera
to quantitative parameters in 30-40ms using an NVIDIA AGX edge system. This
quick processing time enables real-time processing at the RSU, with outcomes
transmitted to vehicles with minimal communication latency. The latency is under
60ms in a 5G private network environment for providing a remote risk warning and

detection of hazardous events.

Meanwhile, the ReRAF DARA algorithm operates as an independent edge system
within the AV and takes 60-80ms to convert scenes from a camera to quantitative

parameters. The additional time compared to ReRAC is due to the scene
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segmentation in dynamic landscapes. The outcomes provide PRN, Ctrl and C_RT
that evaluate the control or safety actions of the AV when environmental risks are
detected.

e ReRAF acts as a risk measurement device for AV operations that can assist

regulatory processes.

ReRAF can be a risk assessment tool for AV operations that provides real-time
quantitative measures, focusing on AV operational risk and safety. It enables risk
assessment evaluation from a regulatory perspective without companies needing
to expose their proprietary algorithms since independent camera(s) and AV’s

speed, steering, braking and throttle are used to perform this risk assessment.

e ReRAF and ReRAC quantitative outcomes are used to analyse improvements for

safety actions.

The ReRAF and ReRAC outcomes enable the AV system to identify and document
situations where the AV controls may not be optimal when the PRNs are high. In
high PRN scenarios, the AV's path planning can make minor adjustments using the
real-time data of Ctrl, brake, speed, steer and throttle to reduce the PRN for the
next round of operations. These adjustments include and are not limited to: 1)
increasing speed or throttle if there have consistently been zero PRNs in the past
few rounds at a specific time and location, 2) pre-emptively decreasing throttle
in regions (hot spots) with consistently high PRNs in previous rounds, and 3)
utilising ReRAC (RT figure and hazardous events) for early warning in case of

persistent events or risks suggesting an alternative route is required.

¢ The lightweight data of ReRAC allows low latency transmission for V2V

The rapid conversion of scenes to RT figures and parametric data enables low-
latency transmission (due to the small data packet) to any vehicle through
cooperative mode. The reduction in the overall bandwidth thus offers the

potential for the proposed approaches to be deployed on fleets of AVs. The small
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data packet also decreases the time needed for sensor data integration and delays

in data relay within a V2V context.

6.3 Recommendation for future works

It is acknowledged that the research has some limitations and potential

improvements to the presented work in the thesis. These are discussed as follows:

e Object detection and Scene segmentation accuracy

The accuracy of ReRAF and ReRAC depends on object detection and semantic
segmentation. Both approaches belong to supervised machine learning, where
precision and recall increase with more training datasets and better quality in the
annotation of the dataset. Industry requirements for such Al-related technology
typically demand an F1 score of 90% and above for application products. In this
research, ReRAC using object detection has achieved an F1 score of 86% with 150k
dataset samples. Therefore, more datasets and improved annotation quality will
help it meet the application requirements. As for ReRAF, the default training
model has an F1 score of 66%. Hence, training with a larger dataset is required to
meet the application requirements. To address existing weaknesses in object
detection for smaller-sized objects, new models such as vision transformers need
to be investigated, while potential improvements in scene segmentation can be
explored with enhanced versions of ICNET or UNET. These advancements will
improve the F1 score and pixel accuracy for ReRAF. Additionally, if existing models
are used, further exploration of using a filter to remove sudden spikes or dips in
the RT figure for one frame can reduce the effect of object detection
inaccuracies. Averaging the RT figure across a time period could also nullify the

effects of the inaccuracies.

e Use of ReRAC RT figures for risk forecasting for AV and driven vehicles

With ReRAC RT figures, the accumulated time series data can be extended to
forecast risk at locations where RSUs are installed. The forecasted traffic risk can

be used as advanced pre-emptive safety awareness. This forecasting assists the
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AV in predicting the traffic at the RSU before they arrive. For example, the traffic
situation at an RSU appears uncongested at 6:45 am but becomes congested at
7:00 am. Therefore, the remote information provided by the RSU at 7:00 am to
the AV might not be advanced enough to avoid congestion. Thus, ReRAC’s risk
forecasting can be achieved using real-time training based on recent quantitative
data. This means the risk forecasting will provide AV at 6:45 am stating that RSU’s
location will be congested at 7:00 am. The forecasting will assist the fleet
management system to avoid the RSU’s location if it knows that upcoming
congestion will occur and allows ample time for re-routing. Some initial findings
for short-term forecasting using risk tagging data are reported in [138]. This
information can be made available to driven vehicles, with tests conducted and

reported in the research project [22].

¢ ReRAF and ReRAC outcomes over a long period of AV operations

This is the next step that can only be completed from the perspective of the AV
developer and integration of AV’s entire safety actions. It will be interesting to
evaluate the eventual impact of ReRAF and ReRAC over periods of AV operations.
It is anticipated that with the recursive method, the PRN for ReRAF should reduce
over time with improved safety actions deployed. It is also possible that further
refinement of the weights to ReRAF and ReRAC is necessary to reflect actual

operations.
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