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Abstract

The future communication system is undergoing a paradigm shift from "transmitting bits" to
"conveying meaning," with semantic communication (SemCom) emerging as its core technol-
ogy. SemCom’s ultra-high efficiency relies on a shared knowledge base (KB) between sender
and receiver. However, in dynamic environments, the KB inevitably becomes outdated, causing
a sharp decline in semantic efficiency. To restore system performance, the KB must be updated
and synchronize. The core insight of this thesis is that the maintenance process of the KB and
the transmission of semantic data itself compete for the same limited wireless resources. This
creates a novel and fundamental dynamic trade-off between the immediate utility of transmis-
sion and the long-term benefits of KB updates. Existing literature often overlooks this coupling
effect, failing to balance the immediate utility of data transmission against the long-term relia-
bility of KB maintenance.

First, to address the KB staleness trade-off, this thesis models knowledge obsolescence as a
quantifiable state variable. Based on this, we formulate the dynamic tradeoff between seman-
tic transfer utility and knowledge consensus cost as a 0-1 Mixed-Integer Non-Linear Program-
ming (MINLP) problem. We propose an online scheduling algorithm based on model predictive
control (MPC) and iterative marginal cost allocation (IMCA) to efficiently solve this tradeoff.
Second, the aforementioned resource allocation problem, along with other wireless network-
ing applications, mathematically manifests as an NP-hard 0-1 MINLP. Traditional optimization
solvers struggle to scale due to exponential complexity, while pure reinforcement learning (RL)
methods suffer from inefficient search due to blind exploration. Thus, we aim to address the
aforementioned challenges by constructing a unified resource optimization framework. Specifi-
cally, the main research contribution is proposing a unified 0-1 mixed optimization framework,
which models discrete decision processes as Markov Decision Processes (MDPs). Its core inno-
vation lies in solving the continuous relaxation of the original problem as guidance and theoreti-
cally proving that the neighborhood of this relaxed solution defines a high potential zone (HPZ),
thereby transforming the RL agent’s exploration from blind trial-and-error to efficient guided
search. Third, regarding the KB synchronization mechanism itself, existing consensus protocols
are designed for wired networks with deterministic fault models, making them overly conserva-
tive and inefficient for probabilistic wireless environments. To bridge this gap, this thesis builds
an availability-robustness analysis framework for consensus protocols, for consensus protocols
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used in tasks like KB maintenance, this paper introduces an innovative dual-metric reliability
model. This model quantifies the inherent tradeoff between availability and robustness, guiding
the optimal design of the quorum through solving a constrained optimization problem. Finally,
this thesis designs and builds a multi-user SemCom physical platform based on non-orthogonal
multiple access (NOMA). We define semantic throughput (STU) as the optimization objective
and propose an improved watering algorithm to address the non-convex semantic-aware power
allocation problem. Experimental results validate the significant performance gains of the pro-
posed approach at the semantic level.
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Chapter 1

Introduction

This chapter serves as the foundation for the thesis, introducing the paradigm shift from tra-
ditional bit-oriented communications to Knowledge-Driven Semantic Communications (Sem-
Com). It establishes the research context by highlighting the critical role of the shared Knowl-
edge Base (KB) and the challenges arising from KB staleness in dynamic wireless environments.
The chapter identifies the research gaps in existing literature regarding resource allocation for
KB synchronization and consensus. Finally, it outlines the thesis objectives, main contributions,
and the structural organization of the subsequent chapters.

1.1 Research Background: From Transmitting Bits to Con-
veying Meaning

The development of wireless communication technology stands at a fundamental turning point.
Over the past decades, from first-generation (1G) to fifth-generation (5G) mobile communica-
tions, Shannon’s information theory has remained the core driving force behind its evolution
[1]. The ultimate goal of this theoretical framework is to solve the physical layer problem of
communication: how to accurately and completely replicate the bit stream generated by the
source at the other end with higher rates, lower latency, and smaller bit error rates (BER). This
data-oriented paradigm has achieved tremendous success, making global interconnection and
high-definition video streaming a reality [2].

However, as we look ahead to the future communication networks, the research community
widely recognizes that future networks will carry a mission far beyond traditional connectivity.
It is not merely connecting things, but rather connecting intelligence [3]. Future applications,
such as holographic telepresence, immersive extended reality (XR), autonomous vehicle fleet
coordination, industrial digital twins, and distributed artificial intelligence, will no longer de-
mand the perfect reconstruction of bits. Instead, their shared objective will be the successful
execution of a specific task.

1
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Figure 1.1: Framework of a SemCom network

For example, an autonomous driving system doesn’t need a bit-perfect video stream from its
LiDAR or camera sensors; all it requires is a timely and reliable answer “Is a pedestrian crossing
my path?” This fundamental shift from data-driven to task-oriented or goal-oriented approaches
exposes the inherent limitations of the Shannon paradigm [4]. In an era of increasingly scarce
spectrum resources and exponentially growing demands for intelligent tasks, consuming pre-
cious wireless resources to transmit vast amounts of raw data, which artificial intelligence (AI)
agents may ultimately deem redundant and discard is profoundly inefficient [5].

To address this challenge, SemCom has emerged as a revolutionary paradigm. As shown in
Fig. 1.1, a SemCom network typically consists of semantic encoder and decoder, and the KB
[6]. The core concept of SemCom is to shift focus away from bit-level precision reproduction
toward extracting, compressing, and efficiently transmitting the "meaning" or "semantics" em-
bedded within data [7]. The implementation mechanism of SemCom relies heavily on a shared
KB between the sender and receiver [8]. This KB can take any form of shared context, such
as pre-trained deep learning (DL) models, shared feature extractors, semantic vocabularies, or
environment-specific databases [5]. Leveraging this shared KB, the sender can encode high-
dimensional source data into low-dimensional, task-critical semantic features. The receiver then
utilizes the identical KB to interpret these features, comprehend their meaning, and reconstruct
the information required for the task. SemCom is regarded as the perfect candidate technology
for overcoming physical bandwidth limitations. For instance, in the field of visible light com-
munication (VLC), despite possessing vast amounts of unlicensed spectrum resources, its data
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throughput is severely constrained by the limited modulation bandwidth of commercial light-
emitting-diode (LED)s [9]. By significantly reducing the volume of data requiring transmission,
SemCom provides an ideal solution for VLC to break through this physical bottleneck.

1.2 Core Challenge: The Knowledge Lifecycle and Resource
Conflict

While extensive studies have focused on the architecture of SemCom [10], the management
of the underlying Knowledge Base has received limited attention. Existing literature primarily
assumes a static or perfectly shared KB [5]. However, model mismatches can lead to severe
performance degradation. Based on this, we derive the research challenge of KB Synchroniza-
tion, identifying a gap where traditional wireless resource allocation has not yet been adapted to
account for the overhead of frequent model updates.

1.2.1 The Weakness of SemCom: Obsolescence of Knowledge

In the non-static real world, KBs must evolve with the environment or they will quickly become
stale. Take an autonomous vehicle fleet operating in a city, for example. It shares a KB opti-
mized for the urban street environment (e.g., containing models of pedestrians, traffic lights, and
buildings) with cellular base stations. This enables efficient semantic transmission. However,
when the fleet leaves the city and enters a rural road environment, this KB instantly becomes
stale [6]. This knowledge staleness immediately triggers a catastrophic collapse in SemCom
efficiency. The outdated KB lacks the concepts necessary to describe new environments (e.g.,
wildlife, debris on highways, different road signs). It is important to note that the KB is suscep-
tible to staleness not only when switching between different scenarios but also due to temporal
evolution within the same environment [5]. For example, in an autonomous driving scenario
within a specific city district, the ’Knowledge’ required for semantic encoding includes traffic
patterns and road layouts. These features change dynamically due to temporary road closures,
new construction, or variable weather conditions. If the KB is not updated to reflect these local
changes, the semantic encoder may fail to recognize new obstacles, leading to safety-critical
errors. At this point, the system faces two adverse consequences:

• Semantic distortion and task failure: The system continues to encode using outdated
KBs. The encoder fails to find semantic concepts matching new features, resulting in
severe semantic distortion or errors during transmission. At the receiving end, this may
lead to catastrophic task failure (e.g., misclassify debris as shadows).

• Semantic efficiency reduced to zero: The intelligent encoder detects insufficient KB
capacity, forcing it to abandon semantic compression. Instead, it transmits high-volume
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raw sensor data to ensure the receiver can comprehend the unknown environment. While
this behavior guarantees safety, it completely negates all efficiency gains from SemCom,
degrading it to traditional communication.

Therefore, to maintain the high efficiency of SemCom, the KB itself must be a dynamic entity
capable of evolving with the environment.

1.2.2 Resource Conflict: Transmission Utility and Consensus Cost

The dynamic nature of KBs introduces the core challenge addressed in this thesis: the main-
tenance process of KBs competes with data transmission itself for the same limited wireless
resources. To address the issue of staleness, the system employs Knowledge Consensus. In the
context of this thesis, knowledge consensus is defined as the distributed procedure by which the
transmitter and receiver exchange update packets to reach an agreement on the current state of
the Knowledge Base. Similar to database synchronization in distributed systems, these protocols
ensure that the semantic decoder utilizes the exact same model parameters or context informa-
tion as the encoder, thereby minimizing semantic ambiguity. In a highly saturated network (e.g.,
where mission-critical data is perpetually queued for transmission), the total bandwidth con-
stitutes a fixed, scarce resource [6]. At any decision moment, the network controller faces a
zero-sum game:

• Allocating resources for semantic transmission: The system uses the current (poten-
tially outdated) KB to transmit task data. The utility of this action is a function of allo-
cated bandwidth and the current knowledge obsolescence. As obsolescence increases, the
semantic utility per hertz of bandwidth continuously declines.

• Allocating resources for knowledge update: involves the system pausing or reducing
data transmission to execute a protocol synchronizing a new, more accurate KB. In many
real-world architectures (e.g., when a vehicle in a connected fleet first detects a new en-
vironment), knowledge discovery is distributed. Base stations must coordinate network-
wide updates. This process must be reliable and secure (e.g., preventing a single failed
node from "poisoning" the KB across the entire network) while ensuring consistency
among all relevant nodes. In distributed computing, this is termed "consensus."

However, executing the Knowledge Consensus protocol incurs substantial control signaling
overhead, consuming bandwidth that could otherwise be used for data transmission. Conse-
quently, this action immediately generates a significant opportunity cost. This creates a complex
dynamic trade-off: immediate transmission yields instant but diminishing utility while bear-
ing the risk of future knowledge obsolescence; executing consensus incurs present opportunity
costs in exchange for long-term efficiency gains from future KB updates. This resource alloca-
tion problem must be resolved online and in real time to navigate the randomness of wireless
channels and the evolution of knowledge states.
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1.3 Key Derived Challenges

The core conflict identified in this thesis lies in the competition for limited wireless resources
(bandwidth and energy) between two essential processes: Semantic Transmission and Knowl-
edge Maintenance. On one hand, allocating resources to transmit semantic data yields imme-
diate user utility. On the other hand, allocating resources to execute knowledge consensus (up-
dating the KB) yields no immediate data throughput but is crucial for maintaining the long-term
accuracy of future transmissions. High-frequency updates ensure KB freshness but consume
bandwidth that could have been used for data; conversely, neglecting updates maximizes avail-
able bandwidth but degrades decoding accuracy due to KB staleness. This creates a coupled
resource allocation problem that traditional methods fail to address. The core conflict outlined
above further gives rise to three interrelated key challenges that collectively define the scope
of this thesis. We must not only resolve this central issue but also simultaneously address the
methodological, reliability, and physical layer foundations required to achieve it.

1.3.1 The Optimization Methodology Gap

How can we model and solve the dynamic trade-off between transmission and consensus? Math-
ematically, this is an extremely complex optimization problem. At each decision moment t, the
controller needs to: 1. Make a binary (0-1) decision x(t): Should the "knowledge consensus"
protocol be initiated? 2. Make a continuous decision b(t): If initiated, what proportion of
bandwidth should be allocated to the consensus protocol?

This problem is thus formulated as a 0-1 Mixed-Integer Non-Linear Program (0-1 MINLP).
Such problems are NP-hard, and their solution faces a significant methodological gap [11]. In
fact, 0-1 MINLP problems are not confined to this scenario but are endemic across various
resource management scenarios in wireless networks [12]. For instance, in user association,
it is necessary to decide whether user i should connect to base station j (binary variables); in
task offloading, it involves deciding whether to offload a task (binary variables) and allocating
computational resources (continuous variables); in power control, it involves channel selection
(binary variables) and power allocation (continuous variables).

Existing solution methodologies exhibit significant shortcomings:

• Traditional optimization methods: such as Branch and Bound (B& B) or dynamic pro-
gramming, can theoretically find optimal solutions [13]. However, their computational
complexity grows exponentially with problem scale (number of users, number of base
stations). This makes them unsuitable for solving large-scale networks and incapable of
meeting the real-time requirements of wireless communications.

• Heuristic Algorithms: Such as genetic algorithms (GA) or greedy algorithms, while fast,
they typically lack performance guarantees and are highly prone to getting stuck in local
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optima [14–16].

• Pure machine learning (ML) approaches: In recent years, deep reinforcement learning
(DRL) has been regarded as a black-box solver. However, the essence of RL is "trial-and-
error." In the vast, combinatorial discrete action space of 0-1 MINLP (e.g., MN possible
associations), this "blind" exploration leads to extremely low sample efficiency, slow con-
vergence, and its black-box nature makes it difficult to trust for mission-critical networks
[17–19].

Therefore, the academic community urgently requires a gray-box approach that can integrate the
mathematical insights of traditional optimization—such as leveraging the structure of relaxation
problems with the adaptive search capabilities of ML.

1.3.2 The Consensus Reliability Gap

The core of the transmission and consensus tradeoff assumes we have an available knowledge
consensus protocol. However, this protocol itself must be reliable. If the consensus protocol
used to maintain the KB frequently fails, the tradeoff will never deliver the expected long-term
benefits, and the entire semantic system will collapse. However, in the open, dynamic environ-
ments (such as Internet of Things (IoT)) and vehicle-to-everything (V2X), ensuring the relia-
bility of consensus presents unique challenges [20]. Traditional consensus protocols, such as
Byzantine Fault Tolerance (BFT) or Crash Fault Tolerance (CFT), are designed for controlled
environments like data centers [21, 22]. They rely on deterministic failure models, where nodes
are either fully correct or fully failed.

This deterministic model often proves overly rigid and pessimistic in the real world:

• Real-world failures are unpredictable: In wireless environments, node failures are typ-
ically both benign, temporary, and probabilistic. They are caused by unpredictable factors
such as transient hardware glitches, software errors, or unstable communication links,
rather than deterministic malicious attacks.

• Deterministic models lead to excessive conservatism: BFT/CFT imposes extremely
high, fixed redundancy requirements to withstand worst-case scenarios. In the aforemen-
tioned uncertain benign failure environment, such configurations may lead to excessive
conservatism, limiting performance and flexibility.

On the other hand, some emerging probabilistic consensus models often reduce system reliabil-
ity to a single, holistic success probability. This one-size-fits-all metric is inadequate because
it fails to distinguish between two fundamentally different failure modes with vastly different
costs:
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• Failure Mode 1 (Loss of Availability): The system is overly conservative, preventing the
achievement of a quorum and hindering the advancement of legitimate KB updates (i.e.,
False Negative).

• Failure Mode 2 (Loss of Robustness): The system is overly aggressive, leading to the
erroneous acceptance of a flawed or even toxic KB update (i.e., False Positive).

In KB maintenance scenarios, the consequences of these two failures are starkly different.
Therefore, we require an entirely new reliability framework that must explicitly model and op-
timize the trade-off between availability and robustness.

1.3.3 Hardware Demonstration for SemCom

Finally, even if we theoretically resolve the transmission and consensus trade-off and ensure
consensus reliability, the ultimate value of SemCom must still be validated in real, resource-
constrained physical systems. As discussed in previous section, VLC serves as an ideal platform
for validating SemCom. It simultaneously exhibits the contradictory characteristics of abundant
spectrum and severe bandwidth bottlenecks. SemCom was born precisely to resolve this contra-
diction.

However, applying SemCom to VLC introduces a new physical layer challenge: multi-user
semantic resource allocation. Within a VLC coverage area, multiple users typically require si-
multaneous communication [9]. Non-orthogonal multiple access (NOMA) is the established
multi-user access technique for VLC [23]. It maximizes spectral efficiency through power-
domain multiplexing, leveraging the inherent characteristic of VLC systems: significant varia-
tions in user channel gains. Under the paradigm of SemCom, these traditional metrics lose their
meaning. A channel that is noisy at the bit level may be perfect at the semantic level, and vice
versa. It remains unclear how a semantic-aware NOMA-VLC system should operate. We must
address:

• What new metrics should we optimize? (i.e., how should we define semantic throughput?)

• Is the traditional bit rate maximization power allocation strategy still effective under the
goal of semantic throughput maximization?

• How can we design new resource allocation algorithms to optimize semantic perfor-
mance?

• How can we validate all this on a real hardware platform?
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1.4 Research Objectives and Key Contributions

In response to the three major challenges outlined above, this thesis aims to construct a com-
prehensive resource allocation framework for SemCom networks, spanning from reliability the-
ory to optimization methodology and culminating in physical layer experimentation. The core
contribution lies in proposing and validating a hybrid optimization-learning paradigm along-
side a reliability model balancing availability-robustness, applying these to address two critical
SemCom issues: the knowledge lifecycle and physical layer bandwidth bottlenecks.

The specific research objectives and four core contributions are outlined below:

• This thesis is the first to model and solve scheduling conflicts between knowledge ob-
solescence and knowledge consensus. The objective is to formally model and solve the
dynamic trade-off between knowledge obsolescence and knowledge consensus costs in
SemCom, addressing the challenges of core conflicts. This thesis introduces the first
mathematical model of knowledge obsolescence in SemCom, treating it as a quantifiable,
time-varying state variable. Based on this, we formulate the dynamic trade-off between
semantic transmission utility and knowledge consensus cost as a 0-1 MINLP optimization
problem. To enable online control, we propose a low-complexity scheduling algorithm
based on model predictive control (MPC). The MPC’s internal planner employs a novel
heuristic iterative marginal cost allocation (IMCA) which leverages economic principles
to rapidly solve 0-1 MINLP subproblems within fixed time domains by iteratively bal-
ancing marginal costs. Simulation results demonstrate that the proposed MPC-IMCA
framework significantly outperforms benchmark strategies such as greedy transmission
and periodic updates in terms of long-term cumulative semantic utility.

• This thesis proposes a unified relaxed guided reinforcement learning 0-1 hybrid optimiza-
tion framework. The objective is to develop a universal, scalable 0-1 MINLP solving
framework that addresses the methodological divide by integrating the strengths of tradi-
tional optimization and reinforcement learning. This thesis proposes a novel optimization-
learning hybrid framework. The core idea is to leverage the prior knowledge from opti-
mization theory to guide the posterior search of RL. We first relax the binary variable
x ∈ {0,1} to x̃ ∈ [0,1] and solve this (typically convex) relaxed problem. This thesis
theoretically demonstrates that the neighborhood of this relaxed solution x̃∗ constitutes a
HPZ, where the expected value (or lower bound on the probability) of high-quality inte-
ger solutions is significantly higher than in other regions. Subsequently, we utilize this
relaxation solution as prior knowledge to initialize the value network or search policy of
the RL agent. This relaxation-guided search significantly enhances the efficiency and per-
formance of solving large-scale combinatorial optimization problems, achieving a 20%
improvement in objective value compared to pure RL and reducing convergence time by
30% compared to Branch and Bound (B&B).
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• This thesis establishes a consensus reliability framework for the usability-robustness
tradeoff. To address challenges in consensus reliability, this thesis establishes a relia-
bility analysis framework for the knowledge consensus protocol required in the preceding
objective, transcending traditional deterministic models. Abandoning conventional de-
terministic failure models, we instead develop a novel dual-metric reliability framework
reliability and robustness for systems with uncertain (probabilistic) node failures. We ex-
plicitly define the availability: the system’s ability to correctly accept and process valid
requests; and the robustness: the system’s ability to correctly identify and reject invalid
requests. This thesis demonstrates a fundamental trade-off between these two metrics and
guides the optimal design of quorum size by solving a constrained optimization problem.
Furthermore, the framework is extended to a reputation-weighted quorum mechanism,
with simulation results verifying that this mechanism can enhance system robustness by
several orders of magnitude.

• This thesis designs, optimizes, and builds a VLC multi-user SemCom demonstration sys-
tem. To address the challenges of physical layer implementation, we design, optimiz, and
build a real-world multi-user SemCom physical system, resolving the critical resource
allocation issue. This thesis designs and implements a physical demonstration system
for multi-user SemCom based on NOMA. To optimize this system, we rigorously define
“Semantic Throughput” (STU) as a new objective function, based on the semantic en-
tropy of the information source and the mutual information provided by KB. Based on the
STU objective, we formulate a non-convex semantic-aware power allocation optimization
problem. To solve this problem, we propose a Modified Water-Filling-based Algorithm.
Finally, we build an Arduino-based hardware prototype with LEDs and validate the ef-
fectiveness of the proposed algorithm through physical experiments. Experimental results
clearly demonstrate how our algorithm intelligently balances between bit error rate (BER)
and semantic error rate (SER) to maximize the overall semantic performance of the sys-
tem.

1.5 Dissertation Organization

The rest of this thesis is organized as follows:
Chapter 2 provide a detailed review of the theoretical foundations of SemCom, existing

methods for 0-1 mixed optimization, reliability models for distributed consensus, and physical
layer technologies for VLC-NOMA, laying the theoretical groundwork for subsequent sections.

Chapter 3 delves into the core issue of this thesis, the trade-off between transmission utility
and knowledge consensus cost. We will construct a knowledge obsolescence model and a 0-1
MINLP problem, and provide a detailed account of the design and performance of the MPC-
IMCA algorithm.
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Chapter 4 is to provide on the content of unified optimization-learning hybrid optimization
framework, namely the relaxation-guided reinforcement learning framework. We will provide
its mathematical derivation, theoretical proof of HPZ, algorithm pseudocode, and universal sim-
ulation validation, serving as a methodological toolkit for subsequent chapters.

Chapter 5 is elaborated an in-depth reliability analysis framework for knowledge consen-
sus protocols. We formulate an optimization problem to determine the optimal quorum and
demonstrate the advantages of the reputation-weighted mechanism. This chapter provides the
theoretical foundation for the reliability of knowledge consensus discussed in Chapter 3.

Chapter 6 demonstrates the work of semantics-aware resource allocation in VLC-NOMA. As
a specific physical layer application for SemCom resource allocation, We detail the definition
of STU, the design of the semantic watermarking algorithm, the construction of the hardware
platform, and the experimental and simulation results.

Finally, Chapter 7 summarize all contributions of this thesis, reiterate the central theme of
knowledge maintenance and 0-1 mixed optimization, and discuss future research directions.



Chapter 2

Background and Literature Review

This research aims to establish a unified, intelligent resource allocation and maintenance frame-
work for emerging SemCom networks. This highly interdisciplinary field spans four critical
frontiers in both theoretical foundations and practical challenges: 1. SemComtheory and its
core reliance on KB; 2. 0-1 MINLP methods for addressing network resource scheduling prob-
lems; 3. The reliability of consensus protocols for maintaining distributed system consistency;
4. Physical layer communication technologies such as VLC and NOMA. This chapter aims to
provide a comprehensive and in-depth review of the current state, mainstream approaches, and
limitations across these four domains.

2.1 SemCom: From Theory to Knowledge Management

The theory of SemCom provides the foundation for this thesis, but its practical implementation
hinges on a core component: the shared KB. This section reviews the literature surrounding
SemCom, moving from its theoretical emergence to the critical, challenge of managing the KB
lifecycle, which is a challenge that motivates the core conflicts addressed in this work.

2.1.1 The Emergence of SemCom and Its Core Dependency

In recent years, breakthroughs in DL, particularly Deep Joint Source-Channel Coding (Deep-
JSCC), have emerged as the mainstream paradigm for realizing this vision [24, 25]. Studies
demonstrate that in low signal-to-noise ratio (SNR) regions, DeepJSCC significantly outper-
forms traditional methods in tasks like image reconstruction and text transmission, successfully
validating its substantial advantages in achieving end-to-end task performance [26].

However, the ultra-high efficiency of SemCom hinges entirely on a critical prerequisite: a
shared KB between the sender and receiver [10]. In the DeepJSCC paradigm, this KB typically
refers to a pre-trained and parameter-aligned deep neural network (i.e., encoder and decoder).
The sender utilizes the KB (encoder) to compress high-dimensional source data (e.g., image

11
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[24], text [27], and speech [28]) into low-dimensional, task-critical semantic features; the re-
ceiver then employs the identical KB (decoder) to reconstruct the task information .

2.1.2 The Challenge of Knowledge Management: Obsolescence and Main-
tenance

The transition from wireless resource management to mathematical optimization is driven by
the discrete nature of semantic protocols. In our specific SemCom scenario, the transmitter must
make a binary choice at each time slot: semantic transmission or knowledge update. This bi-
nary decision, coupled with continuous power and bandwidth allocation, naturally formulates a
0-1 MINLP problem. Despite its transformative potential, the vast majority of existing research
relies on a fragile, implicit assumption: that the shared KB is static, perfect, and perpetually syn-
chronized [29]. In the non-static real world, however, this assumption is frequently invalidated.
In dynamic environments, KBs must evolve with the environment, or they will rapidly become
stale [8]. Knowledge staleness leads to a low SemCom efficiency. The outdated KB lacks the
necessary concepts to describe the new environment.

2.2 A 0-1 Mixed-Integer Optimization Method for Knowl-
edge Update

As revealed in Section 2.1, the transmission and consensus tradeoff is a complex resource
scheduling problem. In fact, the vast majority of resource management problems in wireless
networks, such as user association, task offloading, channel selection, and power allocation,
mathematically can be modeled as a specific and challenging class of problems: 0-1 MINLP.

This type of problem simultaneously involves binary decisions where x∈{0,1} (e.g., whether
to associate with a base station) and continuous variables where y ∈ R (e.g., how much power
to allocate). Due to their non-convexity and combinatorial nature, 0-1 MINLP problems are
NP-hard. Existing solution methodologies can be broadly categorized into three types, but each
type has its fundamental limitations, forming a methodological gap:

2.2.1 Traditional optimization methods

Traditional operations research offers various white-box methods for finding global optimal so-
lutions, such as:

• B&B: Solves integer programming by intelligently pruning the search tree [30].

• Cutting Plane Method: Approximates the feasible region by adding linear constraints.

• Dynamic Programming (DP): Suitable for problems with optimal substructure.
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• Limitations: While theoretically complete, these methods suffer from the dimension catas-
trophe. Their computational complexity (in worst-case scenarios) grows exponentially
with the number of binary variables. As the problem (3.19), for large-scale problems
common in wireless networks (e.g., hundreds of users), the memory and computational
time required by B&B are prohibitive.

2.2.2 Heuristic and Meta-Heuristic Algorithms

To strike a balance between optimality and complexity, heuristic algorithms are widely em-
ployed, such as:

• Greedy algorithms and local search [31].

• Meta-heuristic algorithms: such as GA [32], simulated annealing (SA), and particle swarm
optimization (PSO).

While meta-heuristic algorithms like GA or Particle Swarm Optimization can solve non-convex
problems, they typically require thousands of iterations to converge and lack performance guar-
antees. They are highly sensitive to parameters (such as termination conditions and neighbor-
hood size) and are prone to getting stuck in local optima. In mission-critical networks, this
unpredictability and instability are unacceptable.

2.2.3 ML and Reinforcement Learning Methods

In recent years, with the rise of AI, ML methods, particularly DRL, have been regarded as
model-free black-box solvers. DRL agents (e.g., DDPG, PPO) learn a strategy (i.e., resource
allocation scheme) that maximizes long-term rewards through trial-and-error interactions with
the environment [33]. Limitations: Pure DRL methods are inefficient for 0-1 MINLP prob-
lems. Their fundamental flaw lies in blind exploration. In a combinatorial action space of size
MN (e.g., N users associated with M base stations), DRL’s trial-and-error approach resembles
searching for a needle in a haystack. This results in extremely low sample efficiency, excessively
long training times, and a black-box nature that makes learned policies difficult to interpret or
guarantee.

2.3 Distributed Consensus and Reliability Models

As described in Section 2.1, KB maintenance relies on a reliable knowledge consensus protocol
[34]. This section reviews the reliability model of consensus protocols to reveal the gap.
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2.3.1 Classic Deterministic Fault Tolerance Models (BFT/CFT)

The foundational work in distributed consensus is Paxos (for crash fault tolerance, CFT) [35] and
the "Byzantine Generals Problem" (for BFT) [36], proposed by Lamport et al. Subsequent Prac-
tical BFT (PBFT) [37] enabled the practical implementation of BFT protocols in asynchronous
systems. At the core of these classical protocols lies the deterministic fault model. They as-
sume the existence of a precise, bounded number of faulty nodes f in the system (CFT assumes
f < n/2, BFT assumes f < n/3). Provided this assumption holds, the system can provide 100%
guarantees of safety and liveness (in synchronous systems).

This worst-case deterministic model is severely incompatible with modern wireless net-
works. Failures in wireless networks are typically benign and uncertain in nature, such as
unstable communication links, temporary hardware glitches, or software bugs, rather than de-
terministic, premeditated malicious attacks. In this benign failure environment, the assumption
of BFT f < n/3 appears overly conservative. For instance, to guard against an extremely low-
probability event where more than n/3 nodes simultaneously experience benign crashes, the
system may be forced to configure double or even triple redundant resources, resulting in severe
performance and flexibility losses.

2.3.2 Emerging probabilistic models

To overcome the rigidity of BFT, the research community began exploring probabilistic ap-
proaches. This effort follows two main lines: Randomized Consensus: Primarily aimed at
circumventing the FLP Impossibility Theorem [38] (i.e., the impossibility of achieving deter-
ministic consensus in asynchronous systems). By introducing random sources such as coin
flipping, protocols can achieve probabilistic liveness (i.e., a probability of 1 that consensus will
eventually be reached) in asynchronous systems. Stochastic Fault Tolerance: It no longer as-
sumes a fixed number of failures f , but instead assumes each node i has an independent failure
probability pi. Recent work [39, 40] has begun analyzing the reliability of Raft and PBFT pro-
tocols in wireless networks based on this model. It is crucial to distinguish between randomized
consensus (where the protocol itself uses randomness, e.g., gossip algorithms) and stochastic
fault tolerance (where the system is designed to withstand probabilistic failures of the environ-
ment/channel). This thesis focuses on the latter.

2.4 Physical Layer Applications: Semantic Optimization in
VLC and NOMA

One of the ultimate objectives of this thesis is to validate the effectiveness of the aforementioned
SemCom framework in real physical systems. VLC serves as an ideal candidate platform.
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2.4.1 VLC’s Opportunities and Challenges

VLC leverages ubiquitous LEDs to transmit data while providing illumination, offering sig-
nificant advantages such as vast unlicensed spectrum availability, resistance to electromagnetic
interference, and high physical security. However, a critical bottleneck of VLC lies in its limited
modulation bandwidth (typically in the MHz range), which severely constrains its data rate.

2.4.2 NOMA: VLC’s Bit Layer Enhancement Technology

To serve multiple users within limited bandwidth, NOMA is considered a key technology for
VLC. NOMA leverages power domain multiplexing and relies on the inherent, significant user
channel gain differences within VLC systems to substantially enhance system throughput through
successive interference cancellation (SIC). Currently, academic research on NOMA-VLC is
highly active [23], primarily focused on maximizing bit rate. Examples include studies on
NOMA-VLC power allocation (PA) strategies [41], integration with intelligent reflecting sur-
faces (IRS) [42], and MIMO-NOMA systems [43].



Chapter 3

Resource Allocation in SemCom: A
Trade-off Between Transmission Utility
and the Opportunity Cost of Knowledge
Consensus

3.1 Introduction

As the research community conceptualizes the future wireless networks, it confronts a set of
challenges that are fundamentally different in nature [5]. The future communication network is
defined not merely by transmitting bits faster, but by reliably enabling distributed intelligence.
Future applications, are not primarily concerned with the perfect reconstruction of source data.
Instead, their objective is the successful execution of a specific task [44]. For instance, an
autonomous driving system does not require a bit-perfect 4K video stream from its sensors; it
requires a timely and reliable answer to the query: “Is a pedestrian entering the vehicle’s path?"

This transition from a data-oriented to a task-oriented or goal-oriented paradigm exposes the
limitations of traditional communication design. In an era of increasing spectrum scarcity and
exponential growth in demand for intelligent tasks, consuming precious wireless resources to
transport vast quantities of data that may ultimately be discarded as redundant by an AI agent is
profoundly inefficient. In response to this challenge, SemCom has emerged as a revolutionary
paradigm [8, 45]. Diverging from the Shannon-based approach of compressing data entropy at
the source, SemCom aims to extract and transmit the meaning or semantics inherent in the data.
The core premise of SemCom is the utilization of a shared, a priori KB between the transmitter
and receiver [46]. The KB can encapsulate any form of shared context, such as pre-trained
DL models, shared feature extractors, semantic vocabularies, or environment-specific maps. By
leveraging this shared KB, an edge sensor can encode high-dimensional source data (e.g., a video
feed) into a low-dimensional semantic representation. The edge server then uses its identical KB

16
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to interpret this information, understand its meaning, and reconstruct the task-critical features.

3.1.1 Related Works

The potential efficiency gains are exponential, as the communication bottleneck is no longer
the raw data entropy but the rate at which new semantic information is generated. In pioneer-
ing works, particularly those leveraging DL for joint source-channel coding [47, 48], SemCom
has demonstrated superior task performance (e.g., image classification) at extremely low SNR
regimes, far exceeding the capabilities of conventional systems that separate source and chan-
nel coding [49]. Early and foundational work in SemCom has been focused on establishing its
theoretical framework and feasibility. The efforts in [50] linked semantic information theory to
AI-driven tasks, laying the groundwork for the field. Concurrently, substantial research, such
as [47–49], has focused on DL applications, particularly DeepJSCC, for transmitting text [47],
images [48], and speech. These studies have successfully demonstrated SemCom’s superiority
over traditional methods in terms of end-to-end task performance versus BER. However, this
body of work almost universally assumes a pre-shared, static KB. The primary focus is on the
design of the semantic encoder/decoder architecture and its robustness to channel noise, not on
the lifecycle management of the knowledge itself.

A more recent line of inquiry has begun to address resource allocation (RA) for SemCom
networks. Researchers have explored power and bandwidth allocation to maximize system-wide
semantic utility [51, 52], minimize semantic transmission delays [53], or manage interference in
multi-user semantic systems [54]. These works are vital for operational SemCom, but they fun-
damentally optimize the use of a given KB. In these models, the KB is a static assumption, not
a dynamic variable to be optimized. The problem of when and how to allocate resources for the
costly maintenance of the KB itself remains unaddressed. Consensus is a well-established prob-
lem in distributed computing (e.g., Paxos [55], Raft [56]) and has seen growing application in
wireless networks, particularly for federated learning (FL) [57], blockchain [58], and decentral-
ized IoT networks [59]. This research is primarily concerned with the reliability, convergence
speed, and security of the consensus protocol itself, e.g., how to achieve model parameter agree-
ment over lossy wireless channels. In these contexts, achieving consensus is the primary and
sole objective. This literature lacks a framework to quantify the opportunity cost of the resources
consumed by the consensus process, especially when those resources are in direct competition
with a parallel, high-priority data-plane task like semantic transmission.

MPC is an advanced control strategy adept at managing dynamic systems under uncertainty.
It operates by solving a finite-horizon optimization problem at each time step, executing only
the first step of the plan, and then re-optimizing at the next step with updated state information
[60]. MPC has been widely and successfully applied to wireless resource allocation problems,
such as power control [61], scheduling [62], and caching [63]. These studies validate MPC as a
robust tool for online optimization. However, its application to the specific, nuanced problem of



CHAPTER 3. TRADE-OFF BETWEEN TRANSMISSION AND KNOWLEDGE 18

semantic knowledge management remains unexplored. Furthermore, standard MPC frameworks
are not inherently equipped to solve the unique, non-convex, and mixed-integer optimization
structure that this particular problem presents.

3.1.2 Motivation

Despite its transformative potential, the vast majority of existing SemCom research relies on
a critical, yet often implicit, assumption: the KB shared between parties is static, perfect, and
perpetually synchronized. This assumption, however, is frequently invalidated in dynamic, real-
world environments. Consider a fleet of autonomous vehicles employing SemCom for remote
situational awareness. The vehicles and a coordinating base station share a KB optimized for
an urban street environment (e.g., models of pedestrians, traffic signals). This allows for highly
efficient semantic transmission. However, when the fleet transitions to a rural highway environ-
ment, the KB becomes instantaneously stale.

This knowledge staleness precipitates a collapse in SemCom efficiency. The old KB lacks
the necessary concepts to describe the new environment (e.g., wildlife, highway debris). The
system is now faced with a critical dilemma:

• Transmit with Stale KB: The vehicles continue transmitting using the obsolete KB. The
semantic encoder fails to match new features, resulting in semantic distortion or error. At
the RX, this can lead to task failure (e.g., misclassifying debris as a shadow).

• Revert to Traditional Mode: The encoder recognizes the KB’s inadequacy and reverts to
sending high-volume raw sensor data to describe the unknown environment, completely
nullifying the efficiency gains of SemCom.

Therefore, to maintain high efficiency, the KB itself must be a dynamic entity, capable of
evolving with the environment. This realization introduces the central conflict of this work: the
process of updating the KB consumes the very same finite wireless resources that are needed for
data transmission.

We consider a high-saturation network scenario, where mission-critical data is perpetually
queued for transmission. In this context, the total bandwidth, Btotal , is a fixed, scarce resource.
At any given moment, the network controller (e.g., the BS) faces a zero-sum game:

• Option A: Allocate bandwidth for Semantic Transmission. The system uses the current
(and potentially stale) KB to transmit task-oriented data. The utility of this action is a
function of the allocated bandwidth and the current degree of knowledge staleness. As
staleness increases, the semantic utility per unit of bandwidth degrades.

• Option B: Allocate bandwidth for Knowledge Update. The system pauses or curtails data
transmission to execute a protocol to synchronize a new, more accurate KB. This action
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immediately incurs an Opportunity Cost, as the bandwidth consumed for the update is no
longer available for data transmission.

In many realistic architectures, knowledge discovery is distributed (i.e., a UE is the first to
detect the new environment). The BS must then coordinate a network-wide update. This pro-
cess must be robust against errors and secure against malicious attacks (e.g., preventing a sin-
gle faulty UE from poisoning the network’s KB). It requires a reliable synchronization proto-
col—termed herein as “Knowledge Consensus”—to ensure atomicity and consistency across all
relevant nodes.

This creates a complex, dynamic trade-off. Allocating resources to consensus incurs an
immediate opportunity cost but yields a future reward (a more accurate KB, leading to higher
transmission utility). Conversely, continuing semantic transmission yields immediate utility
but risks catastrophic failure as the KB becomes increasingly stale. This resource allocation
problem must be solved online, navigating the inherent trade-off between the immediate utility
of transmission and the long-term cost of knowledge staleness, all under the stochastic, time-
varying nature of wireless channels.

3.1.3 Contributions

To address the aforementioned research gap, this work proposes a novel, online control frame-
work to dynamically manage the trade-off between semantic transmission utility and the cost
of knowledge consensus. Our methodology is grounded in a rigorous problem formulation that,
for the first time, captures the specific costs and constraints of dynamic KB maintenance. This
formulation and its corresponding solution provide a new theoretical and practical tool for the
design of next-generation intelligent communication systems.

The main contributions of this work are articulated as follows:

• We are the first to establish a dynamic SemCom system model that explicitly incorpo-
rates “Knowledge Staleness," K (t), as a quantifiable state variable and links it directly to
semantic utility degradation. We formally model the KB update procedure as a resource-
consuming “Knowledge Consensus" protocol with specific data size and reliability re-
quirements.

• We articulate this dynamic trade-off as a complex 0-1 MINLP. This formulation uniquely
incorporates a binary decision variable to model the fixed activation costs associated with
initiating the consensus protocol, thereby capturing real-world operational overheads and
preventing trivial, unrealistic solutions.

• Recognizing that the formulated MINLP is NP-hard and computationally intractable for
real-time control, we propose a low-complexity, deterministic heuristic algorithm, termed
IMCA. IMCA is based on the classical economic principle of equalizing marginal costs
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and is capable of rapidly finding a high-quality, sub-optimal solution for the fixed-horizon
planning sub-problem.

• To operate the planner in a stochastic wireless environment and obviate the need for per-
fect long-term channel prediction, we embed the IMCA planner within a MPC framework.
This online controller re-optimizes at each decision epoch, enabling it to adapt dynami-
cally to real-time channel conditions and make robust allocation decisions.

• We conduct extensive simulations to evaluate the proposed MPC-IMCA framework. We
demonstrate its significant superiority in long-term cumulative semantic utility when com-
pared against several baseline strategies, including a greedy transmit policy and a periodic
update policy, thereby validating its efficacy in managing dynamic knowledge in SemCom
systems.

3.2 System Model and Problem Formulation

This section formally defines the system architecture, the key state variables, the decision space,
and the associated cost and utility functions. We conclude by formulating the dynamic resource
allocation problem as a stochastic optimal control problem.

3.2.1 KB Staleness and Stochastic Updates

We consider a centralized wireless communication system comprising a single central con-
troller, such as a Base Station (BS) or Access Point (AP), and a set of N associated user equip-
ments (UEs). The system operates over a total available bandwidth Btotal , which is consid-
ered a fixed and scarce resource. The system evolves in a discrete-time framework, indexed
by t ∈ {0,1,2, ...}, where each index represents a decision epoch (e.g., a time slot) of duration
Tepoch. We assume a high-saturation, mission-critical scenario where UEs always have semantic
data (e.g., sensor readings, video features) queued for transmission to the BS (or vice-versa).
Consequently, any bandwidth allocated to control-plane tasks (such as knowledge maintenance)
directly competes with data-plane transmission, creating a quantifiable opportunity cost. At time
t = 0, we assume a knowledge update event is triggered. This signifies that a new, more accurate
KB, KBnew, has been identified (e.g., proposed by a UE and validated by the BS) and is ready
for dissemination. This event defines the initial state of our problem.

Fig. 3.1 illustrates the system model of the proposed knowledge-driven semantic commu-
nication network. The system consists of a transmitter and a receiver communicating over a
dynamic wireless channel. Distinct from traditional architectures, both terminals are equipped
with a KB to support semantic feature extraction and recovery. The efficacy of the SemCom
system is dictated by the fidelity of its shared KB. We model the system’s evolution using a state
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Figure 3.1: The system model of the knowledge-driven semantic communication.

vector St . The minimal state required for decision-making at epoch t consists of the Knowl-
edge Staleness, the remaining consensus work, and the current channel realization. We define
a continuous state variable K (t) ∈ [0,Kmax] to quantify the semantic staleness of the currently
active KB. K (t) = 0 represents a perfectly accurate and synchronized KB. K (t)> 0 indicates
a quantifiable divergence between KBold , leading to a loss in SemCom efficiency. In a dynamic
environment, the relevance of any KB decays over time. We model this as a non-decreasing
process. While the consensus protocol for KBnew is in-progress (i.e., not yet completed and ac-
tivated), the staleness of KBold continues to increase. We model this as a drift δd ≥ 0 per epoch,
δd represents the knowledge obsolescence rate. It is a system-specific parameter derived from
the rate at which the environment changes. A higher δd implies the current KB loses its validity
faster. This captures the average rate at which the environment diverges from the static KBold .
The evolution is given by:

K (t +1) = min(Kmax,K (t)+δd). (3.1)

Upon completion of the consensus protocol at a future time Tc, the new KBnew is activated,
and the staleness state is reset to a target value Ktarget , typically Ktarget = 0. Specifically, the
execution of the consensus protocol is the counter-measure in the system that resets X (t) to
zero, thereby restoring the semantic fidelity.

The dissemination of KBnew requires a finite amount of work. We define DKB as the total
workload (e.g., in reliable bits) required to successfully synchronize KBnew with the necessary
quorum of UEs, ensuring network-wide consistency. DKB is a known constant at t = 0. We
define a state variable Dr(t)≥ 0 to track the consensus workload remaining at the beginning of
epoch t. Wireless channels are stochastic. We let h(t) represent the channel gain (or a vector of
channel gains) during epoch t. We assume h(t) is constant within an epoch but varies between
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epochs according to a stationary ergodic process. The BS is assumed to have knowledge of h(t)

at the start of epoch t (e.g., via channel sounding). Thus, the system state at the beginning of
epoch t is

St = (K (t),Dr(t),h(t)). (3.2)

The consensus activation decision is a binary decision variable denoted as x(t) ∈ {0,1}. The
consensus module is active in epoch t:

x(t) = 1, (3.3)

or the consensus module is inactive in epoch t:

x(t) = 0. (3.4)

This action is necessary to perform any consensus work and is associated with a fixed start-up
cost.

The fraction of bandwidth allocated to the consensus protocol is a continuous decision vari-
able denoted as b(t), if knowledge consensus is activated:

b(t) ∈ [0,1]. (3.5)

Thus, the bandwidth allocated to consensus is

Bcon(t) = x(t)b(t)Btotal, ∀t, (3.6)

and the bandwidth allocated to communication is

Btx(t) = Btotal−Bcon(t), ∀t. (3.7)

Thus, at the beginning of each epoch t, the BS observes the state St and executes an action
(decision) at . This action determines the resource allocation for the upcoming epoch. The
action at is a tuple

at =
(
x(t),b(t)

)
. (3.8)

3.2.2 Semantic Transmission Utility Model

The immediate reward in epoch t is the STU achieved using the transmission bandwidth Btx(t)

and the current KB staleness K (t). We model the loss of semantic efficiency due to knowledge
staleness K (t) using a mapping η : [0,Kmax]→ [0,1]. We adopt an exponential decay model,
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which is common for modeling efficiency loss:

η(K ) = e−αKK , (3.9)

where αK > 0 is a system sensitivity parameter that dictates how rapidly staleness degrades
performance. This function is strictly decreasing, with η(0) = 1. The exponential decay model
is widely adopted in age of information literature and Information Theoretic reliability analysis
to model the value of freshness [64].

Given a transmission bandwidth allocation Btx and staleness K over an epoch Tepoch, the
achievable STU in one epoch is modeled based on the Shannon capacity formula, scaled by the
semantic efficiency factor:

Utx(Btx,K ,h) = η(K ) ·Tepoch ·Btx · log2

(
1+

Ptxh
BtxN0

)
, (3.10)

where h is the channel gain, Ptx is the transmission power, and N0 is the noise power spectral
density. This model captures the core premise that as staleness K increases, the STU-per-Hz,
Utx/Btx, rapidly decrease.

3.2.3 Knowledge Consensus Model

We model the consensus process as a project to reliably transmit the DKB block, which competes
for bandwidth Bcon. We define Ce f f (Bcon,hcon) as the effective work (in reliable bits) completed
by the consensus protocol in one epoch, given bandwidth Bcon and its corresponding channel
hcon. We abstract the complex, multi-round protocol into an effective throughput model that
accounts for both transmission rate and reliability.

Allocating bandwidth Bcon does not guarantee success, it only buys a probability of success-
ful progress. The effective progress in one epoch is the probability-weighted rate:

Ce f f (Bcon,hcon) = ps(Bcon,hcon) ·Tepoch ·Bcon · log2(1+SINRcon), (3.11)

where SINRcon is the signal-to-interference-plus-noise ratio on the consensus channel, ps(·) is
the probability that the transmitted bits are successfully received and acknowledged by the re-
quired quorum. The term SINRcon denotes the Signal-to-Interference-plus-Noise Ratio. We
assume an orthogonal frequency division scheme where the total bandwidth Btotal is split into
Btx and Bcon without spectral overlap. Therefore, the transmission does not cause intra-system
interference. This probability is an increasing, concave function of Bcon, reflecting the reliability
guarantees of the consensus protocol:

ps(Bcon,hcon) = 1− e−βBBcon. (3.12)
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where βB > 0 is a parameter scaling the reliability of the consensus channel. This form reflects
that allocating more bandwidth not only increases the potential rate but also enhances protocol
reliability.

Based on the models above, we can now write the formal state transition functions. Given a
state St = (K (t),Dr(t),h(t)) and an action at = (x(t),b(t)), the state at t +1 evolves as:

K (t +1) =

Kt , if Dr(t +1)≤ 0;

min(Kmax,K (t)+δd), if Dr(t +1)> 0;
(3.13)

and
Dr(t +1) = Dr(t)−Ce f f (Bcon(t),h(t)). (3.14)

We assume the transmission and consensus channels h(t) are sufficiently correlated or that h(t)

represents the relevant channel state for both.

3.2.4 The 0-1 Mixed-Integer Optimization Problem

The goal of the system is to create a schedule over a future horizon T that completes the DKB

update while minimizing the total opportunity cost incurred during this transition. Maximum
potential utility, Rmax(t), is the utility that would have been achieved if all resources were dedi-
cated to transmission:

Rmax(t) =Utx

(
Btotal,K (t),h(t)

)
. (3.15)

Immediate transmission utility, R(t)), is the utility actually achieved with action at :

R(t) =Utx

(
Btx(t),K (t),h(t)

)
. (3.16)

The opportunity cost (Jopp(t)) in an epoch t is the utility lost due to allocating resources to
consensus:

Jopp(t) = Rmax(t)−R(t). (3.17)

Fixed activation cost, denoted as J f ixed(t), is the cost associated with the binary decision x(t).
It represents the start-up overhead (e.g., computation, signaling) of activating the consensus
protocol for one epoch:

J f ixed(t) = λ ·K f ixed · x(t), (3.18)

where K f ixed is a fixed cost value, and λ is a weighting factor that translates this activation cost
into the same units as the utility cost.

At t0, given K0 and DKB, find the plan {x(t),b(t)} and horizon T that minimizes total cost.
Thus, the problem can be formulated as:
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min
T,{x(t),b(t)}T

t=1

J =
T

∑
t=1

[
Jopp(t)+λ ·K f ixed · x(t)

]
, (3.19)

s.t.
T

∑
t=1

Ce f f (Bcon(t),ht)≥ DKB, (3.19a)

K (t +1) = K (t)+δd, ∀t, (3.19b)

x(t) ∈ {0,1}, ∀t, (3.19c)

0≤ b(t)≤ 1, ∀t, (3.19d)

T ∈ Z+, (3.19e)

The constraint (3.19a) is consensus completion constraint that the total accumulated reliable
progress must equal the KB size. The constraint (3.19b) is staleness evolution constraint that
staleness evolves during the update, increasing the opportunity cost. This formulation is a deter-
ministic, event-driven optimization problem. It is non-convex and NP-hard, making it extremely
difficult to solve with traditional solvers.

3.3 Solution

The problem (3.19) formulated in Section II is a 0-1 Mixed-Integer Non-Linear Program (MINLP)
with a variable time horizon T . Solving this problem to global optimality is NP-hard and compu-
tationally infeasible for a real-time system controller. Therefore, we develop a low-complexity,
deterministic heuristic algorithm designed to find a high-quality, sub-optimal solution rapidly.
This algorithm runs at the moment a new knowledge event (DKB,K0) occurs, to generate a
concrete, step-by-step execution plan. The core idea is to transform the problem from find the
best plan T to find the best plan for a given deadline T , and then iterate over T to find the best
deadline.

3.3.1 Fixed-Horizon Resource Allocation

The MPC controller operates in a receding-horizon fashion. At the beginning of each decision
epoch t, the controller executes a four-step process. The controller observes the current, true
system state St = (K (t),Dr(t),h(t)). The controller predicts the sequence of future channel
gains {ĥτ}t+TH−1

τ=t over a finite planning horizon TH

ĥτ = h(t), ∀τ ∈ [t, t +TH−1]. (3.20)

This assumes the channel statistics remain constant over the short planning horizon.
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We first simplify the problem by fixing the total completion deadline T . The problem (P1)
now becomes a Fixed-Horizon 0-1 MINLP:

min
{x(t),b(t)}T

t=1

J(T ) =
T

∑
t=1

[
Jopp(t)+λK f ixed · x(t)

]
(3.21)

s.t.
T

∑
t=1

Ce f f (x(t)b(t)Btotal,ht)≥ DKB (3.21a)

K (t +1) = K (t)+δd, ∀t, (3.21b)

x(t) ∈ {0,1}, ∀t, (3.21c)

0≤ b(t)≤ 1, ∀t, (3.21d)

Problem (3.21) is still a complex MINLP, but its variable set is now fixed. It is a non-linear
resource allocation problem that how to distribute the total work DKB across T available time
epochs to minimize total cost. The cost of working in epoch t (Jopp(t)) increases as K (t)

increases. The efficiency of working in epoch t (Ce f f (t)) varies with the channel ht . Activating
work (x(t) = 1) incurs a fixed cost K f ixed .

Algorithm 1 Iterative Marginal Cost Allocation for Fixed T

1: Input: T,DKB,K0,{ht}T
t=1,δd,λ ,K f ixed

2: Initialize Plan: x(t)← 0,b(t)← 0,C(t)← 0 for t = 1 . . .T
3: Initialize State: K (t)←K0 + t ·δd
4: Dr← DKB
5: ∆D← DKB/M
6: while Dr > 0 do
7: t∗← argmint∈{1...T}MC(t)
8: if x(t∗) == 0 then
9: x(t∗)← 1

10: end if
11: C(t∗)←C(t∗)+∆D
12: b(t∗)←C−1

e f f (C(t∗),ht∗)/Btotal
13: Dr← Dr−∆D
14: end while
15: Jtotal ← 0
16: for t = 1→ T do
17: Bcon(t)← x(t) ·b(t) ·Btotal
18: Btx(t)← Btotal−Bcon(t)
19: Jopp(t)← Rmax(t)−R(t)
20: Jtotal ← Jtotal + Jopp(t)+λK f ixed · x(t)
21: end for
22: Return: Jtotal , {x(t),b(t)}T

t=1
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3.3.2 Iterative Marginal Cost Allocation

We propose a heuristic algorithm IMCA, to solve problem (3.21). This is a greedy algorithm
based on the classic optimization principle of equalizing marginal costs. The algorithm itera-
tively builds the consensus plan by adding small chunks of progress (∆D) at a time. At each
step, it adds the chunk to the epoch that has the lowest marginal cost to do so.

We must define the cost of adding a small amount of consensus progress, ∆D, to an epoch t

that currently has a plan (x(t),b(t)). Let Jt(x,b) be the immediate cost in epoch t:

Jt(x,b) = Jopp(x,b)+λK f ixed · x. (3.22)

Let Ct(x,b) be the progress made in epoch t:

Ct(x,b) =Ce f f (xbBtotal,ht). (3.23)

The marginal cost MC(t) is the cost-per-bit of adding the next chunk ∆D to epoch t. This is the
derivative of cost with respect to progress:

MC(t) =
∂Jt(x,b)
∂Ct(x,b)

. (3.24)

This function captures the 0-1 mixed nature:

• If x(t)= 0 (starting work): The cost of adding the first chunk ∆D is very high, as it includes
the full fixed cost K f ixed plus the new opportunity cost Jopp.

MCstart(t)≈
Jt(1,bmin)− Jt(0,0)

Ct(1,bmin)−0

≈
Jopp(1,bmin)+λK f ixed

Ce f f (bminBtotal,ht)
.

(3.25)

• If x(t) = 1 (continuing work): The cost of adding ∆D is just the incremental increase in
opportunity cost (since K f ixed is already paid).

MCcont(t)≈
∂Jopp(t)

∂b
/

∂Ce f f (t)
∂b

. (3.26)

The IMCA (Algorithm 1) solves the fixed-horizon problem (3.21). It iteratively allocates
progress DKB chunk by chunk, always picking the epoch t∗ with the lowest current marginal
cost MC(t∗).
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3.3.3 Overall Controller Planning Algorithm

The IMCA algorithm finds the best plan for a given T . The final step is to find the optimal T .
The controller does this by running IMCA over a reasonable range of possible deadlines T , from
T = 1 (a very aggressive plan) to a maximum allowed deadline Tmax (a very patient plan).The
overall algorithm (Algorithm 2) is a simple deadline sweep.

The complexity of the IMCA algorithm (Alg. 1) is dominated by the while loop, which
runs M times. In each iteration, it finds the minimum of T values, taking O(T ) time. Thus,
the complexity of IMCA is O(M ·T ). The HSP (Alg. 2) calls IMCA for T = 1...TH . The to-
tal complexity is ∑

TH
T=1 O(M · T ) = O(M · T 2

H). This O(M · T 2
H) polynomial complexity is the

total computational load per decision epoch for the MPC controller. Given that M (chunk pre-
cision) and TH (planning horizon) are design parameters, this low-order polynomial complexity
is highly suitable for real-time implementation in a network controller, in stark contrast to the
exponential complexity required by any optimal solver for the original MINLP.

Algorithm 2 Overall Planning Algorithm

1: Input: DKB,K0,Tmax, H , δd,λ ,K f ixed
2: Initialize: J∗← ∞, Plan∗← /0
3: {ht}Tmax

t=1 ←H .predict(Tmax)
4: for T = 1→ Tmax do
5: [JT ,PlanT ]←
6: IMCA(T,DKB,K0,{ht}T

t=1,δd,λ ,K f ixed)
7: if JT < J∗ then
8: J∗← JT
9: Plan∗← PlanT

10: end if
11: end for
12: Return: The optimal-cost plan, Plan∗

This deadline sweep approach is a traditional, deterministic optimization heuristic. It avoids
the complexities of RL training and provides a concrete, implementable algorithm for the system
controller that directly addresses the 0-1 mixed nature of the problem. Since semantic decod-
ing relies on the consistency between the transmitter’s and receiver’s KBs, any environmental
change leads to a staleness. Knowledge consensus is the specific mechanism defined to syn-
chronize these KBs and eliminate mismatch. Furthermore, since this staleness accumulates over
time, a decision to delay consensus now results in higher penalties later. This temporal depen-
dency motivates the use of model predictive control, which, unlike greedy algorithms, optimizes
the resource trade-off over a future horizon to minimize long-term semantic errors.
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3.4 Simulation Results and Analysis

In this section, we conduct extensive simulations to validate the effectiveness of our proposed
MPC-IMCA framework. We evaluate its performance in terms of long-term cumulative seman-
tic utility and compare it against two widely recognized baseline:

• Greedy Strategy: This policy maximizes immediate, short-term utility by allocating all
available bandwidth (Btotal) to semantic transmission. It never invokes the knowledge
consensus protocol, thus representing a "transmit-only" approach where knowledge stale-
ness K (t) grows unmitigated.

• Periodic Updates: This strategy employs a static, non-adaptive policy that interrupts se-
mantic transmission at fixed time intervals to execute the knowledge consensus protocol,
regardless of the current channel state or staleness level.

To evaluate the long-term performance, we define the cumulative semantic utility as the pri-
mary performance metric defined as the summation of the effective semantic throughput. It is
important to clarify the relationship between this metric and the optimization problem formu-
lated. Although the problem is formulated as a minimization of the system cost, this is math-
ematically equivalent to the maximization of semantic utility. We choose to present the results
in terms of ’Utility’ rather than ’Cost’ because it provides a more intuitive visualization of the
system’s performance gain—specifically, a higher curve directly corresponds to higher seman-
tic utility. We simulate the wireless system, operating over a total bandwidth Btotal in discrete
Tepoch time slots. The channel gain h(t) is modeled as a stationary ergodic process. For our
proposed controller, the MPC planning horizon is set to TH = 30 and the IMCA chunk precision
to M = 20. We first analyze the dynamic evolution of cumulative utility over time, and then
investigate the robustness of each strategy by varying two critical environmental factors: the
Knowledge stale drift rate (δd) and the KB update workload (DKB).

Table 3.1: Simulation Parameter Settings

Parameter Description Value
Btotal Total system bandwidth 20 MHz
Tepoch Decision epoch duration 100 ms
Ptotal Transmission & Consensus power 1.0 W
αK Staleness sensitivity factor 0.1

Fig. 3.2 illustrates the cumulative semantic utility as a function of time, comparing the pro-
posed MPC-IMCA framework against two baseline strategies: a Greedy strategy and a Periodic
updates policy. The MPC-IMCA (Proposed) policy consistently achieves the highest cumu-
lative utility, demonstrating a robust, monotonically increasing performance that surpasses 35
units by t = 60s. Conversely, the Greedy strategy initially performs well but exhibits signifi-
cant performance saturation after t = 40s, plateauing at approximately 35 units. This saturation
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Figure 3.2: A comparison of the evolution of cumulative semantic utility over time.

is attributed to the escalating semantic utility loss as knowledge staleness grows unmitigated.
The Periodic updates strategy demonstrates the slowest initial utility accumulation, indicative
of the immediate opportunity cost incurred during update cycles, though it eventually converges
to a similar performance level as the Greedy approach. This result validates the efficacy of the
MPC-IMCA’s online, adaptive decision-making, which optimally balances the immediate util-
ity of transmission with the long-term cost of knowledge staleness, thereby outperforming the
static, non-adaptive baseline heuristics over the observed time horizon.

Fig. 3.3 presents a comparative analysis of cumulative semantic utility as a function of the
knowledge stale drift rate, δd , over a low-to-moderate range. The results demonstrate that as the
environmental dynamism (i.e., δd) increases, the performance of all strategies degrades. How-
ever, the proposed MPC-IMCA framework exhibits superior robustness, maintaining the highest
utility across the entire spectrum. At near-static conditions (δd ≈ 0.05), MPC-IMCA’s perfor-
mance correctly converges with the Greedy strategy, both achieving over 80 units of utility.
As δd escalates, the utility of the Greedy strategy deteriorates sharply, becoming the worst-
performing policy for δd > 0.38. This highlights the deficiency of a static ’no-update’ policy
in a dynamic environment. The MPC-IMCA policy’s performance degrades far more grace-
fully, underscoring its adaptive capability to counteract faster knowledge decay by optimizing
its update schedule.

Fig. 3.4 investigates the performance robustness of the three policies against an increasing
DKB, which represents the total resource cost required to complete one knowledge consensus.
The Greedy strategy’s utility is, by definition, invariant to DKB and provides a constant baseline
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Figure 3.3: The impact of knowledge stale drift rate (δd) on total cumulative semantic utility.
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Figure 3.4: The impact of KB update workload (DKB) on total cumulative semantic utility.
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at approximately 43 units, as it never incurs an update cost. Conversely, the Periodic updates pol-
icy exhibits a significant, near-linear degradation in performance. This is because a larger DKB

forces the system to spend more time epochs in a paused update state, thereby accumulating a
proportionally larger opportunity cost and falling below the Greedy baseline for DKB > 1150 Kb.
The proposed MPC-IMCA framework demonstrates the most robust performance, achieving the
highest utility across all tested DKB values. A critical finding is observed for DKB ≥ 1300 Kb,
where the MPC-IMCA policy’s utility curve flattens at 44 units. This demonstrates that the on-
line controller has intelligently identified a cost threshold beyond which the total projected cost
of performing the update exceeds its cumulative benefit. At this point, the controller adaptively
defaults to a no-update policy, and its performance correctly becomes invariant to any further
increase in DKB.

3.5 Conclusions

This work addressed the critical yet under-explored problem of dynamic KB management in
SemCom systems. We formulated the inherent trade-off between immediate transmission utility
and the opportunity cost of KB maintenance as a 0-1 MINLP. To solve this, we proposed a novel
and low-complexity MPC-IMCA online control framework. Extensive simulations validated our
approach, demonstrating that the MPC-IMCA controller significantly outperforms static greedy
and periodic update strategies. Crucially, our framework demonstrated intelligent adaptation: it
robustly manages the update schedule under varying environmental dynamics (δd) and update
costs (DKB), and correctly defaults to a no-update policy when the cost of consensus is identified
as exceeding its benefit. This work provides a practical and effective framework for managing
dynamic knowledge in next-generation intelligent communication networks.



Chapter 4

A Learning-based Optimization
Framework for 0–1 Mixed Problem in
Knowledge-Driven Semantic
Communication

4.1 Introduction

As identified in Chapter 3, the resource allocation problem in Knowledge-Driven SemCom net-
works fundamentally manifests as a 0-1 MINLP problem. Specifically, the network must make
discrete decisions (e.g., selecting which user performs knowledge consensus) coupled with
continuous resource allocation (e.g., power/bandwidth). While Chapter 3 proposed a specific
heuristic for a simplified model, scaling SemCom networks to multi-user, multi-cell scenarios
introduces exponential complexity. Standard solvers (like Branch-and-Bound) are too slow for
wireless coherence times, and standard RL agents struggle to explore the vast combinatorial ac-
tion space efficiently. Therefore, the objective of this chapter is to construct a general-purpose,
high-efficiency solver engine specifically tailored for the SemCom resource allocation problems
formulated in this thesis. We propose a relaxation-guided reinforcement learning framework that
leverages the mathematical structure of the problem to accelerate the intelligent agent’s learning
process.

From the mathematical perspective, solving 0-1 mixed optimization problems is challenging.
The challenges stem from the binary variables, the coupling of binary and continuous variables,
and often, non-convex objective functions and/or constraints. A variety of optimization-based
methods such as linear programming relaxation [65], branch and cut [66], and dynamic pro-
gramming [67] have been used to solve these problems. These methods can provide the exactly
optimal solution for small-scale problems, but they cannot be directly applied to dealing with
general large-scale problems due to non-convexity and the problem’s combinatorial nature. To

33



CHAPTER 4. LEARNING-BASED OPTIMIZATION FRAMEWORK 34

overcome this challenge, wireless networks may rely on heuristic algorithms and ML methods
to generate approximate solutions [68]. For example, some DRL approaches now use large rea-
soning models to enhance performance [69]. Others focus on developing novel, diffusion-based
reward shaping schemes [70]. In parallel, distributed frameworks like federated learning are
also gaining traction. Researchers are designing long-term contribution incentives in these sys-
tems [71]. They are also building robust learning frameworks that use verifiable perturbations
[72]. While these approaches provide reasonable solutions for large-scale problems, they cannot
guarantee optimality or convergence [73].

4.1.1 Related Works

Prior works [12–14, 16, 19, 74–85] on wireless resource management leverage optimization
techniques that can be classified into three categories: traditional optimization-based algorithms
[12], heuristic algorithms [16], and more recently ML-based algorithms [74]. In general, tra-
ditional optimization methods, such as B&B, cutting planes, and dynamic programming, can
guarantee an optimal solution. However, these methods are not suitable for large-scale problems
due to their exponential complexity. The authors in [13] integrate Balas’s method with B&B
search strategies, including depth-first, breadth-first, and best-first search, to reduce computa-
tional demands for optimizing the binary integer programming problems. However, memory
requirement and computing complexity remain a challenge for large-scale problems because the
B&B methods need to generate a list of nodes for evaluation. The authors in [75] and [76] use
a linear relaxation on binary variables, and obtain fractional solutions by solving the relaxed
problem. A direct rounding method is used in [75] to recover the binary variables. The authors
in [76] take the elements of the largest fractional solution of each row to 1 and the rest to 0,
because there is a special constraint that the binary variables of each row sum to 1. The authors
in [77] use a penalty factor in a suboptimal algorithm to enforce binary constraints on subcar-
rier allocation in a 0-1 mixed programming framework. This penalty factor penalizes deviations
from binary values (0 or 1), ensuring that allocation decisions converge to binary values during
the optimization process. In addition, the Hungarian method is also used in [78] to address com-
binatorial assignment problems in a polynomial time. However, the Hungarian method cannot
effectively handle 0-1 mixed problems due to the coupling of binary and continuous variables.

Meanwhile, the works in [19, 79–84] adopt ML solutions for solving 0-1 mixed optimiza-
tion problems in various wireless scenarios. In general, ML techniques are used in two ways
to solve these problems: using neural networks to map inputs (problem parameters) and out-
puts (solutions), or employing reinforcement learning (RL) to explore solution space. In [79],
the authors employ an RL-based curriculum learning framework, which incrementally identifies
hierarchical belief structures and refines semantic event descriptions to optimize task execution
efficiency, communication costs, and belief utilization. The authors in [80] use an ML solution
by introducing a federated echo state network to predict the locations and orientations of vir-
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tual reality (VR) users in a distributed manner, optimizing the user-base station association to
minimize breaks in presence events in wireless networks. The work of [81] uses a neural com-
binatorial deep reinforcement learning (NCRL) framework to optimize strategies in wireless
networks. Their approach combines convex optimization with a state representation based on
long short-term memory (LSTM). The goal is to jointly optimize the trajectory and scheduling
for UAVs. The works in [82] and [83] introduce DL-based frameworks for optimization in wire-
less networks. In [82], binary offloading decisions are separated from resource allocation tasks,
using a DNN-based module for the binary decisions and an optimization-based module for re-
source allocation. Similarly, the work in [83] proposes to approximate solutions for non-convex
constrained optimization problems, using binarization and a primal-dual training method. The
authors in [84] integrate imitation learning with the B&B algorithm to optimize pruning poli-
cies, achieving near-optimal performance. In [19], the authors employ RL in a game-theoretic
framework to optimize energy efficiency through iterative updates of user association and re-
source scheduling strategies. In summary, DNN-based methods like those in [19, 79–84] are
useful for generating fast approximate solutions with low computational intensity. However, the
quality of the DNN output depends on the robustness of the dataset and the effectiveness of the
training process. RL-based methods can search the solution space based on historical data, how-
ever, they can be inefficient for problems with large solution spaces, particularly in the context
of large-scale wireless network.

Furthermore, the works in [14, 16, 85] use heuristic methods to obtain acceptable solutions
with significantly reduced computational complexity, despite these methods may lack guarantees
of convergence and optimality. The authors in [85] conduct a survey of the applications of GAs
in wireless networks. This paper covers how GAs have been utilized to address problems char-
acterized by large, complex search spaces, particularly the 0-1 optimization problems in wireless
networks. The authors in [16] develop a heuristic algorithm that combines a greedy approach
for constructing initial feasible solutions and a local search method for exploring neighboring
solutions to optimize binary variables. The authors in [14] present a fast heuristic algorithm
for channel assignment in wireless networks, which utilizes weighted maximal independent sets
within a conflict graph to manage cumulative interference, enhancing computational speed and
optimality. Overall, heuristic algorithms such as those in [14, 16, 85] face a tradeoff between
solution optimality and computational complexity, i.e., they target for fast problem-solving with
compromises on optimality. However, these algorithms are typically tailored to specific problem
structures, and their performance is highly sensitive to parameters (such as termination criteria
or neighborhood size), and it often requires extensive experiments to find the optimal configura-
tions. Additionally, the lack of performance guarantees results in inconsistent outcomes across
different instances of the same problem, making these approaches less reliable for applications
with high precision requirements.



CHAPTER 4. LEARNING-BASED OPTIMIZATION FRAMEWORK 36

4.1.2 Contributions

The main contribution of this work is to overcome the limitations of prior works by developing a
unified approach for solving 0-1 mixed optimization problems in wireless networks. While pure
RL methods explore the solution space based on trial-and-error, which is inefficient in the vast
solution spaces of large-scale wireless networks. The core novelty of our work is the creation of
a framework that transforms this process into an informed search. We achieve this by creating
a unique synergy between convex optimization and RL, where the former provides a prior to
guide the exploration of the latter. We first model the process of solving binary variables as an
Markov decision process (MDP). Then, we relax binary variables to reformulate the original
problem into a convex framework, where a feasible relaxed solution is derived based on convex
optimization theory. Using the relaxed solution as prior information, RL is exploited to deter-
mine the suboptimal solution of the binary variables. When the RL algorithm reaches a terminal
state, a binary solution is determined, and the continuous variables can be easily optimized using
traditional optimization method. In each episode, the objective value serves as the reward for
RL, i.e., it is used to update the search policy. This process is repeated until the termination
condition for the whole problem is met. This proposed approach can enhance the efficiency of
searching binary variables space as well as the likelihood of converging to a suboptimal solution.
In summary, our key contributions include:

• Considering the problem scalability and time complexity requirement in wireless net-
works, we integrate convex optimization with RL to tackle the binary decision of 0–1
mixed problems. We solve a relaxed sub-problem before binary decision making, and use
the relaxed solution as prior information to guide RL search policy.

• We theoretically prove that the neighbourhood of the relaxed solution has a higher proba-
bility of containing suboptimal solutions. Thus, relaxed solutions can provide prior infor-
mation for RL to guide its searching policy effectively.

• We discuss the extensions of our approach to handle non-convex objective functions and
non-convex constraints. These extensions broaden the applicability of our approach to
complex real-world wireless networking scenarios.

• We conduct simulations to validate the proposed learning-based optimization approach
for wireless problems with convex and non-convex objective functions. The simulations
demonstrate that for large-scale wireless problems, our proposed approach is more effec-
tive in exploring better solutions than traditional optimization methods and pure RL.

4.2 A General 0-1 Mixed Optimization Problem for SemCom

In a typical 0-1 mixed optimization problem in wireless networks, binary variables are used to
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capture discrete decision variables, such as user association, channel assignment, or task allo-
cation; while continuous variables are introduced to manage wireless resources, such as power,
bandwidth, or time. The objective is generally to optimize network performance or resource
utilization, subject to constraints on the quality-of-service (QoS) requirements as well as re-
source limitations. In this section, we formulate a general 0-1 mixed optimization problem, and
provide several common examples from wireless networks including bandwidth optimization,
power allocation, and task offloading.

4.2.1 Problem Description and Formulation

Consider a scenario with N users and M base stations (BSs) in a wireless network in which a
general 0-1 mixed optimization problem for network resource management can be formulated
as follows:

max
x,y

f (x,y) (4.1)

s.t. gl(x,y)≤ 0, ∀l ∈L ; (4.1a)

∑
M
j=1xi j = 1, ∀i ∈N ; (4.1b)

xi j ∈ {0,1}, ∀i ∈N ,∀ j ∈M . (4.1c)

Binary Variables: x ∈ {0,1}N×M is a matrix of binary decision variables, where each xi j ∈
{0,1} indicates a yes/no, on/off, or included/excluded decision.1 For example, xi j might repre-
sent whether or not to establish a connection between user i and BS j, where xi j = 1 if user i is
connected to BS j, and xi j = 0 otherwise.

Continuous Variables: y ∈R+
0

N×M is a matrix that consists of continuous variables. It could
represent the amount of resources allocated to links or nodes, such as bandwidth or power. For
example, yi j can be the transmit power at BS j to user i, or the bandwidth allocated from BS j

to user i. These variables usually take on positive real values, and subject to resource budgets.
Objective Function: The objective function f (x,y) :

(
{0,1}N×M,R+

0
N×M

)
→R is a wireless

network performance metric that depends on both the binary variables x and continuous variables
y. This function can capture the networks goal of maximizing the overall network throughput,
minimizing the total power consumption, or optimizing any other relevant network performance
metrics. It should be noted that multi-objective optimization is out of the scope of our work.

Constraints gl(x,y) ≤ 0: A set of constraints is imposed by the network in order to ensure
that the minimum QoS requirements are met within the given resource budget. For example,
the sum of bandwidth allocated by BS j to its associated users should not exceed its capacity,
i.e., ∑

N
i xi jyi j ≤ B j, if we use xi j and yi j to represent cell association and bandwidth allocation,

1Our approach can still work under multiple sets of binary variables x ∈ {0,1}N×M×K or continuous variables
y∈R+

0
N×M×K . For example, if we consider a joint optimization of bandwidth and power allocation with continuous

variables, our approach can still work.
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respectively. Meanwhile, each user might have its own requirements on service quality, in terms
of throughput, latency, data rate, etc.

Exclusivity Constraint ∑
M
j=1 xi j = 1: The exclusivity constraint is commonly needed in wire-

less networking optimization problems. It ensures that exactly one of the options or resources is
selected from a set of possible choices for each instance i. This constraint is required typically
for BS association, caching, channel allocation, time slot allocation, etc. For example, for user
association, this constraint ensures that each user is uniquely associated to exactly one BS to
access networks.

Problem (4.1) can be viewed as a general resource management problem for a wireless net-
work with M BSs and N users. This problem is clearly formulated as a 0-1 mixed optimization
problem. The goal is to optimize the objective function f (x,y) subject to L constrains gl(x,y)≤ 0
and an exclusivity constraint ∑

M
j=1 xi j = 1. Note that, this framework can be extended to prob-

lems with higher-dimensional variables, such as x ∈ {0,1}N×M×K . This generalization is pos-
sible because the problem can still be framed as a sequence of N decisions. The fundamental
principle of using a relaxed solution to inform the RL policy is independent of the variable
dimension.

4.2.2 Challenges of Solving Problem (4.1) in SemCom

The commonly formulated problem (4.1), in wireless networks, is generally intractable. The
main difficulty lies in the binary variables, which make the objective function and constraints
non-differentiable, and, thus, we cannot use a gradient-based approach to solve problem (4.1).
In addition, the large-scale nature of wireless networks, characterized by dense devices and base
stations, increases the size of the problem and leads to an exponential explosion in solution
space. This exponential computational complexity makes it infeasible to evaluate every possible
solution of the problem [74]. The complexity of problem (4.1) also arises from the coupling of
binary variables x and continuous variables y, particularly the cross term xy. These cross terms
are non-convex and commonly appear in wireless networking optimization problems. This in-
terdependence means that optimizing x while fixing y (or vice versa) may not lead to an optimal
solution, as the optimality of one set of variables directly affect the other. Furthermore, the
diverse QoS requirements complicate the constraints, leading to the non-convexity of the prob-
lem caused by feasible region. The non-convexity of objective function and constraints makes
it challenging for optimization to avoid local optima traps and ensure that the solutions are as
close to the global optimum as possible.
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4.3 A Learning-based Optimization Approach for Solving 0-
1 Mixed Optimization Problems

Our approach combines optimization theory with RL, using relaxed solutions to provide infor-
mation for RL to efficiently deal with binary variables. In this section, we consider the case
in which f (x,y) and gl(x,y)l∈L are convex functions2, and the non-convexity of optimization
problem is caused by the binary variables x. We begin with this convexity assumption to first
establish our core methodology in a theoretically tractable setting. This allows for a clear pre-
sentation of how relaxed solutions can guide the RL search policy. However, we acknowledge
that many practical problems feature non-convexity beyond the binary variables. For exam-
ple, objective functions for throughput maximization often contain non-convex terms coupling
user association and resource allocation. Recognizing this challenge, we dedicate Section IV to
extending our framework to realistic non-convex scenarios, where we employ techniques like
convex envelopes and constraint transformation to adapt our approach.

In our proposed approach, the binary variables are first relaxed to continuous variables, then
we can easily find the optimal relaxed solution using convex optimization methods due to the
convexity of functions f (x,y) and gl(x,y). When an episode is completed, the binary solution is
then obtained through RL. Given the binary solution, an optimization-based method processes
the continuous variables and obtains the objective function value. This value is then fed back
into RL to update the policy for obtaining binary solutions. Repeat until convergence or the
termination condition is met.

4.3.1 Transformation to Sequential Decision Problems

The process of optimizing the binary variables in problem (4.1) can be equivalently represented
as an MDP. By doing so, the optimal policy of the MDP would correspond to the optimal solution
of the optimization problem. The components of the transformed MDP framework are described
next.

State Space: The state si = {0,1}N×M represents the binary variable matrix x, where the
values of first i rows have already been determined. Construct a 0-matrix s0 = {0}N×M with the
same dimension of the binary variables as the initial state. For a problem with a variable size of
N×M, N decisions are needed to determine which element of each row of x is equal to 1, and
each decision has M choices. Therefore, there are a total of MN terminal states sN , i.e., the size
of possible solution space, and there are ∑

N−1
i=1 Mi intermediate states.

Action Space: There are M possible actions {a1
i · · ·aM

i } for each intermediate state si repre-
senting an incomplete solution, where ak

i ∈ {0,1}M. The current state is extended by updating
the next decision row as si[i, :] = ai.

2We use the term “convex" to refer to both convex and concave functions. By convention, we use “convex" to
encompass both types of functions, allowing us to streamline the discussion and apply convex analysis techniques
uniformly.
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Figure 4.1: Flowchart of the proposed approach.

State Transition: The state transition is determined by the action we take. Given a interme-
diate state si, the system transitions to state si+1, as described by:

P [si+1|si] = π(ai), (4.2)

where π(ai) represents the probability that the search strategy takes action ai.
Reward Function: The reward function can be defined as R(si,ai,si+1) = 0 for all transitions

until a solution is reached. When a complete solution is achieved, R(si,ai,si+1) can be the
objective function value of the 0-1 optimization problem.

R(si,ai,si+1) =

0, i < N;

f (x = sN ,y′) , i = N;
(4.3)

where y′ = argmaxy f (y|x = sN).
Given these mappings, it is evident that any terminal state of the MDP corresponds to a

feasible solution to the binary part of a 0-1 mixed optimization problem. The process of obtain
binary solution is shown as follow:

s0
a0→s1

a1→s2 · · ·
aN−1→ sN = x.

Due to the large state space and delayed rewards, RL is employed to solve the MDP. Once termi-

nal state sN is reached, determining the suboptimal allocation of continuous variables becomes
straightforward, i.e., y′ = argmaxy f (y|x = sN), s.t. constraints (1a). However, exploring all
possibilities is not feasible due to the huge state space. In order to improve the efficiency of
exploration, relaxed solutions are utilized as prior information to guide the RL exploration.
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4.3.2 Relaxed Solutions as Priors for RL

Given that f (x,y) and gl(x,y), ∀l ∈ L , in problem (4.1) are convex functions, the problem
becomes a convex optimization problem after relaxing xi j ∈ {0,1} to x̃i j ∈ [0,1].

max
x̃,y

f (x̃,y) (4.4)

s.t. gl(x̃,y)≤ 0, ∀l ∈L ; (4.4a)
M

∑
j=1

x̃i j = 1, ∀i ∈N ; (4.4b)

x̃i j ∈ [0,1], ∀i ∈N ,∀ j ∈M . (4.4c)

The relaxed solutions to problem (4.4) can be easily obtained using convex optimization meth-
ods. Then, the relaxed solutions are used to guide RL in prioritizing the exploration of regions
with a higher likelihood of containing better solutions to the original problem. To formalize the
concept of such regions in the solution space, we define the following term:

Definition 1. A high potential zone (HPZ), is a subset of the possible solution space Xd ⊆ X,

has higher likelihood of containing suboptimal solutions compared to the feasible space:

E [ f (x|y)|x ∈ Xd]≥ E[ f (x,y)|x ∈ X ]. (4.5)

First, we present the following lemma [86], known as Cantelli’s inequality, which provides
a probabilistic bound on random variables.

Lemma 1. (from [86]) If Z is a random variable with mean µ and variance σ2, then ∀a > 0,

P[Z ≤ µ−a]≤ σ2

σ2 +a2 . (4.6)

Then, we introduce the following proposition, to characterize the relationship between the
relaxed solution and the HPZ in the context of a 0-1 mixed optimization problem.

Proposition 1. For a 0-1 mixed optimization problem

max
x∈X

f (x,y), X = {0, 1}N×M,

if the relaxed problem

max
x̃∈X̃

f (x̃,y), X̃ = [0, 1]N×M

is convex, the neighborhood of the relaxed optimal solution U(x̃∗,d) is the HPZ of original

problem, where d = E [||x− x̃∗||,x ∈U ].
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Proof: Assume there are two subsets O1 (x̃∗,d1) and O2 (x̃∗,d2), where d1 ≤ d2, each contains
at least 1 feasible binary solution. Let µ̃1 and σ̃1 represent the mean and standard deviation
of f (x̃,y) |̃x ∈ O1 (x̃∗,d1), and let µ̃2 and σ̃2 represent the mean and standard deviation of
f (x̃,y) |x̃ ∈ O2 (x̃∗,d2).

It is obvious that µ̃1 ≥ µ̃2 and σ̃1 ≤ σ̃2, thus

µ̃1− kσ̃1 ≥ µ̃2− kσ̃2, k ≥ 0. (4.7)

According to Lemma 1, for any distribution random variable Z with µ and σ , let a = kσ ,
then we have

P [Z ≥ µ− kσ ]≥ 1−P [Z ≤ µ− kσ ] (4.8)

≥ k2

1+ k2 .

According to (4.8), there is

P [ f (x̃,y)≥ µ̃1− k1σ̃1 |̃x ∈ O1]≥ k2
1/1+ k2

1, (4.9)

P [ f (x̃,y)≥ µ̃2− k2σ̃2 |̃x ∈ O2]≥ k2
2/1+ k2

2. (4.10)

For O1, consider independent functions f1, f2, ..., fn with the same relaxation value distri-
bution µ̃1 and σ̃1, denote radom variables F(1)

1 ,F(2)
1 , . . . ,F(n)

1 as the objective values from these
functions, with µ

(1)
1 ,µ

(2)
1 , . . . ,µ

(n)
1 and σ

(1)
1 ,σ

(2)
1 , . . . ,σ

(n)
1 . Here is

P
[
µ
(i)
1 ≥ (µ̃1− kσ̃1)

]
≥ k2/1+ k2. (4.11)

When the sample problems capacity n is large enough:

lim
n→∞

P

[∣∣∣∣∣µn
1 −

1
n

n

∑
i=1

E(µ(i)
1 )

∣∣∣∣∣> ε

]
= 0, (4.12)

where µn
1 = 1

n

(
µ
(1)
1 +µ

(2)
1 + · · ·+µ

(n)
1

)
and ε > 0.

Thus, the mean expectation of discrete objective values in O1 has lower confidence bound:

lim
n→∞

µn
1

p−→1
n

∑
n
i=1E

[
µ
(i)
1

]
≥ (µ̃1− kσ̃1)k2

1+ k2 . (4.13)

The same with O2:

lim
n→∞

µn
2

p−→1
n

∑
n
i=1E

[
µ
(i)
2

]
≥ (µ̃2− kσ̃2)k2

1+ k2 . (4.14)

There exist k∗1 ≥ 0 and k∗2 ≥ 0 to let these two lower bounds achieve their maximum values
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respectively, and with (4.7) there is:

(µ̃1− k∗1σ̃1)k∗1
2

1+ k∗1
2 ≥

(µ̃1− k∗2σ̃1)k∗2
2

1+ k∗2
2 ≥

(µ̃2− k∗2σ̃2)k∗2
2

1+ k∗2
2 . (4.15)

Which means f (x,y)|x ∈ O1 has a better lower confidence bound of potential solution than
f (x,y)|x ∈O2.
Therefore, the neighborhood of relaxed optimal solution U(x̃∗,d) is the HPZ for a 0-1 mixed
optimization problem.

According to the proof of Proposition 1, we have:

E
[

f (x,y)|x ∈U(x̃∗,di)
]
≥ E

[
f (x,y)|x ∈U(x̃∗,di+1)

]
, (4.16)

where U (x̃∗,di)⊆U (x̃∗,di+1). Thus, it is justified to utilize the relaxed solutions as prior infor-
mation for RL to guide the design of the search policy. This search policy prioritizes exploring
potential solutions within the HPZ. In an HPZ, our proposed approach provides a probabilis-
tic lower bound on solution quality. Specifically, the approach guarantees a lower confidence
bound on the expected objective value of the solutions. An HPZ with a better lower confidence
bound is given more opportunity to be explored. Specifically, for two subsets U(x̃∗,di) and
U(x̃∗,di+1) the search policy assigns higher exploration probability density to the HPZ with a
better confidence bound, as expressed by the following equation:

π [x|x ∈U(x̃∗,di)]≥ π [x|x ∈U(x̃∗,di+1)] . (4.17)

This ensures that the search process focuses on regions with a higher likelihood of containing
suboptimal solutions, thereby improving the efficiency of RL exploration.

The practical implementation of this guided search policy is achieved by using the specific
values from the relaxed solution to initialize the state-value function for the RL agent. Specif-
ically, at any decision step, the algorithm solves a relaxed sub-problem to obtain a vector of
continuous values, corresponding to each possible action. These values are used to calculate the
action-selection probabilities in our exploration strategy. This method creates a soft probabilistic
neighborhood by imposing a probability distribution over the action space, rather than defining
hard boundaries. It effectively biases the search towards the promising regions indicated by the
HPZ while still allowing for the exploration of less likely paths.

4.3.3 Exploration Strategy in RL

Given the relaxed solutions, we use them as priors to guide the RL agent in exploring the HPZs
in the solution space. In each iteration of the RL process, when a terminal state sN is reached,
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we compute the value of the optimization objective, and use this value as reward:

R = max
y

f (y|x = sN). (4.18)

This reward is then propagated back through the previous states to update the search policy,
ensuring that the agent learns which areas of the solution space yield better results.

From (4.2), we can simplify the transition probability as:

P(si+1|si) = P(ai|si). (4.19)

Thus, in our RL process, according to (4.3) and (4.19), the action-value function can be written
as:

q(si,ai) = Rai
si
+ γ ∑

si+1

P [si+1|si,ai]v(si+1)

= γv(si+1),

(4.20)

where γ is discount factor and v(si) is the value of state si. Given this, the policy for selecting
actions will be given by:

π(ai|si) = P(ai|si) =
ev(si+1)

∑si+1 ev(si+1)
. (4.21)

As the agent interacts within the solution space, its policy is updated based on the objective
values it receives. Next, we state the following proposition to establish the convergence of the
policy.

Proposition 2. Suppose there exist feasible solutions in the feasible domain and the objective

value is bounded. Then, as the number of iterations k tends to infinity, the objective value

converges, i.e.,

lim
k→∞

f (xk+1,y′k+1)− f (xk,y′k)≤ ε,∀ε ≥ 0.

Proof: Let πk+1 be the updated policy after an iteration, and πk represent the previous policy.
For states that do not satisfy the constraints, the probability of selecting actions that lead to these
states decreases after the policy update:

Pπk+1

[
ai|si,si+1 ∈ ST

]
≤ Pπk

[
ai|si,si+1 ∈ ST

]
, (4.22)

where ST is the set of states which are not satisfied with constraints, and V (si|si ∈ ST ) < 0.
For states where the constraints are satisfied, the probability of selecting suboptimal actions
increases:

Pπk+1

[
a∗i |si,si+1 /∈ ST

]
≥ Pπk

[
a∗i |si,si+1 /∈ ST

]
, (4.23)

where a∗i = argmaxai q(si,ai).
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The value of state si under policy π is:

Vπ(s) = ∑
ai

π(ai|si)
[
R(si+1)+ γVπ(si+1)

]
. (4.24)

From (4.19), it can be rewrite as:

Vπ(si) = ∑
ai

Pπ

[
ai|si,si+1 ∈ ST

][
R(si)+ γVπ(si+1)

]
+∑

ai

Pπ

[
ai|si,si+1 /∈ ST

][
R(si)+ γVπ(si+1)

]
.

(4.25)

Substitute (4.22), and (4.23) into (4.25), we have:

Vπk+1(s)≥Vπk(s), (4.26)

which means the value function is monotonically increasing. Therefore, the objective value is
non-decreasing as the number of iterations increases:

f (xk+1,y′k+1)≥ f (xk,y′k). (4.27)

Since the objective value is bounded, then we have:

lim
k→∞

f (xk+1,y′k+1)− f (xk,y′k)≤ ε,∀ε ≥ 0. (4.28)

Proposition 2 indicates that by updating the searching policy based on the rewards obtained
from the objective values, the agent will eventually converge. The exploration strategy presented
in this section allows the RL agent to efficiently explore the HPZs in the solution space. The
framework of the proposed approach is illustrated in Fig. 4.1 and is summarized in Algorithm 3.
If an action at any step leads to a state that violates a problem constraint, the episode terminates
prematurely, and a penalty reward of R = −1 is assigned. This teaches the agent to avoid such
paths. For all valid, non-terminal steps within an ongoing episode, the immediate reward is
R = 0. This ensures the agent focuses on the final outcome rather than the path length.



CHAPTER 4. LEARNING-BASED OPTIMIZATION FRAMEWORK 46

Algorithm 3 RL-based Optimization Algorithm for 0-1 Mixed Problem

1: Initialize states value V (s); initialize replay buffer D with capacity d; and let m = 0.
2: Repeat(for each episode):
3: Initialize s←{0}N×M, i = 0.
4: Repeat(for each step of an episode):
5: If s /∈ dom(V (s)):
6: Solve relaxed sub-problem:
7: x̃ = argmax

x̃∈X̃
f (y, x̃|s).

8: Initialize V (s) = x̃.
State For a given state s, generate an action a← πv(a|s),

9: using policy derived form V (s).
10: Update s← s+a,i = i+1.
11: Until: s is a terminal state or constraints cannot be satisfied.
12: Reward

R =

−1, s is not a terminal state;

maxy f (y|x = s), s is a terminal state.

13: Update replay buffer D and states value V (si)←{V (si), R}i∈N .

14: m = m+1.
15: Until: converges within a prescribed accuracy or a maximum number of iterations has

reached.

The complexity of the approach can be analyzed by considering both the computation of
HPZs and the iterative RL process. First, obtaining the HPZs involves solving a relaxed op-
timization problem, which is a convex optimization problem. The complexity of solving this
convex relaxation, assuming the use of standard convex optimization algorithms, is typically
O
(
(N×M)3) [87]. Then, we define the number of states as |S|, the number of actions as |A|, the

complexity of a single RL policy update is O(|S| · |A|). Over E iterations, the overall complexity
becomes O

(
T · (N×M)3 +T · |S| · |A|

)
. Our approach offers a potential improvement by using

relaxed solutions to focus exploration, which can reduce the search space compared to blind
exploration. By guiding the agent toward HPZs, we expect a faster convergence to suboptimal
solutions. This makes our approach computationally more efficient in cases where the solution
space is large, compared to traditional RL methods that explore the entire solution space more
uniformly.
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4.4 Extensions to Non-convex Scenarios

In wireless network communication scenarios, there are many cases in which the objective func-
tion and/or constraints are non-convex. For example, optimizing the throughput via power con-
trol in a multi-user environment often leads to a non-convex objective function because of the
interference between transmitters. the relationship between transmit power and interference is
non-linear. Additionally, constraints related to QoS requirements can often be non-convex, mak-
ing the optimization problems challenging. In this section, we discuss how to apply our proposed
optimization approach to the problems with non-convex objective function and/or constraints.

4.4.1 Non-Convex Objective Function Problems

Optimization problems such as bandwidth allocation, power control, energy efficiency maxi-
mization, and multi-carrier resource allocation typically have non-convex objective functions.
This is mainly due to the presence of cross terms or fractional terms. Let f̂ (x,y) be a non-
convex objective function. The proposed solution in Section III cannot be directly applied since
it is challenging to obtain the optimal relaxed solutions considering the presence of multiple
local optimum and/or saddle points of f̂ (x̃,y). To extend our proposed solution to this case, one
straightforward way is using the convex envelope conv( f̂ )(x̃,y) to approximate f̂ (x̃,y). If the
convex envelope is difficult to obtain, another efficient way is estimating f̂ (x,y) with numerical
estimation methods. The double conjugate is commonly employed to transform a non-convex
function into a convex approximation. Formally, the double conjugate f̂ ∗∗ of function f̂ , is
defined as:

f̂ ∗∗(z) = sup
z∗
{⟨z∗,z⟩− f̂ ∗(z∗)}, (4.29)

where f̂ ∗(z∗) = supz {⟨z∗,z⟩− f̂ (z)}. We can reverse it to upper convex envelope for maximiza-
tion problem

f̂ ∗∗u (z) = inf
z∗
{−⟨z∗,z⟩− f̂ ∗u (z

∗)}, (4.30)

where f̂ ∗u (z
∗)= infz {−⟨z∗,z⟩− f̂ (z)}. f̂ ∗∗u is the least upper semi-continuous upper convex func-

tion that overestimates.
Lemma 2 reveals that f̂ ∗∗ is the convex envelope of f̂ , providing the closest convex approx-

imation. Then, Proposition 3 demonstrates that the double conjugate does not move the global
optimum of f̂ while being convex and more tractable for optimization.

Lemma 2. (Fenchel–Moreau–Rockafellar Theorem [88]) For every function f , whenever f ad-

mits a continuous affine minorant, there is

f ∗∗ = conv( f ), (4.31)
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where conv( f ) := sup{g : g is convex, semi-continuous, and g≤ f}.
The same holds true for f ∗∗u .

Proposition 3. Assume function f admits a continuous affine minorant and has a unique global

optimum, then

max f ∗∗u = f ∗∗u (argmax f ) = max f . (4.32)

Proof: Assume
(argmax f ∗∗u ,max f ∗∗u ) ̸= (argmax f ,max f ), (4.33)

then,
f ∗∗u (argmax f )> max f , (4.34)

or
max f ∗∗u > max f . (4.35)

It is easy to find a convex function g≥ f ,

maxg = g(argmax f ) = max f . (4.36)

Then, there exists a convex function

g∗ = inf{g, f ∗∗u }. (4.37)

From (4.34-4.37), we have g∗ ≤ f ∗∗u , which is contradiction to Lemma 2.
Therefore, f ∗∗u and f have the same global optimum point.

Proposition 3 indicates that the optimization landscape of f̂ ∗∗ retains the global optimal
solutions of f̂ , making it a faithful convex proxy. Thus, solving the convex problem given by f̂ ∗∗

can provide prior information for the RL. Integrating convex estimation method, our approach
could be extended to problems with non-convex objective function. As shown in Algorithm 4,
an estimation method could be integrated into the steps of obtaining relaxed solutions to provide
prior information for RL.
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Algorithm 4 RL-based Optimization Algorithm for 0-1 Mixed Problem|Non Convex Objective
Function

1: Same with Algorithm 3 steps 1-5.
2: If ∃conv( f̂ ):
3: Solve relaxed sub-problem:
4: x̃ = argmaxx̃ conv( f̂ )(y, x̃|s).
5: Else:
6: Estimated x̃ by numerical estimation methods.
7: Initialize V (s) = x̃.
8: Same with Algorithm 3 steps 9-11.
9: Reward

R =

−1, s is not completed;

maxy conv( f̂ )(y|x = s), s is completed.

10: Same with Algorithm 3 steps 12-14.

4.4.2 Non-Convex Constraints Problems

Besides the non-convexity in the objective function discussed in Section IV. A, let us discuss how
to extend the proposed solution to problems with non-convex constraints. Let ĝl(x,y)l∈L be the
non-convex constraints, which typically lead to a feasible region non-convex. The non-convexity
of feasible region makes it harder to search for the global optimum. Three potential ways could
be introduced to extend our proposed solution to this case: convex hull [89], Lagrangian dual
method [90], and/or arc consistency judgment [91].

The convex hull approach transforms the non-convex feasible region into a convex hull using
relaxation techniques, enabling efficient convex optimization [89]. The convex hull retains opti-
mality but compromises feasibility. The Lagrangian dual method handles coupling non-convex
constraints by decomposing them into independent subproblems, which are easier to handle in-
dependently [90]. The arc consistency method reduces the search space by enforcing constraints
between variables. It works by iteratively removing inconsistent values from the variables do-
mains [91]. This process simplifies the problem and helps manage non-convexity.

By applying these three methods individually or in combination, our approach can be ex-
tended to problems with non-convex constraints. As shown in Algorithm 5, the constraints,
which are difficult to approximate convexly, could be ignored during solving the relaxed prob-
lem, making feasible region convex. Then, consider arc consistency in RL when initial state
values, setting the values of the states do not satisfy arc consistency to -1. This negative as-
signment serves as a strong penalty for actions that violate arc consistency. The mechanism is
directly linked to our policy selection rule in (4.21), where the probability of selecting an action
is proportional to the value of the subsequent state. During the policy calculation, the negative
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value ensures that the probability of selecting the invalid action will tend to zero. As a result,
the RL agent is steered away from exploring this infeasible path, which prunes this branch from
the search space.

Algorithm 5 RL-based Optimization Algorithm for 0-1 Mixed Problem|Arc Consistency Judg-
ment

1: Same with Algorithm 3 steps 1-4.
2: If s /∈ dom(V (s)):
3: Solve relaxed sub-problem:
4: x̃ = argmaxx̃∈X̃ conv( f )(y, x̃|s).
5: For j ∈M :
6: If a j

i does not satisfy arc consistency:
7: Let x̃i j =−1.
8: Initialize V (s) = x̃. State Same with Algorithm 3 steps 8-14.

4.5 Simulation Results and Analysis

In this section, we evaluate the performance of our proposed optimization approach through
numerical simulations. Traditional RL approach and B&B approach are selected as benchmarks.

• B&B approach: This approach keeps the same process to obtain the relaxed solution
first, then employing depth-first heuristic exploration to determine binary variables. This
branching process continues until the binary part of solution obtained from all branches
are binary.

• Traditional RL approach: RL is employed to explore the binary part of solutions. The
initial values of the states are averaged due to the lack of prior information, which differs
from the proposed approach. Arc consistency judgment is used to improve searching
efficiency. After obtaining binary solution, the continuous variables are determined using
convex optimization.

For ease of comparison, the normalized objective value representing the ratio of objective value
to the upper bound of the relaxation problem is utilized. Note that this upper bound is not the op-
timal objective value. Thus it is meaningless to compare this normalized value between different
figures (i.e., with different settings), but meaningful to compare it and reveal the performance
gain within one figure (i.e., with the same settings). Before presenting the results, we define the
key hyperparameter α ∈ [0,1] as the learning rate. This parameter controls how much the final
reward from an episode updates the state-value function, managing the trade-off between faster
learning and more stable updates. The simulation codes are built with Python 3.8 and conducted
on an Intel Core i7 CPU with 16GB of RAM.
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4.5.1 Simulation Results for Convex Relaxed Problems

First, we conduct the simulations for problems with a convex objective function. Consider the
below problem as a common use case. For example, this problem can formulate a joint user-
association and edge-computing resource allocation problem, as follows:

max
x,y

N

∑
i

M

∑
j

[
log(1+ si jxi j)+di jyi j

]
(4.38)

s.t. ∑
N
i=1yi j ≤ D j, ∀ j ∈M ; (4.38a)

∑
N
i=1ci jxi j ≤C j, ∀ j ∈M ; (4.38b)

∑
M
j=1xi j = 1, ∀i ∈N ; (4.38c)

xi j ∈ {0,1}, ∀i ∈N ,∀ j ∈M ; (4.38d)

where xi j is the association-decision variable, yi j is the computing-resource variable, si j and di j

represent the transmission and computation utility weights, respectively; ci j is the amount of
communication resources required, and D j and C j represent, respectively,the computation and
communication resource budgets at server j.

Figs. 4.2 and 4.3 compare the normalized objective value over the time under two small
scales for the three algorithms. From Fig. 4.2 with a problem size N = 8, M = 4, it can be
observed that the objective value of all three approaches increases rapidly at the beginning. For
this small-scale problem, the proposed approach and the traditional RL approach yield very sim-
ilar results. Although the B&B approach shows a lower initial increase, its normalized objective
value is slightly higher than the other two approaches. As shown in Fig. 4.3 with a problem size
of N = 20, M = 5, it becomes clear that the proposed approach outperforms the two benchmarks
in terms of achieved objective value. The proposed approach reduces the convergence time by
30% compared to the B&B approach, and shows a 5% improvement in the normalized objective
value compared to the RL approach, and a 15% improvement compared to the B&B approach.

We then examine the normalized objective value for different value of N (typically N can be
treated as the number of users in a network) in problem (4.38), as shown in Fig. 4.4. As B&B
approach cannot be deployed in large-scale problems, this simulation still focuses on small scale
problem, but the next figure will examine large scale problems without B&B approach. From
this figure, we observe that the proposed approach always maintains the highest normalized
objective value that is also stable. In contrast, the RL approach experiences a slight decrease in
normalized objective value as the problem size increases, but it remains relatively stable overall.
The B&B approach demonstrates a degradation as the problem size increases, due to the high
computational complexity.

Fig. 4.5 presents the trend of normalized objective value under large scale problems. This
figure compares the normalized objective value of the proposed approach under two different
learning rate (α = 0.5 and α = 0.9) with that of the RL approach. It is evident that the proposed
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Figure 4.2: Running time vs. normalized objective value (N = 8,M = 4).
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Figure 4.3: Running time vs. normalized objective value (N = 20,M = 5).



CHAPTER 4. LEARNING-BASED OPTIMIZATION FRAMEWORK 53

� � � 
 �� �� �� �� �
 ��
�������	�N

���

���

���

���

��	

��


���

�
��


��

�
��

��
��
��
�
�

��
��

��
�

��������
�

���

Figure 4.4: Comparison of normalized objective value for different values of N under M = 5.

Table 4.1: Simulation Parameters

Parameters Values
Number of BSs (M) 10
Bandwidth limitation of BSs (C) 20 MHz
Density of BSs 16 /km2

Transmit power of UDs (Pr) 20 dBm
Noise power (Pn) -114 dBm [92]
Path loss model (L(d)) L(d) = 34+40log10(d)

approach, particularly when α = 0.5, outperforms the RL approach by 20% when N ≥ 70.
Fig. 4.6 compares the running time across different problem sizes. The running time of the
proposed approach is slightly higher than that of the RL approach. This reveals that the proposed
approach achieves higher objective value with a minor compromise on computation time. The
extra computing complexity mainly lies in solving relaxed subproblems. Note that computing
entities in practical networks should be more powerful, which can further mitigate the extra
running time.

4.5.2 Simulation Results for Non-Convex Relaxed Problems

Then, we conduct the simulations for non-convex relaxed problems. Consider the below prob-
lem as a common use case. For example, this problem can formulate a joint user association and
bandwidth allocation, using a logarithmic utility function as the objective function, as follows:
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Figure 4.5: Comparison of normalized objective value for different values of N under M = 10.

�� �� �� �� �� �� 	� 
� �� ���
��	
�����N

�

��

��

	�

���

���

���

�	�

���

��


��
��
�


��������α= ���

��������α= ���
��

Figure 4.6: Comparison of running time for different values of N under M = 10.
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Figure 4.7: Running time vs. normalized objective value (N = 10,M = 5).
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Figure 4.8: Comparison of normalized objective value for different values of N under M = 10
and Q = 0.1.
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Figure 4.9: Comparison of running time for different values of N under M = 10 and Q = 0.1.

max
x,y

N

∑
i

M

∑
j

log
[
xi jyi j log2(1+ γi j)

]
(4.39)

s.t. ∑
M
j=1xi jyi j log2(1+ γi j)≤ Q,∀i ∈N ; (4.39a)

∑
N
i=1yi j ≤C, ∀ j ∈M ; (4.39b)

∑
M
j=1xi j = 1, ∀i ∈N ; (4.39c)

xi j ∈ {0,1}, ∀i ∈N ,∀ j ∈M ; (4.39d)

where xi j is the association-decision variable, yi j is the bandwidth resource variable. To ensure
a generic and unbiased evaluation, we model a standard wireless network topology. In the
simulations, BSs are placed on a uniform grid within a square area, and UDs are randomly
distributed throughout the area. This setup avoids any performance bias that might result from a
fixed, structured topology and is representative of typical urban or suburban deployments. The
specific parameters for path loss, transmit power, and resource constraints are then applied to
this randomly generated topology and are detailed in Table I.

We start with a small size problem with M = 5 and N = 10, and evaluate the normalized
objective value in problem (4.39) over time. As shown in Fig. 4.7, we see that the proposed ap-
proach always achieves the highest and most stable objective value compared to the two bench-
marks. Moreover, the proposed approach shows a fast convergence speed compared with B&B.
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Figure 4.10: Comparison of normalized objective value for different values of N under M = 10
and Q = 0.5.
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Figure 4.11: Comparison of running time for different values of N under M = 10 and Q = 0.5.

Moreover, we find that although the RL approach achieves a similar convergence speed, the ob-
jective value obtained is lower than our approach. The B&B approach performs the worst due
to inefficiencies in branching.
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Next, we evaluate the performance for large size problems, where B&B cannot be used be-
cause of complexity. Figs. 4.8 and 4.9 show the normalized objective value and running time
respectively for different sizes of problem (4.39), with Q = 0.1 in (22a). In Fig. 4.8, the pro-
posed approach significantly outperforms the RL approach. When the problem size increases,
the normalized objective value of the RL approach remains constant, while the proposed ap-
proach shows a consistent upward trend, particularly when α = 0.5. This is because RL tends to
get trapped in local optima while exploring feasible solutions, whereas the proposed approach
efficiently explores the solution space using relaxed solutions as prior information. From Fig.
9, it is observed that the running time of the proposed approach is slightly higher than that of
the RL approach. Although the running time of the proposed approach increases by about 30%
compared to RL when N ≥ 60, the computational overhead is acceptable considering the 50%
improvement in the objective value.

Figs. 4.10 and 4.11 show the normalized objective value and running time respectively for
different sizes of problem (4.39), with Q = 0.5 in the constraint (22a). In Fig. 4.10, the pro-
posed approach maintains a high normalized objective value, whereas the RL approach exhibits
a significant performance decline. Fig. 4.11 shows that, as the problem size increases, the time
needed to execute the RL process increases significantly, far exceeding that of the proposed ap-
proach. The normalized objective value of the RL approach decreases to zero as N approaches
90, and the running time reaches 500 seconds, which is set as the unacceptable time threshold.
This indicates that RL approach suffers from exploration inefficiency when the constraints be-
come tight and feasible solutions become sparse in the possible solution space. In contrast, the
proposed approach maintains a stable objective value, with running time remains controlled.

4.6 Conclusions

In this work, we have proposed an optimization approach that integrates convex optimization
with RL in the binary decision-making process to address 0-1 mixed problems. Specifically, we
have solved a relaxed sub-problem before making decisions and use the relaxed solution as prior
information to guide RL search policy. We have theoretically proven that the neighborhood of
the relaxed solution has a higher probability of containing the suboptimal solutions. Hence, re-
laxed solutions can provide prior information to RL for effective guidance of its searching policy.
Furthermore, we have discussed how to extend our approach to deal with non-convex objective
functions and non-convex constraints, thus generalizing the proposed approach to complex real-
world networking scenarios. Simulation results validated the superiority of our approach under
various scenarios, showing a significant improvement in objective value with a minor compro-
mise in computing complexity. In general, this work proposed a unified approach combining
RL with optimization theory to efficiently solve a series of 0-1 mixed problems in the field of
networking. Our approach bridges the existing gap in methodologies for solving complicated
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networking problems in future emerging applications. Finally, it is crucial to reiterate the role of
this algorithmic framework within the broader context of Knowledge-Driven Semantic Commu-
nication Networks. As formulated in Chapter 3, the optimal scheduling of knowledge consensus
involves solving complex NP-hard 0-1 MINLP problems. The relaxation-guided RL framework
proposed in this chapter serves as the core computational engine for this thesis.



Chapter 5

Reliability Analysis and Optimization of
Knowledge Consensus in Wireless
Semantic Networks

5.1 Introduction

In Chapter 3, we established that SemCom relies on Knowledge Consensus to maintain KB
freshness. In Chapter 4, we developed a generic solver to schedule these consensus updates.
However, both chapters treated the consensus protocol as a black box with a fixed success prob-
ability. In this chapter, we address the fundamental question: Given the noisy, error-prone nature
of wireless channels, how can we design a consensus mechanism that is both reliable and robust?
Unlike wired networks where links are reliable, wireless SemCom networks face probabilistic
packet erasures. Therefore, this chapter proposes an availability-robustness analysis framework
specifically for wireless knowledge consensus, linking the protocol’s physical layer reliability
directly to the upper-layer semantic accuracy.

Achieving reliable agreement among a set of participants is a foundational problem in dis-
tributed computing, especially when some participants may fail or behave unpredictably [93].
Distributed consensus protocols provide the fundamental building blocks for ensuring such con-
sistency and enabling coordinated operations in decentralized systems. The conventional proto-
cols are used for ensuring reliability in controlled environments, such as enterprise databases
within data centers, where node behavior and network conditions were largely stable. To-
day, the application of consensus system is rapidly expanding into far more uncertain and dy-
namic scenarios, such as vehicular networks, edge computing infrastructures, and permissioned
blockchains. This shift poses challenges to classic protocols, where most existing consensus pro-
tocols are designed and analyzed under deterministic assumptions [94]. In such models, each
node is either entirely correct or fails in a clearly defined and bounded manner. Protocols such as
CFT and BFT rely on fixed fault thresholds, with CFT tolerating up to fCFT < n

2 crash faults [95]

60
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and BFT tolerating up to fBFT < n
3 Byzantine faults [36, 37]. Both models assume a worst-case

but well-characterized fault model to ensure safety [96, 97]. However, real-world systems often
operate under far more uncertain conditions, particularly in emerging application scenarios such
as vehicular networks [98], edge computing infrastructures [99], and permissioned blockchains
[100], node failures are frequently caused by benign but unpredictable factors, such as temporary
hardware glitches, software bugs, or unstable communication links [101]. In such situations, re-
lying solely on deterministic models can render the system theoretical guarantees of correctness
invalid, potentially leading to unpredictable behavior or forcing designers into over-conservative
configurations that limit performance and flexibility [102].

5.1.1 Related Work

To address the challenges posed by uncertainty, probabilistic approaches in distributed con-
sensus have emerged [103], offering more realistic and flexible solutions. These researches
broadly developed along two distinct lines: efforts to circumvent the Fischer-Lynch-Paterson
(FLP) impossibility theorem [104–106], and a more recent focus on developing stochastic fault
tolerance models [20, 39, 107, 108]. The FLP theorem drove probabilistic consensus research,
which demonstrates that deterministic consensus is impossible in asynchronous systems with
even a single crash failure [104]. To circumvent this fundamental limitation, foundational work
on randomized Byzantine agreement emerged. These protocols achieve consensus with high
probability by leveraging techniques like “coin-flipping" or other random choices within the
protocol’s logic. This breaks symmetry and ensures termination or agreement in environments
where deterministic solutions would stall, thereby overcoming the limitations of determinism in
asynchronous settings [105, 106]. This line of research primarily focuses on relaxing the strict
liveness guarantee [97] to a probabilistic liveness guarantee [105] while often maintaining strict
safety.

On the other hand, a distinct but equally crucial line of research focuses on adapting consen-
sus to more realistic operational conditions by explicitly embracing stochastic fault tolerance,
which proposes changing the fault tolerance assumption from a deterministic limit on the num-
ber of faulty nodes to a probabilistic model of node reliability, where reliability is evaluated as
the probability of non-faulty behavior. This paradigm shift allows for a more nuanced under-
standing of system robustness in practical, unpredictable scenarios, moving beyond the binary
“faulty or non-faulty" and “fixed fault count" assumptions [109]. Recent surveys highlight this
increasing focus on stochastic fault tolerance in distributed systems, encompassing a wider range
of probabilistic failure scenarios, from message loss to transient errors, which aligns with the
practical challenges faced by modern distributed systems [100]. For instance, [39] was a pio-
neering work that proposed a distributed consensus model based on Raft, notably adopting a
probabilistic failure model to evaluate consensus system reliability. The work of [107] analyti-
cally derived the consensus reliability for both PBFT and Raft in wireless autonomous systems
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by modeling probabilistic node and communication link failures. Similarly, [108] delved into
a dynamic fault model for PBFT, also embracing a node probabilistic failure perspective and
leveraging Bernoulli models to derive the consensus success probability. Consistent with this,
[101] further investigated the reliability of probabilistic consensus within the wireless commu-
nication context, operating under the same node failure assumptions. Going beyond a uniform
reliability assumption, [56] pushed the boundaries by relaxing the assumption of homogeneous
node reliability, proposing that individual node reliability could follow an independent distribu-
tion rather than being uniformly deterministic, which more accurately reflects diverse real-world
deployments.

5.1.2 Motivation

In distributed consensus protocols, a quorum represents the minimum number of nodes that must
agree on a decision for it to be accepted [110]. In this context, a valid request is an input that
conforms to all predefined rules and protocols (e.g., a correctly signed financial transaction),
while a non-valid request violates these criteria (e.g., a malformed data packet or a fraudulent
transaction). A primary limitation of existing approaches is that defining system reliability via a
single performance metric, the overall probability of successful consensus, which is insufficient.
In these approaches, the quorum size is selected simply to ensure the success probability meets
a predefined threshold [111, 112]. A single metric fails to distinguish between two different
types of errors regarding these requests: incorrectly rejecting a valid request and incorrectly
accepting a non-valid request. A single success probability simply averages these two distinct
risks together. This monolithic view cannot be used to optimize for the nuanced requirements
of specific applications. For example, a financial transaction system must prioritize correct-
ness—strongly rejecting all non-valid or fraudulent transactions, even if it means slowing down
valid ones. In contrast, a high-throughput IoT data network might prioritize progress—ensuring
most valid sensor readings are accepted quickly, even at the risk of occasionally accepting a
malformed data packet. This motivates the need for flexible quorum models that account for
probabilistic fault behavior.

Another challenge comes from the assumptions made about node behavior. Many existing
models assume that the fault probabilities of nodes are independent. While in practice, this is
not always true. Malicious nodes may act in coordination, or collude, to disrupt the consensus
process. By exploiting weaknesses in quorum selection, such as small group sizes or predictable
selection rules, they can strategically influence the outcome to their advantage. It is important
to build models that can reflect such strategic behavior and to develop quorum designs that are
robust even in the presence of active adversaries.
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5.1.3 Contributions

To address the limitations outlined above, this work proposes a quorum optimization framework
based on probabilistic modeling of nodes. To capture system reliability under uncertainty and
adversarial threats, we introduce two complementary performance metrics. Availability is de-
fined as the ratio of accepted valid requests to the total number of valid requests, reflecting the
system’s responsiveness. Robustness is defined as the ratio of rejected non-valid requests to the
total number of non-valid requests, representing the system’s ability to maintain correctness in
the face of errors or attacks. These metrics jointly characterize the practical reliability of the
system, offering more granular insight than a single success probability. Then, our framework
is designed to explicitly manage the trade-off between two key performance: availability and
robustness. In this framework, we assume that the honest nodes may fail independently due to
benign causes, while the malicious nodes are allowed to collude and strategically disrupt the
consensus process.

Building on these metrics, we develop a targeted quorum optimization framework that ex-
plicitly quantifies the trade-off between availability and robustness. Our model formulates this
as a constrained optimization problem and derives closed-form bounds for both performance
dimensions under different quorum sizes. Furthermore, to address the impact of collusive mali-
cious behavior, we introduce a worst-case analysis framework where adversaries can manipulate
quorum formation by selectively engaging in malicious actions. This analysis reveals the condi-
tions under which the system can still maintain reliability guarantees, and provides insights into
how quorum parameters should be adjusted to defend against such strategic threats.

The main contributions of this work are summarized as follows.

• We propose a dual-metric reliability model based on availability and robustness to pro-
vide a comprehensive and practical assessment of consensus system performance under
uncertain nodes behavior.

• We develop a quorum optimization framework that considers the trade-off between avail-
ability and robustness. The framework is formulated as a constrained optimization prob-
lem, and we derive closed-form expressions to guide the selection of quorum sizes in
different reliability scenarios.

• We introduce an extended fault model that includes both independent benign failures and
collusive malicious behavior. Malicious nodes are allowed to act strategically and col-
laborate to disrupt consensus, offering a more realistic reflection of potential threats in
practical systems.

• We establish worst-case performance guarantees by analyzing the minimum achievable
levels of availability and robustness under adversarial strategies. This analysis reveals
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the conditions under which reliability can still be maintained and provides insights for
designing robust quorum configurations.

5.2 Probabilistic Node Behavior and Consensus Reliability

In this section, we first define the model for probabilistic nodes behavior and then introduce
the dual performance metrics, availability and robustness, used to evaluate consensus system
performance.

5.2.1 Node Modeling

Consider a consensus system with N nodes denoted as N = {1,2, . . . ,N}. Let V = {v1,v2, . . . ,vN}
represent the states of N nodes in the consensus network, where each vi ∈ {0,1}. Here, vi = 0
indicates that the i-th node is faulty, while vi = 1 denotes that the i-th node is non-faulty. Let
P f = {p1, p2, . . . , pN} denote the set of fault probabilities for the N nodes, where pi represents
the probability that the i-th node is faulty:

P(vi = 0) = pi. (5.1)

Let f denote the number of malicious nodes in the system. To distinguish between malicious
nodes and honest nodes, let V M = {vM

1 , . . . ,vM
f } represent the states of malicious nodes, and

V H = {vH
1 , . . . ,v

H
N− f } represent the states of honest nodes. The marginal failure probabilities of

malicious nodes are denoted as PM
f = {pM

1 , . . . , pM
f }, and failure probabilities of honest nodes

are represented by PH
f = {pH

1 , . . . , pH
N− f }. The malicious nodes, modeled as rational agents,

maximize their utility functions based on predefined incentive structures [113].
In the system, note that distinguishing between honest and malicious nodes is a non-trivial

task. In practice, we cannot directly observe the type of a node (whether it is honest or malicious)
based solely on its behavior V = V M ∪V H . Both types of nodes might fail in similar ways.
Consequently, the only observable metric we have for each node is its failure probability P f =

PM
f ∪PH

f . Thus, the system analysis must rely on failure probabilities P f as the primary
observable characteristic. The failure probability of each node is an empirical measure, and the
system must tolerate this uncertainty when making decisions about consensus.

5.2.2 Consensus Performance Metrics

In the context of a consensus system, a valid request is an input that conforms to all predefined
rules and protocols, while a non-valid request violates one or more of these criteria. To system-
atically analyze the performance of a consensus system, we can frame its results in four distinct
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Table 5.1: The Four Quadrants of Consensus Outcomes

Accept Reject
Valid
Request

True Positive:
A valid request
is correctly
accepted.

False Negative:
A valid request
is incorrectly re-
jected.

Non-
Valid
Request

False Positive:
A non-valid
request is incor-
rectly accepted.

True Negative:
A non-valid
request is cor-
rectly rejected.

outcomes, which are illustrated in the framework presented in Table 5.1. The four quadrants are
defined as follows:

• True Positive (TP): A valid request is correctly accepted, which represents a successful
operation.

• False Negative (FN): A valid request is incorrectly rejected, which is a failure that the
system fails to make progress.

• False Positive (FP): A non-valid request is incorrectly accepted, which is a failure that
may lead to a corrupted.

• True Negative (TN): A non-valid request is correctly rejected, successful protecting the
system from error inputs.

To evaluate the effectiveness of a consensus system within this probabilistic framework, we
define our dual performance metrics based on the two successful outcomes:
Availability, denoted as ηA, defined as the ratio of the number of passed valid requests to the
total number of valid requests:

ηA =
The Number of Accepted Valid Requests

The Number of Total Valid Requests
. (5.2)

A high ηA indicates that the system maintains good responsiveness despite potential node fail-
ures.
Robustness, denoted as ηR, defined as the ratio of rejected non-valid requests to the total number
of non-valid requests:

ηR =
The Number of Rejected Non-valid Requests

The Number of Total Non-valid Requests
. (5.3)

A high ηR implies strong fault resilience and robustness against erroneous or potentially harmful
inputs.
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Based on these definitions, our dual metrics directly correspond to the successful outcomes in
Table 5.1: Availability (ηA) is the TP rate, and robustness (ηR) is the TN rate. The corresponding
failure modes, FN and FP rate, are the mathematical complements of availability (1−ηA) and
robustness (1−ηR). Therefore, our analysis focuses on optimizing these two primary measures
of successful system operation.

5.3 Analysis of Crash Failure

In this section, we provide an analysis of crash failures, which are a type of benign fault in
distributed systems. While these faults are not malicious, their occurrence directly impacts the
system’s ability to form a quorum. We will now use probabilistic framework to quantify how
crash failures affect system availability and robustness.

5.3.1 Availability-Robustness Trade-off under Quorum Size

The quorum size Q plays a critical role in the performance of consensus systems, particularly
in balancing the goals of availability and robustness. In probabilistic settings, where each node
independently fails with a certain probability, the choice of Q determines the number of con-
sistent node responses required to reach agreement. A smaller quorum size generally enhances
availability by allowing the system to accept valid requests even when several nodes are faulty or
unresponsive. However, this may come at the cost of robustness, as a smaller quorum increases
the risk that a majority of responding nodes are faulty and may incorrectly accept non-valid
requests.

Conversely, increasing the quorum size improves robustness by requiring a higher level of
agreement among nodes, reducing the likelihood that non-valid requests are accepted. However,
this makes the system more vulnerable to benign faults, as fewer valid requests may reach the
stricter acceptance threshold, thereby reducing availability. This trade-off highlights the need to
carefully calibrate Q based on the expected fault distribution and desired reliability guarantees.
In the following analysis, we examine how different values of Q influence ηA and ηR, and we
explore optimal quorum configurations for maximizing overall system effectiveness.

Let variable S = ∑
N
1 vi denote the total number of non-faulty (i.e., correctly functioning)

nodes in the system. From N nodes, the number of combinations of selecting S nodes is
(N

S

)
,

and the set of these combinations is represented as:

C (N,S) = {{i1, i2, . . . , iS} | i j ∈N }. (5.4)

Then, given the fault probabilities P f , the availability under a quorum size Q can be calculated
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as:

ηA = P(S≥ Q) =
N

∑
k=Q

P(S = k)

=
N

∑
k=Q

∑
A∈C (N,k)

∏
i∈A

(1− pi)∏
j/∈A

p j.

(5.5)

Similarly, the robustness can be calculated as:

ηR = P(N−S < Q) = P(S≥ N−Q)

=
N

∑
k=N−Q

P(S = k)

=
N

∑
k=N−Q

∑
A∈C (N,k)

∏
i∈A

(1− pi)∏
j/∈A

p j.

(5.6)

From Equations (5.5) and (5.6), it follows that a smaller quorum size Q tends to increase
the availability metric ηA while decreasing the robustness metric ηR. Therefore, Q should be
optimized to balance the trade-off between availability and robustness, depending on the specific
reliability requirements of the system.

max
Q

η(Q) = αAηA(Q)+βRηR(Q), (5.7)

s.t. Q ∈N , (5.7a)

ηA(Q)≥ TL , (5.7b)

ηR(Q)≥ TS , (5.7c)

where αA,βR ≥ 0 are user-defined weights reflecting the importance of availability and robust-
ness, respectively; TL and TS represent minimum acceptable thresholds for availability and
robustness, respectively.

5.3.2 Exact and Approximate Calculation Methods

Since V can be regarded as a set of independent Bernoulli variables, where vi ∼ Bernoulli(1−
pi), the sum variable S follows a Poisson-Binomial distribution:

S∼ Poisson-Binomial(1−P f ). (5.8)

The probability mass function (PMF) of S, denoted as FS, can be efficiently computed using a
dynamic programming approach. The initial condition is given by:

F(0)
S = { f (0)0 = 1, . . . , f (0)k = 0, . . . , f (0)N = 0}. (5.9)
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The recurrence relations for the PMF are:

f (i)0 = pi f (i−1)
0 ,

f (i)k = pi f (i−1)
k +(1− pi) f (i−1)

k−1 , ∀k > 0,
(5.10)

where f (i)k = P(∑i
j=1 v j = k) denotes the probability that the partial sum of the first i Bernoulli

trials equals k. This recursive formulation enables the exact computation of the full PMF FS =

{ f (N)
k }

N
k=0.

Alternatively, when N is large enough, the central limit theorem (CLT) can be used to ap-
proximate the distribution of the sum S. According to the CLT, the distribution of S approaches
a normal distribution:

S∼N (µ,σ2), (5.11)

where µ = ∑
N
i=1(1− pi), σ2 = ∑

N
i=1 pi(1− pi). Therefore, the probability of approximation can

be expressed as:

P(S≥ k)≃ 1−Φ

(
k−µ

σ

)
, (5.12)

where Φ(·) is the cumulative distribution function of the standard normal distribution.

5.4 Analysis of Malicious Behavior

In this section, we extend our model to incorporate malicious tolerance, considering the presence
of collusive adversarial nodes. We quantified the lower bounds of availability and robustness that
can be guaranteed in the presence of a bounded number of malicious nodes.

5.4.1 Malicious Nodes Behavior

To prevent consensus divergence caused by malicious node attacks, Q should satisfy the follow-
ing condition [114]:

2Q−N > f , (5.13)

which means that there is at least one common honest node between two quorums [114]. It
should be noted that we assume the honest nodes do not send conflict messages when they
fail. Therefore, satisfying condition (5.13) ensures the consensus system will not experience
divergence.

To ensure the system’s availability and prevent malicious nodes from colluding to block valid
requests, q should satisfy the following condition [114]:

Q≤ N− f , (5.14)
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which means that the quorum value should not exceed the number of honest nodes.
Unlike traditional Byzantine fault tolerance (BFT), due to the probabilistic nature of node

behavior, even when conditions (5.13) and (5.14) are satisfied, the consensus outcome of the
system remains uncertain. In traditional BFT, if a Quorum Q is honest, consensus is guaranteed.
However, in our wireless model, satisfying the Quorum condition (selecting enough nodes) is
necessary but not sufficient. Even if a valid Quorum is formed, the packet error rate of the wire-
less links implies that vote messages may be lost during transmission. Thus, the final consensus
outcome remains a probabilistic event governed by the joint channel states, leading to the uncer-
tainty described above. Therefore, we focus on two performance metrics, ηA and ηR, to evaluate
the system performance with malicious nodes.

Let vM ∈ {0,1} f denote the action vector of the f malicious nodes, where vM
i indicates

whether ith malicious node engages in malicious behavior (vM
i = 0) or not (vM

i = 1) during a
given consensus round. The ℓ0-norm ∥vM∥0 thus represents the number of malicious nodes that
choose not to engage in malicious behavior in this consensus round. Let VF represents the
action vector space and π f

(
vM)

vM∈VF
represent the strategy of malicious nodes, which defines

the probability of selecting each possible joint action vector vM. Thus, the sum of probabilities
for all possible joint actions in the sample space must be 1:

∑
vM∈VF

π f (vM) = 1. (5.15)

Let variable SH = ∑
N− f
1 vH

i denote the total number of honest nodes that are functioning cor-
rectly. From N− f honest nodes, the number of combinations of selecting SH nodes is

(N− f
SH

)
,

and the set of these combinations is represented as:

C (N− f ,SH) = {{i1, i2, . . . , iSH} | i j ∈N H}. (5.16)

Then,
P(SH = k) = ∑

A∈C (N− f ,k)
∏
i∈A

(1− pH
i )∏

j/∈A
pH

j . (5.17)

For malicious nodes, the objective is to disrupt the consensus process as much as possible.
Specifically, for a given quorum size Q, their strategy aims to maximize the probability that a
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valid request fails to reach the quorum, thereby preventing the system from accepting it:

P2 : max
π f (vM)

P
(
∥vM∥0 +SH < Q

)
(5.18)

= ∑
vM∈VF

π f (vM) P
(
∥vM∥0 +SH < Q

)
,

s.t. ∑
vM∈VF

vM
i π f (vM) = pM

i , ∀ i ∈F , (5.18a)

∑
vM∈VF

π f (vM) = 1, (5.18b)

0≤ π f (vM)≤ 1, ∀vM ∈ VF , (5.18c)

where constraint (5.18a) ensures that the action policy of each malicious node is consistent with
its marginal fault probability and (5.18c) ensures that π f (vM) is a valid probability value.

While solving P2 can yield the optimal strategy for malicious nodes, we are not concerned
with the exact optimal strategy adopted by malicious nodes. Our focus is on the worst-case
system performance when malicious nodes act optimally to disrupt the consensus. Specifically,
we aim to characterize a lower bound on the availability metric ηA under the most adversar-
ial conditions. Given the quorum size Q and the number of malicious nodes f , the minimum
achievable ηA, serves as the availability lower bound, can be obtained by solving the following
minimization problem:

P3 :min
p̄ f , f̄

ηA(p̄ f , f̄ |Q) = p̄ f P(SH +( f − f̄ )≥ Q)

+(1− p̄ f )P(SH + f ≥ Q), (5.19)

s.t. p̄ f f̄ =
f

∑
i=1

pM
i , (5.19a)

min{pM
i }

f
i=1 ≤ p̄ f ≤ 1, (5.19b)

0 < f̄ ≤ f , (5.19c)

where p̄ f denotes the frequency of collusive malicious actions, and f̄ represents the average
number of active malicious nodes involved in such collusive behavior.

When N− f is large enough, the CLT can be used to approximate the distribution of the sum
SH . According to CLT, the distribution of SH tends to be normal:

SH ∼N (µH ,σH 2
), (5.20)

where µH = ∑
N− f
i=1 (1− pH

i ), σH 2
= ∑

N− f
i=1 pH

i (1− pH
i ). Therefore, based on the approximation
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of the probability, the objective function of P3 can be reformulated as:

ηA(p̄ f , f̄ |Q)≃ 1− p̄ f Φ

(
(Q+ f̄ − f )−µH

σH

)
− (1− p̄ f )Φ

(
(Q− f )−µH

σH

)
.

(5.21)

Similarly, given the quorum size Q and the number of malicious nodes f , the minimum
achievable ηR, serves as the robustness lower bound, can be obtained by solving the following
minimization problem:

P4 :min
p̄ f , f̄

ηR(p̄ f , f̄ |Q) = p̄ f P(N−SH− f + f̄ < Q)

+(1− p̄ f )P(N−SH− f < Q), (5.22)

s.t. (5.19a), (5.19b), (5.19c). (5.23)

The objective function of P4, under probabilistic approximation, can be expressed as:

ηR(p̄ f , f̄ |Q)≃ 1− p̄ f Φ

(
(N− f + f̄ −Q)−µH

σH

)
− (1− p̄ f )Φ

(
(N− f −Q)−µH

σH

)
.

(5.24)

Let ηA and ηR represent the availability and robustness lower bounds, obtained by solving
P3 and P4, respectively. The lower bounds of availability and robustness provide quantitative
guarantees of the system reliability in the presence of both benign faults and malicious behavior.
By leveraging probabilistic approximations, we express these objectives in a tractable form,
enabling analytical evaluation and joint optimization.

5.5 Problem Formulation and Proposed Solution

In the previous sections, we established a probabilistic framework and derived the worst-case
lower bounds for availability and robustness under adversarial strategies. Building on this anal-
ysis, this section now formally presents our solution framework. First, we formulate a multi-
objective optimization problem to guide the selection of the optimal quorum size Q that balances
the availability-robustness trade-off. Then, we extend this framework to a reputation-weighted
quorum model, demonstrating how to enhance system reliability by incorporating node trust-
worthiness.
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5.5.1 Multi-Objective Optimization of Q

For a given probabilistic consensus system, given a fixed number of malicious nodes tolerance
f , our goal is to select a quorum size Q ∈N that jointly maximizes the system’s reliability,
measured in terms of the worst-case availability and robustness guarantees under adversarial
behavior. We formulate the problem as a multi-objective optimization:

P5 :max
Q

[
min
p̄ f , f̄

ηA
(

p̄ f , f̄ |Q
)
, min

p̄ f , f̄
ηR
(

p̄ f , f̄ |Q
)]

(5.25)

s.t. 2Q−N > f , (5.25a)

Q≤ N− f , (5.25b)

This formulation captures the fundamental trade-off between robustness and availability. To
solve it, we compute the Pareto frontier over the range of feasible quorum sizes. Each point
on this frontier corresponds to a quorum size that yields a non-dominated trade-off between
availability and robustness, allowing system designers to select a configuration aligned with
specific application priorities.

Proposition 4. Consider a consensus system with a given set of node fault probabilities P f =

{p1, p2, . . . , pN} and f malicious nodes, if the quorum size Q1 < Q2, then the corresponding

performance bounds satisfy

ηA(Q1)> ηA(Q2), (5.26)

ηR(Q1)< ηR(Q2). (5.27)

Proof: From (5.18) and (5.19), the lower bound of availability for given Q1 is

ηA(Q1) = ηA(π
∗
1 |Q1)

= 1− ∑
vM∈{0,1} f

π
∗
1 (v

M) P
(
∥vM∥0 +SH < Q1

)
, (5.28)

where π∗1 is the best policy of malicious nodes to break the consensus when quorum size is Q1.
Given Q2 > Q1, there is

P
(
∥vM∥0 +SH < Q1

)
< P

(
∥vM∥0 +SH < Q2

)
. (5.29)

Then, for quorum size Q2, when malicious nodes take policy π∗1 , there is

ηA(π
∗
1 |Q2)< ηA(π

∗
1 |Q1). (5.30)
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Thus,
ηA(Q2) = ηA(π

∗
2 |Q2)≤ ηA(π

∗
1 |Q2)< ηA(Q1). (5.31)

The similar with ηR, when Q2 > Q1, we can have

ηR(Q1)< ηR(Q2). (5.32)

Therefore, the ηA is strictly monotonically decreasing with respect to Q, and the ηR is strictly
monotonically increasing with respect to Q.

Intuitively, from proposition 1, a larger quorum sets a higher threshold for consensus, re-
quiring more nodes to agree and respond. This makes it more difficult for an adversary to create
conflicting decisions, thus increasing robustness ηR. However, this same high threshold makes
it easier for an adversary to stall the system simply by ensuring not enough nodes respond,
thereby lowering the system’s ability to make progress ηA. Consequently, the selection of Q is
not a matter of simple optimization but a critical balancing act, and this proposition proves that
this trade-off is monotonic and inherent to the system’s design.

Proposition 5. Given a multi-objective optimization problem of the form

max
Q

[
ηA (Q) , ηR (Q)

]
(5.33)

defined over a non-empty feasible set Q. Then, every feasible value of the quorum size Q lies on

the Pareto front.

Proof: We use proof by contradiction.
Assume, that the proposition is false. This means there exists at least one feasible solution

Q′ ∈Q is not Pareto optimal. Then, Q′ must be dominated by at least one other feasible solution
Q∗ ∈Q, where Q′ ̸= Q∗.

For Q∗ to dominate Q′, the following conditions must be met simultaneously:

ηA(Q∗)≥ ηA(Q′), (5.34)

ηR(Q∗)≥ ηR(Q′). (5.35)

Case 1: Assume Q′ < Q∗, then, from (5.26), we have

ηA(Q∗)< ηA(Q′). (5.36)

This directly contradicts condition (5.34), thus, this case is impossible.
Case 2: Assume Q′ > Q∗, then, from (5.27), we have

ηR(Q∗)< ηR(Q′). (5.37)
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This directly contradicts condition (5.35), thus, this case is impossible.
Both possible cases lead to a contradiction. This contradicts the initial assumption that there

exists Q′ is not Pareto optimal. Therefore, any feasible solution Q ∈Q is Pareto optimal.

Proposition 2 reveals that the entire feasible set of Q constitutes the Pareto front. This is
because Q acts as the monotonic control for the trade-off between availability and robustness,
where any gain in one metric leads to a loss in the other. Therefore, the engineering challenge
shifts from finding a dominant solution to selecting a value of Q that best aligns with the system’s
specific priorities and risk tolerance.

5.5.2 Extension to Reputation Weighted Quorum

In this section, we extend the model by incorporating node reputation into the quorum formula-
tion, to enhance the reliability of the probabilistic consensus system. The reputation of a node is
an indicator of its trustworthiness and is used to assign a weight to its response in the consensus
process. We denote the reputation of node i as ri, which is assumed to be negatively correlated
with its failure probability, such that ri = (1− pi).1 A reputation score of ri = 0 indicates a
completely unreliable node, while ri = 1 represents a fully trustworthy node. When messages
are received for quorum formation, we apply a reputation-weighted aggregation to account for
the reliability of each source node. With this approach, the quorum is no longer defined by a
simple count of nodes but rather by the aggregated reputation weights of the participating nodes.
This allows the system to place greater trust in highly reliable nodes.

Let variable Sr = ∑
N
1 viri denotes the sum of reputations of nodes, and let Qr denotes the

reputation-weighted quorum size. Then, for a reputation quorum Qr, the availability can be
calculated as:

ηA = P(Sr ≥ Qr) =
Nr

∑
Sr=Qr

P(Sr) (5.38)

where Nr = ∑
N
i=1 ri. The robustness can be calculated as:

ηR = P(Sr ≥ Nr−Qr) =
Nr

∑
Sr=Nr−Qr

P(Sr) (5.39)

Assume there are f malicious nodes, and the optimal strategy for malicious nodes is π∗ under
given Qr. Let p̄∗f denotes the frequency of collusive malicious behaviors, and f̄ ∗r represents the
expected total reputation of malicious nodes that are actively engaged in a collusive attack. Then,

1In this work, for simplicity, we model each node’s reputation as being negatively correlated with its failure
probability, allowing the system to weigh messages based on source trustworthiness during consensus.
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the lower bound of availability can be approximated as:

ηA ≃ 1− p̄∗f Φ

(
(Qr + f̄ ∗r − fr)−µH

r
σH

r

)
− (1− p̄∗f )Φ

(
(Qr− fr)−µH

r
σH

r

)
,

(5.40)

where

fr =
f

∑
i=1

rM
i , (5.41)

µ
H
r =

N− f

∑
i=1

(1− pi)rH
i , (5.42)

and

σ
H
r

2
=

N− f

∑
i=1

pH
i (1− pH

i )r
H
i

2
. (5.43)

Similar with (5.24), the lower bound of robustness of the reputation-weighted quorum system
can be approximated as:

ηR ≃ 1− p̄∗f Φ

(
(Nr− fr + f̄ ∗r −Qr)−µH

r
σH

r

)
− (1− p̄∗f )Φ

(
(Nr− fr−Qr)−µH

r
σH

r

)
.

(5.44)

These derived lower bounds for availability (5.40) and robustness (5.44) provide an analytical
framework for the reputation-weighted system under worst-case adversarial conditions. This
enables us to explore the trade-off between these two metrics, just as we did for the standard
model.

5.6 Simulations and Discussions

To validate the theoretical formulations and probabilistic approximations presented in earlier
sections, this part conducts a comprehensive set of simulations to evaluate the trade-offs between
robustness and availability under varying quorum configurations, malicious node behaviors, and
system fault tolerance levels. The results are reported with both linear and logarithmic visualiza-
tions to highlight distinct operational regimes, including near-optimal consensus efficiency and
extreme reliability boundaries. Particular attention is paid to the role of quorum size, the strategy
intensity of malicious nodes, and the upper bound on Byzantine participation, all of which sig-
nificantly affect system resilience and responsiveness. The Pareto frontier visualizations clearly
illustrate the inherent tension between robustness and availability, while the empirical align-
ment of simulations with dynamic and norm-based analytical models further substantiates the
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Figure 5.1: Normalized performance versus quorum size.

accuracy and applicability of our proposed optimization framework.
Fig. 5.1 illustrates the relationship between the quorum size Q and the normalized consen-

sus performance metric η , from problem (5.7), under varying parameter configurations of αA

and βR, which jointly characterize the probabilistic model of node behavior. Across all con-
figurations, η exhibits a non-monotonic trend with respect to Q, indicating the existence of an
optimal quorum size that balances the trade-off between consensus availability and robustness.
For instance, when αA = 0.5 and βR = 0.5, η achieves its peak at a moderate quorum size,
suggesting a well-balanced system condition. In contrast, more skewed parameter combinations
lead to sharper peaks or more rapid declines, reflecting increased sensitivity to quorum selection
under imbalanced network conditions. These results highlight the necessity of carefully calibrat-
ing quorum sizes according to system-specific probabilistic characteristics in order to maximize
consensus performance.

Fig. 5.2 illustrates the impact of varying malicious node strategies p̄ f on the system avail-
ability metric ηA, under three different quorum configurations. Each sub-figure compares results
obtained via simulation, dynamic probabilistic analysis, and a norm-based analytical approxima-
tion. The close agreement among the three curves across all settings demonstrates the reliability
of the proposed analytical models in capturing adversarial influence under diverse conditions.
The Fig. 5.2(a) corresponds to a relatively lenient quorum configuration, where the required
quorum size is low. As p̄ f increases, representing increasingly aggressive behavior from mali-
cious nodes, the availability metric steadily improves. This counterintuitive trend arises because,
in low-quorum systems, benign nodes still dominate decision-making unless malicious nodes
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(a) Quorum size: Q = 22.
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(b) Quorum size: Q = 24.
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Figure 5.2: A comparison of availability (ηA) under varying malicious node strategies (p̄ f )
across simulation, dynamic analysis, and norm-based approximation, N = 35, f = 8. The theo-
retically valid range for the quorum size Q is [22,27], derived from (5.13) and (5.14) conditions.
We therefore analyze three representative configurations.
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choose a collective action strategy. The Fig. 5.2(b) reflects an intermediate quorum threshold.
Here, ηA initially decreases as malicious strategies tends to be more high-frequency dispersed
actions, reaching a minimum at moderate p̄ f . Beyond this point, availability begins to recover.
This U-shaped behavior suggests that moderate malicious strategies are most effective at delay-
ing consensus. When p̄ f is low, the actions of malicious nodes are overly concentrated. While
this increases the success rate of attack in a single consensus process, the frequency of such
attacks is low. Conversely, when p̄ f is high, their actions become too dispersed. Although the
attack frequency increases, the success rate per attempt decreases due to fewer malicious nodes
participating in a single consensus round. The Fig. 5.2(c) corresponds to a strict quorum regime,
where the required threshold for consensus is high. In this setting, the system is more sensitive to
malicious disruption, and the availability metric ηA decreases monotonically with increasing p̄ f .
This reveals that the optimal adversarial strategy for disrupting consensus is adaptive rather than
fixed, varying with system parameters. Consequently, it is essential to model this worst-case
behavior to establish the guaranteed lower bounds for system availability and robustness.

Fig. 5.3 illustrates the Pareto frontiers that characterize the trade-off between robustness
(ηR) and availability (ηA) under three different tolerances for malicious nodes: f = 3, f = 5,
and f = 7. Each curve represents the optimal achievable pairs of (ηA,ηR) for a given malicious
nodes threshold, where increasing one metric leads to a degradation in the other. The observed
trend confirms that as the quorum size Q is varied, one can trace out a frontier of feasible operat-
ing points that balance robustness and availability. As shown, increasing the tolerated number of
malicious nodes results in a leftward and downward shift of the frontier. Specifically, for higher
f , achieving a given level of availability entails a significantly larger sacrifice in robustness, and
vice versa. The nearly linear behavior of each curve in log–log space suggests a power-law
relationship between robustness degradation and availability gain. This implies that improve-
ments in consensus responsiveness, even by a small factor, may require exponentially greater
risk exposure when fault tolerance demands are high. The visualization thus serves as a design
reference, enabling system architects to quantify how aggressively the quorum parameters can
be tuned without breaching critical robustness thresholds.

Fig. 5.3(a) and 5.3(b) illustrate the trade-offs between robustness (ηR) and availability (ηA)
in systems with expected failure values of 0.2 and 0.1, respectively. This emphasizes the im-
portance of selecting quorum parameters that do not merely balance average-case performance
but are aligned with extreme-case reliability constraints. It offers a more precise and practical
view of the design trade-offs in robustness-critical systems. Fig. 5.3(c) illustrates the perfor-
mance of the reputation-weighted quorum mechanism by depicting the Pareto frontier between
system availability ηA and robustness ηR under varying numbers of malicious nodes. From
the fig. 5.3(c), a clear and inherent trade-off between availability and robustness is observable
across all configurations. An improvement in robustness can only be achieved at the expense
of availability, and vice versa. Comparing Fig. 5.3(c) with Fig. 5.3(a) reveals that reputation-
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(a) A standard consensus system with a mean node
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(b) A standard consensus system with a mean node
fault probability of 0.1.
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(c) Reputation-weighted quorum system with a
mean node fault probability of 0.2.

Figure 5.3: Pareto frontiers illustrating the availability-robustness trade-off under different sys-
tem parameters and quorum mechanisms. The subplots show the optimal performance for vary-
ing numbers of malicious nodes (f=3,5,7).
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Figure 5.4: Normalized performance versus quorum size.

weighted mechanism delivers significant performance gains. While the Pareto frontier curves of
the two figures share similar shapes, their robustness metrics ηR differ in magnitude. Specifi-
cally, under identical conditions of availability ηA and number of failed nodes f , the robustness
in Fig. 5.3(c) surpasses that in Fig. 5.3(a) by several orders of magnitude. This comparative
result demonstrates that reputation-weighted quorum mechanism can significantly enhance the
system’s robustness against malicious behaviors without compromising system availability.

Fig. 5.4 illustrates the impact of the number of malicious nodes, f , on the system availability,
ηA, under three distinct quorum size configurations (Q = 23,24,25). Two primary trends are
evident.First, for any given quorum size, the availability ηA demonstrates a monotonic decrease
as the number of malicious nodes f increases. This is expected, as a higher f implies a greater
number of nodes that may fail or act adversarially, thus reducing the probability that a sufficient
number of non-faulty nodes will approve a valid request. Second, the figure clearly shows an
inverse relationship between the quorum size Q and availability. At any fixed value of f , a larger
quorum size (e.g., Q = 25) results in a significantly lower ηA compared to a smaller quorum
size (e.g., Q = 23). This is because a stricter quorum threshold imposes a higher burden for
consensus, making the system less likely to achieve the required number of responses to accept
a valid request.

Fig. 5.5 depicts the system robustness, ηR, as a function of the number of malicious nodes
f , with Q as a parameter. As with availability, robustness degrades as the number of malicious
nodes f grows. This signifies that as adversarial pressure increases, the system’s ability to
correctly reject non-valid requests diminishes. However, in direct contrast to the availability
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Figure 5.5: Normalized performance versus quorum size.

results, a larger quorum size Q significantly enhances robustness. The Q = 25 configuration
consistently yields the best robustness, followed by Q = 24 and Q = 23. A stricter quorum
(higher Q) makes it exponentially more difficult for malicious nodes to collude and force the
acceptance of a non-valid request.

5.7 Conclusions

This work proposed a probabilistic framework for analyzing consensus availability and robust-
ness under both benign and malicious faults. By modeling each node as a Bernoulli agent with an
individual fault probability, we derived closed-form expressions for availability and robustness,
revealing their trade-off as a function of quorum size. We formulated two distinct optimiza-
tion problems: The first models the adversary’s behavior to determine the optimal strategy for
maximizing the probability of consensus failure, and the second addresses the system designer’s
challenge of selecting the optimal quorum size to best balance availability and robustness against
this worst-case threat. Our analysis captures worst-case scenarios using nested min–max formu-
lations, and simulations confirm the accuracy of the derived bounds. The results offer practical
guidelines for quorum sizing in systems like IoT and permissioned blockchains, showing that
high reliability can be maintained even in the presence of faults and adversaries. Future work
will consider correlated failures, network delays, and adaptive mechanisms for real-time quorum
adjustment.
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As established in Chapter 3, the decoding accuracy of a SemCom system is strictly dependent
on the freshness of the shared KB. The consensus protocol analyzed in this chapter acts as
the synchronization engine for the KB. Therefore, the Reliability, related to ps(·) in equation
(3.11), optimized in this chapter is not merely a network-layer metric; it serves as the physical
guarantee for semantic fidelity. A failure in the consensus protocol directly translates to a failure
in KB synchronization, which in turn leads to high semantic errors at the receiver. By ensuring
an optimal trade-off between availability and robustness, the proposed framework minimizes
the probability of Knowledge Staleness, thereby enabling the semantic encoder and decoder to
operate efficiently even in error-prone wireless environments.



Chapter 6

Case Study: Design and Demonstration of
a Visible Light Based SemCom System

6.1 Introduction

In response to the continuous growth of wireless data traffic, VLC has attracted much attention
as a complementary wireless technology [9]. By utilizing ubiquitous LED to perform the dual
functions of illumination and data transmission, VLC can effectively alleviate the problem of
spectrum resource limitation [115]. VLC offers a number of advantages, including vast unli-
censed spectrum access, inherent physical security due to limited optical penetration, immunity
to electromagnetic interference, and energy efficiency by leveraging existing lighting infras-
tructure [116]. However, despite these advantages, VLC faces a critical bottleneck in practical
deployment: the modulation bandwidth of commercial LEDs is very limited, which severely
constrains their data rate and system performance. Therefore, the development of innovative
communication techniques that break through the bandwidth limitation is crucial for VLC.

SemCom is a highly promising approach to transcending this bandwidth limitation [5]. Un-
like traditional communication that pursues bit-level accuracy in transmission, SemCom focuses
on efficiently conveying the meaning or significance of information [7]. This approach can
considerably reduce the amount of data required for transmission, thereby improving commu-
nication efficiency while maintaining high semantic fidelity, which is particularly beneficial in
bandwidth-constrained VLC systems [117]. Therefore, applying SemCom to VLC to build a
VL-SemCom system is an effective way to break through the bandwidth bottleneck. In order
to support multiple users within a single VLC illumination area, NOMA is a highly applicable
technique [118]. NOMA employs power-domain multiplexing to simultaneously serve multiple
users on the same time-frequency resource, effectively exploiting the significant differences in
channel conditions inherent in the VLC system in order to maximize spectral efficiency [119].
The fusion of SemCom with NOMA promises heightened transmission accuracy and spectral
efficiency, as SemCom inherently reduces redundancy and interference among NOMA users,

83
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simplifying the decoding complexity at receivers [120]. Nevertheless, how to build such a VL-
SemCom system and develop optimal power allocation strategies with the consideration of the
resource budget and quality-of-service (QoS) constraints is a complicated yet important issue.

6.1.1 Related Works

As an emerging field, recent research in SemCom [17, 121–124] has explored a variety of ML
models for semantic information extraction and recovery, and preliminarily investigated its ad-
vantages in resource-constrained wireless networks. The work of [125] proposed a semantically
enhanced two-user uplink NOMA framework, which analyzes the rate region of semantic and
bit communication and proposes opportunistic communication strategies under fading chan-
nels to strike a balance between performance and interference. The authors in [6] investigated
how to balance the bandwidth allocation for data sensing and data transmission in SemCom,
by constructing an optimization problem and solving it using the projected gradient method
to maximize the semantic spectral efficiency of the system. The authors of [126] explored a
semantic-assisted hybrid NOMA system where a far user can switch between SemCom and bit
communication (BitCom) to transmit simultaneously with a near user. In [127], the authors
introduced a framework that enables the coexistence of multiple semantic and bit users by em-
ploying a hybrid NOMA and OMA approach for improved resource management, with the goal
of maximizing the system’s overall semantic spectrum efficiency.

In the field of VLC, researchers have proposed various techniques to enhance its perfor-
mance. To solve the multi-user access problem, NOMA is identified as a viable technique for
overcoming inherent LED bandwidth limitations. Existing research primarily investigates fixed
power allocation (FPA) and gain-ratio-power-allocation (GRPA) strategies for maximizing bit-
rates or enhancing fairness under VLC-specific constraints. The work of [120] explored the
application of NOMA in VLC downlink networks to improve the data rate and a new power
allocation strategy, while the effect of transceiver angle on the performance is investigated. The
authors of [128] explored the use of IRS to improve the reliability of NOMA-based VLC sys-
tems by jointly optimizing NOMA and IRS parameters, demonstrating significant reductions
in bit-error-rate, especially in challenging channel conditions like blockage. The authors in
[129] proposed a new method called NGDPA (Normalized Gain Difference Power Allocation)
for multiple-input-multiple-output (MIMO)-based NOMA-VLC systems in order to solve the
power allocation efficiency and complexity problems. In [23], the authors proposed a smart
demodulator based on convolutional neural network (CNN) to solve the problems of signal dis-
tortion and difficulty in obtaining channel information in NOMA-VLC system, which combines
the two steps of signal distortion compensation and data recovery into one and demonstrates
that the system performance can be significantly improved without the need of accurate channel
information. However, these studies typically neglect the semantic dimension of transmitted
information. Although SemCom and VLC system are actively researched for next-generation
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wireless systems, there is still a lack of building a VL-SemCom system and solving the critical
problem of resource allocation for multiple semantic users.

While the aforementioned studies have made progress in applying SemCom to NOMA sys-
tems, they predominantly focus on conventional radio frequency (RF) networks. For instance,
the work of [126] investigates a semantic-assisted hybrid NOMA system where a user can dy-
namically switch between semantic and bit communication modes. Similarly, the work of [127]
proposes a hybrid NOMA/OMA framework to support a heterogeneous mix of semantic and bit
users. Our work distinguishes itself from these studies in several fundamental ways. Firstly,
we tailor our system design specifically for the VLC environment, introducing a set of physical
layer constraints related to illumination and limited LED bandwidth. Secondly, we focus on op-
timizing power allocation for a system with multiple semantic users, a different challenge from
managing hybrid communication modes or heterogeneous user types. Most importantly, unlike
the simulation-based validation, a key contribution of our work is the design and implementation
of a hardware demonstration platform, which validates the practical feasibility of our proposed
VL-SemCom system in a real-world setting.

6.1.2 Motivations and Challenges

The integration of SemCom in VLC systems, leverages the advantages of both technologies,
thereby overcoming individual technological limitations and enabling novel applications aligned
with future intelligent wireless systems. Specifically, SemCom significantly reduces the re-
quired transmitted data, alleviating the primary VLC bottleneck of limited LED modulation
bandwidth. Coupled with NOMA, this facilitates efficient multiplexing of semantic streams,
enhancing overall bandwidth utilization. The SemCom framework combined with the inherent
indoor nature of VLC enables complex multi-user application scenarios. In environments such
as smart homes, smart offices, and healthcare facilities, this combination can leverage existing
lighting systems to deliver personalized semantic information securely and efficiently. SemCom
inherently aligns with future task-oriented communication systems, efficiently conveying rele-
vant information. NOMA and VLC together enable localized communication zones for collab-
orative tasks, optimizing semantic information distribution while simultaneously maintaining
illumination requirements [130]. Transitioning theoretical advancements into practical demon-
strations highlights the tangible value of integrating these technologies, motivating this study’s
extension from previous theoretical explorations into realistic VLC deployments [131].

While the benefits of VL-SemCom systems are expected, designing effective power allo-
cation strategies for this integration still have significant challenges. First, achieving the syn-
chronization required for NOMA across multiple user devices is non-trivial, and the system
should remain robust to channel variations caused by shadowing or ambient light fluctuations,
which may make statically optimized power allocation schemes ineffective. Second, translating
semantic QoS requirements into practical NOMA power levels within VLC’s stringent optical
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limits and LED nonlinearities poses a substantial challenge, complicating the management of
semantic interference among users. Third, extending or redefining semantic throughput metrics
suitable for VL-SemCom contexts, accounting for illumination constraints, remains essential for
effective power allocation optimization. And last, power allocation becomes a non-convex op-
timization task, aiming to simultaneously maximize semantic throughput, ensure user fairness,
adhere to power budgets, satisfy semantic QoS, and meet illumination constraints. Efficiently
finding globally optimal solutions remains challenging.

6.1.3 Contributions and Organization

In this chapter, we investigate building a VL-SemCom system that achieves an optimal power
allocation scheme. A preliminary hardware platform is established where a VL-SemCom system
is implemented using an Arduino-based LED transmitter and a BPW21 photodiode receiver for
pulse-width-modulation (PWM) signal transmission and semantic-aware decoding. Moreover,
an optimized power allocation scheme is proposed for this system to maximize throughput and
consider fairness at the semantic level. The main contributions are summarized as follows:

• We first develop a comprehensive mathematical model for a VL-SemCom system. The
model systematically integrates the features of semantic information, the key constraints
of the VLC physical layer, and uses NOMA as the multiplexing technique for multi-user
access. In addition, this work defines the semantic transmission rate, thus providing new
theoretical perspectives on SemCom systems.

• We next formulate an optimization problem for power allocation considering successive
interference cancellation (SIC), QoS requirements, and resource constraints. The objec-
tive is to maximize the system throughput in semantic unit (STU) subject to user fairness,
total power budget, and VLC-specific operational constraints. Then, we propose a modi-
fied water-filling-based algorithm and provide a theoretical proof of its optimality.

• Finally, to bridge the gap between theory and practice, we build and test a preliminary
hardware demonstration platform. This platform not only implements the proposed VL-
SemCom system but also validates the effectiveness of our power allocation strategy over
real VLC links. Both demonstration and simulation results reveal the superiority of the
VL-SemCom system in terms of STU and fairness, compared with traditional benchmarks.

6.2 System Model

We consider a downlink multi-user SemCom system operating over a VLC channel, as illustrated
in Fig. 6.1. The system consists of one access point (AP), embodied by an LED array, serving N

users multiplexed in power domain by means of NOMA. The communication process is assisted
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by KB. The AP leverages a shared KB for semantic encoding, while each user has a personal
KB for semantic decoding. At the receiver, the channel for each user k is characterized by a
channel gain hk, where k ∈ {1, . . . ,N}. After photo detection, a SIC decoder is employed to
mitigate interference and detect the user’s own signal from the composite stream. Subsequently,
the user’s semantic decoder recovers the interpreted information. Without loss of generality, we
assume that the channel state information (CSI) for all users is perfectly known at the AP to
perform NOMA power allocation. For indoor VLC scenarios considered here, as the channels
are typically dominated by a stable line-of-sight (LoS) path and change very slowly for static or
low-mobility users, allowing for highly accurate CSI estimation [132].
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Figure 6.1: A Knowledge-Assisted Semantic Communication Framework for Multi-User
NOMA-VLC Networks.

6.2.1 VLC Channel Model

The LoS channel gain from the LED to the k-th user’s photo-detector (PD) is given by [133]:

hk =

V LoS
k,LED cosm(φk,LED)cos(ψk,LED),0≤ ψk,LED ≤Ψc,

0, otherwise,
(6.1)

where φk,LED is the angle of irradiance with respect to the axis normal to the LED plane; ψk,LED

is the angle of incidence with respect to the axis normal to the receiver plane, Ψc denotes the
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field-of-view (FoV) of the receiver, m is the Lambertian order [133]:

m =− 1
log2(cosΦ1/2)

, (6.2)

Φ1/2 is the LED half-intensity angle, and

V LoS
k,LED =

A(m+1)
2πd2

k,LED
G f Gc, (6.3)

where dk,LED denotes the Euclidean distance from the LED to the k-th user; A is the physical
area of the PD; G f is the gain of the optical filter; Gc is the gain of the optical concentrator [120]:

Gc =


ς2

sin2
Ψc

, 0≤ ψk,LED ≤Ψc

0, otherwise,
, (6.4)

where ς stands for the refractive index. Furthermore, from analytical geometry, the irradiance
and incidence angles can be calculated as [120]:

cos(φk,LED) =
dk,LED ·nLED

∥dk,LED∥
, (6.5a)

cos(ψk,LED) =
−dk,LED ·nPD

∥dk,LED∥
, (6.5b)

where nLED and nPD are the normal vectors at the LED and the receiver planes, respectively, and
the symbols · and ∥ ·∥ denote the inner product and the Euclidean norm operators, respectively.

6.2.2 NOMA Link Modeling

According to the principle of NOMA, the AP allocates a higher power level to the user with
lower channel gain and vice versa. Thus, we assume that the users U1,U2, ...,UN are sorted in an
ascending order according to their channel gains, i.e., h1 ≤ h2 ≤ ...≤ hN [120]. Using NOMA,
the AP transmits the real and non-negative signals s1,s2, ...,sN with power P1,P2, ...,PN , where si

conveys information intended for Ui. To this effect, the N transmitted signals are superimposed
in the power domain as follows [120]:

x =
N

∑
i=1

Pisi, (6.6)

where ∑
N
i=1 Pi ≤ PMAX with PMAX being the total transmit power.
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The received signal at user Uk is expressed as [120]:

yk = hk

N

∑
i=1

Pisi +nk, (6.7)

where nk denotes zero-mean additive white Gaussian noise (AWGN) with variance σ2
k . It is

widely assumed that the multi-user interference at user Uk can be eliminated by means of SIC.
Based on this, in order to decode its own signal, Uk needs to successfully decode and subtract the
signals of all other users with lower decoding order, i.e., s1,s2, ...,sk−1. Meanwhile, the residual
interference from sk+1, ...,sN is considered negligible and treated as noise [120].

In order to facilitate SIC decoding, the AP should allocate higher transmission power to
users with poor channel conditions, i.e., P1 > P2 > ... > PN . In the SIC processing, when Uk

decodes and removes the signal s j, the signal-to-interference-plus-noise ratio (SINR) of s j for
this decoding step must be high enough [134].

SINRs j
Uk

=
Pjhk

∑
N
i= j+1 Pihk +σ2

k
≥ γk,∀ j < k,∀ j,k ∈N , (6.8)

where γk represent the minimum SINR requirement of s j,∀ j < k at Uk for successful SIC.

6.2.3 Semantic Channel Capacity Modelling

The classic Shannon capacity expresses the limit of data rate for a channel (in the unit of bits
per second, bit/s). For the k-th channel, the Shannon capacity assuming perfect SIC is [120]:

Cb
k = B log2

(
1+

Pkhk

∑
N
i=k+1 Pihk +σ2

k

)
, (6.9)

where B denotes the allocated bandwidth. It is noted that the Shannon capacity formula cannot
accurately capture the semantic transmit rate in SemCom system, due to the distinct features of
the semantic channel.

Definition 2. Semantic unit (sut): Let a semantic source Zk be a set of discrete and mutually

exclusive semantic entities Zk = {z1,z2, . . . ,zN}, where each entity zi represents a unique, indi-

visible element of meaning (e.g., a word, an object). Define the sut as the fundamental unit to

quantify the amount of semantic information, such that each distinct semantic entity zi ∈Zk is

defined to contain one sut. 1

The relationship between a sut and the bits needed to represent it is determined by the se-
mantic entropy of the source. For a source Zk with discrete semantic entities zi, the conventional

1In this work, we assume the semantic entities have the same importance. This work could be extended to
scenarios that the sut value of entities may different depend on their importance.
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Shannon entropy is calculated as [135]:

H(Zk) =− ∑
zi∈Zk

p(zi) log p(zi). (6.10)

where p(zi) is the probability of occurrence of entity zi. This value represents the average num-
ber of bits required per sut without any contextual knowledge. Then, to quantify the semantic
throughput, we define the sut rate of Uk without KB as:

Cs
k =

Cb
k

H(Zk)
. (6.11)

In a SemCom system, we model KBk of Zk as conditional probability distributions con-
taining numerous semantic entities along with the dependencies between these entities. These
dependencies are quantified through the mutual information, I(zi,z j), between neighboring enti-
ties, which measures how much the information of one entity reduces the uncertainty of another,
i.e.,

IKBk =
1
2 ∑

zi∈Zk

∑
z j∈Zk

I(zi,z j)

=
1
2 ∑

zi∈Zk

∑
z j∈Zk

p(zi,z j) log
p(zi,z j)

p(zi)p(z j)
,

(6.12)

where IKBk is the semantic-relevant mutual information depending on the KBk. Thus, knowing
the information of one entity can decrease the ambiguity and uncertainty of related entities.
Based on these dependencies, a SemCom system can transmit information more efficiently. For
instance, when transmitting one entity, the system can infer information about other related
entities based on the mutual information stored in the KBk [136]. Assume the transmitter and
receiver have the identical KBk which perfectly contains probability distributions of source Zk.
Then, the semantic information entropy of the source Zk with KBk can be expressed as

Hs(Zk) = H(Zk)− IKBk . (6.13)

In practice, semantic coding is subject to generalization error, which depends on the infer-
ence capability of the models used at the source and destination [8]. This error is linked to the
amount of data (Vk) available for model training. The error follows an empirically validated
power-law form [8]:

εk = αV β

k + γ, (6.14)

where α is a constant related to the model architecture, β is the learning rate exponent, and γ

is the irreducible error. Therefore, the semantic channel capacity (in the unit of suts per second,
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sut/s) for the k-th user with a given bandwidth B can be written as

Sk(Cb
k ) =

Cb
k

Hs(Zk)

1
1+ εk

. (6.15)

6.3 Power Allocation in VL-SemCom

In this section, we formulate an optimization problem that aims to maximize the STU based on
NOMA power allocation, and we investigate how to allocate the limited power resources in the
NOMA-based SemCom system.

6.3.1 Problem Formulation

Given the channel conditions and the semantic coding models, we are able to adjust the NOMA
power allocation so as to optimize the corresponding achievable sut rate. First, we define STU as
the objective function, which measures the overall sut rates obtained by all users in the network,
expressed as

STU =
N

∑
k=1

Sk(Cb
k )

=
N

∑
k=1

Sk

(
B log2

(
1+

Pkhk

∑
N
i=k+1 Pihk +σ2

k

))
.

(6.16)

Then, based on the system model, the power allocation optimization problem can be formulated
as

P1 : max
P

STU, (6.17)

s.t.
N

∑
i=1

Pi ≤ PMAX; (6.17a)

Pjhk

∑
N
i= j+1 Pihk +σ2

k
≥ γk, ∀ j < k,∀ j,k ∈N ; (6.17b)

Si(Cb
i )≥Cmin, ∀i ∈N ; (6.17c)

where (6.17a) is the total transmit power constraint, (6.17b) is the SINR constraint for successful
SIC, and (6.17c) is the minimum sut rate required for each user to avoid unfair power allocation.



CHAPTER 6. DEMONSTRATION FOR SEMCOM SYSTEM 92

6.3.2 Proposed Solution

In order to analyze the concavity of the optimization problem, we calculate the partial derivative
of the objective function with respect to Pk. Considering Pk should introduce interference to U j,
∀ j < k, the partial derivative of the objective function with respect to Pk can be expressed as

∂STU
∂Pk

=
∂Sk

∂Pk
+

k−1

∑
j=1

∂S j

∂Pk
. (6.18)

First, let
Qk =

1

∑
N
i=k+1 Pi +σk/hk

, (6.19)

then
∂Sk

∂Pk
=

∂Sk

∂Cb
k

∂Cb
k

∂Pk
=

1
Hs(Zk)

1
1+ εk

B
ln2

Qk

1+QkPk
. (6.20)

The partial derivative of interference at U j can be written as

∂S j

∂Pk
=

∂S j

∂Cb
j

∂Cb
j

∂Pk
=

1
Hs(Z j)

1
1+ ε j

∂Cb
j

∂Pk
, (6.21)

∂Cb
j

∂Pk
=

∂Cb
j

∂Q j

∂Q j

∂Pk
=

B
ln2

Pj

1+Q jPj

∂Q j

∂Pk
, (6.22)

∂Q j

∂Pk
=

−1
(∑N

i= j+1 Pi +σ j/h j)2
. (6.23)

Substituting (6.22), (6.23) into (6.21), we have

∂S j

∂Pk
=

1
Hs(Z j)

1
1+ ε j

B
ln2

−Q2
jPj

1+Q jPj
. (6.24)

From (6.18), it is found that the objective function is non-convex, which makes solving the
optimization problem not straightforward. The term ∂Sk

∂Pk
dominates the partial derivative ∂STU

∂Pk

under the condition ∑
k−1
j=1

Q2
j Pj

Hs(Z j)
< QkPk

Hs(Zk)
. Consequently, the objective function STU is concave

with respect to Pk, meaning ∂ 2STU
∂P2

k
≤ 0. Conversely, when ∑

k−1
j=1

Q2
j Pj

Hs(Z j)
> QkPk

Hs(Zk)
, ∑

k−1
j=1

∂S j
∂Pk

plays

a dominant role in ∂STU
∂Pk

, which means ∂ 2STU
∂P2

k
≥ 0, as shown in Fig.6.2.

Proposition 6. For an optimization problem with the objective function maxx ∑
N
i=1 fi(xi) and

constraint ∑
N
i=1 xi ≤ T , if f ′′i (xi) ≥ 0,∀i ∈ N , the optimal solution is always achieved at a

vertex.

Proof: Take a cross-section (fix other variables) of the original objective function with re-
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Figure 6.2: Example of ∂STU/∂Pk vs. Pk.

spect to xi and x j, we have
max
xi,x j

fi j = fi(xi)+ f j(x j)

s.t. xi + x j ≤ Ti j,

xi ≥ 0, x j ≥ 0.

Then, it can be rewritten as
max

xi
fi j = fi(xi)+ f j(Ti j− xi)

s.t. 0≤ xi ≤ Ti j.
(6.25)

Due to f ′′i (xi)≥ 0,∀i ∈N , we have

∂ 2 f j(Ti j− xi)

∂x2
i

=
∂ 2 f j(Ti j− xi)

∂ (Ti j− xi)2 (
∂ (Ti j− xi)

∂xi
)2 ≥ 0. (6.26)

Then,
∂ 2 fi j

∂x2
i

=
∂ 2 fi

∂x2
i
+

∂ 2( f j(Ti j− xi))

∂x2
i

≥ 0. (6.27)

Thus, the optimal solution of the sub-problem is xi = 0 or xi = Ti j. Therefore, the optimal
solution of the original problem is achieved at a vertex. ■

To optimize power allocation in the proposed VL-SemCom framework, we develop a water
filling-based iterative algorithm, as summarized in Algorithm 6. The algorithm aims to maxi-
mize the STU under a total power constraint. Initially, the transmit power for each user Pi is set
to the minimum feasible value constrained by the sub-conditions (6.17b) and (6.17c), ensuring
the initialization respects system-level constraints.

The optimization proceeds in two stages, depending on the concavity of the STU function.
In the first stage, where the second-order derivative ∂ 2STU

∂P2
k
≥ 0 holds, the user with the steepest

ascent (i.e., largest gradient ∇i) is selected to incrementally increase its power Pk. Meanwhile,
other users receive proportional updates based on their respective constraints. If the sum power
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Algorithm 6 Water Filling-based Optimization Algorithm for Power Allocation

1: Initialize p0
i = max{min(6.17b),min(6.17c)}; and let m = 0;

2: While ∂ 2STU/∂P2
k ≥ 0:

3: ∇i =
∂STU
∂ pi

;
4: k = argmaxi ∇[i];
5: Repeat:
6: pm+1

k = pm
k +∆k;

7: ∆i = max{min(6.17b),min(6.17c)}, ∀i < k;
8: pm+1

i = pm
i +∆i;

9: If ∑
N
i=1 Pi > PMAX:

10: reset pm+1
i = pm

i ;
11: ∆k = ∆k−ζ ;
12: Until: ∑

N
i=1 Pi ≤ PMAX.

13: m = m+1;
14: While ∂ 2STU/∂P2

k ≤ 0:
15: Set L = λ ;
16: k = N;
17: Repeat:
18: While STU′(Pk)> L :
19: pm+1

k += ∆k;
20: k = k−1
21: Until: k = 0.
22: If ∑

N
i=1 Pi > PMAX:

23: reset pm+1
i = pm

i ;
24: L = L +∆λ

25: else: L = L −∆λ

26: m = m+1;
27: Until: Termination condition reached or ∑

N
i=1 Pi = PMAX.

exceeds the maximum available power PMAX , the updates are rolled back and the step size ∆k

is adaptively reduced to maintain feasibility.
In the second stage, triggered when ∂ 2STU

∂P2
k
≤ 0, a Lagrangian-based refinement is applied.

The algorithm sets a dual threshold L = λ and backtracks from the last user, gradually increas-
ing Pk as long as the marginal utility STU ′(Pk) remains above L . The dual variable λ is updated
in each iteration to satisfy the power constraint. This two-phase strategy ensures convergence
toward a locally optimal power allocation that balances individual semantic utility gains with
overall resource constraints.

Therefore, in ∂ 2STU
∂P2

k
≥ 0 domain, allocate power based on Proposition 1, and in ∂ 2STU

∂P2
k
≤ 0

domain, allocate power using water filling-based algorithm depend on equation (6.18), as shown
in Algorithm 6. Since allocating power to user Uk introduces interference to all users U j with
a lower decoding order ( j < k), the water-filling process is performed starting with user UN .
Considering the domain item is ∂STU

∂Pk
, allocate to UN first could reduce the impact of subsequent

allocations on prior allocations, although allocate power to U j will affect the water level of
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Uk,∀k > j.

6.3.3 Complexity Analysis

To evaluate the practicality of our proposed power allocation scheme, we analyze its computa-
tional complexity and compare it with the benchmark FPA and GRPA strategies. The complexity
of our proposed Algorithm 1 is primarily determined by its iterative structure. The algorithm
seeks an optimal solution by progressively refining the power allocation over multiple iterations.
Let Iiter be the total number of iterations required for the algorithm to converge. In each itera-
tion, the core operations involve calculating the gradients of the STU function and updating the
power variables for all N users. Consequently, the computational complexity of our algorithm
is on the order of O(Iiter ·N).

In contrast, the FPA and GRPA benchmarks are non-iterative and computationally much
simpler. The FPA scheme allocates power according to fixed, predefined ratios. The GRPA
scheme allocates power based on ratios calculated directly from the users’ channel gains2. For
both methods, the power assigned to each of the N users can be determined in a single computa-
tional pass once the total power budget is known. Therefore, their complexity is linear with the
number of users, i.e., O(N).

It is important to note that this increased computational load is handled by the AP, which is
mains-powered and equipped with capable processors, making the complexity of our iterative
algorithm manageable. Furthermore, the indoor VLC is often characterized by static or low-
mobility users, leading to channel conditions that change slowly. Thus, the power allocation
vector does not need to be re-calculated at a high frequency, which further reduces the average
computational demand on the AP. Therefore, while our algorithm is more computationally in-
tensive than FPA and GRPA, it achieves a superior solution under these practical considerations.

6.4 Hardware Demonstration platform of VL-SemCom

To validate the feasibility of the proposed VLC framework in a practical environment, we imple-
ment a VL-SemCom demo using off-the-shelf components and open-source tools. The system
consists of Arduino-based transmitter and receiver, configured to support pulse-level visible light
modulation and intensity decoding.

6.4.1 Transmitter Design

The transmitter hardware employs an Arduino UNO, which supports multiple 8-bit PWM chan-
nels operating at 490–980 Hz depending on the timer configuration. By reconfiguring the timer
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registers, the PWM frequency of the Arduino UNO can be configured up to a theoretical max-
imum of 62.5 kHz; in our implementation, a frequency of 10 kHz is adopted to balance trans-
mission speed and response limitations. A single high-brightness white LED is driven via a
transistor-based current amplifier circuit, where the PWM output pin modulates light intensity
in accordance with the encoded composite signal. The Arduino generates PWM waveforms by
modulating the aggregate NOMA-encoded signal, where multiple users’ semantic symbols are
weighted and summed prior to transmission.

A11
(Arduino)

1kΩ

10kΩ

LED
100Ω

+5V

Figure 6.3: Schematic of the VLC transmitter circuit.

At the software level, source data is first semantically encoded on a PC using lightweight
encoders such as principal component analysis (PCA). The encoded semantic vectors are then
partitioned per user and prioritized based on their task utility contribution. A NOMA power
allocation is applied to assign higher weights to users with lower channel quality. Let αi ∈
(0,1) represent the corresponding power weight of user i determined offline. The superimposed
transmit signal is generated as:

x = PMAX

N

∑
i=1

αisi, (6.28)

where ∑
N
i αi ≤ 1. The superimposed signal is quantized into discrete intensity levels and trans-

mitted as a sequence of PWM signals. Each frame includes a short synchronization header
followed by the superimposed semantic payload. The Arduino microcontroller stores the PWM
duty cycle sequence in SRAM and transmits each symbol frame at fixed intervals. Although the
UNO has limited memory and clock speed, this architecture supports low-rate VLC transmission
suitable for demonstrating the feasibility of SemCom with NOMA in constrained platforms.

6.4.2 Receiver Design

The schematic of the receiver front-end is shown in Fig. 6.4. A BPW21 photodiode is reverse-
biased by a 5V supply and connected in series with a 100kΩ resistor. The photodiode converts
the incident optical signal into a photocurrent, which is translated into a voltage signal via the
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load resistor. This voltage reflects the light intensity modulated by the transmitter’s PWM out-
put. To smooth out high-frequency fluctuations and suppress noise, the voltage signal is further
filtered by a passive RC low-pass filter composed of a 1kΩ resistor and a shunt capacitor. The
filtered analog signal is then sampled by the Arduino analog input (A0), which employs a 10-bit
ADC with a reference voltage of 5V.

+5V

100kΩ

1kΩ
A0

(Arduino)

Figure 6.4: Schematic of the VLC receiver circuit.

Once digitized, the analog samples are processed to estimate the duty cycle of each PWM
period. To separate individual user signals, the receiver applies a SIC process. The symbol
with the highest power level is decoded first, based on the known power allocation pattern. Its
estimated contribution is subtracted from the aggregate signal, allowing the next lower-power
user’s symbol to be extracted. The decoded symbols are then mapped back to semantic vectors,
which subsequently serve as input for a pre-trained diffusion-based reconstructor to generate the
final output.

6.4.3 Semantic Transmission over VLC with Diffuser-Based Reconstruc-
tion

To evaluate the performance of semantic image transmission over VLC, we conduct a proof-
of-concept experiment where RGB images of size 224×224×3 are first compressed and then
transmitted through a VLC channel. At the transmitter, to balance data reduction with feature
preservation for our proof-of-concept demo, we employed image resizing as an efficient com-
pression method. Each 224× 224× 3 image was downsampled to a compact representation
of 75× 75× 3 using the LANCZOS resampling algorithm (via Image.Resampling.LANCZOS
from the Python PIL library). This high-quality interpolation method is known for preserving
sharp details and effectively reduced the transmitted data size by 88.8%.

The compressed images are then modulated using intensity modulation and transmitted
through a VLC link implemented with LED and photodiode components. Transmission oc-
curs in a controlled indoor setting to ensure LoS conditions. The receiving end captures the
optical signal and reconstructs the compressed image using analog-to-digital conversion fol-
lowed by signal decoding. For image restoration, we utilize a diffusion-based generative model
(Diffuser) as the semantic decoder. After receiving the 75× 75× 3 image, the Diffuser per-
forms a progressive denoising process to recover the original image resolution and structure.



CHAPTER 6. DEMONSTRATION FOR SEMCOM SYSTEM 98

Figure 6.5: The hardware demonstration platform for algorithm validation.

Figure 6.6: Visual results of semantic image transmission using the proposed framework.
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The model used was pre-trained on the large-scale ImageNet (ILSVRC 2012) dataset. For this
experiment, we used the pre-trained model directly for inference without any task-specific fine-
tuning, demonstrating the framework’s ability to leverage general-purpose generative models for
semantic reconstruction.

The visual results of semantic image transmission under the VL-SemCom system are illus-
trated in Fig. 6.6. The top row presents the original high-resolution RGB images (224×224×3)
used as reference. In the middle row, the semantically compressed images (75× 75× 3) are
shown. These images are generated by the transmitter-side semantic encoder prior to VLC
transmission and clearly exhibit noticeable degradation in fine-grained details due to aggressive
dimensionality reduction. The bottom row displays the reconstructed images at the receiver,
recovered from the compressed inputs using the diffusion-based generative model. Compared
to the intermediate compressed images, the recovered images demonstrate substantial improve-
ment in perceptual quality, including restoration of edge sharpness, texture continuity, and struc-
ture. In particular, the eyes, nose, and fur contours of the dog subjects are more accurately re-
structured by the diffusion model, closely resembling the original images. This confirms that the
proposed semantic compression, when combined with diffusion-based decoding, is capable of
preserving and reconstructing critical semantic content even under aggressive bit rate reduction.

6.5 Results and Discussions

In this section, we will comprehensively evaluate the performance of the proposed NOMA-
SemCom VLC power allocation algorithm, which will be developed in two dimensions: hard-
ware demonstration and numerical simulations. In the demonstration subsection, we show the
test results of the built hardware demonstration platform to verify the feasibility of the proposed
framework in real physical links. In the numerical simulation subsection, we present the param-
eter settings and then compare the performance of our proposed algorithm with two benchmark
strategies to quantitatively analyze its superiority. For performance benchmarking, we compare
our algorithm against the fixed power allocation (FPA) and GRPA strategies. The FPA strat-
egy allocates power based on a predetermined ratio between users (i.e., Pi = αpPi+1). In GRPA
strategy, power is allocated according to channel conditions, i.e., Pi = (h1

hi
)

β
p Pi−1 [137]. In our

simulations, we choose αp = 0.4 and βp = 1.

6.5.1 Demo Results of the VL-SemCom System

This section presents an experimental validation of our proposed NOMA-SemCom power allo-
cation algorithm on a hardware demonstration platform. The setup comprises two users, denoted
as U1 and U2. To establish distinct channel conditions characteristic of NOMA systems, U2 is
positioned as the near user, located 0.5 meters closer to the transmitter than the far user, U1.
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Figure 6.7: Bit Error Rate vs. Total available power PMAX.

Critically, U1 is set as a traditional communication user, while U2 operates as a SemCom user.
The simulation results analyze the system’s performance under various total power levels.

Fig. 6.7 illustrates the performance curves of the bit-error-rate (BER) of the two users with
respect to the total available power PMAX, comparing the proposed power allocation algorithm
with the FPA and GRPA strategies. As shown, the BER decreases monotonically with increas-
ing PMAX, since higher transmission power enhances the signal-to-noise ratio. Crucially, it is
observed that for any given total power PMAX, our proposed power allocation algorithm yields
a higher BER for U2, while achieving a lower BER for U1. This is an intended result of the
semantic-aware trade-off. The goal of traditional communication is to maximize bit-level accu-
racy, thus, its resource allocation is oriented towards BER reduction. In contrast, our algorithm
reallocates power from U2 to U1 because U2 possesses stronger semantic recovery capability
than U1. This action increases U2’s BER while decreasing U1’s BER, as seen in the plot. As a
result, our semantic framework makes this bit-level sacrifice to maximize the overall semantic
throughput.

In contrast to Fig. 6.7, Fig. 6.8 presents the corresponding sut error rate (SER) perfor-
mance under the same system parameters and strategies. As shown, the SER for both strategies
decreases as PMAX increases, indicating that higher transmission power also enhances the relia-
bility of semantic information conveyance. In detail, these strategies are very different in terms
of user performance. Under the FPA and GRPA strategies, a clear performance gap exists where
U1 consistently experiences a higher SER than U2. In contrast, our proposed algorithm, while
making U2 much larger than U1 in terms of BER, brings the two users close to the same level
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Figure 6.8: Sut Error Rate vs. Total available power PMAX.

in terms of SER. Since U2 has strong semantic recovery and can tolerate lower signal fidelity,
our proposed algorithm reallocates the energy-saving power from U2 to U1. This ensures that
the overall semantic integrity of the system is maximized, rather than being constrained by the
bit-level requirements of individual users. This shows that, unlike conventional strategies, our
algorithm is able to evaluate the semantic level, thus providing a fairer power allocation for the
system.

Fig. 6.9 shows the comparison of the effect of receiving and recovering pictures from differ-
ent users when different power allocation strategies are used. In this case, our proposed power
allocation algorithm is used for the upper pictures (a), (b), (c) and the FPA strategy is used for
the lower pictures (d), (e), (f). In our proposed algorithm, the algorithm evaluates that trans-

Table 6.1: Comparison of Image Quality Metrics

U2 received U2 recovered U1 received
PSNR
Proposed 21.37 dB 24.66 dB 31.68 dB
FPA 24.42 dB 26.54 dB 28.01 dB
SSIM
Proposed 0.3658 0.6255 0.8528
FPA 0.5203 0.6871 0.6955
LPIPS
Proposed 0.4460 0.1432 0.0588
FPA 0.2834 0.1115 0.1753
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(a) U2 received (proposed) (b) U2 recovered (proposed) (c) U1 received (proposed)

(d) U2 received (FPA) (e) U2 recovered (FPA) (f) U1 received (FPA)

Figure 6.9: Image transmission and recovery results for users under different allocation strate-
gies.

mitting information for the semantic user U2 yields a huge semantic gain, i.e., the core image
meaning can be conveyed with very little power resources. Therefore, the algorithm reduces the
power allocated to U2, so (a) shows that U2 received the initial signal with noise. The saved
power resources are then reallocated to U1, which does not benefit from SemCom. This enables
U1 to receive high-fidelity images as shown in (c), with a solid guarantee of quality of service.
Meanwhile, (b) shows that U2 is still able to reconstruct clear images from low-power signals
due to its strong semantic recovery capability. In contrast, the FPA strategy has a single decision
dimension, which is unable to sense and utilize any semantic gain, based only on the physical
channel or using fixed allocation. This strategy leads to its inability to perform efficient resource
allocation, resulting in insufficient guarantees for U1 and wasted resources for U2. In addition,
we evaluated the images using three standard metrics: Peak Signal-to-Noise Ratio (PSNR),
Structural Similarity Index (SSIM), and Learned Perceptual Image Patch Similarity (LPIPS).
While PSNR and SSIM measure pixel-level fidelity, LPIPS is a deep feature-based metric that
aligns closely with human perception, making it an excellent indicator of semantic fidelity. The
results are presented in TABLE I. Therefore, our proposed algorithm is able to consider both
physical channel resources and semantic gains to achieve rational power allocation.



CHAPTER 6. DEMONSTRATION FOR SEMCOM SYSTEM 103

1.5 1.6 1.7 1.8 1.9 2.0 2.1 2.2 2.3 2.4 2.5
Distance of U3 (m)

0.7

0.8

0.9

1.0

1.1

1.2

Su
t t

hr
ou

gh
pu

t o
f s

ys
te

m
 (M

su
t/s

)

Proposed
GRPA
FPA

Figure 6.10: Sut throughput vs. Distance of U3.

6.5.2 Performance Evaluation of Power Allocation Algorithm

We now evaluate the performance of our proposed algorithm through numerical simulations.
Unless otherwise specified, the simulation parameters are set as follows. We consider a NOMA
system consisting of three users, with a total bandwidth of 1 MHz. The total transmit power
of a NOMA link is set to 1 W, and the noise power is -85 dBm. The main parameters of the
simulation settings are listed in TABLE II.

Table 6.2: Simulation Parameters

Parameters Values
Number of NOMA users 3
Bandwidth (B) 1 MHz
Transmit power (PMAX) 1 W
Noise power (Pn) -85 dBm
LED half-intensity angle (Φ1/2) 60◦

Physical area of the PD (A) 7.5mm2

Next, we compare the sut throughput of the system under the different distance from U3 to
the LED. Note that while the distance between U3 and the AP changes, the positions of other
two users remain unchanged, and the distance between U1 and the AP, and U2 and the AP are
set to 4m and 3m, respectively. As shown in Fig. 6.10, our proposed algorithm consistently
outperforms GRPA and FPA for all distances. As the distance increases, although the perfor-
mance of all strategies decreases, the performance gap between the proposed algorithm and the
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Figure 6.11: Bit throughput vs. Distance of U3.

other strategies remains stable and even tends to widen, showing its advantages under different
channel conditions. The proposed algorithm considers not only the physical channel but also
the semantic gain when allocating power, resulting in its high semantic throughput. The FPA
strategy exhibits the lowest sut throughput almost all distances. We note that the FPA and GRPA
curves crossover at 2.3 m, which occurs because both FPA and GRPA are heuristic strategies.
While GRPA is channel-aware, its allocation rule is sub-optimal. In the specific region, the
FPA happens to yield a power distribution coincidentally more effective for semantic transmis-
sion than GRPA. This crossover between the two benchmarks demonstrates their unpredictable
nature and highlights the need for our adaptive optimization-based algorithm.

Besides sut rate, Fig. 6.11 examines the system bit throughput under different distances from
U3. Contrast to the performance of sut rate, the FPA strategy shows the better performance, with
the curve almost coinciding with the GRPA strategy. Our proposed algorithm shows slightly
lower bit throughput than FPA and GRPA strategies. This is because our algorithm considers
not only the physical channel conditions but also the semantic gain during power allocation.
As a result, our algorithm trades some bit-level throughput for a gain in the overall semantic
throughput.

We then analyze how the fairness of sut rate of the system varies with the total available
power PMAX. In this simulation, we use Jain’s Fairness Index to measure the fairness of power
allocation, which is calculated as (∑N

k=1 Sk)
2/N ∑

N
k=1 S2

k [138]. From Fig. 6.12, our proposed
algorithm presents the highest sut rate fairness over the entire power range, and its fairness in-
dex shows an upward trend as the total power increases. This shows our algorithms can fairly
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Figure 6.12: Fairness of sut rate vs. Total available power PMAX.

benefit all users with the added power resources, so that the system performs more balanced
when resources are abundant. In contrast, the fairness of both GRPA strategy and FPA strategy
decreases with increasing power. This illustrates that these traditional algorithms tend to dis-
proportionately allocate more resources to users with good channel conditions when the power
budget becomes large, thus increasing the unfairness among users.

6.6 Conclusions

In this chapter, we have developed and analyzed a novel framework for a multi-user VL-SemCom
system, leveraging NOMA to enhance spectral efficiency. Our objective was to maximize the
system’s semantic throughput while ensuring user fairness. To this end, we first developed a
comprehensive mathematical model that uniquely integrates semantic transmission features with
the physical layer characteristics of VLC. Building upon this model, we formulated a power al-
location optimization problem aimed at maximizing the total system throughput. To solve this
non-convex problem, we proposed a modified water-filling algorithm with a proof of its optimal-
ity. Validation via hardware demonstration and simulation confirmed our system significantly
outperforms traditional benchmarks in semantic throughput and user fairness. Future work can
focus on incorporating user mobility, exploring advanced semantic extraction techniques, and
scaling the hardware prototype for larger deployments.



Chapter 7

Conclusions and Future Trends

This thesis has systematically investigated the complex domain of intelligent resource allocation
for SemCom networks, focusing on the critical, yet often overlooked, challenge of KB mainte-
nance. The research was motivated by a core insight: in dynamic environments, the ultra-high
efficiency of SemCom is fundamentally tethered to the freshness of its shared KB. The process
required to update this KB, termed knowledge consensus, creates a novel and fundamental re-
source conflict, as it competes directly with ongoing semantic data transmission for the same
limited wireless resources. This central conflict, along with the practical imperatives of deploy-
ing SemCom in real-world systems, gives rise to a tripartite challenge:

• the need for a new optimization methodology to solve the resultant NP-hard 0-1 mixed
problems;

• the necessity of a new reliability framework to ensure the consensus protocols themselves
are reliable;

• the demand for new physical layer optimization metrics and hardware validation.

This thesis has constructed a unified framework that provides a cohesive set of solutions to these
interconnected challenges.

7.1 Conclusions

First, we formally modeled and solved the core resource conflict between knowledge obsoles-
cence and knowledge consensus cost. This work is the first, to our knowledge, to mathemat-
ically quantify knowledge staleness (K (t)) as a dynamic state variable. We formulated the
dynamic trade-off between immediate semantic transmission utility (which degrades with stal-
eness) and the opportunity cost of performing consensus as a 0-1 MINLP. To solve this online,
we designed a low-complexity MPC framework. The MPC’s internal planner utilizes IMCA,
which efficiently approximates the 0-1 MINLP subproblem by iteratively equalizing marginal
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costs. Simulations confirmed that our MPC-IMCA controller significantly outperforms static
baselines, such as “Greedy Transmission" and “Periodic Updates," in long-term cumulative se-
mantic utility.

Second, this thesis developed a unified optimization-learning framework to solve the general
0-1 MINLP optimization problems that are endemic to wireless networking. We identified a key
methodological gap where traditional optimization methods like B&B suffer from exponential
complexity, while pure RL methods are inefficient due to blind exploration in vast combinatorial
action spaces. Our proposed relaxation-guided RL framework bridges this gap. By first solv-
ing the continuous relaxation of the problem, we obtain a relaxed solution that is theoretically
proven to define a HPZ containing high-quality integer solutions. This solution is then used as a
potent prior to guide the RL agent’s search. This synergy transforms the learning process from
blind trial-and-error to an efficient, guided search. Simulation results validated this approach,
demonstrating a 20% improvement in objective value over pure RL and a 30% reduction in
convergence time compared to B&B in large-scale scenarios.

Third, we established a novel reliability framework for the consensus protocols used in KB
maintenance, based on an availability-robustness trade-off. We argued that the traditional deter-
ministic BFT/CFT models are overly conservative for the probabilistic failure modes of wireless
networks. Furthermore, we identified that emerging probabilistic models, which rely on a sin-
gle success probability, are insufficient as they fail to distinguish between two fundamentally
different failure types: False Negatives (losing Availability) and False Positives (losing Robust-
ness). Our dual-metric model explicitly quantifies this trade-off, enabling the optimal design of
the quorum size by solving a constrained optimization problem. Moreover, we extended this
framework to a reputation-weighted quorum mechanism, demonstrating through simulation that
this extension can enhance system robustness by several orders of magnitude.

Finally, we designed, optimized, and demonstrated a multi-user SemCom system over a
physical VLC-NOMA platform. This work addresses the critical physical layer bandwidth bot-
tleneck of VLC by applying SemCom. We rigorously defined a new optimization objective,
STU, based on semantic entropy and KB mutual information, moving beyond traditional bit
rate metrics. We formulated the non-convex, semantic-aware power allocation problem and
proposed a modified water-filling-based algorithm to solve it. The validation, performed on
a custom-built Arduino-based hardware platform, confirmed the efficacy of our solution. The
experimental results clearly showed our algorithm intelligently trades higher BER for a signif-
icantly lower SER, thereby maximizing overall system semantic integrity and demonstrating a
clear performance gain over traditional approaches.

In synthesis, these four contributions provide a cohesive and comprehensive framework for
intelligent resource management in semantic networks, bridging the gap from foundational op-
timization methodology and reliability theory to the core problem of knowledge maintenance
and, ultimately, to physical layer implementation and validation.
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7.2 Future Trends

The conclusions of this thesis open several promising avenues for future research, extending the
foundations laid herein toward more complex, distributed, and secure systems.

7.2.1 Synergistic Integration of Optimization Frameworks

This thesis optimized communication and computation resources. A more general direction for
6G is the integration of Sensing. particularly in the VLC scenarios explored in Chapter 6. Future
research can explore how semantic features extracted for communication can be simultaneously
reused for sensing tasks (e.g., localization or motion detection), optimizing the trade-off between
semantic fidelity and sensing accuracy in a unified resource framework.

7.2.2 Distributed Knowledge Maintenance and Multi-Agent Consensus

This thesis largely modeled KB maintenance from a centralized perspective and analyzed the re-
liability of a single consensus instance. However, future networks, such as V2X or UAV swarms,
are inherently distributed. Future research should extend our framework to multi-agent scenar-
ios. This introduces new challenges, such as: (1) Distributed Scheduling, moving from a central-
ized MPC to a decentralized MARL policy for managing the transmission-consensus trade-off;
(2) KB Conflict Resolution, developing protocols for scenarios where multiple agents discover
conflicting new knowledge simultaneously; and (3) Correlated Failures, an explicit future work.
In V2X networks, geographically co-located vehicles may experience correlated channel fading
or failures, violating the independence assumption in our current reliability model and requiring
new, location-aware quorum design.

7.2.3 Refinement of Semantic Metrics and Staleness Models

Our work provided foundational, quantifiable models for STU and knowledge staleness (K (t)),
both of which can be significantly refined. The STU model assumes all semantic units (sut) are
of equal importance. A crucial extension is to incorporate task-importance or contextual value,
where semantic units like pedestrian or warning signal are assigned a much higher value than
“tree" or “cloud." This would lead to a value-weighted STU objective, enabling more critical
resource allocation. Similarly, the staleness model uses a deterministic drift, could be advanced
to a stochastic process where staleness evolves based on the rate of novel environmental events,
offering a more realistic depiction of dynamic worlds.

While this thesis focused on synchronizing specific, task-oriented KBs, the recent surge in
Large Language Models and Generative AI offers a more general paradigm. Future work will
investigate Generative Semantic Communication, where the KB is replaced by a pre-trained
Foundation Model. The challenge shifts from KB synchronization to prompt engineering and
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parameter efficient fine-tuning to align the generative models of the sender and receiver with
minimal communication overhead.

Current work relies on empirical utility functions (e.g., semantic similarity). A more gen-
eral theoretical challenge is to establish the fundamental limits of semantic compression. Future
work aims to leverage Graph Theory or Category Theory to mathematically model the struc-
ture of knowledge, providing a rigorous information-theoretic bound for the Knowledge-Driven
SemCom networks proposed in this thesis.

7.2.4 Hardware Prototyping and Semantic Security

This thesis laid the groundwork for both physical layer implementation and reliability analysis.
The logical progression is to merge these threads, focusing on robust hardware and security. The
VL-SemCom prototype successfully validated the proposed algorithms on an Arduino platform.
Future work should scale this prototype to high-performance hardware (e.g., FPGAs, GPUs, or
NPUs) capable of executing the complex DNNs of DeepJSCC in real-time. This would create
a true end-to-end, high-data-rate VL-SemCom system. This advancement, however, highlights
the critical security vulnerability of SemCom: KB Poisoning. An attacker could attempt to inject
a malicious or corrupted KB update. Future work must apply the robustness metric (ηR) to the
KB consensus protocol itself, developing secure mechanisms, such as the proposed reputation-
weighted quorum, to defend the KB of the entire semantic network.
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