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Abstract

Distributed computer systems inherently introduce notions of concurrency, nondeterminism and
possibly failure-prone communication into programs. This makes designing, and implementing,
correct distributed systems difficult, and it is widely agreed that such systems require rigorous
methods of verification.

Types and type systems are lightweight techniques to formal verification whereby code im-
plementations are annotated with meta-information about the data they use. This provides cer-
tain guarantees of correctness about the usage of data within a program, and helps developers
design and implement code that is correct by construction. Specific to message-passing systems,
session types not only describe information about what data is, but also about how it should be
communicated. Essentially, they embed communication protocols as types within a program,
ensuring that well-typed code abides by the specified protocol and benefits from any properties
determined on said protocol, e.g. being deadlock-free, terminating, live, etc. Multiparty ses-
sion types (MPST) are a generalisation of session type theory that allows for the description
of communication protocols involving two or more named participants with possibly cyclic or
interleaved communication patterns.

This thesis adapts MPST to describe protocols for distributed and failure-prone systems. The
contributions presented are in the form of three novel languages: MPST!, MAGx, and MAG~x!,
each using a new MPST theory targetting client-server, failure-prone and fault-tolerant systems
respectively; where the unit of failure is message loss and fault tolerance is introduced through
the client-server paradigm.

This work establishes foundations for designing MPST systems targetted towards building
multiparty client-server and fault-tolerant programs. For the first time, MPSTs are explored
within programs designed to run over failure-prone networks, where messages are susceptible
to loss, unbounded delay and total reordering. The construct of replication is shown to be ex-
pressively significant for building multiparty client-server systems. Lastly, it is demonstrated
how combining replication, nondeterministic timeouts and standard MPST constructs, results
in an expressive type system capable of modelling—and verifying properties on—fault-tolerant

multiparty programs.
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Chapter 1
Introduction

In spite of large investments into fault-prevention techniques, failures still regularly occur in
complex distributed applications [50, 121, 5]. It is widely agreed that traditional methods of
verification using software testing do not provide high-enough levels of confidence in the cor-
rectness of distributed programs [24, 73, 105, 16]. This is due to the complexity of the environ-
ment in which they operate. Not only do distributed systems need to reason about the intricacies
of concurrency, but they must also be built to withstand some degree of failure. This is because,
realistically, networks can never be completely reliable: machines may lose power; wires linking
systems may be broken; wireless messages are susceptible to interference and weak connections,
etc. Therefore, it is often desirable for the software designed to run over distributed networks
be built to provide some degree of fault tolerance—i.e., redundant operations are added to the
program in order to still produce correct outputs even when some failures occur at runtime [68].
This merely increases the complexity of correctly designing and implementing such programs,
reinforcing the need for more rigorous methods of verification for such systems.

Formal verification [15] refers to the use of rigorous mathematical techniques to determine
whether a design specification conforms to a well-defined notion of correctness. Many such
techniques exist. In the realm of concurrency and distributed systems, notable examples include
model checking [8]—specifying the execution of programs as labelled transition systems and
exhaustively exploring the model to check it against properties specified in a formal logic. For
instance, the mCRL2 [49] model checking tool synthesises labelled transition systems of con-
current programs from a specification language, and can verify said models against properties
written in the modal p-calculus [64]. The benefit of model checking is that, assuming a correct
model of a system, verification of desirable properties can be both sound and complete (given
the model checker has access to the entirety of a program’s state space). The natural drawback
of this verification method being the mentioned assumption—any guarantees of correctness are
determined for the model, as opposed to the code artifact.

On the other end of the formal verification spectrum is runtime verification [10, 39, 41].

This is lightweight technique for providing guarantees on a single execution trace; whereby,
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properties of system behaviour are specified in a formal language and used to mechanically
synthesise monitors, which are then instrumented with the system at runtime. A main benefit of
runtime verification is that monitors are fed detailed information on the actual events observed in
a system’s runtime environment, allowing monitors to provide accurate feedback on the ongoing
status of correctness post-deployment. A limitation inherent to the nature of monitorability is
that guarantees of correctness cannot be determined for a system as a whole, but rather only for
the observed execution trace up-to the latest observed event.

Types and type systems [91] lie in-between these two aforementioned techniques. They are
lightweight forms of verification baked directly into programming languages. Types provide
guarantees directly on handwritten code and aid developers in implementing software which is
correct by construction. Specific to concurrent and distributed computing, session types [46]
describe what and how data should be communicated within a program. They are a behavioural
type system which encode communication protocols and ensure that implemented code observes
its prescribed communication pattern. Thereby, session types bridge the gap between the veri-
fication of protocols and their implementation, whilst providing guarantees of properties which
are proven to be upheld during a system’s runtime. To this aim, session types have been imple-
mented in various programming languages, including Java [63, 34], Go [67], Haskell [60, 87],
Scala [100], Rust [65], Elixir [42], Links [38].

Since their inception [53, 55], most session type theories have been tailored to concurrent
processes, as opposed to failure-prone distributed systems—i.e., it is commonly assumed that
communication errors do not occur. The works that do consider failures in their communica-
tion model tend to assume a baseline degree of reliability, e.g. communication occurs over the
Transport Control Protocol (TCP). This thesis strips away these reliability assumptions and ex-
plores the viability of session types for describing protocols of fault-tolerant programs, designed
to operate over failure-prone networks. The following introduces session types as a means of
describing communication protocols, and motivates why they should be considered for failure-

prone and fault-tolerant systems.

Protocols as types. Session types are typically categorised into binary or multiparty.
The former describes the communication pattern of a binary endpoint channel. For example,

the type of a channel which sends (&) an integer and receives (&) back a string could be:
@Int.&String.end

This type would be associated with one endpoint of the channel, ensuring that communication
stemming from that endpoint observes the prescribed pattern. The other end of the channel
should observe the dual type:

&Int.® String.end



CHAPTER 1. INTRODUCTION 3

Adhering to this type guarantees that no deadlocks will occur at runtime w.r.t. the use of this
channel. It does not however guarantee that an entire system is free from locks since deadlocks
may still result from incorrect interleaving of actions on different channels. Additional mecha-
nisms are required to prevent these issues, e.g. by prioritising the order in which channels can
be used [31].

On the other hand, multiparty session types (MPST) assign a type to a multiparty session,
rather than a binary channel, aiming to provide communication-centric guarantees for systems
with interleaved communication between many named participants. For example, in a system

with a client, server and worker, a multiparty protocol may be:

c: sdrequest(Int) . w&response(String) . end
s: c&request(Int) . whforward(Int) . end

w: s&forward(Int) . cdresponse(String) . end

The above types describe the communication protocol from the perspective of each participant in
a multiparty session. For instance, the type of the client begins by making a request to the server
(scbrequest(Int)) before waiting for a response from the worker (w&response(String)). A
key difference to observe in MPST is that output and input actions must be directed by a role
name (e.g. ¢, s, and w) denoting to (resp. from) whom a message is sent (resp. received). Since
distributed protocols often involve interleaved and cyclic communication between multiple par-
ticipants, this thesis specifically focuses on MPST, as they are better suited for representing such

configurations [110].

Computer networks. Networks are often described as a stack of protocols [107]. For in-
stance, an application-level protocol may operate over the Transport Layer Protocol (TCP) [96],
which in turn operates over the internet protocol (IP) [95], which in turn may be operating over
Ethernet [35], etc. Each level on the stack aims to provide certain guarantees not available to the
layers below it. For instance, TCP guarantees reliable and ordered transmission of IP packets,
whereas IP guarantees that packets observe a standard pattern. Alternatively, the User Datagram
Protocol (UDP) does away with reliability and ordering guarantees for applications which may
wish to provide their own mechanisms for dealing with unreliability, or for applications valuing
speed over accuracy. Typically, this protocol sees use in the transmission of voice and video as
well as client-server applications [93]. Session type theories thus far typically employ reliable
communication semantics, similar to communicating over TCP. This thesis takes the first steps
towards exploring the use of session types in less reliable communication models as a means
of verifying communication-centric properties of programs designed to operate over low-level

network protocols.
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The client-server paradigm. This paradigm refers to a method of programming concurrent
and distributed applications in which a client consists of a process making a request to a service,
and a server consists of an infinitely available process offering some service. The paradigm pro-
motes reliable, compositional and modular programs. It is central to programming standards and
is a common design pattern in, e.g., the Open Telecom Platform (OTP) [74] in Erlang [7]; which
has proven to be effective at building highly-available and scalable distributed applications in
practice [6]. Since this thesis explores session types within models of communication similar to
the guarantees of UDP, which in turn has typical applications within client-server systems (e.g.
Domain Name Systems [83]), then it is only natural that the client-server paradigm should be
explored within session types as well. Such efforts have already been made for binary session
typed systems [97, 88, 98], but are yet to be explored in MPST.

1.1 Research Questions

This thesis addresses the following questions.
How can multiparty session types be adapted to support the client-server paradigm?

The client-server paradigm is a widely adopted technique for writing distributed programs.
The paradigm involves describing servers that are designed to be infinitely available to respond
to requests made by clients. The technique promotes modular design of components, and allows
for easy integration of services (as servers are allowed to act as clients to other servers). How can
MPSTs be adapted to easily design multiparty client-server systems where servers are designed
to be infinitely available? MPST introduce new challenges when answering this question. With
binary channels, all parties involved in communication over the channel are immediately aware
of the infinite status of the server. However, in a multiparty system, requests to a service may
result in communication to participants other than the client or server; thus mechanisms are
required to ensure that any middleman caught between a client and server is also capable of
infinitely handling its communication. Can properties such as deadlock freedom and termination
be partially determined for such systems? How can protocols be modularly designed without

prior knowledge of the clients that will operate in the final system?

How can multiparty session types be adapted to verify behavioural properties of

programs designed to run over failure-prone networks?

Applications designed to run over low-level network protocols have varying reliability as-
sumptions. For example, protocols designed to run over the User Datagram Protocol (UDP) must
take into account the possibility of message loss, delay and reordering. Is it possible for MPSTs
to verify behavioural properties of protocols designed to run over such failure-prone modes of

communication? Modelling such unreliable methods of communication introduces challenges
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for verification which were previously unexplored within MPST. For example, by considering
messages sent between any participants to have no notion of ordering, standard definitions of
safe communication become unusable. This raises the question, what does safety of unreliable
communication even mean? Lastly, given this unreliable setting, detecting and handling failure
becomes crucial. What type-level mechanisms can be used to reason about the possibility of

failure-prone communication?

Are multiparty session types suitable for formalising real-world fault-tolerant network

protocols?

A method of establishing a degree of fault tolerance in network protocols is by utilising the
client-server paradigm. If servers are designed to remain infinitely available, clients may reissue
failed requests with minimal failure-handling required by the server. Various real-world network
protocols observe this pattern, e.g., the Internet Control Message Protocol (ICMP), and Domain
Name Systems (DNS). Can the client-server paradigm be used within MPSTs to design fault-
tolerant protocols intended to run over failure-prone networks? Can any real-world descriptions

of fault-tolerant protocols be formalised into MPST?

1.2 Contributions

This thesis serves as evidence towards the following statement.

Multiparty session types may be adapted to describe protocols for distributed and failure-prone
systems. They are capable of verifying communication-centric properties of fault-tolerant
programs, even when using imperfect failure detectors, by leveraging the client-server

paradigm.

The evidence presented is in the form of three novel languages, each using a new MPST the-
ory targetting client-server, failure-prone and fault-tolerant systems respectively; where the unit
of failure is message loss and fault tolerance is introduced through the client-server paradigm.

The languages and their novel contributions are listed below.

MPST! The first language with a MPST system to use replication and first-class roles as a

means of describing client-server protocols ( ). The contributions of MPST! are:

1. Proofs of subject reduction, session fidelity and property verification for a generalised
MPST system using replication and first-class roles. A key point of novelty in the type

system is the use of replication and parallel composition in the type semantics.
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2. Expressivity results. Replication is shown to increase the expressiveness of the type sys-
tem to be capable of describing context-free protocols, thus serving as the first account
of context-free MPST. Replication and recursion are also shown to be mutually non-
inclusive, and a type system using both constructs is capable of describing protocols
relying on communication races and mutual exclusion. These results are demonstrated
through examples, such as binary tree serialisation, the dining philosophers problem, and

an online auction.

3. Decidability results. The type system is shown to be non-representable as a finite state
machine, and the decidability of the type system is proven to be dependent on the decid-
ability of a co-inductive property used for type checking. Lastly, sublanguages of MPST!
are identified for which this property is decidable.

Le Brun, M. A., Fowler, S., and Dardha O.
Multiparty Session Types with a Bang!.

European Symposium on Programming, 2025.

MAG~z The first language with a MPST system to use asynchronous bag buffers, semantics
describing message inconsistencies and timeouts as imperfect failure detectors ( ). The

contributions of MAGT are:

1. Proofs of subject reduction, session fidelity and property verification for a generalised
MPST system using timeouts as imperfect failure detectors. Type checking is shown to be

undecidable, but sublanguages for which it becomes decidable are identified.

2. Key observations of using MPST with bag buffers and non-deterministic timeouts are
discussed in detail. It is shown that standard notions of session subtyping and safety
cannot be integrated into a MPST system with type-level bag buffers. Furthermore, non-
deterministic timeouts in the type semantics are expressive enough to model various forms
of failure. Methods of identifying subgraphs of the state space produced by the type
semantics are presented, allowing the same type-specification of a protocol to be studied

under various failure models.

3. Reconfigurations of MAG7 are discussed for communication models inspired by various
network protocols, including e.g., the User Datagram Protocol (UDP) [93], the Real-time
Transport Protocol (RTP) [44], and the Transmission Control Protocol (TCP) [96].

Le Brun, M. A., and Dardha O.
MAGT: Types for Failure-Prone Communication.

European Symposium on Programming, 2023.
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MAG~! The first language with a MPST system to use replication as a means of describing
fault-tolerant protocols ( ). The contributions of MAG 7! are:

1. Proofs of subject reduction, session fidelity and property verification for a generalised
MPST system using timeouts as imperfect failure detectors and replication to describe
fault-tolerant servers. Again, type checking is undecidable, but sublanguages are identi-

fied for which it becomes decidable.

2. The type system’s ability to describe fault-tolerant programs is demonstrated through var-
ious examples inspired by real-world distributed protocols, e.g. a load balancer, the ping

utility, and a learning switch.

Le Brun, M. A., and Dardha O.
MAGT!: The Role of Replication in Typing Failure-Prone Communication.
Int. Conf. on Formal Techniques for Distributed Objects, Components and Systems, 2024.

1.3 Thesis Structure

provides the minimal necessary background material for the subject area discussed in
this thesis, namely expounding on process calculi and general concepts of session types.
serves two purposes. Firstly, the chapter introduces the bottom-up approach to multiparty
session types [103]—the chosen approach for the type systems presented in this thesis. The
chapter begins with a discussion on why this methodology was chosen for this work, and pro-
ceeds by demonstrating how such a type system is developed by example on a multiparty session
calculus. This leads to the second purpose of the chapter, the core calculus. A calculus is de-
signed to be easily extended in the following chapters, with the aim of reducing the cognitive
load required to realise the novel languages and type systems presented.

The next three chapters present the novel contributions of the thesis, each by addressing a
different extension to the core calculus and presenting a new language. The chapters follow
similar structures: (i) an extension to the core calculus is identified targetting issues related to
its use within fault-tolerant distributed systems; (ii) the language extension is formalised and the
relevant metatheory is proven; and (iii) key features of the language are discussed in further de-
tail. addresses the integration of the client-server paradigm into MPST, and presents
MPST!, an extension to the core calculus with replication and first-class roles. ad-
dresses failure-prone communication by introducing asynchronous bag buffers and failure se-
mantics. The chapter presents MAG, the first MPST theory to use timeouts as imperfect failure
detectors. blends both of the previous extensions into a single language, MAGx!,
capable of describing and verifying properties of fault-tolerant distributed client-server systems.

Lastly, concludes the thesis by reiterating over the novel contributions and giving

insight into future work.



Chapter 2
Preliminaries

The novel contributions of this thesis will be presented in Chapters 4—6, which have a common
dependency on . , whilst being self-contained, assumes knowledge on the
broader areas of process calculi and general concepts of session types. Hence, this chapter aims
to provide a minimal set of information on these topics for unfamiliar readers to increase its

accessibility.

2.1 Process Calculi

Calculi in programming languages are formal representations of a given language, used for rig-
orously reasoning about and analysing computation in a system. Many kinds of language calculi
exist, each targeting a specific domain. For example, the A-calculus [27, 28] is the foundation
for reasoning about functional languages, and has given rise to programming languages now
used on an industrial scale (e.g. Haskel [58, 43], Scala [85], Rocq [26]).

In the world of concurrency, process calculi provide the foundation for reasoning about con-
current and distributed processes. These calculi model computation as communication between
processes running in parallel. One of the early process calculi is the Calculus of Communicat-
ing Systems (CCS) [77, 78], modelling communication over binary-endpoint channels. Session
types are often integrated and studied within calculi similar to Milner’s 7-calculus [80, 99]; an

extension to CCS permitting mobility—the ability to send and receive channels over channels.

2.1.1 Polyadic 7-Calculus

A standard variation of the language is the polyadic m-calculus [80, 81, 82, 99], of which a finite
version is presented in . Polyadicity refers to the ability of sending and receiving any
number of channels in payloads.

Processes are given by P,Q,..., and may describe any of the following. Prefixes denote

actions, specifically either output X(y).P where channels y are sent over channel x, or input
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PQO:= Z o;.P; (choice of prefix)
icl

‘ P|Q (parallel composition)

| (vx)P (channel restriction)

‘ 0 (inaction)

o= x() (output)

‘ x(¥) (input)

Figure 2.1: Syntax of the finite polyadic 7-calculus

x(¥).P where channels ¥ are received via channel x. Both actions have a continuation process
P, invoked after the action is completed. Actions are enclosed within a non-empty summation,
denoting a nondeterministic choice. Singleton choices imply deterministic actions.

Processes may be composed in parallel P|Q, allowing both processes to simultaneously be
available for communication. Restriction (vx)P creates a new private channel to be used inside
of P. Lastly, the empty process 0 denotes a process that is inactive.

The calculus given in so far has no means of expressing infinite computation.
There are two standard constructs used for doing so in the m-calculus. The construct most
familiar to other programming languages is recursion. By extending the previous finite calculus
with the following, the calculus becomes capable of expressing infinite computations and is

Turing-powerful.
PQ:= .. | X (recursive call)

Given a set of process definitions in the form of X(X) = P, recursive calls reduce to the unrolled
process P{y/X}, substituting free occurrences of any X in P with the corresponding y.

The alternative construct is that of replication.
PO:= .. | P (recursive call)

Replication !P represents infinite copies of process P composed in parallel. It is key to note
that for a polyadic m-calculus with binary-endpoint channels, both constructs are equivalent
in expressive power [4], whereas for a calculus with strictly empty payloads (akin to CCS)

recursion is more expressive than replication [18].

2.1.2 Multiparty Session Calculus

A generalisation of binary-endpoint channels is multiparty sessions, allowing for two or more

participants to communicate over the same object—a session. A simplified multiparty session
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PQO:= Z a;.P; (choice of prefix)
iel

| P|Q (parallel composition)

| (vs)P (session restriction)

| 0 (inaction)

| X(®) (recursive call)

o= c[p]emd) (output)

| c[plam(¥) (input)
cd== s[p] | x (endpoints)

Figure 2.2: Syntax of a multiparty session calculus

calculus [56, 57, 100] (based on that originally proposed by Bettini et al. [14], later revised by
Coppo et al. [30]) is given in

The main difference is the use of role indexed sessions in prefixes. Given actions no longer
occur over binary-endpoint channels, the source and destination of an action need to be specified.
This is achieved by indexing sessions with roles (p, q, ...), representing the participants in a
session. For example, s[p][g] ®m(d) denotes sending a message with label m and payload d on
session s from p to g. Similarly, s[p][g]&m(X) denotes receiving a message with label m and
payloads bound to variables X on session s at p from g. An endpoint in this calculus therefore is
a tuple of (i) the session in which the action should occur, and (ii) the role performing the action.

It is typical for choice in this calculus to be restricted in some way, e.g. by requiring prefixes
in a choice to be all of the same action stemming from the same endpoint. These restrictions
are usually required by the type system to guarantee session fidelity, i.e., ensuring that pro-
cesses adhere to the types of sessions. Relaxing these restrictions is a topic of ongoing research.
Sender-driven choice—the ability to choose between sending to different participants—can be
permitted whilst still maintaining type safety [75, 106]. Furthermore, there are strict hierarchies
of expressivity when it comes to relaxing such restrictions and allowing undirected or mixed
choice [90]. This topic of discussion will be revisited in reference to the languages later devel-

oped in this thesis.

2.2 Session Types

When session types were initially introduced [53, 55, 120], they were designed to operate over a
calculus slightly different to that presented in . A polished calculus was later presented
with the fundamentals of designing and using session types by Vasconcelos [114, 113]. The key
difference between the calculus used in these works and that of is that binary-endpoint

channels were modelled using two names as opposed to one (a name for each endpoint of the
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channel). This makes attaching a binary session type more natural, and lends itself well to the

concept of duality.

2.2.1 Binary Session Types

Consider a channel used to send an integer and receive back a Boolean. The operation on the

sent data is, for now, abstracted using a function f(a).

(vay) x(5)x(b).0 | y(a).y(f(a)).0

Using the syntax presented by Vasconcelos [114], channel restriction binds two names x and y,
representing each endpoint in the binary channel. Hence, when the number 5 is sent over x, it is
received over y in the parallel process. In other words, the actions observed at x should be dual
to those observed at y, and vice-versa.

Binary session types can be used to give a type to the channel xy. Consider the following

type associated to the endpoint x.
®Int.&Bool.end

This can be read as “send (€5) an integer, then receive (&) a Boolean, then end”." The type of y

can be computed from the type of x using the dual function.

PInt.&Bool.end = &Int.&Rool.end
= &Int.HBool.end

= &Int.HBRool.end

The metatheory for session types then provides a number of guarantees on processes that are
well-typed. For instance, the above example will only type-check if function f(a) produces a
Boolean. Therefore, e.g. if f = i s_prime then the process type-checks, but f =to_string
produces a typing error.

Furthermore, session type theory is powerful enough to provide communication-centric
guarantees, such as deadlock-freedom—i.e., processes do not get stuck waiting for messages
that will never arrive. Such guarantees are possible due to linearity constraints; meaning that
objects given a session type cannot be (prematurely) destroyed or duplicated.

This notion of linearity stems from Girard’s linear logic [47], a logical system for reasoning

about consumable resources. Linear resources are ones which must be used exactly once.

‘I have one apple, therefore I can eat an apple.’

IThe syntax used to denote send and receive types here is non-standard. Typically, these are written as ! and
? respectively. However, these symbols will be used differently later on, and so ¢ and & are used to stick to the
conventions established in this thesis and to avoid overloading type constructors.
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The above proposition demonstrates a linear resource (the apple), and how it can only be used
once. Sadly, one cannot eat an apple many times if they only have one apple.

In fact, linear logic and session types can be seen as two sides of the same coin. The seminal
work by Caires and Pfenning [20] shows how dual intuitionistic linear logic [9] can be used
as a (session) type system for the m-calculus, and a classical interpretation was later given by
Wadler [117]. Furthermore, Dardha et al. [32] provide semantic- and type-preserving encodings
between the session calculus of Vasconcelos [114] and the linear -calculus [59].

Session type theories typically concern themselves with studying the communication-centric
properties that can be statically enforced on a programming language. The most common of
which include:

Safety No unexpected messages are ever received;

Deadlock freedom Processes do not get stuck waiting for messages that will never arrive;
Termination Processes are guaranteed to reach the inactive process;

Lock freedom Under fair scheduling, all input and output actions are eventually triggered;

Liveness All input and output actions are eventually triggered, regardless of scheduler.

2.2.2 Multiparty Session Types

As previously mentioned, binary-endpoint channels were later generalised into multiparty ses-
sions which can be typed using Multiparty Session Types (MPST). Originally introduced by
Honda et al. [56, 57], and later elaborated by Bettini et al. [14] and Coppo et al. [30], MPST
could be described using a top-down approach. Also referred to as global types, top-down MPST
allow the interactions between multiple participants to be described from a global view of the
system.

Recalling the client, server, worker example from the introduction, the same protocol may

be described using the following global type.
¢ — s:request(Int).s — w:forward(Int).w — c:response(String) . end

The types for individual participants, called local types, can then be generated from the global
type using the projection operation. Top-down MPST systems aim to provide well-formedness
restrictions on global types which guarantee communication-centric properties on the local types
they produce through projection. Scribble [54, 119] is a tool for protocol descriptions that
achieves exactly this outcome.

Given the name “top-down” for this previous approach to MPST, the existence of a bottom-
up approach should be of no surprise. Also referred to as generalised MPST, the bottom-up
approach [103] proves its metatheory directly on local types, removing the reliance on global
types and their projections. The bottom-up approach is central to this thesis, and as such the next

chapter is dedicated to giving an in-depth technical background on the subject; demonstrating the
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approach by example on a core calculus used for developing the novel contributions presented

in the subsequent chapters.



Chapter 3

A Common Core: Generalised MPST

3.1 Introduction

This thesis aims to determine whether multiparty session types can be used to statically verify
behavioural properties for distributed and failure-prone message-passing systems.

Such a setting is complex and broad. It would not make much sense to immediately attempt
to apply MPST theory to a failure-prone calculus capable of modelling complex distributed
protocols as the causality of results could be unclear. It is important that, e.g., if an extension to
a language were to increase the expressiveness of the type system, the exact feature causing the
added expressiveness should be identified. Furthermore, if the decidability of the type system
were to be affected, the cause of undecidability should be known. To this aim, the coming
chapters modularly introduce new features into a language under scrutiny, allowing for a more
granular understanding of dependencies between language features and the capabilities of types.

“Distributed systems” covers a wide range of protocols, with massively varying assumptions,
guarantees, and requirements. A single traditional MPST system would not be suitable for
a language intended to be used for such a broad setting. For instance, a system used to write
peer-to-peer protocols guaranteeing termination would not be suitable for client-server protocols
where servers are designed to never terminate. One could address this by designing a plethora
of languages, each with their own assumptions and guarantees, to be used for a targetted group
of protocols. This thesis takes a more general approach.

Generalised MPST [103, 118] are an approach to MPST theory which, instead of syntac-
tically guaranteeing properties from a well-formed global specification, provide a framework
for verifying runtime properties directly from the local protocols of each participant. Impor-
tantly, verification of properties is decoupled from protocol design, allowing the same gener-
alised framework to be used to verify protocols of different requirements. The approach involves
proving the metatheory parametric on some largest property on type contexts, and offloads the
responsibility of verifying that the types of a program are captured by this property. The benefit

is that a language can be made more expressive and general purpose as the verification of prop-

14
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erties is handled a posteriori. The trade-off is that the theory no longer produces a standalone
tool, as the generalised approach requires users to manually verify the adherence of types to
properties. This could be achieved, e.g., by generating local types from global type projections
(as they are guaranteed to observe liveness [ 118]), or by exhaustively traversing the state-spaces
produced by local types (for instance, via model checking). The latter being more expressive
at the cost of complexity [111]. This thesis adopts the generalised approach to MPST for the

following reasons:

1. Protocol-specific requirements. Distributed protocols have a wide range of assumptions,
outcomes, and desired properties. Why design a language that enforces termination when
many distributed protocols are designed to never terminate? Why relax the termination
restriction for the protocols that should? A generalised theory allows a single language to
be used for protocols of multiple purposes with ranging requirements of communication

properties; all whilst keeping the language tailored to distributed communication.

2. Minimising bias. The generalised approach is more expressive than standard global types
w.r.t. the number of safe protocols they capture [103]. Since this work will involve exam-
ining the effects of features added into a language, using a most expressive type system
as a starting point aims to minimise bias for any expressiveness gained through added

features.

3. Localised behaviours. The constructs that are studied in this thesis focus on describing
local behaviours of individual participants. They specifically are not meant to provide
global information. For example, explores the use of timeouts as imperfect
failure detectors, i.e., a timeout can by used by a participant to assume a failure of some
message. Importantly, participants should not be immediately aware of timeouts occurring
at different locations. (This would be inherently embedded into a global type.) Further-
more, in , the use of replication is studied in a system where the full list of
participants may be unknown when designing protocols. Global types are antithetical to

such an approach since they assume knowledge on all participants at play.

This chapter serves as a background on generalised MPST [103] and introduces the approach by
example on a core calculus—a general starting point for language investigation—on which the
novel contributions of the thesis are subsequently built upon. The core calculus models session-
based communication between multiple participants; it is an adaptation of standard multiparty
session 7-calculi [29, 57, 101]. Although it does not present novelty through language features,
the exact calculus presented is unique in design and presentation as it is built to be seamlessly

extended and includes concepts focused on making it more usable.
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Concretes d==sp] | v
Binders bi=x

Channels cu=x | s[p]

Values Vi=c ‘ v
Processes P,Q:=(vs)P | PIQ | Lic/P® | P% | X (V) | 0

Send Process PY=c[glom({V) . P
Receive Process P3 = ¢[q] &icr mi(b;) . P,
Programs & .= (P,D)
Definitions D:=0 | D, X~ (x,7,P)

Protocols Yo={p:Sp}rea

Figure 3.1: Syntax of Core Calculus

3.2 Calculus

This section introduces the core calculus, serving as a common starting point for investigation.

Subsequent chapters will refer to this calculus, using it as a building block for novel features.

3.2.1 Syntax

shows the syntax of the core calculus.

Names, Values, and Binders. The concrete primitives of the core calculus are the: (i) session
with role, represented by a session name (ranged over by s,s',...) indexed with a role name
(ranged over by p, g, ...)—together, s|p] denotes a participant p’s endpoint within the multiparty
session s; and (ii) basic values v (naturals, reals, units, strings, etc.). A binder b captures all kinds
of variables; for the core calculus, there is only one, ranged over by x,y,.... Channels ¢ can be

represented by a session with role or a variable, and values V capture channels and basic values.

Processes. Processes P,Q, ... describe how channels can be used to send and receive informa-
tion within multiparty sessions. Session restriction (vs)P denotes the creation of a new multi-
party session s used inside of P. Sessions can be associated with a protocol ¥ (e.g. (vs : ¥)P),
but more on this later. Processes can be composed in parallel P|Q, denoting the concurrent
computation of processes P and Q. Choice of sends Y ;c; PI.69 refers to a non-deterministic choice
between sending messages; with a singleton choice representing a deterministic send process.

(A well-formedness condition is assumed where all channels in the choice are the same.) A
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send process c[g] ® m(V) . P denotes sending a message over channel ¢ towards participant
g with label m and payload V, before continuing according to P. Similarly, a receive process
clq] &ier mi(l;,-) . P, denotes a branching receipt of a message over channel ¢ from role g; with
the chosen branch depending on the received message label m;, then binding received payloads
to b;, before continuing according to P;. Lastly, process call X(\7> models recursion, passing

arguments V to a process with name X; and the inactive process 0 is a terminated process.

Programs, Definitions, and Protocols. A program is what is written by an end-user of the
language; it is a tuple (P,D) of a “main” process P and process definitions D. Definitions map
process names (ranged over by X,Y,...) to process bodies (X, T,P) to be used for recursion,
where X is a list of accepted arguments, T is a list of types for said arguments, and P is the
process in which the arguments are used. Finally, protocols are session type specifications of
roles in a given session. Formally, ¥ is a set of role-session type pairs, {p : S} yes for a non-

empty /, defining the communication patterns that each participant of a session should follow.

Example 3.1 (Load Balancer: Program). A load balancer architecture typically involves
a client (c) making requests, a server (srv) accepting requests, and some number of work-
ers (w;) servicing requests. The below is a simplified example program of a load balancer

P, = (P,D), where a client makes one request to a load balancer with two workers.

P=(vs)
Srv(s[srv]) | Wrk(s[w1]) | Wrk(s[w>])
worker1() . s[c][w;] & ans(z) . 0
| s[el[srv] @ req(42) . s[c]srv] & Worker28 | SH {wj . anSEZ; P
D={
riwi] @ fw(x) . rlc] © worker1() . 0
Srv(r: Sgpy) — rlc] &req(x) . +
r[ws] @ fw(x) . r[c] @ worker2() . 0

Wrk(w : Sy) — wlsrv] & fw(y) . w[c] © ans(f(y)) . 0
}

The main process P begins by restricting a new session s. A server and two worker
processes are composed in parallel using process calls, passing the respective channel to
each process name. The client behaviour is written directly into the main process. It starts
by offering a request to the server with a payload. The server begins listening for a request
from the client, subsequently choosing a worker to handle the request and then informing
the client of the choice of worker. A worker handles a forwarded request if chosen by the

server. The client then waits for a message from the server informing it of the worker that
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Static types T:=S§ ‘ B
Basic types B::=Nat | Real ‘ String ‘
Session types S =59 ‘ s& ‘ ut.S ‘ t ! end
Selection type §P = @[eIPi:m[(T}).Si
Branching type §& = &iglp:m,-(i-).Si

Figure 3.2: Syntax of Core Calculus Types

has been chosen, and lastly waits to receive the final answer from said worker.

Note. Though this example serves for demonstrative purposes, it is not quite realistic
given that the client needs to be aware of the server-side architecture. This is a limitation
of the underlying formalism the core calculus is based upon [103]. The issue will be
addressed in , where novel mechanisms are introduced to make clients agnostic

of the server-side architecture.

Expressions and Conditional Branching. The calculus does not out-of-the-box formalise
arithmetic expressions or conditional branching, as these are orthogonal to the investigation
carried out in this thesis. All of the presented calculi can be routinely extended to handle these
constructs, making them more of usable languages rather than research calculi and guaranteeing
that they are Turing-complete.

3.2.2 Types

shows the syntax of types for the core calculus.

Static Types. The grammar for the type syntax is given by the type 7', being either a ses-
sion type S, or a basic type B. Session types S describe patterns of communication. Selection
EBieIPi:mi(T}).Si represents a role’s internal choice of sending a message to one of a set of
participants p;, having label m; and payload of types T;. The channel should then be used in
accordance to the continuation type of the selected path S;. Branching &;c; p:m,-(T}).Si refers
to an external choice stemming from role p, where any one of a set of messages could be re-
ceived, described by the labels m; and payloads T.. Again, the communication pattern after the
branch follows the description of the continuation type of the branched path, by S;. Type ut.S
binds a new type-level tail-recursive variable t inside of continuation type S. Lastly, type end
symbolises the termination of a communication pattern.

Conventions. It is assumed that branching and selection types contain a non-empty set of mes-

sages with pairwise-distinct message labels. It is required that all recursion variables are guarded
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by a communication action.

Example 3.2 (Load Balancer: Types). To type the program in , session §
can be annotated with the protocol V¥ below.

Y= {srv:Ssv, w1 :Sw, w3 :Sy, ¢:Sc}

wi :fw(Int).®c: workeri().end
wy :fw(Int).®c: worker2().end
Sw=8&srv:fw(Int).®c:ans(String).end

Ssrv = &c :req(Int). @ {

worker1().&w; : ans(String).end
Sc =@srv:req(Int).&srv:
worker2().&w, : ans(String).end

The protocol abstracts away the specifics of the main program whilst still accurately de-

scribing the communication patterns that can be observed at runtime.

Definition 3.3 (Subtyping). The subtyping relation < is co-inductively defined on types

by the following inference rules:

(T; < :‘/)iel (S: < 8))ier (i‘?ﬁ')iel (Si<S)ier
&ielpimi(f})-sié&ieluJPZmi(f,-/)-S; @ieluJPiimi(Ti)-Si<@161P,~3m1(fi’)-
s{ut.S/t} <8 s<S{ut.s' /t}
ut.sS<S' S<ut.s TLT

In a programming language, subtyping refers to a relation between types that allows for some
degree of substitutability—i.e., an operation that works for some type should also work for its
subtypes [91, Part III]. defines a subtyping relation < for the core calculus. The
chosen convention treats “smaller” session types as ones with less external and more internal
choice (in the style of Gay and Hole [45]). Subtypes are related up-to their recursive unfoldings,
and the relation is reflexive. Subtyping is coinductively defined as it relates types up-to their
infinite unfoldings, hence the rules in may be used to build infinite proof trees.

Subtyping is extended pointwise to lists of types T, <D, assuming the lists are of equal lengths.

Contexts. For types to be useful, they must be associated with an entity within a program.

Type contexts do exactly this. defines the type context for the core calculus.
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Context splitting

I=rI,-T»
0=0-0 Ix:B=(I'1,x:B)-(I'2,x:B)
I'=I1» I'=rIy-In
[e:S=(T,c:8) T [e:S=T-(Ts,c:9)
Context addition I+I,=r
I'N+I,=T
r'+0=r (I',x:B)+(I'y,x:B)=T,x:B
I'N+IL=T c ¢ dom(I,) I'N+Ih,=T ¢ ¢ dom(I'})
(F],CiT)—f—FzZF,CZT F]—l—(Fz,C:T):F,C:T

Figure 3.3: Type context operations.

Definition 3.4 (Type Contexts). The type context I' maps channels to session types and
variables to static types, and is defined as:

=0 |slp]:S | Tx:T

Context composition I',T” is defined iff I" and I have disjoint domains.
Contexts are subtypes I'<I" iff dom(I") = dom(I") and Vc € dom(T") : T'(¢)<I"(c).

As previously seen, linearity plays a key part in session types. Since type context I holds in-
formation on both linear session types and unrestricted basic types, defines additional
operations to help enforce linearity only where it is needed (a la Vasconcelos [114]).

Context splitting I’ =1"| - ', splits a context into sub-environments, ['; and I';. The operation
enforces linearity on session types by keeping session-typed entities in only one of the splits;
whereas, basic types (which have no linearity restrictions) are shared between splits. Context
addition 'y + 15 = I, merges two contexts into a single one. It is synonymous to context
composition when the added environments have disjoint domains, and is defined for non-unique

domains iff the shared entities have basic types.

Proposition 3.5. Context addition is the left inverse of context splitting, i.e., ' =17 -1
implies 'y +1, =T

Proof. By rule induction on the definition of ' =17 - I".
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BC I'=0=0-0andby ,0+0=0.

I'=r; T,
and by the inductive hypothesis and ,

IC1 F:F/,x:B:F’l,x:B-Flz,x:B
[ +0,=r

T, x:B+Th),x:B=T,x:B=T

=TT, . .
By the definition of context composition (

C=1"esf=1,e:J:10%
), ¢ & dom(I"”), and since splitting does not grow contexts, then
¢ ¢ dom(I;). This is used with the ind. hyp. and to conclude
1+, =T" ¢ ¢dom(T%)
[,c: 840, =T",c:S=T

IC2

. The mirrored case follows similar reasoning.

[

states that an original context can be re-obtained after splitting by adding
together the split sub-environments. This inverse property only holds in one direction, since

adding new basic types into an environment is not reversible.

Definition 3.6 (Session Association). Contexts can be obtained from protocols by asso-

ciating each prescribed session type to a session with role. Formally:

assocs({p:Sp}per) :={s[p] : Sp} per

As shown by the definitions of session restriction, users define session types using a protocol.

Type contexts are extracted from a protocol using the assoc function ( ), to be
used for type checking.
The final ingredient needed for type checking is . Due to the linearity restric-

tion on session types, the end predicate is needed to identify contexts that can be considered as

“entirely used”, i.e., all the session types in that context have reached end.

Definition 3.7 (End-typed environment). A context is end-typed, written end(I"), iff all
of its session-typed entities have the type end.
end(I") end(I')
end(0) end(c:end,I) end(x: B,I")
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Typing Rules for Values Ir'=v:r

T-WKN
T-S I'+Ih=T T-B
T<T' i EV:T end(I?) veEB
c:The:T CHV:T OFv:B
Typing Rules for Programs and Processes ‘ (4 ‘ ‘ I'FpP ‘
T-& T-v
OFpP ¢(assocg(¥)) ¢ is a safety property
Viel.n:{x: i,} Fp O; s¢T T+assocs(¥)FpP
- (P,D={X;— (%,T;,01) }ic1.n) ['tp (vs: W) P
T-X B T-© .
D(X) = (X,T,P) Iy bFc:dgm(T).S
Viel.n:I;FV . T; end(Fo) (F,’ FV;: T;')iel..n I'+c:Skp P
Lo(-Ti)iet.n Fp X((Vi)ict.n) [Ty (-T)ietn Fp clg] @ m{((Vi)ict.n) - P
T-& -
F& Fc: &,E]q:m,-(T,-).S,- T_‘ T-+ T-0
(C4c:Si+b;i:TiFp P)ier ibkpP Tobp P (Ttp PP)ier end(I)
I'-Ts Fp clg] & mi(b;) . P, I'-I'yFp PP, Tbp Yier PP I'p0
Figure 3.4: Typing rules for the core calculus.
Type Checking

shows the typing rules for the core calculus. There are three typing judgements: (i) the
value judgement I' =V : T assigns type T to value V under context ['; (ii) the program judgement
F & checks whether a program is self-enclosed; and (iii) the process judgement I" Fp P checks
whether a process P is well-typed under a context I and process definitions D.

The value judgement has three rules. types variables and role indexed sessions to
static types, allowing for subtyping. allows weakening, i.e., if value V has type T
under some environment [ ', and there exists an end-typed environment ['; such that ') 415 =T,
then the rule allows the value to be typed under the larger context I'. types a basic value
v to type B iff v belongs to B.

The program judgement is only used by to type a program (P, D). This judgement
does not use a type environment, and ensures that programs are closed. This is achieved by
requiring the main process P to be well-typed under an empty context. Furthermore, process
definitions are also required to be closed by typing them under a context containing only the
arguments defined for that process name.

The final judgement types processes under type context .
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is what makes the type system generalised. Instead of forcing a specific property on
types, session restriction requires that the defined protocol adheres to the minimum requirements
for subject reduction. Specifically, the rule requires proof of @(assocs(V)), where ¢ is any
safety property—the largest safety property will be defined later. If the session protocol adheres
to these requirements, and the session has not been previously established, then the restricted
process can be typed using the newly added context. checks that the type of every
value used in a process call match the expected types defined in the process definition D.
¢ types a send process. First, the channel used for sending should be typed to a
selection session type with a matching role and message label (it is key to note that this accounts
for subtyping). Then, the values sent as the message payload should be typed to the types
specified in the selection session type, under some split context. Lastly, the continuation process
should be well typed under the remainder of the original context, with the channel updated to
the continuation session type. Dually, & types the receive process by checking that the
channel used to receive can be mapped to a branching session type with matching role and
branch labels (also accounting for subtyping). Then, every continuation process should be typed
using the respective branch from the continuation session type, along with any new binders
specified in the payload.
states that process composition is well typed under a context if that context can be
split into two sub-environments that type each of the composed processes. requires
all processes in a nondeterministic choice to be typed under the same environment. Lastly, a
terminated process is typed by iff any remaining session types in the type environment

are end-typed.

3.2.3 Semantics

The core calculus is enriched with operational semantics to model reduction via communication.

Definition 3.8 (Process reduction). A process P reduces parametric on some process def-
initions D, written P —p P’, via the operational semantics defined in . Multistep

reductions are expressed using the reflexive and transitive closure, i.e., P —7, P.

defines process reduction (— p) up-to structural congruence (=), both given in

. Structural congruence for the core calculus is similar to what is standard for the 7-

calculus. Parallel composition is commutative and associative with identity element 0; session

restriction is commutative and has absorbing element 0; and scope extrusion allows restrictions
to move in/out of parallel compositions provided there are no naming collision.

The main reduction rule for processes is ; it models communication between two

-

roles. Concretely, given a sending process s[p][g] @& m(d) . P in parallel with a receiving process
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Structural Congruence P=0
P|O=Q|P Pl (Q|R)=(P|Q)|R P|O=P (vs)0=0

s Z15(Q)
(vs)(P|Q) = (vs)P| 0

Process reduction P—pP

R-C
s[plla) & mi(d) . P | s[q)[p] &icr mi(bi) . Qi —p P| Qu{d/bi} ifkel

(vs1)(vs2)P = (vsy)(vsy)P

R-+ R-X B R-|
jel D(X)=(X,T,P) P—pP
YictB —p P} X(d) —p P{d/x} PQ—p P'|Q
R-v R-=
PopP p=P P-pQ Q=0
(vs)P —=p (vs)P' P —p

Figure 3.5: Operational semantics for the core calculus.

—

s[q][p] &ier mi(b;) . Qi, where both processes operate on the same session (s), have matching
roles (p and g), and the sender message label is within the expected labels on the receiver side
(Fk € I s.t. m = my), then both processes reduce to their continuations (P and Qy resp.). The
receiver also substitutes the binding payloads in its continuation with the concrete values in the
sender payload. non-deterministically reduces a choice of sending processes to any one
of its continuations. The call rule, , models recursion by looking up the called process
name in the parametrised definitions D, reducing to the mapped process and substituting any
passed arguments. The remaining rules are administrative. Rules and allow processes
to reduce under parallel composition and session restriction respectively. Lastly, allows

for reduction modulo structural congruence.

Example 3.9 (Load Balancer: Reduction). The following shows step by step reductions
on the main process for load balancer &), The initial process is identical to that specified

in the program (cf. ) sans session restriction, which is omitted for simplicity.

Srv(s[srv]) | Wrk(s[w]) | Wrk(s[w»])

worker1() . s[¢][w;] & ans(z) . 0
| slellsrv] ©reqid2) . siellsrv] & { worker2() . s[c][ws] & ans(z) . 0
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The only immediately available reductions are via . A possible trace is one where

the server process unrolls first, substituting in the channel s[srv].

—D
s[srv][wq] @ fw(x) . s[srv][c] & worker1() . 0

s[srv][c] & req(x) . + | Wrk(s[w1])
s[srv][wa] @ fw(x) . s[srv][c] ® worker2() . 0

worker1() . s[c][w;] & ans(z)

.0
| Wrk(s[w2]) | sle][srv] @ req(42) . s[c][srv] &{ worker2() . s[c][w] & ans(z) . 0

Communication is now possible between the client and the server, and thus the process
may reduce by . It is key to note that communication substitutes the sent payload

in the continuation of the receiver process.

—D
s[srv][wi] @ fw(42) . s[srv][c] © worker1() . 0
+ | Wrk(s[w1]) | Wrk(s[w2])
s[srv][wsy] @ fw(42) . s[srv][c] & worker2() . 0

| sle][srv] &4 Worker1Q) - slellwi] & ans(z) . 0
worker2() . s[c][w2] & ans(z) . 0

The server must now non-deterministically choose between sending to either of the works.

Consider that the branch for worker w; is chosen.

—p s[srv][wi] @ fw(42) . s[srv][c] ® worker1() . 0
| s[wi]lsrv] & fw(y) . s[wi][c] ® ans(f(y)) . O

worker1() . s[¢][w] & ans(z)

.0
| Wrk(s[wa]) | slc][sv] &{ worker2() . s[e] 2] & ans(z) . 0

Communication can now continue between the participants until each role (except for w,)

reaches the empty process.

—p 00 s[wy][srv] &fw(y) . s[ws][c] ® ans(f(y)) . 0|0
= s{wo][srv] &fw(y) . s[wa][c] © ans(f(y)) . O
At this stage, there are no further possible reductions. Such a program is said to be

deadlocked, since it reaches a process with no further reductions that is not 0. MPST

aim to catch such errors at compile time, by statically checking for properties such as

25
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Type LTS rAr
r-& ) r-o ) T-u i
S:&iglq:ml‘( l‘).S; kel Sz@ielq,'Zmi( l‘).S; kel F-C:S{‘I.L'[.S/t}—>rl
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Figure 3.6: Type semantics.
deadlock-freedom.

Integral to the generalised approach to MPST, type context I is enriched with a labelled
transition system (LTS) aiming to simulate the communication protocol of a program. This LTS

is what will be used to define type-level properties and allow for protocol verification.

Definition 3.10 (Context reduction). Labels for the type LTS are given by actions A,

representing output, input, and communication.
Actions A ::=s:p@g:m(T) | s:p&q:m(T) ‘ s:p,g:m

The roles involved in an action are referred to by the function roles(A), defined as
roles(s:p®g:m(T)) = roles(s:p&q:m(T)) = roles(s:p,g:m) = {p,q}.

The type LTS is defined by the transitions listed in . Context reduction,
T, is defined iff T5T” where A = s:p,q:m for any s, p,q,m—i.e., a context reduces
iff it can transition via a communication action. The transitive and reflexive closure of
context reduction is written as —*; and ['— represents the existence of some transition

from .

begins by listing the labels used in the type LTS: (i) output (s:p&g:m(T))

on session s from p to g of message m with payloads T (ii) input (s: p&q:m(T)) on session s

at p from g of message m with payloads 7'; and (iii) communication (s:p,q:m) on session s of
message m between p (the sender) and g (the receiver).

The LTS itself is given in . As expected, using I-& (resp. [-®), a

branching session type (resp. selection) can transition via an input (resp. output) label to reach

any one of its continuation types. Importantly, the session, roles, message labels and payload
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types of the action correspond to what is dictated in type. r models communication—
if a context can be split in a way such that one partition fires an output action, and the other fires
an input action with corresponding roles, message label and super-typed payloads, then the entire
context can transition via a communication action to the addition of each respective reductum.
The remaining rules allow for transitions modulo context composition, context splitting, and

recursive unfolding.

Example 3.11 (Load Balancer: Type Reduction). By examining the LTS generated
from the load balancer protocol in , the program can be determined to be
deadlocked without requiring process execution. Consider the initial context used for

type checking.

wi:fw(Int).® c:worker1().end
s[srv] : &cireq(Int). & ,
wy:fw(Int). & c:worker2().end
s[wq] : &srv:ifw(Int). @ c:ans(String).end,
s[wy] : &srv:ifw(Int). @ c:ans(String).end,

)
worker1().&w;:ans(String).end
)

s[c] : ®dsrvireq(Int).&srv: { '

worker2().&w,:ans(String).end

There is only one reduction for this context, via the communication action s:c,srv:req.

_>

wi:fw(Int).® c:worker1().end
s[srv] : & )
wy:fw(Int).® c:worker2().end

s[wq] : &srv:ifw(Int).®c:ans(String).end,
s[ws] : &srv:fw(Int). @ c:ans(String).end,

worker1().&w:ans(String).end
s[c] : &srv:
worker2().&w,:ans(String).end

The LTS now branches into two paths, one for each possible communication action (i.e.,
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s:srv,wyfw and s:srv,wy:fw). Consider the path proceeding from the former.

%
s[srv] : @c:worker1().end, s[w;]: ®c:ans(String).end,
s[wsp] : &srv:fw(Int). @ c:ans(String).end,

] &s worker1().&w;:ans(String).end
slel - :
worker2().&w,:ans(String).end

This context proceeds via deterministic reductions, reaching the following.

*

_>

s[srv] :end, s[c]:end, s[wi]:end, s[w,]:&srv:fw(Int).®c:ans(String).end

As will be shown in the next section (cf. ), this context is guaranteed to
type processes that are deadlocked, therefore load balancer &7, can be determined to be

deadlocked directly from its protocol.

3.3 Metatheory

Unlike traditional MPST theory, the generalised approach does not syntactically guarantee any
properties on typed processes. Rather, it serves as a framework for verifying customisable run-
time properties. This is accomplished by verifying properties on the type LTS for a given proto-
col, from which process-level properties may be inferred. For this to be possible, the metatheory
of a generalised MPST system should provide two guarantees—subject reduction and session
fidelity. The former guarantees that process reduction preserves typing, whilst the latter guar-
antees that processes follow at least one path of the type LTS. Both theorems together allow
for runtime properties to be inferred from contexts, since no communication will occur at run-
time that is not modelled by the type semantics. Furthermore, the theorems should hold for
some largest set of contexts which can be described with a property ¢. (This is the require-
ment made for typechecking in .) Essentially, ¢ should describe the minimum (and
most general) requirements for subject reduction or session fidelity to hold. By proving these
theorems parametric on some largest ¢, the property can be re-instantiated with more specific
properties without having to reprove any of the base metatheory. (In the core calculus, ¢ should
be instantiated with a safety property to guarantee subject reduction, and a fidelity property for
session fidelity.) This is what makes the type system generalised, allowing for verification of

redefinable properties as long as they conform to the minimum requirements.
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safe 1_‘.«y:pﬂaqzm(f) A 1_‘s:q&l):m’(f’) . 1_‘s:p,q:m

:pog:m(T s:p,r:m’ - A oy 5D -
fidelitous F”ﬁhqm( ) AR VA:FAWF’M/\PgrOleS(zﬁO
deadlock-free I'-I" 4 = end(I")
terminating I" is deadlock free and all paths from I" are terminating

never-terminating | I —*I" — T"—

lock-free ['—*I" = all fair paths from I" are also live

live ['—*T" = all paths from I" are live

Table 3.1: Properties of a type context I

3.3.1 Type Context Properties

Before presenting the main theorems of the calculus, some auxiliary definitions are required.
The following formalises the notion of a path—i.e., a sequence of transitions of a context—and
defines properties on fype contexts. The main theorems are then presented, and are subsequently

used to determine runtime properties on programs directly from the properties defined on types.

Definition 3.12 (Path). A type context path is a possibly infinite sequence of type
contexts, f, s.t. VI € r: Ii—TI. 1. A path [ is said to be:
1. terminating iff I is finite;
2. fair itV € T: TS2E™ s ar e Borm’ k> A TPI
3. liveiff VI €T :
@ T s:pg:m(T)
s:p&g:m(T)

) T2 — A e m i hk>i A T2l .

=, s:p,r:m’
— el r,m k>i A 2Ty, ;s and

A context path ( ) is a possibly infinite sequence of context reductions. A path
is said to be (i) terminating iff it is finite; (ii) fair iff at any point on the path, if a communication
action is possible for some sender role, then there exists a future on that path where the context
reduces via communication stemming from the same sender; and (iii) live iff at any point on the
path, if a sender (resp. receiver) is blocked, then there exists a future on that path where that role
becomes unblocked. Table uses paths to define properties on type contexts. Each property

can be informally described as follows.

Safe If a message m can be output from p to g, and an input can occur at g from p, then m

should be able to be communicated.
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Fidelitous If a message can be output from p, and communication stemming from p is possible,
then every message that can be output should be always eventually capable of communi-
cation (possibly after some reductions not involving p).

Deadlock-free If a context can no longer reduce, then it must be end-typed.

Terminating The context is deadlock-free and all of its paths are finite.

Never-terminating The context can always reduce.

Lock-free Under a fair scheduler, all outputs and inputs eventually become unblocked.

Live All outputs and inputs eventually become unblocked, regardless of the scheduler.

Note on the fidelitous property. A fidelitous property is stronger than one that is safe, as it
requires the communication of all messages in a selection type irrespective of the destination
role. Essentially, if at least one destination role in a selection can be reached, then all of them
should be able to be reached. This is a novel property that is only needed because of undirected
selection. (Details of why it is needed are discussed later, cf. .) The chosen name
for the property “fidelitous”, an old English word, is an adjective form of the noun fidelity—
which in turn is a noun form of the adjective faithful. Since the words “faithful” and “fidelity”
already have defined meanings in this area of research, this old word was chosen to distinguish

the novel property whilst still nodding at its connections to fidelity.

3.3.2 Subject Reduction

Subject reduction ( ) informally states that, if a well-typed program can reduce,
then its reductums are also well-typed. As previously alluded to, this implication depends on a
safety property. formalises the largest safety property for which subject reduc-
tion is dependent upon.

Definition 3.13 (Safety). ¢ is a safety property on type environment I iff:
©-S (') implies I is safe;

¢-p @(I-s[p] : ut.S) implies @(I"-s[p] : S{ut.S/t});

¢-— @(I') and I'—I" implies ¢(I").

safe(T") is written iff ¢(I") and ¢ is a safety property.

A property @ is a safety property on type contexts iff it guarantees that all reductions, and
their unfoldings, of the context are safe—referring to the type context property in table
This essentially enforces programs to not contain unexpected messages, and further requires
sent payloads to be subtypes of expected payloads; since a safe context implies the capability of

communication, and by r payloads must correspond in order to communicate.



CHAPTER 3. A COMMON CORE: GENERALISED MPST 31

Lemma 3.14. For all contexts [',1%:
1. if safe(I"; -I%,), then safe(I';);
2. if safe(I";) and 'y <TI'», then safe(I);
3. if safe(T"y) and 0% : T} < [—T%, then 307} : T'1 =TI <T%.

Proof.

1. By contradiction. Assume I'j is nor safe, then there must exist some I” such that

['—*T" and I = unf*(I"”’) and I" violates . But by r I I —=* T+

and after some possible applications of [-u, T+I7 violates . Hence, T, +1I" is

not safe, meaning I',+I" is not safe via , and thus I[',+1I" is not safe by ¢-—. By
and commutativity of -, I'; - I'; is not safe. This contradicts the thesis. [

2. By coinduction on safe(I';). Observe that by safe(I';), I'; is safe. Thus, if

s:p®g:m(T s:q&p:m’ (T’ s:p,g:m ..
I' —()> and I A then I'; SPAT - Assume communication to be enabled

on ['{, and without loss of generality, assume the above output and input actions to also
be enabled. By I-@ and I"-&, the shape of I'; can be inferred to be:

[y =TY,s[p]: 5%, s]g] : S
s = @,-GIr,-:m,-(Tl-).Si for some [
I CIsuchthatVicel :ri=gq

S& = &jejp:m’j(TJf) .Slj

By there are no unexpected messages in S©. Consider now a S%/>5% and S&>5&,
By the definition of <, S%’ has (at most) less internal choices, and 58 has (at most) more
external choices. Therefore, there are still no unexpected messages in S’. Hence, given
safe(I'}) and a I',>T"y, it follows that holds for I';. Furthermore, by I, no
new transitions are introduced via recursive binders, hence must also hold for 1.
Lastly, by the coinductive hypothesis, safe holds for contexts containing the continuation
types of elements in ['; and I',—these contexts are uniquely contained within the context

reduction relation; therefore ¢-— holds for I',. O]

3. Since I',—, then by r

I =T%,s[p]: ¥, s[q] : S¥
S = @;cprim/ (T).S]
$¥ = &y pm}/(TI").S
JK' CI'suchthatVie K :ri=gq
K'CJ andVie K : T)'<T}"
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Via subtyping, the shape of I'; can be inferred (since I'1<I%).

Iy =TV, s[p] : $°slg] : 5°
SY = @iglr,-:mi( ).Si

% = &je;p:m'(T)).S,

LN

JKClsuchthatVie K:r;=gq
KCJandVieK: Ti<T/

By the definition of <, it follows that K O K’ and therefore K’ C J. Hence, since safe(I';),

Vie K : fi” <f}’ ; therefore I'| can reduce, at the very least, by the transitions enabled on

the supertype. That is, 31"} : I';—I"|. Furthermore, from , type continua-
tions preserve subtyping. Therefore I} <I'},. O
Lemma identifies propositions on safe contexts that are key to the metatheory. Essen-

tially, the propositions state that:

1. context splits (parallel composition in processes) preserve safety;

2. supertyping preserves safety; and

3. given safe contexts, reduction commutes over subtyping.
The first main result of the core calculus can now be formalised as the subject reduction theorem
below.

Theorem 3.15 (Subject Reduction). If I' Fp P with safe(I") and P —p P/, then JI” s.t.
['—*T" and I F-p P’ with safe(I").

Proof. (Sketch.) By induction on the derivation of P —p P’. By case analysis of the pro-
cess reduction rules, the shapes of P and P’ can be determined. Given I" -p P, the shape
of I can be inferred by inversion of the typing rules. Then, by safe(I"), I" is observed to
mimic any communication actions performed by the process; otherwise the same context

can be shown to type the reduced process (for cases such as ). [

Subject reduction guarantees that well-typed processes remain well-typed after reduction.
Furthermore, a process being well-typed itself guarantees (via the safety condition in
and ) that no unexpected messages will ever be manifested at runtime. Unexpected messages
are formalised as erroneous processes in , and subsequently shown to be absent

from any well-typed program.

I'The next chapter proves subject reduction and session fidelity for a conservative extension of the core calculus.
For this reason, a full proof is not presented here, as it will be subsumed.
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Definition 3.16 (Erroneous process). It is said that P is erroneous iff:

= —

1. P= (vs) s[p]lg] & m(V) . Q| slg][p] &ier mi(bi) - Q; | Q"; and
2. either k &1 or |V| # |by.

Corollary 3.17 (Type safety). Given a well-typed program - & = (P,D), if P —}, P’

then P’ is not erroneous.

Proof. From , it follows that () -p P and 0 is safe. Using and

induction over —7,, 3" s.t. I" Fp P’ and safe(I”). Continuing the proof by contra-

o . . s:pDq:my(T})
diction, assume P’ is erroneous. Since ' Fp P’ and by , "5

I (s[q]) < &ielp:m,-(f/).Si, and either k & I or |T}| # |f,<’] But both of these latter state-
ments imply that I m (by I ). This violates ¢-5—contradiction. [

Proposition 3.18 (Deadlocked Processes). Via the contrapositive of subject reduction
( ), it is possible to statically determine processes as deadlocked. For in-
stance, recall , the final context

s[srv] :end, s[c]:end, s[w;]:end, s[w,]:&srv:fw(Int).®c:ans(String).end

implies that the process it types is deadlocked since: 1. the context types a non-end pro-

cess P (by inversion of typing rules); and 2. by contrapositive of subject reduction, P /4 P’.

3.3.3 Session Fidelity

Informally, session fidelity states that if a context can take a step, then there should exist at least
one transition on the context that can be matched by the processes. In other words, the process
is faithful to the session type, and is guaranteed to follow one of the protocol’s paths at runtime.
This is a strong property—as is standard in the literature [103, 118, 51, 48], assumptions on pro-
grams are necessary in order to guarantee session fidelity in the core calculus. The assumptions
are that processes (i) are productive (i.e., cannot infinitely reduce without communicating), (ii)
do not incorrectly interleave multiple sessions, and (iii) do not play the wrong roles at the wrong
times. Each of these issues may result in a program being deadlocked in spite of sessions being
deadlock free. The following formally defines restrictions on the calculus that guarantee these

assumptions. Session fidelity is then presented and proved, dependent on these restrictions.
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Processes PQ:=P|Q | Lic/ PP | P% | X(V) | 0
Programs P = ((vs:¥)P,D)

Figure 3.7: Session Fidelity Restrictions on Core Calculus Syntax

Definition 3.19 (Guarded definitions). Process definitions D are said to be guarded iff
for all mappings of the form X — (¥,7',P) in D, if Y(V') is a subterm of P, then: 3i € 1..|%|

s.t. T;<S¥end and x; € 1% implies Y(V) is guarded by a communication action on x; in P.

To ensure processes do not infinitely reduce without communicating, re-
quires all recursive calls involving channels as arguments to be guarded by at least one action

for every channel. This guarantees processes will be productive.

Definition 3.20 (Plays one role). Assume programs to be constructed via the grammar

in . Then, given the judgement I p P, it is said that P only plays role p by I

iff: (i) D is guarded,; (ii) fv(P) = 0; (iii) T =T",s[p] : S with S £ end and end(I").
Furthermore, it is said that:

1. P only plays role p iff 31", D s.t. I' =p P and the above conditions hold; and

2. one-role(P) iff P P, where each P, is either 0 (up-to =), or only plays role p.

= ‘pe]

The next assumption is that processes cannot deadlock (for reasons other than a deadlocked
protocol). To ensure this, the core calculus is first restricted to the grammar in , requir-
ing programs to only contain a single multiparty session. This prevents programs from getting
stuck due to incorrect interleaving of multiple sessions. Furthermore, using the restricted gram-
mar, processes could still deadlock by playing the wrong role at the wrong time. To circumvent
this issue, describes processes that can only play a single role within the pro-
gram’s single session. The key point to the definition is item (///), stating that the process must
be typed under a context containing a singular (non-end) session type. Then, one-role(P) is
used to describe an ensemble of such processes in parallel, each playing their own distinct role
in the session. These restrictions suffice for session fidelity.

It is key to observe that, as is standard, these restrictions prevent delegation within the cal-
culus. Allowing for delegation (without any restrictions on its uses) could deadlock a program
by incorrectly using the wrong session at the wrong time, even if the individual session proto-
cols are deadlock free. This metatheory instead focuses on providing a framework for verifying
properties on ensembles of processes each playing a unique role within a single session.

Different from the standard formalism [ 103], but similar to work more based in practice [51],

session fidelity ( ) requires a property stronger than safety. This is because the
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presented calculus makes use of undirected selection. (An example context which is safe but
violates session fidelity is given in .) Instead, the theorem is proved parametric on
a fidelity property. describes the largest fidelity property, capturing all fidelitous
contexts. A brief point of novelty to the core calculus is the identification of this fidelity prop-
erty; generalised MPST systems typically tend to use directed choice (in which case a safety
property suffices), or use undirected selection but require a stronger property than that presented

in . For instance, Harvey et al. [51] require a property akin to lock-freedom.

Definition 3.21 (Fidelity). ¢ is a fidelity property on type environment I" iff:
(i) @(T") implies I is fidelitous;
(ii) @(T"-s[p]: ut.S) implies o(I"-s[p] : S{ut.S/t});
(iii) @(I") and I'—I" implies @(I").
fid(I") is written iff ¢@(I") and ¢ is a fidelity property.

A fidelity property is similar to safety, with the difference of requiring contexts to be fideli-
tous—i.e., contexts must be safe and if a branch on a selection can be communicated then all
branches should be (eventually) capable of communication. This prevents processes from im-

plementing paths which get stuck when there are non-deadlocked paths still in the type context.

Theorem 3.22 (Session Fidelity). Assume I' Fp P with fid(I') and one-role(P). Then,
[I'— implies 317, P’ s.t. (i) T—17; (ii) P =, P'; (iii) I Fp P'; and (iv) one-role(P’).

Proof. (Sketch.) Since a communication action is enabled on the context, the shape of the
types can be inferred. From this, the process must be able to perform a communication
action, either immediately or after some further reductions (e.g. via , ). The proof
then proceeds by a case analysis for each possible shape of the process, showing that the

process can always mimic at least one of the reductions available to the type. [

Example 3.23 (Safety vs. Fidelity). Note the following safe but not fidelitous protocol.

:m.end
‘P:{p:@{q , , q:&p:m.end, r:end}
r:m’.end

Protocol YW is safe since there are no unexpected messages—role g expects to receive a
message m from role p, which does in fact offer this message. The protocol, however, is
not fidelitous since only one out of the two choices are eventually capable of communi-

cation (the selection towards role r is deadlocked); i.e., there exists a sequence of actions




CHAPTER 3. A COMMON CORE: GENERALISED MPST 36

for which communication towards r is not possible (the empty sequence), violating the
universal quantification in the definition of fidelitous (Table .1). This protocol can type

a process violating session fidelity.
assocg(¥) ¢ s[p|[rjom .0 | s[g][p]&m .0

By @, channel s[p| can implement one of the two choices and remain well-typed.
If the implemented choice is the message towards role r, then the resulting process is
deadlocked even though the type context has an available communication action; violating
session fidelity. Hence, relies on a fidelity property rather than safety. Note
that, by the definition of a fidelitous context, both of the following protocols are captured

by the largest fidelity property.

:m.end : &p:m.end, :m.end :end,
S q , ,q p / 9 —{p:a q ) ,q
rm.end r:&p:m.end rm.end r:end
This demonstrates the interesting qualities of the novel fidelity property, as it is strictly

weaker than lock-freedom (and therefore liveness and termination), and can capture both

deadlocked and deadlock-free protocols; all whilst being strictly stronger than safety.

3.3.4 Behavioural Properties

The aim of the generalised theory developed thus far has been to provide a framework for ver-
ifying runtime properties of programs. The benefit of the type system is that verifying these
properties directly on processes is undecidable; whereas verifying the properties in table

on type contexts is decidable since the LTS of the type semantics produces a finite state ma-
chine [103].

Definition 3.24 (Process properties). A process P is said to be:
deadlock-free (df) iff P —}, P’ -4 p implies P’ = 0;

terminating (term) iff P —}, P’ implies 3n finite s.t. P =7, P” = 0;
never-terminating (n-term) iff P —7, P’ implies P’ —p;

lock-free (If) iff P —7, P’ implies:

(1) if P =c[gl@m(V).Q| @, then P =} P" = Q| Q"; and
(2) if P' = clq] &y mi(b;). Qi | @', then 3k € I,V : P =3 i {V /by } | Q"
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live (live) iff P —}, P’ implies 3n finite s.t.:
(1) if P =c[g]@m(V).Q | Q" and P =} P, then 3j <n:P;—p P"=Q| Q"; and
(2) if P' = c[q] &iey mi(b;) . Qi | Q' and P —7, P, then Ij <n.k € I,V : P, —p P" =
Qu{V/bi} | Q"

Runtime properties on processes are given in , and can be informally de-

scribed as follows.

deadlock-free A process only stops reducing when it reaches the empty process.

terminating A process will reach 0 within a finite number of reductions.

never-terminating A process can always reduce, infinitely.

lock-free A process can always reduce to the continuations of outputs/inputs.

live A process will always reduce to the continuations of outputs/inputs (within a finite number

of steps).

The final result of the core calculus is , stating that given a well-typed process
obeying the session fidelity assumptions, and a type context captured by the largest fidelity

property, then properties on the type context imply properties on processes.

Theorem 3.25 (Property verification). If I' p P with fid(I") and one-role(P), then
¢(I') = ¢(P) for ¢ € {deadlock-free, terminating, never-terminating, lock-free, live}.

Proof. The result holds by inductively applying based on the definition of
the property on the type context; then observing that the process typed under the resulting
reduced context must be of the shape described by . O

3.4 Conclusion

This chapter presented a synchronous multiparty session 7-calculus with a generalised MPST
theory, serving as a demonstration of the bottom-up approach to MPST. The material—whilst
not novel in technique—is unique w.r.t. its design and intersection of language features, as
the calculus is intended to be seamlessly extended in the coming chapters. There is however
novelty in the fidelity property required for session fidelity; it is the most general of properties
presented in generalised MPST theories with undirected selection. The next chapter extends the
core calculus with constructs aimed at promoting the design of modular distributed client-server

protocols.



Chapter 4

Idealism: The Client-Server Paradigm

4.1 Introduction

A common design pattern in distributed computing is that of client-server systems [104, 112],

where a server is designed to be infinitely available to respond to client requests on demand.

In such a paradigm, servers are agnostic of the number of clients in the system, and respond

to requests as they are made; i.e., without a bias on ordering. This results in highly modular

distributed systems, since the implementations of clients and servers are decoupled. Hence,

systems become easier to develop and maintain, and can be easily integrated (servers can be

clients to other servers). The formalism of the core calculus presented in the previous chapter

fails to model this practical setting.

Example 4.1 (Deadlock-free load balancer). Recall the load balancer example from the
previous chapter. In it was shown that the protocol for the load balancer is

deadlocked. A deadlock-free version of the system could possibly be described as:

Yy, = {srv: Sgy, w1 :Sw, w2 :Sw, ¢:Sc}
wy :fw(Int).®w, :stop().®c:wi().end
wy : fw(Int). @ w; : stop(). ®c:w2().end
S, = &srv : fw(Int).®c:ans(Sstring).end

stop().end

Ssrv = &c :req(Int). @ {

1().&w; :ans(Stri .end
S¢ = ®srv:req(Int).&srv: w1().8wy (String)
w2().&w, : ans(String).end

The difference from the previous load balancer is the use of a control message stop to inform

the worker that was not chosen to terminate. Whilst fixes the deadlock in the load

balancer, a number of issues on practicality are exposed. Firstly, server- and client-side protocols

are tightly coupled. For instance, adding a new worker to the system would require changes to

38
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both the S, and S, types; and generalising the server-side to handle multiple clients is non-
trivial—handling n clients where n is known requires the server to keep track of how many
requests it services so as to only send stop labels when all clients are serviced. Handling an
unknown number of clients and requests is not possible using standard MPST formalisms since:
(i) MPSTs assume a statically known set of roles; (ii) the subjects of actions (e.g., the sender
or recipient of a message) are hard coded (because role names are constants); and (iii) servers
would not know when it is safe to terminate, and thus may result in deadlocks.

The design of distributed systems in practice relies on the modularisation of server-side and
client-side components, and on making servers reactive—i.e., observed as infinitely available
components that handle requests when prompted. This chapter aims to model this setting by

extending the core calculus with replication and first-class roles.

Example 4.2 (Modular Load Balancer). By extending the core calculus with replication

and first-class roles, can be generalised to support any number of clients.

wy :fw(Int,a) . ®a:wrk(w;) . end
wy fw(Int,a) . b :wrk(w;) . end
Sw = l&srv:fw(Int,B).®P :ans(String).end

The first difference is the use of the bang (!) operator, denoting a replicated receive, i.e.,
one which may occur any number of times. This makes the server agnostic to the number
of requests. Second, a server now waits for requests—not from a specific client—but
from any participant, binding the name of the sender to role variable ¢. This makes the
server agnostic to the source of requests.

After receiving a request, the server makes a choice to forward it to one of two workers,
notably whilst passing the name of the client as one of the payloads. Finally, the server
informs the client of the choice it made by sending the name of the worker as a payload
rather than a label.

The type of a worker is also updated to be replicated, as it is dependent on the number
of requests forwarded by the server. Notably, it receives the name of the client in the
forward message, binding it to B, and uses it to send the final answer. It is key to observe
that the use of a control signal is no longer needed, since workers are modelling infinitely
available servers, and thus are not expected to terminate.

A client may now be defined as:
Sc =@srv:req(Int) . &srv:wrk(y) . &y:ans(String) . end

As aresult of the replicated types and first-class roles, any number of clients may now be
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instantiated with type S.—without needing to make changes to the protocol on the server-
side. Furthermore, clients may also be updated to make different numbers of requests, and

the server-side protocol could still remain the same. Conversely, if the number of workers

40

in the load balancer were to change, the client type remains safe.

In fact, as will be seen in , the addition of replication—especially when it is

used in tandem with recursion—has several surprising consequences, in particular allowing for

encoding of context-free data structures as well as describing protocols that rely on races and

mutual exclusion.

Contributions

The overarching contribution of this chapter is the first integration of replication and first-class

roles into a generalised MPST calculus, and an exploration of the impacts of these extensions

on expressiveness and decidability. The specific contributions are as follows:

1.

presents MPST!, the first multiparty session-typed language with replication

and first-class roles, and proves its metatheory in

Several expressiveness results are shown through a series of representative examples (

). In particular, replication lifts the expressive power of types, thus MPST!
serves as the first account of context-free MPST. Furthermore, in MPST, replication and
recursion are mutually non-inclusive—a type system combining both constructs allows
for modelling races and mutual exclusion. These results are demonstrated through non-
trivial examples including binary tree serialisation, the dining philosophers problem, and

an auction service.

. In , it is shown that the decidability of typechecking is contingent on the

decidability of a given safety property; and sublanguages for which typechecking is de-
cidable are identified. (Importantly, these sublanguages are still expressive enough to

capture the examples demonstrated in the chapter.)

gives an account of related work and concludes the chapter.

4.2 Multiparty Session Types with a Bang!

This section introduces MPST!, a conservative extension of the core calculus presented in

, with support for replication and first-class roles.

4.2.1 Language

shows the syntax of MPST!.
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Concretes d:z=slgl | v]q
Channels cu=x | slg]
Binders b:=x | o
Names a:=c ‘ a
Values Vi=c|v ‘ p
Roles pi=gq ‘ a
Processes PQ:u=(vs)P | PO | Lic/P® | P& | 1P | X(V) | O
Send Process PP u=clp]em(V).P
Receive Process Pé = clp] &ier mi(l;,-) . P,
Programs & = (P,D)
Definitions D:=0 | D,X+ (b,T,P)
Protocols ¥iu={p:Sp}per
Figure 4.1: Syntax of MPST!
Names, values, and binders. A session name, ranged over by 5,5, ..., represents a collection

of interconnected participants. A role is a participant in a multiparty communication protocol,
and each communication endpoint s[q| is obtained by indexing a session name with a role. In
contrast to existing MPST calculi, MPST! supports first-class roles, meaning that a role may be
communicated as part of a message. To this end, a role p may either be a concrete role g (e.g.,
srv, wi, wa, in the load balancer ) or a role variable o.

A name a is either an endpoint, a variable, or a role variable, whereas a value V is either a
channel, a basic value, or a role. Binders b are used when receiving a message and can either be
a variable binder or a role variable binder. Concrete values d are used when sending a message

(at runtime) and are either an endpoint, a basic value, or a concrete role.

Processes. Processes are ranged over by P,Q,R,...: session restriction (vs)P binds session
name s in process P; and process P|Q denotes P and Q running in parallel.

As in the core calculus, MPST! supports choice-guarded output ¥ ;e cilp;] ® mi(Vi) . P,
allowing a nondeterministic send along any c; to role p; with label m; and payload V;, with the
process continuing as P;. (It is still assumed that all channels c¢; are the same.) Branching receive
¢[p]&ics m;(b;) . P; denotes a process waiting on channel ¢ for one of a set of messages from
role p with label m;, binding the received data to variables x; before continuing according to P;.
It is key to note that the subject of a communication action is indicated via p (for both sending

and receiving), which can either be a hard-coded value, or a role variable.
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Process reduction P— P

R-C
s[pllg) ® m(d) . P | s[q][p] &ier Mi(By) . Qi —p P| Qu{d/by} ifkel

R-!C, . R-+
R = Is[q][p] &ic1 Mi(b;) . O . JEI
= —— ifkel = &
slpllgl ® mi(d) . P|R — P|R|Qi{d/bi} Yier P —p P
R-1C, . R-X
R= !s[q][a] &iEI mi(b,-) . 0; kel D(X) = ()_C),T,P)
s[pllg] ® m(d) . P|R — P|R| Qu{d/bi}{p/a} X(d) —p P{d/3}
R-| R-v R-=
PopP PpP P=P PpQ 0=0
P|Q—p P|Q (vs)P —p (vs)P' P —=p 0

Figure 4.2: Operational semantics for MPST!.

The second key difference is that receiving processes P% may be optionally prefixed with
the bang ! operator, identifying it as replicated—i.e., it may be used 0 or more times, modelling
infinitely available servers. Lastly, process call X<V> offers recursion and 0 denotes the empty

process.

Programs, Definitions, and Protocols. A program is what is written by an end-user of the
language; it is a tuple (P,D) of a “main” process P and process definitions D. Definitions map
process names (ranged over by X.Y,...) to process bodies (E, T,P) to be used for recursion,
where b is a list of accepted arguments, T is a list of types for said arguments, and P is the
process in which the arguments are used. Finally, protocols are session type specifications of
roles in a given session. Formally, W is a set of role-session type pairs, {p : S, } ¢ for a non-

empty /, defining the communication patterns that each participant of a session should follow.

4.2.2 Process Semantics

Assuming the notion of structural congruence = presented in the core calculus ( top),

reduction for MPST! is now formalised.

Definition 4.3 (Process reduction). A process P reduces parametric on some process def-
initions D, written P —p P’, via the operational semantics defined in . Multistep

reductions are expressed using the reflexive and transitive closure, i.e., P —7, P'.
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riwi] @ fw(x, @) . rle] @ wrk(w;) . 0
Stv(r: Sspy) = r[ee] &req(x) . +
rlwa] @ fw(x, @) . rle] @ wrk{w;) . 0

Wrk(w: Sy,) — wsrv] & fw(y, B) . w[B] ® ans(f(y)) . 0
Clnt(c: S¢,n: Int)— c[srv] @ req(n) . c[srv] &wrk(y) . c[y] &ans(z) . 0

Figure 4.3: Process definitions for load balancer example

shows synchronous communication between two processes in session s. The first
process, playing role p, is sending a message with label m; and payloads d. The second process,
playing role g, offers role p a choice of message labels and has associated process continuations.
The processes reduce to the selected continuation with the transmitted payloads substituted for
the binders in the selected branch.

Rules and describe communication with a replicated process R. is
similar to R-C but the replicated process remains unchanged and the continuation Qy is eval-
uated in parallel. handles the case where the replicated process does not need to
receive from a specific role, but instead allows communication with an arbitrary role: the rule
binds the sending role to @ in the replicated continuation. This is referred to as universal receive.

evaluates a branching output by nondeterministically evaluating to one of the send-
ing branches; and handles a recursive call. Rules and allow reduction under
parallel composition and session restriction respectively. Finally, allows for reduction

modulo structural congruence.

Example 4.4 (Load Balancer: Process Reduction). This example presents processes,
and their reductions, for the protocol given in . The program in question uses
the process definitions given in . Consider a single client in parallel with three

server-side processes:

Clnt(s[c],42) | Srv(s[srv]) | Wrk(s[wq]) | Wrk(s[ws])
—* slc][srv] @ req(42) . P, | !s[srv][a] &req(x) . Py | Wrk{s[wq]) | Wrk(s[ws])

Using , the client and server reduce. The reduction advances the client to
its continuation P, and pulls out a copy of the server’s continuation as a new process. It is
key to note that & is acting as a binder in the server process, therefore, in the continuation

role variable substitution is observed:




CHAPTER 4. IDEALISM: THE CLIENT-SERVER PARADIGM

— P, | !s[srv][a] &req(x) . Py | Psro{42/x}{c/a} | Wrk(s[wi]) | Wrk(s[w;])

e

where Py, {42/x}{c/a} = ( s[srv][wi] & fw(x, et} . Py, ) {42/x}{c/a}
2
Z s[srv][w;] ® fw(42,c) . (Ps,vl.’ {42/x}{c/a})

The spawned server process will then non-deterministically choose a worker to send

to via ; suppose w is picked.
—* P | ls[srv][a] &req(x) . Psy | s[srv][wi] @ fw(42,c) . Pp,”
| Is[wi][srv] &fw(y,B) . Pw,” | !s[wa][srv] &fw(y,B) . Py,’

Communication is now possible between the spawned server process and worker wi,
using . As before, this communication advances the sender process and pulls

out a copy of the worker’s continuation:

— P | ls[srv][e] &req(x) . Py | s[srv][c] ® wrk(w;) .0
| Uslwillsrv] &fw(y, B) . Pw," | slwi][B] @ ans(f(y)) . 0 {42/y}{c/B}
| s[wa][srv] & fw(y,B) . Py,

= P | lIs[srv][o] &req(x) . Py | s[srv][c] & wrk{w;) . 0

| sfwi][srv] &fw(y,B) . Pu,” | s[wi][c] @ ans(f(42)) .0
| Is[wy][srv] & fw(y, B) . Py,’

The client can now learn which worker was chosen by the server, terminating the

spawned server process, then the answer is exchanged between the worker and client:

—  slc][wi]) &ans(z) . 0 | !s[srv][a] &req(x) . Py | O
| Is[wq][srv] & tw(y, B) . Py,” | s[wi]lc] ® ans(f(42)) .0
| s[wy][srv] & tw(y, B) . Py,

— Is[srv][a] &req(x). Py | Iswy][srv] & tw(y, B) . Py,’ | Is[wo][srv] & fw(y, B) . Py,

44
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Session types S =5 | 1(5%) ’ §P ‘ ut.S ‘ t | end
Branching/Selection types §& = &ieIp:mi(ﬁ).Si §P = @ielp,-:mi(ﬁ).si
Role singletons pi=q ! a
Static types T:=S|B|p
Basic types B ::=Nat ‘ Real | String ’
Runtime types U:=S ’ (U1|U,)

Figure 4.4: Syntax of Types

4.2.3 Types

shows the syntax of MPST! types.

Syntax of types. Session types S type communication endpoints. They consist of branching
types S&, replicated branching types !(S%), selection types S©, recursive types ft.S and variables
t, and the end type.

Branching session types have the form &;c Ip:mi(T,»).Sl- indicating that role p offers a choice
of message labels m; with payload types 7; and continuations S;. Similarly, selection session
types ©ic/p;:m ,(T,) .Si indicate an internal choice towards one of a set of roles p ;, with a message
label, given payload types and continues as the corresponding continuation type. Branching
and selection types are assumed to include a non-empty set of messages with pairwise distinct
message names M; (per role for ).

A replicated branching type !&ie[p:mi(i—;').Si types a replicated channel. Role p can be a
concrete role, or a role variable in binding position: as will be seen later, the type semantics (cf.

) are responsible for pulling out copies of the type continuation and performing type-
level substitution on roles.

The type system supports singleton types for roles: specifically a role p has singleton type
p, and these are used to require that a specific role is passed as a payload. Static types T are
those written as part of a protocol specification, whereas runtime types U are introduced by the
type semantics to include a notion of parallel composition at the level of types: a type U;|U

allows an endpoint to be associated with multiple “active” session types.

Definition 4.5 (Subtyping). The subtyping relation < is co-inductively defined on types

For selection and (replicated) branching types with a single path, the shorthand notations pEBm(T").S,
p&m(T).S and !p&m(T).S are sometimes used.
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by the following inference rules:
(T, <T i (Si<Shier (T:=T)icr (Si < S)ier
&ic1p:mi(T;).S: < &icrusp:mi(T)).S} DictusP;mi(T).Si < Bicr pi:mi(T)). S
§% < 5% Uu<u'  s<§ s{ut.s/t} <S' S<S{ut.s'/t}
15% < 15% Uls<u'|s ut.s<S' s<ut.s T<T
The definition of subtyping ( ) is mostly standard. The adopted approach is

the convention of smaller types being ones with less external choice and more internal choice
(a la Gay and Hole [45]). Subtyping of replication is based on regular branching; and parallel
types are related iff their session types are subtypes. Subtypes are related up-to their recursive

unfolding, and subtyping is reflexive.

Definition 4.6 (Type Congruence). Type congruence treats parallel runtime types as
commutative and associative with identity element end.

U1|U25U2‘U1 (Ul‘U2)|U3EU1|(U2‘U3) U\endEU

shows the definition of the typing context I" and its operations. Context I maps
channels to runtime types, variable names to static types, and role variable names to their asso-
ciated singleton type. Context composition I',I" is defined only if both I" and I'"" have disjoint
domains. Subtyping and type congruence are lifted to contexts in the expected way.

As inspired by (e.g.) [114], linearity is enforced through the use of a context split operation
I'=1"-T" that splits a context " into two environments I'; and I';. These environments may
share variables with non-linear types (basic types and role singletons). Additionally, a channel
¢ with runtime type U, |U, may be split such that I'; contains ¢ : U; and ', contains ¢ : Us; this
allows for typing of processes pulled out in parallel at runtime via rules and

The (left) inverse operation is context addition I' +1» = I combining I'; and I, into an
environment ['; again roles and unrestricted variables may be shared across environments. In the
case of I'1,c: U; +1%,c: U, (i.e., adding two session types associated with the same endpoint),
context addition results in the channel ¢ having the combined runtime type U |U>.

The role insertion operation I' <— p is used when typing replicated receives and extends
a context with a mapping @ : & in the case that p is a role variable, and leaves I" unchanged

otherwise.
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Typing contexts

Fu=0 | Islpl:U | Tx:T | To:«

Context splitting

r=r,-1» r=r,-1» r=r,-1»
Ic:U=T4,c:U-T; Ic:U=TI1-Tp,c:U I'x:B=I'1,x:B-12,x:B
r=r,-1» r=r,1»
0=0-0 F,a:a:FI,a:a-Fz,a:a F,C:U]‘Uzzrl,C:Ul-Fz,C:Uz
Context addition I+I,=rI
I'+In,=rI agZdom(Fz) I'+IL,=TI agZdom(Fl) I'N+IL=T
I',a:T+1,=1a:T I'+I1sa:T=1,a:T I',x:B+I,x:B=1,x:B
I+Ih,=I I'N+1I,=T
Ir+o0=r Ina:.a+Io:a=Io: o Fl,C:U]-FFQ,CZUZZF,C:U]‘UQ
Context role insertion I'—p
[<=qg=T I'—ca=TI'+o:a

Figure 4.5: Typing contexts and context operations.

Type Checking

Using the updated definition for an end-typed environment ( ), the typing rules for
MPST! are given in

Definition 4.7 (End-typed environment). A context is end-typed, written end(I"), iff its
channels have type end (up-to type congruence =).
end(T") end(T") end(T") r=I" end(T)
end(0) end(c: end,I) end(x: B,T) end(e: a,l) end(T")

Typing rules use the same three typing judgements from the core calculus: (i) the value
judgement I't=V : T assigns type T to value V under context I'; (ii) the program judgement - &
checks whether a program is self-enclosed and type safe; and (iii) the process judgement I'-p P
checks whether a process P is well-typed under a context I and process definitions D.

As in the core calculus, types variables and endpoints, allowing for subtyping;
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Typing Rules for Values Ir'=v:r

T-WKN
T-SuB i+l =T T-B T -
T<T' L FV:T end(I}) vEB 4 "
c:Thke: T r=v:r OFv:B OFq:q a:ck-o:a
Typing Rules for Programs and Processes ‘ 4 ‘ ‘ I'FpP ‘
T-& T-v
OkpP p(assocg(¥)) @ isa l-safety property T-+
Viel:{bi:Ti}Fp Qi sgT T'+assocy(¥)FpP (TFp P)jer
= (P,D={X;+ (b;,T;,0i) }ier) Lhp(vs:¥) P Tkp Yier B
T-X T-! =
D(X) = (B,T“,P) INkec: !&igp:m,-(T,-).Si end(F) T_’
Viel.n:I;FV: T; end(Fo) (F+c:S,~+b,~:Ti<—°pI—DP,-),~€1 I'ikpP Iobp P
Co(-T)iet.n Fp X{(Vi)ic1..n) I-T bp le[p] &iermi(b;) . P, [T kp Py |Py
T-& B T-&
g bc:&igp:mi(T).Si Trbp:p Iobc:apm(T).S T,kp:p T-0
(T+c:Si+bi:T:Fp P)ier (i EVi:T)ict.n TH+c:SkpP end(I)

—

ITg- T Fpelp] &ermi(b) . P, Tl -Th(-T)icr.aFpclp] @m((Vi)icr.n) . P THpO

Figure 4.6: Typing rules.

allows for weakening; and types a basic value v to type B iff v belongs to
B. New to MPST! are g, which types concrete roles as singleton types under the empty
environment; and o, which types a role variable provided that it is contained within the

type environment.

The program judgement is only used by to type a program (P, D). This judgement
does not use a type environment, and ensures that programs are closed. This is achieved by
requiring the main process P to be well-typed under an empty context. Furthermore, process
definitions are also required to be closed by typing them under a context containing only the
arguments defined for that process name.

For the process judgement, the following rules have not changed. types the inac-
tive process under an end-typed environment. types an output-directed choice; since
this operation uses branching control flow, each choice must be typable under the same environ-
ment. types recursive processes by checking that types of values used in process calls
match the types specified in their definitions. Parallel composition types two parallel
processes under a split environment; it is key to note that even though this rule is unchanged,
the updated definition of context splitting ( ) will cater for processes pulled out of

replicated receives at runtime.
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Context Reduction rir
r-& r-o - .
S = &c1qg:m;(T;).S; kel S = ®ic1q;mi(T;).S; kel C.c:S{ut.S/t} =T’
:p&g:my (T, pBgm(Ty . A
s[p] . g5P g:my(Ty) sp]: S, s[p] L gSPO my(Tk) sp]: S, Coc:ut.SST
- ['-CONG; I'-CONG;
R=1&;c;pmi(T).S; kel rar rar
:q&p:my (T, A A
s[q] :qu p:my(Tk) s[q] :R|Sk 1—~71—~//_>1—~/_’_1—~// A+
I'-Com; I'-Com,
r=r;-1y T/<T, '=r1,-In T/|<T,
T = (7,T]) T = (e, T5) Ti = (¥, T/) T = (&, T)
I, s:ipeg:m(Th) Fll r s:q&p:m(TH) F,z I, s:pdg:m(T)) r,l I, s:q&a’:m(T5) F/Z
S:p,gim oy /(=R S:p,qgim oy ! (=R !
I ——T+I{F/a} I——=T1+){F/a}{p/a}
Figure 4.7: Type semantics.
'and & type replicated and non-replicated receives respectively. In both cases

the rules check that the channel has a receiving session type. Both rules check that each branch
is typable by extending a common typing context with the variables bound by the receives, along
with the continuation type for the session channel. In the case of a replicated receive there are
two differences: first, the context used to type each branch must be end-typed (in order to avoid
duplicating linear resources). Second, since the role p may be a binding occurrence of a role
variable «, the context used to type each branch must be extended with the role variable (if
applicable) using the insertion operator.
¢ types an output by checking that the sending channel can be mapped to a selection
type with payload types that match the values being sent. The rule ensures that role p is either
a value, or it exists in the type context—i.e., messages cannot be sent to unbound role variables.
The selection type continuation should be used, along with the common context, to type the
continuation process.
types a session name restriction (vs : V)P using an updated safety property, cater-
ing for appropriate use of replication and free role names. The specifics of this property are

discussed in
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4.2.4 Type Semantics

Definition 4.8 (Context reduction). Labels for the type LTS are updated to allow for role

variables. The new definition for actions A, is given below.
Actions A ::=s:g®r:m(T) ‘ s:q&p:m(T) | s:q,r:m

The type LTS is defined by the transitions listed in . Context reduction, T —17,
) ) A ) o

is defined iff [ —I" where A = s:g,r:m for any s,q,r,m—i.e., a context reduces iff it
can transition via a communication action. The transitive and reflexive closure of context

reduction is written as —*; and I'— represents the existence of some transition from I'.

Transitions I'-& and I'-& are standard: a context can fire an input label (resp. output label)
matching any of the branches in the top-level branch type (resp. selection type). Doing so
transitions the context entry to the continuation type of the selected branch.

Transition I'-! models the receipt of a message by a replicated input. The two main differ-
ences to the linear receive are: (i) the role p used in the transition label is allowed to be a role
variable name; and (ii) firing an input does not advance the type, but instead pulls out a copy of
the continuation and places it in parallel. Role p is considered bound in R and its continuations,
but is free in pulled out copies of the continuations composed in parallel (Sy).

Transition rules I , , -t allow contexts to reduce under a larger context, or
when types are guarded by recursive binders.

Transitions I" and [ model type-level communication; for simplicity and with-
out loss of generality, assume a convention wherein role-typed payloads are at the head. Both
rules state that if a context can be split such that one part fires an output label, and the other
fires an input with matching roles, message label and payloads, then the entire context can tran-
sition via a communication action. Sender payloads must be subtypes of the receiver payloads,
provided they are not role types, for which role substitution occurs after communication. r

additionally caters for universal receives, where the input label consists of a role variable
in binding position—this is reflected in the role substitution.

Role substitution, and the type semantics in general, are demonstrated in

Example 4.9 (Load Balancer: Context Reduction). Recalling the load balancer protocol
from , context reduction is now demonstrated for a system with one server,

two workers, and one client. Initially, the only communication action possible is between
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the client and server, via r
s[c] : Se, s[srv] : Sgrv, s[w1] : Sw, s[wa] : Sw
(s[c] : Sc-s[srv] : Sgpy) - (s[w1] : Sw, s[wa] : Sw)
s[c] : srv&wrk(y).y&ans(String).end

+ (s[srv] e S

wifw(Int, o). adwrk(w;).end
wofw(Int, a). adwrk(w,).end

>{C/a}

s[c] : srv&wrk(y). y&ans(String).end,

wi:fw(Int,c).chwrk(w;).end
L ) (w1) , S[wi1] : Swy, s[wa] : Sw,

sisrv]: S D
[sv] : Sary ‘ { wy:fw(Int,c).chwrk(w,).end
It is key to note the role substitution for the type of s[srv] above; specifically, how
the substitution affects the parallel type extracted through communication, but does not
affect the replicated type Ss,,. This is because only the role variables in the pulled out
continuation are considered free. From here, there are multiple reduction paths. Consider

the path in which srv communicates with wy.

s[c] : srv&wrk(y).y&ans(String).end, s[ws] : Sy, s[srv] : Ssry

dfw(Int,c). K .end
| sisrv]: @ wi:fw(Int,c).cdwrk(w;).en s[wi]: S
WzlfW(Int,C) .C@Wfk(Wz) .end

s[e] : srv&wrk(y).y&ans(String).end, s[wy] : Sy, s[srv]: Sy
+ (s[srv] : cdwrk(wy).end + (s[wq] : Sy | yPans(String).end){c/y})

s[e] : srv&wrk(y).y&ans(String).end, s[w;] : Sy,
s[srv] : Sgpy | cBWrk(wy) .end, s[wy] : Sy, |c®ans(String).end

Note how reduction is possible because the context split allows the server’s parallel
type to be extracted into its own context. Then, reduction occurs via r and
r . From here, the context reduces in a similar fashion: first the server com-

municates a role with the client; followed by the final communication between the client
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Free role variables in types frv(T) = {a;}icr

frv(ut.S) = frv(S)
frv(®ic1p;:mi(T;).S; =Jfrv(p)) Ufrv(T;) Ufrv(S;)
icl
frv(&ierpimi(T).5;) = frv(p) [ J (frv (i) \ frv(T})
iel
frv(1&ic1p:mi(T;).S U (frv \ (frv(p) Ufrv(T,-)))
iel
Substitution in contexts I'{g/a}=T
end(I)
(c:TNHg/a}=c:(T{q/a}) Mg/a; =T

(Tr-To){g/a} = (Ti{g/a})-(T2{q/e}) ([, T2){g/ e} = (Ti{q/a}),(Na{gq/a})

Figure 4.8: Free role variables and substitution in contexts

and worker.
_>
slc] : wi&ans(String).end, s[srv]: Sg, |end,
s[wi]: Sy |c®ans(String).end, s[ws]: Sy
_>
slc] - end, s[srv] : S5 |€nd, s[wq] : S, |end, s[ws] : S,
s[c] - end, s[srv]: Sgry, s[w1] : Sw, s[wa] : Sw
A formal definition of free role variables (frv) is given in (top). In selection

types, the free role variables are the ones in the subject position and in payloads. For branching,
payloads are in binding position, thus only a role variable in the subject is free. Lastly, both the
subject role and payloads are in binding position for replicated receives.

Substitution on types 7{g/a} then refers to replacing all free occurrences of @ in 7 with
q. The operation is lifted to type contexts in (bottom). Notably, substitution should
only affect session-typed entities in contexts, thus it ignores end-typed environments and is

propagated across context composition and context splits (to handle parallel types).



CHAPTER 4. IDEALISM: THE CLIENT-SERVER PARADIGM 53

4.3 Metatheory

Following the methodology of the generalised approach to MPST outlined in , this
section now proves the metatheory for MPST!. First, given the calculus has been extended to in-
clude replication and first-class roles, some definitions of properties need to be updated—these
are presented in . presents the necessary lemmata and propositions
on which the main results are dependent upon. Subject reduction is presented and proved in

, and session fidelity in . Lastly, updates process properties
to allow for the infinite behaviour of replicated processes, and proves that the updated properties
can be inferred from type contexts. Simplified proofs are presented in the main text; full proofs

can be found in appendix

4.3.1 Context Properties

The updated definition of a context path is given in —notably, only the /ive path
definition has changed. The update relies on an assumption that is made for all MPST! types
henceforth, i.e., message labels used in linear communication are unique w.r.t. those used by

replicated receives.

Definition 4.10 (Unique Label Sets). Message labels are assumed to be taken from one
of two unique and infinitely countable sets L and R, such that LN R = @. Sending and

receiving types are updated to be constructed using the following:

Linear Branch §& = &ieIp:m(T}) S; whereVieI:m; €L
Replicated Branch 15& . = 1&jerp:m; (T,) S; whereVie I: m; € R
Selection §P .= Dierp;:M (Tz) S; whereViel:m; € LUR

Deﬁnition 4.11 (Path). A type context path is a possibly infinite sequence of type
contexts, I, s.t. VI; e I': [j—=Tiy 1. A path I is said to be:

1. terminating iff I is finite;

2. fair ifEVT € T TS2E™ o ar e e m ik > i A TPE T

3. liveiff VI; €T :
s:p®q:m(T)

[

(a) F—> — HFkGFTm k>zAFk—>Fk+1,and
) T2 el s A el m el k> i A TSEE™r .

Given the semantic approach to replication at the type level, the previous definition of a

live path ( ) becomes too strict. Using that version, protocols involving finite
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clients communicating with infinitely available servers would be incapable of being live, since
the context would eventually reach a state where clients have type end and servers are capable
of receiving (through a replicated branch). Therefore, the liveness condition is updated to only
apply for linear branching types, and does not apply for replicated types (since they are always

capable of firing an input action).

Definition 4.12 (All Enabled). A context with transition 2240, 4s said to be enabled
for all labels m iff a context can perform the transition for every path labelled by m.

Formally:

P9 -P:q: s:q&p:m(T'

:q&p:m(T; s:p.g:
Viel:Té =T¢ ¢S A end(IY) A T2, o (g 4y SPam,

Example 4.13. Consider the following contexts, I" and I".

r:{ sp]: 1S | g&m(Int) | g&m(String) }
s[q] : p&m(Int).S’

F,:{ s[p] : 1S | g&m(Int) | g&m(Int) }
slq] : p®&m(Int).S

. 0,0 s:p,g:m o o o, .
Only context I'" is all-enabled for transition P4, This is because I can be split in a
way such that some splits can communicate via m, where others cannot, due to mismatch-

ing payloads. Specifically:
= {s[p]:!S,s[q] : p&mM(Int).5'}-{s[p] : g&m(Int)}-{s[p]: g&m(string)}
Observe that:

{s[p]: 1S,s]g] : p®M(Int).S'} + {s[p] : g&m(String)} 2L

Using the updated definitions for paths, message labels and the new all predicate, context
properties for MPST! types are presented in Table 4.1. Changes have been made to the defini-
tions of safe and deadlock-free contexts. The former makes the same safety requirement as in
Table 3.1, but now splits the condition to hold separately for linear and replicated communica-
tion. In other words, (i) if a linear message can be sent and received between two participants,

then communication should be possible; and (ii) if a replicated message can be sent and received
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(F s:pPg:m(T) A Fs:q&p:m (T A m’m, el — all (1_, s:p,g:m )) and

safe
pogm(T :q&p:m’(T" s:p.q:
FSp’qm( ) AT p:m(T') Amm eRApe{p,a} = aII<FM>>
s:p®g:m(T sip,r:m’ - A .y SDaq -
fdelitous | T2PEEMT, ) pEPEM R T A EPEMN, b i roles(A)

deadlock-free | T —*T" A = end!(I")

terminating I" is deadlock free and all paths from [ are terminating

never-term. -1 —=I1—

lock-free ['—*T" = all fair paths from [’ are also live

live ['—*T" = all paths from I" are live

Table 4.1: Properties of a type context I', in MPST!.

between two participants, then communication should be possible. In both cases, communica-
tion must be enabled for all paths prefixed with the label chosen by the sender. (Otherwise,
context splits would not preserve safety, cf. Lemma (1).) Splitting the condition prevents
protocols being flagged as unsafe when a linear message can be sent, a replicated receive is

possible, but the corresponding linear receive is hidden behind some action.

Example 4.14 (Updated Safe Context). Context I’ below is safe w.r.t. the definition
provided in Table 4.1, but is not safe using the property defined for the core calculus
(Table 5.1).

s[p] : 'g&m.r&m’.g&m’ s[p] : 'g&m.r&m’.g&m’ | r&m’.q&m’
I'=4¢ s[qgl:pem.pom’ —»T'=¢ s[qg]:pom

s[rl:pem’ s[r]: pem’

Once again, due to situations in which terminating clients communicate with replicated
servers, the definition for deadlock-free contexts is also updated. Essentially, the end predi-
cate used for typechecking is too strict for verifying deadlock-freedom. Hence, the property

now relies on a new end! predicate presented in , allowing for replicated types.

Definition 4.15 (End!-typed environment). A context is end!-typed, written end!(T"),
iff all of its channels are replicated (up-to =) or have the type end: i.e., V¢ € dom(I) :
I'(c) =!5% v I'(c) < end.
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The definitions of other properties have remained unchanged.

4.3.2 Role Substitution

The following presents non-standard lemmata for the novel role substitution used in MPST!.
Their intention is to provide further insight into the internal workings of first-class roles in the
designed calculus, and they are integral to the larger proofs of main results presented later. An
exhaustive list of all the lemmata, along with their detailed proofs, can be found in appendix
Lemma states that role substitution is preserved through addition, whilst lemma
states that it preserves subtyping. These are then used to present the main role substitution

lemmas, for the value judgement (lemma ) and the process judgement (lemma ).

Lemma 4.16. If ')+, =TI, then'|{g/a}+1>{q/a} =T{q/a}.
Proof. By induction on the derivation of I'; 41 =1". A sample case is given below.
I'+I,=T ad dom(l“z)
Case 1:
I',a:T+1>,=T,a:T
First, observe that by , substitution does not affect context domains.
(T,a:T){q/a} = Ti{q/a}),(a:T{q/a}) (by ) (D
I'{q/a}+I2{q/a} =T{q/a} (ind. hyp.) (2)
a ¢ dom(I'x{g/a}) (since a ¢ dom(I2)) (3)
(T,a:T){g/a}+I{q/a} = T{q/a}),(a:T{g/a}) (by(1),(2),3),+) &
holds. (by (4), ) (5)
Other cases are either similar or follow directly from the inductive hypothesis. [

Lemma 4.17. 7 <7’ implies T{q/a}<T'{q/a}.
Proof. By coinduction on 7' < 7" ( ).
Case 1: ——
T<T
The reflexive case immediately holds since the substitution occurs on the same type on
both sides.

-
/

(G<T)iar  (Si<Sia

Case 2:

&ic1p:mi(T;).S: < &ierusp:mi(T)).S;
From the coinductive hypothesis, it follows that Vi € I : T;{g/a} < f/ {q/a} and
Si{q/o} <S{q/a}. Furthermore, if p = e, then the substitution occurs on both sides.
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Other cases follow the same reasoning and hold directly from the coinductive hypothesis

and since any role substitution made on the type subject affects both sides equally. [

Lemma4.18. IfT'FV : T, then'{g/a} -V{g/a}:T{q/c}.

Proof. By rule induction on I' -V : T. Two sample cases are given below.

T<T'
Case : - RTP: (c: T){q/a}*c{q/a}:T'{q/a}
I'=c:Tkc:T

Note that if ¢ is a variable and 7 is not a session type, then role substitution has no effect

and thus the case would hold trivially. Considernow 7 =S and 7" = §'.

S<S (by assumption) (1)
S{q/a} <S'{q/a} (by (1) and lemma ) (2)
(c:S){q/a}Fc:S5{q/a} (by (2) and ) (3)
c{g/a}=c (since ¢ = x or ¢ = s[p], for any x,s,p) (4)
holds. (by (3),(4),and since S=T and S’ =T7") (5)
I'N+1I,=T
F] FV:.T end(l“z)
Case : .RTP:T'{q/a}+-V{g/a}:T{q/a}
recv:T
I'i{g/a}+-V{q/a}:T{q/a} (ind. hyp.) (1)
end(I») (by assumption) (2)
I =I{q/a} (by ) (3
I'{q/a}+T,=T{q/a} (by hyp., (3), and lemma ) (4)
I'{gq/a}+-V{q/a}:T{q/a} (by (1), (2), @) (5)
holds. (by (5)) (6)
[]

Lemma 4.19. IfT'Fp P, thenT'{g/a} p P{q/a}.

Proof. By rule induction on I'-p P.

end(I')
Case 1-0: . Since end(I'), then I'{g/a} =T (by )
I'p0
Lo bc:®p:m(T).S LEp:p
TiFVi:T)ict.a To+c:StpP
Case 1-@:

L=TyTe -T(Tict.ntp P=clp]®m{(Vi)ic1.n) . P’

57
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First observe that by the definition of role substitution on contexts ( ), substitu-

tion distributes over context splits. Then observe that by the ind. hyp.:

(Co+c:S){q/a}Fp P{q/a}

Furthermore, by lemma

To{g/a}F (c{g/a}): (®p:m(T).5{q/a})
I'{q/a}F (p{q/a}): (p{q/a})
Viel.n:T/{q/a}r+ (Vi{q/a}): (Ti{q/a})

Then, using 1-@, the case holds.
All other cases follow the same steps, relying on the inductive hypothesis and lemma

[

4.3.3 Subject Reduction

Using the lemmata from the previous section, the main results of the language are presented,
starting with subject reduction. To reiterate, subject reduction ( ) informally states
that, if a well-typed process can reduce, then its reductums remain well-typed. The property is
proven parametric on a largest safety property, which is updated for MPST! in

Definition 4.20 (Safety). ¢ is a !-safety property on type environment I iff:
©-S ¢(T") implies I" is safe;

@-p (') implies frv(I") = 0;

@-p @(I-s[p] : ut.S) implies @(I"-s[p] : S{ut.S/t});

¢-— @(I') and I'—I" implies ¢(I").

safe(I") is written iff (") and ¢ is a !-safety property.

As in the core calculus, the property requires contexts (along with their reductions and un-
foldings) to be safe (as defined in table 4.1). Furthermore, the updated property now requires
that contexts are void of unbound role variables. Otherwise, role variable singletons in contexts

may end up being shadowed by role variables defined in different sessions.

Theorem 4.21 (Subject Reduction). If I'tp P with safe,(I") and P —p P’, then 31" s.t.
['—*T" and I F-p P’ with safe(I").

Proof. By induction on the derivation of P —p P'. A sample case is given below.
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Additional cases are given in
The assumptions are: (A1) I'Fp P; (A2) safev( ); and (A3) P —p P'.

Case

Begin by inferring the shape of processes P and P’ from the reduction rule . Then

by assumptions and inversion of typing rules, the shape of context I can be inferred.
Let R = !5[q][8] &icr mi(b;) . Q. (definition) (1)
Let P, = s[p|[q] ® mi(d) . O (definition) (2)
Let n = |d| (definition) (3)
P=P;|R (by and ) 4

=0|R|Qi{d/bi}{p/5} (by R-IC; and (A3))  (5)

Without loss of generality, consider d= 7, d’ where d’ does not contain role values.
F=Ir°Ir'FpP (by (4), ,and 1-))  (6)
%=1y Iy Iy (- Fff),el nFDPs (by (6), 4), T-®) (7)
Ik s(p) : dg:mi(7,7).S by (1), T-®) (8
I®Fgq:q ®y (), T-8) ()
Vie 1.[f|: T Fd;:r; and Vj€ [F|.|T| Ty d; T (by (7), T-®) (10)
Iy +sp]:Stp Q (by (7), T-@) (11)
I'="r)-T.FpR (by (6), (4), T-) (12)
L+ s[g] : 18icr&:mi(@y, T)).S) (by (12), T-1) (13)
end( 0) (by , =) (14)

g ! e~ T / '
Viel:Ty+s[q]:S;+a;:a;+x:T < 8tpQ; (by (12), T-) (15)
Since I models sending and receiving actions, and since I is safe (table . 1) by assump-
tion , then the transitions enabled for the context can be inferred. Lemma (used

below) states that if a context is safe, then its splits are also safe in isolation.
ro fPOETr ), 7.T) re (by (8), : : ) (16)
5 o
r, 2 S, R for je (by (13), T-Wkn, T-Sub, ) a7
ro. ) SR rﬁ”+r” {#,p/&,8} (by (16), (17), (A2), lemma A.13, T ) (18)
% -s(p]:S (by (8), (16), -, T-®) (19)
I} =T I such that: (by (13), (17),T-1) (20)
Ty slg]: S, (by (20), (13), (17), T-L, T-1) (1)
{7/ {p/8}+slq] : S {F/d}{p/8} (by , lemma ) (22)
T<T (by (16), (17), (18), T-Com;)  (23)

Finally, contexts under which the reduced processes are typed can be identified from

59
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the typing rules, and it is subsequently shown that a valid context is obtained from the
previously observed context reduction. Lemma states that singleton types can be
removed from a context if they do not appear free in the process, and lemma is the

standard substitution lemma.

I+ Fp QO (by (11), (19))  (24)
IL+ILkpR (by (12))  (25)
| - = — —b /(= =
Lo+ {7/ e H{p/8} + @i &i+xi - T Fp O {F/ 6 }{p/8}

(by , , lemma ) (26)
! = = I ey
Lo+ {7/ H{p/0} +xi : T -p O, {F/ &, }{p/ 5} (by (26), lemma A.7) (27)
Ty + D7/ @Hp/ S YT ier.a b QGd/Bi}  (10),(15), (23), lemma A.8)  (28)

TG +T2 + T+ + T+ Di{#/ @ H{p/ 8} (HT)ict.n tp P’
(by (24), (25), (28), T-))  (29)
By and , 1“(!) is end-typed. Assume without loss of generality that Fé) does not
contain any session typed entities, since any end-typed channels could be grouped with a
different split of the context instead. Then, it holds that F(!) = F(!) . F(!). Lemma states

that addition is the left-inverse of context splitting.

I =T = (T + (T Te{#/diH{p/81) + Ty Ty - T - T (- Ty iet.n)
(by (18), T" ) (30)
= [y +T + T+ T+ T+ T {7/ G H{p/ 8} (4T iet.n + T¥
(by , lemma ) (31
end(T) (by 9), . T-q) (32)
Also assume, without loss of generality, that I}’ is void of end-typed channels. Then, the

proof can be concluded using lemma A .7, stating that a context void of channel mappings

can be added to a type environment with no effect on the typing judgement.

I"'Fp P (by , , ,lemma A.2) (33)
holds. (by (30), (33), (34)) (35)
O]

4.3.4 Session Fidelity

Session fidelity in MPST! ( ) is similar to the theorem defined for the core calculus,
but this time uses an updated fidelity property. The theorem, as is standard, states that if a context
can reduce and it types a process under some certain constraints, then the process should be able

to mimic at least one reduction modelled by the context.
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Processes PQu=Y;P® | P& | 1P% | X (V) | 0
Programs P = ((vs:¥)P|---|P,,D)

Figure 4.9: Session Fidelity Restrictions on MPST!

Definition 4.22 (Fidelity). ¢ is a !-fidelity property on type environment I iff:
(i) @(I") implies I is fidelitous;
(ii) @(T") implies frv(I") = 0;
(iii) @(T-s[p]: ut.S) implies @(I"-s[p] : S{ut.S/t});
(iv) @(I') and T—T" implies ¢(I").
fid,(T) is written iff @(I") and ¢ is a !-fidelity property.

The updated fidelity property ( ) requires all role variables in a context to be
bound (just as in ), and contexts should be fidelitous (as defined in table 4.1).
These conditions should hold after type unfolding and context reduction.

The constraints on processes required for session fidelity are similar to those identified in

, redefined in the following for convenience. requires that session
typed arguments in process definitions must be used for communication at least once before
passed as arguments in a process call. This ensures that process definitions are productive, and

thus deadlocks cannot occur by vacuously reducing using

Definition 4.23 (Guarded definitions). Process definitions D are said to be guarded iff
for all mappings of the form X — (¥,7', P) in D, if Y (V') is a subterm of P, then: Ji € 1..|%|

s.t. T;)<Sstend and x; € V implies Y(V) is guarded by a communication action on x; in P.

Programs are also restricted to be defined by the sub-grammar of MPST! presented in
, allowing for an ensemble of parallel processes communicating via a single multiparty
channel. Lastly, parallel processes are restricted to only play a single role, as defined by
. Different to the previous chapter, multiple processes may possibly play the same role

at runtime, provided that this only results from communication with replicated branches.

Definition 4.24 (Plays one role). Assume programs to be constructed via the grammar

in . Then, given the judgement I" -p P, it is said that P only plays role p by I

iff: (i) D is guarded; (ii) fv(P) = 0; (iii) T =T",s[p] : U with U £ end and end(I").
Furthermore, it is said that:

1. P only plays role p iff 31", D s.t. I'-p P and the above conditions hold; and
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2. one-role|(P) iff P P, where each P, is either 0 (up-to =), or only plays role p.

= |p€I

The following lemmas are used together to infer information about processes from a type
context given the session fidelity assumptions. Lemma infers the shape of a type en-
vironment for an ensemble of processes that follow the session fidelity assumptions; whilst
lemma (known as session inversion) determines the possible shapes of a process typed

under contexts identified from the initial lemma.

Lemma 4.25. Assume I' p P with one-roley(P). Then P = pel P, and I' =
Lo(-T,s[p] : Up) per» where:

1. Vpel:T,,s[p] :UptpPpandc:U ¢ T;

2. VgelI\I':P,;=0;

3.¢c:U € Io.
Proof.  First observe that by 2), P= ‘p o Pp Where Vp €1: P, = 0 or
P, only plays role p. Therefore, by ,I'=(-Tp)per whereVpeI:T, Fp P,. For

each split of the context, there are two cases to consider.
If P, = 0, then by ,end(I",).

Otherwise, P, only plays role p. Since I', Fp P, then I';, serves as witness for

(1). Hence, it can be concluded that I, =I"), s[p] : U, with U,%end and
end(I)).
Therefore, I' = (- T, s[p] : Up) perr (- Ty) gery Where Vp € I : T, s[p] : Up Fp P, with
end(I"}) and Vg € I\ 1" : Ty -p P, = 0 with end(T;).
Without loss of generality, assume that all end-typed channels are grouped in I\ I”.
Hence, Vp € I" : T'),s[p] : Up Fp P, with ¢ : U ¢ Ty and Vg € INI" : Ty Fp P, = 0
with end(T";) and either I'; =T, s[g] :end orc: U ¢ ;.

Thus, (-Ty)gens =To(-Ty)ger where ¢ : U ¢ Tg and I'" C T\ 1"

LetI'= (I\I")UI", then T =To(-T",,s[p] : Up) per- O

The session inversion lemma (lemma ) can be used to infer further information about
the contexts obtained from lemma . Essentially, processes either directly mimic the action
in the type, or they are a process call to a recursive definition that will then perform the action
identified by the type. Different to a standard session inversion lemma, it is possible for the type
to model a parallel composition of session types. This is shown to type a parallel composition
of processes which obey the assumptions of the lemma, thus allowing the proposition to be

inductively applied on the smaller processes.
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Lemma 4.26. Assume I'y,s[p]: U, Fp P, with ¢ : U ¢ Iy and either P, only plays role
p or P, = 0. Then:

L. if Sq|---[S, < Up, then P, = Py|---|P, and Vi € 1..n: Ty, s[p] : S; -p P; and P; only
plays role p;

—

2. if 1&erp:m;(T;).Si < U, then either:
(a) P, = !s[p][p]&cym;(b;).P, and I C I'; or
(b) P, =X(V)and D(X) = (b, T",Q) and Q{V /b'} = !s]p][p)&cym;(b;).P, and

I1Cl;

3. if &c1q:mi(T;).S; < Uy, then either:
(@) P, =sp] [q]&ielzmi(l;i).Pi’ and I CI’; or
(b) P, =X(V) and D(X) = (b, T",Q) and Q{V /b'} = s[p][q]&icrrmi(b;).P! and
I1Cl;

4. if @igqi:mi(ﬁ).&- < Up, then either:

@) Pp = Liers[p)lg:| @ mi(Vi).F/ and I D I'; or
(b) P, =X(V) and D(X) = (¢, T,Q) and Q{V /b'} = Ly s[p]la;] ® mi(V;).P!
and/ D I';

5. if end < Up, then P, = 0.

Proof. By case analysis on the 5 possible implications.

Case 1:

Follows from the definition of context splits ( ), observing that since ¢ : U ¢ I
then 'y, s[p] : S1|---|Sn =To,s[p] : S1- ... -To,s[p] : Sn.

Furthermore, by ,Viel.n:Ty,s[p]:SitpP.

Lastly, from the hypothesis it follows that D is guarded, fv(P) = 0 and U, <end, thus
Vi€ 1..n:fv(P;) =0 and S;£end. (Notice that any end in the parallel type can be removed
via type congruence, and also reflected in the process.) Therefore, by ,

Vi € 1..n: P, only plays role p, by I'g,s[p] : ;.

Case 2:
From the hypothesis, and by subtyping and narrowing, I'y, s[p] : !&,-eIp:m,-(T,-).S,- Fp Pp.
By inversion of typing rules, there are two possible rules that could be applied.

I
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Lo, slp) : 1&ierp:mi(T;).S: b 'slp][p)&iecrmi(Bi).P; (by T (1)
Fo,slp]: Up o Islplp]& e (b;)-P/ where I C I’ (by (1) and ) @)
P, = Is[p](p] &;cpmi(b, i).P (by (2) and subject congruence (lemma ) (3)

By inversion of T-%, P, = X(V) and 3k € 1..|V|: V; = s[p] and s[p] : U, - V; : T|. Without
loss of generality, assume k = 1, then D(X) = ((x,5), (Tx,T"), Q).

Assuming that Iy, s[p] : Up Fp P, is derived from a well-typed program, then it follows
that x : T}/, {b—_]?’ }Fp O by . Furthermore, by , it follows that Q
cannot be typed by a further application of , and thus must instead be typed by

I. Following the same reasoning as outlined in the previous subcase, it must be that
0 = !x[p’)&;cym;(b;).P! and I C I. Lastly, it follows that either p’ = p, or Ik’ € 1..|V| :
Vi = p and by = p’. Either way, it results that Q{V /b'} = !s[p][p]&cymi(b;).P.

Case 3, 4: Similar to

Case 5:

Since end < U, and ¢ : U ¢ Iy, then end(I'y, s[p] : Up). By inversion of the typing rules,
the only possible shape for P, is P, = 0 via . O

Theorem 4.27 (Session Fidelity). Assume I' -p P with fid)(I") and one-role;(P). Then,
['— implies 317, P s.t.:
(i) T—=T7;

(ii) P —5 P';

(iii) T' +-p P’ with fid,(I""); and

(iv) one-role(P’) .
Proof. By induction on the derivation of I'—. There are two possible cases by which
I" can be enabled with a reduction: by r or by r . The following

elaborates on the latter case (the other case is similar).

The assumptions are: (A1) I'Fp P; (A2) fid)(I'); (A3) one-role|(P); and (A4) T'—.
The proof begins by inferring some structure on both the types and processes, utilizing

lemma
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PElpeIPp and ' =To(-T7,,s[p] : Up) per (by , ,and lemma 4.25) (1)
Vpel :T,,s[p]:UpkpPyandc:U ¢, (by , , and lemma ) (2)
VgeI\I':P,=0 (by , , and lemma ) ()
c:U ¢l (by , , and lemma ) @)
Since the context is known to be enabled with a reduction (by assumption), the actions
emitted by the context can be inferred from r . Specifically, 3p,q € I' such
that:
s:p®q:m(#,1})
I,,s(p] : Up — I',,s[p] : U, (by (1), and I ) )
s:q&a’:m(a,T)
I,.slq] : Uy % T,slq) 1 U, (by (1), and I ) (6)
<1 (by (1), and I' ) (D
:p,g:m A,
(T)»s(p) : Up) - (Ty,sla] : Ug) === (T, s(p] : Up) + (T sla] : Ug{F/@}{p/e'})
(by (5),(6),(7),and I ) ()

From these actions, the shapes of the types can be outlined, following from the type

semantics in

®jesq;mi(T).S; < Up < g@m(7, T1).S by (5, T-®) (9
ded:qg=gAm=mAT2>T (by (9), ) (10)
8k /M) (8;,T)).S, <Uyand A €K :mj=m (by (6),T-1) (11)
T/<T (by (1), (6), ) (12)
The shapes of processes can now be inferred from the types, using (), (9), lemma
for P,, and (), , lemma for P;. Note that by the session inversion lemma, there

are two possible shapes for each process; thus a total of four possible permutations to

consider, resulting in 4 subcases.

Case @©!: Consider:
Pp=Ycyslpllg;]® mj(Vj).PJ{ andJ D J' (by case assumption) (13)
P, = !s[q] [al]&keK/mZ(gk)-Pé/ and K C K’ (by case assumption) (14)

This is where the novel fidelitous property comes into play. As it stands, there is no
guarantee that Ix € J' : g, = g, as the implementation is a subset of the type and could
hence implement a part of the selection that does not include the role considered for
communication in (%). However, by (&), it is guaranteed that at least one (type-level)
communication is possible. Then by and table .1, it follows that communication
should be eventually possible for every path in J, and thus also J’ (since J' C J by (13)).
Therefore, it can be assumed without loss of generality that the nondeterministic choice

in P, reduces to a path x in J’ such that g, = g.

65
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P, — P, = s[p[q] ®my(V;).P, and x € J' (explanation above) (15)
dyeK:my,=m, (by , , ) (16)
yeK (by and (14))  (17)
Py | By — P | Py | B/ {p/ o' }{Vi/by} (by (14), (15), (17), R-IC2)  (18)
s:p?)q:mx(ra’,fx)
I,s[p]: Up —— I,slp]: U}, (by (2), (15),-®) (19)
s:p,q:my S
(Typss(p) : Up) - (Ty,51q] : Ug) === (Tp,s[p) : Up) + (Ty,slq) - Up{r'/8}{p/'})
(by (19), (8), ) (20)
s:q@a’:mx(é.,fx’)
E;,qu] : Uy r,.slp]: U, (by (20), (19), T" ) (2D
T.<T! (by (21), (20), (19), I ) (22)

The subcase is concluded by observing that the reduced contexts type the reduced

processes, and that the reduced processes still adhere to the one-role; requirements.

I slp]: Ul p P (by (2), (19), T-8) (23)

Ty,slp] : Uy{p/a’'Hr'/8} bo P/{p/a'HVi/b)}
(by (2), , , , 1-!, and both substitution lemmas) (24)

Note that for the above, all the types for payloads are present in I ; since by the ses-

sion fidelity assumptions, payloads can only contain non-session-typed entities; these are

copied through context splits ( ).

P—*P'| P| Py | P/{p/ o/ }{V,/by} with one-role,(P')  (by (A3), (15), (18)) (25)
one-role,(PL| P, | P/{p/ e/ }{V;/by}) (by (1), (23), (24), ) (26)
. (by (20)) (27)
P—*P' | P{| Py | BY{p/o'H{Vi/by} (by (25)) (28)
I'Fp P | PPy Py”{p/a’}{vx/by} (by (2), , , , 15D (29)
fid, (I”) (by (A2), 27), p-—) (30)
one-role,(P' | P, | P, | P/{p/ o' H{V./by}) (by (25), (26)) (31)

holds. (by (25), 27)-(31)) (32)

The remaining subcases all follow similar reasoning, except with the additional step
of allowing for process reduction via before communication becomes available.
]
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4.3.5 Behavioural Properties

A benefit of integrating replication and first-class roles into a generalised MPST calculus is
to verify behavioural properties on client-server systems where finite clients may communicate
with infinitely available servers. The definitions of certain properties for such systems need to be
relaxed from those specified in . For instance, under to the previous definitions,
any program with a replicated server is considered deadlocked, since it can never reduce to
0. Thus, redefines behavioural properties of MPST! processes, allowing for
the infinite nature of replication. Using these definitions, the property verification theorem for
MPST! is given in

Definition 4.28 (Process properties). A process P is said to be:

deadlock-free (df) iff P —}, P’ -4 p implies either
(1) P = 0;or
(2) Pl - ‘ZEI

terminating (term) iff P —7, P’ implies 3n finite s.t. P' —7, P” and either
(1) P =0;0r
2 P’ =|, P

i€l

never-terminating (n-term) iff P —}, P’ implies P’ —p;

lock-free (If) iff P —7}, P’ implies:
() if P =clgl ®m(V).Q | Q, then P % P" = Q| Q"; and
2) if Pl = c[q] &icr m,-( ,') .0; ‘ Q , then Jk € I,V P —)D Qk{V/bk} | Q”;
live (live) iff P —}, P’ implies 3n finite s.t.:
(1) if P =clg] @ m(V). Q | 0" and P' =, P, then 3j <n:P; —p P"=Q | Q"; and
() if P' = c[q] &ic; mi(b;) . Q; | Q' and P/ = P., then 3j < n,k € I,V : P —pP' =
OV /bi} | .

The updates in are to deadlock-free and terminating processes. A deadlock-
free process is now one which only stops reducing when it reaches 0, or when it only contains
replicated servers (since they are designed to remain infinitely available). Terminating processes
reflect the same changes. Importantly, lock-free and live processes are unchanged. It would not
make sense to impose the eventual communication requirement on replicated servers, as it is
intentional that they may expect messages that may possibly never arrive (e.g. after servicing all

client requests).
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Theorem 4.29 (Property verification). If I' -p P with fid,(I") and one-role,(P), then
O(I') = ¢(P) for ¢ € {deadlock-free, terminating, never-terminating, lock-free, live}.

Proof. Observe that by , I simulates the at most behaviour of process
P. Therefore, the trace observed at runtime for a program is guaranteed to be simulated
by a path on the type context. Hence, if the sequences of actions for all paths of a type
context adhere to some property, then that property holds for processes typed under that
context. Thus, to prove this theorem, what is required is to show that the definitions for
type-level properties soundly capture the process-level equivalents. This is demonstrated

for deadlock-free processes below (other properties follow similar reasoning).

Case df: RTP (under the theorem’s assumptions) df(I") implies df(P).
Note that if ['—, then P —, hence P would be trivially deadlock-free. Thus, consider ['-4.

In this case, by table 4.1, it can be concluded that end!(I"). Then, by and

session inversion (lemma ), either P = 0, or P = ‘ig IP/,or P —=* P = |i€1 P/ via

a finite series of applications of . (It 1s guaranteed that the number of reductions via
is finite by and since one-role|(P) by assumption.)

O

4.4 Expressivity and Decidability

This section discusses, and shows by example, the benefits and limitations of MPST!.
focuses on demonstrating the exressivity gained by using replication and first-class
roles in MPST, whilst discusses decidability.

4.4.1 Expressivity

To begin, the following demonstrates a common design pattern used for describing protocols, re-
ferred to in this thesis as services. A number of services are built to showcase language features,
and to describe protocols which were previously untypable in any MPST theory. Specifically,
using the increased expressiveness of replication and first-class roles, protocols are defined for
communicating serialised binary trees, the dining philosophers problem, and an auction. Im-

portantly, all examples shown adhere to the decidability requirements discussed later (cf.

).

Services.

A service is a building-block of a protocol, involving some universal receive, with the aim of
offering a specific interaction. A client interacts with a service to achieve the communication

pattern it offers. Importantly, services may be clients of other services, promoting a modular
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design of protocols in MPST! and adhering to the client-server paradigm [104] mentioned in

Example 4.30 (Ping). The ping service simply responds to a ping with a pong.
P : la&ping . aépong .end

A basic yet useful service is given in , where role P offers a ping service. As
a convention, capitals are used for naming services. It is key to note the use of both replication
and free role names in types to be able to design modular components of a protocol—both
are integral to designing a sub-protocol agnostic of the larger scope in which it is used. The
following showcases how a service can be used as a building-block for larger protocols, and

also serves as witness for the increased expressiveness gained in MPST!.

Context-Free MPST.

Context-free session types [108, 3, 92] are a formalism that replace prefix-style session types
with individual actions, along with a sequencing operator ; with neutral element skip. The
goal of this line of work is to express communication protocols that are not possible under tail-
recursive session types, given their restriction to regular languages. The classic example is that

of communicating a serialised binary tree.

Example 4.31 (Binary tree in standard context-free STs). Consider a binary tree data

type described by the following context-free grammar.
tree ::= (node, tree, tree) | leaf
An attempt at representing this data type in a session protocol follows:
ut.q & {leaf.end, node.t}

However, this type is not precise enough—it does not guarantee that the correct structure
of a binary tree is maintained. Work on context-free session types solves this by proposing

type systems allowing for specifications similar to:
ut.q @ {leaf. skip, node.skip; t; t}

Selecting the node label instead guarantees that the type requires the program to send two

sub-trees.
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The parallel types presented in , although not exposed directly to users, lift
expressiveness of types in MPST!. In fact, since replicated branches are permanently available
(by composing continuation types in parallel), the sequencing operator ; can be simulated using

type-level parallel composition.

Example 4.32 (Binary Tree Service). Recall the ping service P from A

binary tree service T is built using P as shown below:
T : |B&tree. Peping. ! P&pong. B&{leaf.end, node. P®ping. PHping.end}

The service begins by receiving a request for a tree from a client. It then sends a ping
to the ping service, exposing a replicated branch waiting to receive the pong reply. The
client is now free to build the binary tree. It is key to note that any node sent to the service
will subsequently forward two ping requests to P. In turn, this communication will pull
out two copies of the type continuation B&{leaf.end, node.Pdping. PSping.end},
forcing the client to maintain the appropriate binary tree structure. For example, if a
client 7 wishes to build a tree consisting of one root node and two leaf nodes, its type

would be defined as:
t: Tdtree. Tdnode. T Bleaf. T dleaf.end

The metatheoretic framework can be used to determine that any protocol failing to abide
by the binary tree structure will result in a deadlock; whilst any fidelitous protocol that

obeys the correct structure is ferminating, e.g. the protocol {7, T, P}.

An obscure limitation of the tree service in is that it can only be used by a sin-
gle client. Consider, for example, two separate clients sending a node message to 7. Since both
tree service types communicate with P to unroll the replicated branch !P&pong, the protocol
becomes non-deterministic in a non-confluent manner and can result in deadlocked behaviour.
To resolve this issue, the tree service is amended to accept a payload role acting as a personal
ping service for the client; this guarantees that the tree type is only unrolled by the client that

made the initial request.

Example 4.33 (Multi-Client Binary Tree). The binary tree service is now redesigned,
this time capable of concurrently building multiple trees for different clients. The key

difference being that the new service, M, accepts a role as a payload on the initial request
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to which it will issue its pings.
M : \a&tree(B). Boping. ! B&pong. & {leaf.end,node. B &ping. B Eping .end}

Sp = !M&ping. M®pong.end

Multiple clients can now issue concurrent requests to the tree service whilst maintaining
safety and fidelity. A sample (terminating) protocol is that of {z1,7,, p;, p», M}, where
P1,P> 1 Sp, and the types for 7,7, are given by:

t; : Metree(p;) . M@node . Mdleaf. Mcleaf.end
ty : Mdtree(p,) . Mdnode . Mdleaf. Mdnode . Mdleaf. Mleaf.end

Replication vs. Recursion.

As demonstrated, replication and parallel composition increase the expressive power of MPST
beyond that of tail-recursion. Naturally, one might ask, “is recursion still needed?” Interest-
ingly, this study finds replication and recursion in MPST to be mutually non-inclusive—i.e.,
both can produce protocols which cannot be typed under the other construct. This has already
been demonstrated in one direction with the binary tree examples; the following showcases how

recursion cannot be replaced by replication.

Example 4.34 (Lock Service). The lock service provides clients with a mutex lock.
L:'0&lock. ut. 0&{acquire.O&release.t, done.end}

When a client requests a lock from L, a copy of the recursive continuation is exposed. The
recursive definition allows sequences of acquire and release messages to be received. It
is key to note that, whilst replication maintains a top-level branch that is permanently

available to receive a message, the top-level action in a recursive definition is not fixed.

Copies of the continuation type of a replicated receive are executed concurrently.
provides a service for roles to enter race-sensitive portions of a protocol, as if it were

an atomic action. This can be used to type the dining philosophers problem.

Example 4.35 (Dining Philosophers). A number of philosophers gather to eat on a
round table. Each plate is separated by a single chopstick, and a philosopher needs two

chopsticks to eat. The dining philosophers problem requires the philosophers to employ
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an algorithm to ensure the table does not get deadlocked. It is possible to view chopsticks

as services and philosophers as clients. The types for n chopsticks are given by:

done.L&done.end

take? . Ldacquire. n@®ok. n&give . Lorelease .end
(Ci)iel..n:L@lock.!n&{ Dacquire. 7 Sok. 149 ® }

Before offering its service, a chopstick requests a lock from L. This ensures that every
chopstick has its own lock that it may acquire and release. The lock is used to guarantee
that a chopstick is only ever taken by a single philosopher at a time. A chopstick then
waits for a take? request from a philosopher; receiving one will result in it attempting
to acquire the lock. This acquisition is only successful if the same role has not already
requested it in some other parallel composition. If the lock was already acquired, then the
Lacquire will block until the lock is released. Acquiring the lock sends an ok back to
the philosopher, symbolising that they have successfully obtained the chopstick. When
done from eating, the philosopher may then send back a give message, which in turn
releases the lock, as the chopstick is now available to be taken by a different philosopher.

The naive algorithm for n philosophers may be described as follows:

(p;)ic1.n :Citake?.C;,  dtake?.C;&0k.C;, 1 &0k. Cidgive. C;,  give. gdfin.end
q :p1&fin. --- . p,&fin.C;&done. --- .C,Pdone.end

Every philosopher p; has a similar type. They begin by requesting to take the chopsticks
to their left and right—note that this results in every chopstick receiving two take? re-
quests. Receiving both ok messages means the philosopher can eat, and subsequently
give back the chopsticks. Finally, when finished, philosophers send a fin to role g, act-
ing as a clean-up for the protocol. The protocol {p;,q,C;,L}ic1 ., is fidelitous, but fails
typechecking for ¢ = terminating. In fact, the naive protocol allows for the scenarios in
which all philosophers take a single chopstick, resulting in a deadlock. This problem has
many solutions; the following presents the simplest, in which philosophers take turns to

eat. (Key changes are underlined.)

S1=Cdtake?. Crptake?. C&ok. C,&0k. CBgive. CrEgive. p,Pfin.end
S>=p; &fin.C;dtake?.C;. dtake?.C;&ok.C;. 1 &0ok.C;Bgive.C;. &give.p; &fin.end

S3=p,-1&fin.C,dtake?.C btake?.C,&0k.C1 &ok.C,bgive.CEgive.qgdfin.end
q : p,&fin.Ci@done. --- .C,odone.end

Here, all philosophers other than the first must wait for the previous to finish eating be-

fore they can request to take their chopsticks. The updated protocol {p; : S1,p; : S2,p,, :
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! i€2..n-1 . g ;
$3,q,Cj,L jeln how typechecks for ¢ = terminating.

The previous examples demonstrate how recursion hidden by a universal receive can be used
to mimic changes in state. The final example does the inverse, i.e., a universal receive hidden
by a recursive binder can be used to model resources which eventually reach some permanent
state. In addition, the example demonstrates how universal receives model fair races, since they

do not impose an order on how communication is handled.

Example 4.36 (Auction). A merchant m sets up an auction A to accept bids from some
buyers b. A merchant can employ different mechanisms for choosing who to sell to (e.g.,
first come first served, highest bid, biased selling, etc.); but must always respond to buyers
with either a yes, no, or not-avail message.

A :la&bid(Int ). m@bid(Int,a).end

no.t

[1A&bid(Int, k). k&not-avail.end
m:ut.A&bid(Int,ﬁ).ﬁ@{ yes id(Int, k). k@not-avail. en }

(bi)ic1.n : ut.A®bid(Int). m&{yes.end, no.t, not-avail.end}

Buyers b; race to send bids to the auction service. In turn, the auction forwards bids
and buyer role identifiers to the merchant, who processes bids sequentially (but still in
an arbitrary order). If the merchant declines a bid, then the client is offered another
chance; if the merchant accepts a bid, then it exposes a replicated receive which informs
any further buyers that the product is no longer available. It is key to note that, unlike
in where locks are used to avoid race conditions, races here are not only
allowed but are integral to the protocol. Additionally, by uncovering a replicated receive,
the merchant enters a permanent state. These two characteristics guarantee that, no matter
the selling algorithm employed by the merchant: (i) bids always arrive in a fair arbitrary

order; and (ii) the product can only be sold once.

Discussion.

Replication and recursion have been shown to be mutually non-inclusive in MPST, and that the
studied extension increases the expressiveness of the type system. It is important to understand
the dependencies between added features and the expressiveness gained. Since MPST! is a
conservative extension, it is guaranteed that the increase of expressiveness derives from the two

extensions: /. the addition of replication; and 2. the addition of first-class roles.
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Replication alone is enough to increase the expressiveness of MPSTs w.r.t. the Chomsky
hierarchy. Note that, e.g., could be easily re-written without the universal receive,
especially since it should not be used by multiple clients to uphold deadlock-freedom—thus,
replication in MPSTs increases their expressiveness to that of context-free languages.

“First-class roles” in the formalism refers to: (i) universal receives acting as binders on
role variables; and (ii) the ability to pass roles as payloads in messages. Universal receives
allow protocols to be designed agnostic of the client pool (consider Examples 4.2, ,
and ); and also act as a fair way of introducing races—e.g. describes a load
balancer that responds to requests in no particular order. Role passing allows for safe distributed
choice. In a load balancer (in general), it is impossible for a client to know which worker will
service its request. In , role passing allows the server to inform clients of its choice,
and also informs the worker of the identity of the client. Role passing increases expressiveness
by introducing dependencies into a protocol. For instance, uses role passing to
ensure the merchant correctly services the right buyers; without it, a merchant could not respond
to requests without bias.

As a final note, first-class roles are different to, e.g., delegation or multiple sessions (both
supported in MPST!) since they act inside a session. Therefore these constructs can be used
whilst abiding by the session fidelity assumptions, and thus the generalised framework can still
be used to verify runtime properties. This not possible with interleaved sessions without other

mechanisms such as an interaction typing system [ 14] or priorities [31].

4.4.2 Decidability

As may be expected, the added expressiveness of replication and first-class roles into types
does not come without a cost. Unlike the core calculus, the type semantics for MPST! does
not simulate a finite state machine, and so decidability results are not obvious. The remainder
of this section discusses decidability of typechecking in detail. Typechecking is shown to be
only as decidable as the safety property; examples of problematic types are given; decidable
sublanguages of MPST! are identified; and strategies for restricting protocols to these decidable

sublanguages are given.

Theorem 4.37 (Decidablility of type checking). If ¢ is decidable, then typechecking is
decidable.

Proof. Since typing rules in can be deterministically applied based on the
structure of a process P, and a typing context need only be split a finite number of times
to separate all linear types, there are a finite number of contexts that can be tried for

each rule that requires a context split. Lastly, subtyping is decidable [45] (decidability of
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subtyping replicated types is equivalent to regular branching types, and of parallel types
is equivalent to checking multiple session types); and ¢ is decidable by assumption. [

states that decidability of type checking is only as decidable as property ¢.

Naturally, the next step is thus to determine the decidability of ¢. , will demon-
strate why ¢ may not necessarily be decidable in general for the type semantics presented in
. To do this, the following first defines behavioural sets of type contexts (as in [102,

appendix KJ).

Definition 4.38 (Behavioural set). The behavioural set of a type context, written beh(T),
is given by beh(I") = unf*({I""|T—*I"}); where unf* is the closure of unf—a function

that unfolds all top-level recursive binders in a set of contexts.

Informally, the behavioural set of a context I is the set of (i) its reductions; and (ii) its

reductions’ unfoldings. The benefit of beh is that it mechanically abides by conditions and
— from . Condition ¢-p can be checked by traversing through the syntax of
the (finite) type context, as per . Therefore, to determine whether beh(I") is a safety

property, all that remains is to exhaustively check the contexts that inhabit beh(I") against the

remaining safety conditions.

Example 4.39. Consider a context ' = {s[p] : ut.gem.t,s[g] : ut’.p&m.t'}. The be-

havioural set of " is given by:

s ut.gbm.t : m.ut.gem.t
peh(T) = { 4 SIPliuta@ms, L [ slp]: gom.utgoms,
s[q] : ut'.p&m.t’ slq] : p&m.ut’.p&m.t
The left element is the original context after O reduction steps, whereas the right element is

the unfolding of I'. Moreover, any further reductions only yield contexts (and unfoldings)

already captured by these two elements.

The next example context, however, is problematic for typechecking.

Example 4.40. Consider a context I' = {s[p] : ut.gom.t,s[g| : |p&m.réom}. The be-
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havioural set of " is given by:

( s[p] : ut.gem.t, s[p] : gPm.ut.gdm.t, |
slq] : 'p&m.rém slq] : 'p&m.rom ’
beh(I") — s(p] : pt.gem.t, | s[p] : g®m.ut.gem.t, }
s[q] : '\ p&m.rém|réom s[q] : '\ p&m.rém | rém
s[p] : ut.gem.t,
L { slg]: 'p&m.rém|rém|rém

Ve

Indeed, beh(I") is infinite. This is a result of how replication and parallel composition are
modelled in . In fact, the type semantics for replicated communication allows
for context reduction to yield larger types. Note how in this example, the contexts that
inhabit beh(I") get infinitely larger by pulling out infinitely many copies of type r&m.
Furthermore, infinite behavioural sets are not only a result of recursive communication

with replicated branches. Consider, e.g.:
I’ = {s[p] : la&m.a®m’.rém,s[q] : pom.!f&m’.Bdm}

Such a context will also pull out infinitely many copies of type r&m, because the repli-
cated communication forms an infinite loop. Lastly, it is key to note that beh(I"”) is finite
for any I that does not contain replicated branches, since there is no other way for a

context reduction to yield a larger type.

Knowing whether beh(T") is (in-)finite is key for the main decidability result.

Theorem 4.41 (Decidability of beh). Let ¢ =beh(I"). If beh(I') is finite, then ¢ is
decidable.

Proof. Since beh(I") contains all possible reductums and unfoldings of I, then condi-
tions ¢-— and are satisfied immediately. Therefore, to determine whether beh(I") is
a safety property, all inhabitants of beh(I") may be exhaustively checked against condi-
tions and ¢-p, which is decidable since beh(I") is finite (by assumption); and since

subtyping and frv are decidable. O

states that @ is decidable for any ¢ = beh(I") where beh(I") is a finite set. In
other words, if a protocol can be shown to have a finite behavioural set, then typechecking for
that protocol is decidable. This could be done manually for each protocol; however, to further
increase the practicality of the type system, two strategies for restricting protocols into a subset

of MPST! with finite behavioural sets are presented.
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Decidability Strategies.

By Theorems and , typechecking is decidable for the subset of MPST! typed under a
context I" for which beh(I") is finite. Hence, the strategies presented determine sound (but not
complete) properties guaranteed to restrict types to this decidable subset.

prevents types like those in using a naive approach; tf(I")

captures protocols where all clients of a replicated server are non-recursive and non-replicated.

Definition 4.42 (Trivially finite). A context I is trivially finite, tf(I"), iff:
1. no type in the body of a recursive binder sends to a replicated branch; and

2. continuations of replicated branches do not send to other replicated branches.

Example 4.43. The protocols modelling the dining philosophers problem in
are trivially finite. Note how the chopstick services make the initial request

to the lock service before they offer their replicated branch.

The trivially finite property is restrictive. Indeed it nullifies the benefit of the using the client-
server paradigm to build modular systems in which servers can act as clients to other servers.
For such protocols a more nuanced strategy is required. formalises “loops” in a
protocol which may result from replicated servers infinitely bouncing messages amongst each

other (such as I in ).

Definition 4.44 (Loop free). Given a protocol ¥, and a context I" derived from ¥
(possibly after a number of reductions), a cycle in the LTS of I is defined as the series of
transitions s.t., for ' =T"-s[p] : !p&ielmi(f}).Si

wrll U el
Fs:q,p:mk (*‘-Pjv‘lj‘mj) 5:q,p:Mi F//
jel.n

where k € I, and for any p’,q’,m’,n,T”. A cyclic replicated communication path (CRCP)

is defined as a cycle with these added conditions:

1. ['(s[g]) = S, s.t. either S,=!S%|U or S, appears after a recursive binder in ¥(g),
for any S&, U; and

5:q,p:m $1p,qy:m; s:plh,gleml, .
2. Vx€ l.n: TP ( r ]> p EPe e S must be that:

lel.x—1

I"(s[g}]) = Sy, st. either S, =!S%|U or S, appears after a recursive binder in
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¥(q)-

I"is said to be loop free, written If(I"), iff the LTS of I" does not contain a CRCP.

A cycle in the LTS of a context I': (i) starts with an incoming communication action into
a replicated type; (ii) performs some intermediary transitions; and (iii) ends with the transition
that began the cycle. A CRCP is a special case of a cycle, where all intermediary transitions
must also be between roles that have a replicated type; or form part of the body of a recursive

type. Finally, a context is loop free iff its LTS does not produce any CRCPs.

Example 4.45. Contexts I" and I" from contain CRCPs: I contains a
CRCP at g with 0 intermediary transitions; and I contains two CRCPs, at g and p, both

with 1 intermediary transition forming part of a replicated type.

Example 4.46. The protocols in Examples 4.2, and are loop free:

because there are no cycles; Examples and because the cycle between the pong
branch on 7" (resp. M) and the ping branch on P (resp. p;, p,) includes communication
with the (non-replicated/-recursive) client; breaking the CRCP.

Proposition 4.47. If beh(I") is infinite, then I contains a CRCP.

Proof. From the type semantics ( ), the only reductions that can yield larger
types are communications with replicated branches. Therefore, it follows that for beh(I")
to be infinite, there must be some reoccurring transitions in the LTS of I that repeat-
edly communicates with a replicated branch. That is, there is a sequence of transitions,
repeated infinitely, that results in communication with a replicated type. This is the defi-
nition of a CRCP ( ). L]

Theorem 4.48 (Strategy soundness). Given a context I', ®(I") implies beh(T") is finite,
for @ € {tf,If}.

Proof. Case tf. By contradiction: assume beh(T) is infinite, then, by ,
I contains a CRCP; but, by , a CRCP will violate at least one of the

conditions for tf in —contradiction.
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Case If. By contradiction: assume beh(I") is infinite, then, by , I contains
a CRCP—contradiction; therefore beh(I") is finite. O

Approximations. Properties tf and If are both decidable for all protocols without first-class roles:
tf can be determined via a linear traversal of a type context; and If can be checked by construct-
ing a directed graph of visited replicated branches in a context, then checking that the graph is
acyclic (which is decidable). An approximation is only required for protocols using role vari-
ables, since their values can only be known at runtime. One possible approximation is to treat

any role variable in a selection type to have the capability of reaching any other role.

Example 4.49 (Approximation false negative). Consider the following protocol:
p:la&m.adm’  gq:pdm.p&m’ .rem’.r&m r:!p&m’.pem

Although the above is trivially finite (p and r do not communicate), it would be falsely

flagged as not tf because @ is over-approximated to include r.

It is key to note that false negatives of the approximation are avoidable by requiring unique
branching labels on replicated types. Furthermore, even with this approximation, all examples
presented in this chapter (except ) are captured by either If or tf. With respect to

, the presented protocol still yields a finite behavioural set, and thus by

and , it lives in the subset of MPST! for which typechecking is decidable.

4.5 Related Work

Toninho and Yoshida [110] assess the relative expressiveness of a multiparty session calcu-
lus and a process calculus inspired by classical linear logic, showing that MPST calculi allow
strictly more expressive process networks (i.e., those that can include cycles). As part of this in-
vestigation they explore a limited form of type-level replication that permits a liveness property.
However, their system does not consider first-class roles and pre-dates generalised MPST so is
guided primarily by global types, and is therefore less expressive than MPST!.

Replicated session types have been used to a limited extent in a wide variety of works on
binary session types (e.g., [21, 31, 19, 117]), primarily in works pertaining to Curry-Howard
interpretations of propositions as session types, where the exponential modality from linear
logic !A is typically linked to replication from the m-calculus. Several further lines of work
investigate client-server communication following this correspondence.

Kokke et al. [62] investigate an extension of the logically-inspired HCP calculus [61] with

two dual modalities !,A and ?,A to type a pool of n clients and a replicated server that can
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service n requests respectively, and show that their calculus allows nondeterministic behaviour
while still preventing deadlocks and ensuring termination. Qian et al. [97] develop CSLL (client-
server linear logic) that uses the dual coexponential modalities jA and ;A to type servers and
client pools respectively, along with rules to merge client pools. The subtle difference between
the jA modality and the exponential !A being that the former serves type A only as many times
as required according to client requests. This is similar to how replication in the MPST! type
system operates, given that replicated receives only pull out copies of continuations upon com-
munication. Multiple requests induce non-determinism into further reductions; in MPST! this
is observed through parallel types, which in the work of Qian et al. [97] is observed through
hyperenvironments [61, 37].

Unlike all the aforementioned works, the calculus developed in this chapter focuses on mul-
tiparty session types, where interacting with a replicated channel spawns a process that remains
in the same session. This results in the key novelty of the type system, i.e., the semantic inter-
pretation of type-level replication through the use of parallel types.

Marshall and Orchard [76] investigate the effects of adding a semiring graded necessity
modality (a generalisation of the ! modality) to a session-typed A-calculus, showing interesting
consequences such as replicated servers and multicast communication. However, the type sys-
tem was developed to target a different class of protocols than to those of MPST!. Specifically,
their type system allows for describing protocols that rely on multicasts; a construct that cannot
be straightforwardly encoded in MPST!. Meanwhile, it is difficult to see how their approach
would scale to the examples described in

Rocha and Caires [98] introduce CLASS, a process calculus with a correspondence to Dif-
ferential Linear Logic [36]. CLASS integrates session-typed communication, reference cells
with mutual exclusion, and replication. Their calculus guarantees preservation and progress, the
proof of the latter property requiring a logical relation. CLASS can encode the dining philoso-
phers problem, making essential use of shared state; in contrast, MPST! does not rely on sharing
memory, but rather leverages the interplay between replication and recursion to model locks.

Deniélou et al. [33] introduce parameterised MPST as a means of designing protocols for
parallel algorithms. Their formalism allows for parameterisation of participants in the form of
cli], representing the i™ client from some group of n clients, for a bound n. The key differ-
ence between their formalism and MPST! is that the latter preserves, and allows for the fair
handling of, races. Parameterised MPST enforce a predetermined prioritisation on the order of

communication (thus, cannot be expressed in that system).

4.6 Conclusion

This chapter presented MPST!, a conservative extension of the core calculus which introduced

for the first time replication and first-class roles into MPST, and proved its metatheory. The
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language demonstrates that the interplay between replication and recursion in MPST allows
for typing interesting and previously inexpressible protocols, such as those that rely on races
and mutual exclusion, as well as giving a method for expressing context-free protocols. Al-
though replication could have implications for decidability of typechecking, sublanguages of
MPST! have been identified for which typechecking is decidable and are still expressive enough
to capture the examples given. Therefore, this chapter has so far addressed some aspects of
the thesis statement—i.e., MPSTs have been extended to express practical distributed protocols
(specifically client-server protocols). However, the communication model used by MPST! is
non-representative of what is observed in practice for designing distributed protocols at low lev-
els on the network stack. Hence, replication and first-class roles are for now parked; instead, the
next chapter addresses an extension, and modifications, to the core calculus to more accurately

model failure-prone communication.



Chapter 5

Nihilism: Failure-Prone Communication

5.1 Introduction

The magpie is a bird with deep ties to British folklore. The first known mention of their counting
for fortune telling dates back to 1780, where John Brand writes what is thought to be one of the

original versions of the magpie rhyme [17]:
“One for sorrow, Two for mirth, Three for a funeral, And four for a birth.”

The natural reaction of a person who spots a solitary magpie may be to scan the surrounding
area for its companion. Alas, if no one is immediately visible, the person desperately waits—
hoping a second magpie comes their way. But how long should one wait? The reality is that it
1s impossible to know the difference between no magpie and a magpie that has not yet arrived.
To computer scientists, this is a well known impossibility result [2]. In the study of distributed
systems and fault tolerance, mechanisms must be employed to approximate the impossibility
result of determining whether a message has been lost or delayed—e.g. by using a timeout.
Hence, the computer scientist who spots a lonely magpie knows to only wait some fixed amount
of time before assuming that no other magpie is coming and accepting their sorrowful fate. This
mechanism is sometimes referred to as an imperfect failure detector, and is the core principle of
the language presented in this chapter: MAG™.

To date, most session type theories are designed for concurrent, as opposed to (failure-prone)
distributed, processes—i.e., it is commonly assumed that communication failures do not occur.
For the few (and rapidly increasing) works that do consider failures, heavy assumptions are
made that impede their viability for realistic distributed protocols. For instance, asynchronous
theories [75, 57, 103] use message queues to model distributed communication under “TCP-
like”” assumptions: messages are guaranteed to be delivered and messages from a single sender
do not get reordered. Affine sessions [84, 38, 22] focus more on how to safely cancel or replace a
protocol based on errors that may be observed at runtime, rather than design protocols revolved

around the expectation of some communication errors. Coordinator model approaches [1, 25,

82
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115] assume some degree of reliability, be it as a central resilient process, a reliable broadcast,
or fixed synchronisation points. The protocols this thesis aims to formalise lie outwith these
assumptions.

This chapter presents MAG7: the first Multiparty, Asynchronous and Generalised 7-calculus
using nondeterministic timeouts as imperfect failure detectors. The language models granular
communication failures at the level of messages, i.e., message loss, delay, and reordering; al-
lowing higher level failures to be modelled through sequences of these granular failures (e.g.
link failures may be represented by dropping all messages between two participants). The lan-
guage and type system is parametric on a novel notion of reliability, allowing users to specify

the failure-prone communication links within a network on a per-program basis.

Example 5.1 (Failure-Prone Load Balancer).  Recall the deadlock free load balancer
from . The protocol involves four roles: a client ¢, the server srv, and two
workers w; and w,. To demonstrate the configurable notion of reliability in MAG7, the
server and workers are assumed to have reliable communication links with each other,
whilst the client is assumed to be distributed. Reliability in MAG7 is defined from the
perspective of each participant, and is specified by a mapping from a role to its set of

reliable roles. For this load balancer example, reliability 93y, is configured as:
Rp = c—0, srv—= {wy,wy}, wy — {srv}, wy— {srv}

This reliability configuration implies that client requests, along with responses from work-
ers, may be dropped at runtime. The following describes a protocol for this failure-prone
load balancer, where a client may attempt its request at most twice, whilst a server will

instruct workers to terminate if it is idle for too long.

Wy, = {srv: Sgy, w1 :Sw, w2 :Sw, ¢:Sc}

wy :fw(Int).®w, : stop().end
wy @ fw(Int).®w; : stop().end
O. @ wy :stop(). ®w, : stop().end

c:req(Int). &
Ssrv:& ( ) {

S, — &srv { fw(Int).®c:ans(String).end
stop().end
( w; :ans(String).end
wj :ans(String).end
Sc =@srv:req(Int).& wp:ans(String).end
O. @srv:req(Int).&¢ wy:ans(String).end
®.end




CHAPTER 5. NIHILISM: FAILURE-PRONE COMMUNICATION 84

The first key difference here compared to the core calculus is the use of timeout branches.
Since the server expects to receive a message from an unreliable source (the client c¢),
the branch type must include a failure-handling timeout branch (). This is a path in a
branch type which should be invoked if failure is assumed to have occurred. Therefore,
the server type now describes behaviour for having successfully received the request,
where it forwards the request to one of the workers; or follows the timeout branch, where

it instructs the workers to terminate.

It is also key to note that the server no longer informs the client of the worker that was

chosen to service the request. Instead, the client is now capable of waiting for a message
from either of the workers, i.e., MAGT is enabled with undirected branching.

Receiving the response from a worker is also unreliable, thus the client must define a

timeout branch. It is key to note that since timeouts are nondeterministic, a single timeout
is possible of modelling multiple failures. For instance, the client timeout (at runtime)
could trigger due to: (i) the initial request being dropped or delayed; (ii) the response
being dropped or delayed; or (iii) the server terminating before any request reaches it.
Note that, if the initial request is lost, the server remains available to handle the second
attempt sent by the client. If the server terminates before the second request is sent, the

final timeout will terminate the client.

Contributions

The main contribution of this chapter is the first integration of timeouts into MPST as imper-

fect failure detectors with asynchronous bag semantics and failure-prone communication. The

chapter studies the guarantees that can be determined through MPST in this distributed setting.

Concretely:

1.

presents MAG, the first session-typed language with nondeterministic time-
outs, asynchronous bag semantics and message inconsistencies. The language is for-

malised in , the type system in , and the metatheory is proven in

. In , key observations of using MPST with bag buffers and non-deterministic

timeouts are discussed in detail. It is shown that standard notions of session subtyping
and safety cannot be integrated into a MPST system with type-level bag buffers (
); and non-deterministic timeouts in the type semantics are expressive enough to

model various forms of failure ( ).

demonstrates how MAG7 can be reconfigured to model communication over

different network protocols: from the User Datagram Protocol (UDP), using the lowest
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level of reliability assumptions; to the Real-time Transport Protocol (RTP), using asyn-
chronous queue semantics and message loss; to the Transmission Control Protocol (TCP),

using asynchronous queue semantics and fully reliable networks.

Related work is discussed in and concludes the chapter.

5.2 MAGTrm

This section introduces MAG, an extension of the core calculus with asynchronous bag buffers,

failure-semantics, and non-deterministic timeouts.

5.2.1 Language

The languages discussed thus far have used synchronous communication, i.e., both sends and
receives are blocking actions. This is a convenient approach to programming high-level ap-
plications, but is not representative of real-world distributed communication. Asynchronous
messaging instead models non-blocking sends, and blocking receives. This is more in-line with
what is observed in reality. When a message is sent, instead of waiting to synchronise with the
receiving counterpart, it instead synchronises with a buffer that is always available—allowing
the send process to continue its operations immediately. Receiving processes are blocked until
they can synchronise with the buffer.

Buffers can be implemented with different data structures. Commonly, a partial ordered list
is used to preserve the order of messages sent between specific participants; modelling commu-
nication under “TCP-like” assumptions (e.g. as in [103, Section 7]). This thesis, for the first
time, studies asynchronous MPST using bag buffers—i.e., buffers are multisets of messages, al-
lowing for total message reordering, modelling communication under “UDP-like” assumptions.

Buffers are formalised in , and are used in the specification of MAG=, given in

—

Definition 5.2 (Buffers). A message M is a 4-tuple (p>¢g : m(d)) of sender, receiver,

label and payload. A bag buffer B maps sessions to multisets of messages.
B:=0 | B,s: M
A message can be inserted into the buffer using the insertion operation B < (s, M):

B (s, M) == B s: M ifsgB
B,s:ﬁ[eﬂs,?\/{’) v= B, s: MM
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Concretes d==slg] | v
Channels cu=x | slg]
Binders bu=x
Values Vi=c ‘ %

Processes  P,Q = (vs")P | PIQ | Xic/ PP | P | P2,O.0 | X (V) | 0
Send Process PP i=c@®[p|m(V).P

—

Receive Process pPé .= c&er[p;lmi(b;) . B;

Programs P = (P:B,D)
Definitions D=0 ‘ D, X — ()_C’,T,P)
Protocols Viu={p:Sp}pel

Figure 5.1: Syntax of MAG®

Names, values, and binders. A session name, ranged over by s,s',..., represents a collection
of interconnected participants. A role is a participant in a multiparty communication protocol,
and each communication endpoint s|q| is obtained by indexing a session name with a role. The
primitives of the calculus are sessions with roles s[p|, and basic values v, both of which can be

abstracted using variables (x,y).

Processes. Processes are ranged over by P,Q, R, ... Unchanged from the core calculus are par-
allel composition P|Q, denoting P and Q running in parallel; process call X(V) modelling recur-
sion; inaction 0 denoting the empty process; and choice-guarded output ¥ ;c;c @ [p;|mi(V;) . P,
allowing a nondeterministic send along ¢ to any role p; with label m; and payload V;, with the
process continuing as P;. (Note the channel used for sending in a choice must be consistent
across all paths.) The remaining constructors have been updated.

MAG assumes that all communication is unreliable (i.e., prone to message loss) unless
specified otherwise—this is done when creating a new session. Session restriction (vs™) P is
now annotated with a reliability configuration ‘R, defining any reliable links between roles in
the session over which it is safe to assume that communication errors do not occur. Reliability is

formalised in below, and will be revisited in the process semantics ( ).

Definition 5.3 (Reliability). The reliability mapping for a session R is a mapping from
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roles to (possibly empty) sets of roles.
R =0 | Rp:{g}ia
Reliability context R maps sessions to their reliability configuration.
R =0 ] R,s:R

As a shorthand notation, 2R, refers to the reliability context s : fR.

—

Branching receive c&;ci[p;]m;(b;) . P, now allows for the ability to expect a message from
multiple participants, nondeterministically synchronising with any first message that becomes
available. The syntax denotes a process waiting on channel ¢ for one of a set of messages from
role p; with label m;, binding the received data to variables b; before continuing according to P;.

The second key difference with the receive construct is the optional use of the timeout branch
P% ®.Q. Timeouts are used as the (imperfect) failure detection mechanism in MAG. If a failure
is assumed to have lost or prevented the incoming message, then process Q is initiated. Failures
are said to be assumed, as opposed to detected, since the calculus reflects the impossibility
result of distinguishing between a delayed vs lost message. Thus, it is possible for a processes
to prematurely timeout without its corresponding message having been lost—just like the real-
world! This will become clear with the process semantics ( ).

Furthermore, it is key to note that timeouts are non-deterministic—they model an arbitrary
and unknown duration of time a process waits before assuming a failure has occurred. This
is sufficient for the calculus, as its purpose is to be used to study communication protocols in
this unreliable setting; real implementations of the language may specify durations for timeouts,

though this is tangential to this thesis.

Programs, Definitions, and Protocols. A program is what is written by an end-user of the
language; it is a tuple (P :: B, D) of a “main” process P, with buffer B, and process definitions
D. For programs to be well-formed (henceforth assumed), the buffer initiated for a program
should be empty. Definitions map process names (ranged over by X,Y,...) to process bodies
(X, T,P) to be used for recursion, where X is a list of accepted arguments, T is a list of types
for said arguments, and P is the process in which the arguments are used. Finally, protocols are
session type specifications of roles in a given session. Formally, W is a set of role-session type
pairs, {p : S, } pes for a non-empty 7, defining the communication patterns that each participant

of a session should follow. These will be used to annotate sessions.
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P:B—pgP B

Process reduction

R-SND ~ .
slp]@[glm({d) . P::B —pg P::B < (s,(p>g:m(d)))

R-Rcv _
M = (py>g:mi{d)) kel

s[q)8&icilpdmi(bi) . P [,®. Q] 2 B, s: MM —px P{d/bi} = B,s: M

R-DROP -
R-O M= (prg:m{d) qg&R(p)

P:B.s: MM —pr;, PiB.s: M

s[q]&,-g[p,-]m,-(b,-) . P, ®. 0: B —D;R 0:: B

R-+ R-X . R-|
jel D(X) = (¥,T,P) P:B—pgrP B
Yiet " 2B —px PY B X(d) B —pg P{d/3} B P|QuB—=pg P1Q:B
R-=
R-v P:B —pg P B
P:B—pgm P B Pu:B=P:B P:B=P:B
(vsP::B —pg (vsT)P B P B —pg Py B

Figure 5.2: Operational semantics MAG.

5.2.2 Process Semantics

Using the standard notion of structural congruence for processes ( ), asynchronous and

failure-prone process reduction is formalised in using bag buffers.

Definition 5.4 (Process reduction). A process with buffer P :: B reduces parametric on
process definitions D and reliability context R, written P —p.¢ P’, via the operational

semantics defined in . Multistep reductions are expressed using the reflexive

and transitive closure, i.e., P —>BR P.

Since MAG is asynchronous, sending and receiving are now decoupled. Intuitively, sending
inserts a new message into the buffer, whereas receiving consumes a message from the buffer.
uses the message insertion operation ( ) to place a message into the

buffer whilst advancing the send process to its continuation. advances a receive
process to the corresponding continuation if there exists a message in the buffer matching the
sender and message label defined in the process. Doing so removes the message from the buffer.

This rule also applies to processes that optionally define a failure-handling timeout branch.
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Static types T:=S | B
Basic types B ::=Nat ’ Real ‘ String |
Session types S =59 | s& | s& 0.8 ! ut.S | t ‘ end
Selection type SY = @,’gpiim,'(i‘)-si
Branching type S& = &erpyimi(T;).S;
Message type M= (prq: m(T))

Figure 5.3: Syntax of MAGx Types

Failure semantics. The process semantics model total message reordering, message loss, and
message delay. Message reordering is a result of using buffers defined as multisets (bags), thus
being implicitly unordered out-of-the-box. Message loss is modelled directly from ,
which can remove a message from the buffer at any point, provided that the message is not part
of an assumed reliable link.

Dropped messages are intended to be handled via timeouts. To this end, reduces
a receiving process to its timeout branch continuation. Notably, there are no prerequisites for
a timeout to occur. Since timeouts are nondeterministic (can happen at any point regardless of
what is in the buffer), it is possible for a process to timeout even though a valid consumable
message is in the buffer. This models message delay.

The parametric reliability context is key to building semi-reliable systems. The context is
populated via , stating that a process can reduce under a session restriction provided the
internal process can reduce using the extended reliability context.

The remaining rules are defined similar to the core calculus. nondeterministically
reduces a choice to one of its paths; looks up a process name in the definitions, reducing
to the found process substituted with any passed arguments; allows processes to reduce

under parallel composition and allows for reduction up-to congruence.

5.2.3 Types

The syntax of MAGT types is given in

Syntax of types. Static types consist of either session types or basic types. The former is used
to type endpoints, whilst the latter is used to type basic values and variables.

Session types describe patterns of communication. Selection @ielp,-:m,-(f}).S ; represents a
role’s internal choice of sending a message to one of a set of participants p;, having label m;
and payload of types 7;. The channel should then be used in accordance to the continuation type
of the selected path S;. Branching &ielpi:m,-(ﬁ).Si refers to an external choice, where any one

of a set of messages could be received from any p;, described by the labels m; and payloads T,
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The communication pattern after the branch follows the description of the continuation type of
the branched path, by S;. Both branching and selection assume non-empty sets of paths /.

Notably different from the standard definition of session types given in , branch-
ing now supports: (i) undirected branching, i.e., the ability to anticipate messages from possibly
multiple roles; and (ii) an optional timeout branch S&, ®.S', specifying a failure-handling sub-
protocol S’ that should be followed if a failure is assumed at runtime.

Recursion is modelled using tail-recursive binders pt.S, binding t in the continuation type
S. Recursion variables cannot be free and must appear guarded under branching/selection types.
Lastly, type end marks the end of a communication pattern.

To type buffers, message types (pr>q:m(T)) are introduced. A multiset of message types
will be used to type the buffer of a given session. These can be thought of as type-level buffers,
which are defined within a typing context, as seen in

A type context I maps endpoints to session types s[p] : S, variables to static types x : 7', and
is now extended to map session names to multisets of message types s : M. Context splitting and
addition are also extended to reflect the updated context. As before, splitting and addition ensure
linear resources are not lost or copied, whilst allowing entities with basic types to be copied
and merged. Session names are handled differently: like endpoints, they cannot be copied from
splitting, but are allowed to be merged using context addition. Furthermore, the buffer extraction
operation is introduced, which can be used to separate type buffers (i.e., session name mappings)

from all other entries in the context.

Type Checking

Unlike the languages discussed thus far, MAG7 does not rely on the standard notion of session
subtyping. Instead, a different preorder on types is used—compatibility ( )—for

reasons discussed in detail in

Definition 5.5 (Compatible). The compatibility relation C is co-inductively defined on

types by the following inference rules:

(LET)ier  (SIESDier T3Tier  (SiTSDier
8icipimi(T).SiC8icrpimi(T)).S,  @ictospimi(T)-SiE ®ier prmi(T))-S]
sécsé SiCS) s{ut.s/t} CS' SCS'{ut.s'/t}

s O.5C8% 0.8, ut.Scs’ SCut.s' TCT

Compatibility requires all types other than selection to be equivalent, i.e., the left and right

elements of the relation are identical. For selection types, the left element is allowed to contain
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Typing contexts

=0 } Is[p]:S | Ox:T | T,s: M

Context splitting
I=rI,-T» r=rI,-T»
0=0-0 [x:B=(I',x:B) - (I'z,x:B) [e:S=(T,c:8) I,
I=r,-T» I=rI,-T» r=r,-I»

Yi F,C:Szrl-(rz,C3S)

[s:M=T-(T,s:M)
I'+IL,=T

F,S:M:(FI,S:M)'Fz

Context addition
I'+I,=TI

I'+1I,=TI
(Fl,S2M1>+(FQ,S2M2) = F,S:MI,MQ

r'+0=r (I',x:B)+(I,x:B)=I,x:B

I+Ih=T ngdom(Fl)

I'+I,=I s gdom(l“z)
L+ @,s:M)=T,s:M

(T1,s: M)+, =T,s: M

I+ =T c¢&dom(l)
F1+(F2,CIT) =0,c:T

I+I=T c¢¢&dom(I?,)
(Fl,CiT)—i-FQ:F,C:T

Buffer Extraction

=0,y Ti={c:Tha To={s;:M}jes

I'=TIy;1%

Figure 5.4: Type context operations.

more paths than the right. In other words, compatibility describes subtyping of selection types,

and equivalence of any other type.
To identify contexts that have used up all linear resources, the end predicate ( )

is once again used. Note that an end-typed context should not contain any type-level buffers.

Definition 5.6 (End-typed environment). A context is end-typed, written end(I"), iff its

channels have type end, and it is void of buffer types.

end(I) end(T)
end(0) end(c:end,I) end(x: B,I")
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Definition 5.7 (Garbage Collector Predicate). The garbage collector predicate gc checks
whether session types in a context can be matched to the payloads of buffer types. It is

used to garbage collect session types that are unconsumed due to message loss.

end(T) Viel.n:end(T;) orTitc;: T; gc(l; s: M)

ge(I'; s: 0) 9e(T(-Thic1.ns s (P>q: M((Tic1..n)),M)

for any c;

Message types are not linear. It is possible for a context to contain message types that no
longer appear in the process buffer (due to message loss). For this reason, type buffers are not
treated as linear resources, and will be handled separately in the typing rules. However, before
presenting the typing rules, there is one issue with having non-linear message types: payloads.
It is possible that messages, which are not treated linearly, carry linearly typed payloads. Hence,

introduces the garbage collector predicate, which checks that any leftover linear
types can be attributed to the payloads of unused messages.

presents the typing rules for MAGz. There are five typing judgements: (i) the
value judgement I' =V : T assigns type T to value V under context I'; (ii) the buffer judgement
[+ B verifies that a buffer B is well-typed under context I'; (iii) the process judgement I" -p P
checks whether a process P is well-typed under a context I" and process definitions D; (iv) the
process with buffer judgement I" -p P :: B lifts the buffer and process judgements into one; and
(v) the program judgement = &2 checks whether a program is self-enclosed.

The value judgement has three rules. types variables and role indexed sessions to
static types, up-to compatibility. allows weakening, i.e., if value V has type T under
some environment [, and there exists an end-typed environment [, such that I'; +1, =T, then
the rule allows the value to be typed under the larger context I types a basic value v
to type B iff v belongs to B.

The buffer judgement has four rules. A message in the buffer is typed using iff
there exists a corresponding message in the type buffer (along with the types for any payloads
in the message). is designed to be inductively applied until there are no more
messages in the process buffer. caters for weakening by allowing types which can
be garbage collected to be added into the context. This is vital for typing process buffers that
have previously dropped messages. types a buffer with no messages B, s : 0 iff
the context can type the remaining buffers B. Lastly, when the process buffer is empty and all
type buffers should have been removed by weakening, types the empty buffer

under an end-typed context.
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Typing Rules for Values and Buffers ’ I'=v:r \ ’ I'B \
T-WKN; T-WKN;

T-SUB I'+I,=rI T-B I+I,=I T-EMPTY;
TCT VT end(I?) vERB [ EB ge(l) '3
c:Tke: T r=v:r 0O-v:B '3 I'-B,s:0

T-EMPTY;  T-MsG N N
end(I) (Titdi:T)ietn T;T0+s:MEFB,s: M
=0 T(Tietn: U5 (prg:m((T)ic1 n),MEB,s: (pq:m{(dict.n)),M
Typing Rules for Programs and Processes ‘ e ‘ ‘ I'FpP:B ‘ ‘ I'p P ‘
T-v
T-& o(assocy(V))
OFpP::B T-B © is a Ry-safety property
Viel:{b;:T:}Fp Q; I'bkpP Ty IiEB s¢l T'+assocy(W)kp P
C(PBD={Xi> (b To ) lir) T TuilirpPu® Chp (vs™ W) P
T-& ) T-0
Tg b c: &ierqimi(T).Si[, ©.5] Iy Fc:®gm(T).S
(F—i—c:Si—I—bi:Ti}—DPl')ie] [F—i—C:S,'—D Q} (F,'l—ViST,')iel”n F—i—CiSl—DP
[-Tg bp c&ier[g;]mi(b) . B[, ©.Q] Ty (-Ti)ict.nFp c®[g)m{(Vi)iet.n) - P
T-X .
D(X) = (¥,T,P) T-| T-+ T-0
Viel.n:IFV,: T, end(Fo) I'itkpP, Iobp P (F Fp P,'@)iel end(F)
Fo(-T)iet.n bp X{(Vi)icl.n) I'1-Tobp P P> I'bp Y PP I'p0

Figure 5.5: Typing rules.

Example 5.8 (Garbage Collection). Consider the following process buffer and type
context:

{s[r]:S;s:(prg:m(S))} F s: (p>qg:mis[r]))

This type judgement holds via . Observe that the payload of the message in
the buffer (s[r]) is typed by the linear part of the context (s[r] : S) since the type matches
that which is indicated in the payload type (the S in (pr>g: m(S))).

It is possible for the message in the process buffer to be dropped at runtime, leaving
the following context and empty buffer:

L= {s[r]:S;s:(prg:m(S))} F 5:0

Since message loss only affects the process buffer, the context now contains a message
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type and session type (of the dropped payload) that will not be used. The judgement,
however, still holds by . The rule uses the garbage collector predicate (
) to ensure that the session type in the context matches the payload of the

message type, i.e., dc € ' : I'(¢)CS. The context contains an entry with a compatible

type to that in the payload, therefore gc(I"). By , it then follows that @ s : 0,
which in turn holds by and
The program judgement is only used by to type a program (P :: B, D). This

judgement does not use a type environment, and ensures that programs are closed. This is
achieved by requiring the main process with buffer P :: B to be well-typed under an empty
context. Furthermore, process definitions are also required to be closed by typing them under a
context containing only the arguments defined for that process name.

The process with buffer judgement also only contains one rule. uses the buffer
extraction operation to isolate the type buffers and use them (along with any payload types in
I';) to type the process buffer. The remaining context is used to type the process.

The final judgement types processes under type context I'. Most rules are unchanged from
the core calculus (only rules and T-& have been updated).

is what makes the type system generalised. Instead of forcing a specific property on
types, session restriction requires that the defined protocol adheres to the minimum requirements
for subject reduction. Specifically, the rule requires proof of @(assocy('V)), where @ is any R-
safety property (where R is the reliability configuration of the restricted session s)—the largest
safety property will be defined later. If the session protocol adheres to these requirements, and
the restricted session has not been previously established, then the restricted process can be
typed using the newly added context.

& types the receive process by checking that the channel used to receive can be
mapped to a branching session type with matching role and branch labels. Then, every contin-
uation process should be typed using the respective branch from the continuation session type,
along with any new binders specified in the payload. If a timeout branch is defined, then the
timeout process Q should be well-typed under the context with the updated mapping of the
endpoint to the timeout session type.

@ types a send process. First, the channel used for sending should be typed to a
selection session type with a matching role and message label (it is key to note that this accounts
for compatibility). Then, the values sent as the message payload should be typed to the types
specified in the selection session type, under some split context. Lastly, the continuation process
should be well-typed under the remainder of the original context, with the channel updated to
the continuation session type.

checks that the type of every value used in a process call match the expected types

defined in the process definition D. states that process composition is well-typed under
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a context if that context can be split into two sub-environments that type each of the composed
processes. requires all processes in a nondeterministic choice to be typed under the
same environment. Lastly, a terminated process is typed by if any remaining session

types in the type environment are end-typed.

5.2.4 Type Semantics

Context reduction ( ) models type-level communication. Since, MAGT is asyn-
chronous, the LTS specification has changed from that specified in the core calculus—the single
communication action is now split into two separate actions. These are (i) enqueuing, adding a
message into the type buffer; and (ii) dequeuing, synchronising a branch type with a message in
the buffer. In addition, a timeout action is also added to model failures (a detailed discussion of

what, and how, failures can be modelled using timeouts, is the subject of ).

Definition 5.9 (Context reduction). The type LTS is updated to allow for asynchrony and

timeouts. The new definition for actions A, is given below.
Actions A ::=s:pdg:m(T) | s:p®g:m | s:p&q:m(T) ‘ s:p&g:m ‘ 5:p:®

From left to right, these read as: output, enqueue, input, dequeue, and timeout. The type
LTS is defined by the transitions listed in . Context reduction, '—I", is defined
iff T5T, where A € {s:pBg:m, s:p&g:m, s:p:(»}. The transitive and reflexive closure of
context reduction is written as —*; and ['— represents the existence of some transition

from I

Unchanged from the synchronous version, using [-& (resp. ['-), a branching
session type (resp. selection) can transition via an input (resp. output) label to reach any one
of its continuation types. Importantly, the session, roles, message labels and payload types of
the action correspond to what is dictated in type. [-& also applies to types that define a
failure-handling timeout branch.

Communication is now modelled as two separate actions. r states that if a con-
text can perform an output, then it may enqueue the message into the type buffer. Importantly,
this relies on the fact that buffer types are merged through context addition (as defined in

). On the receiving end, r advances branching types to their continuations
whilst consuming a message from the type buffer if the sent payload types are compatible with
those expected in the branching type.

I'-® advances branching types to their timeout branch without affecting the type buffer.
Lastly, the remaining rules allow for transitions modulo context composition, context splitting,

and recursive unfolding.
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Context Reduction rar
I-& F_DEQ ¢ D& m(T) =
S = &ierg;mi(Ty) S, [,O.8"] kel r 220 et

- D&an: 7 - ~ 5:p&g:m ~
slp] : § SR, 15 5, Lys: (qop:m(T7),M 2290 1y s 0
I-ENQ
Lo S0 sspogm(T) _,
S = ®jcrq;mi(T;).S; kel r————r
st my (T s:pbg:m ] . =
s[p]zsws[p]zs;( I ——T'+s5:(prq:m(T))
-0 ['-CONG; ['-CONG, I-u
S = &;e1q;mi(T)).S, 0. 8" r4r r&r Tec:s{uts/tt 51
slpl: s 29 gpl: s LIV AT4r" T 541 Toc:uts ST

Figure 5.6: Type semantics.

Example 5.10 (Failure-Prone Load Balancer: Type Reduction). Recalling the failure-
prone load balancer from , the type semantics are now demonstrated using
the prescribed protocol. There are two reductions that are immediately available. Either
the client sends its request, inserting the message into the type buffer; or the server can

timeout. Consider the server remains active until a request is received.

s[e] : S¢, s[srv] : Ssrv, s[W1] : Sw, s[W2] : S

N
([ wy :ans(String).end
wy :ans(String).end s[srv] : Ssrv,
sle] - & wi:ans(String).end , s{wy]: Sy,
O. @srv:req(Int).&¢ wy:ans(String).end s[ws]: Sy,
\ O.end
s:(c>srv:req(Int))
Given the type semantics is now asynchronous, the selection type reduces via r ,

enqueuing the request into the type buffer. At this point, there are now three possible
paths in the LTS. The message could be successfully received, the server could timeout,

or the client could timeout. Consider a timeout at the client, modelling either a delay or
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the failure of the initial request.

s
wi:ans(String).end  s[srv]: Sg.,
slc] : @srv:req(Int).& ¢ wy:ans(String).end , s[wq]:S,,
®.end s[wa] : Sw,
s:(c>srv:req(Int))
s
wy:ans(String).end  s[srv]: Ssy,
slc] : &< wy:ans(String).end , s[wi]:S,,
®.end s[wa] : Sw,
s:(c>srv:req(Int)),(c>srv:req(Int))

The server can now receive any of the requests via r , consuming one of the
messages from the buffer. Note that there is no difference in whether the initial, or the

second, request is consumed.

—
wj :ans(String).end wi : fw(Int).®w; : stop().end

sle] : &< wy:ans(String).end , serv]: @{ wy : fw(Int).®w : stop().end ’
®.end s[w1] : Sw, s[wa] : Sw,

s:(c>srv:req(Int))

At this point, the types can keep reducing until either the client receives a response from
a worker, or until the client triggers its next timeout. Regardless of whether or not the
response is received, all session types eventually reach end and the type buffer will (at
least) contain the client request. This models the fact that either the request was dropped,
or was delayed with an infinite upper-bound. Note that in MAG~, as in the real-world, it

is impossible to distinguish between these two scenarios.

5.3 Metatheory

The metatheory blueprint is no different for an asynchronous calculus compared to the steps
taken for the synchronous calculi presented previously. The main results are still subject reduc-
tion ( ) and session fidelity ( ), which are dependent on some largest
safety (resp. fidelity) property. These results together provide a framework with which specific
process properties can be verified from their protocols. Given the approach to generalised MPST
metatheory has been sufficiently demonstrated in the previous chapters, this section focuses on

the main two results, and concludes with a discussion on decidability in
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5.3.1 Subject Reduction

The previous type systems discussed used safety properties that are built on the same standard
principles as other generalised MPST theories (e.g. [103, 118, 13, 51]). These safety properties
all reject the presence of unexpected messages at any point in a protocol. The issue this raises in

MAG is that the very definition of an unexpected message is contradictory to bag buffers.

Example 5.11 (Unexpected Message?). Consider two roles communicating two mes-

sages in opposite order.
p:&gm&gm  q:®p:m .®p:m

This protocol is not safe ( ), nor is it safe, ( ), neither is
it safe for standard (queue-buffer) asynchronous theories [103]. However, under asyn-
chronous bag-buffer semantics, as is used in MAG7 ( ), these types describe a

terminating protocol.

Bag buffer semantics introduce unique protocols which may contain unexpected messages
but still describe desirable behaviour. This is because, since messages are unordered, a mes-
sage being unexpected at a given point in time does not mean (i) an expected message will not
eventually arrive; nor that (ii) the unexpected message will not eventually be expected.

The philosophy adopted in MAG is that safety should accept protocols such as those de-
scribed in . To do this, safety is weakened to allow for unexpected messages, now
only rejecting incompatible messages. (It is for this reason that standard session subtyping is

not considered in MAG7, a more detailed discussion of this is presented in J)

Definition 5.12 (Safety). ¢ is a R-safety property on type environment I iff:
¢-S @(T) implies it T=222™ D, A (40 p: m(T)) € [(s) then all, (FM)
©-R @(L,s[p] : &ic1q;:mi(T;).S;) and R(s) = R implies Vk € I : g, € R(p);

¢-p @(T-s[p] : ut.S) implies o(I"-s[p] : S{ut.S/t});

¢-— @(I') and I'—I" implies ¢(I7).

R-safe(I") is written iff @(I") and @ is a R-safety property.

The change reflecting the shift from unexpected to incompatible messages can be seen in
. The condition states that for safe contexts, if a message m can be input at p from ¢, and a
message matching these roles and label exists in the type buffer, then it should be possible for p

to dequeue the message. Note that, by r , this means that the payload types in the sent
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message should be compatible with the types in the branch. This condition should hold for all

messages in the buffer prefixed with the same message label, formally defined below.

Definition 5.13 (All Async Enabled). A context with transition I’ ip&—qln—> is said to be
enabled for all labels m iff a context can perform the transition for every path labelled by
m. Formally:
alla<FS:p&—q:m>) P oLl LN IF=TIE.s:MAY(p'>q M (T))eM:
P=pArgd=grm=m = TI,;(p'>q  :m(T)) S,
Also unique to this version of safety is condition , stating that if a branch type does not

contain a timeout branch, then it must be the case that all roles in the branch are considered
reliable. In other words, by taking the contrapositive of the implication, if a message is expected
from at least one unreliable role, then the branching type must define a timeout branch. Lastly,
conditions and ¢-— require safety to hold after recursive unfolding and context reduction.

Using this definition of safety, subject reduction in MAG™ is presented in

Theorem 5.14 (Subject Reduction). If P:: B —pg P :: B  and I' Fp P :: B with
R-safe(T), then 7 s.t. =T and [ Fp P’ :: B with R-safe(I”).

Proof. By induction on the derivation of P:: B —p.¢ P’ :: B'. The following demonstrates
the failure cases.

The assumptions are: (A1) I'kp P:: B; (A2) R-safe(I'); and (A3) P:: B —p.x P i B
The proof follows similar steps to the previous subject reduction proofs. First, the shape
of P:: B and P’ :: B’ are inferred from and the reduction rule in question. Then, by
inversion of typing rules and , the shape of the types can be determined. Lastly,
may possibly be used if the context needs to reduce via a communication action, and the

reduced process is shown to be typed under a possibly reduced context.

Case
P:: B = s5(q|&er[pilmi(b;) . Qi, ©. Q' =2 B (by and ) (1)
P B =0 :B (by and ) (2)
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Further cases of the proof can be seen in

MAG ! will subsume this proof).

5.3.2 Session Fidelity

I'=Ip-I'y;IiFpP::B (by (1), , ) (3)
Tp =To-Ts Fp s[q)&er[pilmi(Bi) - i, ©. Q' (by 3), -B) 4
Iy;LFB (by 3), T-B) (©)
Ts k- slq] : &icrpimi(T;).S;, ®. S’ (by (4), T-&) (6)
To+s[g]:8"Fp Q' (by (4), (6), T-&) (7)
I'g =TY%,s(g]: 5% and end(I'y) (by (6) and ) (B)
Without loss of generality, assume any end-typed channels in ['p are split into I'.
I'p—To+s[q]:S (by (4), (6), (8),T-®) (9)
LT =Ty+s[q]:S +Ty4T (by (3), (9),C ) (10)
I"+pP B (by (5), (7), ) (A1)
R-safe(I”) (by (A2), (10), and ¢p-—) (12)
Case
P:B=P:B" s: MM (by and (A3) (1)
P’::B’:P::‘B”,s:J\N/[ (by and ) (2)
F=IpI'y;IiFpP::B (by (1), , T-B) (3)
Ipkp P N (by (1), , I-B) (4)
Iyl B s MM (by (1), (4), ) (5)
To (T ietns T2 (p>q: m(Tier.n), M - B",s: MM (by (5), ) (6)
where I'y; Ty =T (I ),61 as Deesi(prg:-m(Thicr.n)),M (cont. of (6)) (7)
and M’ = (p>gq: m((di)ie1.n)) (cont. of (7)) (8)
Lo;T+s: Mt B s: M (by and V)]
Vi e l..n.l—‘ilil—d,-. T; (by and ) (10)
9c((Xier.nly) s s: (p>g:m((T)ic1.n))) (by and ) (D
[y; T B (by (7), (9), and ) (12)
I'-pP B (by ,(4yand T-B) (13)

(the subject reduction proof for
]

The fidelity property—on which session fidelity is dependent upon—must also be updated to

reflect the change of rejecting incompatible rather than unexpected messages.

property is presented in

the one-role predicate is recalled from the core calculus (

The updated

. With this, session fidelity is presented in ;

), with the exception

that processes are now derived from the restricted grammar of
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Processes PQ:=Y;P? ‘ P& ‘ P& ®.0 ‘ X(V) ‘ 0
Programs P = ((vs W) Py|---|P, :: B,D)

Figure 5.7: Session Fidelity Restricted Syntax for MAG 7

Definition 5.15 (Fidelity). ¢ is a R-fidelity property on type environment I iff:

oD impiies e b 2ean @IS
(r sporm () &, p st );

(i) @(I,s[p] : &icsq;:mi(T;).S;) and R(s) = R implies Vk € I : g, € R(p);

(iii) @(I-s[p]: ut.S) implies @(I"-s[p] : S{ut.S/t});
(iv) @(I') and T—T" implies ¢(I").
R-fid(T") is written iff (") and ¢ is a R-fidelity property.

s:q&p:m
TP, then

Theorem 5.16 (Session Fidelity). Assume I' Fp P :: B with R-fid(I") and one-role(P).
Then, I'— implies I, P", B’ s.t. (i) T—=T7; (ii) P2 B =} Pt BYs (i) T Fp P22 B,
and (iv) one-role(P").

Proof. (Sketch.) By induction on the derivation of I'—. There are three possible cases,
where [ is enabled with a reduction by either I" , I ,or @, For I , the
process is shown to be able to mimic at least one path in the selection (via compatibility).
For I"-(, the process is shown to also define a timeout branch, and therefore can always
at least match the timeout action.

For the case of I' , if the branch type defines a timeout, then (at least) I" is also
enabled with a timeout action which the process can follow. If the branch does not define
a timeout, then by , it must be that all messages in the branch are reliable. Therefore,
any message in the type buffer enabling the dequeue action must also live in the process
buffer, since it could not have been dropped by . Thus, the process could at
least mimic one of the dequeue actions enabled on the context.

A detailed version of the proof is given in (the MAG ! proof subsumes
this one). ]

5.3.3 Decidability

The general result of decidability in MAG~ is similar to that of MPST], i.e., decidability of
typechecking is dependent on the decidability of the chosen safety property.
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Theorem 5.17 (Decidablility of typechecking). If ¢ is decidable, then typechecking is
decidable.

Proof. Since typing rules in can be deterministically applied based on the
structure of a process P, and a typing context need only be split a finite number of times
to separate all linear types, there are a finite number of contexts that can be tried for each
rule. O

However, as discussed in [11], combining session types with type buffers affects the de-
cidability of typechecking. This previous work shows that partially ordered FIFO buffers and
session types result in a formalism capable of encoding Turing machines; whilst decidability re-
sults for session types with bag buffers are yet to be explored. State-of-the-art generalised MPST
theory has provided strategies for identifying protocols that live within a subset of the language
in question for which typechecking becomes decidable [102, Appendix G], when considering
partially ordered FIFO buffers. The following proves that one of these strategies, boundedness,
also applies to MAG 7.

Definition 5.18 (Boundedness). It is said that I" is k-bound iff 3k € N : T —* I’ implies
k> Ysedomry [T (s)]. T is said to be bounded iff 3k finite: T is k-bound.

Theorem 5.19 (Bounded Decidability). Assuming " is bounded, typechecking under I'

is decidable.

Proof. Since I is bounded, then the type buffer will only ever contain a finite number of
types. Therefore, a finite number of states can be used to represent the type buffer at any
point in a context’s reduction. This means that I" has a finite transition system, and thus

typechecking is decidable. [

Example 5.20 (Boundedness of the failure-prone load balancer). Observe that the load
balancer protocol specified in is 4-bound. (The buffer contains at most 4
messages when the client issues both requests and the server triggers its timeout.) Thus,

the example lives within the subset of MAG7 for which typechecking is decidable.
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5.4 Key Observations

MAG is the first asynchronous MPST language designed using bag buffers, failure semantics
and imperfect failure detectors. This section provides further discussion on some key observa-

tions from studying this novel setting.

5.4.1 Subtyping vs Compatibility

Standard session subtyping breaks subject reduction when using asynchronous bag buffers.

This chapter presented a different preorder to subtyping: compatibility ( ). To
explain why this is needed, it is important to first understand the relationship between safety,
message ordering, and subtyping.

Standard session subtyping allows a process to possibly implement more branches in a re-
ceive process than what is specified in the type. For instance, consider the following typing

judgement of a type context and process written using the core calculus:

s[p] : g&m, s[g] : po{m,m’} Fp s[p][g]&{m, m'} | s[g][p] ®m’

Observe that: (i) the process can take a step that cannot be mimicked by the type; and (ii) the
process is well-typed under the context because of subtyping. The metatheory is reliant on the
safety property to reject protocols susceptible to this issue—note that the above context is not
safe w.r.t.

Now consider the following judgement written in MAGT:

s[p] : g&m.q&m’,
slq] : pom.pom’

/

Fp s[p]&lglm . s[p]&[g]m’ | s[g] & [p]m . s[g] & [p]m

Indeed, this process is well-typed under the context, which is considered safe by
If however, compatibility in MAG7z were to be replaced with the standard notion of session

subtyping, then the following process would also be well-typed:

/

| slgl@ [p]m . s[g] @ [p]m’

slp] : g8m.qam', -, S[p]&{ [glm . s[p&[g]m
slq] : pom.pom’ [glm". P

Once again, the process can make a reduction which the type cannot match (where message
m’ is delivered first). Thus, a design choice had to be made: (i) do away with subtyping to
avoid the issue altogether; or (ii) look for a safety property that rejects protocols such as the one
described above. This thesis argues that the former is the more practical option for programmers

and protocol designers.
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Consider a safety property that rejects unexpected messages and apply it to asynchronous

bag semantics. Then, a safe alternative to the previous protocol would be the following:

m. g&m’ ,
slpl: q&4q , S[g] : poM.p&m
m’.q&m

The issue with this becomes obvious once the sender type is extended.
( m’. g&m”
m. g&
m”. g&m’

. , m. g&m” . , p
s[p]: q&<{ m'.q& . gam slq] : pEM.p&mM’. pdm

m. g&m’
m”.q&{ /q
m’.g&m
\

Indeed, in order for the context to remain safe (for some definition that rejects unexpected mes-
sages), the size of the branch grows exponentially w.r.t. the number of messages sent.

For this reason, MAG7 opts to replace subtyping with a preorder that does not allow for
larger branches, and uses a weaker safety property which accepts unexpected messages (reject-
ing only incompatible messages). It is these design choices that also allow for the introduction

of undirected branching.

5.4.2 Failure Models

Timeouts are agnostic of failure models.

This is not a novel observation, however it is interesting to examine the extent of generality
gained through timeouts as a failure-detection mechanism.

Firstly, MAGr uses timeouts to model message loss in the type semantics without needing to
directly remove types from the type buffer. The inspiration for this is drawn from the two gen-
erals problem [2], i.e., it is impossible to distinguish between messages that are lost or delayed.
Therefore, the type semantics model both using the same construct. Message loss is modelled
by taking a timeout branch when a valid message could have been dequeued, and leaving the
message in the type buffer in all future paths. Note, that this also models message delay with an
infinite upper-bound. This is demonstrated in . The benefit of this approach being
that it models the real worst-case scenario; the drawback being the complexity of verification

(as discussed in ).
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Example 5.21 (Message loss vs message delay). Consider a client p making a request to
a service. The service offers two endpoints (g, r), allowing for a degree of fault tolerance
(i.e., if a request to one endpoint fails, clients may try the other). The client attempts to
reach each endpoint in-turn, reporting the result to an output role o. The following are

types in a context I', where p and 0 can communicate reliably, and g and r have the same

type.

g:res.do:res p:req.@p:res
slql,slr] : &
(] : ©q:100.& r:res.do:res ®.end
S . . .
SR O.@r:rreq.&{ gq:res.o:res pires
slo] : &
®. ®o:ko p:ko

Note that I' —* I” such that p sends the request and then triggers its timeout, thus I"

contains:
p:req.@p:res
rres.®ores  slql,s[r]: &
®.end
s|p]: ®rireq.&{ g:res.do:res s:{(p>q:req()}
®. ®o:ko s[o] . &{ pres
p:ko

To consider the loss of message (p>¢ :req()) is to consider all paths from I where the
message remains in the type buffer, i.e., {I"” |[T" —*T" A (p>q:req()) € I'(s)}. This

is indistinguishable from an infinite message delay.

Table 5.1 generalises message loss from the previous example and formalises various failure
models as paths of a context. These paths capture subgraphs of the entire LTS produced by a
context that could be considered in isolation to study a protocol under different failure models.

This demonstrates how nondeterministic timeouts can generalise over various types of failures.

5.5 Network Assumptions

An aim of this thesis is to study the efficacy of MPST for verifying behavioural properties of
programs designed to run over failure-prone networks. To this end, MAGx has been designed
to model message loss, delay, and (total) reordering, and has a type system that has been shown
to be capable of verifying communication-centric properties of protocols using timeouts as im-
perfect failure detectors. With high confidence, this thesis affirms the ability of using MPST in
this setting. What is left to be discussed is how this chosen setting relates to real-world network
protocols.

This section now briefly discusses a range of network protocols, highlighting how MAGx
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Loss of message M from I where M € I'(s) is captured by all reductions
Message loss | {I" | T —*T" A M €T"(s)}, i.e., all paths from I" where M remains in the
type buffer.

Crash-stop failure of a role p in s at point I" is captured by all reductions

Crash-stop | {I" | T AT A Vs:pdgm A : (p>q:m(T)) €T'(s)} forany g,m, 7T, i.e.,
all paths from I" where every message sent from p is lost.

Link failure between roles p and ¢ in s at point I" is captured by all reductions

Link faiture | U 1T 54T A Vspegm €A (prg: m(7)) € I'(s) A Vs:gopm' €

A:(gep:m/(T) eT'(s)} for any m,7,m’, 7", i.e., all paths from I" where
every message sent between p and ¢ is lost.

Table 5.1: Failure models as context paths.

can be reconfigured or extended in order to model communication over each protocol.

5.5.1 User Datagram Protocol

The User Datagram Protocol (UDP) [93] is a transport layer protocol designed to favour speed
of transmission over reliability. The protocol does not implement any handshaking, and is sus-
ceptible to non-Byzantine faults.

MAG~ has been designed to model communication over a network with similar assumptions
to using UDP. Out of the box, MAG7 uses bag buffers (modelling total message reordering), and
directly simulates message loss through the process semantics ( ). Furthermore, us-
ing MAG7’s configurable notion of reliability, any links in a program modelling communication
of distributed processes can be treated as unreliable.

There is, however, one missing link preventing MAGx from completely modelling the as-
sumptions of UDP: message duplication, which is left to future work. At the current stage, it
appears as if extending MAG7 to model message duplication is non-trivial and will require ded-
icated study, which is why it was not considered for this thesis. The challenges lie in identifying
sublanguages for which the generalised type system is decidable.

To elaborate, consider a naive approach where messages in the process buffer can nondeter-
ministically duplicate. Then, to type these extra messages in the process buffer, one approach
may be to also simulate message duplication in the type semantics. This would allow the types
to simulate any message duplication that may occur at runtime. The issue with this approach
is that buffer boundedness is no longer an effective method for determining whether a protocol

lives within a sublanguage of MAG7 for which type checking is decidable (since messages in
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the buffer may arbitrarily duplicate). Research questions that could be investigated are: (i) Are
there other techniques for establishing whether a protocol lives within a sublanguage of MAGx
(with duplication) for which type checking is decidable? And, (ii) are there other methods of

modelling such a setting without directly simulating message duplication in the type semantics?

5.5.2 Reliable Data Protocol

The Reliable Data Protocol (RDP) [52] is a transport layer protocol designed to acknowledge
messages using handshakes, and prioritises transfer of data within packets by reducing the com-
plexity of packet headers (e.g. by removing sequencing number). The result is a protocol which
guarantees message delivery, but not order. These network assumptions can be modelled ex-
actly in MAGr using fully reliable configurations for sessions, guaranteeing that no message

loss occurs. (Message reordering is still modelled using bag buffers.)

5.5.3 Real-Time Transport Protocol

The Real-Time Transport Protocol (RTP) [44] is a network protocol built on-top of UDP, to
provide a fast method of transferring data in-order at the cost of reliability. Mainly used for
transferring video and audio, the protocol guarantees ordered delivery with the possibility of
message loss.

Modelling communication over RTP in MAG7 would require adjustments to aspects of the
language. The following outlines some necessary changes to the language design (although the
metatheory is not re-proven using these definitions).

Given MAG already models message loss, the changes required are focused towards guar-
anteeing ordered transmission of messages. This could be simulated by adopting gueue buffers,
as opposed to bags, as is standard in most asynchronous theories. Following work by Scalas
and Yoshida [103, Section 7], queue buffers can be enabled with congruence rules allowing for
partial message reordering, such that messages in the queue may only swap position if they
involve different participants. It is conjectured that the safety property may also be updated to
reflect guarantees of ordering—it would be interesting to explore whether the standard notions

of safety and subtyping can be used within such a system.

5.5.4 Transmission Control Protocol

The Transmission Control Protocol (TCP) [96] is a transport layer protocol guaranteeing both
delivery and order of packets. It is the standard protocol simulated by asynchronous session
type theories. Following the adjustments mentioned for RTP, MAG7 could model communi-
cation over TCP if it were enabled with queue buffers and used fully reliable configurations

for established sessions. Doing this would result in a formalism similar to that of Scalas and
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Yoshida [ 103, Section 7], the very work which the core calculus ( ) is based upon.

5.6 Related Work

MAG~ is the first asynchronous MPST theory to consider total message reordering via bag
buffers. Furthermore, it is unique w.r.t. its failure model compared to any other work studying
the use of MPST in failure-prone settings—i.e., it is the first MPST theory to integrate nonde-
terministic timeouts into types as imperfect failure detectors. The related work discussed below
gives an overview of different approaches to using MPST in failure-prone settings.

One method of reasoning about arbitrary failures in types is through the use of affine type
systems. Affine types describe resources that must be used at most once (rather than the “exactly
once” imposed by linear typing). Affine session types [65, 84, 38, 22] describe session protocols
that may be prematurely cancelled in the event of runtime failure, and possibly also describe
a new protocol to be followed in its stead. A benefit of affine session types is that they may
be agnostic to the type of error experienced at runtime, offloading the responsibility of error-
detection to other mechanisms (which are generally assumed to provide accurate feedback).
Compared to MAG, affine type systems address a different set of issues altogether—they aim
to enable application-level programmers with expressive error-handling mechanisms, whereas
MAGT aims to provide a verification framework for low-level network programming.

Common failure models considered are those of crash-stop and crash-recovery, where the
unit of failure is a node crash. This, of course, assumes a higher level of abstraction than assumed
by MAGr—where the unite of failure is message loss. The crash-stop model assumes that nodes
may, at any point, crash and remain inoperable for the remainder of the program’s runtime;
whilst crash-recovery assumes that crashed nodes may at some point be restarted.

Viering et al. [ 1 16] present a MPST theory for event-driven distributed systems assuming the
crash-recovery failure model. The theory assumes the existence of a centralised robust monitor,
responsible for observing all other processes and restarting them if they crash. Chen et al. [25]
remove the need for a centralised reliable node, instead equipping a type system with synchroni-
sation points; allowing participants to return to specific points in their protocols and retry com-
munication if failures are detected. These works demonstrate effective techniques for describing
communication protocols that should be retried until successful, relying on other mechanisms
to detect and recover processes as appropriate. On the other hand, MAGx provides low-level
techniques for designing protocols which cannot assume such mechanisms.

Most similar to MAG7 is work by Barwell et al. [13, 12], where generalised session type
theory is extended to reason about crash-stop failures. Their approach is unique w.r.t. the previ-
ously discussed works as failure detection is not offloaded to a central reliable system, but rather
occurs within each participant individually and can affect the progression of a participant’s type

(as in MAG). For instance, a participant may be waiting for a message, realise that said mes-



CHAPTER 5. NIHILISM: FAILURE-PRONE COMMUNICATION 109

sage will not arrive because of some failure, and instead initiate a failure-handling subprotocol.
The main difference between these works and MAG is the underlying failure model, which
has significant impact on expressivity and decidability. In a language and type system using
asynchronous queue semantics and crash-stop failures [12], the top-down approach to MPST
can be leveraged to obtain a decidable sublanguage for specifying /ive protocols. On the other
hand, MAG7 models more low-level network failures, but the only technique that has so far
been identified for restricting to a decidable sublanguage is by verifying boundedness of the
type buffer.

Whereas the aforementioned work (as well as MAGx) handle failure by specifying failure-
handling subprotocols, a different approach is to use default values. Adameit et al. [1] consider
an environment free from a centralised reliable node where unstable links between participants
can fail. Their type system is equipped with the concept of optional blocks, outlining parts of
a protocol that may be susceptible to failures. Payloads that should be received within said
optional blocks can be annotated with default values, substituting the data that is not received
due to communication failure; guaranteeing termination and deadlock-freedom. This work is
generalised to MPST with a more fine-grained failure model by Peters et al. [89]. The extended
work introduces type-level failure annotations, allowing users to specify (on a per-action basis)
whether: (i) nodes may crash and messages can be lost; (ii) nodes may crash but messages
cannot be dropped; or (iii) both nodes and messages are reliable. Lost messages are handled
via default values, whilst node crashes are handled via default branches (i.e., failure-handling

subprotocols, similar to timeout branches in MAGT).

5.7 Conclusion

This chapter presented MAGz—a Multiparty, Asynchronous and Generalised 7-calculus—the
first integration of timeouts into MPST as imperfect failure detectors with asynchronous bag
semantics and failure-prone communication. The study has uncovered interesting technical de-
tails about session types for asynchronous bag semantics, e.g. standard subtyping breaks subject
reduction even without undirected branching/selection; and the safety of undirected branching
is dependent on the preorder chosen for subtyping. By default, the language has been config-
ured to model a communication setting similar to the User Datagram Protocol, and strategies
to how aspects of the language can be adapted were given for modelling communication over
various network protocols. In order to have a focused study on typing failure-prone commu-
nication, replication and first-class roles were not introduced in MAGx; implying that certain
impracticalities outlined in have been reintroduced.

The next chapter addresses these issues, by merging the language features of MPST! and
MAGT into a single language. The resulting formalism uncovers how replication plays a vital

role in designing fault-tolerant client-server systems. The developed language, MAGr!, lever-
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ages replication to simplify the design of fault-tolerant protocols and demonstrates how its type

system can be used to specify real-world network protocols.



Chapter 6

Realism: Typing Fault-Tolerant Servers

6.1 Introduction

“Failures in distributed communication are inevitable”—network protocols are designed with
this philosophy in mind, and are appropriately built to be fault-tolerant. Fault tolerance refers
to the use of redundancy within a computational system in order to achieve some equivalence
in output when comparing program traces both with and without a degree of failure [68]. For
example, in a system with stateless participants and crash-stop failures, fault tolerance may refer
to having n copies of a service provider to withstand n — 1 faults (node crashes of said service
providers) [40]. For stateful systems susceptible to non-Byzantine faults, consensus algorithms
(e.g. Paxos [66], Raft [86]) provide fault tolerance up-to f simultaneous node crashes in systems
of 2f + 1 nodes. For more low-level systems where message-loss is the unit of failure (the focus
of this thesis), the client-server paradigm [104, 112] provides fault tolerance by implementing
redundancy through the use of infinitely available servers.

This chapter re-introduces replication and first-class roles, this time as an extension to MAG 7w
instead of the core calculus. The new language—MAG!—not only benefits from the practi-
cality and expressivity of these constructs as demonstrated in , but also allows for
the specification of fault-tolerant client-server systems. This is a result of the inherently fault-
tolerant nature of replication; e.g. a server does not need to handle dropped client requests, as
it will remain available to handle any retries issued by the client. This methodology is central
to languages such as Erlang [7, 23] and Elixir [109], which are used in practice to build large,

scalable and fault-tolerant distributed applications.

Example 6.1 (Fault-Tolerant Load Balancer). Recall the load balancer examples written
in MPST! ( ) and MAGT ( ). These approaches are now blended
together to write a protocol for a fault-tolerant load balancer, written in MAG7m!. The

example uses replication and first-class roles to define infinitely available servers in a

111
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system susceptible to failure, demonstrating the inherently fault-tolerant nature of repli-

cation. Consider the reliability configuration $R;;, below:
Rp = c— {0}, o—{c}, srv— {wy,wy}, wi — {srv}, wy — {srv}

The load balancer in consideration includes one server srv which can reliably forward
client requests to one of two workers w; or w,. The client ¢ makes requests to the server,
reporting the output to role o. If the server is successfully reached and an answer is
obtained, then the client reports the answer back to o; otherwise it sends o a noop. The

protocol for the fault-tolerant load balancer is described as:

Wip ={srv:Ssrv, w1 :Sw, w2 :Sw, €:S¢, 0: 55}

:fw(Int,a).end
Ssrv = la&req(Int). ® A (S )
wy @ fw(Int,a).end

Sw = lsrv&fw(Int,B).® B :ans(String).end

wi :ans(String).®o:ans(String).end
srv:req(Int).&{ wy:ans(String).®o:ans(String).end
5, = uX. @ q(Int) 2 ans( ), ( g)
O.X
o : noop().end

ans(string).end
noop().end

The protocol captures a failure-tolerant load balancer servicing client requests, where
clients may attempt their request any number of times.

The client type begins with a recursive binder, immediately followed by a selection
of either sending the request or reporting a noop. If the request is sent, it waits for the
unreliable response from either worker. A received response instructs the client to send
the answer to the output; otherwise it triggers its timeout, restarting the protocol.

The server is defined as a universal receive, waiting for a request from any client,
binding role @ to the client name that messages it within its continuation type. After
receiving a request, the server forwards it to one of the workers. Importantly, the server
no longer defines a timeout branch—the server is replicated, and thus it can safely be
assumed that the process will be available to handle the next client request if the client
decides to retry. This way, the server is made fault-tolerant (up to f dropped requests for
clients that retry f + 1 times). In fact, observe that even if communication between the
server and workers is unreliable, the protocol would not need to change (since workers
are also replicated).
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Contributions

The contribution of this chapter is a MPST theory integrating together for the first time repli-
cation and first-class roles with asynchronous bag semantics and message inconsistencies, as a

means of formalising, and verifying, fault-tolerant client-server protocols. Specifically:

1. presents MAGr!, combining the novel features of the previously studied lan-
guages MPST! and MAGr. The language demonstrates how replication not only promotes
modular design of components in client-server systems, but also that replication simplifies
failure-handling in servers as they are considered fault-tolerant by nature. The metatheory

of the language is proven in

2. MAGr! is expressive enough to describe real-world distributed protocols. This is demon-
strated in , where the practicality of the type system is tested by formalising a

number of examples inspired by distributed network protocols.

This chapter does not present novel features that have not been introduced in the previous
chapters. Rather it adapts the concepts of to the setting introduced in
For this reason, with the aim of reducing repetition, the chapter only presents the syntax and
semantics of MAGr!, moving typechecking and other definitions to appendix B. Furthermore,
related work for this chapter is omitted as it is identical to those of the previous two chapters

combined. Lastly, concludes the chapter.

6.2 MAGT!

This section combines the extensions of the previous two chapters under a single language,
MAG!, demonstrating how replication naturally integrates into designing fault-tolerant com-
munication protocols.

For simplicity, the language presented assumes the session fidelity assumptions—single ses-
sion communication with no delegation—throughout the entire chapter. It is key to note that the
restricted language is sufficient for demonstrating the key novelties of the integration of these
extensions; allowing for multiple sessions will only increase the number of safe protocols cap-
tured by the type system, and has no effect on property verification. All examples shown live in

the restricted language.

6.2.1 Syntax

shows the syntax for MAG7!, combining the novel constructs of the previous two

chapters—i.e., replication and first-class roles, with bag buffers and timeouts.
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Payload Data d:=v ‘ q
Concretes ri=vy ‘ q ‘ slq]
Channels ci=x ‘ slq]

Binders b:=x ‘ a
Names a:=c ‘ a
Values Vi=b ‘ r

Roles p:i=q ‘ o

Processes  P,Qu=Y;P° | P | P5O.0 | P& | P' | X(V) | O
Send Process PP u=c@[p]m(V).P

Receive Process pPé = c&icrlp;] mi(l;,-) . P,

Universal Receive P’ = c[a] &ielmi(l;,) P,
Programs P = ((vs¥ )P :: M, D)
Top-Level Processes P:=P|---|P,

Definitions D:=0 | D, X+ (b,T,P)
Protocols Yo={p:Sp}ra

Reliability Ru=0 | R,p:{g;}icr
Messages M= (p>g:m{d))

Figure 6.1: Syntax of MAG 7!
Names, values, and binders. A session name, ranged over by s,s',..., represents a collection

of interconnected participants. A role is a participant in a multiparty communication protocol,
and each communication endpoint s[q] is obtained by indexing a session name with a role.

MAG! supports the novel feature of first-class roles, meaning that a role may be communi-
cated as part of a message. To this end, a role p may either be a concrete role (p, g, r,...) or a
role variable (., B, v,...).

Payload data d is used when sending a message (at runtime) and is either a basic value, or a
concrete role. (Endpoints are no longer required in payloads as the session fidelity restrictions
prevent them from being used.) Concretes are basic values, roles, or session with role. They
are the runtime arguments accepted by recursive calls. Channels ¢ represent endpoints, which
can either be a specific session with role, or abstracted by a variable. The binders b are either
variables x (abstracting either endpoints or basic values), or role variables .

Lastly, a name a is either an endpoint, a variable, or a role variable, whereas a value V is

either a channel, a basic value, or a role.
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Processes. Processes are ranged over by P, Q. R, . ..:

Choice-guarded output ¥;c;c ® [p;Jm;(V;) . P, allows a nondeterministic send along ¢ to
role p; with label m; and payload V;, with the process continuing as P;. (Again, still observing
the well-formedness condition that all channels in the choice should be the same.) Branching
receive c&icr[p;] m,-(l;,-) . P; denotes a process waiting on channel ¢ for one of a set of messages
from role p; with label m;, binding the received data to variables b; before continuing according
to P,. Like in MAGx, undirected branching (the ability to expect a message from different
participants) is allowed. Furthermore, as in MPST!, the subject of a communication action is
indicated via p, which can either be a hard-coded role, or a role variable.

In MAG!, the receive process may either be prefixed with a bang !, identifying it as repli-
cated; or postfixed with a timeout branch O. Q. Key to the results of this language is the sepa-
ration of replication and timeouts—i.e., a replicated process need not define a failure-handling
timeout branch as it is inherently fault-tolerant. This will be expanded upon later; for now it
suffices to observe that the language syntax purposefully does not allow timeout branches on
replicated processes.

Universal receive c[a]&ielmi(l;,-) . P; denotes a process waiting on channel ¢ for one of a
set of messages m; from any role, binding the sender role to & and received data to variables b;
before continuing according to P;. Universal receive is an explicit construct in MAG 7! to isolate
it from undirected branching. Therefore, the language supports either the ability to wait for a
message from any role (universal receive), or the ability to expect a message from a number of
different (statically specified) roles; but not both together.

Lastly, as in the previously discussed languages, process call X(V) models recursion and 0

denotes the empty process.

Programs, Definitions, and Protocols. As previously mentioned, programs in MAGz! will
be assumed to abide by the session fidelity assumptions throughout the entire chapter. Thus, the
main process of a program takes the form (vs® : W) Py|---|B, :: M.

Breaking it down, this refers to a single session program (vs™ : ¥) with reliability config-
uration R and session protocol . Unchanged from MAG, the reliability configuration is a
mapping from roles to (possibly empty) sets of roles (p : {g;}ics), defining any reliable links
in the session. Protocol W is a set of role-session type pairs, {p : S,} s for a non-empty I,
defining the communication patterns that each participant of a session should follow.

The restriction is hiding a parallel composition of processes Py|---|P,. These will be the
processes playing distinct roles within the single session. Having parallel composition as a top-
level construct removes the ability to fork processes at runtime. However, this would go against
session fidelity assumptions anyway, so no expressivity is lost w.r.t. the state-of-the-art, whilst
simplifying the metatheory.

The main process is initialised with a buffer. Since programs are guaranteed to only contain a
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Static types T:=S§ } B | p
Basic types B ::=Nat | Real ‘ String ‘
Session types  Su=5" | % | 185 | %, O.8" | §' | ut.S | t | end
Selection type  S% :i= Dicyp;:m m;(7;).S;
Branching type ~ S%: —&,Elp, m;(T;).S;
= 1a&ic;m;i(T;).S;
pi=q | a
Runtime types U:z=S| (U|Uy)
M:=(p>q:m(T))

Universal branching type S

Role singletons

Message type
Figure 6.2: Syntax of MAGT! Types

single session, buffers in MAG7! are simplified to multisets of messages M (omitting the session
mapping). For a program to be well-formed, there should be no messages in the initial buffer
(.., M = 0).

Lastly, process definitions are standard, mapping process names (ranged over by X.Y,...) to
process bodies (E, T,P) to be used for recursion, where b is a list of accepted arguments, Tisa

list of types for said arguments, and P is the process in which the arguments are used.

Types

The syntax of MAG7! types is given in

Combining the novel features of the previous two chapters, session types in MAG7! support
all the standard constructs along with first-class roles, universal receives, nondeterministic time-
outs attached to receive branches, as well as runtime types and message types.

defines type contexts to be identical to those used in MPST!, extended with type-buffers.

Definition 6.2 (Type Context). Type context I maps endpoints to runtime types, variables
to static types, session names to multisets of message types (acting as the type-buffer), and

may contain role-variable singletons.

=0 | [,s[p]:U ‘ x:T | L,s: M | a:ao

6.2.2 Semantics

Using the standard notion of structural congruence for processes ( ), process reduction
for MAGr! is formalised in
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Process reduction P M — pom P M

R-+
R-SND jel

—

s[p]@[q]m(J> P:uM — DR P::J\~/[, (p>gq:m(d))

ZieIPi@ M —pn Pje =M

R-RCV R-|

M = (pp>q: mp(d)) kel P::JV[—)D;;RP/::J’\/V[/
s[q)&ict[pilmi(bi) . P.[,®. Q] = MM —py P{d /by =M P|P=M—py, P[P M

R-!; R-!,
R = 5[q]&es[pImi(bi) - P, R = Is[g)[e]&iermi(bi) . P,
M =(pprg:mi{d)) kel M =(prg:md)) kel
R:MM — R|P{d/by} =M R:MM — R|P{d/b}{p/o} = M
R-DRrRoOP
R-O _ M =(prg:mid) ¢ N(p)

s[q]&; 1m;i(b;) . P, O. SM =), M = -
[9)&ici[pi]mi(b:) Q Y P oA —por P

R-=
R-X P M —pg Pra MW N
D(X) = (%,T,P) PiaM=P =M PraM=P, M
X(d) = M —poy P{d/Z} =M P) =M —p; Phu W

Figure 6.3: Operational semantics MAGT!.

Definition 6.3 (Process reduction). A single session process (vs™)P :: M reduces iff
its restricted process with buffer reduces parametric on some process definitions D and
reliability configuration R, written P :: M — por P M , via the operational semantics
defined in . Multistep reduction is expressed using the reflexive and transitive

: Y /oo N
closure, i.e., P :: M DR P M

Since MAGt! is restricted to a single session, a reliability context as defined in the previous
chapter is not needed. Instead, process reduction is parametric on a single reliability configura-
tion, mapping roles to sets of reliable roles, for the single session under consideration.

Once again, communication is asynchronous. places a message into the buffer
whilst advancing the send process to its continuation. advances a receive process to
the corresponding continuation if there exists a message in the buffer matching the sender and
message label defined in the process. Doing so removes the message from the buffer. This rule

also applies to processes that optionally define a failure-handling timeout branch.
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Replication. Rules and describe communication with a replicated process R. As
expected, is similar to but the replicated process remains unchanged and the
continuation P is evaluated in parallel. handles the case where the replicated process

does not receive from a specific role, but instead allows communication with an arbitrary role:
the rule binds the sending role to  in the replicated continuation. This is referred to as universal

receive.

Failure semantics. The process semantics model total message reordering, message loss, and
message delay. Message reordering is a result of using buffers defined as multisets (bags), thus
being implicitly unordered out-of-the-box. Message loss is modelled directly from ,
which can remove a message from the buffer at any point, provided that the message is not part
of an assumed reliable link.

Dropped messages are intended to be handled via timeouts. To this end, reduces
a receiving process to its timeout branch continuation. Notably, there are no prerequisites for
a timeout to occur. Since timeouts are nondeterministic (can happen at any point regardless of
what is in the buffer), it is possible for a process to timeout even though a valid consumable
message 1s in the buffer. This models message delay.

The remaining rules are defined similar to the core calculus. nondeterministically
reduces a choice to one of its paths; looks up a process name in the definitions, reducing
to the found process substituted with any passed arguments; allows processes to reduce

under parallel composition and allows for reduction up-to congruence.

Definition 6.4 (Context reduction). The type LTS is updated to allow for asynchrony,
timeouts, and role substitution. The actions are defined as follows:

Actions A ::=s:g®p:m(T) ‘ 5:qdp:m ‘ 5:q&p:m(T) | 5:q&p:m } 5:q:®

From left to right, these read as: output, enqueue, input, dequeue, and timeout. The type
LTS relies is defined by the transitions listed in . Context reduction, T —I", is
defined iff 7251 , where A € {s:pBg:m, s:p&q:m, s:p:»}. The transitive and reflexive
closure of context reduction is written as —*; and I'— represents the existence of some

transition from I'.

The type semantics are explained by example in

Example 6.5 (Fault-Tolerant L.oad Balancer: Type Reduction). Recall the load balancer

from . The fault-tolerant nature of replication can be seen from the LTS
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Context Reduction rar
I'-& I-! -6
kel kel kel
S= &igq,-:m,-(Y}).S§ [,@ S//] R= !a&,-@ml-(T,-).S,- S= @ie1qi:mi(7}).S§
slq): § SRR, st sip] s REPEE™ID, ol RIS, s[p] s § PRI,
I'-DEQ I'-ENQ
r s:q&p:m(a,T) r T,,ET, r s:peg:m(T) r

st (pog:mFET)),M 282 /@ p/pt+s:M T2 45 (pog:m(T))

r-o® I-CONG; I'-CONG, I-u
S = &;c1g;mi(TH).S,O. 8" r4r rir Toc:S{uts/tt 51
slp]: S P gp " LIVATHT T A T4 Coc:ipts ST

Figure 6.4: Type semantics.

produced by this protocol.

s[e] : S¢, s[srv] : Ssrv, S[W1] : Sw, s[W2] : S, s[o] : So

—
wi:ans(String).®o:ans(String).end
wy:ans(String).®o:ans(String).end

(srv:req(Int).

s[e] : & wip:ans(String).@o:ans(String).end

O.uX. & &4 wp:ans(String).®o:ans(String).end
O.X
\ | 0 :noop().end

s[srv] : Ssrv, S[W1] : Sw, s[W2] : Sw, s[0] : S,
s:(e>srv:req(Int))

The client begins by sending the request, enqueuing the message in the type buffer (by
I ). In this version, if the client times out it simply restarts the protocol. Additionally,
the servers do not need to define timeout branches as they will remain infinitely available
to handle client requests. Consider the client triggers its timeout a few times, resulting in

the following context reductions (by continuous applications of IO and I ).
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_>*
s[c] : Se, s[srv] : Sgrv, s[W1] : Sw, s[wa] : S, s[o] : S,

s:(c>srv:req(Int)),(e>srv:req(Int)),(c>srv:req(Int))

—

cfw(T . fw(T .
s[SrV]:!a&req(Int).@{wl W(Tntdjiend | {Wl w(Int,c).end

wy : fw(Int,a).end wy : fw(Int,c).end
sle] : Se, s[w1] : Sw, s[wa] : Sw, s[o] : So

s:(c>srv:req(Int)),(c>srv:req(Int))

Upon receiving the request, the server substitutes the role name of the client (¢) into
its continuation type (via I' ), placing the substituted continuation in parallel to the
replicated type (by I'-!). From here, the server may forward the request to the worker, or
it may even receive one of the delayed client messages. Observe that it is possible for the

LTS to reach the following configuration.

_>>k
s[e] : S¢, s[srv] : Ssrv, S[W1] : Sw, s[W2] : Sw, s[0] : S,
s:(wi>c:ans(String)),(wabc:ans(String)),(wy>c:ans(String))

Note that this protocol is not bounded. In fact, the client could infinitely timeout and
send another request, increasing the size of the buffer. However, the example clearly
demonstrates the blended semantics of universal receives and role substitution with non-

deterministic timeouts and bag buffers.

6.3 Metatheory

The standard results are once again proven for this final language of the thesis. The presentation
is simplified by omitting auxiliary definitions and lemmas that are similar to those used in the

previous chapters. More details can be found in appendix

6.3.1 Subject Reduction and Session Fidelity

The largest safety property on which subject reduction is dependent upon is given in

. The property is similar to that used in MAG7, extended to support first-class roles.
In particular, the main safety condition (¢-5) now allows for universal receives, and the role
condition (¢-p) requires the type to be void of free role variables. Importantly, the results pre-

sented also assume the separation of replicated and non-replicated message labels, as formalised
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in . Following the safety property, subject reduction is presented in

Definition 6.6 (Safety). ¢ is a !R-safety property on type environment I iff:

200, A (roq:m(T7) € T(s) A p € {r,a} then

o-S ¢(I') implies if T’
all, (T2 );

©-R @(T,s[p] : &icrq;:mi(T;).S;) and R(s) = R implies Vk € I : g, € R(p);

o-p @(I") implies frv(I") = 0;

¢-p @(I-s[p] : ut.S) implies @(I"-s[p] : S{ut.S/t});

¢-— @(I') and I'—I" implies @(I").

R-safe|(I") is written iff ¢(I") and ¢ is a !R-safety property.

Theorem 6.7 (Subject Reduction). If P:: B —pg P’ :: B and ' Fp P :: B with
R-safe)(T), then 7 s.t. =T and [ Fp P’ :: B’ with R-safe,(I").

Proof. (Sketch.) By induction on the derivation of P :: B —p.¢ P’ :: B'. For the commu-
nication and timeout actions, the type can be shown to mimic the action performed by the
process. For , it is shown that the same context can type a process buffer with or
without a particular message (via weakening). The other cases can either be immediately
typed using the same context (I2-+, ), or follow from the inductive hypothesis (-,

). A more detailed proof is given in . [

The fidelity property is also similar to the version used in MAG~, updated to
cater for first-class roles. Different from the previous chapters however is the session fidelity
theorem. In fact, the standard formalism for session fidelity does not hold for MAGr!, due to
the differences in how message loss is handled between processes and types. The problem is

demonstrated in

Definition 6.8 (Fidelity). ¢ is a !R-fidelity property on type environment I iff:
‘DPa: T = . .
@) o(T) implies if r 22m@, , p A, p  seem
S:pDr: / _'/ % ﬁ/ - : ’
(FM N VA’:FA—>F”‘“&—”m>);

I, s[p] : &icrq;:mi(T;).S;) and R(s) = R implies Vk € I : g, € R(p);
I') implies frv(I") = 0;

(iv) @(I'-s[p]: ut.S) implies @(I"-s[p] : S{ut.S/t});

(v) o(T') and I'—T" implies @(I").
R-fid, (') is written iff (") and ¢ is a !R-fidelity property.

then

(i) ¢
(i) @

~ /N /N
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Example 6.9 (Reducing types, stuck process). The following protocol types a process
which may reach a state in which the process is terminated but the type context can still
reduce.

p:1&g:m.®g:m’ .end q: ®p:m.&{p:m.end, ®.end}

This occurs when the initial request to the server is dropped from the process buffer at

runtime, since message loss is not directly modelled in the type semantics.

Despite this, it is still possible to establish a meaningful session fidelity result. Note that the
only scenario where a process cannot mimic any type reduction is if the process terminates and
leftover messages remain in the type buffer that were dropped in the process buffer. It should
be the case that, whenever this occurs, the only leftover messages are requests to a replicated
server. This is because all non-replicated messages that are failure-prone must be handled by
a timeout (as per ), and so the process would always be able to at least mimic the timeout
reduction from the type.

Replicated messages however are not handled by timeouts, since replicated processes are
infinitely available. This means that, since types do not drop messages, requests to servers that
get dropped will lead to processes that are eventually stuck whilst the types can reduce. This
does not deter from the fact that the processes are following their prescribed protocol, as the
only times processes cannot mimic types is when all clients have successfully terminated and
the infinitely available servers handle requests which are delayed past the clients’ lifetimes. (A
very possible scenario which the types must simulate to determine faithful properties on the
protocol.) For this reason, session fidelity is updated with an extra clause. The new theorem
states that either processes can always mimic at least one path of the LTS, or processes are stuck
and the only available context reductions are requests to replicated servers.

Theorem 6.10 (Session Fidelity). Assume I p P :: B with R-fid,(I") and one-role;(P).
Then, ['— implies either:
1. if P2 B —pg, then 3", P, B st. (i) T=I" (i) P B —pq P B
(iii) I Fp P' :: B'; and (iv) one-role|(P’); or
2. if P B Apg, then VI s.t. T : T ST/ A A =s:p&g:m A meR.

Proof. (Sketch.) By induction on the derivation of I'—. There are three possible cases,
where [ is enabled with a reduction by either I" , I ,or IO, For ' , the
process is shown to be able to mimic at least one path in the selection (via compatibility).
For I'-(, the process is shown to also define a timeout branch, and therefore can always
at least match the timeout action. The case for I is more involved. There are three

subcases to consider based on the shape of the branch type.
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First, if the branch type does not define a timeout branch, then by all possible
messages are reliable. Hence, by , any messages in the type buffer must also
be in the process buffer (as they could not have been dropped). Therefore, the process can
follow at least one of the dequeue actions.

Second, if the branch does define a timeout branch. Then, by compatibility, the pro-
cess also defines a timeout branch. Therefore, the process can always at least mimic the
timeout action.

Lastly, if the branch is replicated. Then, the dequeue action involves a message that is
either in the process buffer or is not. If the message exists in the process buffer, then the
process can mimic the dequeue action. If the message is not in the process buffer, then
the process can either reduce by mimicking a different action (as shown in the previous
cases); or the process is stuck. If the process is stuck and is well-typed under I, then
the only possible shape of the context is if all messages in the type buffer are towards
replicated branches. Therefore, all reduction actions are via messages that live in R.

A detailed version of the proof is given in . O

6.4 Examples

The protocols written in MPST! in are valid syntax in MAG!, and thus all of those
examples can also be expressed in this asynchronous and failure-prone calculus. This section,
however, aims to demonstrate the usability of MAGx! for formalising low-level fault-tolerant

network protocols. Thus, the following provides examples inspired by real-world protocols.

6.4.1 Ping Utility

The Ping utility is a network administration tool built on top of the Internet Control Message
Protocol [94], and used to test the reachability of hosts on a network. Here, a host refers to
another computer device connected to the network.

The communication pattern of the utility is straightforward. A host sends a ping message
to its destination host, who replies with a pong. If the response is successfully received, the
round-trip time is output; if the source triggers a timeout before the reply is received, an error is
reported.

Every host in a network should implement Ping, thus, all hosts have a replicated process
waiting for the ping message. All hosts should also provide an interface for requesting a ping
to another host, i.e., all hosts can act as both the source and the destination. Therefore, the
following types describe the behaviour of processes that are implemented on every device in a

network.
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Sp = la&ping. © a:pong.end
6:pong. @ B:ok(Time).end,

S, = |B&ping-req(d). ® 6:ping.&
r = !P&ping-req(d) Ping {@.@B:error(String).end

The protocol description focuses on the behaviour of the server. It is the responsibility of
the client to ensure that it correctly uses the program interface. With the power of session
types, users no longer need to fear implementing a client incorrectly! The type system can
help verify whether a given program adheres to the intended use of the protocol. Consider the
following program as an example, where three hosts in a network all check the reachability of
each other host in a single try, and only initiate their main protocol if all hosts are reached.

(Where reliability is omitted, assume unreliable links.)

R=hi— {h{,h1}, h5 > {hy, h3}, b5 {h5, b3}

w={

([ h}:0k(Time) . @ h:ping-req(hy) .

hi:0k(Time) .S}

h? . S,, b :S,, kS : ©h’:ping-req(h?) . & &{ ! hi
Leme mEn :ping-req(hy) { hi:error(string) . end
hi:error(string) . end

\

([ h}:0k(Time) . @ h:ping-req(h?) .

h5:0k(Time) . S
h? . S,, b :S,, hS : ©hb:ping-req(h?) . & &{ 2 hy
2rop e 2 2:ping-req(hy) { h5:error(string) . end
| hij:error(string) . end
( h3:0k(Time) . @ hj:ping-req(hy) .
h5:0k(Time) . S
K2 .S, h;:S,, hS: dhl:ping-req(h?) . & &{ 3 hs
3 ’ s:ping-req(hy) {hgzerror(String).end

| hj:error(String) . end

}

The above is a simple example showing how the Ping utility can be used to test the stability
of a network before initiating another protocol. The example begins to hint at the benefit of
using MAGr! types for protocol formalisation, as it clarifies how clients should interact with

SETVeErs.
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6.4.2 Learning Switch

A switch is a device in a computer network tasked with keeping track of the hosts connected to
that network. It does this by storing a table of addresses for each host connected to it. Typically,
the address table is either manually written (and therefore static), or is dynamically updated as
hosts on the network make themselves known to the switch. The following describes a program
for a learning switch with a dynamic address table.

There are three server-side processes in this example: (i) a monitor m, waiting for client
requests; (ii) a table 7, used to keep track of the address table; and (7ii) a switch interface s, used
to start and stop the switch. Following from the insight gathered on replication and recursion in

, it makes sense that roles m and s are replicated (since they handle client requests),
whilst role 7 should be recursive (since it handles data that should be accessed sequentially). The

following types describe the server-side protocol for the switch.

[ start(set (Role)).®t:set(Set (Role)).

t:0k.®0:0k.end

Ss=10& &4 t:already_started.®6:error(String).end
t:already_stopped.®0:error(String).end

stop.®t:stop.0:0k.end

\

St — 8 s:set(Set (Role) ).@m:start.®s:0k.S;

[ s:set(Set (Role)).@s:already_started.t
m:done.t
S; = ut.& ¢ m:get.dm:table(Set (Role)).& ¢ m:add(f).t
m:remove(y).t
| s:stop.!&{m:get.®m:fin.end, s:set(Set (Role) ).@s:already_stopped.end}

.

t:fin.end

t:table(set (Role) ).@r:add(a).®a:ok.end
t:fin.end

disconnect.®r:get.& ¢ t:table(Set (Role)).

Sm = &t:start.!a& @t:remove(a).¢a:ok.end

is_connected?(d).

connect.@t:get.&{

t:fin.end
Pr:get.& o:yes.®t:done.end

o:no.Pt:done.end

t:table(Set (Role) ).® {

\
The switch begins idle. The monitor is waiting for a start message from the table, which is
waiting for a set message from the interface. The interface offers two services, intended to be
used by a network administrator. These services either start the switch, initialising the table with

pre-established hosts, or stop the switch, making it unresponsive to any further requests.
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A start request to the switch interface begins the initialisation phase. The switch sends the
initial set of addresses (roles) to the table process and waits for a response. An ok message
symbolises that initialisation was successful; otherwise error handling messages are received,
indicating that the switch has already been previous started or stopped—the appropriate error
message is then forwarded to the network administrator. To better understand the behaviour of

the monitor and table, sample process definitions are provided below.

Dy, ={
Mon(x : Sy,) —
x&[t]start . Ix[o]&{

connect . x®[r]get . x&{ [t]fin . 0, [t]table(A) . x®[r]add(e) . xP[e]ok . 0}

disconnect . xd[t]get . x&{[t]fin . 0, [t]table(A) . x®[t]remove () . xP[er]ok . 0}

is_connected?(d) . xd[t]get . x&{ [t]fin . 0, [t]table(A).if 6 €A
then x@ [ex]yes . x@® [t]done . 0
else x@ [e]no . x& [t]done . 0

}
}

TablelInit(x : S7)
x&[s]set(A) . xB[m]start . xP[s] ok . Table(x, A)
Table(x: S;, A: Set (Role) )
x&{
[s]set(_A") . x®[s] already_started . Table(x, A)
[m]done . Table(x, A)
[m]get . xd[m]table(A) . x&{ [m]add(f) . Table(x, AU{B})
[m]remove(y) . Table(x, A\ {y})
[s]stop . x&{[m]get . x&® [m]fin . 0, [s]set(_A") . x®[s]already_stopped . 0}

}
Switch(x : Ss) —
x[0]&{
start(A) . xd[r] set(A) . x&{
[t]ok . x®[0]ok . 0
[t]already_started . x&[0] error(“Already started.”) . O
[t]already_stopped . x®[60]error(“Already stopped.”) . 0
}
stop . x|t stop . xB[O]ok . 0
}
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The table begins by waiting for a set message with the initial statically-set addresses. Then,
upon receipt, starts the monitor and responds with ok to the interface. The set-up for the switch
is now complete.

The monitor now waits for clients to connect, disconnect, or query the status of another role.
To avoid race conditions in the server, the table is a recursive process, handling read and writes
to the table sequentially. When the table is acquired by a monitor process, the recursive nature
of the table acts as a lock. The lock is only released upon receiving an action to either add to the
table, remove from the table, or leave it unchanged.

Consider the following processes with one administrator (a), two hosts (h, h;), and the
switch. The example assumes an inbuilt sleep functionality and specific timeout values for

processes, both written in milliseconds.

R=s— {t,a}, t — {s}, m— {1}, a— {s}
W=y5:S,1:5" m:Sy,
a: ®s:start(set (Role) ).®s:stop.end
m:ok.!@&print(Binary).end

hy : &m:connect.& m:ok.!@&print(Binary).end

®. ®&m:connect.&
®.end

m:yes.®h:print(Binary).end
h, : ®m:is_connected?(h;).&< m:no.end
®.end

P= (v W)
Switch(s[s]) | TableInit(s[t]) | Mon(s[m])
| s[a] @ [s] start(0) . sleep(1000) . s[a] & [s]stop . O

( [m]ok . s[h][@]&print(job) . queue_print(job) . 0
@(100).s[h] & [m]connect .

| s[h1] @ [m]connect . s[h;|& [m]ok . !s[h][@]&print(job) .
s[h & queue_print(job) . 0
\ ™(100).0

| sleep(250) . s[h,] @ [m]is_connected?(h;) .
[m]yes . s[hy] @ [h] print(serialise(“./thesis.pdf”)) . 0
s[hs]&< [m]no .0
®(100).0

The program (P,Dj) attempts to connect a printer to the switch. If successful, the printer
offers its print service to any role on the network, where it simply queues a job for printing.

Since the printer is not sophisticated enough to offer appropriate responses to clients, as well as
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to reduce the traffic towards it, clients should query the switch to determine whether the printer
is accessible.

This example demonstrates once again how replication and first-class roles lend themselves
well to describing client-server systems. In fact, the switch was presented separately to the
remainder of the program since replication allows components to be designed modularly. Fur-
thermore, the program exemplifies how replication is useful for simplifying failure handling by
leveraging the client-server paradigm—note how the behaviour of the switch does not include
a single timeout. Instead, timeouts are used by clients to issue retries to the infinitely available
servers. Lastly, the use of nondeterministic timeouts in the type semantics is enough to model
the behaviour of this failure-prone program, and can be used to verify communication-centric

properties.

6.5 Conclusion

This chapter presented MAG 7!, combining the novel features of replication and first-class roles
with nondeterministic timeouts into a single type system. The language demonstrated how repli-
cation lends itself well to describing client-server systems in failure-prone networks, and can be
used to simplify the design of fault-tolerant protocols. Although typechecking is not decidable,
strategies introduced in the previous chapters can be combined to determine whether protocols
designed in MAGr! live within a subset of the language for which typechecking is decidable.
With respect to the third research question of this thesis, MAGx! was used to formalise
a number of examples inspired by real-world network protocols. Replication is particularly
useful for describing low-level systems protocols, as processes are often designed to be infinitely

available as a means of handling message loss.



Chapter 7
Conclusion

This thesis explored the use of multiparty session types (MPST) within client-server, failure-
prone, and fault-tolerant systems. The work demonstrated how replication and first-class roles
can be integrated into MPST to better model the client-server paradigm, and nondeterministic
timeouts within asynchronous type semantics can model various forms of failure within com-
municating systems. The two approaches are ultimately combined into a single type system and
shown to be expressive enough to verify properties on programs built to provide a degree of
fault-tolerance.

Exploring further techniques for restricting protocols to subsets of the established languages
for which typechecking is decidable would improve the usability of the studied type systems.
Avenues for investigation include studying encodability of the A-calculus in MPST! types, tak-
ing inspiration from Milner’s encoding of A in & using replication [79]. It is conjectured that
such an encoding exists, but would be reliant on first-class roles, hinting at the fact that maybe
the type system is decidable without first-class roles (but still using replication). This would be
a significant result as the expressiveness of types are still increased when using only replication
(e.g. binary trees can still be represented). Results of decidability (even for sublanguages) would
help to build tools for putting the generalised type systems developed in this thesis into practice.
For instance, a model checking tool could be used for verifying process properties of protocols,
similar to the tool developed by Scalas and Yoshida [103].

Another route of investigation could be to explore methods of modelling more failure models
in MAGr. Specifically, a barrier for modelling the full range of non-Byzantine faults is message
duplication. This thesis did not consider the possibility of message duplication as it resulted
in difficulties for identifying sublanguages for which type checking is decidable. (Observe that
boundedness would not be a suitable strategy if message duplication is directly modelled in the
type semantics.) Overcoming this hurdle would result in a type system that faithfully models
communication over networks susceptible to non-Byzantine faults, opening the gates to using

MPST with complex fault-tolerant protocols such as consensus algorithms.
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Appendix A

Proofs for MPST!

A.1 Lemmata

A.1.1 Context Operations

Lemma verifies that context addition in MPST! is the left inverse of context splitting; i.e.,

the pieces of a split context can be added back together to form the original context.

Lemma A.l. IfI'=1;-1,,thenI’; +1» =T.

Proof. By induction on the derivation of ' =17 -15.

Casel: ——
I'=0=0-0
0+0=0 (by ) (D)
holds. (by (1)) (2)
I'=T,-T
Case 2:
F=I"c:U=Ty,c:U) T,
¢ & dom(I") (from the hyp. and def. of context composition) (1)
¢ ¢ dom(T) (by (1) and the hyp.) (2)
[+ =I (the ind. hyp.) (3)
(Tpc:U)+Ty=Tc:U (by (2), (3), and ) @
holds. (by (4))  (5)
I'=T,-T
Case 3:

F:FI,C:Uzrl-(Fz,CZU)

130



APPENDIX A. PROOFS FOR MPST! 131

¢ & dom(T”) (from the hyp. and def. of context composition) (1)
c ¢ dom(I') (by (1) and the hyp.) (2)
I+ =T (the ind. hyp.) (3)
[+ (a,c:U)=T"c:U (by (2), (3), and ) (4)
holds. (by (4)) (5)
['=T-T,
Case 4:
=0 x:B=T1,x:B-I,x:B
i+, =T (the ind. hyp.) (1)
I',x:B+I»,x:B=1",x:B (by (1) and ) (2)
holds. (by (2)) (3)
T I, -ITh
Case 5:
r=ra:a=I,a:a-Ia:a
I+, =T (the ind. hyp.) (1)
I,a:a+a:a=I"a: a (by (1) and ) (2)
holds. by 2)) )
I’ =10 I,
Case 6:
M= F/,C e U] ’Uz = F],C o U] -Fz,c o Uz
[+, =TI (the ind. hyp.) (1)
[,c:Uy+Ta,c: Uy =T",c:U|Us (by (1) and ) (2)
holds. (by (2)) (3)
O
Lemma states that contexts not containing session types can be added into the type

environment with no effect on typing a process.

Lemma A.2. If'tp Pand I” = {b: T} such that Vb € dom(I"”) : I (b)<S, then I' +
I'Fp P

Proof. Firstly observe that by the hypothesis and , end(I"). Furthermore,
since I only contains non-linear types, by , addition of I" distributes over
context splits. (Since all non-linear types are merged when added.) Now proceed by rule

induction on I" p P.
end(I)

Case 3
I'pO
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end(T") (by 1-0)
end(I"'+17) (by , , and since end(I"))
T+ Fp0 (by (2), T-0)

holds. (by (3))

I'okc:ap:m(T).S IEp:p
(Ti+Vi:T)ietn  To+c:SkpP

Case -z p
I'=To-T'e -Tr(-Ti)ict.np P=clp]®m{(Vi)ic1.n) . P
F+I"=(To+I") Te+I") - (L +T)(Ti +TMictn (by )
(To+I")4c:Skp P! (by ind. hyp)
To+I'Fc:@p:m(T).S (by ,end(I”))
[,+T"Fp:p (by ,end(I"))
Viel.n:Ti+T FVi: Tictn (by ,end(I"))
I+I'pP (by (2), (3), (4), (5), T-®)
@ holds. (by (6))
Case 1-&, 1-!: Similar to D.
I'kp Py Ibkp P
Case 1-:
I'=I1, l—DP:P1|P2
['=(+I")- (I +1I) (by )
holds. (by (1), the ind. hyp. and - )
D(X) = (x,T,P)
Viel.n:I;EV . T; end(Fo)
Case :
LC=To(-Ii)ict.np P=X{(Vi)ic1..n)
T+ =T+ (-Ti+Tiern (by )
end(Tp+1I") (since end(Ty) and end(I"))
Viel.n:T;4+T'FV;: T; (by )
holds. (by (2), (3), T-X)
p(assocg(V)) ¢ is a !-safety property
(Tkp P2)ier s¢l’ T'+assocy(¥)FpP
Case , : —————— and
I'tp Y PP Tkp(vs: W) P

Both hold directly from the ind. hyp.

o))
2)
3)
4

o))
2)
3)
4
&)
(6)
(7

6]
2)

o))
2)
3)
“4)
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A.1.2 Substitution

Lemma A3. IfI')+ I, =T, thenI'1{gq/a}+I2{q/a} =T{qg/a}.

Proof. By induction on the derivation of I'} +1% =T

Casel: ———— . Since 0{g/a} =0,thenT{g/a}+0=T{q/a}.
r+o0=r
IN+Ib,=T I+Ih=T
Case 2 and 3: and
INa:a+l,a:.a=Io0: a I',x:B+I,x:B=1,x:B

Hold by the ind. hyp. and since {& : a}{g/a} ={o : a} and {x: B}{q/a} = {x: B}
(by )-
I'+1>,=T ad dom(l“z)

Case 4:
I',a:T+1>,=T,a:T
First, observe that by , substitution does not affect context domains.
(Th,a:T){q/a} = (T1{q/a}),(a:T{q/a}) (by ) ()
I'i{g/a}+TI2{q/a}=T{q/a} (ind. hyp.) (2)
a ¢ dom(I{q/a}) (since a ¢ dom(I»)) (3)
(T,a:T){q/a}+12{q/a} =T{q/a}),(a:T{q/a}) (by(),(2),03),+) &
holds. (by (4), ) (5

I+Ih=T a & dom(I”
Case 5: — IRV
I'+I1g,a:T=Ta:T

I'+1I,=TI ) )
Case 6: . Holds directly from the ind. hyp.
I'i,c:U +1%,c:U;=T,c: U1|U2

Lemma A4. IfI'-V:T,then'{g/a}-V{qg/a}:T{q/c}.

Proof. By rule inductionon 'V : T.

T<T'
Case : - RTP: (c: T){q/a}+c{q/a}: T'{q/a}
'=c:THV=c¢):T

Note that if ¢ is a variable and 7 is not a session type, then role substitution has no effect

and thus the case would hold trivially. Consider now 7= Sand 7’ = §'.




APPENDIX A. PROOFS FOR MPST!

it must be shown that: & : ¢ : q.
0t+toa:a=0a:a

0-q:q

end(a : )

« holds.
Case , I-q: These cases hold trivially.

Lemma A.5. IfI'Fp P, thenT'{g/a} Fp P{q/c}.

Proof. By rule induction on I'-p P.
end(I)

Case 3
I'tpO

. Since end(I'), then I'{g/a} =T (

a:ak-q:q (by (1),(2),

S<S (by assumption)
S{q/a} <S'{q/a} (by (1) and lemma A .9)
(c:8){q/a}tc:S{q/a} (by (2) and )
c{g/a}=c (since ¢ = x or ¢ = s[p], for any x, s, p)
holds. (by (3), (4), and since S =T and §' = T")
I'N+1I,=rI
I'; FV:.T end(Fz)
Case : .RTP:T'{q/a}+-V{g/a}:T{q/a}
r=v:.r
I'{q/a}+-V{g/a}:T{q/a} (ind. hyp.)
end(I») (by assumption)
I =Ta{q/e} (by
I'{q/a}+In=I{q/a} (by hyp., (3), and lemma A 3)
I'{g/a}+-V{q/a}:T{q/a} (by (1), (2), (4))
holds. (by (5))
Case T-a: ———— RTP: (a: a){q/a}t+ (a{q/a}): (a{q/a})
a:a-o:o

(by )
(by q9)

(by )
, and )
(by (1)

134

o))
2)
3)
)
&)

)
2)
3)
4
&)
(6)

It is key to note that the substitution has no effect on role singletons in the type context, but

does indeed substitute the role variables in the value and value type positions. Therefore,

)]
2
3)
)
&)

[

). Also 0{g/a} =0.
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Tobc:epm(T).S T, Fp:p
(TiFVi:Thiet.n To+c:SHp P
=Ty T -Tr(-Tict.nFp P=clpl®@m{(V)ici.n) . P
First observe that by the definition of role substitution on contexts , substitution

Case 1-D:

distributes over context splits. Then observe that by the ind. hyp.:

(To+c:8){q/a}Fp P{q/a}
Furthermore, by lemma

To{q/a}t (c{q/a}): (@p:m(T).5{q/a})
I {q/a}t (p{q/a}): (p{q/c})
Vie l.n:Ti{q/a} F (Vi{g/a}) : (Ti{q/a})

Then, using 1-@, the case holds.
All other cases follow the same steps, relying on the inductive hypothesis and lemma
]

Lemma A.6. 7 <T7'implies T{q/a}<T'{q/a}.
Proof. By coinduction on 7 < 7" ( ).

Casel: ——
TLT

The reflexive case immediately holds since the substitution occurs on the same type on
both sides.

(Ti < i,)iel (Si<S)ier
&ic1p:m;i(T;).Si < &ielwpimi(f}')-S;
From the coinductive hypothesis, it follows that Vi € I : T;{g/a} < T:’ {q/a} and
Si{q/o} <S{q/a}. Furthermore, if p = e, then the substitution occurs on both sides.

Case 2:

Other cases follow the same reasoning and hold directly from the coinductive hypothesis

and since any role substitution made on the type subject affects both sides equally. [

Lemma A.7. IfT'+a: obpPand o ¢ frv(P), then T Fp P

Proof. By rule induction on I'+ & : & =p P, observing that the role is never used if it
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does not appear free. O

LemmaA8. IfI+x:7TFpPand"+V : T where T'<T,then T +I" Fp P{V /x}.

Proof. By rule induction on the typing derivation. O

A.1.3 Subtyping

Lemma A.9. 7 <T7'implies T{q/a}<T'{q/o}.
Proof. By coinduction on 7' < 7" ( ).

Case1l: ——
T<T

The reflexive case immediately holds since the substitution occurs on the same type on
both sides.

(Ti<T))ier (Si<S)ier

Case 2: = =
&ic1p:m;(T;).S; < &icrusp:mi(T/).S;

From the coinductive hypothesis, it follows that Vi € I : T{g/a} < 7? {g/a} and
Si{q/ o} <S/{q/a}. Furthermore, if p = e, then the substitution occurs on both sides.

Other cases follow the same reasoning and hold directly from the coinductive hypothesis

and since any role substitution made on the type subject affects both sides equally. O

Lemma A.10. Assume 'FV :7T and I"<I". Then, " -V : T.

Proof. By rule induction on the typing derivation. O

Lemma A.11. Assume I'Fp P and I'<I". Then, I"' Fp P.

Proof. By rule induction on the typing derivation, and using lemma for values. [
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A.1.4 Congruence

Lemma A.12. Assume ['FpPand P=P'. Then, A" st. '=1"and I’ - P

Proof. By rule induction on P = P/, observing that for each rule, either the process
remains well typed under the same context, or the context has a matching congruence
rule. ]

A.2 Subject Reduction

Lemma A.13. For all contexts ['j,1:
1. if safe,(I'; - I",), then safe(I'});
2. if safe(I')) and I'; <I'», then safe|(I);
3. if safe;(I'}) and 317 : '} < Ih—T%, then 307 : T =T <T%.

Proof. (1) First observe that by the definition of frv ( ), if frv(I'; -T) = 0 then

frv(I';) = 0. Hence condition ¢-p is preserved through context splits. The preservation

of the remaining conditions is proved by contradiction. Assume I'| is not safe, then there

must exist some I such that I')—*T" and I"" = unf*(I"”) and I" violates ¢-S. But by
I ,I'5-T'1—*T,+I" and after some possible applications of r-u, D+

violates

Hence, I',+1I" is not safe. By Table .1, the proof splits into two similar cases; the first

case 1s demonstrated below.

7 :pog:m(T :q&p:m’ (T s:p.q:
35, p,g,m,m’, T, T /222400, )y abpm () /\m,m’eL/\ﬁ(all<1“’—sp’qm>)>.

By the definition of + ( ), context addition only (at-most) increases the number
of transitions and does not decrease or replace transitions.

(7')

:pdg:m(T :q&p:m’
s:pdq:m(T) /\l—w2+l—~/5q p:m

- To+T /\m,m/EL/\ﬁ<aII<F2+F’M>>.

This implies that I'; +I” is not safe, meaning I, + I’ is not safe via , and thus
I'> 4+ 17 is not safe by ¢-—. By lemma and commutativity of -, I';-I'; is not safe.
This contradicts the thesis.

The other case is when the safety violation occurs through a replicated label, i.e.,

m,m’ € R. The case follows similar reasoning to the above. [

(2) By coinduction on safe|(I';). Observe that by safe(I";), I'; is safe (as in Table 4. 1).
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. s:p®dg:m(T s:q&p:m’(T" s:p.g:m ..
Thus, if I'; ~q—(~)+ and qu—u> then F1L>. Assume communication to be

enabled on ', and without loss of generality, assume the above output and input actions
to also be enabled. By I'-& and I'-&, the shape of I'; can be inferred to be:

T =T -s[p]: 5 s[q] : $*
S = @iezri:mi(ﬁ-).Si for some [
' CIsuchthatViel :ri=gq

§% = &jesp:m(T}).S'; or $* = 1& s p:m/(T]).S; or §* = 18 je 0:m'(T}).S;

By there are no unexpected messages in S”. Consider now a S'>S5% and 5% >5&,
By the definition of < ( ), SP has (at most) less internal choices, and S&
has (at most) more external choices. Therefore, there are still no unexpected messages
in S*'. Hence, given safe,(I';) and a I’,>1"y, it follows that holds for I',. It also
holds that frv(S®’) = frv(S%) = 0, by safe|(I';) and since S%’ has (at most) less choices
than S¥; and frv(S%') = frv(5%) = 0, by safe,(I";) and since role variables in any new
branches are in binding position (by ). Furthermore, by I, no new
transitions are introduced via recursive binders, hence must also hold for I',. Lastly,
by the coinductive hypothesis, safe; holds for contexts containing the continuation types
of elements in ['; and I',—these contexts are uniquely contained within the context

reduction relation; therefore ¢-— holds for 1. L]

(3) By case analysis. Assume [',— by r , then:

I, =0Y-s[p] : S¥-s[q] : ¥
S = @icpram! (1").S]
S8 = &jejlp:m’j"(T;’”).S;-” or §% = !&jej/p:m;-”(T?”).S;”
JK' CI'suchthatVic K :ri =g

K' CJ andVie K : T'<T])"
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Via subtyping, the shape of I'; can be inferred (since I';<I%).

I =TI s[p]: 5% s[q]: $&
S® = @ieri:mi(T)).S;
S = & jespi(T7).S) or $& = 1& e, p:m/(T}).S)
JK ClsuchthatVieK:ri=gq
KCJandVieK: Ti<T/

By the definition of <, it follows that K 2 K’ and therefore K’ C J. Hence, since safe|(I';),
Vie K : fi” <f}’ ; therefore 1| can reduce, at the very least, by the transitions enabled on

the supertype. That is, 31", : I';—I"|. Furthermore, from , type continua-
tions preserve subtyping. Therefore I} <I'},.

The second case is when I, — by r . The proof case is similar to the above,
just with S& and S% being universal receives (observe that by , this has no
impact on the set inclusions obtained from subtyping). [

Theorem A.14 (Subject Reduction). If I'tp P with safe,(I') and P —p P/, then 317 s.t.
['—*T" and I -p P’ with safe(I").

Proof. By induction on the derivation of P —p P'.
The assumptions are: (A1) I'Fp P; (A2) safe,(I'); and (A3) P —p P'.

Case
Let Py, = s[p][q] & mk<J> 0 (definition) (1)
Let Py = s[q][p] &ic; mi(b;) . O (definition) (2)
P=Ps| P (by , ) (3
P'=0| Qi {d/b} (by R-C, (A3)) (4)
Letn=|d| (definition) (5)

— —

Without loss of generality, consider d = 7,d’ where d’ does not contain role values.

=r°1érpP (by 3), (A1), T-) (6)
I® =I5 -T2-T?(-I[)ict.nlp Po (by (6), 3), T-®) (7)
I'e - s[p] : ©g:m(7,T).S (by (), T-®)  (8)
I'PkLq:q (by (7), T-®) (9
Vie1.[f|:T9 Fd;:r; and Vj€ [7|.|T| Ty Fdj: T (by (7), T-®) (10)

Iy +s[p]:SkpQ (by (7), T-®) (11)
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I =r5-T¢ T FpPy
L% s(g] : &icrp:mi(di;, T!).S!
L¥-p:p

. —
Viel:T§+s(q]:Si+a;:a;+x:T/ Fp Q]

s:pog:m(7,T)
B DN

re re (by
s:q&p:m (&) f)
ré ¥ forjel (by

FS-B'FE-( S.p,q-my Fim/_i_l—‘f(k/{r/a } (by ,
'Y ks[p):S
F&’ - s[q] o S/
&’ 7/ 8} slq) - Sp {7/ G}
T< T’

T&+TY T+
ol +ak O +xp 2 1) DQk

1"& F&/ T)l_ ) (= o b
0T Ck{r/ak}+ak.ak+xk. s DQk{r/ak} (by

= .= — SR
Fg‘ —|—F§‘k’{r/ak} + X : Tk/ l_D Q;c{r/ak}
T+ T8 {7/ 6 }(+T5)ic1.n Fp Qi {d/bi}
Ly +T¢ FpQ

Rt ?/&k}(+ri)iel..n) (Tg+T) Fp P
T8 + T {7/} (4TS )ict.n+ T +TP Fp P

r—1’
= ([ +T¥{7/dy})

end(T"Y +T%)

I'Fp P
safe(I'")
holds.

Case
Let R = !s[q][p] &1 mi(b:) . O
Let P = s[p]lg] © mi(d) . o
Letn=|d|
P=Py|R
=Q|R| Q{d/bi}

Without loss of generality, consider d = 7, d’

+ (T8 T8 T5 TP (-T9)ic1.n)
=T+ T {7/} + TG + 17 + Ty + TP (+0 ietn

(by (6), (3),
(by (12),
(by (12),
(by (12),

, , lemma

(by (%),
(by ,

(by (15), (20), ;

, , lemma
(by
(by (10), (25),

(by (11), (19), ,

(by
(by (6),
(by
(by ) ) 9

(by , ,

(definition)
(definition)
(definition)

(by and

(by and

&)
&)
&)
&)

®)
&)

N

where d’ does not contain role values.

(12)
(13)
(14)
15)

(16)
17
(18)

19)
(20)
21
(22)

(23)
(24)
(25)
(26)
(27)

(28)
(29)

(30)
(31

(32)

(33)
(34)
(35)

6]
2
3)
“4)
®)

140
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F=Ir°r'rpP (by (4), ;and 1-))  (6)
I®=Tg -T2 -I7(-Ty)iet.nFp Po (by (6), (4), T-®) (7)
I+ s[p]: ®g:m(7,T).S by (1), T-®)  (8)
I%kq:q (by (), T-®)  (9)
Viel.|[F|: T Fdi:r; and Vj€|?|.‘|7ﬂ“|:F[%I—dj:Tj (by (7), T-®) (10)
e +s[p]:SFpQ (by (7), T-®) (11)
I'=T}-I'FpR (by (6), (4), T-l) (12)
L.+ s[q] : '&erp:mi(@;, T)).S! (by (12), =) (13)
end(I")) (by (12), T-) (14

o ! / — —% /
Viel:Ty+slg]:Si+a;:a;+x:T <> ptp Q! (by (12), T-1) (15)
ro SPEEED, ror (by (8), T-Wkn, T-Sub, ) 6)

"’&”m—f““folpvj for jer (by (13), , T-Sub, )y (17)
re.ri 22T 1o T (/&) (by (16), (17), (A2), lemma A.13, T ) (18)
ek s[p] : § by (8), (16), T-®, T-©) (19)
I} =T I such that: (by (13), (17), I-1)  (20)
Iy slq]:S; (by (20), (13), (17), -1, T-1)  (21)
{7/ 00} & slq] - S {7/} (by ,lemma A 1) (22)
T<T! (by (16), (17), (18), T-Com;) (23)
Iy+TYpQ (by (11), (19)) (24)
IL+ILkpR (by (12)) (25)
1—‘! = /7 . . ! ! (2 /7

b+ {F/a )+ oG +x T Fp QU {7/} (by (15),(22), lemma A.5)  (26)

— —> — —

Th+ {7/ 6} +xi: T Fp Q) {F/ i} (by (26), lemma A.7) (27)
T+ Ti#/ G} (4T )icr.n Fp Qi {d/bi} (by (10), (15), (23), lemma A.8) (28)
Lo+ +To+ AT+ D7/ A} (T )iern Fp P (by (24), (25), (28), ) (29)

different split of the context instead. Then, it holds that F(!) = F(!) . Fé)

r—1’
= (0" + (Te Ti{#/ A })) + (0o Ty Ty - TP (T )iern)  (by (18),T
= [y +TE AT+ DA T+ T {7/ G} (4T )ier.n + T (by (30), lemma

end(T}") (by (9), .

) (30)
) (D)

q) (32

141

By and , Fé) is end-typed. Assume without loss of generality that F(!) does not

contain any session typed entities, since any end-typed channels could be grouped with a
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["bp P
safe, (1)
holds.
Case
Let R = !5[q][6] &;es mE i) 0

Let Py = s[p][g] ® m(d) . Q
Let n = |d|
P=Py|R

= Q| R| Q{d/b:i}{p/5}

Without loss of generality, consider d = 7

T+ D7/ @ Hp/8} +3i: T b Q7 G} {p/8}  (by

(by , , , lemma A.2)
(by (A2), (30), ¢-—)
(by (30), (33), (34))

(definition)

(definition)

(definition)

(by and )

(by and )

" where d’ does not contain role values.

r=I°TI'+pP (by (4), ,and T-))
= FCP FqA F%( F;'B)zel n l_D P@ (by > > @)
9 s[p] : &g:m(#,T).S (by (7), T-®)
IPkLq:q (by (7), T-®)
Vie l.[f|: Ty Fdi:r; and Vje|?|..|Ty;r§jkdj:T_,~ (by (7), T-®)
Iy +s[p]:SkpQ (by (7), T-®)
I'=T}-I'FpR (by (6), (4), T-1)
L+ s[g] : '8icr&:mi(@;, T)).S) (by (12), T-1)
end () (by (12), T-!)
L —
Viel:Th+slq):Si+a;:0;+x:T < 8+p Q) (by (12), T-1)
F@ s:pdg:mi (7,T) ng : , ’ )
&6:m’( T/
r S8, py I! forjel ’ , T-Sub, )
iy s F@’+F" '{#,p/@,8} (by , (A2), lemma iy )
Y Fs[p]:S (by (%), , -8, T-@)
I} =T I such that: (by (13), (17), T-1)
Iy - sg]: S, (by , , , -1 T2
Ti{7/dx}{p/8} Fslq] : S {7/} {p/8} (by (21), lemma A 4)
T<T] (by (16), (17), (18), " )
Ty +T¢ Fp 0 (by (11), (19))
I+ FpR (by (12))

T+ {7/ @ H{p/8} + 0 & +x;: T, Fp O, {F/ & }{p/8}

(by , , lemma )

, lemma )

(33)
(34)
(35)

)
2)
3)
“4)
®)

(6)

(7

®)

©)
(10)
(1)
(12)
(13)
(14)
(15)
(16)
7)
(18)
(19)
(20)
21
(22)
(23)

(24)
(25)

(26)
(27)
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T+ Te{7/ & Hp/8}(+T)ic1.n bp Q{d/Bi}  ((10),(15), (23), lemma A.8) (28)

Tg + T + T+ e+ T+ {7/ H{p/8Y(+T3)ict.n Fp P’
(by 24), (25), (28), T-|)  (29)

By and , Fé is end-typed. Assume without loss of generality that 1“(!) does not
contain any session typed entities, since any end-typed channels could be grouped with a
different split of the context instead. Then, it holds that F(!) = F(!) . Fé)

[T = (0 + (Te-Ti{#/ 6 Hp/83) + (T T Ty -TE(-T3iet.n)
(by (18), T ) (30)
= 0§+ T+ Ty DA T+ T/ G Hp/ ST icr.n + TF

(by , lemma ) (31)

end(l",”) (by (9), , I-q)  (32)
["t+p P (by , , ,lemma A.2) (33)
safe,(I") (by » (30), p-—) (34)
holds. (by (30), (33), (34)) (35)

Remaining cases are straight forward. [

A.3 Session Fidelity

Lemma A.15. Assume I' Fp P with one-role;(P). Then P = per Ppoand ' =
Lo(-T,s[p] : Up) perr» where:
1.Vpel:T,,s[p] :UpFpPpandc: U ¢ T;

2.VgeI\I':P;=0;

3.¢c:U ¢ F().
Proof.  First observe that by (), P= ‘p o Pp where Vp e1:P, =0 or
P, only plays role p. Therefore, by ,I'=(-I'p)per where Vp € I : T, Fp P,. For

each split of the context, there are two cases to consider.
If P, = 0, then by ,end(I')).

Otherwise, P, only plays role p. Since I',, p P,, then I, serves as witness for
(1). Hence, it can be concluded that I'), = I"},s[p] : U, with U,%end and
end(I)).

Therefore, I' = (-T",5[p] : Up) per (- Ty) gery» Where Vp € I : T, s[p] : Up Fp P, with
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end(I"y) and Vg € I\I" : T'; -p P, = 0 with end(T;).

Without loss of generality, assume that all end-typed channels are grouped in 7\ I”.
Hence, Vp € I" : T'),s[p] : Up Fp Py with ¢ : U ¢ T and Vg € INI" : Ty p P, = 0
with end(T';) and either I'; =T, s[g] :end or c: U ¢ I';.

Thus, (-Fq)qel\,u = FO('Fq)qEI”’ where ¢ : U Q’ Fo and 1" C I\I".

LetI'= (I\I")UI", then T =To(-I",,s[p] : Up) per- O

Lemma A.16. Assume 'y, s[p] : U, Fp P, with ¢ : U & I'y and either P, only plays role
p or P, = 0. Then:

1. if Sy|---[S, < Up, then P, = Py|---|P,and Vi € 1..n: T, sp] : Si Fp P; and P, only
plays role p;
2. if '&;crp:m; (T’,) S; < Uy, then either:
(a) P, = !s[p][p]&cym;(b;).P and I C I'; or
(b) P, =X(V)and D(X) = (b, T",Q) and Q{V /b'} = !s[p][p)&cym;(b;).P, and
ICrl,;
3. if &;erg:m;( ,) < U,, then either:
(a) P, = s[p][q]&cpm;(b;).P/ and I C I'; or
(b) P, =X(V) and D(X) = (¥, T",Q) and Q{V /b'} = s[p](g]&;cymi(b;).P! and
ICrl,;
4. if @ielqiimi(i').Si < Up, then either:

(@) Py, =Yicrs[pllg]@mi(Vi).Pland I D I'; or
(®) P, = X(7) and D(X) = (B, T",0) and Q{7 /B'} = Tcrslplla] & mi(7).B
and/ D 1;

5. if end < U,,, then P, = 0.

Proof. By case analysis on the 5 possible implications.

Case 1:

Follows from the definition of context splits ( ), observing that since ¢ : U € '
then 'y, s[p] : S1|---|Sn =To,s[p] : S1- ... -To,s[p]: Su

Furthermore, by ,Viel.n:Ty,s[p]:SiFpP,.
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Lastly, from the hypothesis it follows that D is guarded, fv(P) = 0 and U,¥%end, thus
Vie l..n:fv(P;) =0and S;£end. (Notice that any end in the parallel type can be removed
via type congruence, and also reflected in the process.) Therefore, by ,

Vi € 1..n: P, only plays role p, by I'g,s[p] : Si.

Case 2:
From the hypothesis, and by subtyping and narrowing, I'o, s[p] : !&l-g[p:m,-(i}).S,- Fp Pp.
By inversion of typing rules, there are two possible rules that could be applied.

'.

To,s[p] : '&ierp:mi(T;).S; Fp 's[p][p]&icrmi(B:).P; (by 1-) (D)
To,s[p] : Uy Fp !s[p][p]&icrmi(b;).P where I C I’ (by (1) and ) (2)
P, = Is[p][p]&icymi(b ,) (by (2) and subject congruence (lemma ) 3

By inversion of T-%, P, = X(V) and 3k € 1..|V|: Vs = s[p] and s[p] : U, I Vi : T} Without

loss of generality, assume k = 1, then D(X) = ((x,5), (T;,T"), Q).

Assuming that I'g, s[p] : U, Fp P, is derived from a well-typed program, then it follows

that x: 7, {b: T'} -p Q by . Furthermore, by , it follows that Q

cannot be typed by a further application of , and thus must instead be typed by
I. Following the same reasoning as outlined in the previous subcase, it must be that

0 = x[p)&;epm;(b;).P and I C T’

Case 3, 4: Similar to

Case 5:

Since end < U, and ¢ : U ¢ Iy, then end(I'y, s[p] : U, ). By inversion of the typing rules,
the only possible shape for P, is P, = 0 via . [l

Theorem A.17 (Session Fidelity). Assume I" -p P with fid,(I") and one-role,(P). Then,
['— implies 37, P s.t.:
(i) T—=T7;

(ii) P—} P,

(iii) T' -p P’ with fid,(I""); and

(iv) one-role(P’) .
Proof. By induction on the derivation of ['—. There are two possible cases by which
I" can be enabled with a reduction: by r or by r . The following

elaborates on the latter case (the other case is similar).
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The assumptions are: (A1) I' Fp P; (A2) fid\(I'); (A3) one-role|(P); and (A4) T'—.

The proof begins by inferring some structure on both the types and processes, utilizing

lemma
PE|p€IP,, andF:FO(-F;,,s[p] : Up) per (by , , and lemma ) (1)
Vpel :T,,s[p]:UprpPpandc:U ¢TI,  (by , , and lemma ) (2)
VgeI\I' :Pj=0 (by , , and lemma ) (3)
c:U ¢l (by , , and lemma ) @)

Since the context is known to be enabled with a reduction (by assumption), the actions

emitted by the context can be inferred from r . Specifically, 3p,q € I' such
that:
s:pdg:m(F,T})
I,,s(p] : Up = I,,s(p] : U} (by (1), and T ) (5)
s:q&a’:m(@,T)
l:;,qu] : Uy . Iy,slq] : Uy (by (1), and I ) (6)
ESL) (by (D), and I" ) (D)
s:p,q:m = =
(T, s1p) : Up) - (Ty,5lq) : Ug) === (T)p,slp] : Up) + (Tyslg) : U{F/@}{p/a'})
(by (5), (6),(7),and I" ) (B)

From these actions, the shapes of the types can be outlined, following from the type

semantics in

®jesq;mi(T).S; <Up < gdm(F,T)).S (by (5, -®) (9)
delJ:qg=grm=mAT>T (by (9), ) (10)
&k M) (8y,T)).S, <Uyand I €K :m)=m (by (6),T-1) (11)
T/<T (®y (1), (6), ) (12)
The shapes of processes can now be inferred from the types, using (2), (9), lemma
for P,, and (2), , lemma for P,. Note that by the session inversion lemma, there

are two possible shapes for each process; thus a total of four possible permutations to

consider, resulting in 4 subcases.

Case @©!: Consider:
Py=Ycrslpllg;]® mj(Vj>.Pj’. andJ D J (by case assumption) (13)
P, = Is[q] [a’]&keK,m;C(l;k).Pli’ and K C K’ (by case assumption) (14)

This is where the novel fidelitous property comes into play. As it stands, there is no
guarantee that Ix € J' : g, = g, as the implementation is a subset of the type and could
hence implement a part of the selection that does not include the role considered for
communication in (%). However, by (&), it is guaranteed that at least one (type-level)
communication is possible. Then by and table .1, it follows that communication

should be eventually possible for every path in J, and thus also J' (since J' C J by ).
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Therefore, it can be assumed without loss of generality that the nondeterministic choice

in P, reduces to a path x in J’ such that ¢, = g.

Py, — P, = s[p]lq|® m(V,).P. and x € J/ (explanation above) (15)
dyeK:my=m, (by , , ) (16)
yeK (by and (14))  (17)
P, | Py — P[| Py | B/ {p/a'}{Vi/by} (by (14), (15), (17), R-IC)  (18)
S:pP :mx(_a’,f,()
Ly,sp] : Up TP, I,slp] : U, (by (2), (15), -®) (19)
S:p,g:my = R
(Tp,slp] : Up) - (Ty,sg] : Ug) ———> (Tp,s[p]: Up) + (T, slq] : Ug{r'/6}{p/a'})
(by (19), (8), ) (20)
g %a’:mx(ﬁ,fx’)
Ty»sla) : Ug A e I, slp) : U (by (20), (19), T ) (1)
I,<T{ (by (21), (20), (19), I’ ) (22)

The subcase is concluded by observing that the reduced contexts type the reduced

processes, and that the reduced processes still adhere to the one-role; requirements.

I,,s[p]: Ul Fp P (by (2), (19), T-®) (23)
T,,slpl: Up{p/e'}{r'/8} b P/ {p/a'}{V,/b)}
(by (2), , , , I-!, and both substitution lemmas) (24)

Note that for the above, all the types for payloads are present in F; since by the ses-

sion fidelity assumptions, payloads can only contain non-session-typed entities; these are

copied through context splits ( ).
P—*P'| P| P, | P/{p/ 0/ }{V,/by} with one-role;(P')  (by (A3), (15), (18)) (25)
one-roley(PL | Py | PY{p/a'}HV,/by})  (by (1), (23),(24), ) (26)
-1’ (by (20)) (27)
P—* P | P[| Py | P/{p/a'}{V,/b)} (by (25)) (28)
U'bp P | Pl Py | P{p/o/}{V/by} (by (2), (20), (23), 24), T-) (29)
one-role;(P' | P.| P, | P/{p/ o/ }{Vi/by}) (by (25), (26)) (31)
holds. (by (25), @21)-(31)) (32)

The remaining subcases all follow similar reasoning, except with the additional step

of allowing for process reduction via before communication becomes available.
]




Appendix B

Further Definitions and Proofs for MAG
and MAGr!

The following two sections assume a syntax for MAGr! without the fidelity restrictions.

B.1 Definitions

The full definition for compatibility in MAGx! is given in , and an end-typed
context is formalised in . Context operations for MAGz! are similar to those of
MAG, just extended to handle role singletons, and are defined in . Using these, the

typing rules for MAGr! are listed in

Definition B.1 (Compatible). The compatibility relation C is co-inductively defined on
types by the following inference rules:
(Tigi/)ie[ (SiC8)iet (T;2 ,) (S: C8%)ier
&ic1P;:Mi(T;).S; C &ic1p;:mi(T)).S, DictusP;mi(T;).SiC Bier py:mi( i/)-S§
TCT )it (SiESDier S$C 8 vcu  ScCS
10&icmi(T;).S; C & mi(T). S, 1S4 C 158 Uulscu'|s
séCsé SiCS) s{ut.s/t} CS' SCS{ut.s'/t}
s& O.51C 8%, 0.8, ut.SCs’ SCut.s' TCT

148
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Context splitting

I'=I,13 '=r;-In
0=0-0 [x:B=(I',x:B)-(I'3,x:B) Na:a=Ij,a:a-Iha:a
=T, r=1,-I» =T,

F,C:U:(F],C:U)‘Fz F,C:Uzrl-(rz,C:U) F,C:U1’U2:F1,C2U1-F2,CIU2

I'=I,1I3 '=r;-In
L,s:M=([y,s:M)-T I,s:M=T,-(2,s: M)
Context addition I+1I,=rI
+Ih=rI +Ih,=I

I'+0=0T (T1,x:B)+[o,x:B)=L,x:B  ([},s: M)+ (Ta,5: M) =T,s5: My, M,

I'N+1I,=T I'N+1I>,=T S%dOm(Fz) I'N+1I,=T s¢dom(1“l)
I'a:a+l,a:a=I'a: «a (Fl,s:A7I)+F2:F,s:M F1+(F2,S:A7I):F,S:M

[+Ih=T a¢dom(I») I+Ih=T a¢gdom(I))
(F],aZT)—I—FZZF,a:T F1+(F2,a:T):F,a:T
Buffer Extraction and Role Insertion ‘ I'=1I4y;I% ‘ ‘ I'—p ‘

=01 Ii={a:T}a Do={s;:M}jes
I'=Ty;1%

'<—qg=T N'ca=I'+a: o
Figure B.1: Type context operations.

Definition B.2 (End-typed environment). A context is end-typed, written end(T'), iff its
channels have type end, and it is void of buffer types.

end(I) end(I) end(I)
end(0) end(c:end,T) end(x: B,I') end(a : o,I')
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Typing Rules for Values and Buffers ’ I'-v:r \ ’ I'B \
T-WKN T-WKN;

T-SUB I+I,=0C T-B I+Ih=T T-EMPTY;
TCT i EV:T end(I?) vERB [ EB ge(l) '3
c:Tke: T r=v:r 0O-v:B '3 I'-B,s:0

T-EMPTY, T-MsG N B
end(I) (Titdi:T)ietn T;T0+s:MEFB,s: M
I'Eo C(-Tietn: Uos: (prg:m(T)icrn),ME B,s: (prgq:m{(d)iet.n)), M
Typing Rules for Programs and Processes ‘ e ‘ ‘ I'FpP:B ‘ ‘ I'p P ‘
T-&
OFpP::3B T-B T-| T-0
ViEII{biZTi} Fp O; I'tpP T, ;B T'ibkpP Inbp P end(F)

F(P:B,D={X;— (b;,T;,0)}icr) T-Tu;TskpPuB Iy Dobp PP, T'hp0

T-v T-® T-X

p(assocy(WV)) s¢T ToFc:@p:m(T).S end(I)

@ is a R-safety property (LiF Vi T)iet.n D(X) = (%,T,P)
I'+assocs(¥)Fp P I'+c:SkpP Viel.n: IRV : T

I'bp (vs©: W) P I-To(-Tictatpc®[p]mV).P To(-Li)icr.nbp X{((Vi)ict.n)

T-&
I'ghc: &,-elp,-:m,-(f}).Si [, O. S/] T-!
(F—I—c :Si+b;:T: Fp Pi)iEI INkc: !&l-e[p:ml-(Ti).Sl- end(F) T-+

—
[C+c:8+p Q] (T+c:Si4+bi:Ti<ptpPlicr (U'FpPP)ier

T-Tgbpcdier[o,]mi(bi) K[ O.0]  T-Tikplelp] &iermi(bi) . B T'hpYier B

Figure B.2: Typing rules.

B.2 Subject Reduction

Theorem B.3 (Subject Reduction). If P:: B —pg P2 B  and I' bp P :: B with
R-safe)(T), then IT7 s.t. =T and " Fp P :: B’ with R-safe,(I").

Proof. By induction on the derivation of P:: B —p.x P’ :: B'. The assumptions are: (A1)
['Fp P:: B; (A2) R-safey(I'); and (A3) P:: B —p.x P’ :: B'. The proof follows similar
steps to the previous subject reduction proofs. First, the shape of P :: B and P’ :: B’ are
inferred from and the reduction rule in question. Then, by inversion of typing rules

and , the shape of the types can be determined. Lastly, may possibly be used if

the context needs to reduce via a communication action, and the reduced process is shown
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to be typed under a possibly reduced context.

Case
P :: B = s[q)&cr[p;lmi(b;) . Qi, ©. Q' :: B (by and ) (1)
B =0 B (by and ) ()
F=IpI'y;IsiFpP::B (by (1), , ) (3)
T'p =To-Ts p s[gl&ci[pilmi(By) - Qi, ©. @/ (by 3), T-B) (4)
P 2 (by (3), T-B) (5)
Tt slq] : &ierpimi(T).-Si, ©.8' (by (4), T-&) (6)
To+slg]: S Fp O (by 4), (6), T-&) (7)
Iy =1I%,s[g]: S* and end(I'y) (by (6) and ) (8)

Without loss of generality, assume any end-typed channels in ['p are split into I'.

I'p—To+s[q]: S (by (4), (6), (8), T-®) (9)
L —T"'=Ty+s[q]:S+T4T (by (3),(9),I" ) (10)
F, |_D P/::'B (by ) ) ) (11)
R-safe,(T”) (by , ,and 0-—)  (12)

Case
P:B=P:B" s: MM (by and ) (1)
P B =P:B s: M (by and ) (2)
C=Ip-TyIiFpP::B (by (1), , T-B) (3)
IpkpP (by (1), (A1), -B) (4)
[y =B" s MM (by (1), (3), ) ()
Lo (-Ty)ietns Ty s: (Pog: m((Bic1 ), M - B, : MM (by (5), ) (6)
where Tg; Ty =T (-7 Jiet.n s Ty s (pbq m((T})ie1.n)),M  (cont. of (6)) (7)
and M' = (p>gq : m{(di)ic1..n)) (cont. of (7)) (8)
Lo; T, +s5: M- B",5: M (by (0) and ) )
Viel.n: F&i Fd;: T; (by (6) and ) (10)
9c((Tie1.nT7) s s (P> :m((Ti)ic1.n))) (by (10) and ) (1)
Ly; Ty B (by (7), (9), and ) (12)
I'-pP B (by , (4)and ) (13)

Case
P:B=s[p|®glm(d). Q=3B (by and ) (D

—

=Q B (s,(p>q: m(d))) (by and (A3)) (2)
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'=Ip-I'y;I'sHP::B (by (1), and ) (3)

Ip=To-Te(-Tiicr.nts[p]®[glm(d) . O (by (1), (3) and T-®) (4)

Iy; I B (by (1), (3)and T-B) (5)
Via the type semantics of ,rule I’ , the output message can be enqueued

into the type buffer. This along with the payload types (-I';);c1.» type the updated buffer

B’ in the process continuation via . By -, the remaining context parts type the
process continuation Q. Lastly, safety is preserved in the context reduction by and
—.

The receive case follows similar reasoning. Further details can be found in the techni-
cal report [70, Appendix A, Thm. 1] [

B.3 Session Fidelity

Lemma B.4. Assume ' p P :: B with one-role|(P). Then P = per Ppoand T =
Lo(-Tp,sp] : Up)per -Ta s Ts, where:

1.Vpel:T,,s[p]:UpFpPpandc:U ¢ T;

2.VgeI\I':P;=0;

3. c:U&Ty;

4. T'y; I+ B.
Proof. By , item 4. holds. The proof of the remaining items is identical to
lemma . 0

Lemma B.5. Assume I'y,s[p] : U, F-p P, with ¢ : U ¢ Iy and either P, only plays role p
or P, = 0. Then:

1. if Si|---|S, T Up, then P, = Pi|---|P, and Vi € 1..n : Ty, s[p] : S; Fp P; and P, only
plays role p;

—

2. if la&;e/m;(T;).S; C U, then either:
]

—

(@) P, = !s[p]|e]&iermi(b;).P; or
(b) P, =X(V)and D(X) = (b/,T",Q) and Q{V /b'} = !s]p][e]&icim;(b;).P/;

l
3. if &,-E[q,-:mi(f}).S,- C U,, then either:
(@) Py = s[p)&ici(q;] mi(l;,-).lDl.’; or

(b) P, =X(V)and D(X) = (V',T’,0) and Q{V /b'} = s[p)&ici[q;) m;(b;).P/;

1
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4. if !&ielq,-:m;(T,-).S,- C Up, then either:

(a) P, = 'S[p]&IEI[ql]m( )P or

(b) P, = X(V) and D(X) = (5,7,0) and Q{7 /H'} = 15[pl&cr(a;] mi(Fy)- P
5. if &ic7q;:m;i(T;).Si, ©.S' C Uy, then either:

(a) P, = s[p)&ci[g;]mi(bi).Pl,®.P"; or

b) P, = X(¥V) and DX) = #,7,0) and Q{V/b} =

S[p] 161[ ]mz( l) Pl 0) PH

6. if EBfg]é],-Imi(Ti).Si C U,, then either:

(@) Py =Yiers[p]® (g mi(Vi).F/ and I D I; or
(b) P, =X(V) and D(X) = (¥,T",0) and O{V /b'} = Licy s[p] @ [g;] mi(V).P!
and/ D I';

7. if end C Up, then P, = 0.

Proof. Similar to lemma . [

Theorem B.6 (Session Fidelity). Assume I'p P :: B with R-fid|(I") and one-role,(P).
Then, ['— implies either:
1. AU P, B st (i) T—=I7; (ii) P:: B — DR P B (iii) T' Fp P :: B'; and
(iv) one-role,(P'); or
2. Phprand VIV st. TSI : T ST/ A A =s:p&g:m A m€R.

Proof. The assumptions are: (A1) I'Fp P :: B; (A2) R-fid,(I'); (A3) one-role,(P).

The proof begins by inferring some structure on both the types and processes, utilizing

lemma
P= |pEIP and T'=To(-I',,s[p] : Up)per -Tu; T ( , ,lemma B.4) (1)
Vpel :T,,s[p]:UpFpPpandc:U ¢TI, ( , ,lemma B3.4) (2)
VgeI\I':P,=0 ( , ,lemma 3.4) (3)
c:U ¢l ( , ,lemma B.4) (4)
Iy; B ( , ,lemma E.4) (5)

The proof now continues by induction on I'—, with a further case analysis on the last
transition action enabling the context reduction. There are three possible cases, where I
is enabled with a reduction by either I T ,or [-OD.

Case -0
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L,,s(p] : Up LILON I,,s[p] : U, (by (), -O) (6)

From this action, the shape of the type can be outlined, since it must contain a branch-

ing type with a defined timeout branch.

&icrq;:mi(T}).S;, ©.8' |U) T U, (by (6), -®) (7)

L =T =To(-I5,s[r] : Ur)rer\(p} ‘Tprslp] : Up-Ty; Ty (by (1), (6),T ) (8)

AR A=A (by (1), (6), -Cong;) (9)
Using lemma B .5, the process can be inferred to have one of two possible shapes.

Subcase P, = s[p|&cs[g;]mi(b;).P,O.P" | Py |---| By

P::B —pg P 0B where: (by subcase hyp., ) (10)
P=P'|P|-|P, |r€1\{p} P, (cont. of (10)) (11)
Lyslpl :Upbp P | P | Py (by , (D, T-, T-&)  (12)
I"'+pP B (by , (8), , =) (13)
one-roley(|, . ¢,y Fr) (by (A3) (14)
one-roley(P" | P |---| B,) (one-role(P,) and by lemma item 1.) (15)
one-role,(P’) (by , ) (16)
Therefore, by (£), , , , the subcase holds.
Subcase P, = X(V) | Py |---| B
D(X) = (¢/,T',Q) and (by lemma 5.5) (17)
0{V /b'} = s[pl&ieila)] mi(5;).Fl, ©.P" (cont. of (17)) (18)
P::B —pg —px P i B where: (by subcase hyp., , ) (19)
P'=P'|P||P|, Ny Pr (cont. of (19))  (20)

The remainder of the subcase is similar to the previous.

Case I’
r,,slp): Up 240 T s[p] : UL (by (1), T-®) (21)

From this action, the shape of the type can be outlined, since it must contain a selection.

Bicrqi:mi(T).Si | Uy T U, (by 21),-Enq) (22)

L — T =To(-T},8[r] : Ur)rep\py - Tpsslpl : Up-Tys Ty (1), 21), T ) (23)

S'|U, CU, (1), 21, T ) (24
Using lemma B.5, the process can be inferred to have one of two possible shapes. The

case continues similar to the previous. This time, the process either matches the type
reduction after two reductions (via and ), or after three reductions (via ,
and ).
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Case I
p&g:m
I,,s(p] : Up nPRd I,,s[p] : U, (by (1), T-Deq) (25)

From this action, the type could have 4 possible shapes. These are: (i) universal re-
ceive; (ii) replicated receive; (iii) reliable receive; (iv) receive with timeout branch.

For (iv), the process can always at least mimic the timeout action, as shown in

r-O,
For (iii), by (¢-R), the dequeue action is on a reliable message. Therefore, by
, it follows that the message is also in the process buffer. The case then follows
similar to the previous cases, where the process mimics the type via either , or
then
For (i) and (ii), by , the message enabling the dequeue action is either in the
process buffer (by ), or has been dropped from the buffer (by ). If the

message is in the buffer, then the proof is similar to that of (iii). If the message is not in
the process buffer, then the process cannot mimic the dequeue action. By induction on
all the above cases, it can be observed that the only types resulting in processes unable to

mimic their actions are replicated types. Thus item 2. of the theorem is satisfied. O
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