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Abstract

Semantic communication (SemCom) represents a paradigm shift that prioritizes conveying
information meaning over traditional bit-level transmission. However, SemCom faces funda-
mental challenges in explicitly and logically characterizing semantics within coding models.
Knowledge graphs (KGs) emerge as a promising solution by encapsulating entity attributes
and relational logic through structured triples of entities and relationships. The multi-modal
nature of KGs, encompassing text, images, and audio data, enables comprehensive semantic
representation across diverse communication scenarios.

Despite their potential, integrating KGs into SemCom systems presents three critical chal-
lenges. First, developing effective methods to align and integrate source data with KG infor-
mation for coherent semantic representations remains complex. Second, reconstructing orig-
inal data from KGs proves particularly difficult under adverse communication conditions.
Third, the KG integration inevitably introduces additional transmission overhead that must
be carefully managed.

This thesis addresses these challenges by designing and optimizing KG-based SemCom
frameworks across multiple data formats. The research comprises five interconnected contri-
butions. The first work establishes a KG-based SemCom framework for video delivery that
provides foundational principles for subsequent VR applications. The second work investi-
gates generative Al-driven SemCom networks incorporating KG utilization. The third work
develops a KG-based SemCom framework for audio delivery in Internet of Sounds environ-
ments. The fourth work presents a comprehensive KG-enabled SemCom framework with
detailed KG fusion methodology. The final work addresses Al safety concerns by proposing
a safeguarded Al SemCom framework for secure SemCom systems.

In conclusion, the work presented in this thesis provides insight into the design of KG-
empowered SemCom systems for multi-modal data transmission, which can be viewed as a

foundational step towards achieving efficient semantic representation and reconstruction.

il
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Chapter 1

Introduction

1.1 Background

According to Shannon and Weaver’s framework [1], communication systems can be classi-
fied into three distinct hierarchical levels as shown in Fig. 1.1: i) technical level; ii) semantic
level; iii) effectiveness level. The foundational level primarily addresses the reliable trans-
fer of symbols between transmitter and receiver, with performance evaluated through bit or
symbol-level transmission accuracy. The intermediate level encompasses the conveyance

and interpretation of semantic content, constituting what is termed semantic communication

(SemCom). The highest level examines how communication effectiveness enables receivers

Effectiveness Level |
Source | Destination
.
Local Cloud Local
Know | edge Platform Know | edge

, Semantic Level ,
Semantic Semantic
Transmitter J L Receiver

Semantic
Noise
—
Channel ‘ Receiver

Technical Level

Figure 1.1: Three levels of communication systems.
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Background Semantic Channel Background

Knowledge

Message Semantic Channel Physical Channel Channel Semantic Message
Encoding Enceding Decoding Decoding

Transmitter Receiver

Knowledge

Figure 1.2: The structure of common SemCom systems.

to execute intended tasks as desired by transmitters.

Conventional communication research are predominantly at the first level, concentrat-
ing on the achieving accurate and efficient symbol transmission, typically quantified in bits,
from source to destination. Such frameworks commonly employ bit-error rate (BER) or
symbol-error rate (SER) as primary performance indicators. The evolutionary progression
from first-generation through fifth-generation systems has yielded transmission rate improve-
ments spanning several orders of magnitude, with system capacities increasingly approaching
theoretical Shannon bounds [2]. However, emerging applications envisioned for future 6G
communication systems, including augmented/virtual reality (AR/VR), autonomous driving,
and metaverse environments, present unprecedented challenges that transcend traditional ca-
pacity limitations. These interconnected systems not only generate massive data volumes
but also demand extensive connectivity across constrained spectral resources while maintain-
ing stringent latency and reliability requirements, thereby creating a fundamental mismatch
between application needs and conventional communication paradigms.

SemCom, deemed as a groundbreaking paradigm shift, addresses these limitations by
operating within the semantic domain, extracting meaningful information while eliminating
redundant, irrelevant, and non-essential data, thus achieving compression while maintaining
semantic integrity. The structure of common SemCom systems is illustrated in Fig. 1.2. Typ-
ically, a transmitter in SemCom begins by extracting the hidden semantics from source data
and then adapting the encoding bits to the wireless channel conditions [3, 4]. The informa-
tion is then transmitted through a wireless channel, with the receiver working to recover the
source’s meaning aiming to minimize semantic ambiguity. Furthermore, SemCom demon-
strates enhanced resilience in challenging channel conditions, particularly low signal-to-noise

ratio (SNR) environments, making it well-suited for reliability-critical applications. These
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considerations drive the development of intelligent communication frameworks that lever-
age semantic understanding to improve both accuracy and efficiency. SemCom also enables
substantial data traffic reduction and proves particularly valuable in bandwidth-constrained
environments, low SNR conditions, or scenarios with elevated BER/SER in conventional

communication systems.

1.1.1 Knowledge Graphs based Semantic Communication Systems

In particular, background knowledge represents a critical element in SemCom systems, typ-
ically stored in the knowledge bases (KBs) of transceivers, fundamentally determining the
accuracy of semantic encoding and decoding processes. Various forms of background knowl-
edge exist, including raw corpora, ontologies, and knowledge graphs (KGs). However, the
majority of existing work treats knowledge background merely as large-scale raw corpora
for pretraining (e.g., sentences, audio clips, and videos), which exhibits weak generalizabil-
ity and limited adaptability. Consequently, these corpus-based approaches suffer from poor
compatibility with heterogeneous data sources and require substantial retraining time when
incorporating new datasets, significantly hindering their practical deployment.

To address these limitations and enhance semantic translation accuracy, we propose re-
placing traditional KBs with KGs that explicitly emphasize structured relationships between
informative knowledge facts. Specifically, we leverage the resource description framework
(RDF) [5], which represents knowledge as factual triples in the form <head, relation, tail>,
capturing explicit relationships between entities. KGs offer several substantial benefits for
SemCom systems. First, KGs provide explicit semantic structures that enable logical rea-
soning and relationship inference, significantly improving semantic disambiguation capa-
bilities. Second, the graph-based representation facilitates efficient knowledge sharing and
fusion across different data modalities, enabling unified semantic encoding for heteroge-
neous sources. Third, KGs exhibit superior generalizability through their structured entity-
relationship representations, allowing seamless integration with new domains without ex-
tensive retraining. Fourth, the relational logic embedded in KG triples enhances robustness
against channel noise by providing contextual constraints for semantic reconstruction. Fi-
nally, KGs enable interpretable semantic processing through traceable entity relationships,
facilitating debugging and optimization of SemCom systems.

Motivated by these substantial benefits that KGs offer for structured semantic represen-
tation, contextual understanding, and robust multimodal communication, the integration of
KGs with SemCom systems has emerged as a critical research direction. Specifically, this

research focuses on KG-empowered SemCom frameworks across three primary data modal-
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Figure 1.3: Examples of triplets in a KG.

ities: text, image and video delivery, which are presented in the following subsections.

1.1.2 Text Delivery

Recently, lots of efforts have been devoted to SemCom transceiver design for text delivery
by leveraging advanced deep learning (DL) techniques, such as Transformers [6] and BERT
[7]. These approaches utilize implicit reasoning methods through self-attention mechanisms
to capture contextual relationships between tokens. While demonstrating promising results,
these methods face several fundamental limitations. First, they represent semantics primar-
ily through attention weights that dynamically shift based on relationships with other tokens
in the sequence, resulting in semantic representations that can be both unstable and diffi-
cult to interpret. Consequently, when these systems encounter syntactic errors introduced by
channel noise during transmission, they may fail to identify and correct these errors. Sec-
ond, their generalization capabilities are inherently limited, as the semantic representations
they develop are constrained by the distribution and characteristics of their training data.
Third, these models require extensive training on large corpora to achieve accurate seman-
tic encoding and update models, leading to considerable computational and energy resource
consumption.

Consequently, we explore KGs in SemCom for text delivery, which provide an explicit
semantic representation method. Unlike attention-based methods, KGs provide structured
frameworks composed of numerous factual triplets that explicitly encode relationships be-
tween entities. These triplets are in the form of (head, relation, tail), where head and tail
are pre-defined entities, and the relation describes the connection between them. For example,
as shown in Fig. 1.3, the triplet (Claude Elwood Shannon, published,” A Mathematical

Theory of Communication™) is a fact predefined in a public KG. In contrast to attention-
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based approaches, KG-based semantic encoding methods facilitate more accurate, stable,
and generalizable semantic representations by incorporating facts in KGs. The structured na-
ture of KGs also enhances logical reasoning and inference capabilities in SemCom systems.
For instance, even if "Claude Elwood Shannon" is syntactically ambiguous, the SemCom
systems can correctly identify the intended entity by leveraging existing knowledge con-
nections to "A Mathematical Theory of Communication" and the "published" relationship
between them. KGs provide explicit entity-relationship structures that facilitate precise se-
mantic disambiguation and enable logical reasoning for correcting transmission errors. The
triple-based representation establishes direct mappings between textual mentions and struc-
tured knowledge entities, supporting efficient reconstruction of complex linguistic structures
without exhaustive corpus coverage. The explicit semantic encoding approach through KGs
enables SemCom systems to effectively resolve polysemy and ambiguity through structured

knowledge representation.

1.1.3 Video Delivery

With the prosperity of multimedia services, it was witnessed that video streaming has occu-
pied approximately 82 percent of all Internet traffic in 2022 [8] to cover a wide range of appli-
cations including live streaming, AR/VR, virtual meeting, etc. To further improve the quality
of services (QoS) for users, ultra-reliable and low-latency communication (URLLC) is re-
quired, especially for real-time video applications. However, since the traditional wireless
video transmission focuses on video compression and recovery via image pixels encoding
and decoding, which consumes unprecedented amount of wireless spectrum and transmis-
sion time. Additionally, it may fail to achieve a satisfactory visual perception due to unstable
wireless channel condition.

Motivated by the aforementioned benefits of KG-based SemCom systems, KG-based
SemCom systems are expected to dramatically reduce transmitted data volume, thereby sig-
nificantly conserving wireless resource consumption [9-11]. This efficiency gain becomes
particularly valuable for bandwidth-intensive video delivery applications. Furthermore, rec-
ognizing that adjacent video frames exhibit strong semantic coupling at the content level,
SemCom can achieve enhanced robustness especially under poor channel conditions by lever-
aging semantic decoders to correctly reconstruct degraded video pixels based on preserved
semantic information from neighboring frames. This semantic-level temporal redundancy ex-
ploitation enables SemCom systems to maintain video quality even when individual frames
experience transmission errors or distortions.

The KGs for videos exhibit greater complexity than textual due to the multidimensional
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nature of visual content. Video KGs represent structured semantic knowledge that captures
complex spatio-temporal relationships within video sequences, fundamentally differing from
the static conceptual representations in textual KGs. Specifically, video KGs encode multiple
interconnected layers of information simultaneously, including object entities with their spa-
tial locations and visual attributes, temporal evolution and motion trajectories across frames,
inter-object relationships such as interactions and occlusions, and hierarchical scene-level

context that provides semantic grounding for the entire sequence.

1.2 SemCom Systems via Generative Al

The training of SemCom models and the construction of comprehensive KGs present signifi-
cant technical challenges that demand substantial computational resources, large-scale anno-
tated datasets, and domain expertise. Traditional SemCom model training requires extensive
paired datasets of source content and corresponding semantic representations across differ-
ent modalities, which are often scarce or expensive to obtain. Similarly, KG construction
involves labor-intensive processes including entity extraction, relation identification, knowl-
edge validation, and ontology alignment, particularly for specialized domains or emerging
applications. These challenges are further compounded when dealing with multimodal data
where cross-modal semantic alignment must be established and maintained.

Generative artificial intelligence (GAI) offers promising solutions to address these chal-
lenges through its remarkable capabilities in automated content generation, semantic under-
standing, and knowledge inference. GAI models, particularly large language models and
multimodal foundation models, can significantly accelerate KG construction by automati-
cally extracting entities and relationships from raw data, generating synthetic training sam-
ples to augment limited datasets, and performing zero-shot or few-shot knowledge inference
to expand KG coverage. Furthermore, GAI techniques enable automated semantic represen-
tation learning without requiring exhaustive manual annotation, facilitate cross-modal knowl-
edge alignment through learned embeddings, and support adaptive KG updates based on
evolving communication contexts. By leveraging GAI’s generative and reasoning capabili-
ties, SemCom systems can overcome data scarcity issues, reduce manual construction efforts,
and achieve more robust semantic encoding and decoding across diverse communication sce-
narios, thereby bridging the gap between theoretical frameworks and practical deployment.

Within the realm of GAI, Al-Generated Content (AIGC), i.e., digital content including
text, image, audio and video is generated by machine learning (ML) algorithms automati-
cally, stands as a notable application in information technology field. Recently, many AIGC

products with high efficiency and knowledgeability meeting the huge demand from people
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on data acquisition, have attracted much attention. One of the most significant reasons is
that AIGC services are capable to deal with large-scale database in a short time due to the ad-
vanced computing ability. For instance, Claude, delivered by Anthropic’s GAI, could process
100,000 tokens of text (equal to about 75,000 words in a minute) by May 2023 [12]. Espe-
cially, some advanced AIGC services are realized by sophisticated multimodal GAI models
which can cope with more than one data formats. A renowned example, ChatGPT-4 [13],
allows users to share images and engage in voice conversations. It significantly enriches the
user experience, offering a more dynamic and interactive form of communication compared
to ChatGPT-3.5’s primarily text-based interactions.

Considering the superiorities of SemCom, it should be expected as a promising paradigm
for AIGC transmission. It is observed that the structure and logic of the AIGC are inher-
ently tied to GAI models, making it possible for meaning inference according to immediate
context. This is highly compatible with the framework of SemCom. Meanwhile, SemCom
systems enable to handle high-volume data and diverse content types with sustainable re-
source consumption, sufficing the needs of intricate AIGC services while alleviating internet
strain. By leveraging the knowledge collected from user’s history and sensing data, SemCom

systems allow more intelligent personalized services.

1.3 AI Safety in SemCom Systems

Beyond the design and optimization of SemCom systems, Al safety emerges as a critical
concern due to the widespread integration of Al models throughout SemCom architectures.
Typically, SemCom systems are inherently safety-critical because communication infrastruc-
ture serves as the foundational backbone enabling numerous safety-critical applications and
services. This criticality becomes particularly pronounced as SemCom systems increasingly
support essential infrastructures including electrical power grids, intelligent transportation
systems, air traffic control networks, autonomous vehicle (AV) coordination, and industrial
automation platforms. These domains demand URLLC to ensure the timely and accurate
exchange of information, where even slight communication errors can lead to severe conse-
quences. SenCom, underpinned by Al models, has emerged as a key enabling technology
to meet the stringent URLLC requirements. Unlike conventional communication systems
that transmit syntactic symbols, SemCom systems transmit task-relevant semantic represen-
tations, which introduces new safety considerations. The semantic encoder and decoder must
jointly ensure robustness and safety, as errors introduced during compression, transmission,
or reconstruction can lead to semantic inconsistencies that traditional error control mecha-

nisms cannot easily detect or correct. Even minor perturbations in semantic representations
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Figure 1.4: Three problems of existing AI models in SemCom networks. The upper layer
demonstrates end-to-end semantic transmission, where problems of “best effort" and over-
confidence arise. The bottom layer represents a real-world dynamic SemCom network. The
combination of network dynamics and the inaccurate output generated at the upper layer
manifests as the “lack of generalization" problem.

can result in significant misinterpretations, making end-to-end integrity critical in safety-
sensitive applications.

Current Al models provide superior semantic processing tools for SemCom systems
through perfect training in ideal and pre-defined communication conditions. However, in
real-world deployment, Al models in SemCom networks face unforeseen network dynamics
and unseen message input that expose critical safety vulnerabilities. Especially, as shown in
Fig. 1.4, these models frequently lack rigorous safeguards to address safety concerns in three

fundamental aspects:

* Al models operate on a "best effort" basis, such as maximum likelihood estimation,
which means that models do their best to produce an output, regardless of whether
it’s reliable. Even when confronted with previously unseen inputs, these models still
generate outputs without guarantees. It is crucial when these models are adopted as
semantic encoders, as it can result in inaccurate semantic information, further affecting

the data reconstruction in semantic decoder.

* Sometimes Al models are overconfident during prediction, assigning high confidence

scores to incorrect outputs. Since these models typically make decisions solely based
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on the highest confidence scores, in the semantic decoder, this overconfidence manifest

S as inaccurate message reconstruction.

* Network dynamics, encompassing changing channel conditions, resource allocation,
and evolving user requirements, are frequent and inherent to SemCom networks. How-
ever, many Al models lack the generalization capabilities to adapt to these dynamic
conditions. Under such network dynamics, the problems of "best effort" basis and
overconfidence become particularly severe. Additionally, the limited generalization
capabilities create specific challenges when dealing with diverse KBs in SemCom net-

works, which is critical to semantic encoding and decoding.

To address these challenges, the concept of "safeguarded AI" is introduced. Safeguarded
Al is a framework aimed at ensuring that Al systems operate under strict safety protocols,
especially in safety-critical applications. Building upon the broader goals of Al safety,
which seeks to create systems that are human-centered, controllable, interpretable, robust,
and aligned with human values, safeguarded Al distinguishes itself by employing mathe-
matical rigor and formal verification methods over empirical safety testing to enforce these
safety objectives. The framework’s core innovation is an external gatekeeper module that
provides mathematical guarantees for keeping Al outputs within proven safety boundaries
[14]. Rather than relying on the model’s internal confidence scores, which are often prone to
overconfidence or "best-effort" decisions, the gatekeeper performs independent assessments
using separate safety criteria. It acts as a safety layer that monitors real-world interactions
and enforces predefined safety boundaries tailored to the system’s intended use. To enable
adaptive evaluation of Al behavior under dynamic conditions, the gatekeeper continuously
collects network condition parameters and simulates prediction distributions. Furthermore, it
can feed the collected real-time data back into the Al pipeline, enriching the training dataset

and thereby enhancing the model’s robustness and generalization performance over time.

1.4 Motivations

The integration of KGs, GAI, and safeguarded AI within SemCom systems demonstrates
immense promise for addressing fundamental challenges in multimodal content delivery, se-
mantic representation accuracy, and system reliability. However, translating this conceptual
promise into practical implementations raises numerous critical design questions that remain
unexplored. First, there is a fundamental disparity between multimodal source data and KGs
in terms of representation formats. Video content consists of temporal sequences of visual

frames with motion dynamics, image data comprises spatial pixel arrangements with visual
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features, and audio signals contain spectral-temporal characteristics, while KGs are struc-
tured as semantic triplets of entities and relationships. These disparate data formats exist in
distinct vector spaces with different dimensionalities and semantic structures, making their
seamless integration and unified encoding in multimodal semantic encoders an extremely
complex task. The challenge becomes even more pronounced when attempting to align visual
objects in videos and images, audio events, and textual entities with corresponding KG nodes
while preserving their inherent semantic relationships. Moreover, GAI techniques demon-
strate remarkable capabilities in semantic understanding, content generation, and multimodal
reasoning, which align well with KG-empowered SemCom requirements. Specifically, the
detailed architectures and methodologies for GAI-driven SemCom frameworks, particularly
for AIGC delivery, require systematic investigation. In the following, we identify and analyze
the key challenges inherent in KG-empowered SemCom systems, which collectively provide

the motivation and foundation for our research contributions.

* KG-based SemCom for Text Delivery How to leverage KG in SemCom systems is
quite challenging. First, there is a fundamental disparity between large-scale textual
corpora (consisting of sentences) and KGs (consisting of triplets). These two data for-
mats exist in distinct vector spaces, making their seamless integration and encoding in
the semantic encoder an extremely complex task. Second, while the fusion of seman-
tics and public knowledge provides more comprehensive information, it also increases
the volume of data to be transmitted, potentially degrading the superiority of SemCom.
Moreover, both semantic and knowledge information are susceptible to distortion from
noise and interference in the physical channel. This raises a critical question: how can
we ensure that the potentially distorted knowledge effectively assists the decoder in

correcting both transmission error and semantic ambiguity?

Previous studies on KG-based SemCom systems [15—17] focus on converting source
data into triplets based on KGs, transmitting these triplets and recovering original data
from triplets. Although these approaches significantly reduce the volume of transmit-
ted data and leverage well-trained large language models for data reconstruction, their
accuracy can be compromised when relying exclusively on transmitted triplets. In such
cases, when entities fall outside the KG’s coverage, their decoder may fail to recon-
struct messages accurately. Moreover, triplet representation is unsuitable for long and
complex sentences. Long sentences with multiple clauses are difficult to capture ac-
curately using these method [18]. As sentence complexity increases, the number of
required triplets grows exponentially, potentially leading to data management and pro-

cessing issues.
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* KG-based SemCom framework for Video Delivery

Despite many superiorities of SemCom-enabled video transmission, there are several
inevitable challenges. It should be first noted that static and dynamic objects may co-
exist in multiple consecutive video frames, where the semantics implicit in each static
object between different frames are normally identical and the change process of each
dynamic object in consecutive frames should be regular. Hence, how to realize efficient
semantic representation and reconstruction for consecutive frames is the first nontrivial
challenge. Besides, signal attenuation and distortion in wireless channels may impose
severe semantic ambiguity on transmitted videos and further greatly affect the final ren-
dered video quality, thus the second challenge should be how to take into account dif-
ferent channel status in SemCom-enabled video transmission. A few pioneering works
on DL-based video transmission in SemCom have been recently presented [6, 19, 20].
The authors in [6] design a deep joint source-channel coding (JSCC) framework aim-
ing at transmitting semantics of the whole video over arbitrary wireless channels. [19]
focuses on transmitting keypoints for semantic video conferencing and proposes an
incremental redundancy hybrid automatic repeat-request framework to adapt varying
channels. Furthermore, [20] discusses the prospect of URLLC in semantic VR deliv-
ery between the mobile edge computing server and VR users. However, these works

do not leverage KGs in semantic encoding and decoding processes.

* GAl-driven SemCom framework A fundamental limitation of conventional SemCom
systems is that, despite their ability to extract and transmit task-relevant semantic fea-
tures, the receiver remains entirely dependent on what is explicitly sent over the chan-
nel. Every detail that must appear in the reconstructed output must, in some form, have
been transmitted from the source. This constraint places a hard floor on the commu-
nication overhead that semantic compression alone cannot overcome, particularly for
high-dimensional data modalities such as images, video, and audio, where perceptual

quality demands rich and detailed reconstruction.

Generative Al fundamentally breaks this constraint by enabling a paradigm we term
’Communicate less, synthesize the rest’. Rather than transmitting a compressed but
complete representation of the source content, a GAl-empowered SemCom system
transmits only the most compact semantic essence, such as structural layouts, object re-
lationships, or high-level scene descriptions, and relies on a powerful generative model
at the receiver to synthesize the remaining perceptual detail from learned priors. This
shifts a significant portion of the communication burden from the channel to the re-

ceiver’s generative capacity, achieving transmission efficiency that is fundamentally
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beyond the reach of non-generative approaches.

To appreciate the practical significance of this distinction, consider a direct comparison
between generative and non-generative SemCom under the same channel conditions
and bandwidth constraints. Non-generative systems, which reconstruct outputs deter-
ministically from received features, suffer progressive degradation in perceptual met-
rics such as PSNR and SSIM as bandwidth decreases, since fewer transmitted features
means less information available for reconstruction. Generative systems, by contrast,
can maintain substantially higher perceptual quality at the same or lower transmission
overhead, because the generative model compensates for missing transmitted informa-
tion through synthesis. Furthermore, by reducing the volume of data that must traverse
the channel, generative SemCom can also achieve lower end-to-end latency, a critical
advantage in delay-sensitive applications. These performance dimensions, namely re-
construction quality, bandwidth efficiency, and transmission latency, collectively define
the space in which generative SemCom offers measurable and systematic gains over its

non-generative counterparts, and motivate the framework developed in this thesis.

However, the synthesis of SemCom and GAI in intelligent wireless communication
networks inevitably encounters many challenges, including:

Challenge 1: How to construct the SemCom systems fusing GAI to process any
data format? The associated semantics are produced and interpreted by GAI through
semantic encoder/decoder in SemCom. However, basic data processing falls short of
meeting the demands posed by data-intensive AIGC services, necessitating the use of
multimodal algorithms to handle diverse data types. Additionally, the computational
time and power required for training must be factored in. During transmission, chan-
nel encoders and decoders should adaptively compress semantic information based on
varying channel conditions.

Challenge 2: How to measure the effectiveness of information generated by GAI in
SemCom-based networks? As SemCom emphasizes the conveyed message’s mean-
ing rather than transmitted bits, conventional performance indicators derived from
Shannon’s framework, are not suitable for evaluating SemCom networks [21]. To offer
enhanced services, information effectiveness measurement is tied to the achievement of
specific objectives and time. Additionally, interactions now incorporate both human-to-
machine and machine-to-machine, moving beyond just human-to-human communica-
tion. Thus, determining appropriate metrics considering different goals and scenarios,
poses another challenge.

Challenge 3: How to manage SemCom-based networks with GAI technologies?

The rising ubiquity of ML tools across all network nodes necessitates coordinated
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management of resources for computation, communication, and control. Significantly,
SemCom heavily relies on background knowledge for semantic representation and in-
terpretation. In this context, knowledge can be considered a resource that requires
storage and bandwidth costs for construction and sharing. However, devices with lim-
ited storage capacity may need to reduce the size of their KBs. Furthermore, finding
the right balance between knowledge freshness and update cost is crucial, as updating
the KBs too frequently incurs high costs, while updating it too infrequently may result
in outdated or stale knowledge. Consequently, the development and implementation of
efficient knowledge management strategies are essential in SemCom-based networks,

presenting the third challenge.

» Safeguarded AI As Al systems become increasingly autonomous and deeply embed-
ded in critical infrastructure, ensuring their safe and reliable operation has emerged as
a fundamental challenge. In semantic communication networks, this challenge is par-
ticularly acute: the Al-driven components responsible for semantic encoding, decod-
ing, and inference are not only complex and opaque, but their failures can propagate
directly into communication errors, misinterpretations, or unintended actions at the ap-
plication layer. Unlike traditional communication systems where failures are largely
bounded and predictable, an unsafe or unverified AI component in a SemCom network
can compromise the integrity of the entire transmission pipeline. Moreover, the ab-
sence of formal safety guarantees in Al-driven SemCom systems makes it difficult to
certify their behavior under distribution shifts, adversarial conditions, or unforeseen
operational contexts. These vulnerabilities highlight a critical gap: while the commu-
nication community has embraced Al as a powerful tool for semantic processing, the
rigorous safety frameworks necessary to govern its deployment remain largely absent.
Addressing this gap requires moving beyond performance-driven design and estab-
lishing principled mechanisms that can provide verifiable, bounded guarantees on Al

behavior within SemCom networks — a challenge that this dissertation directly tackles.

1.5 Objectives

This thesis is driven by the need to overcome several key challenges that hinder the practical
deployment of KG-empowered SemCom systems. The primary objective is to systemati-
cally explore and propose innovative solutions that enable the effective integration of KGs in
enhancing SemCom performance across diverse data modalities.

First, the research objectives of the first work are to develop an efficient semantic video
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transmission framework that addresses key challenges in wireless communication systems.
The primary objective is to design a semantic segmentation methodology that can accurately
detect and recognize dynamic objects and static backgrounds within video frames while con-
structing semantic location graphs (SLGs) to capture spatial relationships and extract mean-
ingful semantics. A secondary objective is to optimize data transmission efficiency by intel-
ligently separating video content into environment and behavior segments, thereby reducing
transmission overhead by requiring only one environment frame and select key behavior seg-
ments. Additionally, the work aims to develop robust frame interpolation techniques at the
receiver that can accurately reconstruct original video content using transmitted segments and
semantic information. Finally, the research objectives include demonstrating improved per-
formance metrics in terms of data volume reduction, processing efficiency, and video qual-
ity enhancement, particularly under challenging low SNR conditions compared to existing
benchmark methods.

Second, the research objectives of the second work are to develop and validate the first
comprehensive GAI-driven SemCom framework specifically designed for AIGC delivery
systems. The primary objective is to establish a complete framework architecture that in-
tegrates SemCom systems with GAI algorithms, including the definition of essential compo-
nents, key performance indicators, and network management methodologies. A critical ob-
jective involves conducting systematic taxonomic analysis of GAI models across unimodal
and multimodal domains, categorizing them into distinct operational classes to enable tar-
geted optimization strategies. The work aims to formulate mathematical foundations and
design optimized transceivers that maximize SemCom’s benefits for AIGC delivery appli-
cations. Additionally, the research objectives include developing comprehensive evaluation
methodologies for AIGC information effectiveness through task-oriented systems, age of in-
formation (Aol), value of information (Vol), and causal control frameworks. Furthermore,
the study seeks to create innovative architectures and algorithms for joint optimization of
communication and computing resources while establishing robust knowledge management
protocols encompassing construction, updating, and sharing mechanisms. Finally, the re-
search aims to demonstrate practical viability through comprehensive use case analysis across
diverse application domains including autonomous driving, smart cities, and Metaverse envi-
ronments.

Third, we investigate how to exploit knowledge in SemCom to enhance transmission re-
liability through the integration of contextual information and KGs. In particular, first, our
framework simultaneously embeds tokens of source data and the aligned KG entities. As
such, it is able to capture contextual information from the source, which differs fundamen-

tally from previous KG-based SemCom methods. Second, during semantic decoding, our
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framework can reconstruct data by reasoning from the contextual and knowledge relation-
ships. This reasoning approach allows for more accurate prediction of missing or distorted
tokens learning from contextual and knowledge relationships. Third, our hybrid approach en-
sures that even when entities fall outside the KG, overall accuracy remains relatively stable,
as the textual encoder provides an effective fallback mechanism for handling new entities.
Finally, our hybrid transmission method efficiently processes long and complex sentences
that traditional triplet-based approaches struggle to represent.

Eventually, the research objectives of the final work are to develop and implement a
comprehensive safeguarded Al framework that ensures the safety and security of SemCom
systems. The primary objective is to design a robust safeguarded Al architecture compris-
ing three essential components: world model development for environmental understanding,
safety specifications for operational constraints, and gatekeeper mechanisms for monitoring
and control within SemCom systems. The work aims to establish clear design principles for
each framework component specifically tailored to SemCom requirements and constraints.
A critical objective involves proposing an integrated safeguarded Al-driven SemCom frame-
work that combines safety mechanisms with SemCom capabilities, including detailed archi-
tectural design and practical implementation methodologies. Additionally, the research seeks
to validate the proposed framework’s effectiveness through comprehensive simulation studies
that demonstrate measurable improvements in semantic accuracy compared to conventional
SemCom approaches. Finally, the work aims to establish foundational principles for safe Al
integration in SemCom systems, providing a benchmark for future developments in secure

and reliable SemCom technologies.

1.6 Research Contributions

The aforementioned objectives indicate that this thesis aims to promote further theoretical
research and industrial applications of KG-driven SemCom by systematically addressing the
fundamental challenges that arise in its practical deployment across diverse data modalities.
Rather than treating these challenges in isolation, the contributions of this thesis collectively
build toward a comprehensive SemCom framework that progresses from efficient multimodal
semantic transmission, through Al-driven content generation and delivery, to rigorous seman-
tic representation and, ultimately, to guaranteed operational safety.

Toward this end, we first establish the foundation for efficient multimodal semantic trans-
mission by proposing VISTA, a novel Vldeo transmission framework over Semantic com-
municaTion Approach. VISTA addresses the core challenge of transmitting semantically

rich video content over bandwidth-constrained wireless channels by integrating three tightly
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coupled modules: a semantic segmentation module that detects and recognizes dynamic ob-
jects and static backgrounds, a JSCC module that manages SNR-adaptive wireless transmis-
sion, and a frame interpolation module that accurately reconstructs video at the receiver using
transmitted segments and semantic scene graphs. Critically, VISTA introduces an SLG-based
representation that separates video frames into environment segments and behavior segments,
enabling dramatic reductions in transmitted data volume without sacrificing perceptual qual-
ity. Performance evaluations on real video datasets confirm VISTA’s superiority in data vol-
ume reduction, processing efficiency, and quality enhancement, particularly under low SNR
conditions.

Building upon this efficient transmission foundation, we then confront the emerging chal-
lenge of integrating generative Al into SemCom systems. As GAI models become capable
of synthesizing high-quality multimodal content, a new paradigm arises in which SemCom
networks must not only transmit existing data but also manage the delivery and coordination
of Al-generated content. To this end, we present a pioneering GAI-driven SemCom frame-
work for AIGC delivery, representing the first comprehensive investigation into framework
architecture, components, key performance indicators, and network management approaches
for this integration. This contribution provides a systematic taxonomic review of GAI models
from unimodal and multimodal perspectives, formulates the mathematical theory underpin-
ning SemCom’s benefits for AIGC delivery, and introduces novel architectures for optimizing
communication and computing resource allocation alongside knowledge construction, updat-
ing, and sharing protocols. The framework’s practical value is validated through diverse use
cases including autonomous driving, smart cities, and Metaverse environments.

However, efficient transmission and GAl-enhanced delivery alone are insufficient if the
underlying semantic representations are ambiguous or unreliable. This motivates our third
contribution, which addresses the theoretical and architectural foundations of semantic fi-
delity through a rigorous KG-based SemCom design. We mathematically model KG-SemCom
and formulate the semantic channel capacity problem, explicitly accounting for syntactic
channel equivocation and semantic ambiguity in both encoding and decoding. To minimize
semantic ambiguity, we design a comprehensive semantic representation network leveraging
KGs through a dual-component architecture comprising textual and knowledge encoders at
the transmitter, and symmetrically, textual and knowledge decoders at the receiver that enable
syntactic error correction through contextual and knowledge-based reasoning. Comprehen-
sive simulations on open datasets demonstrate significantly improved accuracy for both sen-
tence tokens and named tokens, establishing a principled semantic representation layer upon
which reliable SemCom systems can be constructed.

Yet, even a semantically accurate and efficiently designed SemCom system cannot be
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trusted for deployment in safety-critical applications unless its Al-driven components oper-
ate within verifiable behavioral bounds. This recognition motivates our final and culminating
contribution, which guarantees the safety of the end-to-end SemCom system through a safe-
guarded Al framework. We present an architecture comprising three major components,
namely the world model, safety specifications, and gatekeepers, and explain their design
principles in the SemCom context. A safeguarded Al-driven SemCom framework is then
proposed, with simulation results from a case study demonstrating significant improvements
in semantic accuracy compared to conventional methods. This contribution closes the loop of
the thesis: having established efficient transmission, intelligent content delivery, and reliable
semantic representation in the preceding contributions, we now ensure that the entire system
operates safely and accountably, thereby completing the path from foundational semantic

communication design to trustworthy real-world deployment.

1.7 Thesis Outline

The rest of this thesis is as follows. In Chapter 2, we explore relevant literature across five key
areas: semantic representation techniques in natural language processing (NLP), KG integra-
tion within DL models, generative artificial intelligence architectures, information-theoretic
foundations for SemCom, and transceiver design methodologies in SemCom systems.

Chapter 3 investigates how to leverage knowledge in SemCom systems to enhance trans-
mission reliability through the integration of contextual information and KGs. A KG-SemCom
framework for text delivery is then presented, followed by detailed explanations of the KG
fusion-based transceiver design methodology. Finally, simulation results are provided to val-
idate the proposed framework’s effectiveness.

Chapter 4 presents the architecture of an SLG-based SemCom system and describes the
corresponding challenges addressed. The implementation details are subsequently provided,
including the design of key modules and their operational mechanisms. Evaluation results
are then presented to demonstrate the performance and effectiveness of the proposed model.

Chapter 5 presents a GAl-driven SemCom framework specifically designed for AIGC
delivery. The chapter conducts a thorough investigation of AIGC information effectiveness
from three critical perspectives: task-oriented systems, Aol, Vol, and causal control mecha-
nisms. Furthermore, a novel architecture and associated algorithms are introduced for opti-
mizing communication and computing resource allocation alongside knowledge management
strategies, encompassing knowledge construction, updating, and sharing protocols necessary
for operating and maintaining GAI-driven SemCom networks.

Finally, Chapter 6 presents conclusions summarizing the key contributions and findings
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of this thesis, followed by an outlook on promising future research directions for SemCom

systems.



Chapter 2

Overview and Literature Review

2.1 Semantic Representation in Natural Language Process-
ing

The techniques of semantic coding can be derived from some eminent works in NLP. The
most fundamental step is word embedding which translate human language into a form that
machine can understand. Primarily, [22] computed semantic similarity between two entities
represented by bag of words (BOW). However, BOW is lack of complexity and it ignore
the association with the context. Later, [23] proposed a new representation method named
word2vec which combines skip-gram and continuous bag of words (CBOW) algorithms aim-
ing at training huge corpus and improve the translation accuracy at much lower computa-
tional cost. Furthermore, it embeds words into high dimensional vector space and explore
the subtle semantic relationship between words. But it also suffer from the syntactic and
synonymous problems. As a great solution, Transformer [24] was delivered with attention
mechanism which is capable to capture the underlying meaning of words. Attention is the
weight between each words and it can recognize synonyms. Notably, The position embed-
ding also contributes to researching on the relationship between adjacent sentences. Bidirec-
tional encoder representations from Transformers and BERT are promoted from transformer
with masked language model (MLM). It can implement various NLP tasks including name
entity recognition (NER), question answering and language inference after pretraining and

fine-tuning.

19
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2.2 Knowledge Graph in Deep Learning Models

In SemCom, KBs play the important role for transmitter and receiver which support them to
encode and decode the semantic meaning. KG is constructed before the communication and
they are expected to upgrade from the Cloud/edge which gathers the global shared knowl-
edge. Commonly, KB is the same as KG, like in our project. However, there are some kinds
of KB unqualified as KGs. [25] defines KG as a structured representation of facts, consist-
ing of entities, relations and semantic descriptions. Specifically, entities are the objects and
abstract concepts in the real world. Relationships represent the relationships between en-
tities, semantic descriptions of entities and their relationships contain types and properties.
Generally, KG is a directed graph including the nodes representing the entities and the lines
representing the relations which have properties and attributes as well. There are many fa-
mous real-world KGs product, i.e. WordNet [26], Freebase [27], DBpedia [28], Wikidata
[29], Microsoft’s Satori and Google’s Knowledge Graph [30]. The latest research focus on
knowledge representation learning (KRL) or knowledge graph embedding (KGE) whose goal
is mapping entities and relations into low-dimensional vectors which helps us extract the se-
mantic information more easily and efficiently [31, 32]. Therefore, knowledge in KG can be
compressed as a triple in the form like (head, relation, tail) or (subject, predicatem object)

under the resource description framework (RDF) [25].

2.3 GAI Models in SemCom

Non-GAI has been extensively explored as the algorithmic backbone of SemCom systems,
with a range of discriminative and sequential modeling approaches proposed to extract,
encode, and reconstruct semantic content. The most prominent line of work centers on
autoencoder-based JSCC systems [33], in which a neural encoder at the transmitter com-
presses source data into compact semantic features and a paired decoder at the receiver de-
terministically reconstructs the original content from the received representation. The land-
mark DeepSC [2] system exemplifies this paradigm, employing Transformer encoders and
decoders to maximize semantic fidelity by minimizing sentence-level errors rather than bit-
level distortions, without any generative capacity at the receiver. For visual modalities, con-
volutional neural networks (CNNs) [34] have been widely adopted for semantic feature ex-
traction, segmentation, and object detection at the transmitter, with symmetric CNN decoders
reconstructing visual content from transmitted feature maps, where reconstruction quality is
directly bounded by the richness of what was sent. For sequential modalities such as text and

speech, recurrent neural networks (RNNs)[35] and long short-term memory (LSTM) [36] net-
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works have been employed to encode temporal semantic dependencies into fixed-dimensional
representations, with symmetric recurrent decoders recovering the original sequence at the
receiver. Beyond transceiver design, graph neural networks (GNNs) [37], including graph
attention networks and graph convolutional networks, have been applied in knowledge graph-
based SemCom to encode relational semantic structures into embeddings that preserve entity
and relationship information across the channel. At the network management level, rein-
forcement learning (RL) [38] has been leveraged for adaptive resource allocation, dynamic
bandwidth management, and channel-aware transmission scheduling, optimizing semantic

transmission policies without contributing to content reconstruction.

2.3.1 GAI Models

While non-generative SemCom systems have demonstrated promising gains in transmission
efficiency by extracting and compressing task-relevant semantic features, they are funda-
mentally constrained by a hard dependency on received information: the receiver can only
reconstruct what has been explicitly transmitted, meaning that perceptual quality degrades
inevitably as channel bandwidth decreases or channel conditions deteriorate. This ceiling
becomes especially pronounced for high-dimensional modalities such as images, video, and
audio, where faithful reconstruction demands rich representational detail that compression
alone cannot preserve at low transmission rates. GAI offers a principled escape from this
constraint by equipping the receiver with the capacity to synthesize perceptual detail that was
never transmitted at all, drawing instead on learned priors about the structure and statistics
of natural data. Under this paradigm, the transmitter need only convey a compact semantic
essence, such as structural layouts, object identities, or scene-level descriptions, while the
generative model at the receiver reconstructs a perceptually faithful output by filling in the
missing information through synthesis. Specifically, the semantic information can be created
by two kinds of GAI models, i.e., unimodal and multimodal models. Unimodal generative
models focus on learning the distribution within a single modality and generating new sam-
ples that resemble the training data. In contrast, multimodal generative models learn the joint
distribution across multiple modalities simultaneously, capturing the relationships and depen-
dencies between them to generate samples that exhibit coherence and alignment among the
modalities.

As shown in Table 3.2, we classify unimodal models based on the type of input data they

work with, including text, vision (image and video) and audio.
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Text-to-Text

Text-to-text GAI models are particularly effective in tasks like text generation, machine trans-
lation, summarization and question-answering (QA). These models can be divided into four
categories: autoregressive models, variational autoencoder (VAE)-based models, generative
adversarial network (GAN)-based models and diffusion-based models.

Autoregressive models, such as sequence-to-sequence (Seq2Seq) models [39-42] and
Transformer-based models [43-46], process text sequences and predict the next textual el-
ement based on the previously generated text. Particularly, Seq2Seq models are designed to
handle variable-length input and output sequences with the architectures such as LSTM [36],
RNN [35], and gated recurrent unit (GRU) [47]. They are straightforward to train but tend
to generate generic text. Transformer-based models are stemmed from Transformers [48],
have become the backbone of many state-of-the-art GAI models (e.g., GPT 2-3 [43, 44],
bidirectional encoder representations from Transformers, BERT [45], and TS5 [46]) with their
self-attention mechanism, excelling at handling long-range dependencies in text. Although
autoregressive models can generate high-quality and coherent outputs, their sequential gen-
eration process often results in slower inference times compared to other types of generative
models.

VAE-based models [49-52] function by encoding an input sequence into a fixed-dimensional
representation and subsequently decoding it. They provide a probabilistic framework for
learning latent representations and can be used for controlled text generation by manipu-
lating the latent space. However, they struggle to capture long-range dependencies in text
sequences due to their use of fixed-size latent representations. GAN-based models [53-57]
are featured by GAN which consists of two neural networks, a generator and a discriminator,
that compete with each other utilize a game-theoretic approach. Most of these GAN-based
models and VAE-based models mentioned before employ RNNs in their generator and dis-
criminator/encoder and decoder to generate text. Though GAN-based models can generate
more diverse and generative content, they may be more challenging to train.

Diffusion-based models, originally designed for image generation, have recently been
adapted for text generation tasks [58, 59]. These models learn to generate text by iteratively
denoising a sequence of randomly corrupted text samples. At each step, these models learn
to recover the original data distribution by estimating the noise that was added and removing
it from the corrupted input. However, these models are computationally expensive and have

a slower sampling process compared to other generative models.
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Table 2.1: Overview of state-of-the-art AIGC applications and models.

Model Types

AIGC Applications

GAI Models

Model Architectures

Uni-

modal

Text-to-Text

ChatGPT-3.5 [60],
Bing AI [61],

Megatron-Turing NLG [62],

Claude 3 [63]

[39-42], GPT-2,3 [43, 44],
BERT [45], T5 [46],
[49-52], SeqGAN [53], [54, 55],
VGAN [56], TranGAN [57],
Diffusion-LM [58], DiffuSeq [59]

Autoregressive models,
VAE, GAN,

Diffusion models

Vision-to-Vision
(Image-to-Image,

Video-to-Video)

PaintMe.Al [64],
Vizcom [65],
Steve.Al [66]

PixelRNN [67], PixelCNN [68],
IntroVAE [69], VQ-VAE-2 [70],
CycleGAN [71], StyleGAN [72],
CVAE-GAN [73], Zero-VAE-GAN [74],
Glow [75], Real NVP [76], DDPM [77],
DDIM [78], MoCoGAN[79], [80]

Autoregressive models,
VAE, GAN,
Flow-based models,

Diffusion models

Audio-to-Audio

Murf. AT [81],
Resemble.Al [82],
MetaVoice [83]

WaveNet [84], SampleRNN [85],
GANSynth [86], WaveGAN [87],
SpecGAN [88], VAE-VC [89],
ArchiSound [90]

Autoregressive models,
VAE, GAN,

Diffusion models

Multi-

modal

Autoregressive models,
GAN, VAE,
Flow-based models,

Diffusion models

Transformer, VAE, GAN,
CNN-RNN models

DALL-E 2 [91], DALL-E [94], DALL-E 2 [95],
Text-to-Image NightCafe [92], Magic3D [96], DreamFusion [97],
Dream Studio [93] Imagic [98], Uni-ControlNet [99]
Synthesia [100], Phenaki [103],
Text2X | Text-to-Video Pictory [101], CogVideo [104],
Make-A-Video [102] Tune-A-Video [105]
. Murf AI [106], .
Text-to-Audio Tacotron [108], AudioLM [109]
PlayHT [107]
Image-to-Text Transkribus [110] VisualGPT [111], ViT[112]
. Google Cloud
X2Text | Video-to-Text UniVL [113], VideoCLIP [114]
Video Intelligence API
Audio-to-Text Speak AI [115] DeepSpeech [116], wav2vec 2.0 [117]
Speech-to-Text | Siri [118], Xiaolce [119],
Voice Pipelines involving ASR,
and Google Assistant [120],
Bots NLU and NLG models [122]
Text-to-Speech Amazon Alexa [121]

Autoregressive models,

GAN, VAE, RL
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Vision-to-Vision

Vision-to-vision GAI models, which consist of image-to-image and video-to-video models,
are utilized in tasks like photo/video editing, medical imaging, and altering facial expressions.
Most of these models are built on convolutional neural networks (CNNs) to capture spatial
hierarchies and local patterns in images and videos.

In particular, image-to-image models can be broadly classified into five categories: au-
toregressive models, VAE-based models, GAN-based models, flow-based models and diffusion-
based models. Autoregressive models, such as PixeRNN [67] and Pixel CNN [68], treat an
image as a sequence of pixels, capture the local dependencies and patterns, and predict the
value of each pixel based on the previously generated pixels with a lower speed. VAE-based
models, such as IntroVAEs [69] and VQ-VAE-2 [70], aim to make the latent vectors of image
encoding follow a Gaussian distribution. They allow for parallel image generation, while
the images they generated may be blurry and lack sharp details. GAN-based models, like
CycleGAN [71] and StyleGAN [72], make the distribution of the generated images increas-
ingly similar to that of the real images. While they have demonstrated the ability to generate
clear and realistic images, they still face challenges, including a lack of diversity in the gener-
ated outputs and potential instability during the training process. Therefore, some works like
CVAE-GAN [73] and Zero-VAE-GAN [74] combine VAE and GAN models for improved
generation quality and stable training.

Flow-based models, such as Glow [75] and real NVP [76], generate images by learning
an invertible transformation between the data distribution and a known distribution, typically
a Gaussian distribution. These models have demonstrated improved quantitative performance
as measured by logarithmic likelihood, while they may have limited expressiveness and a re-
duced ability to capture long-range dependencies in the data. Diffusion-based models, such
as denoising diffusion probabilistic models (DDPM) [77] and denoising diffusion implicit
models (DDIM) [78], learn to generate a clean image by reversing a gradual noising pro-
cess. Despite their impressive results in image generation tasks, diffusion-based models have
some disadvantages, including high computational complexity, slow inference speed, lack of
explicit latent representation and significant memory requirements.

Video-to-video GAI models are designed to tackle various video processing tasks, such
as video super-resolution, video inpainting and video denoising. Similar to image-to-image
models, video-to-video models can employ autoregressive models, VAE-based, GAN-based,
flow-based and diffusion-based models as well. MoCoGAN [79] and the video diffusion
model proposed in [80] are two notable examples. MoCoGAN, a GAN-based model, gener-
ates videos by decomposing the video generation process into separate motion and content

components, whereas the video diffusion model, a diffusion-based approach, produces real-
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istic and diverse video clips from random noise through an iterative denoising process.

Audio-to-Audio

Audio-to-audio GAI models can generate new sounds based on input audio for the tasks of
music generation, speech synthesis, audio editing, etc. Some of these models work directly
with raw audio waveforms or other audio representations. Examples include autoregressive
models, such as WaveNet [84] and SampleRNN [85], as well as GAN-based models, like
GANSynth [86] and WaveGAN [87]. On the other hand, some audio-to-audio GAI models
first transform the audio data into a visual representation, such as a spectrogram or mel-
spectrogram. They allow the audio data to be treated as an image, enabling the use of well-
established image-based generative models, including GAN, VAEs, and diffusion models.
SpecGAN [88], VAE-VC [89], and ArchiSound [90] are examples of GAN, VAE, and diffu-
sion models respectively. By leveraging the success of these image-based models, researchers
can generate, manipulate, and analyze audio data in the visual domain before converting the

results back into the audio domain.

2.3.2 Multimodal Models

The majority of current popular AIGC services like DALL-E 2 are empowered by multimodal
GAI models. Compared with unimodal GAI models, multimodal ones are more complex
and versatile to process multiple types of input and output. Text data, being simple and
interpretable, are often used in multimodal GAI models as textual labels or descriptions to
provide supervision for training image and audio models. By leveraging the associations
between text and other modalities, multimodal models can learn to generate or manipulate
data across different modalities. Thus, we categorize multimodal GAI models into three main
categories: text input (text2X), text output (X2text), and voice conversation (voice bots) as
shown in Table 3.2.

Text-to-X

Text-to-X GAI models transform textual input into diverse output formats, such as images,
videos, and audio. Text-to-image models interpret the semantic content of the input text and
generate corresponding visual representations. To achieve the complex task of translating
text into images, most text-to-image models [94, 95, 98, 99] employ a two-stage architec-
ture that integrates a text understanding model and an image generation model. Particularly,
DALL-E [94] and DALL-E 2 [95] leverage Transformer-based architecture to process and
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understand the input text. However, DALL-E uses a discrete VAE and DALL-E 2 uses a hi-
erarchical vector quantized (VQ)-VAE to generate high-resolution images with fine-grained
details. DALL-E 2 also incorporates a diffusion model which is conditioned on the input text
using a contrastive language-image pre-training (CLIP)-like encoder. Besides, Magic3D [96]
can create high quality 3D mesh models based on text prompts by improving the design of
diffusion models in DreamFusion [97].

Text-to-video models generate dynamic multi-frame videos that include motion and tem-
poral coherence. A popular approach is to generate videos from text sequence-to-sequence,
like Phenaki [103], where video tokens are predicted from the paired text embeddings using a
bidirectional Transformer architecture. While this approach can generate high-quality video,
it requires substantial computing resources. Another approach is to generate sequential im-
ages using text-to-image models and connect or interpolate them to generate a video, such as
CogVideo [104] and Tune-A-Video [105].

Text-to-audio models learn the mapping between text and audio, allowing them to synthe-
size natural-sounding speech for any given text input. A famous example is Tacotron [108],
which is a Seq2Seq model that maps character embeddings to mel-scale spectrograms, which
are then converted to audio using a vocoder like WaveNet or Griffin-Lim. Another exam-
ple is AudioLM [109], which can produce speech extensions that are both syntactically and

semantically coherent through a multi-stage Transformer-based language model.

X-to-Text

In contrast to the text-to-X models, X-to-text GAI models enable accurate interpretation
and generation of descriptive textual content from diverse input modalities, such as images,
videos and audio.

Image-to-text and video-to-text GAI models are trained on the relationship between vi-
sual content and its corresponding textual representation. For example, VisualGPT [111] and
vision Transformer (ViT) [112] leverage Transformer-based architecture to generate textual
descriptions from image features. Moreover, video-to-text models can capture temporal in-
formation from the sequential frames of a video. UniVL [113] and VideoCLIP [114] are
two examples, both of which utilize Transformer-based architectures. UniVL leverages the
self-attention mechanism to capture the relationships between video frames and text tokens,
while VideoCLIP extends the contrastive learning approach of the CLIP model to the video
domain.

Audio-to-text models, also known as speech recognition models, focus on transcribing
spoken language into written text. These models can learn the relationship between acoustic

features extracted from audio signal and textual description, e.g., DeepSpeech [116] and
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wav2vec 2.0 [117]. To recognize speech, DeepSpeech employs an RNN-based system that
directly maps input audio spectrograms to textual transcriptions, while wav2vec 2.0 utilizes
a Transformer-based architecture that learns powerful representations from masked speech

input in the latent space.

Voice Bots

Voice bots, also known as voice-based chatbots or voice assistants, enable voice conversation
in human-computer interaction [123]. Several products have been widely used, like Ama-
zon’s Alexa [121], Apple’s Siri [118], and Google Assistant [120]. Basically, voice bots
interpret user’s spoken input through automatic speech recognition (ASR) algorithms, and
convert the audio into text. This text is then processed using natural language understanding
(NLU) techniques to understand the intent and context behind the user’s query. Once under-
stood, voice bots generate a response which converts the text back into human-like speech

through natural language generation (NLG) algorithms [122].

2.3.3 GAIL AIGC in SemCom systems

Considering the collaboration between GAI and SemCom, the authors in [124] propose a
framework of GAl-assisted SemCom network that integrates global and local GAI with se-
mantic coding models in a collaborative cloud-edge-mobile design. Moreover, the authors
in [125] propose a GAl-aided SemCom framework without necessitating joint training with
a reduction in both computational complexity and energy cost compared to conventional
SemCom methods. Advancing this line of work, the authors in [126] investigate genera-
tive SemCom with foundation models, conducting perception-error analysis and developing
a semantic-aware power allocation strategy that explicitly accounts for perceptual quality at
the receiver. Complementing this, the authors in [127] address the practical challenge of
transmission delay by proposing a latency-aware generative SemCom framework built upon
pre-trained diffusion models, demonstrating that high-quality semantic reconstruction can be
achieved while satisfying stringent latency constraints. Furthermore, the authors in [128]
propose a token communication framework driven by large models, enabling cross-modal
context-aware semantic communications that adaptively extract and transmit semantic tokens
across different data modalities. These works delve into the detailed frameworks of SemCom
networks assisted by GAI, but without extensive discussions on information effectiveness and

knowledge management in wireless networks.
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2.4 Information Theory for SemCom

Information theory plays a crucial role in understanding and modeling communication sys-
tems. For SemCom systems, semantic information theory (SIT) provides a mathematical
framework to quantify the amount of information being exchanged, assess the capacity of
communication channels, and determine the optimal coding schemes to minimize errors and
maximize efficiency. The goal of SIT is to quantify, measure, and optimize the semantic con-
tent of messages, taking into account the context, purpose, and impact of the communicated
information. Recently, SIT has evolved over offering a broader range of perspectives on the
core nature of semantic information. The authors in [129] introduce a unique theory on se-
mantic information, emphasizing its distinct position within the information trinity. From
a physics standpoint, the work of [130] characterizes semantic information as the syntactic
data between a system and its surroundings, which causally aids the system’s ongoing opera-
tion. The work of [130] later provides a layered interpretation of semantic information across
various strata of communication systems, and employs semantic entropy used in [131] for its
assessment.

Particularly, central to this theory are the concepts of semantic entropy and semantic-
aware channel capacity. Derived from information entropy developed by Shannon, semantic
entropy quantifies the amount of semantic information contained in a message, considering
factors such as the semantic similarity between symbols or the relevance of the information
to the intended receiver [4]. The authors in [132] primarily measure the semantic information
using the degree of confirmation. Then, the authors in [133] explain the theory of SemCom
and the entropy-based quantification of semantic information. Semantic-aware channel ca-
pacity, on the other hand, characterizes the maximum rate at which semantic information can
be reliably transmitted over a communication channel, taking into account the semantic noise
and distortions that may affect the interpretation of the received message. Also in [133], the
authors present the calculation of semantic channel capacity of a discrete memoryless chan-
nel.

As for GAI and AIGC, [134] provides a review of recent challenges and results in the field
of GAI with application to mobile telecommunications networks. [135, 136] provide surveys
of techniques, applications and challenges of AIGC as the exploration of GAI. Furthermore,
[137] presents a comprehensive survey on the definition, lifecycle, models, and evaluation
metrics of AIGC within mobile edge networks through the combined efforts of mobile-edge-
cloud communication, computing, and storage infrastructures. It also bridgs GAI technology
with SemCom in the discussion on AIGC transmission. Considering the collaboration be-

tween GAI and SemCom, the authors in [124] propose a framework of GAlI-assisted SemCom
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network that integrates global and local GAI with semantic coding models in a collaborative
cloud-edge-mobile design. Moreover, the authors in [125] propose a GAl-aided SemCom
framework without necessitating joint training with a reduction in both computational com-
plexity and energy cost compared to conventional SemCom methods. These two works delve
into the detailed frameworks of SemCom networks assisted by GAI, but without extensive

discussions on information effectiveness and knowledge management in wireless networks.

2.5 Transceiver Design in SemCom

Transceivers within a SemCom system can be significantly enhanced by GAI models on op-
timizing the understanding, transmission, and management of information. Essentially, the
purpose of semantic transceivers is to extract semantics at the sender’s end and restore it at
the receiver’s end with minimum semantic errors over different channel conditions. Learned
from KB, the semantic features are first distilled by semantic encoder, then compressed by
channel encoder. After passing through a physical channel, these distorted semantic fea-
tures are restored by channel decoder and semantic decoder. In recent years, the prevalent
architecture of SemCom has undergone significant enhancements and refinements through
numerous groundbreaking works that tackle a wide range of tasks. This section categorizes
SemCom’s transceiver designs based on the type of source data they handle, including text,

image, speech, and video.

Text delivery

By leveraging advanced NLP techniques and DL models, SemCom systems can extract and
transmit the essential semantic information from the textual tokens. Transformer, a widely
adopted architecture in SemCom systems for text delivery, has gained significant popularity
due to its ability to effectively capture contextual relationships through the attention mecha-
nism. A notable milestone in the development of DL-based transceiver design for SemCom
is called DeepSC [2], which is built on Transformer architecture. This groundbreaking work
has inspired numerous variations and advancements and leaded to a proliferation of inno-
vative approaches. The authors in [138] integrate semantic encoding with Reed-Solomon
coding, a hybrid automatic repeat request mechanism and a similarity detection network to
enhance the reliability of transmitting textual semantics. The authors in [139] also propose
a Transformer-based SemCom system with a new loss function to quantify the impact of se-
mantic distortion, allowing for a dynamic balance between semantic compression loss and
semantic accuracy. In order to adapt the trained model for IoT devices with limited capabil-

ity, the authors in [140] come up with a lite version of DeepSC (L-DeepSC) through pruning



CHAPTER 2. OVERVIEW AND LITERATURE REVIEW 30

and quantizing the fully trained DeepSC models to achieve as large as 40x compression ratio
without performance degradation.

Different from that KBs in the aforementioned research merely acting as corpora with
unprocessed text, the KGs consisting of interconnected entities and their relations, enhance
reasoning ability and improve personalization of SemCom. The KG-based SemCom sys-
tems are capable of predicting words based on the relationships delineated by KG, rather
than solely relying on context, hence enhancing the accuracy of prediction. For example,
[141] introduces a KG-driven SemCom system and utilizes Text2KG and KG2Text networks
in semantic encoder and semantic decoder. Additionally, [15] delivers a more reliable Sem-
Com system by integrating extracted semantics and KG. Specifically, it aggregates context in
KG extraction and semantic restoration, which shows great robustness especially when the
channel quality is poor.

Furthermore, recent research has focused on semantic generative communication systems
that integrate GAI techniques into SemCom systems for text delivery. In contrast to classical
SemCom systems, these integrated approaches leverage pre-trained GAI models and em-
ploy prompt processing techniques to achieve superior performance in terms of accuracy and
latency. For example, the authors in [142] propose a semantic importance-aware communi-
cation scheme using pre-trained language models (e.g., ChatGPT, BERT, etc.). In addition,

[143] focuses on utilizing GAI techniques to assist knowledge construction in SemCom.

Image Delivery

SemCom systems for image delivery can capture the semantic information from images by
learning from the relevance between adjacent pixels. Transformer, CNNs, GANs are usually
used for transceiver design to process high-dimensional image data. For example, the authors
in [144-146] leverage GANs and ViT in SemCom systems to enhance the efficiency and qual-
ity of image transmission. Moreover, researchers harness adaptive and task-oriented solu-
tions, such as RL-based adaptive semantic coding [147] and unified transmission-classification
systems [148]. These approaches aim to optimize the transmission and processing of images
based on their semantic content and specific vision-related tasks. The application of SemCom
in unmanned aerial vehicle (UAV) scenarios has also gained attention, with studies focusing
on task-oriented scene classification [149] and personalized semantic encoding for energy-
efficient transmission [150].

Furthermore, cooperating with multimodal GAI models is a promising approach for im-
age SemCom systems. In [151], the authors address a GAN-based SemCom framework to
reduce communication overhead and maintain the QoS of emerging applications. The au-

thors in [124] propose a GAl-assisted SemCom network framework in a cloud-edge-mobile
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design with a case study built on Stable Diffusion for image transmission service. The au-
thor in [152] also introduce a diffusion-based SemCom system with multimodal prompts for

accurate content decoding.

Video Delivery

Video delivery in SemCom systems presents unique challenges compared to image delivery,
as it requires maintaining temporal consistency between sequential frames to account for the
time dimension. Furthermore, video content allows for reasoning based on action/trajectory
logic and behavior patterns, enabling a deeper understanding of the video semantics. Re-
searchers have proposed various approaches to address these challenges and optimize video
transmission in SemCom systems. In [6], the authors design a joint source-channel coding
strategy that optimizes the trade-off between transmission rate and distortion for over-the-air
video transmission. In the context of video conferencing, [19] introduces a novel method
that employs a semantic error detector and utilizes a still photo of the speaker as prior infor-
mation. By leveraging this prior information, the system can reconstruct the speaker’s facial
expressions more effectively.

Moreover, researchers have explored novel approaches that go beyond traditional video
transmission techniques, such as text-based video editing and transmission. In [153], the au-
thors introduce a method for editing talking-head videos through text modification, allowing
for flexible and efficient video manipulation. Similarly, the authors in [154] propose transmit-
ting only text instead of video to substantially relieve network traffic, leveraging the power

of NLP to convey video content.

Audio Delivery

Utilizing cutting-edge NLP techniques, spoken words can be efficiently converted to text,
which can then be channeled into SemCom. However, compared to text, which is purely com-
posed of characters, the intricacies of speech signals make them more challenging to handle.
This complexity arises from factors beyond just the fidelity and volume of the speech, en-
compassing its frequency and tone as well. The authors in [155] introduce a speech-focused
variant of DeepSC, called DeepSC-S. The authors in [156] extend DeepSC-S to DeepSC-ST
which leverages RNNs to extract and transmit textual semantic content from speech signals.
Also, the authors in [157] extend DeepSC-S to accommodate multiple users, deploying feder-
ated learning (FL) to collaboratively train a CNN-based encoder and decoder across various
local devices and a central server. Additionally, in [158], the authors propose a novel audio

SemCom system based on a diffusion model which can simultaneously restore the received
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information from multiple degradations, including corruption noise and missing parts caused

by transmission over the noisy channel.

2.5.1 AI Safety in SemCom

Recent advances in Al have brought safety concerns to the forefront of research attention.
The fundamental properties of safe Al systems have been extensively explored in [159] and
[160], both of which also investigate formal methods for verifying these properties. Building
on this foundation, [161] introduces the concept of "guaranteed safe AI", proposing a safe-
guarded Al framework that envisions structured collaboration between humans and frontier
Al systems while establishing a systematic family of approaches to Al safety. Beyond these
theoretical foundations, [162] provides a focused analysis of safety challenges and mitiga-
tion strategies specific to large language models. The scope of Al safety research has also
expanded into communication scenarios. [163] presents a comprehensive survey of Al-based
safety solutions across various communication technologies and application domains, while
[164] advances this line of work by enhancing Al model safety through conformal prediction

techniques with formal calibration guarantees.



Chapter 3

Knowledge Graph-based SemCom

frameworks

In this chapter, we investigate how to leverage knowledge in SemCom systems to enhance
transmission reliability through the integration of contextual information and KGs. A KG-
SemCom framework for text delivery is then presented, followed by detailed explanations of
the KG fusion-based transceiver design methodology. Finally, simulation results are provided

to validate the proposed framework’s effectiveness.

3.1 KG-SemCom Framework

As shown in Fig. 3.1, the KG-SemCom framework consists of KG preprocessing, semantic
representation and compression, as well as semantic recovery and data reconstruction mod-
ules. In this paper, we take the text message transmission as an example. The main notations

are presented in Table 3.1.

3.1.1 Knowledge Graph Preprocessing

We first preprocess triplets in the transmitter’s KG. We assume that both transmitter and
receiver utilize identical KGs downloaded in advance from public platforms such as cloud
servers. These KGs can be updated by incorporating new knowledge shared from other
nodes. In this work, entity indexes within the KG remain fixed, ensuring that the update
do not affect existing entity embeddings. Thus, transceivers can exchange only new triplets
rather than the entire KG when updates occur. To maintain communication quality, these
updates are strategically scheduled during off-peak periods when network traffic is minimal.

Additionally, for devices with limited computational resources, the KG can be optimized by

33



CHAPTER 3. KNOWLEDGE GRAPH-BASED SEMCOM FRAMEWORKS

|
| Knowledge Sharing |
...............
/  KG Preprocessmg \
h '
, Transmitter's KG G .
' ' Semantic Representation
1 | :
H ! Entitiy [ . -
' ¢ T input ‘
! A Matematical Theory | . W
'
VDY
'
' . )
: TQuerying : ‘ Knowledge Alignment and Fusion ‘
'
' She reads ! Fused
1 : o R Semart]tltg
1 epresentations
! which :T,o.:z? She A alne Theory muni Claude Elwood | Shan m
: was by s cation
' ' R
H )
l‘ ;1 Source Data V H Contextual relanonshlps Knowledge relationships
’
______________ Semantic
Compression
. X
Context- and Knowledge-based Reasoning :
Physical|Channel
Contextual relationshi s __Knowledge relationships
She reads "A p g ips... y
Mathematical Theory of Com 3
Output &
Communication” which uApu A #UNK#  #UNK# muni Claude Eiwood |#UNK#/«+ 2| ;emannc
was published by Claude s cation ecovery
Elwood Shannon.
Reconstructed Data
‘ }‘ ‘ }" ‘ ‘«’{ Receiver's KG G }<*

34

Figure 3.1: The framework of KG-SemCom, including KG preprocessing, semantic repre-
sentation, data transmission, and context- and knowledge-based reasoning.

Table 3.1: Main notations with descriptions.

Notation Description
G(&,R) | The KG with entities & and relations R.
An entity-relation-entity triplet in G with a head & € €,
(h,r,t) . .
arelationr € R,and atail ¢t € &.
S, Sy Tokens in a source sentence, and the named tokens in S.
w The entities that can be matched with s.
e, e, | Token and entity embeddings respectively.
Sk, The semantic representation network with the parameter set «.
m Integrated semantic representations.
Cg The semantic compression network.
X Transmission symbols.
h,n Channel gain and noise in the channel.
y Received symbols.
Cp The semantic recovery network.
m Recovered symbols.
Sp,B | The data reconstruction network with the parameter set (.
S Reconstructed tokens.
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pruning less relevant nodes and edges, thereby reducing query time and memory consump-
tion.

The KG in transmitter/receiver is denoted as ¢, consisting of entities & and relation R
[20]. In @, an entity-relation-entity triplet (h,r,7), h € &, r € (R, and t € & represents head,
relation and tail respectively. We denote the tokens in a sentence as s = {s Lsees S, }, where
l; is the number of tokens in the sentence. We then query these tokens in &. The tokens
successfully matched with entities, referred as named tokens, are denoted as s,, € &. Here, a

matrix v = {v1 ey vls} is employed to indicate whether the tokens can be queried, i.e.,

1, if S; € (g,
v; = (3.1)
0, otherwise.

Particularly, each matched entity can be obtained from its corresponding tokens through
a mapping function f, which can be expressed as w; = f(s,,). The details of this map-
ping function are explained in [165]. The set of all matched entities can be denoted as

W= {wl, LWL, } where [,, is the number of entities in the sentence.

3.1.2 KG Fusion based Semantic Communication Model

Based on the KG preprocessing, we describe a typical SemCom process. First, we create
semantic representations integrating contextual and knowledge information at the transmitter
end. The source tokens and matched entities are mapped into a low-dimensional vector space
with normalization via a language representation approach [165]. These low-dimensional
vectors are called token embeddings and entity embeddings, denoted as e; = {51, . ..,Els}
and e, = {Wl, . .,WIW} respectively. These embeddings are subsequently fed into the se-
mantic representation network for integration and fusion. In the semantic representation net-
work, each entity embedding is aligned with its corresponding token embedding in sequence,
thereby creating token-entity embedding fusions. These fusions are converted into the uni-
fied semantic representations m = {m1 e mls} through NLP networks such as Transformer

layers [24]. The process of semantic representation can be formulated as
m=J3g(s,we G;a), (3.2)

where &g and « represent the network of the semantic representation module and its network
parameter set respectively.
Subsequently, a semantic compression module condenses the heterogeneous semantic

representations m into complex symbols x. Let Cg represent the network of the semantic
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compression module, and thus, the symbols x are generated as

x = Cg (m). (3.3)

Then, x is transmitted over a wireless channel. We consider an additive white Gaussian noise
(AWGN) channel model with a channel gain 4 and a noise vector n. Thus, the received
symbols y are expressed as:

y = hx+n. (3.4)

At the receiver end, the reconstructed semantic representations m are recovered from y

via a semantic recovery module, i.e.,

m=Cp (y), 3.5)

where Cp represents the semantic recovery module. Finally, the original tokens are recon-
structed from these semantic representations through reasoning from context and the knowl-
edge in the receiver’s KG . The network of the data reconstruction module is constructed
symmetrically to the semantic representation network, which is represented by &p with its

parameter set 5. The reconstructed tokens, denoted as §, are written as

§ = Sp (1,G: ). (3.6)

Note that the KG-SemCom framework can be adapted to various formats of source data,
including text, images, videos and audio. This adaptability stems from the fundamental na-
ture of KGs, which can represent and interconnect diverse forms of information. For textual
data, the framework can directly map words and phrases to KG entities and relationships. In
the case of visual data like images and videos, the framework can leverage computer vision
techniques to extract semantic concepts, objects, and scenes, which can then be aligned with
KG entities. For instance, an image of a landmark could be associated with its matched entity
in the KG, along with related historical and geographical information [20, 166—168]. In the
realm of audio, speech recognition and natural language processing techniques can be utilized
to convert spoken words into text, which can then be mapped to KG entities [169]. Addition-
ally, non-speech audio elements like music or environmental sounds can be classified and

linked to relevant KG concepts [170, 171].
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3.1.3 Semantic Channel Capacity Modeling

We model semantic channel capacity based on Shannon’s information theory [1] and seman-
tic information theory [133]. First, in Shannon’s information theory, the Shannon entropy of

the tokens in a source sentence s is represented as

H(s) == p(s)logp(s), (3.7)
SES

where p(s) is the statistical probability of s. We denote the semantic representation set of
the sentence without incorporating the KG ¢ as m. For a token s and its generated semantic
representation m, we use the notation m |= s to indicate that m semantically represents s. This
relationship implies that if m holds true, s must also be true. Consequently, we define the
semantic representations of s as m, expressed as my = {m € m | m |= s}. In turn, we use 6(-)
to represent logical probabilities of a token, which quantifies the likelihood of encountering a
background KB in which the statement is true [133]. Hence, the logical probability of token

s 1s calculated as

p(m,) )y _ p(m)
O ) TS pm 3.8)

According to semantic information theory [133], the semantic information content /; of s can

be obtained as
I5(s) = —1og(6(s)). (3.9

Now, we consider a KG @ integrated into semantic coding, then the semantic represen-
tations m should be restricted to the set compatible with . We use m’ to represent the new
semantic representation set given . Moreover, the statistical and logical probabilities of m
need to be updated according to the knowledge in . We first denote the probability of the
named tokens s,, in the source sentence as p,,. Then, let pg(m’) represent the probability of

m’ e m’ in . We denote the new probability of m” as p(m’ | ©), i.e.,

p(m" | G)=(1~=py)pm')+py,p(m’)pg(m’). (3.10)
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Hence, the conditional logical probability of s given ( is updated as

2z p(m)

m’em’ ,m’|=s

2 p(m)

m’em’
2 p(m)pg(m’) (3.11)
m’em’ ,m’eQ,
ml=s

2 p(m)pg(m’)

m’em’ ,m’'eQ

0(s | Q) =(1-pw)

+Pw

Therefore, the semantic information content of s given ( is expressed as

Ii(s | §) = —log(6(s | ©)). (3.12)

Consequently, the semantic entropy of the tokens in the source sentence s is calculated as

Hy(s1G) = > p()I(s | G). (3.13)
seSs

Finally, we model the semantic channel capacity, consisting of syntactical and semantic
aspects. First, based on Shannon’s Theorem [1], we formulate the syntactical mutual infor-
mation between the semantic representations of input tokens m and the received semantic rep-
resentations m, which is calculated as /(m; ) = H(m) — H(m|rh). Then, we incorporate the
semantic ambiguities of semantic encoding and decoding. In particular, the semantic ambi-
guity refers to the degree of uncertainty for multiple interpretations when encoding/decoding
semantic information. For convenience, we denote the semantic representations of s and §
as m and m respectively, instead of m’ and fv’. In this context, given ¢, let Hy(m]|s, () and
H(8|m, ) represent the semantic ambiguities of encoding and decoding processes, respec-

tively. Thus, the semantic channel capacity is expressed as

Cy= sup I(s;8] Q)
p(slQ)

= s(ull()) [/ (m;m) + H,(s|G) — Hy(m[s, ) — Hy(8, §)] .
pGslG

(3.14)

In this paper, we focus on reducing semantic ambiguities H;(ml|s, () and H (8|, ) by
optimizing the semantic encoder/decoder network, rather than addressing syntactic channel
capacity. Since the encoder and decoder networks are symmetric and use the same KG, our
main goal is to minimize semantic ambiguity in the encoder network. The semantic ambi-

guity is directly influenced by the network parameter set and the KG ¢. A higher semantic
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ambiguity means the encoder produces multiple possible interpretations for the same input.
To optimize our model, we employ cross entropy (CE) as the loss function during model
training, which effectively minimizes the discrepancy between the original data distribution
and the reconstructed data distribution. If the CE is high, the encoded representations intro-
duce distortion, which could lead to semantic ambiguity. In our model, the CE between s and
S can be extracted the Kullback-Leibler (KL) divergence between s and m for the encoder

network. The CE between s and § is expressed as

L(8,8,G) =H(p(s) + Dxr(p(si) || p(sil Q). (3.15)

The second term can be expressed as

I .
Diap(5) (5160 = )t 5755

B S p(si) p(mi|Q) p () ]
Z"’( ) lk’g( Ag)) k’g( P ) )”"g(p(fi@)

= Die(p(sy) ||p<ml|g>)+2p<sl [log(p((’lf))“‘)g(pp((@ﬁé))]’

(3.16)
where p(s;) is the real probability of the i-th token in s, p(m;|Q), p(r;) and p(§;|G) are

the probability distribution of the i-th token in m, m, and § over ( respectively. Approx-
imately, the Dxp.(p(s;)||p(m;|G)) is regarded as the semantic ambiguity of encoder net-
work. As a result, in the process of reducing the CE in (3.15), we achieve minimized
Dxr(p(si)|lp(m;|Q)), which further reduces the semantic ambiguities and optimizes the
channel capacity in (3.14). Moreover, we calculate CE for both predicted tokens and en-

tities, with the detailed design elaborated in Section 3.2.3.

3.2 Transceiver Design in KG-SemCom

The neural network structure of the transceiver design in KG-SemCom is illustrated in Fig.
3.2. First, the tokens in a sentence s in the corpus &, and the matched entities w in the KG
@ are fused and transformed into semantic representations m in the semantic representation
network. m are encoded into symbols x in the semantic compression layers, and then trans-
mitted over a physical channel. At the receiver end, the distorted symbols y are received

and decoded into semantic representations m in the semantic recovery layers. In turn, m is
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Figure 3.2: The transceiver design of KG-SemCom.

Algorithm 1 KG-SemCom network training algorithm

1: Input: The corpus & and the KG ¢.
2: Query tokens in §. Create the set of matched entities w.
3: Transmitter:
4: BatchSource (§) — s, G — w.
5: Se(s,w;) > m. (18)-(22)
6: Cg(m) — x.
7: Transmit X over a wireless channel.
8: Receiver:
9: Receive y.
10: Cyl(y) — .
11: Syl m;p) — 8. (23)-(26)
12: Compute the total loss function L. (27)-(30)
13: Train @, 8 — Gradient descent (a,3,-L).
14: Output: The whole network Sg (+), Ce (+), Cp! (+), S5 (4).

reconstructed into tokens § by a text reconstruction network. The whole networks are opti-
mized using stochastic gradient descent with CE as the loss function. Algorithm 1 shows the

network training procedures, and the details of network structure are discussed as follows.

3.2.1 Semantic Representation

We first investigate the design of the semantic representation network, shown in Steps 3-5
in Algorithm 1. This network creates semantic representations from the source text and the
transmitter’s KG, and then encodes these representations. The process begins by extracting
tokens at the subword level from the source data. For example, the word "communication"
is tokenized into "com", "##mun", and "##ication". These tokens are queried in the KG
using indexed lookups, where the relationships between tokens and entities have been pre-

defined. In this mean, tokens are mapped directly to their corresponding entities with less
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Figure 3.3: The neural network structure of the semantic representation network in KG-
SemCom.

query time and computational complexity. Notably, when an entity is not found in the KG,
it is recognized as a token rather than an entity. Furthermore, if a word does not exist in the
training dataset, our model can understand unseen words by leveraging its comprehension of
subword compositions. In cases where the unseen words cannot be split into recognizable
subwords, these words are marked with "unknown" labels. The decoder will predict possible
replacements based on contextual information.

Then, both tokens and their aligned entities are mapped into a low-dimensional vector
space and transformed into token and entity embeddings. To enhance the model’s contex-
tual understanding, we incorporate next sentence prediction (NSP) through the addition of
sentence position labels at the beginning of each sentence. As shown in Fig. 3.3, these em-
beddings are fed into the semantic representation network. Inspired by [172], the semantic
representation network consists of a textual encoder (T-encoder) and a knowledge encoder
(K-encoder). The T-encoder captures essential lexical and syntactic information from input
tokens. Building upon this, the K-encoder integrates additional knowledge into the textual
representation produced by the T-encoder. This hierarchical structure enables the seman-
tic representation network to synthesize diverse information sources, effectively combining
basic linguistic features with higher-level knowledge. The output is a unified feature that
represents both tokens and entities, creating a integrated representation of the input text.

The semantic representation network, inspired by BERT’s architecture, comprises twelve
bidirectional Transformer encoder layers. The T-encoder consists of N layers, and the K-
encoder contains the remaining 12 — N layers. Each Transformer layer consists of a multi-

head self-attention sub-layer followed by a position-wise fully connected feed-forward net-
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work. Layer normalization and residual connections are applied after each sub-layer to sta-
bilize training and improve gradient flow.

In particular, the T-encoder first combines three distinct types of embeddings for each
token in a sentence s including the token embeddings, segment embeddings, and positional
embeddings. The T-encoder uses these integrated embeddings to compute and extract the to-
ken’s lexical and syntactic features my = { S1,.00, Els}. Let %(i) represent the i-th Transformer

layer of the T-encoder, the output of this layer is denoted as

m® = 70 (mé), (3.17)

where m§°) is equal to textual embeddings e, and mgN) is the final textual features.

Subsequently, both textual features m; and entity embeddings m,, = {Wl yenes Wlw} are fed
into the K-encoder. These features are first aligned in sequence according to the interaction
matrix v. The K-encoder is structured as a series of stacked aggregators, each designed to
process and integrate diverse information. These aggregators aim to encode both tokens and
entities, while simultaneously fusing their heterogeneous features. This architecture allows
the K-encoder to create a unified representation that captures the rich interplay between lin-
guistic elements (tokens) and semantic concepts (entities). First, the token embeddings and
entity embeddings are processed by two multi-head self-attention layers (denoted as Att(-))
in aggregators. The outputs of the i-th aggregator are denoted as

i = A (™),

) . . (3.18)
m{ = Aa? (@),

where mff’) is equal to my and ﬁlEVO ) is equal to m,,.

Then, each aggregator employs an information fusion layer to integrate token and entity
information mutually. However, for tokens without aligned entities, the information fusion
layer calculates their output embeddings through a simplified process without the integration

step. Let m represent the output of the K-encoder, the computation proceeds as follows:

b = o (W +50),
| N (3.19)
m® = o (WhO +b{").

Here, h” is the intermediate hidden state which integrates token and knowledge information.
ng) and by) are the weights and bias for token embeddings, respectively. o (-) is a non-linear
activation function named Gaussian error linear unit (GELU) [173].

For tokens with aligned entities, the information fusion layer computes updated embed-
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dings for each token and its matched entity. To fuse token features mg and their aligned
entity m,,, we employ a denoising entity auto-encoder (dEA) [174]. The k-th aligned entity

distribution for the i-th token is defined as

exp (linear (§;) - wy)

q (Wi | §) = , (3.20)

Zif;l exp (linear (5;) - W)

where linear(-) represent a linear layer. Here, the number of aligned entities may differ
from the number of the input entities because some entities, particularly those represented
by multi-token phrases, need to be decomposed. Each component of a multi-token entity is
individually aligned to its corresponding token in the input sequence. The fusion process is
expressed as

b0 = o (WO + W) +50),

m® = o (W@h(i) +b§">) ’
_ o _ (3.21)
m = o (WOR +b0),

m') = mgi) + mg),

where Wg) and bsvi) are the weights and bias on the entity embeddings, respectively. The
semantic representations m!>~") are the final output of the semantic representation network,

which is written as m in the following.

3.2.2 Conventional Wireless Transmission Module

The semantic representations are then processed through a conventional wireless transmission
module to emulate the data transmission process of the transceiver. Initially, these represen-
tations pass through the semantic compression network as shown in Step 6 in Algorithm 1.
The semantic compression network consists of dense layers, pooling layers, and linear lay-
ers. The dense and pooling layers compress the semantic representations, while the linear
layers transform these compressed representations into binary symbols x. These symbols are
subsequently transmitted over physical channels corresponding to Step 7 in Algorithm 1. At
the receiver, the received symbols, denoted as y, are fed into the semantic recovery network
that is structurally symmetrical to the semantic compression network, which is formulated
in Step 9-10 in Algorithm 1. Through this process, the original semantic representations are

restored at the receiver end.
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3.2.3 Data Reconstruction

The recovered semantic representations m are then processed through the text reconstruction
network. This network is expressed as in Steps 11-13 in Algorithm 1. Due to the additive
noise and interference in physical channels, transmission errors may occur. The decoder em-
ploys a dual error correction method. When token errors arise, the textual decoder utilizes
contextual information to perform reasoning-based error correction. Similarly, when entity
errors occur, the knowledge decoder draws upon both contextual information and knowledge
stored in the KG to implement appropriate corrections. Particularly, the text reconstruction
network is similar to the semantic representation network, which comprises multiple Trans-
former layers that utilize multi-head self-attention mechanisms. Initially, the distorted se-
mantic representations are processed through these Transformer layers, which analyze intact
tokens within the context to predict the distorted ones. Subsequently, for each distorted token
position, the text reconstruction network generates a probability distribution over the entire
vocabulary. This distribution is derived from the output of the final Transformer layer, de-
noted as h’. The output is then passed through a linear projection layer followed by a softmax

function softmax(-), converting raw scores into probabilities which can be computed as
p (8t | m}) = softmax (W] ki + bl), (3.22)

where §! and 77; represent the i-th predicted token and the semantic representations of the to-
ken that do not have aligned entities, respectively. W and b! are learnable parameters. These
parameters are typically initialized randomly and then updated iteratively through stochastic
gradient descent algorithms. The optimal values for W/ and b’ are not predefined but learned
from the training data to minimize the CE value.

Named tokens are predicted with higher accuracy compared to other tokens, as they re-
ceive more "attention" focused on related named tokens. This is achieved through a modified
attention mechanism that incorporates knowledge from the KG. When predicting a named

token, the data reconstruction network considers:

* Contextual tokens from both directions (left and right) through the standard self-attention

mechanism.

* Other named tokens with relationships defined in the KG. The attention mechanism is

applied based on their relationships.

Let m° and §° represent the recovered semantic representations of named tokens and the
reconstructed named tokens respectively. The k-th predicted named token combining both

the contextual information from Transformer layers and the knowledge from (¢ is calculated
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as
p(851mS5, Q) = softmax(W hi, + W h§ + by), (3.23)

where hj is the output of the Transformer layer for the k-th named token. W¢, and by are
learnable parameters. Hence, the i-th token and the k-th named token with the highest prob-

ability are calculated as:
8t = argmax p(st|ml),
" (3.24)
§p = argmvﬁlxp(siln%z, Q).
The final reconstructed tokens § = § @§¢ are created by integrating predicted tokens based on

v. The i-th reconstructed token is computed as

3‘\2, if Vi = 1,
S; = (3.25)
§t, if v; = 0.

The loss function of KG-SemCom is provided as
I:£T+GEN+°CE, (3.26)

where L7, L and L denote the loss of predicted tokens, NSP and predicted entities, re-
spectively. First, let p (§;) represent the probability distribution of the i-th predicted token
and ¢ (s;) represent the real probability distribution of the i-th original token. The CE (i.e.,
loss) for predicted tokens, i.e.,
Ls
Lr = —Z [q(si)log p(5i) + (1 —q(si)log(1 - p(5))]. (3.27)

i=1

Next, the CE for NSP is computed as

Ly == ) lqilog(p)+pilog(q))], (3.28)

M=

=1

where p; is the predicted probability of the negative class (i.e., the [-th sentence is not adja-
cent), g; the probability of the positive class (i.e., the /-th sentence is adjacent), and B is the

number of sentences need to be transmitted. Subsequently, the CE calculation of dEA using
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the aligned entity distribution shown in (3.20) is

Ly
L == ) [a(wilsi,§)log(p (W lsi, §))
P (3.29)

+(1—q(wilsi, @) log(1 - p(Wilsi, §))].

The KG-SemCom network, through iterative loss minimization, learns to comprehend
language at multiple levels including the syntactic structure of sentences, the semantic mean-

ings of words, and their contextual and knowledge-based relationships.

3.3 Simulation results and Discussion

In this section, we conduct simulations to evaluate the performance of the proposed KG-
SemCom framework compared with two benchmarks: 1) Deep-SC [2], a DL-based SemCom
scheme that uses Transformer encoder-decoder architecture without KG integration; 2) a tra-
ditional communication scheme combining Huffman coding [175] for source coding and 1/2
and 2/3-rate low-density parity-check (LDPC) codes [176] for channel coding, denoted as
Huffman + LDPC throughout this paper, which relies purely on mathematical algorithms
without ML techniques. Additionally, the simulations are performed under the AWGN chan-
nels and Rayleigh fading channels with varying SNRs from —3 dB to 24 dB.

3.3.1 Dataset and Simulation Settings

Our pre-training procedure for KG-SemCom follows established practices in language model
pre-training, with some adaptations. To mitigate the substantial computational cost of train-
ing from scratch, we initialize the BERT-base-uncased model (https://huggingface.co/google-
bert/bert-base-uncased). that includes Transformer blocks for token encoding. We use En-
glish Wikipedia (https://dumps.wikimedia.org/enwiki/latest/enwiki-latest-pages-articles.xml.
bz2) as our primary corpus, aligning text with Wikidata entities. We also use a subset of TA-
CRED [177] test dataset, consisting of 15509 sentences, as an additional dataset to test our
model. In addition, we select sentences with the length of 15-35 words and symbols, as well
as exclude those with fewer than three entities. For entity representation, knowledge embed-
ding is pre-trained on Wikidata using the TransE [178] method. Specifically, we sample a
subset of Wikidata, using 21,841,016 triplets involving 4,536,887 entities for pre-training.
Additionally, we leverage 2,426,780 triplets with 504,099 entities for evaluation purposes.
In our model, we employ distinct parameters for T-encoder and K-encoder. The token-

related components use a hidden dimension of 768 and 12 self-attention heads, while the
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Table 3.2: The comparison of the reconstructed sentences from KG-SemCom, DeepSC and
Huffman + LDPC schemes (SNR = -3 dB).

KG-SemCom’s DeepSC’s Huffman + LDPC’s

Received Sentence True Value Results Results Results

The ladder __ attracts young honeybees with its scent,
derived from a variety of aromatic compounds.

Travelers on the newtown route between __ (which was then only the area
known today as downtown city) and Yorktown passed through the area .
__was appointed as chief executive at Liverpool in July 1998
by then chairman David Moores.

orchid orchid flower alopk#

Philadelphia | Philadelphia Washington phsSiuwnbsah

Rich Parry Rich Parry Richard Parry sahh P;isq

entity-related components use a hidden dimension of 100 and 4 self-attention heads. Both T-
encoder and K-encoder utilize 6 encoding layers. The parameters of the data reconstruction
network are the same as the semantic representation network. These configuration results
in a total of approximately 114 million parameters. Particularly, BERT-based model has
about 110 million parameters, indicating that KG-SemCom’s additional knowledge module
is relatively small and has minimal impact on runtime performance. Our pre-training largely
follows BERT’s hyperparameters, with the exception of setting the learning rate to 5x 107>,
All simulations are implemented in a computer with an NVIDIA 3090Ti GPU and an Inter

Core 19-12900 processor, where the main software environment is Python 3.9.

3.3.2 Performance Metrics

Conventional performance metrics such as BER may not adequately reflect a system’s lan-
guage understanding capability in SemCom models. In these models, a high BER does not
necessarily indicate poor performance, because the semantic content may still be accurately
conveyed despite bit-level errors. To better measure the network performance, we use two
performance metrics in this paper, i.e., the named token similarity [179] and the BERT-based
sentence similarity [180].

First, we use the named token similarity to measure the semantic similarity between pre-
dicted tokens and original named tokens in the KG. This metric focuses on comparing con-
cepts provided by the KG in which similar concepts being more closely connected. In this
way, synonyms are typically grouped together, while polysemous words with different mean-
ings are placed farther apart, even if they are written identically. Specifically, this metric
combines path length and information content (IC) to measure semantic similarity between
concepts by using a weighted path length approach. It employs the IC of the least common
subsumer (LCS) [181] of two concepts to weight their shortest path length. Consequently,
concept pairs with identical path lengths can have different semantic similarity scores if their

LCSs differ in IC. Thus, the named token similarity between a named token s, and a predicted
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token §, is calculated as

1
1 +1length(8,,s.) x k1€ (cies)’

sim¢(S,,s,) = (3.30)
where k € (0, 1] represents the influence of IC on the shortest path length. When &k = 1, IC has
no effect, while lower values of k increase the contribution of the LCS’s IC, which represents
the shared information between two concepts. The range of this named token similarity
score is (0,1]. In this means, the path length represents the difference between concepts,
while common information represents their commonality. For identical concepts, the path
length is 0, resulting in maximum semantic similarity (a score of 1). As the path length
between concepts in the taxonomy increases, their semantic similarity decreases. Compared
to conventional word-based similarity metrics, this concept-based approach leverages the
knowledge embedded in the KG to measure predictions more accurately. It is particularly
well-suited for our KG-SemCom model, as it captures semantic relationships more effectively
than surface-level word comparisons.

Next, we are going to measure the semantic similarity between original and predicted
sentences. Previous SemCom systems often use bilingual evaluation understudy (BLEU)
score to measure the predicted sentence. However, BLEU’s limitation lies in its focus on
word-level comparisons, which fails to capture the deeper semantic information conveyed in
the sentences. Thus, we calculate the BERT-based sentence similarity between the source

tokens s and the reconstructed tokens §, which can be formulated as

Bo (s) -Bo (5)

sim (8,8) = | Bo (s) |||l Bo (8) ||

(3.31)

where B (s) and B (S) represents the embeddings of s and § obtained from the BERT model.
The BERT-based sentence similarity is limited between O to 1, with a higher score indicating
better performance. Unlike BLEU and other word-based approaches [182], this metric can
capture deep contextual information and sentence-level semantics, since BERT allows it to

better understand nuanced meanings and handle polysemy.

3.3.3 Simulation Results

First, Table 3.2 compares the performance of KG-SemCom, DeepSC and Huffman + LDPC
schemes in predicting missing words or phrases in three examples at an SNR of -3 dB,
alongside the true values. The predicted results reflect that KG-SemCom can accurately pre-
dict missing named tokens in diverse contexts, outperforming the other two schemes in these

examples. Particularly, Huffman + LDPC demonstrates the poorest performance since it op-
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Figure 3.4: (a) Named token similarity and (b) BERT-based sentence similarity of predictions
utilizing Wikipedia (top) and TACRED (bottom) over AWGN channels and Rayleigh fading
channels versus varying SNRs.

erates exclusively at the symbol level without comprehending content meaning. When noise
corrupts symbols, the message can not be recovered accurately as this method lacks rea-
soning capabilities to reconstruct distorted data. DeepSC shows improved performance but
predict incorrect entities in poor communication environment because it reasons solely based
on contextual information without leveraging external knowledge. In contrast, KG-SemCom
incorporates both contextual information and knowledge provided by the KG, resulting in
superior prediction accuracy, especially for entities.

Figures 3.4(a) and 3.4(b) illustrate the performance of named token similarity and BERT-
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Figure 3.5: Named token similarity (a) and sentence similarity (b) of recovered text with 0%,
50% and 100% KGs versus varying SNRs.

based sentence similarity, respectively, for Wikipedia (top) and TACRED (bottom). The
results compare three schemes trained on Wikipedia across varying SNRs from -3 to 18 dB
under both AWGN and Rayleigh channel conditions. We find that for all schemes achieve
better the named token similarity and the BERT-based sentence similarity in AWGN channels
compared with that in Rayleigh fading channels under all SNR conditions. This disparity is
expected due to the additional challenges posed by multipath fading in Rayleigh channels,
including fast signal strength fluctuations, time-varying distortions, and deep fades. Unlike
the uniform and predictable nature of AWGN, Rayleigh fading introduces complex ampli-
tude and phase variations that are more difficult for NLP-based models to adapt and com-

pensate. For both Wikipedia and TACRED, KG-SemCom consistently outperforms other
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Figure 3.6: The bit counts of transmitted messages generated by three schemes versus original
messages.

schemes across the entire SNR range in both channel conditions, particularly when SNR is
lower than 12 dB. Moreover, the performance difference between Wikipedia and TACRED
is marginal since we leverage the same KG, i.e., Wikidata, to process these datasets. These
results demonstrates KG-SemCom’s superior ability and generalization to leverage KG in-
formation for robust and reliable SemCom.

Comparing the two similarity metrics, the named token similarity focuses on specific
and important tokens (e.g., names, key terms), while the BERT-based sentence similarity
considers overall meaning. Consequently, the BERT-based sentence similarity demonstrates
higher overall scores and appears more robust to small errors, as the overall meaning can
be preserved even if some words are incorrect. This difference in focus explains why the
performance gap between KG-SemCom and other methods is more pronounced in the named
token similarity compared to the BERT-based sentence similarity.

Next, Fig. 3.6 compares the bit counts of transmitted messages generated by three schemes
versus original messages. Specifically, Huffman + LDPC requires the highest number of
transmitted bits since it uses conventional coding methods. DeepSC reduces the transmitted
bits, leveraging semantic understanding to improve communication efficiency. As expected,
KG-SemCom achieves the best performance, transmitting the fewest bits for the same mes-
sage. Despite incorporating KG information, we design a complex encoder network con-
sisting of multiple Transformer and dense layers to generate optimized transmission data.

Consequently, KG-SemCom demonstrates superior data compression capability.
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Table 3.3: The training details of KG-SemCom, DeepSC and Huffman+LDPC.

KG-SemCom | DeepSC | Huffman+LDPC
_ Number of 115754812 | 10582762 0
trainable parameters
Optimizer BERTAdam Adam None
Batch size 32 128 None
Number of epochs 283854 80 None

To further examine the effectiveness of KG, we compare three levels of KG utilization
in KG-SemCom, as shown in Fig. 3.5(a) and Fig. 3.5(b). The KG utilization is categorized
into 0%, 50%, and 100% three groups, reflecting the proportion of triplets used in knowledge
fusion. Fig. 3.5(a) shows the named token similarity of different KG utilization levels under
AWGN channels and Rayleigh fading channels. It can be seen that higher KG utilization lev-
els lead to improved text recovery. The performance generally improves as SNR increases,
with the gap between KG utilization levels narrowing at higher SNRs. In turn, Fig. 3.5(b)
shows the BERT-based sentence similarity of different KG utilization levels. The sentence
similarity scores tend to be higher than named token similarity scores. Although both met-
rics show improvement with higher KG utilization levels, the gap between 0%, 50%, and
100% KG is generally wider for named token similarity than for the sentence similarity. This
suggests that KG integration may have a particularly strong impact on preserving specific
named entities or key tokens in the recovered text, even when overall sentence semantics are
challenged by poor channel conditions. These two figures illustrate the trade-off between
KG utilization and model accuracy. The size of KG can be adjusted to accommodate various
devices, particularly those with resource constraints, though this adaptation comes at the cost
of reduced accuracy.

Finally, we list the number of trainable parameters, optimizers, batch size and number
of epochs of KG-SemCom, DeepSC, and Huffman + LDPC coding schemes in Table 3.3.
Notably, KG-SemCom employs twelve Transformer layers in its encoder/decoder structure,
resulting in the highest number of trainable parameters. With six Transformer layers in its
encoder-decoder architecture, DeepSC contains fewer trainable parameters. The Huffman
+ LDPC, implementing purely mathematical algorithms, contains no trainable parameters.
We also compare the average runtime (including processing and transmission) per sentence
of three schemes in Fig. 3.7. KG-SemCom requires the highest computational runtime,
followed by DeepSC, while the Huffman + LDPC achieves the fastest execution. More-
over, KG-SemCom is evaluated with three variations based on KG utilization (0%, 50%,
and 100%), showing a progressive increase in runtime from 1.216 s to 1.662 s to 1.998 s

as more of the KG is utilized. The increased computational cost is due to the complexities
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Figure 3.7: The comparison of runtimes between KG-SemCom, DeepSC, and Huff-
man+LDPC coding schemes.

introduced by our knowledge alignment and fusing algorithm, as well as the knowledge-
and context-based reasoning process, both of which scale with the size of the KG. Although
our framework requires more computational time and resources compared to the baselines,
it demonstrates significant benefits when operating at lower SNR levels. This performance-
complexity trade-off highlights the importance of selecting communication systems based on
specific operational requirements and environmental constraints. However, it is important to
note that these runtime values are based on our own laptop, which has limited computational
resources compared to practical communication infrastructure. In real-world applications, the
hardware is expected to be much more powerful, which can significantly reduce the runtime

cost.



Chapter 4

KG-based SemCom framework for Video

Delivery

This chapter presents the architecture of an SLG-based SemCom system, named VISTA,
and describes the corresponding challenges addressed. The implementation details are sub-
sequently provided, including the design of key modules and their operational mechanisms.
Evaluation results are then presented to demonstrate the performance and effectiveness of the

proposed model.

4.1 Video Transmission Framework in VISTA

In this section, we delve into the video transmission framework underpinning VISTA.
We consider a source video composed of T sequential frames: s = {sl, cees sT}

e RIWXT "where H and W respectively denote the height and width of a frame. These frames
are first fed in the convolutional semantic-encoder to distill the textual semantic information
g. In addition, the semantic-encoder divides the source video into two parts: environment
(static background) s, and behavior segments (dynamic objects) s, individually. Thus, the
encoded frames can be written as § = {s.,Sp,g} under the semantic-encoder network &(-)
with parameter set a, i.€.,

§={sc.sp.8} =S (s;). 4.1)

The encoded frames § then flow into JSCC module for SNR-adaptive wireless transmis-
sion. In this module, source-encoder & and channel-encoder C with parameter sets a, and «,

generate the symbols X to be transmitted,

x=C(&E(8ae);ac). (4.2)

54
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At the receiver side, y is denoted as the received symbols for the input x over the wireless

channel with additive noise w, i.e.,
y=hxx+w, 4.3)

where h denotes the channel gain. y is then fed to the channel-decoder C~! and source-
decoder &~! sequentially to reconstruct the environment §, and behavior segments §, with

the help of the semantics. The decoded frames X is presented as
%= (5.8} =67 (7 (v:50):8.). (44)

where (. and S, denote the parameters of channel-decoder and source-decoder networks,
respectively.

Finally, the recovered video § should be constructed as per the two parts of segments §,
and §,. The semantic-decoder network and its parameters are given as §~! and . Thus, the

final recovered video is expressed as
=87 (%) (4.5)

In this work, the ultimate goal is minimizing the semantic ambiguity of the recovered
video. We use average peak signal-to-noise ratio (PSNR) ([183]), a popular video quality
metric, to measure the differences between the recovered and original video frames. In detail,
for the ¢-th frame with the size m X n, the mean squared error (MSE) between the original

frame s’ and the recovered one § is calculated as

t_imn e N _t(: ;
MSE —ngZ[s (i, ) S(l,])]. (4.6)

i=1 j=1

Thus, the average of PSNR of the original and recovered video is expressed as

T 2
1 Imax
PSNR = — E 10-!/ —, 4.7

Tl:] Oglo(MSE’) “.7)

where 4> represents the maximum pixel value of the frame.
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Figure 4.1: The diagram of transceiver in VISTA.

4.2 SLG-based Transceiver Design in VISTA

Building on the previously described video transmission framework, we now focus on the
design of the transceiver in the VISTA system. As shown in Fig. 4.1, VISTA consists of
three key modules: semantic segmentation, JSCC, and frame interpolation. The semantic
segmentation and JSCC encoder modules are located at the transmitter side, while the receiver
side features the frame interpolation module along with the JSCC decoder. Importantly, SLGs
are created during the semantic segmentation process and later utilized in frame interpolation.
These modules are individually trained with distinct loss functions, aiming to minimize the
PSNR for the restored video. Next, we will explore the construction and training of the DL

networks in these three modules.

4.2.1 Semantic Segmentation Module

Semantic segmentation module is deployed at the transmitter to recognize and distill the dy-
namic objects from video. Four tasks should be performed in this module, object detection,
trajectory prediction, SLG construction and frame sampling. Generally, we first bound all
objects using rectangular boxes in each frame and differ the dynamic objects from static
background via velocity testing. The semantic information of each dynamic object is able
to be extracted by the means of category recognition. However, the occlusion caused by
overlapping objects in the video will affect the accuracy of position detection and semantics
extraction. Thus, we predict the trajectory of each object for the continuous frames in the
second task. After trajectory prediction, an SLG is designed to assist in reserving the esti-
mated positions and semantics of all dynamic objects in each frame. Finally, we sample the
frames and send them along with SLGs to JSCC module. Let us below illustrate the design
of the four tasks separately.

Object detection: Borrowing the idea from [184], we apply a conventional network to
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outline bounding boxes using features of the entire frame. Specifically, we initialize several
bounding boxes and they are projected to enlarge and shift dynamically until all the objects
are bounded with the optimized confidence scores. In this way, each bounding box is asso-
ciated with six predictions: 2D-coordinates (u,v) of the center for the object, the width and
height (w, i) of the box containing relative to the whole image of the object, object category
[ and the associated confidence score c.

Trajectory prediction: After getting these objective detections, we should guarantee
that every dynamic objects can be captured completely. Therefore, we deploy the trajectory
prediction module to track the dynamic objects when they are occluded. The input of the
network of trajectory prediction is the images of dynamic objects and the five predictions
of the corresponding bounding boxes. We first define an "observation" of a bounding box
as z = [u,v,w,h,c]". Moreover, we employ the Kalman filter (KF) to generate the state
q = [u,v,a,r,iu,v,a]", where a is the bounding box scale (area), r is the width-to-height
ratio of the bounding box, and the other three variables (i, v and d) are the related time
derivatives.

Next, we utilize an observation-centric tracker [185] with the object movement. Specif-
ically, since a non-linear motion can be regarded as a synthesis of many small-scale linear
motions in a reasonably short time, we calculate the velocity consistency (momentum) to
gain the accurate velocity value and direction. Then, for an untracked object, an observation-
centric online smoothing strategy is performed through a virtual trajectory ' starting from its

last occurrence and ending at the re-associated observation, which is denoted as
2 =39, (2",2%,1),1 <t <1y, (4.8)

where z'! is the the last observation before being untracked, z is observation triggering
the re-association, and 7, () represents the network of virtual trajectory. Along this virtual
trajectory, the status at #1 is recalled back to check the filter parameters. Thus, the refreshed
state g’ is estimated as

él — thf\t—l +K! (2t _Hthth—l) ’ (4.9)

where K’ denotes the KF matrix, F* and H’ denote the state transition and observation model
respectively. With the instruction of 4, for the ¢-th frame in the video, we update the bound-
ing boxes of dynamic objects and use the behavior segments §} to represent the images of all
estimated boxes covering. Moreover, the rest of this frame is represented by the environment
5.

SLG construction: Aiming at locating the dynamic objects and illustrating the associa-

tion between their location and semantics, we deliver an SLG to concatenate the classes and
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location from the refreshed states §. With respect to a frame containing B boxes, the set
of object categories is 1 = {/y,...,Ip}, and the 2D-coordinates set are & = {iiy,...,lp} and

Vv ={P1,...,0p}. Thus, the SLG g’ € {gl, ... ,gT} of the ¢-th frame can be represented as
g ={La,v}. (4.10)

Frame sampling: According to the results of trajectory prediction, we split the whole
video into environment and behavior segments and transmit them separately. Since the
environment is fixed, it is supposed that only the environment of the first frame s! needs
to be transmitted. It is also thriftless for encoder to cope with behavior segments in the

whole video, so that we sample them every T frames and denote M = [T /T| samples as

§/ _ {§1 ATs+1

b =188, s §£} The output §’ of the z-th frame is illustrated as

{se.8p.8"), 1=1,
$'=91{5.'}. t=nTy+1,n={1,...,M—1}, (4.11)
g, otherwise.

Generally, the overall output for all frames after semantic-encoder is composed of environ-

ment of the first frame, behavior segments from the sample frames and SLGs of all frames.

4.2.2 JSCC Module

As illustrated, all the extracted semantic segments along with an SLG should be transmitted
through a wireless channel. In VISTA, we employ an SNR-adaptive JSCC module which can
configure its parameters depending on the SNR of the channel [186]. Its overall structure
can be described as source-encoder, channel-encoder, channel-decoder and source-decoder.
In more detail, the features f = { fel,fb} are first extracted from the input of environment and
behavior segments (s, and §)) via several conventional layers and some of them are activated
to be transmitted first. After getting f, the channel-encoder produces two groups of length-L
features. The first group with the length G contains either active or inactive features selected
by a policy network /, while the following G, groups are always active without selection.
The selection for each input is conducted by a binary mask W;, where can only be O or 1. The
total number of active groups is demonstrated as G = G, + Zl.G:"l W;. All the active features are
passed through the power normalization network to generate complex-valued transmission
symbols {xg,i;} € CO*L/2 with unit average power using the first half of features as the real
part and the other half as the imaginary part. Moreover, the textual SLGs g = { g, ..., gT}

are encoded to bits X, and transmitted directly. In a word, the total encoded symbols are
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represented by x = {xg, f(}), Xg}.

Next, y = {y;,y;,yg} is received as x should be transmitted over the wireless channel
model in (4.3), where y!, ¥}, and y, denote the transmitted symbols of environment, behavior
segments, and SLG, respectively. Then, y is fed to the channel-decoder and source-decoder
sequentially to reconstruct the environment §!, behavior segments §, and SLGs g. Specifi-
cally, 5! and §), are recovered through several convolutional layers while g are decoded to text
directly.

It is worth noting that the SNR value is the part of input fed to the policy network and the
SNR adaptive network leveraged in channel-encoder, channel-decoder [187]. Particularly,
for the SNR adaptive network, the features in one frame are first pooled averagely across
diverse feature channels (different from the wireless channels) of a neural network and then
concatenated with the SNR value. Next, the results are received by two multi-layer percep-
trons to produce the factors for channel-wise scaling and addition. In this way, we adjust the

network of transceiver in JSCC module depending on SNR value.

4.2.3 Frame Interpolation Module

After receiving the environment and behavior segments of sample frames, we complement
them and combine the results to rebuild the video with the help of SLGs g in the semantic-
decoder. In more detail, we make 7 copies of the one-frame environment and generate the
sequence of environment as §, = {5@, e ,§é} at first. Then, according to the behavior seg-
ments §;) = {5*117, e, 524 } of M sample frames, we utilize Transformer for frame interpolation
with the inspiration of Video frame interpolation with Transformer (VFIformer) ([188]), aim-
ing at predicting the behavior segments for all the remaining frames. Consider the behavior
segments E}? and Ei of the two adjacent sample frames, and the intermediate frame is denoted
as §.

A convolutional network called flow estimator is utilized to obtain the optical flows O'!
and O'~2. Additionally, the images w}’ and WZ are restored as per the features fil and fl.z
which are warped by O'~! and O’ respectively. Further, the semantic decoder includes
Transformer blocks (TFB) and each TFB consists of convolutional layers and several Trans-
former layers (TFL) with Cross-Scale Window-based Attention (CSWA) network which is a

state-of-the-art attention mechanism. For the i-th TFB, its output feature fi’ is formulated as
! = TFB; (fl.t_l,fil,f?), 4.12)

where f! | is the output of (i-1)-th TFB.

Then, the intermediate frame §) is generated by a soft mask H and an image residual A§)
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(from flow errors and occlusion) in the decoder as follows:
§i =How, +(1-H)ow; +AS,, (4.13)

where © signifies the Hadamard product. It is worth noting that the interpolation is under
the guidance of SLG. In other word, the prediction of behavior segments in the intermediate
frames is limited in the bounding boxes provided by SLG.

In terms of model training, the loss should be evaluated from three aspects. The first is
reconstruction loss, which compares the recovered behavior segments § and its ground-truth
Sg; in t-th frame as

Lrec = |5t =5, - (4.14)

Next, the census loss [189] is robust to illumination changes, which is defined as the soft
Hamming distance between census-transformed ([190]) image patches of s;l and 52. The last

one is distillation loss for supervising the estimated flows explicitly,

Ly = ||0~t—>1 _Oz—>1||1 + ||0~t—>2 _ Oz—>2|

. (4.15)

where O'™! and O'™? are derived from a pretrained flow estimation network presented by
[191].

As a result, the total loss is presented as
L = /lrecofrec + /lcssofcss + /ldiscfdiSa (416)

where Lyec, Less and Ly;s correspond to the reconstruction loss, census loss and distillation
loss with their weights A,, A¢ss and A4;5 respectively.

After frame interpolation, the behavior segments are estimated as the combination of the
sample frames and intermediate frames. The recovered video § is the synthesis of the behavior

segments S, and the copies of the environment §,, which can be expressed by
S=5§,®S,. 4.17)

Herein, we stitch S, and S, via @ and maintain §; as their overlapping parts.
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Figure 4.2: The examples of SLGs in original video.

4.3 Simulation results and discussions

4.3.1 Simulation Setting

The pre-training dataset is DanceTrack ([192]) which includes 100 videos of group dance,
105k frames and 877k high-quality bounding boxes. The test dataset is from a open dataset
named VIRAT ([193]). Our team conduct simulations to evaluate the performance of the
proposed VISTA framework in comparison with two different benchmarks: 1) A JSCC in-
tegrated with VFIformer scheme (JSCC-VFI), which first employs a single deep neural net-
work to transmit video frames over wireless channels without any awareness of semantics
and then uses the powerful Transformer model for behavior segments interpolation; 2) A
conventional separation-based video transmission scheme employing H.265 (HEVC) [194]
for source compression and LDPC codes [195] for channel error protection, which inherently
suffers from the cliff effect near the channel coding threshold.

For the simulation settings, the OC-SORT structure is first leveraged for object segmen-
tation of video frames, which keeps consistent with the setup offered by [185]. Besides,
the parameters in JSCC-related channel encoding and decoding networks are proceeding
as those presented by [186], where the wireless channel model is simulated as an AWGN
channel with SNR values varying from —3 to 18 dB. Moreover, the architecture details of
VFIformer-related networks can refer to [188]. Note that the Adam optimizer is adopted to
train the VISTA with an initial learning rate of 5x 107, and all subsequent simulations are
implemented in a computer with six CPU cores and Inter Core 17 processor, where the main

software environment is Python 3.9.

4.3.2 VISTA Framework Performance Evaluation

Here, Fig. 4.2 shows four examples of SLGs with the labels of dynamic objects in original
frames. Guided by them, the videos are recovered by VISTA under varying SNRs from
—9 to 6 dB. Some examples are shown in Fig. 4.3. Obviously, VISTA can restore relatively
clear frames even at an SNR of —3 dB. Since it outperforms in low-SNR scenarios, we further

exhibit some specific frames of original video and the videos recovered by VISTA, JSCC-VFI
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Figure 4.3: The frame samples recovered by VISTA under varying SNRs from -9 to 6 dB.

and LDPC codes at an SNR of 0 dB considering three differing interpolation proportions 0,
50%, and 75% Fig. 4.4. Importantly, it should be noted that a 50% interpolation corresponds
to a 50% sampling ratio, while a 75% interpolation corresponds to a 25% sampling ratio. To
clarify, a 50% sampling ratio indicates that only one out of every two sequential frames is
used. All objects in the frames of VISTA and JSCC-VFI are well recovered in the contrast
of the conventional scheme, and the recovered videos will be more blurred and inconsistent
as the ratio of interpolation increases. Specifically, compared with JSCC-VFI, VISTA may
not perfectly align moving objects with the environment. However, it offers superior frame
quality and more precise detail in object rendering.

To evidence it, we present the PSNR performance under varying SNRs from -3 to 18 dB
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Figure 4.4: Visual comparison on frame samples for original video, recovered video by LDPC
codes, VISTA and JSCC-VFI with 0%, 50%, and 75% interpolation at a SNR of 0 dB.

with all situations in Fig. 4.5. It can be seen that the PSNR of all schemes increases with
SNR, which is because higher SNR leads to less impairment of transmitted semantic fea-
tures, thereby enabling more accurate frame recovery. Additionally, VISTA achieves better
PSNR at lower interpolation proportions. This trend is attributed to the fact that transmit-
ting fewer behavior frames means more compressed features are lost between consecutive
dynamic objects, resulting in degraded PSNR performance.

Notably, VISTA with no interpolation consistently exhibits strong performance across
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Figure 4.5: PSNR performance of recovered video frames versus varying SNRs from -3 to
18 dB.

the entire SNR range, starting at a PSNR of 28.5 dB at —3 dB and reaching 32.5 dB at 9
dB, which outperforms all other schemes at SNRs from —3 dB to 12 dB. Such a performance
gain of VISTA can be credited to its accurate semantic calibration function provided by the
SLG, which sufficiently guarantees high reliability of video transmission even under low-
SNR conditions.

However, H.265 + 2/3 rate LDPC exceeds VISTA with no interpolation beyond SNR = 15
dB, reaching approximately 33.0 dB at SNR = 18 dB, because semantics extraction inevitably
causes information loss. Consequently, the video recovered via semantic reasoning will dif-
fer from the original even at high SNR. In contrast, H.265 + LDPC conveys the complete
information content of each frame, yielding superior video quality once the SNR surpasses
the cliff threshold. Nonetheless, such a conventional approach suffers from catastrophic cliff-
effect failure below the threshold—H.265 + 1/2 rate LDPC collapses to the noise floor below
~9 dB, and H.265 + 2/3 rate LDPC below ~12 dB—and necessitates a substantially higher
bandwidth to transmit the full video information. Additionally, JSCC-VFi lacks the classifi-

cation of environmental and dynamic objects as well as the utilization of SLGs. As a result,
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Figure 4.6: Total processing time (a) and transmission bits (b) for 20 consecutive video
frames under different interpolation proportions.

its performance is inferior to VISTA across the entire SNR range from -3 dB to 18 dB.

Next, we evaluate the total processing time (including encoding, transmission, and decod-
ing) for 20 consecutive video frames under different interpolation proportions in Fig. 4.6 (a),
measured on the aforementioned hardware configuration. Note that H.265+LDPC does not
involve a frame sampling process, so interpolation is not applicable; consequently, results at
50% and 75% interpolation are unavailable for this baseline. It can be observed that without
interpolation, the proposed VISTA requires only 0.25 s of total processing time for 20 frames,
which is approximately 10.3x faster than H.265+LDPC (2.58 s) and reduces the per-frame
latency from ~0.129s to ~0.013s. Furthermore, VISTA consistently consumes less than
half the processing time of JSCC-VFI across all interpolation proportions (37.5%, 57.4%,
and 50.0% reduction at 0%, 50%, and 75% interpolation, respectively).This efficiency stems
from the SLG mechanism in VISTA, which confines processing to semantically significant
behavior segments, thereby reducing the number of pixels that must be encoded and de-
coded.In addition, a higher interpolation proportion leads to a longer processing time, since
more intermediate frames must be sampled and synthesized.

Fig. 4.6 (b) presents the total number of transmitted bits for the same 20 consecutive
video frames. As with Fig. 4.6 (a), results for H.265+LDPC at 50% and 75% interpolation
are not applicable.Without interpolation, VISTA transmits 0.30 X 107 bits, which corresponds
to approximately 66.7% of the H.265+LDPC baseline (0.45 x 107 bits) and only 31.9% of
JSCC-VFI (0.94 x 107 bits), demonstrating a meaningful reduction in communication over-
head.Moreover, the bit consumption of VISTA decreases monotonically as the interpolation
proportion increases, since the SLG mechanism extracts more compact semantic represen-

tations at higher interpolation ratios, allowing the same video content to be conveyed with
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fewer transmitted bits.



Chapter 5

GAI-driven SemCom Networks

This chapter presents a GAI-driven SemCom framework specifically designed for AIGC de-
livery. The chapter conducts a thorough investigation of AIGC information effectiveness
from three critical perspectives: task-oriented systems, Aol, Vol, and causal control mecha-
nisms. Furthermore, a novel architecture and associated algorithms are introduced for opti-
mizing communication and computing resource allocation alongside knowledge management
strategies, encompassing knowledge construction, updating, and sharing protocols necessary

for operating and maintaining GAI-driven SemCom networks.
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Figure 5.1: The architecture of the GAI-driven SemCom networks involving three perspec-
tives: data plane, physical infrastructure and network control plane. The data plane layer
includes information creation, AIGC-based SemCom transmission and information effective-
ness. The network control plane layer includes GAI-driven SemCom network management.
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5.1 GAI-driven SemCom Network Architecture

Given the basics and features of GAI and SemCom, next, we present a synergistic interaction
between GAI algorithms and SemCom networks. Thus, in this section, we present the vision
of GAIl-driven SemCom network architecture, as depicted in Fig. 5.1. We illustrate this
architecture from the perspectives of physical infrastructure, data plane and network control

plane.

Physical Infrastructure

Similar to conventional communication networks, the physical infrastructure in GAI-driven
SemCom networks consists of multiple wireless terminal devices (TDs), access points (APs),
BSs, edge servers, and central cloud servers [196]. Besides performing conventional func-
tions in communication systems, these entities are armed with additional intelligent tech-
niques to support novel AIGC services. To be specific, TDs, such as smartphones, tablets,
and laptops, are equipped with KBs and well-trained GAI models including encoder and de-
coder modules in SemCom system. Before transmission, TDs upload sensing data, as well as
download knowledge and well-trained models through APs and BSs, thus integrating knowl-
edge and updating KBs.

In GAI-driven SemCom networks, the edge nodes, including mobile edge computing
(MEC) servers and BSs, enable to pre-train and fine-tune GAI models with the knowledge
from themselves, connected TDs and central cloud servers. Then, edge nodes will offload
the well-trained models to TDs corresponding to their tasks and environments. Additionally,
the edge servers account for managing knowledge sharing and update with optimization of
resource consumption (energy, bandwidth, etc.).

Due to the large storage and computing resource of central cloud servers, the large-scale
GAI models can be employed and pre-trained. Virtually, most global AIGC services (e.g.,
ChatGPT) are trained in cloud utilizing the data from many data suppliers. Meanwhile, the
centralized model will be updated, absorbing new knowledge to refresh models and adjusting

resource allocation strategies.

Data Plane

The AIGC data is generated, transmitted and evaluated on the data plane of this network.
First, the AIGC information is created through GAI models, including unimodal and multi-
modal models, which will be discussed in Section III. Then, AIGC data is transmitted through
a wireless channel in the approach of SemCom. To be concrete, the source messages are fed

into semantic encoder and channel encoder at the transmitter to extract and compress their
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semantic information. Subsequently, the compressed semantic information passes through a
wireless channel. At the other end, the distorted data are recovered by the channel decoder
and semantic decoder based on the shared knowledge beforehand. Through this approach,
SemCom could enhance the efficiency of AIGC transmission and resource utilization by
transmitting only essential semantic information of AIGC data are transmitted.

Another function achieved by the data plane is to measure the AIGC information effec-
tiveness from the perspectives of task completion, data freshness and relevance, as well as
causal reasoning. First, some performance metrics on evaluating the task implementation for
task-oriented systems are delivered [197]. Next, the Aol [198] is regarded as an important
metric to measure how fresh the information is, which is significant in real-time supervision
system and update system. If the information is expired, it may reduce the accuracy and re-
liability of system decision. Moreover, the Vol focusing on the importance and relevance of
the information being transmitted is also an practicable metric for information effectiveness
measurement in SemCom [199]. Finally, due to the dynamics in wireless communication
environments, new measurements related to causal reasoning are envisioned considering the

state of SemCom networks.

Network Control Plane

Unlike conventional communication network, in GAI-driven SemCom networks, the network
management should be more intelligent, knowledgeable and adaptive to GAI. Consequently,
the network control plane encompasses network architecture, knowledge management, and
resource allocation. First, the novel layers in the proposed networks are discussed including
semantic level and generation level. Next, the knowledge management features the utiliza-
tion of KB which are essential in the processes of training both GAI and SemCom models
containing public and private knowledge, especially for the personalized function. In this
network, the key procedures consist of KB construction, sharing and update. To create a
KB, the raw data, such as users’ history and channel status, are collected, classified, and
encoded. In turn, KBs are continuously monitored by GAI automatically, updated based on
new knowledge and users’ feedback, ensuring knowledge remains dynamic and reliable over
time. Also, KBs in transceivers need to be aligned since the inconsistent KBs would lead to
content misunderstanding.

Additionally, since the limited resource restricts the implementation of AIGC services
with extensive data, new resource allocation methods for GAI-driven SemCom networks
are urgently required. Beyond the conventionally utilized communication resources such
as energy and bandwidth, some unprecedented issues are explored for SemCom networks,

e.g., the matching degree of physical channel and KB. Furthermore, GAI acts as an add-on
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module to boost network performance. The strategies for resource allocation are decided by
GAI automatically and they can be adjusted dynamically according to new network status.
Specially, we focus on the network control plane which delves into the management of
GAlI-driven SemCom networks. We first illustrate the novel layers introduced in the network
to manage resources from an architecture perspective. Then, we discuss the knowledge man-
agement, including knowledge construction and knowledge sharing and update. Finally, we

investigate the computing and communication resource allocation strategies.

5.1.1 Novel Layers in GAI-driven SemCom Architecture

To manage the GAI-driven SemCom networks, some research works propose novel layers
for dedicatedly dealing with semantic message. A novel GAl-assisted SemCom network
framework in a cloud-edge-mobile design is proposed in [124], which enables multimodal
semantic content provisioning, semantic-level joint-source-channel coding, and AIGC acqui-
sition. The authors in [200] come up with a two-tier architecture primarily including physical
and semantic levels in the semantic-aware network management and communications realm.

Drawing inspiration from previous research, the proposed network architecture, as de-

picted in Fig. 5.3, comprises three distinct layers: the physical layer, the semantic layer, and
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Figure 5.3: GAI-driven SemCom networks with physical, semantic, and generation levels.

the newly introduced generation layer. The physical layer handles the actual data transmis-
sion, encompassing the encoding and decoding of signals. The semantic layer focuses on the
meaning or context of the transmitted information. The innovative generation layer utilizes
semantic information and algorithmic parameters to guide GAI models, producing content
that aligns with specific communication goals. Crucially, knowledge is shared between the
sender and receiver beforehand to pre-train the GAI foundation models. The sender employs
prompt engineering, based on the sender’s KB, to create generation parameters from source
data. Once transmitted through a channel, these signals are processed into generation infer-
ences at the receiver end, guided by the receiver’s KB, and then interpreted into the final
output. This architecture represents a cohesive integration of physical transmission, semantic
understanding, and content generation, tailored to enhance communication efficacy for AIGC
services.

Moreover, the pre-trained foundation models (PFMs) can be fine-tuned for the specific
tasks such as feature extraction and parameter optimization, to provide personalized services
and meet the unique demands of various applications [201]. The introduced novel layers also

restrict the exposure of sensitive information as only semantic instructions and prompts are
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transmitted. Hence, the integration of GAI into SemCom models is envisioned to herald a

new era of unparalleled personalization, adaptability, and security.

5.1.2 Knowledge Management in GAI-driven SemCom Networks

Knowledge, regarded as the foundation of GAI, comprises two categories as follow:

* Background Knowledge: Task-specific parameters at the transmitter end and required

expertise for model fine-tuning at the receiver end form the components of this tier.

* Common Knowledge: A shared database enables both the transmitter and receiver to

pull relevant data, facilitating the use of PFMs for further refinements.

In this sense, knowledge management is significant in the proposed networks since GAl relies
on accumulative knowledge for learning, while the network hinges on constant knowledge
sharing and updating for seamless operation [202, 203]. To be concrete, knowledge is first

constructed from raw data, then shared and updated between each communication entity.

Knowledge Construction

In terms of knowledge construction in GAI-driven SemCom networks, KBs are compiled
from an amalgamation of public and proprietary data sources, processed through GAI algo-
rithms. These sources are diverse, ranging from crowdsourced content to data marketplaces,
from the input of IoT sensors to passive collections, as well as encompassing user histories
and records [204]. This expansive data assimilation is vital for the effective operation of the
proposed networks. Besides, the KG creation is more complex, which has three fundamental
processes: knowledge extraction, KRL, and KGC [205]. The initial stage in the knowledge
management process involves leveraging algorithms for NER and relation extraction to distill
valuable entities and their connections from unstructured data, forming a network of triples.
GALI algorithms then employ KRL to convert these triples into compact, low-dimensional
vectors, rendering complex knowledge into a machine-interpretable format. Finally, KGC
algorithms are responsible for inferring and inserting the missing pieces within these triples

via triple and relation based reasoning to ensure data integrity and completeness [206].

Knowledge Sharing and Update

After collecting the knowledge in various communication nodes, knowledge sharing and up-
date are crucial for maintaining high accuracy and relevance of knowledge in SemCom sys-

tems. The processes of knowledge sharing and updating ensure that GAI’s decisions are
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created from the latest data, fostering efficiency and innovation. Regularly refreshing KBs
is vital to enable quick adaptation to new market trends, technologies, and user demands.
Especially in customer-centric services, it enhances personalization and dedicated user expe-

rience.

* Knowledge Sharing: Sharing among edge nodes enables collective learning and co-
operative knowledge creation, often facilitated by methods like FL [207-209]. Addi-
tionally, a specific application for knowledge sharing in the context of the Industrial

IoT is presented via edge GAI platforms [207].

* Knowledge Update: To sustain the accuracy and relevance of the KB community,
periodic audits are employed to identify and excise outdated or incorrect data, while
concurrently integrating new research and insights [210-212]. Tracking KB versions
periodically is advisable to streamline the management of these updates. Such a system
allows for the archiving of significant updates as separate versions, providing users the

flexibility to compare changes and revert to prior versions if needed [207].

Through these multifaceted strategies, the KB community maintains high integrity, adapt-

ability, and utility, thereby serving as a robust asset in GAI-driven SemCom networks.

5.2 Problem Formulations

Based on the framework presented shown in Fig. 5.3, we propose a detailed framework which
delivers images with multi-model prompts for accurate content decoding [152]. Particularly,
this system utilizes multi-modal prompts which incorporate visual prompts to restore images’
structural fidelity, and textual prompts to capture the semantic information of images. The

semantic encoder and decoder are design as follow:

5.2.1 Semantic Encoder

The semantic encoder in this framework extracts textual and visual prompts from a source
image. To generate textual prompts, a capsulate vision-language pre-training (VLP) model
for vision-language understanding and generation tasks. This model is the multi-modal mix-
ture of encoder-decoder (MED), including three distinct operational modes:

(1) A Transformer-based unimodal encoder generates and aligns visual and textual represen-
tations through image and text contrastive learning.

(2) Image-grounded text encoder incorporates additional cross attention mechanisms to cap-

ture dependencies between vision and language, employing image text matching objectives
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to differentiate matching from non matching combinations.

(3) Image-grounded text decoder modifies the architecture by substituting bidirectional self
attention with causal self attention while retaining the cross attention and feedforward com-
ponents from the encoder. This decoder uses language modeling objectives to produce image
captions.

We consider a source image sg whose textual description d;,., is extracted using the image-
grounded text decoder component of MED, denoted as Enygp. This extraction can be ex-
pressed as d;.x = EMeD(So; w;), Where w; represents the model parameters.

Next, the visual prompts are created by pre-trained generative diffusion model (GDM).
GDMs have demonstrated their capability to model target distributions through learning a
denoising process across various noise scales [77]. Beginning with Gaussian noise drawn
from 71(0,7), where I represents the covariance matrix, an effective GDM progressively re-
fines this noisy input into a synthesized image over N denoising iterations. Inspired by [77],
a function &j(s,), which ingests a noisy image s, and predicts the corresponding noise, is
presented.

The GDM optimization involves the loss function |g}(s,) — £4], where &, symbolizes the
actual noise that was added to sy to produce s;. A significant stride in the realm of denoising

is the DDIM model [78], which stands out due to its deterministic generative process:

n 1_ n n n
Suct = an_l(s ‘ Wﬁge(s))m/l—an_lsz(sn), @)

and

a'”S()
Q(Sn—l |SnaSO) = n( ap—180+ V1 —a,- \/—La/n , (5)

where @, represents a noise schedule parameter that determines how much of the original
signal remains (+/a,,) and how much noise has been added (V1 =a,). An intriguing aspect of
DDIM is the capacity to run its generative procedure in reverse, deterministically retrieving
the noise map sy [78]. This map can be perceived as the latent encoding for the image
so. Though the reconstruction accuracy is commendable, the resultant sy lacks higher-level
semantics expected of a meaningful representation.

Thus, with the d;,, to catch the high-level semantic information, the conditional DDIM
can be employed to encode an image sy into the visual prompt d,; to catch the image structure

information as demonstrated in

Sn+l = Va'n+lf6‘ (Sn, n, dtex) +v I- ap+1€0 (Sn, n, dtex) s (51)
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where the denoised observation is denoted as

(sn — V1 —aueq (sy,n, dtex)) . (5.2)

f9 (sn’ n, dtex) =

1
Van
Then, an image can be regenerated accurately by using both textual and visual prompts. The

visual prompt Vg, is defined as v = Vg {d;.x,S0; wyis }, Where Vg denotes the diffusion process

with N steps, and w, ;s represents its parameter set.

5.2.2 Semantic Decoder

The purpose of the GDM-based semantic decoder is to use the textual and visual prompts,
1.e., dse, and d,;s, to generate the source image sg. This decoder is a conditional DDIM that
models pg (S;—1 | Su,dsex) to match the noising distribution g (s, | Sy, So) defined in (5), with

the following reverse (generative) process as:

N
Pe (SO:N | dtex) =p (SN) npe (Sn—l | Sns» dtex) s (8)

n=1

which can be further expressed as

n(f9(51’19dt _x),o) lfflzl,
Po (Sn-1 | Sn,dsex) = ‘ (9)
q (Su—1 | Sn,fg (sp,n,dsey)) otherwise.

Training is done by optimizing
N
Lgim = ZEso,en [”39 (Sn> 1, drex) — Sn”%] ) (10
n=1

where g; ~ 11(0,1I) and s, = \/a;S0 + V1 — @&,

5.3 Experiments and Results

We conduct numerical evaluations to demonstrate the performance of GAI-driven SemCom
systems, and we implement all subsequent simulations in a computer with an Intel Core 19
CPU and NVIDIA Geforce RTX 3090 Ti GPU processors where the main software environ-
ment is Python 3.9. Moreover, this system employs well-trained diffusion model and does not
require joint training in pre-training process, which offers a reduction in both computational

complexity and energy cost compared to conventional SemCom methods.
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Figure 5.4: Performance comparison of GAI-SemCom and SemCom for image transmission
over AWGN channel at different SNR levels (0 —20 dB)

As illustrated in Fig. 5.4, the GAI-SemCom framework demonstrates superior perfor-
mance in image reconstruction quality compared to the standard SemCom approach across
different SNR levels in the AWGN channel. At extremely low SNR conditions (SNR = 0),
GAI-SemCom produces images with discernible facial features and preserved color informa-
tion, albeit with significant noise, while maintaining better structural integrity. As the SNR
increases to 5 and 10 dB, GAI-SemCom achieves notably clearer facial details, more accurate
skin tones, and reduced artifacts compared to SemCom, which still exhibits substantial color
distortion and blurriness at these levels. At higher SNR values (15 and 20 dB), both meth-
ods converge toward high-quality reconstruction, but GAI-SemCom consistently maintains
sharper edges, more natural color reproduction, and better preservation of fine details such as
facial hair and background elements.

As shown in Fig. 5.5, the GAI-driven SemCom system shows great performance of SSIM
over a wide range of SNRs spanning from 0 to 35 dB, comparing with classical SemCom
system [144] and traditional wireless image transmission system using LDPC codes [213].
The channel types are AWGN channel and Rayleigh fading channel, and the channel cod-
ing approach adopted is binary phase-shift keying (BPSK). We can observe that the superior
performance of the GAI-driven SemCom system is particularly pronounced under varying
SNRs from 10 to 35 dB, where the SSIM value rapidly improves, showcasing its exceptional
capabilities in favorable conditions. In lower SNR conditions, the generation of prompts is
adversely impacted by the presence of noise, leading to a degradation in the quality and accu-
racy of the reconstructed images. As illustrated in Fig. 5.6, the GAI-driven SemCom system
demonstrates a significant reduction in processing time compared to traditional wireless com-
munication systems. This improvement can be attributed to the utilization of a well-trained

diffusion model, which efficiently processes and generates the transmitted data. Moreover,
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the GAI-driven SemCom system requires the transmission of fewer bits compared to tra-

ditional wireless communication systems, highlighting its enhanced efficiency in data com-
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pression and transmission. However, this system may transmit slightly more bits compared
to classical SemCom systems due to its capability to handle multimodal data transmission,

which involves the integration and processing of various data types.

5.4 Use Cases

In this section, we conceive important cases for GAI-driven SemCom networks, including

autonomous driving, smart cities, and the Metaverse.

5.4.1 Autonomous Driving

In the realm of autonomous driving, AVs need to actively gather sensing data and swiftly
analyze the data to form a perception of their surrounding environment. However, the data
collection and transmission processes for AVs are often cumbersome and expensive [214—
216]. To this end, several prominent studies [217, 218] have been conducted on SemCom
systems for autonomous driving. [217] focuses on knowledge sharing strategy to improve
driving decisions in AV systems. [218] presents a high altitude platform-supported fully
connected AV network where the traffic infrastructure transmits its semantic information to
the macro BS whenever it observes a connected AV.

Looking ahead, GAI-driven SemCom systems have the potential to revolutionize au-
tonomous driving by enabling AVs to exchange semantic information with other nodes swiftly
and efficiently. By generating semantic data between communication nodes, the latency of
data transmission can be significantly reduced, enabling real-time decision-making in dy-
namic driving environments. However, the limited communication bandwidth and on-board
processing capacity in connected and autonomous vehicles (CAVs) pose a critical challenge
in terms of resource management and competition. To address this issue, advanced Al algo-
rithms can be employed to intelligently allocate resources based on the specific requirements
of each AV and the overall traffic situation. By considering factors such as the criticality and
time-sensitivity of the semantic data being exchanged, these networks can ensure that safety-
critical information, such as collision warnings or sudden changes in road conditions, is given
the highest priority and allocated the necessary resources to guarantee minimal latency and
maximum reliability in transmission. One potential solution to tackle the resource manage-
ment challenge is the development of a collaborative multi-objective optimization framework
that takes into account various performance metrics related to driving safety, vehicle string

stability, and road traffic throughput.
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5.4.2 Smart City

Smart cities represent intricate socio-technical networks made up of various interrelated com-
ponents like IoT devices, mobile phones, other portable devices, physical infrastructures,
services, applications, and the data shared among these elements [219]. The high complex-
ity of smart city networks comes from dealing with numerous data, diverse content types,
distributed control systems, and the intricate interconnections between various urban subsys-
tems spanning physical, digital, organizational, and societal spheres [220]. Some existing
works [221, 222] utilize ML algorithms and semantic models to handle smart city issues.
The authors in [222] focus on the application of semantic technologies that can enhance in-
teroperability among Internet-of-Everything components in smart cities. In [221], a smart
city digital twin architecture is introduced, which facilitates the representation and reasoning
of semantic knowledge.

Compared with these works, GAI-driven SemCom networks can develop smart cities by
embedding multimodal sensing data into semantic space, connecting them with the seman-
tics. The scalability of these networks allows them to be applied to a wide range of tasks,
benefiting multiple domains within the smart city ecosystem. These network can reduce
the cost of training different systems while meeting the diverse requirements for different
tasks. For instance, in the domain of transportation, GAI-driven SemCom networks can sig-
nificantly enhance efficiency by optimizing traffic flow, reducing congestion, and improving
public transit services. By analyzing real-time traffic data, these networks can dynamically
adjust traffic signal timings, recommend optimal routes to drivers, and predict and mitigate
potential bottlenecks. Energy conservation is another domain where GAI-driven SemCom
networks can be employed. By leveraging semantic data from smart meters, weather sensors,
and building management systems, these networks can optimize energy consumption at both

the individual building and city-wide levels.

5.4.3 Metaverse

Metaverse is a collective virtual shared space, emerging from the fusion of enhanced virtual
depictions of our physical world and persistent digital realms. Advancements in GAI tech-
nologies have led to a significant increase in Metaverse applications, notably in AR, VR, and
extended reality (XR) [20, 223-225]. Both academia and industry are exploring the Meta-
verse to create immersive, dynamic virtual landscapes that can adapt in real-time, reflecting
user interactions and inclinations. However, to authentically mirror our physical world within
these virtual domains, vast amounts of data, spanning text, images, and videos are essential.

Recent studies [226-228] have started to explore potential solutions to this problem through



CHAPTER 5. GAI-DRIVEN SEMCOM NETWORKS 80

GAlI-driven SemCom systems. These frameworks utilize diffusion models [226], Magic3D
[227], and GANSs [228] to generate digital content, render graphics, and exchange semantic
information between transceivers’ local semantic multiverses. Additionally, a trustworthy
SemCom system using FL and intelligent radio is conceived for privacy protection [228].
Furthermore, user experience quality is of utmost importance in Metaverse applications.
Future research can focus on designing and employing GAI-driven SemCom systems to gen-
erate and transmit personalized content, enabling tailored services for individual users. By
analyzing user preferences, behavior patterns, and contextual information, these networks
can infer the content that users are most interested in and adapt their models accordingly to

meet users’ specific requirements.



Chapter 6

Safeguarded AI-driven Semantic

Communication

6.1 Safeguarded AI Design Principles

In this section, we introduce the design principles in safeguarded Al framework. Fig. 6.1 il-
lustrates the architecture of safeguarded Al framework. An Al model operates within a world
model that simulates or represents the operational environment. The model generates outputs
based on its inputs, which are then evaluated by a gatekeeper according to safety specifi-
cations derived from the world model. Only outputs deemed safe proceed to the operator,
who is responsible for executing these approved actions in the real-world system. Finally,
users, such as domain experts, monitor the outcomes and behaviors post-execution and pro-
vide feedback to gatekeepers, allowing future safety evaluations and updates. Specifically,

the world model, safety specifications, and gatekeeper are three main components:

» World Model: A world model serves as a mathematical and logical representation of
real-world dynamics, establishing the formal foundation necessary for rigorous safety
verification in safeguarded Al framework. The world model transforms abstract safety
concepts into verifiable constraints by converting vague directives into precise mathe-
matical inequalities and logical predicates over defined model states. By systematically
capturing safety-relevant environmental aspects, the model provides structured obser-
vations that enable the Al model’s predictive reasoning about potential actions and

safety implications.

* Safety Specifications: Safety specifications contain the safety properties of Al systems,
defining the conditions under which the system is considered to operate safely. These

specifications typically include constraints on system behavior, acceptable operating
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ranges, failure modes to avoid, and responses to uncertain or adversarial inputs. They
serve as formal criteria for verifying and validating the system’s reliability, robustness,

and compliance with safety standards throughout its deployment lifecycle.

* Gatekeepers: The central concept of safeguarded Al is gatekeepers, which function as
an oversight mechanism for autonomous Al systems. A gatekeeper defines the safety
boundaries and ensures that the outputs and actions of Al systems strictly adhere to
predefined and verifiable safety boundaries. According to this model, an Al output
is deemed safe only if it remains within these boundaries. Advanced methodologies,
including mathematical analysis and ML techniques, are employed to monitor, assess,

and certify the safety of Al decisions in real-time.

However, narrowing down to SemCom, the design of these three components presents
substantial challenges.
How to build world models for SemCom networks? The world model for SemCom net-
works is hybrid, integrating both syntactic and semantic levels. The syntactic level encom-
passes traditional communication models, such as channel models. In contrast, the semantic
level involves models for semantic encoding and decoding, as well as sematic aware adap-
tion. The hybrid model introduces new aspects to traditional problem formulations, such as
semantic-aware resource allocation strategies. Consequently, building an world model for
SemCom networks is a complex challenge, requiring the seamless integration of syntactic
and semantic components while addressing the dynamic nature of communication environ-
ments.
How to define semantic safety specifications? Safety specifications in SemCom networks
involve abstract and context-dependent factors. In this context, the definition of "safety" is
extended beyond conventional reliability measures, including the accuracy and consistency of
semantic understanding. For instance, a mismatch in interpretation between different models
can be considered "unsafe", potentially leading to miscommunication and unintended actions.
However, defining and measuring semantic safety remains ambiguous.
How to design gatekeepers in SemCom networks? In SemCom networks, gatekeepers
should operate in real-time while monitoring complex semantic interpretations, requiring
sophisticated algorithms that balance computational efficiency with monitoring accuracy.
Moreover, gatekeepers need to adapt to varying network conditions and semantic contexts

without compromising its monitoring reliability.
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Figure 6.1: The architecture of safeguarded Al framework.

6.2 Safeguarded-Al in Semantic Communication Networks

To solve the challenges discussed in Section 6.1, in this section, we investigate potential
approaches to world model construction, safety specification formulation, and gatekeeper

design in SemCom networks.

6.2.1 World Models

In order to explore the safety boundaries for SemCom networks, we should first develop a
world model to describe the environment in which SemCom models operate. In particu-
lar, the tasks in SemCom networks are conceptualized at two levels: end-to-end level and
network level. First, at the end-to-end level, we consider the encoding and decoding pro-
cesses of semantic representations as target Al model. The external changing factors, i.e.,
semantic representation methods, KBs, and channel conditions, constitute the world model.
Second, the tasks at the network level encompass bandwidth allocation, knowledge updates,
power control, etc. Here, decision-making Al models serve as the target models which are
responsible for analyzing network conditions and implementing optimal decision strategies.
The environment elements of these models are related to time-varying channel conditions,
user allocation, and multidimensional resource constraints. Notably, knowledge resources
are essential in SemCom networks, as they directly impact the accuracy of semantic encod-
ing and decoding processes. Meanwhile, knowledge processing need significant memory
and computing capabilities, which requires robust models and efficient knowledge allocation
strategies under resource constraints.

To generally describe the environment of SemCom networks, we investigate various ap-

proaches that leverage both mathematical tools and ML techniques.
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Mathematical Tools

For diverse goals and environment in SemCom networks, there are four categories of mathe-

matical tools:

* Random spatial patterns: stochastic geometry are commonly used to model the ran-
domness SemCom networks in both temporal and spatial domains. For example, Poisson-
based models are usually utilized to derive the coverage probability of heterogeneous
cellular network. In SemCom networks, tractable analysis of semantic-aware met-
rics can be derived by exploiting these models, such as KB synchronization rates
between distributed nodes and maximum semantic information rate achievable under

given channel conditions.

* Probabilistic inference: probabilistic models, such as Bayesian networks [229, 230],
are capable to capture conditional dependencies among multiple variables. A Bayesian
network is a directed acyclic graph G = (V,E), where each node v € V represents a
random variable, each directed edge (u — v) € E represents a dependency between
variables, and the joint probability distribution P(V) factorizes according to G as
P(V) =11,ey P (v | Pa(v)), where Pa(v) denotes the parent nodes of v in G. Specif-
ically, the intricate probabilistic relationships between semantic content, knowledge

states, and SemCom network conditions can be captured by such probabilistic models.

* Random process: Markov models [231] and stochastic processes emphasize sequential
structure, focusing on transitions between states to efficiently capture temporal dynam-
ics in modeling. A Markov chain is defined by a set of states S = {sg,s1,...,5,} and
a set of directed transitions between these states. The process begins at an initial state
Sini> and the evolution of the model is governed by transition probabilities p;;, where
pij denotes the probability of transitioning from state s; to state s;. In Markov models,
the next state depends only on the current state and not on the sequence of states pre-
ceding it. Particularly, these models are particularly well-suited for dynamic semantic
channel modeling, SemCom network state prediction, semantic encoder and decoder

evolution, and KB updates.

 Stochastic decisions: for scenarios involving multiple agents, game theory model how
agents choose strategies to maximize their utility, considering the actions of others.
Equilibrium concepts (e.g., Nash equilibrium) are used to predict how players act. For
instance, a possible strategy for player i is denoted as s;, wherei = 1,..., N. A strategy
profile, a set consisting of one strategy for each player, is represented as s* = (s, s",),

where s*. denotes the N — 1 strategies of all the players except i. Additionally, the
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player i’s payoff is u;(s;,s*;) as a function of the strategies. In SemCom networks, it
can be utilized in competitive or cooperative tasks, e.g., resource allocation, multiple

access control, network security, and knowledge sharing.

Machine Learning Tools

Compared to mathematical tools, ML approaches offer greater flexibility and intelligence for
more complex environment, though they show less interpretability. ML tools for SemCom
can be classified into three main categories: DL, RL, and causal learning (CL). Notably, while
DL provides the foundation, RL and CL are particularly valuable for modeling the evolution

and adaptation of SemCom systems over time.

* DL serves as a fundamental modeling approach, particularly for end-to-end SemCom
systems. These deep neural network models excel at extracting and encoding source
data and knowledge into semantic representations, as well as interpreting semantic
representations back into source data. Also, instead of manually defining physical
or communication dynamics, these networks are trained on observed data to predict

environmental changes, channel variations, or user behaviors over time.

* RL is widely used to learn the environment’s dynamics, specifically how the world
model state evolves in response to actions. During interactions with the environment,
the agent collects experience tuples (s;,a;,S:+1,7), consisting of the current network
state, action taken, resulting next network state, and received reward. These experience
samples are then used to train a RL network that models the environment’s behavior.
The learned model includes a state transition function s;.; = f(s;,a;), which predicts
the next state given the current state and action, and a reward function r, = g(s;,a;),
which predicts the immediate reward associated with the state-action pair. In Sem-
Com networks, the model state specifically encompasses semantic encoder/decoder
parameters, KB updates and consistency metrics, contextual understanding levels, and
semantic channel conditions. The reward design is tailored to semantic-aware metrics
for various tasks, such as semantic fidelity preservation, KB alignment across nodes,

and computational efficiency.

* CL can capture cause-and-effect relationships between semantic concepts, KBs and
network states though stable causal mechanisms. It improves the interpretability of
SemCom model outputs and generalization across different contexts, KBs and network
conditions. As one of the core CL methods, a structural causal model (SCM) can be

formally represented as a tuple M(U,V,F,P(U)), where U,V represent the sets of
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external and model variables, respectively. The set F = {fi, f>,..., f,} defines deter-
ministic functions such that each V; € V is determined by V; = f;(Pa(V;),U;). These
causal models can be integrated into Bayesian networks for semantic inference and RL

frameworks for adaptive SemCom strategies.

6.2.2 Safety Specifications

Safety specifications identify safety properties derived from the world model, serving as ob-
jective functions and/or constraints in Al models for SemCom networks. These specifications

are classified into four categories.

* The scale of knowledge domains in KBs and the KB alignment coefficient between
transceivers represent critical safety specifications. These metrics must exceed defined
thresholds to ensure the accuracy of semantic encoders and decoders. Specifically,
insufficient knowledge domain coverage will result in inaccurate semantic interpreta-
tion. When the KB alignment coefficient falls below the established minimum thresh-
old, knowledge sharing protocols between transceivers should be triggered to achieve

proper alignment.

» Semantic effectiveness is fundamentally connected to Al safety because it measures
whether SemCom models accurately preserve and convey intended meaning. This ef-
fectiveness can be assessed through metrics such as semantic similarity calculated at

the semantic decoder output.

* The semantic quality of service (S-QoS) focuses on the meaning preservation, in con-
trast to traditional QoS. For example, it quantifies how well semantic information is
preserved relative to bit consumption and semantic transmission latency [232]. De-
graded S-QoS may signal that SemCom models cannot process semantic information

quickly enough for safe real-time decisions.

» Aol/Age of Incorrect Information (Aoll) in SemCom measures how timely information
and knowledge reaches the receiver compared to when it was generated, or how long
incorrect information and knowledge persists before correction. When Aol or Aoll
values are high, SemCom models risk making unsafe decisions based on outdated or
incorrect semantic information. Thus, low Aol and Aoll are critical safety requirements

for time-sensitive applications.
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6.2.3 Gatekeeper Design

According to safety specifications, gatekeepers are implemented to develop and maintain
decision-support tools for the output generated by Al models in SemCom networks. As illus-
trated in Fig. 6.1, the gatekeeper is positioned between the Al model and application operator.
It analyzes feedback received from users to determine the appropriate safety boundaries. It
then filters out any outputs that fall outside the defined safe region and forwards only the
reliable outputs to the operator.

Let us discuss four techniques to design and implement gatekeepers in SemCom systems.

» Simple filter based on predefined safety specifications is a fundamental mechanism
in gatekeepers, which strictly maintain Al behavior within established safety bound-
aries. These safety boundaries are established through rigorous empirical testing and
calibrated to meet diverse user requirements. Moreover, gatekeepers can evolute by
dynamically adjusting these boundaries based on ongoing performance analysis and

evolving user needs.

* Random smoothing can be developed to analyze the robustness of Al models in Sem-
Com networks. This method works by creating a smoothed classifier for semantic en-
coding/decoding around a its model by adding calibrated Gaussian noise to inputs be-
fore classification. By aggregating predictions across multiple noise-perturbed versions
of the same input, random smoothing establishes probabilistic guarantees of consistent

classification for semantic information within a specified radius around any input point.

» Conformal prediction [233] is a method that transforms the output of SemCom model
into a prediction set instead of a single prediction. Therefore, it can be used to predict
the original data in semantic decoding process. In particular, this method offers formal
guarantees of reliability that satisfies P(true output € predicted set) > 1 — «, for any
user-defined miscoverage level @. Moreover, conformal prediction adaptively adjusts
its thresholds based on past prediction errors in order to minimize regret over time.
When the semantic decoder model is uncertain, the prediction set can be intentionally
large, or in some cases, may even indicate uncertainty by returning no prediction at all.
This behavior prevents SemCom models from blindly producing unreliable outputs in
uncertain conditions. In addition, conformal prediction provides calibrated confidence
estimates that are valid regardless of the underlying model or data distribution. By

avoiding unjustified certainty, it effectively addresses the issue of overconfidence.

* Monte Carlo dropout [234] is utilized to estimate epistemic uncertainty in neural net-

works, can also be applied to enhance the robustness of AI models in SemCom net-



CHAPTER 6. SAFEGUARDED AI-DRIVEN SEMANTIC COMMUNICATION 88

----- + Environment Monitoring
World Model

Safety Specifications
J [ Channel States } [ Battery Energy J [Knowledge Bases] Employment

Safety
Specifications

Available Wireless
Resources

— — o Knowledge Update

Feedback

Gatekeeper

Input — Semantic
Encoder

Semantic
Decoder

I
|
[
|
|
1

Receiver's
KB

Transmitter's
KB BS

[¢]
Receiver |

Transmitter

Figure 6.2: The framework of the safeguarded-Al driven SemCom framework.

works. By enabling stochastic forward passes during semantic decoding, a Monte Carlo
dropout mechanism can generate multiple reconstructed data for the same received sig-
nals, forming a distribution of possible meanings. Analyzing the variation across these
reconstructions allows the system to quantify its uncertainty in semantic interpreta-
tion. This not only prevents overconfident but incorrect semantic reconstructions under
uncertain channel conditions but also enables the system to adjust its communication

strategy dynamically based on the estimated reliability of the reconstructed meaning.

6.3 Safeguarded AI-driven Semantic Communication Frame-

work

In this section, we present a uniform safeguarded Al-driven SemCom framework as shown in
Fig. 6.2. SemCom networks consist of end devices, BSs, edge servers, and cloud servers. In
common SemCom systems, a semantic encoder extracts and encodes semantic information
from source data based on its KB. The information is transmitted wirelessly via edge servers
to the receiver. At the receiver, the semantic information are recovered by a semantic decoder.
Building upon classical SemCom system architecture, our framework employs gatekeepers to
monitor Al model behavior and ensure compliance with predefined safety boundaries. This
theoretical foundation allows our framework to be universally deployed across any layers,
tasks, and modules utilizing Al models.

Particularly, as multi-modal large language models (MLLMs) and foundation models are

becoming state-of-the-art in SemCom systems, they present unique safeguarded Al chal-
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lenges [? ]. These large-scale models offer superior semantic understanding and cross-modal
reasoning capabilities [235]. However, they simultaneously introduce significant safety con-
cerns including complex internal representations, potential for cross-modal misalignment,
and substantial computational resource consumption. Our framework can address these chal-
lenges by implementing specialized gatekeepers that monitor foundation model outputs for
cross-modal semantic consistency and resource costs. Crucially, our framework focuses on
controlling and validating the outputs of Al models rather than modifying the models’ inter-
nal architectures or training procedures which is ideally suited for encapsulated MLLMs and
foundation models.

Typically, in our proposed framework, the world model is first established as the founda-
tion. By considering the safety-specific properties in the world model, the task-specific safety
specifications are defined to evaluate the performance of AI model in SemCom networks.
Gatekeepers are strategically positioned after Al models, including semantic encoders, edge
servers, and semantic decoders. At each distinct deployment point, these gatekeepers serve

different roles:

» After semantic encoders, gatekeepers monitor semantic representation quality and en-
sure KBs consistency before transmission, verifying that encoded information pre-

serves essential semantic meaning within acceptable fidelity thresholds.

» At edge servers, gatekeepers oversee resource allocation decisions and network man-
agement operations, ensuring that semantic processing tasks are distributed safely with-
out compromising system performance or creating bottlenecks that could lead to se-

mantic information loss.

* Following semantic decoders, gatekeepers validate the reconstructed semantic content
against original intent, checking for meaning distortion or context misinterpretation

that could result in unsafe operational decisions.

Before communication begins, edge servers distribute pre-trained SemCom models with
KBs to end devices. The transmitter first extracts semantic information from the source. The
gatekeeper after semantic encoder evaluates the generated semantic information against es-
tablished safety specifications. If they are in the safety boundaries, the gatekeeper forwards
the validated output to the BS. The edge server at the BS then determines optimal network
strategies (e.g., resource allocation) for transmitting the semantic information, with these
decisions also subject to gatekeeper verification. Subsequently, the receiver decodes the re-

ceived messages and reconstructs the original data from semantic features using its KB. The
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gatekeeper after semantic decoder monitors the reconstructed data , evaluates the entire pro-
cess, and filter out unsafe output for users who will provide feedback based on gatekeepers’
behavior. This feedback, along with real-time sensing data, serves as new knowledge shared
among communication nodes. To maintain communication quality, knowledge updates are
strategically scheduled during off-peak periods when network traffic is minimal.

Moreover, considering real-world scenarios, implementation details include:

» Unbiased Datasets Collection: Unbiased data collection and calibration ensures that
training data for SemCom models accurately reflects real-world operational conditions.
Data can be systematically gathered from controlled laboratory testbeds and open-field
semantic network deployments. The controlled environment establishes baseline per-
formance metrics by systematically varying antenna configurations, beamforming set-
tings, and KB synchronization parameters under reproducible conditions. Conversely,
real-world deployments capture the full complexity of operational scenarios, including

dynamic context changes, user mobility patterns, and environmental factors.

» Empirical Testing: Rigorous expert testing is conducted based on comprehensive em-
pirical understanding of both SemCom systems and practical networking environments.
This testing involves multiple stages, including controlled laboratory evaluations, lim-
ited field trials, and full-scale deployments with continuous monitoring. Domain ex-
perts from SemCom systems, networking, and Al safety fields collaborate to design test
scenarios that specifically target potential failure modes. The real-world evaluations in-
corporate adversarial testing methodologies, deliberately challenging the system with

difficult edge cases to establish robust safety bounds.

* Interfaces Deployment: The mechanisms and protocols of interfaces should be de-
signed to facilitate seamless, secure, and efficient data exchange and interaction be-
tween the safeguarded Al algorithms and the SemCom network infrastructure. These
interfaces implement standardized application programming interfaces (APIs) with well-
defined input/output specifications, error handling protocols, and performance moni-
toring capabilities. Additionally, they incorporate version compatibility layers to ac-
commodate gradual updates of SemCom models and KBs across the network without

disrupting ongoing communications.

6.4 Case Study

In our case study, we evaluate the performance of our proposed framework through simula-

tions by targeting DeepSC [2], a conventional SemCom Al model. We compare its perfor-
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Figure 6.3: BLEU (1-gram) scores for the proposed framework with varying thresholds (7 =
0.5,0.6,0.7) vs. DeepSC.

mance with and without safeguarded Al implementation. To demonstrate the improvement in
output’s accuracy, we employ the BLEU score, which is the same metric utilized in DeepSC.
The BLEU score measures semantic similarity between transmitted and received messages
by evaluating n-gram overlap and word order preservation. The gatekeeper filters out outputs
with BLEU scores below predefined safety thresholds. We define threshold parameters 7 at

0.5, 0.6, and 0.7 to assess diverse performances.
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Figure 6.4: Failure rates of the proposed framework with varying thresholds (v =
0.5,0.6,0.7).
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Fig. 6.3 presents the 1-gram BLEU scores of the proposed framework under different
thresholds (7 =0.5,0.6,0.7) compared to the benchmark DeepSC versus varying SNRs (from
0 dB to 18 dB). Our proposed framework consistently outperforms DeepSC over the entire
SNR range, especially in low-SNR conditions. As the threshold 7 increases, the BLEU score
of the proposed method improves, and it obtains the highest BLEU scores when 7 =0.7. Par-
ticularly, at SNR = 0 dB, the proposed framework with 7 = 0.7 achieves a 54% improvement
in BLEU score compared to DeepSC.

Moreover, Fig. 6.4 shows the the failure rates of the proposed framework under different
thresholds (7 = 0.5,0.6,0.7) versus varying SNR. The failure rate is calculated as the ratio
of the number of filtered-out reconstructed sentences to the total number of reconstructed
sentences. Our proposed framework exhibits higher failure rates at low SNRs due to poor
channel conditions, particularly when 7 = (0.7. As the SNR increases, the failure rate of the
proposed framework gradually decreases. In contrast, as the semantic threshold increases,
the failure rate rises significantly. Notably, this figure highlights a key trade-oft: although the
proposed framework achieves more accurate semantic reconstruction at higher thresholds, it
naturally incurs a higher risk of data reconstruction failure. To balance semantic accuracy
and reconstruction robustness, the gatekeeper can dynamically adjust the threshold based on

channel conditions and user requirements.



Chapter 7
Conclusion and Future Work

In conclusion, this thesis advances the field of SemCom by systematically addressing the
fundamental challenges of integrating KGs into multi-modal transmission systems. Through
five interconnected contributions spanning video delivery, generative Al networks, audio
transmission, comprehensive KG fusion methodologies, and Al-safeguarded frameworks,
this research establishes both theoretical foundations and practical implementations for KG-
empowered SemCom systems. By tackling the critical issues of semantic alignment, data
reconstruction under adverse conditions, and transmission overhead management, this work
demonstrates that KGs can serve as an effective bridge between abstract semantic meaning
and concrete communication systems. The proposed frameworks and methodologies repre-
sent a significant step toward realizing efficient, robust, and secure SemCom across diverse
data modalities, laying the groundwork for future research in next-generation communica-
tion systems where meaning, rather than bits, becomes the primary currency of information

exchange.

7.1 Conclusion

Chapter 1 provides a comprehensive introduction to SemCom systems, covering KG-assisted,
GAl-driven and safeguarded Al-driven framework. Subsequently, we identify key gaps in
existing SemCom research that form the foundation for our investigation.

Chapter 2 presents a comprehensive literature review of semantic representation, KG pro-
cessing, GAI models, information theory, and transceiver design in SemCom domains is pro-
vided.

In Chapter 3, we present a novel KG-SemCom framework with semantic channel capac-
ity modeling involving classical and semantic information theory. Moreover, a transceiver

design for KG-SemCom is proposed, leveraging the power of context and public knowledge
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in KGs to perform semantic representation and data reconstruction. Our numerical results
demonstrate the performance of the proposed framework in terms of the named token sim-
ilarity and the BERT-based sentence similarity, highlighting its effectiveness across various
channel conditions.

In Chapter 4, we propose a SemCom-enabled wireless video transmission framework,
named VISTA. In VISTA, a unique transceiver is developed for semantic encoding and de-
coding, incorporating a semantic location graph that operates alongside various neural net-
works for the extraction and restoration of video semantics. Simulations demonstrate a sub-
stantial decrease in the number of bits transmitted, maintaining (and even enhancing under
SNR below 3 dB) video quality and transmission efficiency.

In Chapter 5, we propose a GAI-driven SemCom framework, delving into network man-
agement, covering aspects of novel layers, knowledge management, and resource allocation.
We also deliver a detailed case study, which delivers images with multi-model prompts for
accurate content decoding. Simulation result show its superior performance against a tradi-
tional image transmission scheme and a SemCom without multi-modal prompts.

In Chapter 6, we explore enhancing Al safety for SemCom networks through safeguarded
Al implementation. We begin by introducing the safeguarded Al architecture, focusing on
its three core components: world model, safety specifications, and gatekeeper. Next, we
have investigated detailed designs for each component to provide practical implementation
guidance. Then, We have proposed our novel safeguarded Al-driven SemCom framework
with a comprehensive architectural overview and implementation details. Also, we have

demonstrated simulation results in a case study to evaluate the performance of our framework.

7.2 Future Work

7.2.1 KG-empowered SemCom Systems

One important future direction for KG-empowered SemCom systems is a more rigorous com-
plexity and latency analysis. Specifically, the computational complexity of key modules, such
as Big-O complexity, will be measured with attention to resource consumption in real-world
wireless networks. Beyond theoretical complexity, how practical inference latency scales
with the number of entities, relations, and sentence length will also be quantified, offering
clearer insights into framework scalability in large and dynamic semantic networks.

A further planned extension is the design of adaptive and stronger digital baselines for
fairer comparison. Multiple digital curves spanning different source and channel coding rates

will be incorporated, following the evaluation philosophy commonly adopted in prior JSCC
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studies, to rigorously verify whether the proposed semantic framework genuinely outper-
forms well-optimized digital systems rather than a single fixed-rate baseline.

Another planned improvement concerns loss function design. Learnable or manually
tuned weighting factors for different semantic objectives will be introduced, and a dedicated
sensitivity study on these weights will be conducted to reveal how the trade-off among se-
mantic preservation, reconstruction fidelity, and reasoning consistency affects overall perfor-
mance, potentially motivating task-dependent optimization strategies for different SemCom
scenarios.

For VISTA specifically, a comprehensive investigation of real-time capability and practi-
cal deployment scenarios is planned. The end-to-end frame rate at the receiver will be explic-
itly measured to verify whether it meets practical real-time thresholds, and model compres-
sion, pipeline parallelization, and hardware-aware optimization techniques will be explored
to further improve runtime efficiency.

From the modeling perspective, the semantic expressiveness of the SLG will be further
examined. While the current framework primarily captures spatial semantic relations, which
prove effective for reconstruction, whether spatial relations alone suffice for more complex
dynamic scenes remains an open question to be addressed. Accordingly, the SLG will be
extended toward richer graph formulations that also encode temporal dependency, object
interaction, event-level semantics, and causal structure. A particular focus will be placed
on investigating whether SLG can evolve beyond spatial layout modeling to support causal
semantic reasoning for video communication, especially in scenes characterized by strong

temporal evolution or interaction-driven changes.

7.2.2 GAl-assisted SemCom Systems

In the future research, the optimization objective underlying the simulation results will be
made explicit. Alongside this, a dedicated mechanism to detect and suppress hallucinations in
GAI-based SemCom will be incorporated, such as confidence-aware generation constraints,
semantic consistency verification, or retrieval-augmented grounding.

Furthermore, the tradeoff between communication overhead and computational cost will
be systematically analyzed, particularly examining how larger generative models increase
computation at the receiver while reducing the volume of transmitted data, with the aim of
identifying optimal operating points under different resource constraints.

Finally, to address the instability and complexity associated with diffusion models, strate-
gies such as adaptive noise scheduling, early stopping criteria, and lightweight distilled diffu-

sion variants will be investigated to improve training stability and inference reliability within
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the GAl-assisted SemCom framework.

7.2.3 Safeguarded Al-assisted SemCom Systems

For the safeguarded Al-assisted SemCom systems proposed in Chapter 6, there are several
unavoidable and complex challenges that can be addressed to fully unlock its potential.

Lack of Standardized SemCom Frameworks: For various users, SemCom lacks stan-
dardized representations of meaning, creating difficulties in defining universal safety proper-
ties. The diversity of knowledge representation approaches from neural embeddings to sym-
bolic graphs further complicates the development of consistent verification methodologies. In
these cases, safety verification should address complex properties like meaning preservation
and contextual appropriateness that resist straightforward mathematical formalization. These
gaps collectively hinder the development of interoperable safeguarded mechanisms that can
be consistently applied across different SemCom implementations.

Resource Costs: When the gatekeepers monitor the resource costs of AI models, their
own resource costs are also essential considerations for the whole SemCom network. The
safeguarded Al framework introduces computational overhead that creates a recursive chal-
lenge where safety mechanisms require substantial resources to monitor resource-constrained
Al models. Gatekeepers consume significant processing power for continuous behavior mon-
itoring, real-time safety boundary evaluation, and semantic validation processes including
deep contextual analysis and KB alignment and updates checks. Therefore, this framework
must carefully balance the trade-off between enhanced safety assurance and computational

resource consumption.
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