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Abstract
The increasing integration of information and communication technologies into modern

power systems has enhanced operational efficiency while simultaneously exposing electricity
markets to sophisticated cyber threats. Among these, financially motivated False Data Injection
Attacks (FDIAs) targeting Locational Marginal Prices (LMPs) pose significant risks to market
integrity, economic fairness, and grid stability. Unlike operational disruptions, stealthy LMP ma-
nipulation aims to preserve statistical normality while inducing economically advantageous dis-
tortions, thereby evading conventional residual-based bad data detection mechanisms. Existing
defense strategies remain limited, often relying on stationarity assumptions, trusted infrastruc-
ture, or low-dimensional settings that are inconsistent with real-world electricity markets. This
thesis develops a comprehensive data-driven framework for detecting stealthy and economically
motivated cyber-attacks in wholesale electricity markets. First, a physics-consistent synthetic
benchmarking framework (SMLT) is constructed to systematically model and reproduce stealthy
LMP manipulation scenarios under varying attack intensities and knowledge assumptions. The
dataset enables quantitative characterization of statistical, temporal, and spatial signatures of
manipulation, providing a controlled foundation for evaluating detection methods. Second,
an incremental, unsupervised change-point detection framework is proposed for near–real-time
monitoring of streaming LMP signals. The method balances detection sensitivity, false alarm
stability, and bounded delay within short market settlement intervals. Third, to address the
inherent non-stationarity of electricity markets, a drift-aware anomaly detection framework is
introduced that integrates concept drift detection with adaptive anomaly scoring, enabling robust
discrimination between natural regime shifts and adversarial manipulation. Finally, spatial de-
pendencies among nodal prices are modeled using graph signal processing techniques, allowing
physics-informed dimensionality reduction, scalable monitoring, and anomaly localization with
quantifiable spatial accuracy. Extensive evaluation on both synthetic and real-world market
datasets demonstrates that the proposed framework achieves improved detection robustness, re-
duced false positives, controlled detection delay, and enhanced scalability compared to existing
baselines. By jointly addressing stealthiness, non-stationarity, real-time constraints, and spatial
structure, this thesis advances the state of the art in energy market cybersecurity and estab-
lishes a principled foundation for adaptive, data-driven protection against financially motivated
cyber-attacks in electricity markets.
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Chapter 1

Introduction

1.1 Motivation

The rapid growth of modern power systems, driven by the integration of information and com-
munication technologies (ICT) into power infrastructure, has significantly enhanced control and
monitoring capabilities, thereby reshaping the dynamics of the energy trading ecosystem. This
transformation enables more efficient operations and streamlined energy management. How-
ever, increased reliance on ICT also introduces new vulnerabilities, creating opportunities for
adversaries to exploit these systems through stealthy FDIAs. Such sophisticated attacks can by-
pass conventional security mechanisms, remain undetected, and manipulate critical system data.
Consequently, attackers may influence energy trading outcomes while maintaining long-term
stealth to maximize financial gains, posing serious risks to market stability.

The problem of Locational Marginal Price (LMP) manipulation via FDIAs has attracted
growing research attention in recent years, with most studies focusing on the design of attack
strategies rather than detection or mitigation mechanisms, as surveyed in [1,2]. Existing research
has extensively developed attacks capable of manipulating LMPs under limited system knowledge
and restricted access, while avoiding the triggering of traditional bad data detection schemes.
In contrast, defense strategies against LMP manipulation remain comparatively underdeveloped.
Current protection approaches largely emphasize securing selected meters or optimizing phasor
measurement unit (PMU) placement, often under strong assumptions of trusted infrastructure.
Although data-driven detection methods have been proposed, many rely on stationarity or in-
dependent and identically distributed (i.i.d.) assumptions, which are rarely satisfied in realistic
electricity market environments.

Detecting Locational Marginal Price (LMP) manipulation presents a set of intertwined tech-
nical and practical challenges that substantially complicate the design of reliable detection frame-
works. First, the inherently stealthy nature of market manipulation makes it particularly difficult
to identify using conventional anomaly detection techniques. Adversaries typically craft FDIAs
with small magnitudes that remain within operational tolerances, thereby avoiding significant

1
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shifts in observable statistical properties. Because these perturbations are carefully calibrated to
preserve the overall distributional characteristics of the data, traditional residual-based methods
and distribution-sensitive anomaly detectors often fail to distinguish malicious manipulations
from normal market fluctuations. Second, the non-stationary behavior of power systems and
electricity markets further exacerbates the problem. Market data are continuously influenced by
fluctuating demand patterns, renewable generation variability, network reconfigurations, regu-
latory interventions, and strategic bidding behavior. These factors induce concept drift, meaning
that the underlying data-generating process evolves over time. As a result, detection models
trained on historical data may become obsolete or exhibit degraded performance if not properly
adapted, leading to increased false positives or false negatives. Third, electricity markets op-
erate with high-dimensional data streams, incorporating nodal prices, load profiles, generation
dispatch levels, congestion patterns, and network states, while market clearing occurs at short
intervals (e.g., every 5–15 minutes). This combination of dimensionality and temporal granular-
ity imposes significant computational and scalability constraints. Detection mechanisms must
operate in near real time, process large volumes of correlated features, and maintain robustness
without incurring prohibitive computational overhead. Finally, the scarcity of publicly available,
high-quality datasets that include labeled instances of LMP manipulation further limits meth-
odological development and benchmarking. Due to confidentiality, security concerns, and the
rarity of confirmed attack events, researchers often rely on simulated environments, which may
not fully capture the complexity and adversarial dynamics of real-world markets.

1.2 Limitations of Existing Detection Paradigms

Existing approaches for detecting LMP manipulation often rely on several assumptions that limit
their effectiveness in realistic electricity market environments:

1. Dependence on model-based system monitoring: Many FDIA detection methods are
designed within the context of power system state estimation, where anomalies are iden-
tified by validating measurements against physical system models such as power flow
equations. Under this paradigm, detection relies on identifying inconsistencies between
observed measurements and model-based predictions. However, electricity market monit-
oring operates at a different layer of the system. Market monitoring primarily focuses on
economic signals such as prices, cleared quantities, and congestion patterns rather than dir-
ect validation of measurement consistency. As a result, detection frameworks built around
model-based system monitoring may fail to identify manipulation that manifests primarily
through market outcomes while remaining consistent with physical system models.
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2. Trusted measurement infrastructure: Many protection-oriented approaches rely on the
belief that certain measurement devices, particularly PMUs, can be trusted and are immune
to compromise. Under this perspective, protecting a subset of critical meters or deploying
secure PMUs is considered sufficient to prevent manipulation of the system state. However,
PMUs rely on GPS signals for time synchronization, which can be vulnerable to spoofing
attacks. As a result, even protected measurement infrastructures may still be exposed
to manipulation through compromised measurements. Moreover, market manipulation
may also originate from other sources beyond physical measurements, such as malicious
bidding behavior through market gateways or adversarial manipulation of forecasting
inputs (e.g., load or renewable generation forecasts). These additional attack surfaces
indicate that protecting physical measurement infrastructure alone is insufficient to prevent
economically motivated manipulation in electricity markets.

3. Stationary and i.i.d. market data: A number of detection methods assume that the
monitoring data are independent and identically distributed and generated under stable
statistical conditions. In practice, electricity markets exhibit strong temporal dependencies
and evolving operational regimes. Demand fluctuations, renewable generation variability,
network reconfigurations, and strategic bidding behavior continuously influence the stat-
istical properties of market signals. This limitation leads to two challenges. First, stealthy
manipulation of LMPs may preserve the overall distributional characteristics of the data,
making it difficult for parametric or distribution-dependent detection methods to distin-
guish manipulated prices from normal market fluctuations. Second, electricity markets
evolve over time, introducing concept drift where the underlying data-generating process
changes across different operational regimes. As a result, models trained on historical data
may gradually lose reliability if they do not explicitly adapt to these long-term structural
changes.

1.3 Thesis Statement

This thesis claims that Locational Marginal Price (LMP) manipulation through stealthy False
Data Injection Attacks (FDIAs) cannot be reliably detected using conventional residual-based or
distribution-dependent anomaly detection methods due to their reliance on stationarity and i.i.d.
assumptions in inherently non-stationary, high-dimensional electricity market environments. To
address this gap, the thesis develops an adaptive, data-driven detection framework that explicitly
accounts for concept drift, temporal market dynamics, and computational scalability constraints,
thereby enabling robust and near–real-time identification of economically motivated stealth
attacks without assuming trusted infrastructure or complete system knowledge.
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1.4 Research Questions

This thesis addresses the following research questions:

RQ1: What measurable statistical and spatial signatures characterize stealthy LMP manipulation,
and how can these signatures be systematically reproduced to benchmark detection models?

RQ2: How can change-point detection methods enable reliable identification of stealthy LMP
manipulation in streaming electricity market data?

RQ3: How can anomaly detection models remain reliable under non-stationary LMP signals,
where natural regime shifts and adversarial manipulations coexist?

RQ4: How can spatial dependencies among LMP signals be exploited to improve scalable an-
omaly detection and spatial localization in large-scale electricity markets?

1.5 Contributions

This thesis makes significant contributions to the field of energy market cybersecurity, specifically
in the data-driven detection of financially motivated cyber-attacks that manipulate Locational
Marginal Prices (LMPs). The work advances the state of the art in market-level anomaly detection
by addressing stealthiness, real-time monitoring, non-stationarity, scalability, and localization.
The key contributions are summarized as follows:

1- Establishing a Benchmarking Framework for Stealthy LMP Manipulation

• Developed a physics-consistent synthetic data framework to systematically model stealthy
FDIAs scenarios targeting LMP calculations under varying attack vectors and intensities.

• Quantitatively characterized the statistical, temporal, and spatial signatures of stealthy
manipulation, including distributional preservation properties, coefficient-of-variation
changes, and spatial propagation patterns across network buses.

• Constructed a reproducible benchmarking protocol that enables controlled evaluation of
anomaly detection methods under distribution-preserving and economically motivated
attack conditions.

2- Enabling Real-Time Detection through Incremental Change-Point Analysis

• Proposed an unsupervised, incremental detection framework tailored to streaming electri-
city market data for near–real-time identification of structural deviations in LMP signals.

• Designed a change-point–based monitoring mechanism that balances detection sensitivity,
false alarm stability, and bounded detection delay in short market settlement intervals.
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3- Enhancing Robustness under Non-Stationary Market Conditions

• Introduced a drift-aware unsupervised anomaly detection framework capable of distin-
guishing between natural regime shifts and adversarial manipulation in non-stationary
LMP signals.

• Integrated concept drift detection mechanisms with adaptive anomaly scoring to mitigate
performance degradation caused by evolving market dynamics.

• Validated the framework on both synthetic and real-world datasets, demonstrating improved
detection stability, reduced false positives, and sustained performance across distributional
shifts.

4- Leveraging Spatial Structure for Scalable Detection and Localization

• Modeled LMP signals as graph-structured representations over transmission networks,
capturing spatial dependencies governed by physical grid constraints.

• Developed physics-informed node selection and dimensionality reduction techniques to
improve computational scalability while preserving detection sensitivity.

• Proposed a localization mechanism that identifies manipulated regions with quantifiable
spatial accuracy, enabling interpretable and system-level market monitoring.

These contributions collectively advance the state of the art in energy market cybersecurity
by establishing a comprehensive, data-driven framework for detecting stealthy and financially
motivated LMP manipulation. The thesis demonstrates that real-time monitoring, robustness to
non-stationarity, and scalable spatial modeling can be achieved simultaneously through principled
statistical design and graph-informed techniques. The proposed methodologies are grounded
in established theoretical principles from statistical learning, change-point detection, and graph
signal processing, and are validated through controlled simulation environments and real-world
electricity market data. Emphasis is placed on reproducibility, rigorous benchmarking, and
comprehensive experimental evaluation under realistic manipulation scenarios.

1.6 Framework Overview

This thesis develops a unified monitoring framework for detecting and analyzing anomalies
in electricity market price signals. The framework consists of four interconnected compon-
ents that progressively address the key challenges of real-time market monitoring. First, an
incremental change-point detection module identifies structural deviations in streaming LMP
signals, enabling near–real-time detection of abnormal market behavior. Second, a drift-aware
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Figure 1.1: Conceptual overview of the proposed monitoring framework for electricity market
anomaly detection and localization.

detection mechanism is introduced to maintain reliable performance under non-stationary mar-
ket dynamics by distinguishing between natural regime shifts and adversarial manipulation.
Third, graph signal monitoring leverages the spatial structure of electricity networks to model
dependencies among nodal prices, enabling scalable system-level analysis through graph-based
representations. Finally, an anomaly localization component identifies suspicious nodes within
the network, providing spatial insight into potential manipulation events. Figure 1.1 shows the
conceptual structure of the proposed monitoring framework and highlights how these components
interact to support adaptive, scalable, and real-time anomaly detection in electricity markets.

1.7 Publications from This Research

The following publications have resulted from the research conducted during this PhD:

1. G. O. Alsharif, C. Anagnostopoulos, and A. K. Marnerides, “Energy Market Manipulation
via False-Data Injection Attacks: A Review,” IEEE Access, vol. 13, pp. 42559–42573,
2025. doi: 10.1109/ACCESS.2025.3548914.

2. G. O. Alsharif, C. Anagnostopoulos, and A. K. Marnerides, “Incremental Learning Detec-
tion of Distributed Financially Motivated Attacks in Energy Markets,” in Proceedings of the
2025 IEEE 45th International Conference on Distributed Computing Systems Workshops
(ICDCSW), 2025, pp. 189–194. doi: 10.1109/ICDCSW63273.2025.00038.
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3. G. O. Alsharif, C. Anagnostopoulos, and A. K. Marnerides, “Drift-aware Unsupervised
Detection of Stealthy FDIA Towards Energy Market,” in Proc. IEEE Int. Conf. on Com-
munications, Control, and Computing Technologies for Smart Grids (SmartGridComm),
2025, pp. 1–7. doi:10.1109/SmartGridComm65349.2025.11204629.

4. G. O. Alsharif, C. Anagnostopoulos, A. K. Marnerides, and P. Mathaios, “SMLT: A
Synthetic Dataset for Stealthy Manipulation of Energy Market via False Data Injection
Attacks,” Accepted at ECML-PKDD Workshops, 2025.

5. G. O. Alsharif, C. Anagnostopoulos, and A. K. Marnerides, “Physics-Informed Sampling
for Adaptive Anomaly Detection of Graph-Smooth Signals in Energy Markets,” Under
Review in IEEE Transactions on Power Systems.

1.8 Thesis Outline

This thesis is organized in the following manner:

Chapter 2 provides background and a systematic literature review. It discusses smart grid
infrastructure, energy market operations, and state estimation mechanisms, followed by a
comprehensive survey of FDIAs and existing defense strategies. The chapter identifies key
research gaps in market-level anomaly detection, handling non-stationarity, and structural
monitoring.

Chapter 3 addresses RQ1 by establishing a benchmarking framework for stealthy LMP ma-
nipulation. It introduces the SMLT synthetic dataset and systematically characterizes the
statistical, temporal, and spatial signatures of manipulation under varying attack scen-
arios. The chapter provides a controlled experimental foundation for evaluating detection
mechanisms.

Chapter 4 addresses RQ2 by presenting an incremental, unsupervised change-point detection
framework for real-time monitoring of streaming electricity market data. The proposed
method enables near–real-time identification of structural deviations in LMP signals while
maintaining controlled detection delay and false alarm rates.

Chapter 5 addresses RQ3 by introducing a drift-aware anomaly detection framework to handle
the non-stationary nature of electricity markets. The chapter integrates concept drift detec-
tion mechanisms to distinguish between natural regime shifts and adversarial manipulation,
improving robustness under evolving market conditions.
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Chapter 6 addresses RQ4 by leveraging spatial dependencies among LMP signals by modeling
them as graph-structured signals over the transmission network. It introduces physics-
informed dimensionality reduction, graph-based concept drift detection using reduced
smoothness, and anomaly localization mechanisms to enhance scalability and interpretab-
ility.

Chapter 7 concludes the thesis by summarizing the findings, discussing limitations, and out-
lining directions for future research in energy market cybersecurity and data-driven anom-
aly detection.



Chapter 2

Background and Literature Review

2.1 Introduction

Electrical Power Systems (EPSs) have undergone a significant transformation with a shift towards
greener energy solutions, leading to the development of smart grids. This transition has resulted
in the increased integration of Distributed Energy Resources (DERs), such as wind turbines
and solar power, which alter both the operational and market dynamics of energy systems. In
addition to these technological advancements, energy markets have evolved from simple supplier-
retailer-customer models to competitive frameworks, where market participants actively bid and
offer energy within dynamic pools. Locational Marginal Prices (LMPs) have emerged as a key
mechanism for determining the market dynamics in modern energy systems. LMPs represent
the cost of delivering electricity at different locations within a transmission grid, reflecting the
marginal costs of generation, grid congestion, and transmission losses [1, 3].

LMPs are essential to ensure efficient resource allocation and market operations. However,
they are vulnerable to manipulation, particularly through False Data Injection Attacks (FDIA),
which exploit weaknesses in the grid’s Information and Communication Technology (ICT) infra-
structure. FDIA involves injecting false data into the system to deceive state estimation processes,
leading to inaccurate results and indirect manipulation of LMPs. This manipulation can have
significant financial, operational, and stability-related consequences for the energy market. For
instance, artificially inflated or deflated LMPs distort market price signals and may cause fin-
ancial losses to legitimate market participants, including consumers. Furthermore, persistent
FDIA can affect grid stability by disrupting dispatch decisions, exacerbating congestion, and
increasing the likelihood of grid failures.

The significance of LMP manipulation and FDIA in energy systems is not merely theoretical,
as evidenced by real-world instances. One notable example is the Western U.S. energy crisis of
2001, where manipulative practices led to severe shortages in California, resulting in blackouts
and the collapse of major energy companies [4]. More recently, in 2022, the Federal Energy
Regulatory Commission (FERC) imposed a $4 million penalty on a major energy company and

9
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several individuals to engage in fraudulent trading activities within the PJM energy markets [5].
Additionally, in the UK, Ofgem fined companies for market manipulation, such as false reporting
capacity, which resulted in £12.8 million in illicit profits [6].
Given the growing vulnerability of energy markets to FDIA and similar attacks, there is an
urgent need for a better understanding of these risks and for the development of effective coun-
termeasures. The existing literature has made substantial progress in studying the threats posed
by FDIA, particularly in the context of power system operation and electricity market security.
However, comprehensive and up-to-date reviews synthesizing these findings and examining the
implications for LMP manipulation remain limited. To the best of our knowledge, only two
review papers closely relate to this topic: [7] and [1]. Deng et al. [7] provide a survey of FDIAs
on power system state estimation, focusing mainly on attack construction, operational impacts,
and protection mechanisms at the grid level. Zhang et al. [1] review profit-oriented cyberat-
tacks in electricity markets, emphasizing attack strategies and their economic implications. In
contrast, this work focuses specifically on LMP manipulation through FDIA in energy markets
and provides a data-centric perspective on the smart grid ecosystem, including a categorization
of relevant data sources, an overview of defense mechanisms against LMP manipulation, and
a discussion of market-level anomaly detection approaches. Table 2.1 summarizes the key dif-
ferences between these surveys and the scope of the present work. Table 2.2 provides detailed
information on the methodology employed to gather review materials.

Table 2.1: Comparison of existing FDIA survey papers with this work

Feature Deng et al. [7] Zhang et al. [1] This Work

Main research scope FDIAs on power system
state estimation

Profit-driven cyber-
attacks in electricity
markets

LMP manipulation through
FDIA and systematic ana-
lysis of defense mechan-
isms

System level studied Grid operation and state
estimation

Electricity market opera-
tions

Electricity market opera-
tions

Focus on market at-
tacks

Very limited Strong focus on market
attacks

Primary focus on LMP ma-
nipulation

Data-centric analysis
of smart grid

Not included Not included Detailed categorization of
smart grid data sources

Defense mechan-
isms

General protection meth-
ods for state estimation

Limited discussion Systematic taxonomy of de-
fenses against LMP manip-
ulation

Detection methods BDD and state estima-
tion protection

Limited discussion Market-level anomaly de-
tection and monitoring ap-
proaches

Data-driven detec-
tion research gaps

Not discussed Not discussed Extensively discussed

Market-level resili-
ence discussion

No Limited Explicit focus on market se-
curity and resilience
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The main contributions of this review are as follows:

• A detailed background on both the energy system infrastructure and energy markets, with
a particular focus on their inherent vulnerabilities to market manipulation and associated
risks.

• This comprehensive systematic review provides an in-depth analysis of existing methods
for LMP manipulation via FDIA and the corresponding defense mechanisms.

• Perform categorization to enhance the understanding of LMPs manipulation threat models.

• To the best of our knowledge, this is the first study to conduct a thorough survey of defenses
against LMP manipulations.

• Outline of challenges and future directions for the energy industry to further investigate
and address LMPs manipulation challenges.

The remainder of this chapter is organized as follows. Section 2.2 presents background
information on smart grids, while Section 2.3 analyzes energy market operations. Sections
2.4 and 2.5 provide an in-depth examination of threat models and countermeasures for LMP
manipulation. Section 2.6 discusses challenges and future research directions. Finally, Section
2.7 concludes the chapter.
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Table 2.2: Methodological Overview of the Literature Review

Component Description

Review Method A structured narrative review supported by backward and forward snowballing
[8].

Start Set Selection Search keywords: False Data Injection Attack; Cybersecurity Attack; Energy
Market; Locational Marginal Price; Market Manipulation; Attack Detection;
Anomaly Detection.
Databases searched: Google Scholar, IEEE Xplore, ACM Digital Library,
ScienceDirect, and SpringerLink.

Backward and
Forward
Snowballing

References and citations of the selected start-set papers were systematically
examined. Additional studies were included when they satisfied the predefined
inclusion criteria.

Inclusion Criteria
• Directly related to FDIAs in energy markets.
• Discusses the impact of FDIAs on locational marginal price.
• Published as a peer-reviewed paper.
• Published between 2011 and 2024.

Exclusion Criteria
• Focuses only on operational FDIAs without addressing financial con-

sequences.
• Focuses only on market fraudulent practices without considering FDIAs.
• Duplicate publication.
• Non-peer-reviewed publication.

Data Extraction
Focus

Threat models: Scope, attack types, attack vectors, and attacker knowledge
requirements. The review also considers whether the proposed models are
theoretical or practically implementable.

Defense mechanisms: Defense type, defense level, and analysis methods
used in the proposed solutions. Defense mechanisms may also be categorized
as prevention, detection, or mitigation approaches.
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2.2 Smart Grid: An Overview

A Smart Grid (SG) represents a transformative approach to the generation, distribution, and
consumption of electrical energy. By leveraging information and communication technologies
(ICT), SGs significantly enhance the efficiency, reliability, and sustainability of the power grid
infrastructure [9]. SGs extend conventional power systems by integrating advanced sensing,
communication, automation, and data analytics into grid operation and planning. In transmis-
sion systems, measurements are continuously collected from substations, transmission lines, and
generation assets and transmitted to control centres, where they support monitoring, state estim-
ation, dispatch, and market operation. Control centres also send control commands and dispatch
instructions back to controllable assets. The development of smart grids therefore increases the
volume, speed, and diversity of operational data, enabling improved situational awareness, faster
response to disturbances, and more efficient market operation. At the same time, this increased
dependence on digital monitoring and communication expands the cyber-attack surface of power
systems and electricity markets.

In this data-driven environment, contextual data collected from different points of the power
system are processed to support monitoring, control, forecasting, and market-related decision-
making [10]. Data and predictive analytics play a crucial role in defining SG functionality
by enabling automatic processing of measurements, state inference and estimation, outage and
fault detection, demand response, and voltage control and regulation [11]. However, this data-
centric and analytics-driven intelligence integration in the SG introduces various cybersecurity
challenges that significantly impact the stability and reliability of the SG [12]. Fig. 2.1 illustrates
(a) the architecture of the SG, highlighting (b) the data flow and (c) the corresponding FDIA
threats that originate from the lower levels, where contextual data are generated, and ascend to
the upper levels, where operational and trading processes occur.

Thus, this section provides background on SG data sources, data acquisition, communication,
and analytics, with particular emphasis on the transmission-level information flows that support
state estimation, dispatch, and market operation. Understanding these components is essential
for analysing the threat models of energy market manipulation discussed in later sections.

2.2.1 Contextual Data Sources

Contextual data from SGs are generated in real time at a high velocity and volume, fitting into
the 5V framework of Big Data [10]. Extracting meaningful insights from SG data is crucial
for SG applications, necessitating a deep understanding of its diverse sources, which encompass
the entire electricity lifecycle from generation and transmission to distribution and consumption,
as well as non-electric contextual data such as environmental conditions, demographic trends,
and market dynamics. These types of data directly influence electricity-related data. Table 2.3
summarizes the main contextual data sources in SGs, categorizing them into four key groups:
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Generation & Consumption Data, covering electricity generation from various sources and con-
sumption patterns; Smart Grid Infrastructure Data, including distribution and transmission lines,
substations, and related parameters; Market & Economic Data, involving electricity markets,
prices, regulatory policies, and economic indicators; and External Data, encompassing weather
conditions, local holidays, and social events impacting electricity consumption and generation
behavior.

Table 2.3: Contextual Data Sources in Smart Grids

Category Description Representative Examples

Generation and
Consumption

Electricity generation and
demand-side usage data used to
characterise power production, load
behaviour, and consumption patterns.

Active power, reactive power, total
energy consumption, peak demand,
load profiles.

Grid
Infrastructure

Operational and physical
measurements describing the
condition, performance, and
reliability of smart grid assets.

Voltage magnitude, transformer
loading, line losses, frequency
deviations, fault records.

Market and
Economic

Pricing, market-operation, and
economic data that influence
electricity trading, demand response,
and regulatory decisions.

Spot prices, tariffs, locational
marginal prices, carbon costs,
bidding and auction data.

External
Contextual Factors

Non-electrical data that may affect
electricity generation, demand,
market prices, or grid operating
conditions.

Temperature, wind speed, solar
irradiance, humidity, public holidays,
extreme weather events.

2.2.2 Data Acquisition

The infrastructure for data acquisition in the SG was designed to gather comprehensive data
from various sources across the grid. This involves deploying IoT devices such as smart meters,
Remote Terminal Units (RTUs), and Phasor Measurement Units (PMUs) at strategic locations.
Contextual data collected from these devices include electricity usage at residential and commer-
cial properties and real-time (monitoring of) voltage, current, and frequency along transmission
lines. Such data acquisition devices ensure a continuous and detailed flow of contextual in-
formation from end-user sites through distribution and transmission networks, providing robust
knowledge for grid management and optimization.
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2.2.3 Data Transmission

Data transmission enables the exchange of measurements, status information, and control-related
data across the cyber layer of the power system. In transmission-level operation, data are ex-
changed between field devices, substations, control centres, and other operational entities. Dif-
ferent communication standards and protocols are used depending on the operational context.
For example, IEC 61850 supports communication within substation automation environments,
while IEC 60870-6/TASE.2 supports information exchange between control centres [13]. These
communication paths allow measurements, topology information, equipment status, and opera-
tional data to be transferred to the control centre, where they support monitoring, state estimation,
dispatch, and market-operation applications. Therefore, the integrity of transmitted data is crit-
ical: delayed, replayed, modified, or falsified data may propagate through state estimation and
dispatch processes and ultimately affect congestion assessment LMP calculation.

Figure 2.1: Overview of a) Smart Grid Architecture, b) Corresponding Data Flow, and c) General
FDIA towards upper layers.

2.2.4 Data & Predictive Analytics

The most important steps in data processing and knowledge derivation within an SG are data
analysis and inference. This enables the extraction of useful insights and patterns that support
robust and scalable decision-making. Data and predictive analytics aims to identify hidden,
potentially useful, and reusable information and trends in massive datasets and knowledge
bases, transforming them into practical information and generalizable patterns. In [14], the
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predictive and data analytics tasks in an SG were classified as event detection and identification
analytics, contextual state and operational analytics, and customer analytics. Event analytics
aid in diagnosing and detecting power system events such as faults, outages, and abnormal
conditions, as well as identifying malicious attacks and electricity theft.

For instance, real-time fault detection Machine Learning (ML) algorithms quickly isolate and
manage faults, minimizing downtime enhanced with self-healing properties. Contextual state
and operational analytics involve tasks like state inference and estimation, SG topology identi-
fication, and energy forecasting. These analytics ensure efficient system operation, accurate load
forecasting, and optimal resource dispatch (along with smart task offloading decision making).
An example includes ML-based analytics to forecast energy demand ensuring balanced energy
distribution and reducing operational costs. Customer analytics focus on ‘understanding’ and
‘interpreting’ consumer behavior and energy consumption patterns, enabling utilities to offer
tailored demand response programs and improve customer classification and intelligent profil-
ing. This involves analyzing smart meter data to identify long-/short-term consumption trends
and optimize energy usage, benefiting both the utility and the customer through ‘personalized’
energy-saving recommendations and dynamic pricing strategies.

2.2.5 FDIA in a Smart Grid

In recent decades, the energy sector has been the target of numerous high-profile cyber-physical
attacks, demonstrating the susceptibility of critical infrastructures to such threats. One of the
earliest notable incidents occurred in 1982, when a cyberattack orchestrated by the CIA during
the Cold War led to a devastating gas pipeline explosion in Siberia. The attackers successfully
manipulated the pipeline’s control systems, triggering catastrophic failures [15]. Recently, in
2015 Ukraine has experienced a significant attack on its power grid, causing a massive blackout
that affected more than 225,000 customers. Hackers breached the Supervisory Control and
Data Acquisition (SCADA) system and remotely activated circuit breakers, and left operators
struggling to manually restore power [16]. These examples highlight escalating risks to the energy
industry, with reports indicating a substantial increase in cyber-related disruptions. For instance,
between 2011 and 2014, the United States recorded 362 power interruptions, underlining the
increasing frequency and severity of these attacks [17].

The vulnerabilities of Smart Grids (SGs) are closely linked to the design and functionality of
their data acquisition and transmission systems. These systems depend on a variety of Internet
of Things (IoT) devices, including smart meters, RTUs, and PMUs, strategically deployed across
the grid to collect real-time, detailed data [18]. These devices monitor key parameters such
as electricity consumption, voltage, current, and frequency along transmission lines, enabling
continuous oversight of grid operations. However, the extensive deployment of these devices
introduces numerous points of vulnerabilities. If attackers gain access to these devices, they can
manipulate the transmitted data, resulting in false readings that can disrupt the grid operations.
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This vulnerability extends to higher levels of the system, where compromised data can have
cascading effects. Moreover, the reliance on IoT devices makes the grid susceptible to weaknesses
in their security protocols, such as inadequate encryption or authentication measures, which
attackers can exploit to compromise the overall integrity of the system.

The consequences of cyberattacks on smart grids can be far-reaching, encompassing financial
losses, power supply disruptions, and instability in grid operations. The effects on the grid stabil-
ity can be particularly severe. Cyberattacks involving false data injections can lead to incorrect
load shedding, unnecessary power generation rescheduling, or even large-scale blackouts [17].
A 2014 study demonstrated that spoofed GPS signals could activate protective measures, trigger-
ing load shedding and widespread instability [19]. Such attacks undermine the resilience of the
power grid, potentially causing catastrophic failures if left unaddressed. Beyond the instability
impact, the economic repercussions are also concerning, with attacks leading to inflated opera-
tional expenses, energy theft [20, 21], and market price manipulation [1], ultimately impacting
both utility providers and their customers. For example, an FDIA targeting grid topology can
obscure outages, causing operational confusion and significant financial losses [22]. In some
instances, attackers have manipulated circuit breaker statuses, resulting in financial damages of
up to $100,000 per day [23].

Although energy theft is beyond the scope of this study, understanding the key differences
between energy theft and LMP manipulation is essential to develop effective countermeasures
against these threats. Table 2.4 provides a summary of these distinctions, highlighting their
respective objectives, targeted systems, and the nature of compromised data.
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Table 2.4: Comparison of Financially Motivated Attacks in Smart Grids

Aspect Energy Theft LMP Manipulation

Objective Manipulates the billing system to
avoid or reduce payment.

Compromises market-relevant data to
manipulate Locational Marginal
Price (LMP) outcomes.

Attack Origin Often initiated from compromised
end-user smart meters or
distribution-level devices.

Typically initiated through
transmission-level measurements,
Remote Terminal Units (RTUs), or
related monitoring data.

Adversary Typically consumers or prosumers
seeking to avoid payment.

Typically a market participant
seeking illegal financial gain.

Affected System Affects the integrity of the
distribution system.

Affects the integrity of the
transmission system and wholesale
market operation.

Affected Market Primarily impacts the retail
electricity market.

Primarily impacts the wholesale
electricity market.

Consequences Causes monetary losses to the
distribution system operator or
electricity supplier.

Causes financial losses to other
market participants and may reduce
market efficiency and fairness.

2.3 Energy Market

2.3.1 Market Evolution

The evolution of the electricity market has seen significant transitions in the reshaping of energy
distribution and consumption. Initially, monopoly utilities managed the entire process, from gen-
eration to distribution within distinct regions. However, this centralization has faced efficiency
and adaptability. The creation of power pools interconnected neighboring utilities through trans-
mission networks, enabling cost-effective supply and enhanced reliability during high demand
and emergencies. Despite these improvements, the full potential of interconnection was realized
with the emergence of wholesale markets, which allowed real-time pricing and transactions,
even if they initially overlooked transmission limitations. This has evolved into nodal markets,
incorporating transmission constraints into pricing, leading to effective incentive structures and
further innovation. LMPs have refined this approach by reflecting the marginal value of energy
at specific times and locations, thus fostering efficient incentives and market optimization [3].



2.3. Energy Market 19

2.3.2 Market operation

Wholesale electricity markets are fundamental to the energy sector, enabling the exchange of
electricity between producers and retailers. These markets are structured to guarantee efficient
resource allocation, grid stability, and competitive pricing for consumers [3]. A successful
wholesale market model is commonly structured around Locational Marginal Prices (LMPs),
which correspond to bid-based, security-constrained economic dispatch [24]. Wholesale markets
have two main settlements: day-ahead and real-time. The day-ahead market deals with scheduled
energy based on forecasts of supply and demand, whereas the real-time market is required to
correct deviations from these forecasts and maintain the balance between generation and demand
during actual operation [25].

Day-ahead Market

The day-ahead market operates as a short-term forward market. In this market, load-serving
entities and generators submit their anticipated demands and offer schedules before the operating
day. The market operator clears the market using forecasted demand, generation offers, and
network constraints. This process determines the scheduled generation and expected LMPs for
each location in the system. In this sense, the day-ahead market mainly deals with planned
energy schedules based on forecasts.

Real-time Market

The real-time market operates closer to actual delivery and is required because actual system
conditions rarely match day-ahead forecasts exactly. Demand, renewable generation, outages,
and congestion may differ from the expected values used in the day-ahead market. Therefore, the
real-time market adjusts dispatch instructions to maintain the balance between generation and
demand at each operating interval. This process is tightly coupled with the calculation of LMPs,
which reflect the marginal cost of supplying electricity at specific locations and times.

The cost of operation in the real-time market involves determining a solution that optimally
allocates power generation 𝐺𝑖 to meet the expected load 𝐷𝑖, while ensuring compliance with
physical security constraints at each bus 𝑖. A simplified DC optimal power flow formulation can
be written as follows:

min
𝑁𝑏∑︁
𝑖=1

𝑐𝑖 (𝐺𝑖) (2.1)

subject to:

𝑁𝑏∑︁
𝑖=1
(𝐺𝑖 − 𝐷𝑖) = 0 (2.2)
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𝑃min
𝑖 ≤ 𝐺𝑖 ≤ 𝑃max

𝑖 , ∀𝑖 ∈ 𝑁𝑏 (2.3)

𝑁𝑏∑︁
𝑖=1

𝐺𝑆𝐹𝑙−𝑖 (𝐺𝑖 − 𝐷𝑖) ≤ 𝐹max
𝑙 , ∀𝑙 ∈ 𝐿 (2.4)

𝑁𝑏∑︁
𝑖=1

𝐺𝑆𝐹𝑙−𝑖 (𝐺𝑖 − 𝐷𝑖) ≥ 𝐹min
𝑙 , ∀𝑙 ∈ 𝐿 (2.5)

where 𝑃min
𝑖

and 𝑃max
𝑖

represent the lower and upper generation capacities at bus 𝑖, respectively.
The term 𝐺𝑆𝐹𝑙−𝑖 denotes the Generation Shift Factor between line 𝑙 and bus 𝑖, while 𝐹max

𝑙
and

𝐹min
𝑙

are the upper and lower transmission limits of line 𝑙, respectively. The LMP at bus 𝑖 is then
estimated as:

𝐿𝑀𝑃𝑖 = 𝜆 +
∑︁
𝑙∈𝐿

𝐺𝑆𝐹𝑙−𝑖𝜇𝑙 (2.6)

where 𝜆 is the Lagrange multiplier associated with the power-balance constraint, and 𝜇𝑙 is the
Lagrange multiplier associated with the transmission constraint of line 𝑙. This formulation shows
that LMPs are affected by both the system-wide energy balance and local congestion conditions.

This formulation is a simplified DC representation of market clearing. It neglects reactive
power, voltage-magnitude constraints, losses, unit commitment constraints, reserve requirements,
and detailed market-specific rules. Nevertheless, it captures the main relationship between
network constraints, congestion, and nodal prices, and is therefore useful for explaining how
false or manipulated system data can influence LMPs.

2.3.3 State Estimation and its Role in Market Operation

State Estimation (SE) is a fundamental operation of various power system applications. It involves
estimating the system state variables, such as bus voltage magnitudes and bus voltage angles, from
measurements collected across the power system. These measurements are commonly obtained
through SCADA and related monitoring infrastructure, including active and reactive bus power
injections, branch power flows, and bus voltages [26]. SE plays a key role in determining the
LMPs for each node by providing the system operator with the necessary input to calculate the
real-time operational state of the system. Through SE, the system operator makes informed
technical and economic decisions, including congestion management, optimal power flow, and
procurement of ancillary services [26].
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In the context of LMP calculation, inaccuracies in state estimation, or deliberate misrepres-
entation of system states, can affect the system’s perceived congestion levels and subsequently
the calculated LMPs. If a market participant can influence the state estimation process, for
example by providing false data, it may be possible to artificially create or hide congestion at
specific locations, leading to distorted LMPs.

In a power system with 𝑁𝑏 buses, the sensor measurements obtained through SCADA can be
denoted as:

𝑧 = ℎ(𝑥, 𝑔) + 𝜀 (2.7)

where ℎ(·, ·) represents the nonlinear relationship between the measurement vector 𝑧, the
system state 𝑥, and the grid topology 𝑔, while 𝜀 denotes measurement noise with covariance
matrix 𝑅. SE aims to infer a system state 𝑥 that best aligns with the measurements 𝑧. Given 𝑧,
ℎ, and 𝑅, the system state can be estimated using the Weighted Least Squares (WLS) method:

𝑥 = arg min
𝑥
(𝑧 − ℎ(𝑥))⊤𝑅−1(𝑧 − ℎ(𝑥)). (2.8)

The minimisation is commonly solved using iterative approximation methods, such as
Newton–Raphson [26]. Erroneous data arising from faulty sensors or topological errors can
be detected using methods such as the Largest Normalised Residual (LNR) method. According
to this method, the estimated state variables 𝑥 are regarded as valid only when the norm of the
measurement residuals falls below a predefined threshold 𝛾:

𝐿𝑁𝑅 = ∥𝑧 − ℎ(𝑥)∥2 ≤ 𝛾. (2.9)

This normal SE process provides the background for the state estimation attacks discussed
later in Section 2.4.1.

2.3.4 Financial Trading in Electricity Markets & Transmission Rights

Financial trading in electricity markets involves leveraging price differentials and market fluctu-
ations to profit from buying and selling electricity [27]. System operators facilitate this process
by opening a market gateway where third parties, known as ’traders’, engage in financial trans-
actions to enhance market liquidity. These traders were neither generators nor consumers of
electricity; they participated solely in financial transactions without handling actual electricity.
The primary objective of a trader is to profit by purchasing electricity in the DA market and
selling it in the RT market, or vice versa. It is crucial that any amount of electricity bought in
the DA market is exactly sold back in the RT market [28]. Financial trading raise concerns for
market operators, as traders may engage in market manipulation to maximize their profits [29].
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Financial Transmission Rights (FTRs) are financial instruments that enable market parti-
cipants to hedge against unforeseen changes in nodal prices and associated congestion charges
[30]. These rights entitle the holder to a stream of revenue based on the price differences between
specified nodes within the market. FTRs are crucial for managing price risk and ensuring price
certainty for those involved in the production, distribution, and consumption of electricity. By
securing FTRs, market participants efficiently forecast and stabilize their costs, thereby enhan-
cing market efficiency and promoting investment in grid infrastructure. However, owing to the
heavy dependence of Security-Constrained Economic Dispatch (SCED) on transmission con-
straints, FTR holders can engage in LMP manipulation by reducing transmission capacity to
create fictitious congestion for their benefit [31]. Further details are provided in Section 2.4.

2.4 LMPs Manipulation through FDIAs

LMPs manipulation refers to unauthorized actions that compromise various underlying meas-
urement units, such as RTUs and communication channels, to mislead LMPs in the energy
market [32]. These stealthy activities are designed to avoid detection, bypass BDD, and persist
over an extended period, thereby ensuring long-term gains for attackers [1]. They carried out
FDIA and Man-in-the-Middle (MITM) attacks or their combination by malicious market parti-
cipants. Although attacks on the center are unlikely because of strong security measures [33], an
adversary is capable of manipulating the LMP by altering the system data reported to the control
centre.

LMPs manipulation can be initiated by any market participant seeking to maximize benefits.
The main actors in the energy market, include generators, demand-side participants, and financial
traders. There are four primary scenarios for potential LMP manipulation: (i) a generator
attempting to increase the LMP at their connected bus to boost revenue, (ii) a demand-side
participant aiming to decrease the LMP at their connected bus to reduce costs, (iii) a financial
trader striving to maximize the price difference between the selling and purchase buses to
optimize their financial gains, and (iv) any of the aforementioned participants with FTR profiting
from the price differences across the two locations.

There has been a noticeable increase in the literature addressing the problem of LMP ma-
nipulation through FDIA, with more than 70% of the reviewed studies focusing on this issue, as
shown in Fig. 2.2a. These attacks primarily target system data from various sources, including
measurements, parameters, and topology, to mislead the state estimation. Such attacks constitute
80% of the analysed threat models, as depicted in Fig. 2.2b. The classification adopted in this
section follows the structured narrative review methodology summarised in Table 2.2, where the
selected studies are organised according to the manipulated input or attack vector. Other attack
vectors, such as generation and load data alteration attacks and dispatch signal attacks, have
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(a) Number of publications per year. (b) Classification of attack and defense studies.

Figure 2.2: Overview of the energy market cyber-security literature: publication trends and
study classification.

also been found in the literature. This section provides a classification of existing threat models
based on their attack vectors, along with a theoretical explanation of the attack models and a
state-of-the-art review of LMP manipulation threat models. Table 2.5 summarizes the technical
details, categorized by attack type, attack vectors, and the knowledge required by attackers.

2.4.1 State Estimation Attack

Measurement attacks aim to deceive SE processes and bypass BDD mechanisms, thereby signi-
ficantly impacting dispatch operations and real-time LMPs. Manipulating measurements yields
a one-time benefit, requiring repeated actions for subsequent LMP calculations [34]. Parameter
and topology attacks target parameter processors and topology processors modules, allowing
indirect modification of network parameters and topology datasets without accessing the highly
secure control center. These attacks manipulate LMP calculations, ensuring long-term advant-
ages for the adversaries [34]. A visual representation of these attacks is shown in Fig. 2.3.

Measurement Attack

Adversaries aim to execute FDIA by deceiving SE 𝑥 in (2.7) into a compromised estimated
system state 𝑥𝑎 such that

𝑥𝑎 = 𝑥 + 𝑐. (2.10)
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Factor 𝑐 denotes the variation in the state of the targeted buses in the EPS. This manipulation
was achieved by altering the measurements received at the control center to

𝑧𝑎 = 𝑧 + 𝑎, (2.11)

where 𝑎 denotes the injected attack vector. To avoid detection through the BDD, the attack vector
is defined as

𝑎 = h(𝑥 + 𝑐) − h(𝑥). (2.12)

In the scenario where the FDIA is constructed with complete knowledge of ℎ(.) and g, the
norm of the residual in 2.9 remains unaltered [55], that is,

LNR𝑎 = | |𝑧𝑎 − h(𝑥𝑎) | | = | |𝑧 + 𝑎 − h(𝑥) − h(𝑥 + 𝑐)) | |
= | |𝑧 − 𝑧 | | = LNR.

(2.13)

Therefore, the manipulated measurements bypass the BDD without detection.
In scenarios with partial or no-prior knowledge, the attacker faces a trade-off between max-

imizing profit and remaining undetected by minimizing the value of 𝛾. In the worst case where
𝛾 = 0, the attack becomes undetectable [56]. The concept of data integrity attacks in the energy
market was first introduced in [29]. However, their approach assumed that the attacker had access
to complete knowledge of the network topology and the optimal state. In realistic scenarios, it is
impractical for an adversary to possess such information, given that EPSs data are vast, highly
secure, and subject to dynamic changes owing to network topology adjustments in normal and
contingency situations.

To address this limitation, subsequent research [37, 41, 43, 45, 47] developed FDIA models
with partial knowledge of the SG. In [37], the authors proposed using linear independent com-
ponent analysis (ICA) to infer the transmission line congestion status, thus, reducing the number
of measurements that could be manipulated. In [43] and [47], attackers exploited historical data
on the probability distributions of loads at different nodes across an SG. They employed Monte
Carlo simulations to generate a range of expected power flow scenarios for the transmission
lines. Zhang et al. [45] proposed an LMP manipulation without raising suspicion from market
operators. This attack was designed to evade detection during the SE phase, while maintaining
a normal LMP patterns. Mengis et al. [41] propose a worst-case robustness FDIA, where the
attacker is capable of achieving profit while minimizing the value of 𝛾 in (2.9) to nearly zero.

Without prior knowledge of the SG topology and parameters, Tan et al. [39] designed
online stealthy attacks that exploit online real-time streaming of measurements 𝑧. In their
experiments, they achieved a large LMP deviation by implementing FDIA for data streaming in
two measurements units.
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Figure 2.3: State Estimation Attack Paths through MITM and FDIA on RTU.

Parameter Attack

The control center maintains a database of network parameters, including transformer tap settings,
transmission line ratings, and branch admittances. However, these parameters may become
inaccurate and obsolete over time owing to a lack of regular updates. To address this issue, the
system operator initiates Network Parameter Error Processing (NPEP) to identify and correct
errors in network parameters [57, 58].

The NPEP process comprises three main steps: (i) error identification, (ii) parameter estim-
ation, and (iii) parameter updating. Given the actual SG parameters g in (2.7) and incorrect
network parameters as g̃, in the presence of parameter errors, we can express the measurement
model as follows:

𝑧 = h(𝑥, g̃) + 𝜀 = h(𝑥, g) + [h(𝑥, g̃) − h(𝑥, g)] + 𝜀. (2.14)

If g̃ is sufficiently large, the LNR value surpasses the threshold 𝛾 in (2.9), thereby triggering a
BDD alert.

Similar to the AC state estimation, NPEP estimate parameter ĝ as a WLS problem with the
aim of minimizing the objective:

ĝ = arg min
g
(𝑧 − h(𝑥, g))⊤R−1(𝑧 − h(𝑥, g)). (2.15)

In practice, processing measurements collected over multiple time frames significantly im-
proves the accuracy of network parameter estimation [59]. Hence, any erroneous parameters
stored in the database can be effectively rectified by updating them using more accurate estimates.
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Attackers exploit vulnerabilities within the NPEP to indirectly manipulate the network para-
meter dataset, without requiring access to a securely protected control center [58]. This requires
fewer capabilities, and can be executed offline. This leads to the manipulation of LMP calcu-
lations, thereby securing long-term benefits for the adversary. Well-designed parameter attacks
pose challenges in detection due to their independence from the system operation points [34].

A study [38] examined the economic implications of Transmission Line Rating (TLR) attacks
within two-settlement electricity markets, exploring how nodal prices in real-time markets can
be manipulated through TLR attacks. In addition, the potential for cyber attackers to manipulate
branch reactance and deceive LMP was explored in [34] and [33]. In [44], targeted transformer
tap ratios and phase-shift angles were used to minimize the number of targeted measurements
and introduce distortions into the outcomes of SE.

Cyber-Topology Attack

Cyber-topology attacks within EPSs focus on manipulating the network topology estimate. At the
core of this manipulation is the Network Topology Processor (NTP), a critical element within the
SCADA system that is instrumental in discerning connectivity statuses across the power network.
NTP compiles data from various switching devices, such as circuit breakers, responsible for the
connection or disconnection of the EPS components [40]. The network topology was represented
by an incidence matrix,

A(𝑞, 𝑝) ∈ [1, 0,−1]𝑁𝑏×𝐿 , (2.16)

where 𝑁𝑏 is the number of buses and 𝐿 is the number of transmission lines in an EPS. A
transmission line connecting buses 𝑞 and 𝑝 is represented by 1 in the matrix, signifying the
origin at bus 𝑞, and -1 denotes the termination at bus 𝑞. If there is no line connecting the
two buses, it is denoted as zero. In a cyber-topology attack, an attacker can manipulate the
cyber information sent to the control center, thereby altering the incidence matrix in (2.7). This,
consequently affect the LMP calculations in SCED. For a successful cyber-topology attack, the
attacker must also manipulate a set of measurements and bypass both the BDD and NTP to
deceive the LMPs [40].

The impact of cyber-topology attacks on SCED solutions was studied in [40] and [23].
Undetectable cyber-topology attacks, as described in [35], conducted a MITM attack on the
connection between the RTUs and the control center, affecting electricity prices in the wholesale
market. In [46], a coordinated cyber-physical attack was proposed to manipulate an LMP.
Reinforcement Learning was employed to assess the real-time electricity market vulnerability
under cyber-topology attacks, where the attacker can modify the solution to the optimal-power-
flow problem, thereby influencing LMPs with limited information about the grid topology
structure [50].
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2.4.2 Dispatch Signal

In addition to falsifying underlying measurements, malicious generators can further corrupt the
dispatch signal by targeting the connection between the Automatic Generation Control (AGC)
system and the generator unit [48]. AGC serves as a control mechanism used to adjust the
output of generation resources in real-time, ensuring a balance between supply and demand
while regulating the system frequency within acceptable limits. The attacker manipulates the
signal to the generator to produce more energy, thereby generating illegal revenue at the expense
of other generators in the same area [60].

2.4.3 Generation & Load Data

The integrity of the generation and load data is crucial for ensuring the fairness and efficiency of
the energy markets. Falsifying such data potentially enables market participants to manipulate
market outcomes for financial gain. In [36], the authors explore FDIAs in real-time power
markets using look-ahead dispatch models and propose strategies to manipulate generator ramp
constraints for financial arbitrage through capacity withholding. In [42], they investigated
potential market manipulation by aggregators of distributed generation in renewable energy-
integrated power systems, focusing on strategically curtailing generation to maximize profit.
In [51], Load Altering attacks were introduced, which created artificial high-loading conditions
to sell energy at inflated prices. In [52], Load Redistribution attacks were demonstrated by
manipulating the line flow and load measurements in the SG to influence the energy market.

Highlights: This section classifies threat models related to energy market operations based
on scope, attack type, attack vector, and the knowledge required to launch such attacks. Notably,
most inputs to the LMP calculations can be manipulated without prior knowledge of the current
state of the grid. In more sophisticated attacks, adversaries can adjust LMPs to align with
expected patterns, complicating the detection of these manipulated prices. Additionally, while
there is substantial research investigating SE FDIA, more studies are needed to explore FDIA in
dispatch signals, generation data, and load data. More insights are provided in Section 2.6
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2.5 LMPs Manipulation Defense Mechanisms

Limited research has been conducted on the detection of LMP manipulation. Most existing
studies primarily focus on securing the SE process to ensure the reliability of higher-level
applications, including economic decisions made at the market level. Consequently, current
defense mechanisms are predominantly oriented towards either protecting the SE process or
implementing detection techniques to identify anomalies in the data reported to the control center.
This section provides an overview of the current state of research on LMP manipulation defense,
categorizing the work into two main areas: protection and detection. Table 2.6 summarizes the
defense strategies, detailing the publication year, defense level, and methods employed in each
study.

2.5.1 Protection Strategies

In protection strategies, specific measurement units are identified as potential targets for malicious
activities. Robust security measures are implemented to protect these selected units, including
the optimized placement of the PMUs. PMUs provide precise measurements of electrical
waveforms (voltage and current) in real-time with a high sampling rate and use GPS signals to
synchronize their measurements across different locations. This ensures consistent and coherent
data analysis [65]. Therefore, this feature makes PMUs exhibit resilience against data integrity
attacks in comparison to RTUs, challenging attackers to manipulate measurements without
raising suspicion of detection.

The study in [61] proposed a least-budget Defense strategy to protect pre-selected meters
from the FDIA. The defense strategy is formulated as a mixed integer nonlinear programming
problem, which is solved using Benders decomposition based on the most vulnerable system
meters. In [62], a three-tier defender-attacker-operator methodology was proposed to simplify
the process of identifying the minimum set of meters to protect to prevent market manipulation.
In [65] and [66], the placement of PMUs was optimized to defend against data integrity attacks
in power markets. Different strategies were used to identify the most vulnerable bus/branch and
to determine the optimal number of PMUs to be deployed.

However, protection-based mechanism have certain limitations. First, it relies on the imprac-
tical assumption that PMUs are immune to attack. Indeed, PMUs are susceptible to GPS spoofing
attacks, which can significantly affect the accuracy of their measurements [68]. Moreover, se-
curing a subset of measurements reduces the level of data redundancy, thereby affecting SE
accuracy [64].
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2.5.2 Anomaly Detection

In [58], the authors designed a detection strategy to identify malicious modifications of critical
network parameters by analyzing the minimal protection set at a single branch. The algorithm
proposed in [63] aims to detect cyberattacks by analyzing the inconsistencies between specified
network parameters and historical data of power injections and voltage phasors. In [39], a
detection algorithm using a shift factor matrix as a trustworthy baseline identified attacked real-
time measurements. Improved SE approach that allow real-time detection of FDIA was presented
in [64]. This method leverages Power Transmission Distribution Factors (PTDF) to calculate
variations in load and power flow, aiming to detect indicators LMPs manipulation. In [45], a
model using market-level data was proposed to differentiate between safe and risky periods for
LMPs manipulation detection. These studies relied on statistical models for attack detection, with
limitations in capturing complex and nonlinear system relationships, especially in the presence
of sophisticated attacks [66]. Moreover, these techniques depend on utilizing historical data,
limiting their ability to identify cyber-attacks when manipulated data are consistent with past
measurements [64].

Highlights: This section explores the current defense mechanisms to protect energy market
operations from manipulation. Protection strategies secure critical measurement units such as
PMUs, whereas anomaly detection methods analyze data to identify signs of manipulation.
However, research on defenses against market manipulation remains less developed than the
proposed threat models. This underscores the ongoing need for advanced anomaly detection
models that can utilize multiple data sources to detect manipulated prices and identify the origin
of attacks.



2.5. LMPs Manipulation Defense Mechanisms 31

Ta
bl

e
2.

6:
C

ur
re

nt
En

er
gy

M
ar

ke
tD

ef
en

se
Re

se
ar

ch

Pu
bl

ic
at

io
nY

ea
r

C
at

eg
or

y
D

ef
en

se
Le

ve
l

M
et

ho
d

D
es

cr
ip

tio
n

[3
9]

20
16

A
no

m
al

y
D

et
ec

-
tio

n
C

on
tro

lL
ev

el
M

od
el

-b
as

ed
U

se
re

al
-ti

m
e

m
ea

su
re

m
en

ts
an

d
ba

se
lin

e
sh

ift
fa

ct
or

m
at

ric
es

to
id

en
tif

y
at

ta
ck

ed
m

ea
su

re
-

m
en

ts
[6

1]
20

17
Pr

ot
ec

tio
n

us
in

g
PM

U
Ph

ys
ic

al
Le

ve
l

G
am

e-
th

eo
ry

D
efi

ne
cr

iti
ca

lm
et

er
su

si
ng

B
en

de
rs

de
co

m
po

s-
iti

on
al

go
rit

hm
[6

2]
20

17
Pr

ot
ec

tio
n

us
in

g
PM

U
Ph

ys
ic

al
Le

ve
l

M
od

el
-b

as
ed

D
efi

ne
cr

iti
ca

lm
et

er
su

si
ng

Th
re

e-
tie

rd
ef

en
de

r-
at

ta
ck

er
-o

pe
ra

to
ra

lg
or

ith
m

[6
3]

20
19

A
no

m
al

y
D

et
ec

-
tio

n
C

on
tro

lL
ev

el
M

od
el

-b
as

ed
D

et
ec

tio
n

of
th

e
in

co
ns

is
te

nc
ie

s
be

tw
ee

n
ne

t-
w

or
k

pa
ra

m
et

er
s

an
d

th
e

hi
st

or
ic

al
m

ea
su

re
-

m
en

ts
da

ta
[6

4]
20

20
A

no
m

al
y

D
et

ec
-

tio
n

C
on

tro
lL

ev
el

M
od

el
-b

as
ed

D
et

ec
tio

n
of

th
e

va
ria

tio
ns

in
lo

ad
an

d
po

w
er

flo
w

[4
5]

20
21

A
no

m
al

y
D

et
ec

-
tio

n
M

ar
ke

tL
ev

el
M

od
el

-b
as

ed
D

iff
er

en
tia

te
sa

fe
an

d
ris

ky
pe

rio
ds

fo
rd

et
ec

tin
g

LM
Ps

an
om

al
ie

s
[6

5]
20

23
Pr

ot
ec

tio
n

us
in

g
PM

U
Ph

ys
ic

al
Le

ve
l

O
pt

im
iz

at
io

n
D

efi
ne

cr
iti

ca
lb

us
es

/b
ra

nc
he

su
si

ng
B

in
ar

y
H

ar
-

ris
H

aw
k

op
tim

iz
at

io
n

[6
6]

20
23

Pr
ot

ec
tio

n
us

in
g

PM
U

Ph
ys

ic
al

Le
ve

l
O

pt
im

iz
at

io
n

D
efi

ne
cr

iti
ca

lb
us

es
/b

ra
nc

he
su

si
ng

a
pr

op
os

ed
al

go
rit

hm
to

in
cr

ea
se

sy
st

em
ob

se
rv

ab
ili

ty
[5

8]
20

23
Pr

ot
ec

tio
n

C
on

tro
lL

ev
el

M
od

el
-b

as
ed

D
efi

ne
m

in
im

al
m

ea
su

re
m

en
t

se
t

to
de

te
ct

ch
an

ge
si

n
sy

st
em

pa
ra

m
et

er
sb

y
an

al
yz

in
g

bo
th

ob
se

rv
ab

ili
ty

an
d

Ja
co

bi
an

m
at

rix
[6

7]
20

24
A

no
m

al
y

D
et

ec
-

tio
n

M
ar

ke
tL

ev
el

D
at

a-
dr

iv
en

M
ar

ke
t-l

ev
el

in
te

gr
at

ed
de

te
ct

io
n

ag
ai

ns
tc

yb
er

at
ta

ck
s

in
re

al
-ti

m
e

m
ar

ke
to

pe
ra

tio
ns

by
se

lf-
su

pe
rv

is
ed

le
ar

ni
ng



2.6. Challenges & Future Directions 32

2.6 Challenges & Future Directions

2.6.1 Potential LMP Manipulation Threats

Given the foundational role of LMP and SCED in market operations, inputs into SCED require
careful scrutiny because of their potential vulnerabilities, which could be exploited to manipulate
market prices and disrupt dispatch settlements. The threat posed by SE has been thoroughly
examined in the literature (as discussed in Section 2.4). However, other types of attacks, such as
those involving load altering attacks [51] and manipulations in load and generation forecasts [69,
70], remain largely unexplored in the context of their impact on market operations. Furthermore,
the study of individual behaviors exhibited by DER owners, particularly concerning their bidding
strategies and capacity withholding [36], represents an ongoing research frontier within the
energy market context. The study and understanding of these less-explored attack vectors are
important for fortifying the resilience of market mechanisms against potential manipulation
and ensuring the reliability of EPSs. Furthermore, SG data analytics relies on a variety of
machine learning applications to optimize their operations [71]. These applications encompass
various functionalities, including resource scheduling, demand response forecasting, energy
trading, and grid balancing. ML algorithms analyze historical data to make predictions, enabling
efficient allocation of distributed energy resources and enhancing decision-making processes
[72]. However, these ML applications are susceptible to adversarial ML attacks that have not
yet been thoroughly investigated, particularly in the context of energy market manipulation.
Adversarial ML involves manipulating input data to deceive ML models, potentially leading to
incorrect predictions or decisions [73, 74]. For example, adversarial attacks can compromise
the accuracy of energy demand forecasts, disrupt resource scheduling, and manipulate trading
strategies. Therefore, additional studies are necessary to explore the impact of adversarial ML
on energy trading and develop ML models capable of detecting such attacks.

2.6.2 LMPs Manipulation Detection

As shown in Fig.2.2b, there is a notable shortage of studies addressing LMP manipulation De-
fense, particularly in the area of LMP manipulation detection. Detection is a critical component
of the market security. It provides a proactive mechanism to identify and respond to malicious
activities before they escalate into significant financial or operational disruptions. Although
protection mechanisms have been widely studied, they are inherently limited. These protection-
centric approaches often involve reducing measurement redundancy [64], which can compromise
the accuracy of state estimation (SE) results. Furthermore, protection-based mechanisms alone
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are insufficient for ensuring comprehensive security in market operations. A determined attacker
can exploit vulnerabilities in these defenses, finding ways to corrupt or bypass them altogether.
This highlights the importance of detection, as it complements protection by addressing scenarios
in which safeguards fail.

A promising direction to addressing this gap is the development of data-driven detection
models. These models leverage advanced machine learning and statistical techniques to analyze
vast amounts of market and system-level data, identifying anomalous patterns indicative of
manipulation. Unlike traditional model-based detection approaches that rely on predefined
energy system models, data-driven models dynamically learn from historical and real-time data,
improving their adaptability to emerging threats. Model-based approaches, although effective in
capturing known attack scenarios, may struggle with novel or evolving manipulation techniques.
In contrast, data-driven methods can detect subtle anomalies by leveraging complex correlations
between system variables and market behaviors, thereby enhancing the detection accuracy.
Moreover, incorporating market-level data is crucial for strengthening detection capabilities.
Market data, such as nodal prices and transaction patterns, provides a broader perspective on
system behavior beyond physical measurements. Time-series analysis of market data, when
integrated with system-level data, allows for the identification of normal and abnormal market
conditions, enabling the localization of attack origins and the recognition of their spatial effects
across different node prices. Despite its potential, the application of market-level data for
LMP manipulation detection remains largely unexplored, creating a significant research gap that
warrants further investigation and development to enhance cybersecurity in the energy market .

Furthermore, the effectiveness of the LMP manipulation detection can be significantly en-
hanced by deploying real-time detection models. Given the dynamic nature of energy markets,
where price fluctuations and system conditions evolve rapidly, real-time detection is essential to
provide timely alerts and mitigation strategies. Traditional post-event analysis methods, which
are valuable for forensic investigations, lack the immediacy required to prevent market disrup-
tions and financial loss. Real-time detection models, driven by streaming data analytics and
edge computing, enable the continuous monitoring of market activities, allowing for instant
anomaly detection and rapid response. Various techniques, including adaptive thresholding,
online learning, and event-driven architectures, help quickly identify suspicious activities and
activate automated countermeasures to mitigate threats before they spread. Moreover, integrat-
ing real-time detection systems with market operator control frameworks can provide actionable
intelligence, ensuring a more resilient and secure electricity market.
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2.6.3 Utilizing Multiple Data Sources

Several studies have demonstrated that an increased number of data sources significantly enhances
the accuracy of market manipulation detection [21]. We argue that integrating diverse datasets,
including weather, measurement, and market data, can effectively yield robust detection results in
the context of financially motivated attacks. The combination of these varied data types not only
enriches the analytical framework but also contributes to a more comprehensive understanding of
the complex patterns associated with LMP manipulation. Hence, this point opens an important
research direction that could contribute significantly to the detection of financially motivated
attacks in the energy market.

2.6.4 Need for LMPs Anomaly Detection Dataset

Developing an LMP anomaly detection dataset is crucial for advancing the research on energy
market integrity and resilience. Current datasets focus on normal historical LMPs, which,
while useful for understanding market behavior, lack the support of effective anomaly detection.
Additionally, existing anomaly detection datasets primarily focus on system measurements,
potentially missing crucial market dynamics. To bridge these gaps, future datasets should
encompass a diverse range of scenarios and market conditions, including normal operations
and anomalous behaviors such as price spikes or prolonged deviations. This broader scope
should integrate contextual factors such as weather data, demand patterns, and market events
alongside LMP values to enhance dataset robustness and provide a comprehensive context for
interpreting anomalies. Annotated instances of known manipulation or market disturbances are
essential for training robust detection models that support both supervised learning approaches
and unsupervised anomaly detection methods. Granularity in temporal and spatial dimensions
is critical for the effective detection and localization of anomalies across different scales within
the energy grid. This approach ensures that anomalies can be promptly and accurately identified,
contributing to enhanced market transparency and resilience against manipulation.

2.7 Conclusions

The increasing integration of digital technologies in energy markets has introduced new vul-
nerabilities, making them susceptible to sophisticated cyberattacks, particularly FDIAs. Our
review highlights a diverse range of attack vectors that can manipulate LMPs and disrupt mar-
ket stability and financial fairness. While existing defenses primarily focus on securing state
estimation and anomaly detection, they remain limited in addressing the broader market-level
impact of FDIAs. Our study highlights the need for a more holistic approach that incorporates
market-level data analytics, multi-source information fusion, and advanced machine learning
techniques for real-time detection. Additionally, adversarial attacks on predictive models and
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market forecasting remain largely unexplored, presenting a critical research gap. Addressing
these challenges requires the development of robust anomaly detection datasets and the integra-
tion of cross-disciplinary insights to enhance energy market resilience, ensuring both security
and market integrity in an increasingly digitalized landscape.



Chapter 3

Benchmarking Stealthy Market
Manipulation via Synthetic Data

3.1 Introduction

Building on the market and threat background presented in Chapter 2, this chapter addresses a
fundamental bottleneck in electricity market cybersecurity research: the absence of standardized,
labeled datasets that model stealthy Locational Marginal Price (LMP) manipulation through False
Data Injection Attacks (FDIAs). In deregulated electricity markets, LMPs are computed through
state estimation and optimal power flow procedures, and directly determine financial settlements.
Because LMPs reflect congestion and network conditions inferred from real-time measurements,
adversaries can manipulate prices by injecting carefully crafted false data, thereby creating
artificial congestion or altering dispatch outcomes for financial gain.

Although prior work has extensively analyzed attack strategies and their financial impact,
comparatively less attention has been given to reproducible benchmarking for detection re-
search [75]. Existing anomaly detection studies often rely on simplified attack models, limited
simulation horizons, or case-specific configurations that hinder systematic comparison and gen-
eralization. Moreover, publicly available electricity market benchmarks typically lack labeled
adversarial scenarios and long-horizon time-series data, making it difficult to rigorously evaluate
data-driven detection methods under controlled yet realistic manipulation conditions.

To address this gap, we introduce the Stealthy Manipulated LMP Timeseries (SMLT) data-
set1, a reproducible, open-source framework for modeling stealthy FDIAs targeting electricity
market operations. The dataset simulates diverse manipulation vectors affecting transmission
ratings, system parameters, topology, and demand profiles, while preserving realistic operational
constraints through Matpower-based optimal power flow simulations. Time-series data are gen-
erated over extended horizons with ground-truth anomaly labels, enabling systematic evaluation
of AI-based anomaly detection algorithms.

1The dataset and code are available at: https://github.com/Ghadeer101/SMLT_Dataset/

36
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The main contributions of this chapter are as follows:

1. We introduce SMLT, an open-source dataset designed to model stealthy FDIA-driven LMP
manipulation using labelled time-series market data. Unlike general synthetic power-
system benchmarks, which mainly support power-flow, dispatch, or planning studies,
SMLT focuses on adversarial market manipulation scenarios and provides ground-truth
labels for anomaly-detection evaluation.

2. We incorporate eight manipulation scenarios identified in the literature, covering diverse
attack vectors including transmission limits, network parameters, topology alterations, and
load perturbations.

3. We generate hourly-resolution time-series data spanning up to 20 weeks, capturing both
short- and long-term system variability, with ground-truth labels provided for each timestep.

4. We develop an open-source FDIA simulation framework built on Matpower, enabling
reproducibility and extensibility of attack scenarios.

5. We provide an in-depth spatio-temporal characterization of manipulated LMP behavior
and demonstrate a case study on anomaly detection using the GEM model.

The remainder of this chapter is organized as follows. Section 3.2 reviews related work
and existing benchmarking limitations. Section 3.3 details the construction of the SMLT dataset,
including the benchmark system, attack modeling framework, and data generation process.
Section 3.4 presents empirical analyses of statistical and spatial manipulation effects. Section 3.5
provides an anomaly detection case study. Lessons learned are discussed in Section 3.6, and
Section 3.7 concludes the chapter with limitations and future directions.

Table 3.1: List of Notations for Chapter 3

Symbol Description

P Power system case (network model used for simulation)
anom Nominal attack vector describing the manipulated parameter
a𝑡 Attack vector applied at time step 𝑡
𝛼 Attack magnitude scaling factor
T𝑎 Set of time indices during which the attack occurs
𝑡 Time index (hourly timestep)
S Generated dataset containing LMPs, timestamps, and labels
l𝑡 Load vector for all buses at time 𝑡
𝑦𝑡 Binary attack label at time 𝑡 (1 = attack, 0 = normal)
𝜆𝑡 Locational Marginal Price (LMP) vector at time 𝑡
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Symbol Description

LMP(𝑖)𝑛 Normal (baseline) LMP at bus 𝑖
LMP(𝑖)𝑚 Manipulated LMP at bus 𝑖 under attack
ΔLMP(𝑖) LMP deviation between normal and manipulated states at bus 𝑖
𝑝 Nominal system parameter value (e.g., load, line rating)
𝑏 Injected bias introduced by the attacker
𝑞1, 𝑞3 First and third quartiles of a data distribution
𝑇min, 𝑇max Lower and upper bounds for outlier filtering
𝑐 Quartile multiplier used in outlier detection (set to 1.5)
𝜇 Mean of an LMP time series
𝜎 Standard deviation of an LMP time series
𝐶𝑉 Coefficient of Variation (𝐶𝑉 = 𝜎/𝜇)
𝑉 (𝑖) Visibility metric measuring distributional change at bus 𝑖
𝐷 (𝑖) Detectability metric capturing temporal statistical variation
Δ𝐶𝑉

(𝑖)
𝑇

Average temporal change in CV over 𝑇 time windows
𝑧𝑖 𝑗 Complex impedance of the transmission line between buses 𝑖 and 𝑗
𝑟𝑖 𝑗 Resistance of the transmission line between buses 𝑖 and 𝑗
𝑥𝑖 𝑗 Reactance of the transmission line between buses 𝑖 and 𝑗
𝑤(𝑖, 𝑗) Edge weight representing impedance magnitude between buses 𝑖 and 𝑗
𝑑 (𝑖, 𝑗) Electrical distance between buses 𝑖 and 𝑗
P(𝑖, 𝑗) Set of all paths between buses 𝑖 and 𝑗
𝐵 𝑗 Set of buses grouped in electrical distance bin 𝑗
𝑑 𝑗 Average electrical distance in bin 𝑗
𝑦̄ 𝑗 Average LMP disturbance in bin 𝑗
𝑆 Spreadability metric measuring spatial propagation of attack impact
𝑁bins Number of electrical distance bins used for spatial analysis
𝑘, ℎ GEM model parameters controlling neighborhood size and entropy estimation

3.2 Related Work

A wide range of benchmark datasets has supported the development of power system modeling
and electricity market studies. The IEEE standard test systems, such as the IEEE 30-bus system
and the Reliability Test System (RTS), have long served as the foundation for simulation and
optimization tasks [76, 77], though their economic data is outdated and non-transparent. To
enable more realistic market studies, researchers have developed economically enhanced test
systems, such as the PJM 5-bus and IEEE 30-bus with market benchmarks [78], hydrothermal
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dispatch models [79], and the reduced WECC model incorporating demand response and energy
storage [80]. Additional systems reflect regional structures, including the Chilean grid test
case [81] and a renewable-integrated IEEE 118-bus system designed to study market impacts
under high penetration of clean energy [82].

More recently, synthetic grid models from Texas A&M University have enabled large-scale
analysis with statistically grounded network structures, load profiles, and economic data [83,84].
These datasets, along with the WECC/NPCC dataset developed for electricity market modelling
and analysis, provide a strong foundation for market simulation, price analysis, and policy
evaluation.

However, despite their strengths, none of these benchmarks incorporate adversarial scenarios
such as FDIAs, nor do they provide labeled time-series data suitable for training or evaluating
AI models in the context of electricity market cybersecurity. The lack of realistic, annotated
datasets capturing LMP manipulation remains a critical obstacle to developing and benchmarking
anomaly detection algorithms in this domain.

3.3 SMLT Dataset Construction

3.3.1 Baseline Benchmark

The development of SMLT is grounded in a well-established benchmark for electricity market
studies provided in [76], with a particular focus on the NPCC test case. This benchmark was
selected because it meets key requirements: (1) an open-source system model, and (2) time-
series load data. It provides hourly load profiles spanning a full operational year, enabling the
design of FDIA strategies that evolve over time. In addition, the openly available system model
supports the systematic manipulation of diverse attack vectors to simulate the effects of FDIAs on
LMPs. These features ensure that our experiments are conducted under realistic and reproducible
conditions, enabling detailed analysis of cyber-physical impacts on electricity markets. Table 3.2
summarises the main characteristics of the NPCC test system used in this chapter.

3.3.2 Threat Model

The SMLT dataset assumes a strategic adversary capable of manipulating selected system para-
meters in order to influence LMPs while remaining operationally stealthy. The attacker may
alter parameters such as transmission limits, generator constraints, topology information, or load
injections. To ensure practical realism, all perturbations are constrained to remain within feasible
operating ranges. Specifically, manipulated values must satisfy

0.2 · 𝑝 ≤ 𝑝 + 𝑏 ≤ 3 · 𝑝,
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Table 3.2: Summary of the NPCC test system used for SMLT dataset generation.

Property Value
Test system NPCC test system
Number of buses/nodes 140
Number of generators 48
Number of load buses 76
Number of transmission branches/lines 233
Bus types 94 PQ buses, 45 PV buses, 1 slack bus
Base power 100 MVA
Voltage levels 13.8–500 kV
Total active load 30,349.76 MW
Total generation capacity 47,323.23 MW

where 𝑝 denotes the nominal parameter value and 𝑏 represents the injected bias. These constraints
prevent unrealistic parameter changes and reduce the likelihood of triggering basic validation
mechanisms. A formal formulation of the FDIA model and its interaction with state estimation
and electricity market operations is presented in Chapter 4.

3.3.3 FDIA Scenarios

The attack scenarios incorporated in the SMLT dataset are adapted from existing literature and
follow the threat model described in the previous subsection. Each scenario targets a different
layer of the power system, including physical parameters, network topology, generator constraints,
and load injections. All attacks aim to manipulate LMPs while remaining operationally feasible
and bypassing standard Bad Data Detection (BDD) mechanisms. In what follows, we briefly
describe the scenarios under consideration:

S1: Transmission Line Rating (TLR) Attack.

This attack falsifies line thermal limits to simulate congestion by reducing the rated capacity of
selected transmission lines, as provided in [38]. The injected false data causes the system to
overestimate congestion, leading to inflated LMPs at nearby buses. It is a cyber-physical attack
that manipulates network constraints without altering load or topology data.

S2: Critical Parameter Attack.

In this scenario, the attacker alters static network parameters such as line reactance or susceptance
values stored in EMS databases. These changes affect injection shift factors (ISFs) and propagate
pricing distortions throughout the network. Since these parameters are weakly observable, the
attack evades standard detection methods. The scenario is based on the formulation in [85].
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S3: Cyber-Topology Attack.

This attack involves falsifying breaker status data to change the perceived grid topology while
leaving physical infrastructure untouched. By simulating line openings or closures, the attacker
misleads the state estimator and alters the SCED formulation. The resulting dispatch errors cause
artificial congestion and LMP shifts. This scenario is drawn from the topology attack framework
in [86].

S4: Ramp-Induced Data (RID) Attack.

The RID scenario manipulates generator telemetry used to enforce ramp constraints in look-
ahead dispatch. By injecting a false generation value at the initial time step, the attacker narrows
the feasible ramping window, causing higher-cost generators to be dispatched. This indirectly
inflates LMPs and supports profitable arbitrage. The attack is inspired by the method in [87].

S5: Load-Altering Attack (LAA).

This scenario simulates abrupt load injections at specific buses using compromised demand-side
infrastructure such as smart meters or automated devices. These changes are timed to avoid
triggering protection mechanisms while still shifting the real-time dispatch and LMP outcomes.
The attack emphasizes market exploitation over grid disruption and follows the model proposed
in [88].

S6: Aggregator-Based Strategic Curtailment.

Unlike traditional FDIA, this scenario does not involve false data but rather a physical strategy
where a renewable aggregator curtails output to induce price manipulation. By anticipating how
reduced net injection alters real-time pricing, the attacker exploits economic signals to increase
revenue. This scenario reflects subtle but realistic manipulation strategies, as discussed in [89].

3.3.4 Dataset Generation

Building on the previously described attack scenarios, we construct eight distinct test cases by
varying key parameters such as attack magnitude, duration, and target buses. Figure 3.1 illustrates
the end-to-end dataset generation framework. At each time step, the process begins by loading
hourly demand profiles and system case data as input. The system may then be subjected to an
FDIA according to a predefined case. The attack logic, described in Algorithm 1, determines
whether and how false data are applied. The corresponding LMPs are then computed using the
OPF solver provided by MATPOWER. Specifically, the runopf function is used, which solves
the AC-OPF problem by default. The resulting outputs, consisting of LMP values for each bus,
are labelled, timestamped, and cleaned to produce the final dataset.



3.3. SMLT Dataset Construction 42

Figure 3.1: Overview of the SMLT dataset development framework.

Algorithm 1 FDIA Generalized Process
1: Input: Power system case P, nominal attack vector anom, attack magnitude 𝛼, attack time

indices T𝑎.
2: Output: S: Time series of LMPs, labels, and timestamps
3: function LMPAttackSimulation(P, anom, 𝛼,T𝑎)
4: Initialize S ← ∅
5: for each timestep 𝑡 do
6: l𝑡 ← GetLoadProfile(P, 𝑡) ⊲ Load vector for all buses at time 𝑡
7: if 𝑡 ∈ T𝑎 then
8: a𝑡 ← 𝛼 · anom, 𝑦𝑡 ← 1 ⊲ FDIA present
9: else

10: a𝑡 ← anom, 𝑦𝑡 ← 0 ⊲ No FDIA
11: end if
12: 𝜆𝑡 ← RunOPF(P, l𝑡 , a𝑡)
13: S ← S ∪ {(𝜆𝑡 , 𝑦𝑡 , 𝑡)}
14: end for
15: return S
16: end function

Table 3.3 summarizes the FDIA cases included in the SMLT dataset. Each test case specifies
details of the attack scenario, including the attack vector anom, attack magnitude 𝛼, targeted bus,
and attack duration; whether it spans a full week or targets only peak-hour injections. Each case
is evaluated along two key dimensions: (1) stealthiness: whether the attack bypasses standard
bad data detection (BDD); and (2) effectiveness: whether it successfully manipulates LMPs after
solving the OPF. It is denoted asΔLMP in Table 3.3, quantifies the difference between the normal
and manipulated LMP at bus 𝑖:

ΔLMP(𝑖) = LMP(𝑖)𝑛 − LMP(𝑖)𝑚 (3.1)

Both state estimation and OPF are implemented using Matpower 8.0, ensuring compatibility
with industry-standard power system analysis tools.
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Table 3.3: Summary of attack cases and their validation outcomes

Scenario anom 𝛼 (p.u.) Target Bus Duration BDD ΔLMP Profit(per week)

Case 1 S1 𝐿rate,109 0.14 Bus 115 Week Pass 0.19$ 127.1 $/MWh
Case 2 S1 𝐿rate,109 0.2 Bus 115 Week Pass 1.7$ 1146 $/MWh

Case 3 S2
𝑅181
𝑋181

2
1.5 Bus 128 Week Pass 2.47$ 416.37 $/MWh

Case 4 S3 𝐿breaker,109 - Bus 115 Week Pass −3.24$ -545.8$/MWh

Case 5 S4
𝐺pmax,13
𝐺ramp,13 0.2 Bus 50 Week Pass 3.18$ 534.5$/MWh

Case 6 S5 𝑃115 1.2 Bus 115 Peak hours Pass 0.93$ 630.95$/MWh

Case 7 S1, S5 𝑃115, 𝐿rate,109
1.2
0.2 Bus 115 Peak hours Pass 1.74$ 293.2$/MWh

Case 8 S6 𝐺pmax,15,16,19,20 0.02 Bus 56 Peak hours Pass 1.15$ 193.5$/MWh

Dataset Reproducibility. The SMLT dataset and the complete generation pipeline are publicly
available in the GitHub repository at https://github.com/Ghadeer101/SMLT_Dataset.
The repository includes the MATLAB simulation script used to generate FDIA attack scenarios,
dataset metadata, preprocessing utilities, and analysis scripts used in the experiments. Dataset
generation is deterministic given the specified attack parameters and hourly demand profiles. The
parameter ranges used to construct the eight attack scenarios are summarized in Table 3.3. While
SMLT provides a controlled benchmark for studying stealthy market manipulation, it remains a
synthetic dataset and therefore cannot capture the full operational complexity and regulatory
constraints present in real-world electricity markets.

3.3.5 Data Preprocessing

To mitigate the effect of extreme LMP values and reduce the influence of spurious data artifacts,
we apply a column-wise outlier filtering method based on quartile statistics [90]. For each
bus-level LMP time series, we compute the first (𝑞1) and third (𝑞3) quartiles and define the lower
and upper bounds for acceptable values as 𝑇min = 𝑞1 − 𝑐 · (𝑞3 − 𝑞1) and 𝑇max = 𝑞3 + 𝑐 · (𝑞3 − 𝑞1),
where 𝑐 is a user-defined multiplier set to 1.5 in our experiments. Any values outside this range
are considered outliers and are replaced with the median of the corresponding column. This
replacement is performed independently for each LMP series, preserving the statistical structure
of the data while mitigating distortion from anomalous spikes.

3.4 Empirical Observations

In this section, we present a preliminary set of empirical observations based the developed
dataset. By analyzing the data from various perspectives, we aim to uncover key statistical
and spatiotemporal patterns that characterize both normal operations and attack scenarios. We
seek to answer the following questions: RQ1: What is the impact of stealthy FDIAs on the

https://github.com/Ghadeer101/SMLT_Dataset
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distribution of LMP data? RQ2: How does the impact of an attack propagate throughout the
system, and to what extent can the source of the attack be identified? The empirical findings
presented here are not intended as an exhaustive evaluation, but rather as an initial exploration
aimed at highlighting patterns, generating hypotheses, and informing future approaches to LMP
anomaly and attack detection.

3.4.1 The impact of stealthy FDIAs on the distribution of LMP data

To answer RQ1, we introduce two evaluation metrics: visibility and detectability. These metrics
are designed to capture statistical and temporal deviations induced by an attack, providing a
quantitative foundation for identifying anomalous patterns in the system.

Visibility measures the extent to which the statistical distribution of the LMP shifts in response
to an attack over a single day, represented by the Coefficient of Variations before (normal) and
after the (manipulated) attack, 𝐶𝑉𝑛 =

𝜎𝑛
𝜇𝑛

and 𝐶𝑉𝑚 =
𝜎𝑚
𝜇𝑚

, respectively, at the targeted bus 𝑖,
defined as:

𝑉 (𝑖) =

���𝐶𝑉 (𝑖)𝑛 − 𝐶𝑉 (𝑖)𝑚 ���
𝐶𝑉
(𝑖)
𝑛

. (3.2)

A larger 𝑉 (𝑖) indicates a more significant shift from the baseline, suggesting that the attack has a
more visible impact on the system’s behavior.

Detectability, on the other hand, quantifies the extent to which temporal variations in the
statistical profile of the LMP at the targeted bus 𝑖 can be observed during an attack. It is measured
by tracking changes in the CV across consecutive time steps:

Δ𝐶𝑉
(𝑖)
𝑇

=
1
𝑇

𝑇∑︁
𝑡=1

�����𝜎 (𝑖)𝑡𝜇(𝑖)𝑡 − 𝜎
(𝑖)
𝑡−1

𝜇
(𝑖)
𝑡−1

����� , (3.3)

where 𝜇(𝑖)𝑡 and𝜎 (𝑖)𝑡 represent the mean and standard deviation of the LMP at bus 𝑖, calculated over
a distinct, non-overlapping 24-timestep window, respectively. Detectability is then calculated as
the absolute difference in this metric between the normal (𝑛) and manipulated (𝑚) time series:

𝐷 (𝑖) =
���Δ𝐶𝑉 (𝑖)

𝑇 (𝑛) − Δ𝐶𝑉
(𝑖)
𝑇 (𝑚)

��� (3.4)

A higher 𝐷 (𝑖) indicates that the attack induces more significant fluctuations in the temporal
behavior of the LMP, making it more detectable.

Figure 3.2 illustrates that the distribution of normal LMP values deviates significantly from a
standard Gaussian-like profile and does not exhibit characteristics of independent and identically
distributed (i.i.d.) data. This observation challenges a common assumption in many conventional
anomaly detection models, which often rely on stationary or i.i.d. baselines. Moreover, as shown
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Figure 3.2: Data distribution of LMPs at the targeted bus under normal and manipulated con-
ditions for the eight test cases (a–h). Each subplot presents a KDE-based comparison over a
one-day period.

in Figure 3.3, the distribution of daily LMPs exhibits continuous and nontrivial changes over
time, further complicating the construction of a stable statistical model for normal behavior.
This dynamic nature of the LMP data implies that stealthy attacks can be effectively masked
within the natural variability of the market, making their detection substantially more difficult.
For example, in Cases 3 and 7 (see Figure 3.2), the attacks induce noticeable shifts in the LMP
distribution, reflected by high visibility scores (denoted as ’+’ in Table 3.4). However, due to
the continuous evolution of the underlying LMP distribution (see Figure 3.3), these cases exhibit
low detectability (’−’ in Table 3.4), illustrating the challenge of distinguishing attack-induced
changes from normal market dynamics.

Another important observation is that normal LMP time series exhibit long-term non-
stationarity (see Figure 3.3), meaning that key statistical properties change over time. This
poses significant challenges for power system modeling, as most forecasting and anomaly detec-
tion techniques rely on the assumption of stationarity. When applied to non-stationary data, such
models are vulnerable to reduced accuracy and performance degradation, a phenomenon com-
monly referred to as concept drift. For example, a model trained during stable market conditions
may perform poorly during periods of stress or in the presence of changing dynamics introduced
by renewable generation. Furthermore, non-stationarity complicates anomaly detection: an
evolving baseline can result in false positives when normal shifts are misclassified as attacks,
or missed detections when actual attacks mimic expected variation. Addressing these issues
requires adaptive modeling techniques that account for temporal variation, including seasonality
adjustments, rolling model updates, and regime-switching frameworks.
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Figure 3.3: Temporal evolution of the CV for daily LMP under normal and manipulated condi-
tions across eight attack cases.
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3.4.2 The impact of stealthy FDIA throughout the system

To analyze the spatial impact of LMP manipulation, we adopt an impedance-based method
consistent with the approach in [91] to quantify electrical proximity between buses. The power
system is modeled as an undirected, weighted graph, where nodes represent buses and edges
represent transmission lines. Each edge connecting bus 𝑖 to bus 𝑗 is weighted by the magnitude
of its impedance:

𝑤(𝑖, 𝑗) = |𝑧𝑖 𝑗 | =
√︃
𝑟2
𝑖 𝑗
+ 𝑥2

𝑖 𝑗
, (3.5)

where 𝑟𝑖 𝑗 and 𝑥𝑖 𝑗 are the resistance and reactance of the transmission line between buses 𝑖 and
𝑗 . To quantify proximity from a target bus, we compute the shortest weighted path through the
network using Dijkstra’s algorithm. Mathematically, the electrical distance between buses 𝑖 and
𝑗 is defined as:

𝑑 (𝑖, 𝑗) = min
𝑝∈P(𝑖, 𝑗)

𝑘∑︁
𝑙=1

𝑤𝑙 , (3.6)

where P(𝑖, 𝑗) is the set of all paths between buses 𝑖 and 𝑗 , 𝑘 is the number of edges in path 𝑃, and
𝑤𝑒𝑙 is the impedance magnitude of the 𝑙-th edge along the path. The resulting distance vector
provides a physically grounded and topologically consistent measure of electrical proximity that
is independent of system operating conditions and remains fixed for a given network topology. To
reduce noise and reveal spatial trends, we group buses into bins based on their electrical distance
from the target. For each bin 𝐵 𝑗 , we compute the average electrical distance 𝑑 𝑗 = 1

|𝐵 𝑗 |
∑
𝑖∈𝐵 𝑗

𝑑𝑖

and the average LMP disturbance 𝑦̄ 𝑗 = 1
|𝐵 𝑗 |

∑
𝑖∈𝐵 𝑗
|ΔLMP(𝑖) |, resulting in a set of smoothed

representative points {(𝑑 𝑗 , 𝑦̄ 𝑗 )}𝑁bins
𝑗=1 that characterize how the impact of the manipulation decays

with electrical distance.
A metric is used to assess the spatial effects of an attack:

Spreadability is a quantitative measure indicating how widely the impact of a cyberattack on
ΔLMP(𝑖) propagates across the power grid, as a function of electrical distance from the targeted
bus. Higher spreadability indicates a broader impact that is sustained over longer distances
within the network. It is measured by the Area Under the Curve (AUC) of the ΔLMP(𝑖) versus
electrical distance plot and computed as follows:

𝑆 =

𝑁bins−1∑︁
𝑏=1

𝑦̄𝑏 + 𝑦̄𝑏+1
2

· (𝑑𝑏+1 − 𝑑𝑏), (3.7)
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Figure 3.4: Bus-level heatmap of |ΔLMP(𝑖) | across the system.

where 𝑑𝑏 and 𝑦̄𝑏 are the average electrical distance and LMP disturbance in bin 𝑏, respectively.
This metric provides an interpretable scalar that summarizes the spatial extent of attack influence
across the network.

The results presented in Table 3.4, Fig. 3.4, and Fig. 3.5 indicate that the impact of LMP
manipulation decayes as the distance from the targeted bus increases. In particular, buses located
nearest to the attacked bus experience the most significant price deviations, while the effect fades
progressively with greater separation. The rate at which this impact declines varies depending
on the specific characteristics of each case. Notably, Cases 5 and 7 demonstrate a higher level
of spreadability, suggesting that attacks involving generator data manipulation have a broader
influence on the network. Conversely, cases with lower spreadability, such as Cases 1, 3, and 6,
tend to be undetectable. This decreases the likelihood of detection, making these attacks harder
to identify and more challenging to address, as will be shown in the next section.

Table 3.4: Qualitative and quantitative evaluation of attack cases across four metrics. Signs (−−,
-, +, ++) provide a simplified view of metric magnitudes based on a quantile-based classification.

Case Visibility(%) Detectability Spreadability
Value Qual. Value Qual. Value Qual.

Case 1 16.67% −− 0.0005 - 0.1650 -
Case 2 42.32% + 0.0010 + 0.3668 +
Case 3 33.36% + 0.0003 −− 0.0267 −−
Case 4 84.71% ++ 0.0014 + 0.2275 +
Case 5 16.69% - 0.0014 + 0.9137 ++
Case 6 9.73% −− 0.0005 −− 0.2077 -
Case 7 50.54% ++ 0.0008 - 0.5780 ++
Case 8 18.86% - 0.0135 ++ 0.0465 −−
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Figure 3.5: Average ΔLMP(𝑖) vs. electrical distance from the targeted bus across eight attack
cases.
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3.5 Case Study

This section presents an anomaly detection case study using our dataset, highlighting the perform-
ance of the Geometric Entropy Minimization (GEM) model [92], a multivariate, nonparametric,
and unsupervised method shown to perform well in detecting anomalies in high-dimensional
data streams. GEM was selected as a strong baseline due to its ability to capture subtle mul-
tivariate deviations in temporal data without relying on prior knowledge of attack signatures. Its
sensitivity to distributional shifts makes it particularly well-suited for detecting stealthy FDIAs
in electricity market settings. GEM estimates baseline statistics offline and applies them in
real-time, offering practical advantages for deployment. In our experiments, GEM is configured
with parameters 𝑘 = 2, ℎ = 5, and a sliding window size of 336. Table 3.5 summarizes its
performance across eight test cases, evaluated both before and after a known drift in the data
distribution.

The results presented in Table 3.5 demonstrate that, overall, GEM’s detection performance
before concept drift aligns closely with the detectability metric in most cases, indicating that
the model generally captures how statistically observable each attack is. In particular, high
ΔLMP(𝑖) values tend to correspond to higher detection rates, as larger economic disruptions are
more likely to produce detectable anomalies in the system. However, this relationship is not
absolute. For example, Case 3 causes a large price shift yet remains nearly undetected. This
reflects the fact that detectability depends not just on economic impact but on how the attack
manifests across GEM’s multivariate inputs. In Case 3, the low spreadability likely caused the
effect to remain localized and thus masked in the model’s broader statistical view. Additionally,
attacks during peak hours show reduced detectability before drift, as the high natural variability
in system behavior during those periods makes it difficult for change point-based methods like
GEM to distinguish subtle anomalies from normal fluctuations. After drift, as shown in Fig 3.6,
GEM’s performance degrades significantly. This is because GEM is not inherently adaptive to
temporal changes in the LMP distribution. When concept drift occurs, such as due to seasonal
dynamics, evolving load patterns, or topology changes, the model continues to rely on outdated
baseline statistics, leading to a surge in false positives and reduced overall reliability.

Figure 3.6: Performance of the GEM model before and after drift
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Table 3.5: GEM model performance before and after drift

Case GEM before drift GEM after drift
DR PR F1 AUC FAR DR PR F1 AUC FAR

1 0.137 0.958 0.240 0.566 0.005 0.881 0.265 0.408 0.692 0.496
2 0.976 0.692 0.810 0.802 0.372 0.958 0.272 0.423 0.718 0.523
3 0.006 0.500 0.012 0.500 0.005 0.943 0.276 0.428 0.721 0.502
4 0.988 0.897 0.941 0.946 0.097 0.991 0.280 0.437 0.737 0.517
5 0.994 0.898 0.944 0.949 0.097 0.988 0.280 0.437 0.736 0.515
6 0.185 0.409 0.254 0.438 0.308 0.956 0.247 0.393 0.747 0.463
7 0.769 0.476 0.588 0.715 0.338 0.989 0.240 0.387 0.746 0.497
8 0.110 0.769 0.192 0.549 0.011 0.945 0.163 0.278 0.728 0.489

3.6 Lessons Learned

Our empirical analysis and case study using the SMLT dataset reveal several key insights into the
behavior of stealthy FDIA scenarios and the broader challenges of monitoring electricity markets.
We hope these lessons, together with the dataset introduced in this work, will support the research
community in advancing future efforts toward more secure, reliable, and fair electricity market
operations.

1. Importance of market-level data. LMP data can serve as an effective signal for mon-
itoring grid behavior and detecting FDIA attacks, particularly those aimed at financial
gain. While such attacks may bypass traditional security mechanisms like BDD, they
often produce noticeable distortions at the market level, making LMPs a valuable source
for identifying anomalies in system operation.

2. FDIA impacts are rarely isolated. Attacks on a specific bus or node tend to propagate
throughout the system, especially when they affect shift factors or dispatch outcomes.
While the attacked bus often exhibits the most significant price distortion, neighboring and
electrically close buses are also impacted, highlighting the system-wide footprint of even
localized attacks.

3. Importance of attack duration and timing. Short-duration attacks, particularly those
occurring during peak hours, are more difficult to detect due to the natural volatility of
LMPs during those periods. Moreover, attacks launched during times of distributional
drift or operational changes can be masked by ongoing fluctuations, making detection even
more challenging.

4. Importance of drift-aware models. Our observations confirm that LMP distributions
are non-stationary and evolve continuously over time. This highlights the need for ad-
aptive, temporally aware detection models that can accommodate regime shifts, seasonal
variability, and concept drift in both market dynamics and system behavior.
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3.7 Conclusion

This chapter introduced SMLT, a synthetic benchmarking dataset designed to systematically
evaluate stealthy FDIAs targeting Locational Marginal Prices (LMPs). By combining physics-
consistent power system modelling, market-clearing mechanisms, and literature-grounded ma-
nipulation strategies, the dataset provides a reproducible and extensible platform for studying
adversarial behaviour in electricity markets. The spatio-temporal analyses demonstrate that
even bounded and carefully crafted attacks can induce subtle yet structured distortions in LMP
distributions, motivating the need for robust anomaly detection frameworks.

Limitations and generalisability. Several limitations should be acknowledged. SMLT re-
mains a synthetic dataset generated through simulation. Although it is constructed using a
realistic NPCC-based market benchmark and OPF-based LMP calculation, it may still contain
biases induced by the modelling assumptions of the benchmark system, the selected load pro-
files, the OPF formulation, and the predefined attack scenarios. In particular, the simulation
does not fully capture all real market rules, operator interventions, reserve products, strategic
bidding behaviour, contingency events, or unplanned outages. Therefore, models trained only
on SMLT may risk learning simulation-specific patterns rather than general indicators of LMP
manipulation.

To reduce overfitting to synthetic artefacts, the detection experiments are designed to evaluate
general attack effects rather than memorised attack signatures. Models are trained on normal
operating data and evaluated on unseen manipulated intervals, attack magnitudes, and operating
conditions. The dataset also includes multiple attack vectors, attack durations, and target buses
to reduce dependence on a single manipulation pattern. Nevertheless, validation on additional
real-world market data remains necessary to further assess generalisability.

The current threat vector does not cover all possible forms of market manipulation. In
particular, it does not explicitly model coordinated multi-attacker strategies, adaptive attacks that
respond to the detector, adversarial machine-learning attacks, strategic bidding manipulation
without physical data corruption, forecast manipulation, or sophisticated attacks that combine
topology, parameter, measurement, load, and market-bid manipulation.

Future versions of the dataset could be extended by incorporating emerging and composite
attacks. This could include coordinated manipulation across multiple buses, adaptive attacks with
changing magnitude and duration, attacks on forecast inputs, combined cyber-market strategies,
and richer multi-layer data sources such as SCADA measurements, PMU streams, renewable
forecasts, demand forecasts, and bidding data. These extensions would improve the dataset’s
ability to support broader benchmarking of data-driven market-monitoring methods.
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Despite these limitations, SMLT provides the necessary benchmarking infrastructure for de-
veloping and evaluating data-driven detection methods throughout the remainder of this thesis.
The dataset enables controlled experimentation under realistic yet reproducible manipulation
scenarios, forming the empirical foundation for the adaptive detection frameworks introduced in
the following chapters.



Chapter 4

Incremental Prediction-Error Monitoring
for Real-Time Market Anomaly Detection

4.1 Introduction

Building on the benchmarking framework introduced in Chapter 3, this chapter addresses the
problem of detecting stealthy Locational Marginal Price (LMP) manipulation in streaming elec-
tricity market data. Financially motivated False Data Injection Attacks (FDIAs) target meas-
urement streams transmitted from remote terminal units (RTUs) to the control center, with
the objective of influencing state estimation outcomes and consequently altering LMP calcula-
tions [1,38,62]. These attacks are typically crafted to remain stealthy by bypassing conventional
bad data detection mechanisms and preserving statistical plausibility. As a result, manipulated
LMP trajectories may closely resemble legitimate market fluctuations, making detection at the
market level particularly challenging.

Contribution. Existing defense mechanisms in energy markets can broadly be categorized
into (i) protection-based strategies and (ii) detection-based approaches. Protection mechanisms
often rely on securing selected measurements or optimizing PMU placement under strong trust
assumptions [93, 94]. However, such approaches reduce redundancy, assume partial infrastruc-
ture immunity, and may not scale under realistic adversarial conditions. Detection mechanisms,
on the other hand, typically operate at the grid level using physical system measurements and
parameter-consistency checks [68, 95, 96]. These methods are primarily designed to detect an-
omalies in underlying power system states rather than market-level distortions reflected in LMP
time series.

In deregulated markets, financially motivated manipulation ultimately manifests as deviations
in LMP trajectories. LMPs are inherently temporal signals with strong autocorrelation and
evolving market dynamics. Therefore, effective detection requires models that operate directly
on streaming LMP data, adapt incrementally over time, and distinguish abrupt adversarial shifts
from normal market variability.

54
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Contribution. To address this challenge, we propose an incremental, unsupervised detection
framework based on cumulative prediction error analysis. A Long Short-Term Memory (LSTM)
model is trained to capture normal LMP temporal dynamics, and structural deviations are identi-
fied by monitoring accumulated prediction errors through a change-point detection mechanism.
By aggregating prediction discrepancies over time, the proposed approach enhances sensitivity
to subtle but persistent manipulation patterns while controlling false alarm rates. We benchmark
the framework against two baselines: (i) a standard prediction-error thresholding model and (ii)
the cumulative sum (CuSum) method. Experimental results demonstrate improved adaptability
and reduced detection delay across varying attack intensities.

Although deep learning models such as Transformers and spatio-temporal Graph Neural
Networks (GNNs) are powerful tools for forecasting and representation learning, they are not the
primary methodological direction of this thesis. The focus of the thesis is on data-driven but in-
terpretable monitoring frameworks for stealthy LMP manipulation, where the main requirements
are unsupervised operation, limited reliance on labelled attack data, controlled false alarm rates,
bounded detection delay, robustness to concept drift, and scalability to large electricity-market
networks. These requirements are difficult to satisfy using purely deep-learning-based detectors,
which often require large representative training datasets, extensive hyperparameter tuning, and
may provide limited interpretability for market operators. Therefore, deep learning is used only
in a limited role in this chapter, as a forecasting component for constructing prediction residuals,
while the detection decision is handled through change-point monitoring. The later chapters fol-
low the same principle by prioritising nonparametric, drift-aware, and graph-informed detection
mechanisms over fully supervised deep-learning architectures.

The remainder of this chapter is organized as follows. Section 4.2 formulates the problem
and outlines the detection setting. Section 4.3 details the proposed incremental framework.
Section 4.4 presents experimental evaluation and comparative analysis. Section 4.5 concludes
the chapter and discusses limitations.

Table 4.1: Notation used in Chapter 4

Symbol Description

𝐿𝑀𝑃𝑖 Locational Marginal Price at bus 𝑖
𝜆 Lagrangian multiplier associated with the power balance con-

straint
𝜇𝑙 Lagrangian multiplier associated with transmission constraint 𝑙
𝐺𝑆𝐹𝑙−𝑖 Generation Shift Factor between line 𝑙 and bus 𝑖
𝑥 Estimated state vector of the power system
𝜃𝑖 Voltage angle at bus 𝑖
𝑧 Measurement vector collected from the power system
ℎ(·) Nonlinear measurement function
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Symbol Description

𝑒 Measurement noise vector
𝜎2 Variance of measurement noise
𝑎 Attack vector injected into the measurement data
𝑧𝑎 Compromised measurement vector after attack
𝑥𝑎 Manipulated state estimate after attack
𝑐 State deviation caused by the attack
𝜏 Time at which an attack or change occurs
𝑇 Stopping time of the detection algorithm
F𝜏 Information set (filtration) available up to time 𝜏
𝐽 (𝑇) Worst-case expected detection delay
𝛼 Lower bound on expected run length before false alarm
𝑝0 Probability density function of normal LMP data
𝑝1 Probability density function of attacked LMP data
𝑦𝑡 Observed LMP value at time step 𝑡
𝑦̂𝑡 One-step-ahead LMP forecast at time step 𝑡
𝑓 (·) LSTM forecasting function
𝑤 Look-back window length used for forecasting
𝑒𝑡 Forecasting residual at time step 𝑡
𝑢𝑐𝑡 Upper cumulative sum statistic at time step 𝑡
𝑙𝑐𝑡 Lower cumulative sum statistic at time step 𝑡
𝐾 Reference value controlling CuSum sensitivity
𝜆+ Upper detection threshold
𝜆− Lower detection threshold
𝜇𝑎 Magnitude of the attack-induced residual mean shift
𝐻 Number of hidden units in the LSTM model
𝐷 Input dimension of the LSTM model
𝑁 Number of monitored nodes or buses
𝑡 Time index of the LMP sequence

4.2 Problem Formulation

Consider a distributed power system where the LMP at a distributed node 𝑖 is determined by the
following relationship:

𝐿𝑀𝑃𝑖 = 𝜆 +
∑︁
𝑙=1

𝐺𝑆𝐹𝑙−𝑖 · 𝜇𝑙 , (4.1)
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where 𝜆 is the Lagrangian multiplier for the equality constraint ensuring power balance, and 𝜇𝑙
represents the Lagrangian multiplier for the 𝑙-th transmission constraint. Accurate computation
of 𝜆 and 𝜇𝑙 relies on precise state estimation (SE) of the power system, which is fundamental to
maintaining system stability and market efficiency.

We consider a DC load-flow model in which voltage magnitudes are assumed fixed and
reactive power and losses are neglected. Therefore, the state vector is represented only by bus
voltage angles, i.e.,

𝑥 = [𝜃1, . . . , 𝜃𝑁 ]𝑇 , (4.2)

where 𝜃1, . . . , 𝜃𝑁 are the bus voltage angles to be estimated. Let 𝑧 represent the vector of real-
time measurements collected from the power system, including power flows and injections. The
relationship between measurements and the state vector can be expressed as:

𝑧 = ℎ(𝑥) + 𝑒, (4.3)

where ℎ(·) is the nonlinear measurement function and 𝑒 ∼ N(0, 𝜎2𝐼) represents measurement
noise. The state estimation process solves for 𝑥 such that the measurements are best matched to
the model.

4.2.1 FDIA in the Energy Market

However, this reliance on real-time measurements exposes the SE process to FDIAs, in which
an adversary intentionally manipulates the measurements to compromise the estimated state 𝑥.
Suppose the malicious attack occurs by introducing an attack vector 𝑎 into the measurement data.
The compromised measurements are then given by:

𝑧𝑎 = 𝑧 + 𝑎, (4.4)

resulting in a manipulated system state:

𝑥𝑎 = 𝑥 + 𝑐, (4.5)

where 𝑐 represents the deviation introduced in the state estimation. To evade Bad Data Detection
(BDD) mechanisms, the attack vector 𝑎 is carefully crafted as:

𝑎 = ℎ(𝑥 + 𝑐) − ℎ(𝑥), (4.6)

ensuring that the residual norm remains unchanged. Specifically, the norm of the residual before
and after the attack is:

∥𝑧𝑎 − ℎ(𝑥𝑎)∥ = ∥𝑧 − ℎ(𝑥)∥. (4.7)
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This property allows the attack to bypass the BDD mechanism, rendering it undetectable
through conventional residual-based methods. Consequently, the adversary can manipulate
critical operational decisions, including LMP calculations, leading to potential economic and
operational disruptions. The goal of this study is to investigate the vulnerabilities of the SE
process to FDIAs and to propose robust detection mechanisms to mitigate their impact.

Our objective is to identify manipulated LMPs as quickly as possible following their oc-
currence at 𝜏, as any alteration in the underlying measurements will manifest as anomalies at
the market level. Change point detection, leveraging statistical differences between pre- and
post-change data, offers an effective framework for achieving this goal.

4.2.2 Change Point Detection

In change point detection, data is observed in a sequence, and a stopping rule is used to identify
when a change occurs. Sequential methods focus on minimizing the delay in detecting that
change. One common way to measure performance is through the worst-case average detection
delay, a concept introduced by Lorden [97]:

𝐽 (𝑇) = sup
𝜏

ess supF𝜏 E𝜏
[
(𝑇 − 𝜏)+ | F𝜏

]
, (4.8)

where 𝐽 (𝑇) measures the detection delay in the worst-case scenario, considering all obser-
vations up to the change-point 𝜏. The term F𝜏 refers to the accumulated information available
up to that point. While minimizing 𝐽 (𝑇) helps ensure that anomalies are detected quickly, it is
also crucial to manage the running length during normal conditions to prevent false alarms from
occurring too frequently.

To balance these objectives, the sequential change detection problem is formulated as:

inf
𝑇
𝐽 (𝑇) subject to E∞ [𝑇] ≥ 𝛼, (4.9)

where E∞ [𝑇] represents the expected stopping time when no change occurs (𝜏 = ∞). The
parameter 𝛼 is a threshold that ensures a sufficiently long average running time under normal
conditions.

For the LMP manipulation problem, let the pre and post attack probability density functions
(PDFs) of the LMP data stream be denoted by 𝑝0 and 𝑝1, respectively. When these PDFs are
fully specified, the quickest detection problem can be optimally solved using the well-known
CuSum test. However, the characteristics of the time series are influenced by dynamic system
conditions, making it challenging to precisely specify the PDFs 𝑝0 and 𝑝1. These complexities
arise from variations in grid topology, demand-supply fluctuations, and market mechanisms,
which introduce significant uncertainty into the distributional assumptions.
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To address these challenges, this chapter adopts a prediction-based framework that models
the expected LMP trajectory without relying on explicit pre- and post-change distributional
assumptions. Attacks are then detected indirectly through persistent deviations between observed
and predicted LMP values.

4.3 Methodology

4.3.1 Framework Overview

The proposed detection framework consists of two sequential stages. First, a forecasting model
is trained on benign LMP observations to generate one-step-ahead predictions of the market
signal. Second, the discrepancy between the observed and predicted values is transformed into
a residual sequence and monitored online using a two-sided cumulative sum (CuSum) detector.
This decomposition separates normal temporal prediction from anomaly decision-making. The
forecasting stage provides a data-driven estimate of expected LMP behavior, while the sequential
detection stage accumulates residual evidence over time to identify persistent deviations. An
alarm is triggered when the upper or lower detection statistic crosses its corresponding decision
threshold. Fig. 4.1 illustrates the overall structure of the proposed framework.

4.3.2 LSTM-Based LMP Forecasting

The first stage of the proposed framework aims to learn the normal temporal behavior of the LMP
series and generate one-step-ahead forecasts. This forecasting stage is important because raw
LMP trajectories may exhibit substantial short-term variability even in the absence of attacks.
Directly detecting anomalies from the observed price sequence can therefore lead to a large
number of false alarms. To reduce this effect, the detector operates on forecasting residuals
rather than on the raw LMP signal itself. In this way, the prediction model serves as a baseline
estimator of expected market behavior, while deviations from that baseline are passed to the
anomaly detection stage.

To model the temporal dependence of LMP values, we employ a Long Short-Term Memory
(LSTM) network [98]. LSTM networks are widely used for time-series forecasting because they
can capture nonlinear sequential dependencies and preserve information over longer horizons
through their gated memory structure. This makes them suitable for LMP data, which typic-
ally exhibit temporal correlation, local trends, and fluctuations driven by changing operating
conditions.
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Figure 4.1: Overview of the proposed residual-based sequential detection framework for LMP
manipulation.

In the general formulation, the forecasting task can be applied to any monitored LMP signal
or to a selected subset of market nodes. Let 𝑦𝑡 denote the observed LMP at a monitored node
at time 𝑡. Given a look-back window of length 𝑤, the forecasting model learns a mapping from
historical observations to a one-step-ahead prediction:

𝑦̂𝑡 = 𝑓 (𝑦𝑡−𝑤, 𝑦𝑡−𝑤+1, . . . , 𝑦𝑡−1), (4.10)

where 𝑓 (·) denotes the LSTM predictor and 𝑦̂𝑡 is the one-step-ahead forecast. The prediction
residual is then computed as

𝑒𝑡 = 𝑦𝑡 − 𝑦̂𝑡 , (4.11)

where 𝑒𝑡 measures the discrepancy between the observed and forecasted LMP at time 𝑡. Under
normal operating conditions, these residuals are expected to remain relatively small and ap-
proximately centred around zero. In contrast, persistent manipulation of the market signal may
induce sustained deviations in the residual sequence. Therefore, the residual stream provides a
more informative input for sequential anomaly detection than the raw LMP series itself.

4.3.3 Residual-Based Sequential Detection

The second stage of the proposed framework monitors the forecasting residuals in order to detect
persistent deviations from normal LMP behavior. While isolated prediction errors may occur
because of normal market variability or imperfect forecasting, attack-induced manipulations are
expected to produce sustained shifts in the residual sequence. To distinguish between these
two cases, we employ a sequential change-detection mechanism based on the cumulative sum
(CuSum) procedure.
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Let 𝑒𝑡 denote the residual at time step 𝑡 obtained from the forecasting stage. The detector
maintains two cumulative statistics: an upper statistic for positive deviations and a lower statistic
for negative deviations. These statistics are updated recursively as

𝑢𝑐𝑡 = max (0, 𝑢𝑐𝑡−1 + 𝑒𝑡 − 𝐾) , (4.12)

𝑙𝑐𝑡 = min (0, 𝑙𝑐𝑡−1 + 𝑒𝑡 + 𝐾) , (4.13)

where 𝐾 is a reference value that controls the sensitivity of the detector. The parameter 𝐾
determines how much deviation is treated as normal fluctuation before cumulative evidence
begins to build. Small values of 𝐾 make the detector more sensitive to weak changes, whereas
larger values reduce sensitivity to minor variations and noise.

The upper statistic 𝑢𝑐𝑡 is designed to accumulate evidence of persistent positive shifts in
the residual sequence, while the lower statistic 𝑙𝑐𝑡 captures persistent negative shifts. The
reset operations in the CuSum recursions ensure that short-lived fluctuations do not accumulate
indefinitely. As a result, the detector responds primarily to sustained deviations rather than to
isolated forecasting errors.

A change is declared when either cumulative statistic crosses its corresponding decision
threshold. Specifically, an alarm is raised when

𝑢𝑐𝑡 ≥ 𝜆+ or 𝑙𝑐𝑡 ≤ 𝜆−, (4.14)

where 𝜆+ and 𝜆− denote the upper and lower alarm thresholds, respectively. In this formulation,
positive residual shifts may indicate an upward manipulation of LMP values, whereas negative
residual shifts may indicate downward distortion or abnormal suppression of expected prices.

Algorithm 2 summarizes the online detection procedure. At each time step, the observed
LMP is first compared with the corresponding one-step-ahead forecast to obtain the residual.
The two CuSum statistics are then updated recursively, and an alarm is triggered once sufficient
evidence has accumulated in either direction. Since each update requires only a small number
of arithmetic operations, the procedure is suitable for real-time deployment in streaming market
environments.

4.3.4 Detection Delay and False-Alarm Trade-off

The proposed detector exhibits the standard trade-off of sequential cumulative monitoring
schemes. Under normal operating conditions, the residuals are expected to remain approx-
imately centered around zero. As a result, the CuSum statistics tend to reset frequently, which
helps limit false alarms. After an attack occurs, if the residuals experience a persistent mean
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Algorithm 2 Residual-Based Sequential Detection
Require: Observed LMP sequence {𝑦𝑡}𝑇𝑡=1, one-step-ahead forecasts {𝑦̂𝑡}𝑇𝑡=1, upper threshold

𝜆+, lower threshold 𝜆−, reference value 𝐾
Ensure: Alarm time indicating anomalous LMP behavior

1: Initialize 𝑢𝑐0 = 0 and 𝑙𝑐0 = 0
2: for 𝑡 = 1 to 𝑇 do
3: 𝑒𝑡 = 𝑦𝑡 − 𝑦̂𝑡
4: 𝑢𝑐𝑡 = max (0, 𝑢𝑐𝑡−1 + 𝑒𝑡 − 𝐾)
5: 𝑙𝑐𝑡 = min (0, 𝑙𝑐𝑡−1 + 𝑒𝑡 + 𝐾)
6: if 𝑢𝑐𝑡 ≥ 𝜆+ or 𝑙𝑐𝑡 ≤ 𝜆− then
7: return Anomalous LMP detected at time 𝑡
8: end if
9: end for

shift, then the corresponding CuSum statistic acquires a positive drift1 on average and moves
progressively toward the alarm threshold. In that case, the detection delay is approximately in-
versely related to the size of the post-change drift and directly related to the threshold. Therefore,
larger thresholds improve robustness to false alarms but increase delay, whereas stronger attacks
lead to faster detection.

4.3.5 Complexity Analysis

The CuSum detector requires constant computation per time step, resulting in a total time
complexity of O(𝑡) over a sequence of length 𝑡 for a single node. Each iteration involves only
basic arithmetic operations and comparisons, resulting in negligible computational overhead.
However, the overall runtime of the proposed framework is dominated by the LSTM forecasting
stage. For an LSTM with 𝐻 hidden units and input dimension 𝐷, the forward-pass computational
complexity per time step is approximatelyO(𝐻 (𝐻+𝐷)), due to the matrix–vector multiplications
and gate operations within the recurrent layer. In our implementation (𝐻 = 24, 𝐷 = 1), this
simplifies to O(𝐻2) operations per prediction. Consequently, the end-to-end computational
complexity for a single node over 𝑡 time steps isO(𝑡𝐻2). Extending the framework independently
to 𝑁 nodes results in a total complexity of O(𝑁𝑡𝐻2). Therefore, although the CuSum detector
itself is computationally lightweight, the scalability of the overall system is primarily constrained
by the forecasting model.

1In this chapter, “drift” refers to the directional movement of the cumulative detection statistic caused by a
residual mean shift. It is not used here to denote concept drift in the data distribution, which is formally introduced
and addressed in Chapter 5.
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4.4 Experimental Evaluation

4.4.1 Experimental Setup

The experiments are conducted on the NPCC test system using the MATPOWER simulation envir-
onment. The attack scenarios and corresponding LMP time series used in this chapter are derived
from the SMLT dataset introduced in Chapter 3. In particular, we focus on the two transmission
line rating (TLR) manipulation cases (Case 1 and Case 2), which were shown to generate stealthy
yet economically meaningful LMP distortions.

Due to the spatial variability of LMP dynamics across the network, we focus on a repres-
entative location (Bus 115) where the attack impact is most pronounced. The resulting time
series contains 8,784 hourly LMP observations, which are used for training and evaluation of
the prediction and detection models. The dataset is partitioned into 80% for training, 10% for
validation, and 10% for testing.

In the experimental implementation, the forecasting task is applied to the hourly LMP
sequence at Bus 115. The look-back window is set to 𝑤 = 23, so that the previous 23 hourly
observations are used to predict the LMP for the next hour. The LSTM is implemented in a
stateless configuration with a single hidden layer of 24 units.

To evaluate anomaly detection performance, manipulated LMP signals are generated by sim-
ulating TLR attacks within the OPF framework. In this scenario, an attacker associated with
a generator at Bus 115 manipulates the reported transmission line rating 𝑟 to create artificial
congestion. This congestion alters the dispatch solution and leads to increased LMP values at
nearby buses. The attack magnitude is varied from 0.1𝑟 to 0.3𝑟 to simulate different levels of ma-
nipulation intensity. Lower attack magnitudes correspond to more stealthy attacks that generate
smaller but still profitable price distortions. Following common assumptions in parameter-based
attacks, once the manipulated parameter is introduced, it persists for approximately one week
before the system parameters are corrected [33].

The CuSum detection threshold is calibrated using the most recent 168 hours of normal
(attack-free) LMP observations prior to activating the detector. The reference parameter 𝐾 ,
which controls the sensitivity of the CuSum statistic, is evaluated over the range 0.1 to 1.0.
Empirical tuning shows that 𝐾 = 0.2 provides the best balance between detection rate and false
alarm rate. The resulting decision thresholds are |𝜆− | = 𝜆+ = 3.5038. Since these thresholds are
derived solely from normal LMP behavior, they are applied consistently when evaluating both
attack scenarios.



4.4. Experimental Evaluation 64

4.4.2 Baselines

Two baseline methods are used to evaluate the effectiveness of the proposed approach: (1)
the Prediction Error Anomaly Detection method based on LSTM forecasting [99], and (2) the
classical CuSum sequential change detection algorithm [100]. These baselines represent two
complementary families of anomaly detection techniques commonly used in time-series mon-
itoring. The prediction-error approach detects anomalies through deviations between predicted
and observed values, while CuSum provides a statistically grounded framework for detecting
distributional changes in streaming data.

The proposed method integrates elements from both paradigms by combining prediction-
based monitoring with sequential statistical detection. Therefore, comparing against these two
baselines provides a meaningful and representative benchmark.

To ensure a fair comparison, all models are trained and evaluated using the same dataset
partitions and experimental protocol. Hyperparameters for each method are selected using
validation data prior to testing, and no baseline is given additional information about the attack
timing or structure. This ensures that performance differences reflect the capabilities of the
detection methods rather than differences in experimental configuration.

4.4.3 Metrics

To evaluate the performance of our detector, we use the following key metrics:

Recall (Detection Rate) =
TP

TP + FN
,

where TP is the number of true positives and FN is the number of false negatives.

False Alarm Rate (FAR) =
FP

FP + TN
,

where FP is the number of false positives and TN is the number of true negatives.

F1 Score =
2 × Precision × DR

Precision + DR
,

where Precision is defined as:

Precision =
TP

TP + FP
.

Detection Delay =

∑𝑛
𝑖=1(Detection Time𝑖 − Attack Time𝑖)

𝑛
,

where Detection Time𝑖 is the time or step when the 𝑖-th attack is detected, Attack Time𝑖 is the
time or step when the 𝑖-th attack actually occurs, and 𝑛 is the total number of attacks.
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4.4.4 Impact of Attack Intensity on LMP Change

In this experiment, we explore the impact of varying attack intensities on LMP changes and
the total financial loss over the course of one week. The first column represents the normal
LMP (without any attack, where the attack intensity = 0), which is 15.6 $/MWh. Notably, with
an attack intensity of 0.13, the attacker causes a modest increase of only 0.05 $/MWh in the
average timestep LMP, which translates to a potential gain of up to 90$/MWh over a week.
Furthermore, at an attack intensity of 0.2, the attacker increases the normal price by 0.89$/MWh,
yielding potential benefits of up to 287$/MWh per week. These changes are subtle and difficult
to distinguish from normal price fluctuations. This finding is consistent with the results in [38],
which state that attack vectors with intensities ranging from 0.1 to 0.2 are particularly challenging
to detect.

Figure 4.2: Impact of attack intensity on LMP Change ($/MWh) and total loss ($) during a week.

4.4.5 Detection Performance over Different Attack Intensity

Table 4.2 presents the detection performance results. For higher attack intensities, the CuSum
model achieves a 93% DR, while the Prediction Error model achieves 63% DR. However, both
models exhibit high FAR of 45% and 29%, respectively. For lower attack intensities, both
baseline models fail to distinguish between normal and manipulated LMPs. In contrast, the
proposed model consistently outperforms the baselines in detecting both high and stealthy attack
intensities, achieving DRs of 98% and 92%, respectively, with a significantly lower FAR ranging
from 8% to 7% across all cases. This superiority is further reflected in the F1 score, where
our model achieves 84%, compared to approximately 47% for both baselines. These results
align with our findings, where the manipulated LMPs are more easily detected using our model,
especially for stealthy attacks, as shown in Fig 4.3.
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Figure 4.3: Visibility of manipulated LMP across different models at various attack intensities.

4.4.6 Detection Performance over Different Thresholds

We evaluate the performance of all models across different thresholds at two selected attack
intensities: 0.15r and 0.3r. Fig.4.4 presents the ROC curves for each model. While the baseline
models perform better at higher attack intensities, our model consistently outperforms them,
particularly in detecting both high and stealthy attacks. This indicates that the proposed approach
remains effective in accurately identifying manipulated LMPs, even in the presence of more subtle
attack scenarios.

(a) Attack intensity 0.15𝑟 (b) Attack intensity 0.30𝑟

Figure 4.4: ROC curves comparing the detection performance of the proposed model and the
baseline model at two different attack intensities.
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4.4.7 Detection Delay

We analyze our model’s detection delay under varying attack intensities. The detection delay is
calculated as:

Detection Delay =
1
𝑛

𝑛∑︁
𝑖=1
(Detection Time𝑖 − Attack Time𝑖),

where Detection Time𝑖 represents the timestep when the 𝑖-th attack is detected, Attack Time𝑖
denotes the timestep when the 𝑖-th attack begins, and 𝑛 is the total number of attacks.

The results, shown in Table 4.2, indicate that the model takes longer to detect attacks at lower
intensities. For instance, at an attack intensity of 0.1𝑟, the detection delay is 6 timesteps. However,
as the attack intensity increases, the manipulated LMP becomes more easily distinguishable in
the residual sequence, leading to a significant reduction in detection delay. At higher attack
intensities, the detection delay is reduced to as few as 2 timesteps. This result is consistent
with the behavior of sequential cumulative detectors: as attack intensity increases, the induced
residual shift becomes larger, so the decision statistic crosses the threshold faster. Moreover,
the false alarm rate remains relatively stable across attack intensities, indicating that improved
responsiveness is not obtained at the expense of normal-condition stability.
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4.5 Conclusions

This chapter presented an incremental, unsupervised framework for detecting financially motiv-
ated manipulation in streaming Locational Marginal Price (LMP) data. By combining LSTM-
based temporal prediction with cumulative error monitoring through a change-point detection
mechanism, the proposed approach enables near–real-time identification of structural deviations
in market signals. Experimental evaluation demonstrates improved detection performance and
false alarm stability compared to standard prediction-error thresholding and CuSum baselines,
particularly under low- and medium-intensity stealthy attacks.

A key strength of the framework lies in its reliance solely on market-level LMP time series,
allowing detection without requiring direct access to system-level measurements. However,
several limitations remain. First, the current formulation is univariate and models each LMP
signal independently, without explicitly incorporating cross-location dependencies. Second, the
detection mechanism assumes relatively stable baseline dynamics and does not explicitly account
for gradual distributional shifts caused by seasonal patterns, load variability, or evolving market
regimes. Third, threshold selection remains fixed, which may limit robustness under prolonged
non-stationary conditions.

These limitations motivate the next chapter, which addresses the challenge of detecting ma-
nipulation under non-stationary market behavior. Specifically, Chapter 5 develops a drift-aware
anomaly detection framework capable of distinguishing natural regime shifts from adversarial
manipulation in evolving LMP signals.



Chapter 5

Adaptive Anomaly Detection in
Non-Stationary Market Signals

5.1 Introduction

This chapter addresses a critical practical challenge in electricity market monitoring: non-
stationarity of Locational Marginal Price (LMP) signals. While real-time change-point detection
can identify abrupt structural deviations, evolving market dynamics may gradually alter the
statistical properties of LMPs, complicating the distinction between legitimate regime shifts and
adversarial manipulation.

Detecting LMP manipulation in this setting presents two fundamental challenges. CH1:
Stealthy attacks are deliberately designed to induce small, incremental deviations that remain
statistically subtle. Even minor price perturbations (e.g., sub-dollar shifts) can generate substan-
tial financial gains over sustained periods while preserving overall distributional characteristics.
Such bounded manipulations are difficult to detect using fixed-threshold or stationary assump-
tions. CH2: Electricity markets are inherently non-stationary. Renewable generation variability,
seasonal demand patterns, regulatory changes, and operational constraints cause the statistical
properties of LMPs, such as mean, variance, and temporal dependence—to drift over time. Con-
sequently, anomaly detection models trained under one regime may become outdated, leading to
increased false alarms or missed detections when natural distributional shifts occur.

Related Work. Existing defense mechanisms largely rely on protection strategies or model-
based detection methods grounded in predefined system representations [61–63, 66]. Although
effective under specific assumptions, these approaches struggle under evolving market conditions
and are particularly vulnerable to stealthy attacks that mimic legitimate variability. Furthermore,
many existing anomaly detection models implicitly assume stationarity, limiting their robustness
in realistic market environments where concept drift is unavoidable.

70
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Contribution. To address these challenges, we propose a drift-aware, data-driven framework
for detecting stealthy manipulation in multivariate LMP time series. The proposed methodology
integrates two complementary components: (1) an online anomaly detection mechanism based
on Geometric Entropy Minimization (GEM), which incrementally identifies deviations from
the evolving baseline distribution; and (2) a window-based concept drift detection module that
monitors distributional changes and triggers model adaptation when significant regime shifts are
detected.

By explicitly modeling concept drift alongside anomaly detection, the framework aims to
distinguish between gradual structural evolution of market behavior and abrupt adversarial ma-
nipulation.

The main contributions of this chapter are as follows:

1. A drift-aware, unsupervised framework for detecting manipulation in multivariate LMP
time series.

2. A nonparametric change-point detection formulation that operates without restrictive dis-
tributional assumptions.

3. An adaptive anomaly detection mechanism capable of separating adversarial manipulation
from natural regime shifts.

4. Comprehensive evaluation on both synthetic (SMLT) and real-world datasets under varying
attack intensities.

The remainder of this chapter is organized as follows. Section 5.2 formulates the detection
problem under non-stationary conditions. Section 5.3 presents the proposed drift-aware frame-
work. Section 5.5 evaluates performance and robustness under diverse scenarios. Section 5.6
concludes the chapter and discusses implications for scalable market monitoring.

Table 5.1: Notation used in Chapter 5

Symbol Description

𝑡 Discrete time index
𝑥𝑡 Multivariate LMP observation at time 𝑡
𝑝 Dimensionality of the data stream (number of LMP nodes)
𝑡1 Change-point time at which anomaly or drift begins
𝑓𝑥0 Pre-change probability density function of 𝑥𝑡
𝑓𝑥1 Post-change probability density function of 𝑥𝑡
𝑇 Stopping time at which a change is declared
𝐽 (𝑇) Worst-case average detection delay
F𝑡 Information history available up to time 𝑡



5.1. Introduction 72

Symbol Description

𝛽 Lower bound on the average false alarm period
ℓ𝑡 Log-likelihood ratio at time 𝑡
𝑔𝑡 Sequential decision statistic for change detection
ℎ Detection threshold for anomaly declaration
𝑋 Nominal historical dataset used to construct the baseline
𝑆1 Reference subset of nominal data
𝑆2 Secondary nominal subset used for baseline scoring
𝑁 Total number of samples in the nominal dataset
𝑁1 Number of samples in 𝑆1

𝑁2 Number of samples in 𝑆2

𝑥 𝑗 Sample point in the nominal subset 𝑆2

𝑥test Incoming test point to be evaluated
𝑘 Number of nearest neighbors used in distance computation
𝑒 𝑗 (𝑖) Manhattan distance from 𝑥 𝑗 to its 𝑖-th nearest neighbor in 𝑆1

𝑑 𝑗 Sum of 𝑘-NN Manhattan distances for point 𝑥 𝑗
𝑑𝑡 Sum of 𝑘-NN Manhattan distances for incoming point 𝑥𝑡 with

respect to 𝑆1

𝛼 Significance level used in GEM-based outlier testing
I{·} Indicator function
𝑝𝑡 Empirical probability estimate for incoming point 𝑥𝑡
𝑠𝑡 Log-score associated with 𝑝𝑡
𝜆 Decay factor in the anomaly accumulation statistic
𝑆′1 Sliding/adaptive reference set built from recent normal samples
𝑑′𝑡 Sum of 𝑘-NN Manhattan distances for 𝑥𝑡 with respect to 𝑆′1
𝑦 Instantaneous drift measure, defined from |𝑑𝑡 − 𝑑′𝑡 |
𝑧 Accumulated drift statistic
𝐻 Drift detection threshold
𝑃 Probability set associated with the reference distribution
𝑃′ Probability set associated with the sliding distribution
𝑝′𝑡 Probability estimate of 𝑥𝑡 with respect to the sliding distribution
𝑤 Window size for CKL drift detection
𝐷𝐾𝐿 (𝑃 ∥ 𝑃′) Kullback–Leibler divergence between 𝑃 and 𝑃′

𝜃 Tolerance value used in CKL drift accumulation
𝑁𝑤 Size of the reference/sliding window in CKL analysis
𝐵 Number of histogram bins used in KL divergence estimation
𝑂 (·) Asymptotic complexity notation
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5.2 Problem Formulation

Consider a multivariate LMP data stream with seasonal non-stationarity. At each discrete time
𝑡 ∈ {0, 1, . . .}, a new data point 𝑥𝑡 ∈ R𝑝 is acquired, where 𝑝 ≥ 1 represents the dimensionality
of the original data space. In our context, 𝑝 corresponds to the number of different LMP nodes.
Each dimension in the data captures the LMP values at a particular node, making the dataset
multidimensional. Unlike previous studies, which assume the data stream to be independent
and identically distributed (iid), we drop these assumptions allowing for more flexibility to
handle short term abrupt anomalies and long term changes in underlying data distribution. To
address these challenges, Change Point Detection (CPD) a.k.a. quickest or sequential change
detection, is suited to the problem designed to detect small deviations from baseline data with
minimal false positive rates. CPD is widely used for unsupervised anomaly detection in various
fields, e.g., industrial monitoring [101–103]. CPD assesses whether incoming data points
deviate significantly from expected patterns by comparing them against predefined estimated
distributions.

Let a short-term anomaly occur in the observed data, such as a stealthy LMP manipulation,
sudden system malfunction, or unexpected event. This anomaly manifests at unknown time 𝑡,
referred to as the change-point, and causes an immediate and distinct drift in the data. Before time
𝑡1, referred to as the anomaly/drift change-point, the system operates under normal conditions,
characterized by stable statistical properties. However, at change-point 𝑡1, these statistical
properties are disrupted, and the system’s behavior deviates from the expected pattern. Let
the density functions (pdfs) of 𝑥𝑡 under nominal (pre-change) and anomalous (post-change)
conditions be 𝑓𝑥0 and 𝑓𝑥1 , respectively modeling the data stream as:

𝑥𝑡 ∼

𝑓𝑥0 , 𝑡 < 𝑡1,

𝑓𝑥1 , 𝑡 ≥ 𝑡1,
(5.1)

𝑓𝑥1 ≠ 𝑓𝑥0 indicates a distributional shift due to anomaly.
Objective 1: Our goal is to detect the change-point 𝑡1 as quickly as possible controlling the

rate of false alarms. The framework of CPD is well-suited for this task, focusing on minimizing
the worst-case detection delay subject to a constraint on the false alarm rate. A well-known
approach is the minimax problem [97]. The objective is to minimize the worst-case detection
delay while maintaining a bound on the average false alarm period. Let 𝑇 denote the stopping
time at which a change is declared, and let E𝑡 denote the expectation if the change occurs at time
𝑡. The worst-case average detection delay is defined as:

𝐽 (𝑇) = sup
𝑡

ess sup
F𝑡

E𝑡 [(𝑇 − 𝑡)+ | F𝑡], (5.2)
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where (·)+ = max(0, ·), F𝑡 is the history of observations up to time 𝑡, and ess sup denotes the
essential supremum. The minimax problem is formulated as:

inf
𝑇
𝐽 (𝑇) subject to E∞ [𝑇] ≥ 𝛽, (5.3)

where E∞ [𝑇] is the average false alarm period (the expected stopping time when no change
occurs), and 𝛽 is a predefined lower bound on the average false alarm period. If 𝑓𝑥0 and 𝑓𝑥1 are
known, the optimal solution to the minimax problem is the CuSum algorithm [100]. CuSum
uses the Log-Likelihood Ratio (LLR) as the test statistic to accumulate evidence of a change.
The LLR at time 𝑡 is:

ℓ𝑡 = log
𝑓𝑥1 (𝑥𝑡)
𝑓𝑥0 (𝑥𝑡)

. (5.4)

The CuSum decision statistic 𝑔𝑡 at 𝑡 is updated recursively as:

𝑔𝑡 = max(0, 𝑔𝑡−1 + ℓ𝑡), 𝑔0 = 0. (5.5)

A change is declared when the decision statistic exceeds a predefined threshold ℎ, i.e.:

𝑇 = inf{𝑡 : 𝑔𝑡 ≥ ℎ}. (5.6)

In practice, it is often difficult to model or estimate the high-dimensional 𝑓𝑥0 and 𝑓𝑥1 . When
𝑓𝑥1 is unknown, generalized CuSum can be applied. If 𝑓𝑥0 is known and has a parametric form,
slight deviations from the parameters of 𝑓𝑥0 can be detected using a Generalized Likelihood
Ratio (GLR). In high-dimensional settings, modeling the full multivariate pdf 𝑓𝑥0 is challenging.
To address this, we propose extracting informative univariate summary statistics from the high-
dimensional data stream and performing the anomaly detection in a lower-dimensional space.
This reduces computational complexity and enhances robustness while still capturing key changes
in the underlying process.

Beyond abrupt anomalies, real-world data streams exhibit gradual shifts in their statistical
properties, known as concept drift. Drifts arise from evolving external conditions, such as
seasonal demand fluctuations or long-term market shifts. Unlike abrupt anomalies, concept
drifts do not occur instantaneously but manifest as a smooth transition over time. Unlike
conventional methods, which assume a fixed baseline distribution, concept drifts require adaptive
detection mechanisms to ensure robustness in non-stationary environments. The major challenge
is distinguishing abrupt anomalies from gradual drift, as conventional change-point detection
techniques may misclassify drift as a sequence of anomalies, leading to increased false alarms.

Objective 2: The goal is to extend the anomaly detection model with adaptive capabilities
to account for changes in the baseline distribution due to concept drifts. This adaptation aims to
preserve model’s robustness, ensuring reliable anomaly detection even as the data distribution
evolves over time.
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Figure 5.1: Overview of the proposed drift-aware unsupervised anomaly detection framework.

5.3 Methodology

5.3.1 Overview

To achieve objectives 1 and 2, we introduce a robust framework based on CPD that efficiently:
(i) identify LMP anomalies and (ii) adaptively adjust to seasonal variations in normal LMP
behavior. Our framework is based on the following (see Fig. 5.1): (1) The distributions before
and after a change point, as well as the change point, are unknown. (2) Normal LMP values
are non-iid, exhibiting temporal dependencies and seasonal patterns. The framework integrates
anomaly detection and drift detection modules, each designed to address distinct challenges in
streaming LMP data. The anomaly detection module targets sudden and abrupt deviations in
short-term LMP sequences, while the drift detection module identifies gradual distributional
shifts over time. The process begins by constructing a baseline distribution representing normal
LMP behavior. For each incoming data point, we assess its deviation from this baseline using
the Geometric Entropy Minimization-based Anomaly Detection (GEMAD) model. If the data
point is significantly distant, it is classified as an LMP anomaly, triggering an alert. To ensure
adaptability, the drift detection module operates over sliding windows of fixed length. Two
statistical measures are employed to quantify divergence between the current window and the
baseline window: (i) Cumulative Absolute Difference (CAD) and (ii) Cumulative KL Divergence
(CKL). If the cumulative deviation surpasses a predefined threshold, a distributional drift is
detected. This triggers a re-training of the GEMAD model to reconstruct an updated baseline,
which is subsequently used for both anomaly detection and drift detection.
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5.3.2 Constructing the Baseline Distribution

The objective of this phase is to establish a robust baseline distribution that represents the normal
behavior of LMPs. The process begins by taking as input a nominal dataset 𝑋 , which consists
of historical LMP values known to be free from anomalies. This is feasible in practice, as the
system generates data points at each sampling interval, enabling the collection of nominal data
during normal operation [92]. The dataset 𝑋 is randomly partitioned into two subsets: 𝑆1 and
𝑆2, with sizes 𝑁1 and 𝑁2 = 𝑁 − 𝑁1, respectively. For each data point 𝑥 𝑗 ∈ 𝑆2, we compute
the sum of the Manhattan distances to its 𝑘-nearest neighbors (𝑘-NNs) within the subset 𝑆1.
The Manhattan distance, defined as the sum of the absolute differences across each dimension,
is chosen over the Euclidean distance due to its robustness against high-dimensional noise and
ability to emphasize deviations in specific LMP features. The sum of distances for each point
𝑥 𝑗 ∈ 𝑆2 is:

𝑑 𝑗 =

𝑘∑︁
𝑖=1

𝑒 𝑗 (𝑖), (5.7)

where 𝑒 𝑗 (𝑖) denotes the Manhattan distance between 𝑥 𝑗 and its 𝑖-th nearest neighbor within 𝑆1.
These aggregated distances {𝑑 𝑗 } are then sorted in ascending order. The acceptance region is
determined by selecting the smallest (1 − 𝛼) fraction of these distances, where 𝛼 is the chosen
significance level. For a new data point 𝑥test, the sum of its distances to its 𝑘-NNs in 𝑆1, denoted
as 𝑑𝑡 , is compared against this threshold, i.e., if:∑

𝑥 𝑗∈𝑆2 I{𝑑𝑡 ≥ 𝑑 𝑗 }
𝑁2

> 1 − 𝛼, (5.8)

then 𝑥test is considered as an ‘outlier’ at significance level 𝛼. I{·} is the indicator function that
evaluates to 1 if the condition is true and 0 otherwise.

5.3.3 GEMAD: LMP Anomaly Detection Model

Our GEMAD model departs from [92] by introducing the Manhattan distance instead of Euc-
lidean one, enhancing sensitivity to temporal LMP patterns [104]. A decay memory mechan-
ism [105] further refines detection by controlling false discovery rates, ensuring responsiveness
to persistent anomalies. It also helps prevent prolonged anomaly indications after an attack has
ended, enabling faster recovery to normal system behavior. GEMAD continuously monitors the
data stream, estimates statistics, and detects anomalies when monitored values exceed predefined
thresholds. The detection relies on empirical probability estimation of a new data point 𝑥𝑙 ,
based on its Manhattan distance to 𝑘-NNs in the reference set 𝑆1:

𝑝𝑡 =
1
𝑁2

∑︁
𝑥 𝑗∈𝑆2

I{𝑑 𝑗 > 𝑑𝑡}, (5.9)
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Algorithm 3 GEMAD: Anomaly Detection Model
1: Input: 𝑆1, 𝑑 𝑗 and parameters: 𝑘 , 𝛼, 𝜆, ℎ.
2: Initialization: the reference set 𝑆′1 ← 𝑆1.
3: for each new point 𝑥𝑡 : do
4: Get the 𝑘-NNs of 𝑥𝑡 from 𝑆1 and compute 𝑑𝑡 .
5: 𝑝𝑡 =

1
𝑁2

∑
𝑥 𝑗∈S2 I{𝑑 𝑗 > 𝑑𝑡}, 𝑠𝑡 = log

(
𝛼
𝑝𝑡

)
6: 𝑔𝑡 ← max{0, 𝜆.𝑔𝑡−1 + 𝑠𝑡}
7: if 𝑔𝑡 ≥ ℎ then
8: Alarm
9: else

10: Label 𝑥𝑡 as 𝑛𝑜𝑟𝑚𝑎𝑙, 𝑆′1(𝑡) ← 𝑆′1(𝑡 − 1) ∪ {𝑥𝑡}
11: end if
12: end for

where 𝑆2 represents baseline data (of 𝑁2 size). A low 𝑝𝑡 suggests an anomaly. Therefore, a
deviation is quantified using the log-likelihood ratio score:

𝑠𝑡 = log
(
𝛼

𝑝𝑡

)
. (5.10)

The logarithmic transformation amplifies significant anomalies while suppressing minor fluctu-
ations. If 𝑝𝑡 is much lower than 𝛼, 𝑠𝑡 increases, prompting further analysis. To track persistent
anomalies, the detection score 𝑔𝑡 incorporates historical data using a decay memory mechanism:

𝑔𝑡 = max{0, 𝜆 · 𝑔𝑡−1 + 𝑠𝑡}, (5.11)

where 𝜆 is the decay factor (with 0 ≤ 𝜆 ≤ 1) that controls the weight of past deviations.
This adaptive approach enhances anomaly detection by filtering temporary fluctuations while
capturing significant statistical shifts. If 𝑔𝑡 exceeds a threshold ℎ, an anomaly alert is triggered.
The step-by-step anomaly detection mechanism implemented in GEMAD is detailed in Algorithm
3,

5.3.4 CAD Drift Detection Model

In addition to detecting point-wise anomalies, our mechanism addresses concept drift by lever-
aging statistical patterns over extended time periods. It involves monitoring changes in data
distribution by evaluating distances between two data windows: 𝑆1 and 𝑆′1. 𝑆1 represents a fixed
reference set defined above, while 𝑆′1 is a sliding window over the incoming data stream. For
each incoming data point, we compute two distances: 𝑑𝑡 from 𝑆1 and 𝑑′𝑡 from 𝑆′1. The difference
between the two distributions is quantified as: 𝑦 = |𝑑𝑡 − 𝑑′𝑡 |. To capture the cumulative effect of
distributional changes, we maintain a cumulative drift metric, 𝑧, which is incrementally updated
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Algorithm 4 CAD Drift Detection
1: Input: Threshold 𝐻.
2: Initialization: 𝑧 ← 0, 𝑆′1 from GEMAD (Algorithm 3).
3: for each new point 𝑥𝑡 : do
4: Call GEMAD to label 𝑥𝑡 and obtain 𝑑𝑡 .
5: if 𝑥𝑡 is 𝑛𝑜𝑟𝑚𝑎𝑙: then
6: Get the 𝑘-NNs of 𝑥𝑡 from 𝑆′1 and compute 𝑑′𝑡 .
7: 𝑦 = |𝑑𝑡 − 𝑑′𝑡 |, 𝑧 = 𝑧 + 𝑦
8: if 𝑧 ≥ 𝐻 then
9: Drift detected; reset 𝑧 and retrain model

10: end if
11: end if
12: end for

Algorithm 5 CKL Drift Detection
1: Input: Threshold 𝐻, tolerance 𝜃, window size 𝑤
2: Initialization: 𝑧 ← 0, 𝑆′1 from GEMAD (Algorithm 3).
3: for each new point 𝑥𝑡 : do
4: Call GEMAD to label 𝑥𝑡 and obtain 𝑑𝑡 .
5: if 𝑥𝑡 is 𝑛𝑜𝑟𝑚𝑎𝑙: then
6: Append 𝑝𝑡 to 𝑃 and get the 𝑘-NNs of 𝑥𝑡 from 𝑆′1.
7: Compute 𝑑′𝑡 and 𝑝′𝑡 in (5.7), (5.9), append 𝑝′𝑡 to 𝑃′
8: if len(𝑃′) = 𝑤 then
9: 𝐷𝐾𝐿 (𝑃∥𝑃′) in (5.12), 𝑧 ← 𝑧 + |𝐷𝐾𝐿 − 𝜃 |

10: if 𝑧 ≥ 𝐻 then
11: Drift detected; reset 𝑦 and retrain model
12: end if
13: end if
14: end if
15: end for

𝑧 ← 𝑧 + 𝑦. Once 𝑧 exceeds a predefined threshold 𝐻, a concept drift is detected indicating a
significant shift in underlying data. Upon detection, the baseline set 𝑆1 is updated with the most
recent window 𝑆′1, thus, the mechanism adapts to evolving data. Algorithm 4 describes the CAD
drift detection process.

5.3.5 CKL Drift Detection Model

Our second model, CKL, leverages Kullback-Leibler (KL) divergence to quantify distributional
shifts in probability estimates over time. Unlike CAD, which monitors the distance difference
w.r.t. a single point, CKL considers the entire distribution of probability estimates thus being
more robust against noisy fluctuations and gradual changes in data. CKL compares the distribu-
tions of two data windows: a reference distribution 𝑆2 and a sliding distribution 𝑆′1, as described
earlier. As detailed in Algorithm 5, for each incoming point 𝑥𝑡 , GEMAD computes a probability
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estimate 𝑝𝑡 reflecting the likelihood of 𝑥𝑡 belonging to the same distribution as the reference
set 𝑆2. If 𝑥𝑡 is considered ‘normal’, its associated probability is stored in probability set 𝑃.
Simultaneously, a secondary probability estimate 𝑝′𝑡 is computed to evaluate the distance of 𝑥𝑡 ,
determining its relative positioning within the sliding distribution. The computed 𝑝′𝑡 is then
stored in probability set 𝑃′, representing the probability estimated from the most recent points
in 𝑆′1. Once the number of probability estimates reaches the window size 𝑤, CKL computes the
KL divergence between distributions 𝑃 and 𝑃′ quantifying the probability distribution deviation
from the reference set:

𝐷𝐾𝐿 (𝑃 ∥ 𝑃′) =
∑︁
𝑖

𝑃(𝑖) log
(
𝑃(𝑖)
𝑃′(𝑖)

)
. (5.12)

To reduce sensitivity to variations and false alarms, we introduce an accumulated drift 𝑧 aggreg-
ating absolute KL deviations from a tolerance value 𝜃 over time. If 𝑧 exceeds a critical threshold
𝐻, a concept drift event is detected, thus, model retraining is triggered.

5.4 Complexity Analysis

5.4.1 Time Complexity

For the GEMAD procedure, the dominant cost per incoming sample 𝑥𝑡 arises from the 𝑘-nearest
neighbor (𝑘-NN) query over the reference set 𝑆1 of size 𝑁1 and the aggregation over the set
S2 of size 𝑁2. The 𝑘-NN query over 𝑆1 requires 𝑂 (𝑁1) time per sample. The computation
of the 𝑘-NN distance is 𝑂 (𝑘) with small constant 𝑘 , and the estimation step over S2 requires
𝑂 (𝑁2) time. All other updates and threshold comparisons are constant time. Hence, the overall
per-sample complexity is 𝑂 (𝑁1 + 𝑁2).

For the CAD drift detector, each sample is processed sequentially. The primary cost stems
from the 𝑘-NN retrieval over the maintained set 𝑆′1 of size 𝑁1, which requires 𝑂 (𝑁1) time.
All additional operations, including cumulative updates and drift decision checks, are 𝑂 (1).
Therefore, the per-sample complexity is 𝑂 (𝑁1).

For the CKL drift detector, the computational burden similarly arises from the 𝑘-NN query
over the reference window of size 𝑁𝑤, resulting in𝑂 (𝑁𝑤) time. Additionally, the KL divergence
computation over histograms with 𝐵 bins incurs 𝑂 (𝐵) time. Thus, the overall per-sample
complexity is 𝑂 (𝑁𝑤 + 𝐵).
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5.4.2 Space Complexity

The overall memory requirement is dominated by stored reference samples and distribution
summaries. GEMAD maintains two reference sets, 𝑆1 and S2, resulting in 𝑂 (𝑁1 + 𝑁2) space
complexity. The CAD detector stores the historical comparison set 𝑆′1 of size 𝑁′1, leading to
𝑂 (𝑁′1) space complexity. The CKL detector maintains a sliding reference window of size 𝑁𝑤
and histogram representations with 𝐵 bins, yielding 𝑂 (𝑁𝑤 + 𝐵) memory usage. In all cases,
additional scalar variables and thresholds require only constant 𝑂 (1) space and do not affect the
overall asymptotic complexity.

5.5 Experimental Evaluation

We evaluate our melanisms using synthetic and real datasets assessing our models in terms of
(i) effectiveness in detecting stealthy manipulations of LMP and adapting to changes in data
distribution, (ii) robustness against varying attack intensities, and (iii) efficiency in balancing the
trade-off between update costs and reliability.

5.5.1 Experiments setup

Datasets

Synthetic Dataset: The open-source Matpower case NPCC 140-bus system is used to generate
both normal and manipulated LMPs using the Optimal Power Flow (OPF) function. The dataset
provides hourly normal LMPs for year 2020 [76]. To introduce LMP anomalies, we implement
a stealthy FDIA that manipulates Transmission Line Rate (TLR) readings reported to control
center following the methodology in [38]. The attack spans one week as an adopted assumption
in FDIA-based parameter attacks, executed in three randomly selected weeks within an 18-week
period. The resulting time series comprises 3,024 points.

CAISO Dataset: The public CAISO dataset provides LMPs at 15-minute intervals across
12 locations [106]. The dataset, free from adversarial attacks, spans a period of six months,
resulting in 17,280 time steps. Its extended duration and seasonal variations make it well-suited
for evaluating drift detection over long-term dynamics.

Table 5.2: Summary of dataset characteristics, including number of features (# buses/nodes),
length, presence of anomalies, and stationarity test results, indicating non-stationarity with low
KPSS test 𝑝-values against 0.05 null-hypothesis.

Dataset Features Length Anomalies? Stationarity
Synthetic 140 3,024 Yes 0.0182
CAISO 13 17,280 No 0.0212
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Baselines

We compare the stealthy FDIAs detection performance of our approach against state-of-the-art
nonparametric models. For a fair comparison, we optimize the parameters of each baseline
model: CuSum [100]: A well-known model detecting changes by accumulating differences
between a test statistic and its pre-change mean. It is implemented as a univariate test monitoring
a targeted bus using the first week of data to estimate baseline statistics with decision threshold
ℎ = 5. ODIT [107]: A sequential, nonparametric anomaly detection method based on GEM with
parameters 𝑘 = 2, ℎ = 5, window size 168. GEM [92]: The most relevant baseline estimating
statistics offline used for real-time monitoring with parameters 𝑘 = 2, ℎ = 5, window size 336.

Parameter Settings

Algorithm 3 is configured with a one-week window (168 time steps) for offline training using
𝑘-NN with 𝑘 = 2 for distance computation. For online anomaly detection, the significance level
is 𝛼 = 0.05, a decay memory factor of 0.98 ensures gradual forgetting of past observations
and anomaly detection threshold ℎ = 5. Algorithms 3 and 4 use a window size of 168, with
anomaly detection thresholds 𝑦 ≥ 3.2 and 𝑦 ≥ 5, respectively. The number of model updates
and retraining is tracked throughout the evaluation to assess adaptation efficiency.

Evaluation Metrics

The performance of all the methods is evaluated using standard metrics, including Detection
Rate (DR), precision, F1-score, Area Under the Curve (AUC), and False Alarm Rate (FAR).
The DR (a.k.a. recall) is defined as Detection Rate = 𝑇𝑃

𝑇𝑃+𝐹𝑁 , where 𝑇𝑃 and 𝐹𝑁 represent true
positives and false negatives, respectively. The precision, which measures the proportion of
detected anomalies that are actual anomalies, is given by Precision = 𝑇𝑃

𝑇𝑃+𝐹𝑃 , where 𝐹𝑃 denotes
false positives. The F1-score is computed as 𝐹1 = 2 × Precision×DR

Precision+DR . The AUC evaluates the
model’s ability to distinguish between normal and anomalous instances. Finally, the FAR is
given by FAR = 𝐹𝑃

𝐹𝑃+𝑇𝑁 , where 𝑇𝑁 represents true negatives.

5.5.2 Detection Performance Comparison

We compare the detection performance of our mechanisms against CuSum, ODIT, and GEM
in terms of DR, Precision, F1-score, AUC, and FAR before and after adaptation as shown in
Table 5.3 and Fig. 5.2. Our models (CAD, CKL) consistently achieve superior performance
across all metrics, highlighting their robustness in detecting stealthy LMP manipulation attacks.
Compared to CuSum and ODIT, our models exhibit significantly higher detection accuracy
while maintaining a lower false alarm rate. CAD achieves F1-score 0.9482, and CKL reaches
0.9629, significantly outperforming CuSum (0.0976) and GEM (0.3480). Similarly, the AUC
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for CAD (0.9796) and CKL (0.9516) indicate a strong ability to distinguish subtle and stealthy
anomalies in LMP streams. Although GEM provides a high detection rate (0.91), it suffers
from an elevated false alarm rate. This shortcoming arises from the long-term dependencies of
cumulative monitoring statistics, which cause the model to take a prolonged time to adapt and
return to a normal state after an attack. Our models overcome this limitation by employing a
decay memory mechanism that dynamically adjusts to evolving data distributions. By gradually
reducing the influence of older observations, our models prevent prolonged anomaly indications
once an attack has ended, ensuring faster recovery to normal system behavior. Moreover,
CAD and CKL consistently demonstrate superior detection capabilities by incorporating drift
awareness into the anomaly detection process. After adaptation, CAD achieves detection rate
0.9821 with F1-score 0.9482, while CKL reaches 0.9519 with F1-score 0.9629; both significantly
outperforming the baselines. Despite the presence of concept drift, the FAR for CAD and CKL
remain considerably lower (0.2668 and 0.1208) compared to all baselines, ensuring a more
reliable and stable detection framework. Table 5.3 compares model performance before and
after a distributional change in the LMP data. Here, “before” refers to the period evaluated using
the original baseline learned from the initial nominal data, while “after” refers to the period
following the change, where non-adaptive models continue to rely on the previous baseline and
adaptive models update their reference distribution after drift detection.

Figure 5.2: Visual representation of all methods detecting manipulated LMPs. (a) Original
time-series; (b) CuSum; (c) ODIT; (d) GEM; (e) CAD; (f) CKL. Highlighted orange regions
indicate attack duration.
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Table 5.3: Performance Metrics Before and After Change for Different Models

Model DR Precision F1-score AUC FAR

CuSum (Before) 0.1190 0.0826 0.0976 0.3388 0.4413
CuSum (After) 0.9642 0.2250 0.3648 0.6503 0.6634

ODIT (Before) 0.9880 0.3023 0.4630 0.6133 0.7614
ODIT (After) 1.0000 0.2250 0.3096 0.5546 0.8906

GEM (Before) 0.9107 0.5751 0.7050 0.7872 0.3363
GEM (After) 0.8244 0.2591 0.3943 0.6504 0.5234

CAD (Before) 0.9821 0.9166 0.9482 0.9776 0.0269
CAD (After) 0.9136 0.4342 0.5886 0.8401 0.2334

CKL (Before) 0.9821 0.9166 0.9482 0.9776 0.0269
CKL (After) 0.9519 0.5955 0.7422 0.9156 0.1208

Table 5.4: LMP values under different attack intensities

Attack intensity No FDIA 0.1𝑟 0.12𝑟 0.14𝑟 0.16𝑟 0.18𝑟 0.2𝑟

LMP ($/MWh) 15.6 15.61 15.64 15.7 15.77 16.03 16.2

Total illegal profit
in a week ($/MWh) 0 59.83 81.08 121.22 160.8 227.7 269.47

5.5.3 Impact of Diverse Attack Intensity

We compare the robustness of all models against varying attack intensities. Attack intensity
refers to the magnitude of manipulation applied to the system. It represents the proportion of
the original measurement that has been altered by the attacker. The notation “r" denotes the
standard deviation of the measurement noise, and attack intensities like 0.1𝑟, 0.12𝑟, . . . , 0.2𝑟
indicate that the injected false data deviates from the true value by 10%, 12%, ..., 20% of this
noise level. As attack intensity increases, the injected false data becomes more significant,
making the attack more impact on system operations, such as LMP changes and total illegal
profits (as shown in Table 5.4). However, higher attack intensities do not necessarily imply
easier detection. For instance, while 0.2𝑟 represents the strongest attack in terms of deviation,
it remains stealthy because its effect on LMP series is subtle and visually indistinguishable
from normal fluctuations; see Fig.5.2(a). This makes it more challenging to detect through
simple observation, despite its significant impact on financial gains for the attacker. Conversely,
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(a) AUC of baseline models under different attack
intensities.

(b) F1 score of baseline models under different
attack intensities.

Figure 5.3: Performance comparison under varying attack intensities using AUC and F1 score
metrics.

lower attack intensities, e.g.,0.1𝑟, 0.12𝑟, introduce minimal changes making them even harder to
detect while still being capable of generating illegal profits. Fig. 5.3 shows the superiority of
both models in distinguishing attack intensities of 0.16𝑟 and above indicating that GEMAD is
responsive to stronger attacks.

5.5.4 Detection Efficiency Comparison

To compare the efficiency of anomaly detection with drift awareness, we introduce two scenarios:
(1) without drift detection and (2) with fixed-interval updates lacking adaptive mechanisms. The
experiment uses synthetic and real datasets assuming no anomalies in the real dataset (normal
data labeled as ‘0’), making any detected anomaly a false alarm. Efficiency is measured by
FAR and update frequency. The results in Table 5.5 show that our adaptive drift detection CKL
and CAD effectively balance the trade-off between update costs and reliability. While the ‘No
drift detection’ approach results in the highest FAR due to outdated models, the ‘Fixed update’
method significantly reduces FAR but incurs high update costs. In contrast, CKL and CAD
achieve an optimal balance maintaining low FAR while minimizing unnecessary updates. CKL
demonstrates the best efficiency with the lowest FAR (0.0059 on CAISO, 0.0947 on the synthetic
dataset) and the fewest updates, suggesting that it provides a cost-effective and reliable solution
for handling concept drift.
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Table 5.5: Detection efficiency on CAISO & synthetic data

Method CAISO dataset Synthetic dataset

FAR Updates FAR Updates

No drift detection 0.3306 0 0.3123 0
Fixed update (weekly) 0.0404 24 0.0841 18
CAD Model 0.0188 12 0.1483 6
CKL Model 0.0059 11 0.0947 3

5.6 Conclusions

This chapter introduced a drift-aware, market-level framework for detecting stealthy FDIAs in
non-stationary Locational Marginal Price (LMP) time series. By integrating online anomaly
detection with window-based concept drift monitoring, the proposed approach distinguishes
gradual regime shifts from abrupt adversarial manipulation. Experimental results demonstrate
improved robustness under evolving market conditions, maintaining stable detection performance
while reducing false alarms compared to non-adaptive baselines.

Despite these advances, several limitations remain. First, although the framework operates
in a multivariate setting, it does not explicitly model the physical or spatial dependencies among
buses in the transmission network, nor does it directly provide localization of manipulated re-
gions within the grid. Moreover, monitoring high-dimensional LMP streams across many buses
increases computational cost and may limit scalability in large-scale markets. These limitations
motivate the next chapter, which leverages graph-based representations of LMP signals to incor-
porate spatial dependencies, enable dimensionality reduction, and support anomaly localization
under scalable monitoring constraints.



Chapter 6

Physics-Informed Node Selection and
Monitoring of Graph-Smooth Signals

6.1 Introduction

Motivated by the limitations identified in the previous chapter, this chapter addresses a remaining
practical challenge in electricity market monitoring: scalability and spatial interpretability.
While multivariate drift-aware models improve robustness under evolving market conditions,
monitoring high-dimensional Locational Marginal Price (LMP) streams across hundreds or
thousands of network nodes at short settlement intervals imposes significant computational
and statistical burdens. Moreover, anomaly detection in purely feature-space representations
provides limited support for localization, making it difficult to attribute detected anomalies to
specific physical regions of the transmission network.

Real-time markets operate on short settlement intervals (typically five minutes), with LMPs
computed at large numbers of buses. Hereinafter, the terms “nodes” and “buses” are used
interchangeably according to context [45, 108]. Monitoring systems must therefore process
high-dimensional LMP vectors under strict time constraints. High dimensionality not only
increases computational cost but also amplifies noise accumulation and spurious correlations,
masking meaningful deviations and reducing detection reliability. These challenges are further
compounded by concept drift, which naturally arises from evolving demand patterns, renewable
integration, and structural changes in the grid [109,110]. Continuous full-scale retraining under
such conditions is impractical and may introduce instability.

This chapter addresses three tightly coupled research questions: (i) how to monitor a reduced
subset of network nodes while preserving detection performance comparable to full-network
observability; (ii) how to enable anomaly localization such that detected abnormalities can
be traced to their physical origin within the transmission network; and (iii) how to maintain
monitoring stability under concept drift without frequent full-scale model retraining.

86
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Related Work. Existing approaches to electricity market monitoring fall into two broad
categories. Model-based methods rely on detailed physical system representations and detect
deviations from expected system states [58,63,64]. While effective under well-specified assump-
tions, these approaches require comprehensive system information and are sensitive to modeling
inaccuracies [66]. Data-driven methods treat market variables as multivariate time series and
focus on detecting abnormal temporal variations [49, 109]. Recent extensions incorporate spa-
tial information through deep learning architectures that learn statistical co-movements among
nodes [67]. However, such models capture correlation structure rather than physically groun-
ded dependencies induced by transmission topology, limiting interpretability and stability under
non-stationary conditions.

Graph-based methods provide a promising alternative because they explicitly represent de-
pendencies among system components. In particular, Graph Neural Networks (GNNs) have
become a dominant learning-based paradigm for graph-structured anomaly detection and have
been increasingly applied to FDIA detection and localization in smart grids [111–113]. In
parallel, unsupervised and self-supervised graph anomaly detection methods, including graph
autoencoders, graph attention models, and contrastive graph-learning frameworks, have been pro-
posed to reduce dependence on labelled attack data [114–117]. These approaches demonstrate
the value of graph-aware learning; however, they are often designed for physical measurement or
state-estimation monitoring, where the objective is to classify, reconstruct, or localize abnormal
grid states. LMP manipulation differs because attacks may remain physically plausible while
inducing economically meaningful distortions in market prices. Moreover, high-capacity graph-
learning models typically require substantial training data, careful calibration, and repeated
adaptation under regime changes, which is challenging in electricity markets where labelled ma-
nipulation events are scarce, market conditions are non-stationary, and monitoring must operate
within short settlement intervals.

Graph Signal Processing (GSP) offers a more suitable foundation for this setting because
it exploits graph structure without requiring deep representation learning. In power systems,
spectral and algebraic graph theory have been applied to network partitioning, sensor placement,
and fault localization [118–120]. GSP formulations further model physical measurements, such
as voltages or state variables, as signals defined over network graphs, enabling detection through
spectral smoothness, graph filtering, and localized signal deviations [121–123]. Nevertheless,
existing GSP-based approaches are primarily designed for physical-layer monitoring and com-
monly rely on purely topological or admittance-based graphs. They are therefore not directly
tailored to electricity market signals, where LMPs reflect both network constraints and eco-
nomic congestion patterns. This motivates a market-oriented GSP framework that retains the
interpretability and scalability of graph-based monitoring while addressing the limited-data,
unsupervised, lightweight, and non-stationary nature of LMP manipulation detection.
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Figure 6.1: Conceptual overview of the proposed GSP-based electricity market monitoring
framework. Blue blocks denote offline processing stages, while orange blocks correspond to
online monitoring and detection tasks.

Accordingly, the proposed method is positioned as a lightweight alternative to GNN-based
graph learning, rather than as an approximation of a GNN. Instead of learning high-capacity node
embeddings through data-driven message passing, it exploits the known transmission-network
structure directly through graph signal smoothness, spectral clustering, and representative-node
monitoring. This design is better suited to LMP manipulation detection, where labelled attack
data are limited, market regimes are non-stationary, and online monitoring must remain scalable
and interpretable.

Contribution. This chapter introduces a graph signal processing–based framework for elec-
tricity market monitoring grounded in a market-oriented graph representation. The proposed
graph captures economically meaningful spatial dependencies through impedance-weighted
coupling, enabling LMP time series to be modeled as graph signals exhibiting piecewise-smooth
spatial structure. The framework leverages spectral properties of this representation to identify
coherent market regions and select representative buses that preserve dominant spatial dynamics.
Anomaly detection is performed on representative nodes, enabling regional localization while
reducing dimensionality. Furthermore, temporal evolution of graph signal smoothness under
partial observability is exploited to detect concept drift with reduced sensitivity to localized
anomalies. The overall architecture of the proposed graph-based monitoring framework is illus-
trated in Fig. 6.1. The diagram highlights the separation between offline graph construction and
node-selection components and online monitoring components, including anomaly detection and
drift monitoring.

The main contributions are summarized as follows:

1. We demonstrate that LMP time series can be modeled as graph signals defined over an
impedance-weighted transmission network and exhibit piecewise-smooth spatial structure.
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2. We employ spectral clustering to identify electrically coherent market regions and select
representative buses that preserve dominant spatial dynamics.

3. We extend anomaly detection to operate on representative nodes, enabling spatial attribu-
tion of detected anomalies.

4. We introduce a reduced-order graph signal–based approach for concept drift detection
under partial observability.

5. We provide comprehensive experimental evaluation under realistic market stress scenarios,
demonstrating improved scalability and stability.

The remainder of this chapter is organized as follows. Section 6.2 introduces the graph-
based market representation. Sections 6.3.1, 6.3.2, and 6.3.3 detail node selection, anomaly
detection and localization, and drift monitoring mechanisms, respectively. Section 6.5 presents
experimental results. Section 6.6 concludes the chapter.

Table 6.1: Notation used in Chapter 6

Symbol Description

G = (V, E) Undirected weighted graph representing the power network.
V Set of nodes (buses).
E Set of edges (transmission lines).
𝑒𝑖 𝑗 Edge connecting nodes 𝑖 and 𝑗 .
𝑧𝑖 𝑗 Complex impedance of the transmission line between nodes 𝑖 and

𝑗 .
𝑤𝑖 𝑗 Edge weight between nodes 𝑖 and 𝑗 , defined by inverse impedance.
𝑊 = [𝑤𝑖 𝑗 ] Weighted adjacency matrix of the graph.
𝐷 Diagonal degree matrix of the graph.
𝑑𝑖𝑖 Degree of node 𝑖, equal to

∑
𝑗 𝑤𝑖 𝑗 .

𝐿 Graph Laplacian matrix.
𝐿norm Normalized graph Laplacian.
𝐼 Identity matrix.
x Graph signal of LMP values over all nodes.
𝑥𝑖 LMP value at node 𝑖.
𝑁 Total number of nodes in the network.
x⊤𝐿x Graph-signal smoothness (Dirichlet energy).
𝑢1, . . . , 𝑢𝑟 Eigenvectors associated with the 𝑟 smallest eigenvalues of 𝐿.
𝑈𝑟 Spectral embedding matrix formed by the first 𝑟 eigenvectors.

Continued on next page
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Table 6.1 continued from previous page

Symbol Description

𝑟 Embedding dimension in spectral clustering.
𝐾 Number of clusters in spectral clustering.
C1, . . . , C𝐾 Clusters (electrically coherent zones).
C𝑐 The 𝑐-th cluster.
𝑛𝑐 Number of nodes in cluster C𝑐.
𝑚𝑐 Medoid (representative node) of cluster C𝑐.
𝑑 (𝑖, 𝑗) Generic distance between nodes 𝑖 and 𝑗 .
𝑑elec(𝑖, 𝑗) Impedance-weighted electrical shortest-path distance.
𝜋 : 𝑖 → 𝑗 Path from node 𝑖 to node 𝑗 .
score(𝑖) Distance-based centrality score for representative selection.
𝜖 Tolerance for selecting near-optimal representative nodes.
𝑀 Set of selected representative nodes.
𝑁𝑚 Number of representative nodes, i.e., |𝑀 |.
𝑇 Number of time steps in the monitoring horizon.
𝑋 ∈ R𝑁𝑚×𝑇 Reduced multivariate LMP time series over representatives.
x𝑡 LMP vector over representative nodes at time 𝑡.
𝑥𝑖,𝑡 LMP at representative node 𝑖 and time 𝑡.
S1,S2 Nominal reference subsets used in GEMAD+ baseline construction.
𝑁1, 𝑁2 Sizes of S1 and S2, respectively.
𝑘 Number of nearest neighbors.
𝑑𝑡 Average Manhattan-distance deviation of x𝑡 from nominal neigh-

bors.
x( 𝑗) 𝑗-th nearest neighbor of x𝑡 in the reference set.
𝛼𝑖,𝑡 Per-node deviation contribution at node 𝑖 and time 𝑡.
𝑝𝑡 Empirical tail probability estimate for deviation 𝑑𝑡 .
𝛼 Significance level in anomaly detection.
𝑠𝑡 Instantaneous anomaly score at time 𝑡.
𝑔𝑡 Cumulative anomaly statistic in GEMAD+.
𝜆 Forgetting/decay factor in GEMAD+.
ℎ Anomaly detection threshold.
𝜂𝑖,𝑡 Normalized contribution of node 𝑖 to the total anomaly at time 𝑡.
𝑅 Set of eliminated nodes, 𝑅 = V \ 𝑀 .
𝐿𝑀𝑀 , 𝐿𝑀𝑅, 𝐿𝑅𝑀 , 𝐿𝑅𝑅 Block submatrices of 𝐿 after partitioning into 𝑀 and 𝑅.
𝐿∗ Kron-reduced Laplacian defined on representative nodes.
x𝑀 Signal restricted to representative nodes 𝑀 .

Continued on next page
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Table 6.1 continued from previous page

Symbol Description

x𝑅 Signal restricted to eliminated nodes 𝑅.
x★
𝑅

Energy-minimizing extension over eliminated nodes.
Q(x) Dirichlet quadratic form on the full graph.
𝑦𝑡 Graph-signal smoothness on the reduced graph at time 𝑡.
y = [𝑦1, . . . , 𝑦𝑇 ]⊤ Time series of reduced-graph smoothness values.
𝑦̄𝑡 Moving-average smoothness statistic over a window.
𝑤 Sliding-window length.
𝜇0, 𝜎0 Baseline mean and standard deviation of 𝑦̄𝑡 .
𝑟𝑡 Standardized smoothness deviation statistic.
ℎ𝑑 CuSum threshold for concept-drift detection.
UF Update frequency of the drift detector.
𝑁updates Number of model updates triggered during monitoring.
𝜀 Small positive constant for numerical stability.
PM(𝑏★) Probability-mass score for cluster-level anomaly localization.
𝑏★ True anomalous bus.
𝑓𝑖 Frequency with which representative node 𝑖 is the main anomaly

contributor.
𝑏̂ Predicted representative node for localization.
LErep(𝑏★) Representative-level localization error.
𝐸 Number of edges in the graph.
𝐼km Number of iterations in 𝐾-means clustering.
𝑂 (·) Asymptotic complexity notation.

6.2 Fundamentals

6.2.1 Graph Domain for Energy Market

In this chapter, the power network is modeled as an undirected weighted graph G = (V, E),
where each bus corresponds to a vertex and each transmission line between buses 𝑖 and 𝑗 defines
an edge 𝑒𝑖 𝑗 ∈ E. The edge weight is selected using an inverse-impedance model, i.e.,

𝑤𝑖 𝑗 =
1
|𝑧𝑖 𝑗 |

, |𝑧𝑖 𝑗 | > 0, (6.1)
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which assigns stronger coupling to low-impedance lines. This provides a physically mean-
ingful notion of electrical proximity that reflects how power flows and congestion propagate
across the grid. Alternative graph constructions, such as complex-admittance operators [123]
or geographical-distance graphs [122], have been used in related applications. The inverse-
impedance weighting adopted here is particularly well suited for market variables such as LMPs,
whose spatial variation is shaped by power-transfer sensitivities and line impedances. Moreover,
defining 𝑤𝑖 𝑗 as 1/|𝑧𝑖 𝑗 |, it yields a robust representation under topology changes like line outages,
since effective electrical distances remain well defined through alternative feasible paths.

Given a weight matrix 𝑊 = [𝑤𝑖 𝑗 ], the diagonal degree matrix 𝐷 has entries 𝑑𝑖𝑖 =
∑
𝑗 𝑤𝑖 𝑗 ,

representing the total connection strength of each node. The combinatorial graph Laplacian is
then defined as

𝐿 = 𝐷 −𝑊, (6.2)

and normalized as
𝐿norm = 𝐼 − 𝐷−1/2𝑊𝐷−1/2. (6.3)

The Laplacian encapsulates both the magnitude and structure of the graph weights, serving as the
core operator that governs diffusion, smoothness, and spectral variation of graph signals. Given
that 𝐿norm is real and symmetric, its eigenvalues are real and non-negative while eigenvectors form
an orthogonal graph Fourier basis. Lower eigenvalues correspond to system-wide, slowly varying
components of a graph signal, whereas higher eigenvalues capture localized fluctuations around
strongly coupled buses. Therefore, the impedance-weighted Laplacian provides a physically
grounded spectral domain for analyzing market-driven signals whose spatial patterns are shaped
by network impedance and congestion-induced coupling.

6.2.2 LMPs as Graph Signals

Locational Marginal Prices (LMPs) reflect the marginal cost of serving load under the physical
and economic constraints of the transmission network. Since such constraints couple LMPs
through the impedance-weighted topology, LMPs inherit a spatial organization in which rapid
variations are naturally moderated across strongly connected regions of the grid. In effect,
the electrical network filters out highly localized discrepancies while allowing broader zonal
patterns to persist, making an LMP vector well represented as a graph signal supported on the
impedance-weighted domain defined in the previous section.

Let x = [𝑥1, 𝑥2, . . . , 𝑥𝑁 ]⊤ denote a vector of scalar LMPs. Across portions of the network
with strong electrical connectivity, LMPs often vary gradually, reflecting the tight interaction
among buses within these regions. In contrast, localized congestion produces sharp transitions at
a small set of boundary edges. These observations motivate a piecewise-smooth description: the
signal is smooth across most of the graph, while localized non-smooth behaviour is concentrated
near congested interfaces [124]. The spatial variation of x is captured by the Laplacian quadratic
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form, i.e.,
x⊤𝐿x =

1
2

∑︁
(𝑖, 𝑗)∈E

𝑤𝑖 𝑗 (𝑥𝑖 − 𝑥 𝑗 )2, (6.4)

which assigns larger values when significant differences appear across edges of high electrical
weight. This measure highlights coherent regions where the contribution is small, and boundary
regions where congestion induces strong local gradients.

This graph-signal interpretation provides the basis for the node-selection and monitoring
framework developed in the following sections, where smoothness, spectral structure, and local-
ized deviations are used to support scalable anomaly detection.

6.3 Methodology

6.3.1 Spectral Clustering and Node Selection

Our objective is to partition the network into electrically coherent zones and to select a compact
set of representative buses for reduced-order market monitoring. Since LMPs exhibit piecewise-
smooth spatial structure, their variation tends to be relatively small within coherent regions and
be concentrated along congestion boundaries. This motivates us to adopt spectral clustering on
the impedance-weighted graph to extract zones consistent with the underlying electrical coupling.

Spectral Clustering

The spectral clustering begins by embedding the nodes into a low-dimensional space spanned
by the smoothest eigenvectors of the normalized Laplacian 𝐿. These eigenvectors minimize
the quadratic form 𝑥⊤𝐿𝑥, thus, capturing the dominant, slowly varying spatial patterns of the
network. Once nodes are projected into this subspace, electrically coherent buses map to nearby
points, while buses separated by congested or weak interfaces appear more widely separated.

Let 𝑢1, . . . , 𝑢𝑟 be the eigenvectors associated with the 𝑟 smallest eigenvalues of 𝐿 forming
the spectral embedding 𝑈𝑟 = [𝑢1 𝑢2 · · · 𝑢𝑟]. Following standard normalized spectral clustering
in [125], we set 𝑟 = 𝐾 , so that the embedding dimension matches the number of desired clusters.
The zonal partitions {C1, . . . , C𝐾} are then obtained by applying 𝐾-means clustering to the rows
of𝑈𝑟 . This groups buses together according to their positions in the low-frequency subspace.

The number of clusters 𝐾 is selected by examining how the LMP variation is distributed
across edges within each candidate partition. Partitions in which only a small share of the
variation lies inside clusters, indicate that most changes occur at their boundaries. These are
consistent with the piecewise smooth structure of Section 6.2.
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Representative Selection

Once the spectral clustering has produced electrically coherent zones, the next step in the
dimensional-reduction pipeline is to identify a compact set of representative buses. Such buses
summarize the behavior of each cluster. We adopt a medoid-based approach using impedance-
weighted electrical distance as the primary metric. This is due to the fact that electrically closer
buses have shown to exhibit more similar market-driven responses. This yields the electric-
ally central bus (within each cluster) as a physically interpretable and structurally meaningful
representative.

Specifically, for a cluster C𝑐 = {𝑖1, . . . , 𝑖𝑛𝑐 } and a distance function 𝑑 (·, ·), the medoid is
defined as

𝑚𝑐 = arg min
𝑖∈C𝑐

∑︁
𝑗∈C𝑐

𝑑 (𝑖, 𝑗). (6.5)

This denotes that node whose aggregate distance to the remainder of the cluster is minimal. In
our work, the distance used for representative selection is the impedance-weighted shortest-path
length,

𝑑elec(𝑖, 𝑗) = min
𝜋:𝑖→ 𝑗

∑︁
(𝑢,𝑣)∈𝜋

|𝑧𝑢𝑣 |, (6.6)

which reflects the strength of electrical coupling of buses. We then rank buses within each
cluster according to their distance-based centrality,

score(𝑖) = −
∑︁
𝑗∈C𝑐

𝑑elec(𝑖, 𝑗), (6.7)

and select the top-scoring bus along with any nodes whose scores are within tolerance 𝜖 > 0
from the maximum.

6.3.2 Adaptive Energy Market Anomaly Detection

Following the representative selection, the monitoring process operates on a reduced set of
nodes 𝑀 ⊆ V that preserve the spatial structure of LMP dynamics. Each representative bus is
associated with a time series of LMPs 𝑥𝑖,𝑡 . The collection of these values forms a multivariate
time series 𝑋 = [x1, x2, . . . , x𝑇 ] ∈ R𝑁𝑚×𝑇 , where x𝑡 = [𝑥1,𝑡 , 𝑥2,𝑡 , . . . , 𝑥𝑁𝑚,𝑡]⊤ denotes the vector
of LMPs across all representatives at time 𝑡. This reduced representation serves as the input to
the subsequent monitoring stage, where temporal and spatial dependencies among representative
nodes are jointly analyzed to detect and interpret abnormal market behavior. The objective in
this stage is twofold: (i) detect the occurrence of abnormal events in the energy market, and (ii)
localize the buses or regions that predominantly contribute to these deviations.
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Anomaly Detection

Our detection framework, coined GEMAD+, substantially extends the GEMAD [109] to the
extend that it operates on graph-sampled LMP time series and anomaly localization. In our
problem, each representative node corresponds to a selected bus in the constructed graph. The
temporal evolution of LMP signals is jointly analyzed across these representative nodes in order
to capture both spatial and temporal dependencies in the system behavior.

Baseline: To establish a reference for nominal market behavior, a baseline distribution is first
constructed from historical LMP data known to be anomaly-free [92,109]. The nominal dataset
is randomly partitioned into two subsets, S1 and S2, containing 𝑁1 and 𝑁2 samples, respectively.
The subset S1 is used to compute 𝑘-nearest neighbor statistics, while S2 serves to estimate the
empirical tail probability of the deviation metric introduced later in this section. This two-
sample design enables a nonparametric characterization of the normal operating regime without
assuming a specific distributional form.

Real-time Monitoring: At each time step 𝑡, the current observation x𝑡 is compared with a
reference set of nominal samples S1 obtained from the historical data. The 𝑘 nearest neighbors
of x𝑡 in S1 are identified using the Manhattan distance (𝐿1 norm), which is adopted instead of
the Euclidean distance (𝐿2 norm) for high-dimensional settings. 𝐿2 norm ‘loses’ discriminative
power when the distances between similar and dissimilar points become nearly equal [104]. The
average deviation in 𝐿1 is then computed as:

𝑑𝑡 =
1
𝑘

𝑘∑︁
𝑗=1
∥x𝑡 − x( 𝑗) ∥1, (6.8)

which quantifies the deviation of the current state from its nominal neighborhood. Due to the
additive property of the 𝐿1 norm, the global deviation 𝑑𝑡 can be decomposed into per-node
components as:

𝑑𝑡 =

𝑁𝑚∑︁
𝑖=1

𝛼𝑖,𝑡 , 𝛼𝑖,𝑡 =
1
𝑘

𝑘∑︁
𝑗=1

��𝑥𝑖,𝑡 − 𝑥𝑖,( 𝑗) ��. (6.9)

The term 𝛼𝑖,𝑡 represents the average absolute deviation of bus 𝑖 from its nominal behavior at
time 𝑡. This allows the same computational framework to jointly support anomaly detection and
spatial localization.

An empirical tail probability is then estimated as

𝑝𝑡 =
1
𝑁2

∑︁
x 𝑗∈S2

I{𝑑 𝑗 > 𝑑𝑡}, (6.10)
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where S2 denotes an auxiliary nominal reference set and I{·} is the indicator function. The
instantaneous deviation score is given by:

𝑠𝑡 = log
(
𝛼

𝑝𝑡

)
. (6.11)

We can then define a cumulative statistic

𝑔𝑡 = max{0, 𝜆𝑔𝑡−1 + 𝑠𝑡}, (6.12)

that tracks persistent departures from the nominal regime. An anomaly alarm is triggered when
𝑔𝑡 exceeds a predefined threshold ℎ. The parameters 𝑘 , 𝜆, 𝛼, and ℎ are selected empirically from
nominal data.

Anomaly Localization

To localize and identify the sources of detected anomalies, the per-node deviations 𝛼𝑖,𝑡 are
normalized to obtain their relative contributions:

𝜂𝑖,𝑡 =
𝛼𝑖,𝑡∑𝑁𝑚

𝑙=1 𝛼𝑙,𝑡
,

𝑁𝑚∑︁
𝑖=1

𝜂𝑖,𝑡 = 1. (6.13)

The term 𝜂𝑖,𝑡 represents the proportion of the total deviation at time 𝑡 attributed to node 𝑖,
providing a spatially interpretable measure of anomaly contribution. Nodes with larger 𝜂𝑖,𝑡
values correspond to stronger relative departures from nominal conditions at that time instant.

While 𝜂𝑖,𝑡 quantifies the relative strength of node-level deviations instantaneously, anomaly
localization in our chapter is formulated as an event-centric task. Specifically, the target is to
identify nodes or regions that repeatedly dominate anomaly attribution over the duration of an
abnormal event, rather than to estimate the cumulative magnitude of deviation. The absolute
scale of 𝜂𝑖,𝑡 is influenced by the underlying 𝑘-nearest neighbors-based detection mechanism and
the temporal accumulation dynamics of the GEMAD+ statistic.

6.3.3 Temporal Evolution of Smoothness in Market Drift Detection

Graph-based representations provide a principled framework for tracking concept drift by expli-
citly modeling the evolving relational structure of the system. A range of graph-based indicators,
including graph distance [126], graph entropy [127], and graph-signal smoothness [128], have
been proposed to detect such structural changes. Among these, graph-signal smoothness is
particularly effective in capturing global variations in spatial coherence while remaining com-
paratively insensitive to localized disturbances. This distinction is particularly important in
energy-market settings, where regime-level shifts manifest as persistent changes in system-wide
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coupling patterns rather than as isolated anomalies. In this work, graph-signal smoothness is
used exclusively as a trigger for detecting concept drift and initiating adaptive updates of the
anomaly-detection baseline, rather than as a direct indicator of localized attacks. To enable
scalable monitoring under partial observability, we adopt a reduced-order graph representation
that preserves the structural properties of the original network with respect to the previously
selected node set 𝑀 . The following subsections introduce the construction of the reduced graph,
define smoothness over this representation, and describe the statistical procedure for concept-drift
detection.

Reduced-Order Graph Construction from 𝐿 to 𝐿∗

To obtain a reduced-order representation that is equivalent from the perspective of the selected
nodes, the full-network Laplacian 𝐿 is condensed with respect to 𝑀 . Let 𝑀 ⊆ V denote the
previously selected set of representative buses and define 𝑅 := V \ 𝑀 . After reordering the
nodes such that those in 𝑀 appear first, the Laplacian can be written as

𝐿 =

[
𝐿𝑀𝑀 𝐿𝑀𝑅

𝐿𝑅𝑀 𝐿𝑅𝑅

]
. (6.14)

Eliminating the interior nodes 𝑅 yields an equivalent reduced graph on 𝑀 , whose Laplacian
is obtained via the Schur complement of 𝐿𝑅𝑅,

𝐿∗ = 𝐿𝑀𝑀 − 𝐿𝑀𝑅𝐿−1
𝑅𝑅𝐿𝑅𝑀 . (6.15)

The reduced Laplacian 𝐿∗ ∈ R|𝑀 |×|𝑀 | embeds the influence of the eliminated nodes into effective
couplings among the retained nodes, thereby preserving the network interactions as observed
from 𝑀 [118]. To make the equivalence explicit, consider a graph signal x ∈ R|V| partitioned
conformably as x = [x⊤

𝑀
, x⊤
𝑅
]⊤. The Dirichlet quadratic form on the full graph is defined as

Q(x) ≜ x⊤𝐿x.

For fixed x𝑀 , the energy-minimizing extension over the eliminated nodes satisfies

𝐿𝑅𝑅x★𝑅 = − 𝐿𝑅𝑀x𝑀 , x★𝑅 = − 𝐿−1
𝑅𝑅𝐿𝑅𝑀x𝑀 , (6.16)

and substituting x★
𝑅

into Q(x) yields

min
x𝑅

x⊤𝐿x = x⊤𝑀𝐿
∗x𝑀 . (6.17)
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Hence, the reduced Laplacian 𝐿∗ preserves the Dirichlet energy associated with signals
defined on the selected node set 𝑀 and provides a structurally consistent reduced-order repres-
entation of the original network for subsequent monitoring and analysis.

Statistical Detection of Concept Drift Using 𝐿∗

Let y = [𝑦1, 𝑦2, . . . , 𝑦𝑇 ]⊤ denote the temporal sequence of graph-signal smoothness values
computed on the reduced graph. At each time 𝑡, the smoothness is defined as

𝑦𝑡 = x⊤𝑡 𝐿∗x𝑡 , (6.18)

where x𝑡 ∈ R|𝑀 | is the vector of LMPs observed at the selected node set 𝑀 , and 𝐿∗ is the
corresponding Kron-reduced Laplacian. The sequence {𝑦𝑡} captures the temporal evolution
of spatial coherence in LMPs as encoded by the reduced network structure. Under nominal
operating conditions, 𝑦𝑡 fluctuates around a stable mean, reflecting a consistent market regime
governed by approximately stationary coupling patterns.

To attenuate short-term fluctuations and emphasize persistent structural changes, a moving-
average statistic is computed over a sliding window of length 𝑤,

𝑦̄𝑡 =
1
𝑤

𝑡∑︁
𝑖=𝑡−𝑤+1

𝑦𝑖 . (6.19)

The nominal mean 𝜇0 and standard deviation 𝜎0 of 𝑦̄𝑡 are estimated from a baseline period
representative of stable market conditions. Deviations from the nominal regime are quantified
using the standardized statistic

𝑟𝑡 =
𝑦̄𝑡 − 𝜇0

𝜎0
. (6.20)

Sustained departures of 𝑟𝑡 from zero indicate the presence of concept drift, corresponding to
changes in the global spatial organization of LMPs with respect to the reduced graph.

To formally identify change points in the smoothness trajectory, a cumulative sum (CuSum)
test is applied to the standardized sequence {𝑟𝑡} [97]. When the CuSum statistic exceeds a
predefined threshold, a concept-drift alarm is raised. Following detection, the reference statistics
are updated by re-estimating (𝜇0, 𝜎0) from the most recent stable segment, and the CuSum
statistic is reset to enable detection of subsequent regime changes.
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6.4 Complexity Analysis

6.4.1 Offline phase

The offline phase consists of graph construction, spectral clustering, representative selection,
reduced-order graph formation, and baseline preparation. Building the impedance-weighted
graph and Laplacian in (6.2.1) requires traversing all edges, yielding 𝑂 (𝐸) complexity. Spectral
clustering then computes the 𝑟 = 𝐾 ≪ 𝑁 smallest eigenvectors of the symmetric normalized
Laplacian; while a full eigendecomposition costs𝑂 (𝑁3), sparse iterative methods compute only
the required 𝑟 eigenvectors with complexity approximately 𝑂 (𝑟𝐸), which scales as 𝑂 (𝑟𝑁) for
sparse transmission networks (𝐸 = 𝑂 (𝑁)). Applying 𝐾-means to the resulting 𝑁 × 𝑟 embedding
requires𝑂 (𝑁𝐾𝑟𝐼) operations, where 𝐼 denotes the number of iterations. Representative (medoid)
selection relies on the impedance-weighted shortest-path distance in (6.3.1); computing distances
from each candidate node via Dijkstra’s algorithm requires 𝑂 (𝐸 log 𝑁) per source, leading to
𝑂 (𝑁𝐸 log 𝑁) overall, which scales as 𝑂 (𝑁2 log 𝑁) under sparsity. Forming the Kron-reduced
Laplacian 𝐿★ via the Schur complement requires solving linear systems involving 𝐿𝑅𝑅; explicit
inversion of 𝐿𝑅𝑅 ∈ R(𝑁−𝑁𝑚)×(𝑁−𝑁𝑚) incurs 𝑂 ((𝑁 − 𝑁𝑚)3) time in the worst case, although in
practice linear systems are solved directly for improved numerical stability. Finally, baseline
preparation for GEMAD+ computes and stores {𝑑 𝑗 : 𝑥 𝑗 ∈ S2} according to (6.3.2); for each
𝑥 𝑗 , distance computation to S1 costs 𝑂 (𝑁1𝑁𝑚), selecting the 𝑘 nearest neighbors requires
𝑂 (𝑁1 + 𝑘 log 𝑁1), and sorting {𝑑 𝑗 }𝑁2

𝑗=1 costs 𝑂 (𝑁2 log 𝑁2), yielding total complexity

𝑂 (𝑁2 (𝑁1𝑁𝑚 + 𝑘 log 𝑁1) + 𝑁2 log 𝑁2) .

Overall, the offline complexity is dominated by the spectral embedding (𝑂 (𝑟𝐸) for sparse
networks) and the Kron reduction (𝑂 ((𝑁 − 𝑁𝑚)3)), in addition to the baseline preparation cost.
Importantly, the offline phase is executed once during system initialization (or only upon structural
changes in the network), and therefore does not impact the real-time per-step monitoring latency.

6.4.2 Online phase

At each time 𝑡, the algorithm processes the reduced observation 𝑥𝑡 ∈ R𝑁𝑚 . Online anomaly
detection (GEMAD+) computes distances to the 𝑁1 reference samples in S1, yielding𝑂 (𝑁1𝑁𝑚)
complexity, with 𝑘NN selection and probability evaluation adding𝑂 (𝑘 log 𝑁1+log 𝑁2). The loc-
alization mechanism introduces no additional asymptotic cost, since the node-level contributions
𝛼𝑖,𝑡 are obtained directly from the deviation computation and require only normalization. Drift
monitoring evaluates the reduced-graph smoothness 𝑦𝑡 = 𝑥⊤𝑡 𝐿★𝑥𝑡 , costing𝑂 (𝑁2

𝑚) (for dense 𝐿★),
while the moving-average and CuSum updates are𝑂 (1). Hence, the overall per-time-step online
complexity is

𝑂

(
𝑁1𝑁𝑚 + 𝑘 log 𝑁1 + log 𝑁2 + 𝑁2

𝑚

)
.
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Figure 6.2: Online computational cost as a function of system size 𝑁 . Left: GEMAD+ anomaly
detection. Right: GS-Drift monitoring. Full-network monitoring (𝑁𝑚 = 𝑁) is compared with
reduced monitoring (𝑁𝑚 = 𝜌𝑁); the shaded region reflects the observed variability in 𝜌.

6.4.3 Full-System vs. Reduced Monitoring Complexity

If the same online monitoring pipeline were applied to the full network (dimension 𝑁 instead of
𝑁𝑚), the per-time-step complexity would scale as

𝑂

(
𝑁1𝑁 + 𝑘 log 𝑁1 + log 𝑁2 + 𝑁2

)
,

where the linear term arises from 𝑘NN distance computation and the quadratic term from
computing the GS-Drift smoothness value 𝑦𝑡 = 𝑥⊤𝑡 𝐿𝑥𝑡 .

Under reduced monitoring, operating in the dimension 𝑁𝑚 ≪ 𝑁 , the complexity becomes

𝑂

(
𝑁1𝑁𝑚 + 𝑘 log 𝑁1 + log 𝑁2 + 𝑁2

𝑚

)
,

with the smoothness term evaluated using the reduced Laplacian 𝐿★. Hence, dimensionality
reduction yields an approximate linear reduction factor of 𝑁/𝑁𝑚 for the GEMAD+ anomaly-
detection term and a quadratic reduction factor of (𝑁/𝑁𝑚)2 for the GS-Drift component. For
the NPCC 140-bus system with 𝑁𝑚 = 6, this corresponds to a reduction of approximately 23×
in the 𝑘NN term and more than 500× in the smoothness computation.

Figure 6.2 illustrate the resulting scaling behavior as a function of system size 𝑁 , assuming
an approximately stable monitoring ratio 𝜌 = 𝑁𝑚/𝑁 obtained via the proposed node-selection
procedure. The reduced framework preserves the asymptotic growth rates of the full system
while substantially lowering computational magnitude.



6.5. Experimental Evaluation 101

Figure 6.3: Single-snapshot LMP signals exhibiting piecewise-smooth structure on the NPCC
140-bus system.

6.5 Experimental Evaluation

The experimental scenarios used in this work are derived from the Stealthy Manipulated LMP
Timeseries (SMLT) dataset, which was explicitly designed to model realistic electricity market
conditions under stealthy cyber–physical manipulation. The dataset is grounded in the NPCC
benchmark system, a widely adopted test system for market and cyber–physical studies [76].
Operational feasibility constraints are enforced on all attack parameters such that injected per-
turbations remain within realistic operating ranges, for example through bounded relative devi-
ations from nominal system parameters, ensuring practical relevance and avoiding unrealistic
conditions [49].

Before applying the proposed monitoring framework, we verify that the LMP signals in
the NPCC system exhibit the piecewise-smooth structure assumed in Section 6.2.2. As shown
in Fig. 6.3, the LMP signal varies smoothly within electrically coherent regions, while sharper
variations appear around localized boundary interfaces. Quantitatively, the single-snapshot LMP
signal has a total graph smoothness of 34.39, with 81.97% of its spectral energy concentrated in
the lowest 20% of graph frequencies and a spectral centroid of 0.21. These results indicate that
most of the signal energy is concentrated in low graph frequencies, supporting the interpretation
of LMPs as piecewise-smooth graph signals on the transmission network.

The experimental evaluation considers four scenarios: Transmission Line Rating (TLR)
attacks (Cases 1 and 2), a physical line fault (Case 3), and a strategic market manipulation
scenario involving falsified generator ramping constraints in the look-ahead dispatch (Case 4).
TLR attacks manipulate transmission line thermal limits to induce artificial congestion without
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Table 6.2: Dataset Description

Attribute Value
System NPCC 140-bus
Time resolution Hourly
Duration 15 weeks
Number of features / buses140
Number of scenarios 4
Types of disturbances TLR, physical fault, ramp-induced manipulation
Anomalous period 168 hours

Table 6.3: GEMAD+ and GS-Drift Hyperparameters

GEMAD+ Parameters
𝑤 (window length) 366
𝑘 (nearest neighbors) 2
𝜆 (forgetting factor) 0.95
𝛼 (significance level) 0.05
ℎ (anomaly threshold) Empirical

GS-Drift Parameters
𝑤 (window length) 168
𝜇0, 𝜎0 Estimated from nominal data
ℎ𝑑 (CuSum threshold) Empirical

altering load or network topology data, reflecting a cyber–physical market manipulation strategy
that has been extensively studied in the literature [38]. Case 3 represents a physical disturbance
in the form of a transmission line fault, while Case 4 captures an economically motivated market
manipulation strategy based on ramp-induced data falsification, which constrains generator
ramping capabilities in the look-ahead dispatch and leads to distorted price formation [87].
Table 6.2 summarizes the key characteristics of the dataset used in this study. Our experimental
evaluation addresses the following questions:

Q1: To what extent does the GSP-based node selection preserve the global behavioral char-
acteristics of the energy market while maintaining comparable anomaly-detection performance
under reduced monitoring coverage?

Q2: How does graph-signal smoothness contribute to enhancing drift detection and adaptive
anomaly-detection stability in terms of update frequency, robustness, and false-alarm rate (FAR)?

Q3: How effective is the proposed framework in accurately localizing anomalies across the
four scenarios considered in this chapter?
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6.5.1 Impact of Dimensionality Reduction on Detection Performance

The objective here is not only dimensionality reduction for computational efficiency, but also to
evaluate whether a compact, information-preserving subset of nodes selected based on physically
meaningful similarity maintain or enhance anomaly-detection accuracy. Therefore, we compare
our dimensionality-reduction strategy in Section 6.3.1 with several alternative approaches: 𝐾-
means baseline, conventional PCA, and gLPCA method [129]. Moreover, we consider two
spectral-clustering–based variants that rely on purely signal-driven similarity and hybrid (sig-
nal–electrical) similarity, respectively. This comparative design allows us to assess the benefit of
physically grounded node selection relative to purely data-driven and mixed similarity measures.
All approaches retain only a small subset of nodes, as reported in Table 6.6, and GEMAD+
together with the GS-Drift detector are executed using identical hyperparameters to those of the
full 140-node configuration. Each method is evaluated under the same market scenarios using
the performance metrics: DR, precision, F1 score, AUC, and FAR.

The results in Table 6.6 show that a sole dimensionality reduction severely degrades detection
performance, with 𝐾-means using raw features yielding the lowest F1 score (0.724) and the
highest FAR (0.103). Incorporating PCA improves performance, however, it remains below
the full 140-node baseline. In contrast, all four graph-based spectral clustering methods, each
leveraging physical or signal-informed similarities, achieve accuracy comparable to or exceeding
the full model while using only 6–13 nodes (out of 140 in total). Electrical similarity attains
the highest AUC (0.953), hybrid similarity achieves the lowest FAR (0.0075), and gLPCA
similarity provides the best F1 score (0.924). These results indicate that detection performance
is preserved not only by dimensionality reduction, but also, by selecting the ‘most appropriate’
nodes grounded in the physics and spatial structure of the grid.

6.5.2 Impact of GS-Drift on Concept Drift Detection

In this experiment, we evaluate a graph-signal–based drift detector, hereafter referred to as
GS-Drift, and compare it with two established methods, CAD and CKL [109], using the
aforementioned cases to assess how each approach responds under varying scenarios. Three
evaluation metrics are employed in this study. Firstly, the update frequency (UF), defined as
UF = 𝑁updates/𝑇 , which reflects how often the drift detector triggers model updates and, thus,
indicates the responsiveness and efficiency of adaptation. In addition, the stability is computed
as the normalized mean absolute first-order difference, i.e.,

stability =
1

𝑇 − 1

𝑇−1∑︁
𝑡=1

|𝑦𝑡+1 − 𝑦𝑡 |
|𝑦𝑡 | + 𝜀

, (6.21)
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Table 6.4: Update Frequency (UF), Stability, and FAR comparison across models.

Case
GS-Drift CKL CAD

UF Stability FAR UF Stability FAR UF Stability FAR
case1 0.0004 0.3064 0.0022 0.0024 0.9703 0.0764 0.0011 0.9907 0.102
case2 0.0004 0.2979 0.0022 0.0020 0.8886 0.0823 0.0011 0.9993 0.0508
case3 0.0004 0.3599 0.0212 0.0016 1.0097 0.0183 0.0015 1.0148 0.0965
case4 0.0004 0.3112 0.0201 0.0020 1.0514 0.0178 0.0015 0.9085 0.0878

Average 0.0004 0.3189 0.0114 0.0020 0.9800 0.0487 0.0013 0.9783 0.0843

where 𝑦𝑡 denotes the drift score produced by the corresponding detector and 𝜖 > 0 is used
for numerical stability. Normalization accounts for differences in numerical scale across drift
detectors, ensuring that the stability reflects temporal variability rather than absolute magnitude.
A lower value (close to 0) corresponds to more temporally robust and noise-resistant behavior.
Finally, the FAR is produced by the GEMAD+ anomaly-detection module, as discussed in the
previous experiment.

For a fair comparison, GEMAD+ is configured with parameters identical to those reported in
Table 6.3, and only representative sets are used as monitoring nodes. The hyperparameter values
were selected to maximize the F1 score on nominal validation data, thereby balancing detection
rate and false-alarm rate, and were kept fixed across all experiments.

The results in Table 6.4 demonstrate the evident superiority of the GS-Drift model. GS-Drift
consistently outperforms both CKL and CAD in all evaluation metrics. On average, it reduces
the update frequency by 80.4% relative to CKL and by 70.8% relative to CAD, while achieving
stability improvements of 66.9% and 67.3%, respectively. In terms of FAR, GS-Drift yields an
average reduction of 41.4% compared to CKL and 87.2% compared to CAD.

These improvements stem from two fundamental properties of graph signal smoothness: (1)
it captures the spatiotemporal structure of LMP dynamics, allowing the detector to track gradual,
system-wide changes in the underlying LMPs distribution; and (2) it is inherently less sensitive
to localized anomalies that perturb only small groups of adjacent nodes, since such disturbances
typically preserve the broader spatial dependencies in the network. As a result, GSP-based
smoothness provides a more reliable indicator of concept drift than the purely temporal CKL
and CAD methods, which are more easily disrupted by node-level anomalies and therefore
exhibit higher instability. As shown in Fig. 6.4, GS-Drift produces a gradually varying and well-
structured drift trajectory, whereas CKL exhibits high-frequency oscillations and CAD generates
abrupt jumps and large discontinuities, explaining their higher instability and FAR rates.
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Figure 6.4: Time-series visualization of drift scores produced by GS-Drift (top), CKL (middle),
and CAD (bottom).

6.5.3 Anomaly Localization

To evaluate anomaly localization performance, we adopt two complementary metrics inspired by
graph-based image processing and signal analysis, where spatial attribution of signal deviations is
commonly studied. Unlike classification tasks, anomaly localization does not have a universally
established evaluation metric, particularly under partial observability where only representative
nodes are monitored. Therefore, we employ two metrics that capture localization performance
from both regional and node-level perspectives.

The first metric, probability mass (PM), measures the fraction of anomaly attribution con-
centrated within the cluster containing the true anomalous bus. This metric reflects whether
the detection mechanism correctly identifies the affected electrical region. The second metric,
representative-level localization error (LE), quantifies the electrical distance between the true
anomalous bus and the representative node most frequently identified as anomalous.
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Probability–Mass Score: During an anomalous interval, each representative node reports a
per–time-step contribution value 𝜂𝑖,𝑡 , and the node that achieves the highest 𝜂𝑖,𝑡 is recorded at
each step. Let 𝑓𝑖 denote the number of times the representative node 𝑖 appears as the main
contributor. For a given true anomalous bus 𝑏★, let C(𝑏★) denote its corresponding cluster. The
probability–mass assigned to the true cluster is defined as

PM(𝑏★) =
∑
𝑖∈C(𝑏★) 𝑓𝑖∑

𝑗 𝑓 𝑗
, (6.22)

which quantifies the proportion of the alarm frequency driven by anomalies captured within the
true cluster. Higher values indicate better cluster-level localization.

Representative–Level Localization Error: To measure node-level precision, we compute the
distance between the true anomalous bus and the representative node with the highest overall
alarm frequency 𝑓𝑖. Let 𝑏̂ denote this predicted representative. The node-localization error is
given by the shortest-path distance over the impedance-weighted graph:

LErep(𝑏★) = 𝑑 (𝑏★, 𝑏̂), (6.23)

where
𝑑 (𝑖, 𝑗) = min

𝜋:𝑖→ 𝑗

∑︁
(𝑢,𝑣)∈𝜋

|𝑧𝑢𝑣 |, (6.24)

is the minimum impedance-path length between the nodes 𝑖 and 𝑗 . Smaller values of LErep

indicate more accurate node-level localization.
The results in Table 6.5 and in Fig. 6.5 and 6.6 show that electrical similarity yields the best

localization performance, achieving both the highest probability mass and the lowest localization
error, followed by gLPCA. In contrast, purely data-driven clustering and similarity methods, such
as signal similarity or 𝐾-means, exhibit substantially poorer results, as reflected in the lower-
left and lower-right regions of Fig. 6.6. These findings indicate that physically informed graph
structures are essential for preserving anomaly spatial signatures and, consequently, for achieving
reliable attribution under market disturbances.

Table 6.5: Localization Performance: Probability-Mass and Representative-Level Error

PM(𝑏★) LErep

K-means Original 0.2559 ± 0.1305 0.3398 ± 0.1241
PCA 0.1860 ± 0.1453 0.2508 ± 0.1261
gLPCA 0.4122 ± 0.1155 0.1154 ± 0.1461

Spectral Clustering

Signal similarity 0.4018 ± 0.2825 0.3589 ± 0.2207
Electrical similarity 0.8393 ± 0.1416 0.0620 ± 0.0281
Hybrid similarity 0.2843 ± 0.3322 0.2309 ± 0.1957
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Figure 6.5: Anomaly localization performance: (left) probability–mass score (PM) at the cluster
level and (right) representative-level localization error (LE).

Figure 6.6: Localization error versus probability-mass trade-off across all methods. Higher
position and leftward displacement indicate better anomaly localization.
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6.6 Conclusions

We introduce a physics-informed graph signal processing framework for reduced-order monitor-
ing of electricity markets under cyber–physical disturbances and concept drift. Using the spatial
structure of locational marginal prices through an impedance-weighted graph representation,
our approach enables representative node selection, stable anomaly detection, drift adaptation,
and effective localization. Experiments over realistic market scenarios demonstrate that the
framework preserves detection performance under substantial dimensionality reduction while
improving stability and reducing false alarms under non-stationary conditions. Future work in-
cludes Laplacian PCA–based dimensionality reduction to enable reconstruction of LMP signals,
with the aim of supporting market mitigation under disturbance scenarios. In addition, we plan
to evaluate performance under peak-demand periods while manipulation events coinciding with
concept drift.



Chapter 7

Discussion and Conclusion

This thesis investigated the problem of detecting financially motivated cyber-attacks in electricity
markets, focusing on stealthy manipulation of Locational Marginal Prices (LMPs) through False
Data Injection Attacks (FDIAs). The research was motivated by the observation that modern
energy markets operate as high-dimensional, non-stationary cyber-physical systems in which
traditional residual-based and distribution-dependent detection approaches are fundamentally
inadequate. The central research question asked whether adaptive, data-driven monitoring
can reliably identify stealthy market manipulation without assuming trusted infrastructure or
stationary behaviour.

This thesis demonstrates that adaptive, data-driven monitoring can reliably detect stealthy
market manipulation without assuming trusted infrastructure or stationarity, provided that ma-
nipulation produces persistent structural deviations in temporal or spatial market behaviour.
However, detection becomes fundamentally limited when adversarial actions are either too brief
to accumulate statistical evidence or indistinguishable from genuine regime shifts.

7.1 Summary of Findings

The findings show that reliable detection requires moving beyond static anomaly detection
toward adaptive monitoring that jointly captures temporal evolution, spatial dependencies, and
structural market behaviour. Two fundamental properties of manipulation emerge from the
analysis. First, manipulation leaves a measurable footprint through changes in the distribution
and temporal evolution of LMPs, even when individual observations remain within normal
operating ranges. Unlike natural variability driven by supply–demand dynamics, manipulation
introduces structured inconsistencies in price evolution. Second, manipulation is not localized:
a price change at one node propagates across the network according to physical connectivity.
These coordinated deviations differ from normal spatial correlations and enable localization of
anomalous regions under evolving market conditions.
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Beyond empirical performance, the results provide broader insight into energy-market cy-
bersecurity. Market manipulation manifests as a structural phenomenon rather than a purely
statistical anomaly: adversaries simultaneously exploit physical constraints, temporal settlement
mechanisms, and economic incentives. Consequently, effective monitoring must integrate stat-
istical learning with physical system knowledge and market mechanisms instead of relying solely
on distributional deviations. Under this perspective, anomaly detection becomes a cyber-physical
inference problem rather than a conventional pattern-recognition task.

In doing so, the thesis contributes new knowledge in three ways. First, it establishes that
stealthy LMP manipulation leaves observable temporal distributional signatures even when val-
ues remain within operational bounds. Second, it shows that manipulation is inherently a
network-level phenomenon detectable through spatial propagation rather than isolated anom-
alies. Third, it demonstrates that reliable monitoring in electricity markets requires integrating
statistical learning with physical and economic system structure, reframing anomaly detection
as a cyber-physical inference problem. Table 7.1 summarizes the contributions of each chapter
and highlights how the proposed approaches progressively address key challenges in electricity
market monitoring, including concept drift, real-time detection, and scalability.

Overall, the thesis contributes to the state of the art in two main ways. Empirically, it
provides a labelled and reproducible benchmark for studying stealthy LMP manipulation and
evaluates detection performance under different attack intensities, drift conditions, and spatial
settings. Methodologically, it develops a sequence of data-driven monitoring frameworks that
address real-time detection, non-stationary LMP behaviour, and spatial dependence across market
nodes. Together, these contributions complement existing residual-based and protection-oriented
approaches by moving toward adaptive, scalable, and interpretable market-level detection.

Table 7.1: Summary of thesis chapters and monitoring capabilities.

Chapter Problem Addressed Method Handles Concept Drift? Real-Time Scalability

Ch.2 Background and liter-
ature review on LMP
manipulation and de-
tection

Systematic literature
review

N/A N/A N/A

Ch.3 Benchmarking
stealthy LMP manip-
ulation

Physics-consistent
synthetic bench-
marking framework
(SMLT)

N/A N/A N/A

Ch.4 Real-time detection
of LMP anomalies

Incremental change-
point detection

Partial Yes Limited

Ch.5 Detection under non-
stationary markets

Drift-aware anomaly
detection

Yes Yes Moderate

Ch.6 Scalable monitoring
and localization

Graph signal pro-
cessing + node selec-
tion

Yes Yes Strong
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7.2 Limitations

Despite the effectiveness of the proposed adaptive monitoring framework, certain limitations
remain inherent to data-driven detection in non-stationary cyber-physical markets.

1- Observability and Identifiability of Market Manipulation

The proposed framework relies on identifying structural deviations in temporal and spatial market
behaviour. Consequently, manipulation must accumulate sufficient statistical evidence to become
observable. Short-duration attacks may therefore remain indistinguishable from normal market
volatility, particularly when adversarial perturbations remain within typical operational ranges.
This reflects a fundamental trade-off between adaptation and sensitivity: mechanisms designed to
track legitimate market drift may reduce the contrast of brief adversarial deviations. Economic-
ally rational attackers could exploit this property by distributing manipulation across limited time
intervals, keeping each occurrence below the statistical detection horizon while gains accumulate
over time. A related challenge arises from ambiguity of interpretation. During genuine market
regime shifts, such as extreme weather events, sudden demand surges, or transmission conges-
tion, electricity markets naturally experience abrupt price fluctuations and structural changes
in Locational Marginal Prices. These legitimate system responses can resemble adversarial
manipulation. When such events occur concurrently with an attack, observations may support
multiple plausible explanations. In these situations, the limitation becomes one of identifiability
rather than sensitivity, as purely data-driven monitoring cannot always uniquely distinguish ma-
licious intervention from genuine system dynamics without incorporating additional contextual
information.

2- Synthetic Data Realism

A significant component of the experimental evaluation relies on the SMLT synthetic dataset
designed to model stealthy Locational Marginal Price manipulation scenarios. Although the
dataset is constructed using physics-consistent constraints and realistic market mechanisms, syn-
thetic environments inevitably simplify real-world market complexity. Real electricity markets
involve strategic bidding behavior, unforeseen outages, regulatory interventions, and operational
constraints that may not be fully captured in a simulated environment. Therefore, while the
synthetic dataset provides a controlled and reproducible benchmarking environment, future val-
idation on additional real market datasets would further strengthen the empirical assessment of
the proposed methods.



7.3. Future Research Directions 113

3- Scalability in Extremely Large ISO Markets

Although the proposed graph-based monitoring framework significantly reduces computational
complexity through physics-informed node selection and dimensionality reduction, extremely
large electricity markets containing thousands of nodes may still present scalability challenges.
Real-time monitoring requirements, combined with high-frequency settlement intervals, could
impose strict latency constraints. While the proposed approach improves scalability compared to
full-system monitoring, further work may be required to investigate distributed implementations
or parallelized architectures for deployment in very large-scale market environments.

4- Potential Adversarial Adaptation

The proposed detection framework assumes adversaries aim to preserve statistical stealth while
manipulating market outcomes. However, sophisticated attackers may adapt their strategies once
detection mechanisms become known. For instance, adversaries could distribute manipulations
across multiple nodes, gradually introduce perturbations over extended time periods, or exploit
correlations across market layers to evade detection. Addressing such adaptive adversarial be-
havior remains an open challenge and motivates future research on adversarially robust anomaly
detection and monitoring frameworks tailored to electricity markets.

7.3 Future Research Directions

Short-Term Extensions

In the short term, several methodological extensions could further enhance the proposed frame-
work. Building on Limitation 1, concerning observability and identifiability, future work should
investigate multi-source contextual monitoring. One promising direction is multi-market integ-
ration, where signals from multiple settlement layers, such as day-ahead, real-time, ancillary
services, and financial transmission rights markets, are jointly analyzed to identify cross-market
inconsistencies indicative of coordinated manipulation. Another important extension involves
multi-modal data integration, incorporating contextual information such as generation dispatch
levels, congestion indicators, load forecasts, and weather variables to provide a richer represent-
ation of market dynamics and improve detection robustness. In relation to Limitation 2, future
work could also investigate cross-market transferability and broader real-market validation, ex-
amining whether models trained in one electricity market environment can partially generalize
to others despite differences in network topology, market rules, and settlement mechanisms.
This direction is also relevant to Limitation 3, as transferable and scalable models could reduce
the computational and deployment burden associated with adapting the framework to very large
market environments.
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Long-Term Directions

From a longer-term perspective, future work should focus on the operational and regulatory
integration of data-driven monitoring systems within electricity market infrastructures. Building
on Limitation 3, concerning scalability and deployment in large ISO markets, this includes
investigating how anomaly detection frameworks can support regulatory auditing, automated
market surveillance, and real-time alert generation within Independent System Operators (ISOs)
or Regional Transmission Organizations (RTOs). Achieving this goal requires addressing prac-
tical challenges such as latency constraints, distributed data processing, and human-in-the-loop
investigation workflows. Such workflows are also relevant to Limitation 1, as they may help
contextualize ambiguous alerts during genuine market regime shifts. In response to Limitation
4, concerning adaptive adversarial behaviour, future research should also explore adversarially
robust detection approaches capable of maintaining reliability under adaptive attack strategies,
thereby strengthening the long-term resilience of electricity market monitoring systems.
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