
 
 
 
 
 
 
 
Liu, Xuesong (2026) Secure semantic communication system design and 
optimisation. PhD thesis. 
 
 
 
https://theses.gla.ac.uk/86231/ 
 
 
 

Copyright and moral rights for this work are retained by the author 

A copy can be downloaded for personal non-commercial research or study, 
without prior permission or charge 

This work cannot be reproduced or quoted extensively from without first 
obtaining permission from the author 

The content must not be changed in any way or sold commercially in any 
format or medium without the formal permission of the author 

When referring to this work, full bibliographic details including the author, 
title, awarding institution and date of the thesis must be given 

 
 
 
 
 

 
Enlighten: Theses 

https://theses.gla.ac.uk/ 
research-enlighten@glasgow.ac.uk 

https://theses.gla.ac.uk/
mailto:research-enlighten@glasgow.ac.uk


Secure Semantic Communication System

Design and Optimisation

Xuesong Liu

Submitted in fulfilment of the requirements for the
Degree of Doctor of Philosophy

James Watt School of Engineering
College of Science and Engineering

University of Glasgow

17/06/2026



Abstract

Semantic communication (SemCom) has emerged as a promising communi-
cation paradigm that shifts the communication objective from accurate bit
transmission to effective semantic delivery. By transmitting semantic infor-
mation instead of raw data, SemCom significantly improves communication
efficiency and enables intelligent communication services for future networks.
With the rapid development of artificial intelligence and foundation models,
knowledge has become a fundamental element for semantic understanding,
semantic reasoning, and intelligent decision-making, driving the evolution of
SemCom toward knowledge-centric SemCom. However, the increasing de-
pendence on knowledge also introduces new challenges, such as trustworthy
knowledge utilisation, and efficient knowledge management. Existing studies
mainly focus on improving SemCom performance, while knowledge security
and lifecycle management are not sufficiently explored. Therefore, the de-
velopment of secure knowledge-enabled SemCom has become an important
research topic for future intelligent communication systems.

This thesis investigates secure knowledge-enabled SemCom from four
complementary perspectives, namely knowledge-assisted SemCom architec-
ture, privacy preserving transceiver design, knowledge utilisation, and knowl-
edge management. First, this thesis investigates knowledge-assisted privacy
preservation in SemCom from a knowledge-centric perspective. Then, poten-
tial privacy threats introduced by knowledge utilisation are analyzed. Based
on these observations, a knowledge-assisted privacy-preserving SemCom ar-
chitecture is proposed, consisting of a semantic transmission layer and a
knowledge management layer that jointly support secure semantic commu-
nications. The corresponding transceiver architecture is then presented to
illustrate the integration of knowledge into semantic encoding and decod-
ing. Second, we proposed a knowledge-based differential privacy method,
which combines differential privacy with shared knowledge to improve the
trade-off between privacy and utility. At the same time, we analyzed the pri-
vacy boundaries in SemCom to characterize the impact of differential privacy
and knowledge mismatch on semantic reconstruction and sensitive informa-
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tion inference, providing a strict privacy proof for the proposed method.
Furthermore, we proposed an adversarial optimisation strategy, which alter-
nately minimizes and maximizes joint optimisation of semantic reconstruc-
tion and privacy protection, enabling the semantic encoder to learn a poten-
tial representation that is invariant to privacy. Third, this thesis focuses on
jointly addressing three core issues of power allocation, knowledge caching,
and device-to-device user pairing in secure SemCom. a novel performance
metric is developed, namely semantic secrecy throughput, to quantify the in-
formation security level that can be achieved at each pair of SemCom users.
Next, a semantic secrecy throughput maximisation problem is formulated
subject to secure SemCom-related delay and reliability constraints. After-
ward, a security-aware knowledge management solution is proposed using the
Lagrange primal-dual method and a two-stage method.

The studies presented in this thesis establish a unified research framework
for knowledge-assisted secure SemCom by integrating knowledge-assisted ar-
chitecture, knowledge utilisation, and knowledge management into a coherent
perspective. The proposed methods not only improve the security, reliability,
and intelligence of SemCom but also demonstrate the importance of treating
knowledge as a core element rather than an auxiliary component.
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Chapter 1

Introduction

SemCom has emerged as a promising communication paradigm for next-
generation wireless networks, shifting the communication objective from reli-
able bit transmission to efficient semantic information exchange. Unlike con-
ventional communication systems, which primarily focus on accurately trans-
mitting and recovering bit streams, SemCom aims to deliver the intended
semantic meaning required by specific communication tasks. By transmit-
ting semantic information instead of complete bit sequences, SemCom has
the potential to significantly improve communication efficiency while satisfy-
ing the growing demands of intelligent applications. Consequently, SemCom
has attracted increasing research interest and is widely regarded as a key
communication paradigm for supporting semantic information exchange in
next-generation wireless networks.

A typical SemCom system generally consists of three essential functional
components: a semantic encoder, a semantic decoder, and a shared knowl-
edge. At the transmitter, the semantic encoder extracts semantic information
from the source message and converts it into compact semantic representa-
tions for transmission. Upon reception, the semantic decoder reconstructs
the intended semantic meaning from the received semantic representations.
Throughout the communication process, the shared knowledge provides con-
textual information and prior knowledge that enables communication enti-
ties to correctly interpret the transmitted semantics. Unlike conventional
communication systems, the performance of SemCom strongly depends on
effective semantic representation and shared knowledge, making semantic un-
derstanding, rather than accurate bit recovery, the primary objective of the
communication process.

Among the key components of a SemCom system, shared knowledge plays
a fundamental role in semantic information exchange. It provides contex-
tual information that helps communication entities understand the intended
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1.1. KNOWLEDGE AS KEY ELEMENT IN SEMCOM 2

meaning of transmitted messages. Shared knowledge also supports semantic
reasoning and reduces semantic ambiguity during the communication pro-
cess. As communication tasks become increasingly complex, SemCom relies
more heavily on shared knowledge to achieve accurate semantic understand-
ing. However, the extensive use of shared knowledge also introduces new
challenges in protecting semantic information and maintaining the trustwor-
thiness of shared knowledge. Therefore, designing the secure SemCom system
has also become particularly urgent.

1.1 Knowledge as Key Element in SemCom

Figure 1.1: Knowledge in SemCom

Knowledge has gradually evolved from an auxiliary component to the
pillar of SemCom system, this part consists of three closely related topics,
namely knowledge-assisted privacy-preserving architecture, transceiver de-
sign of privacy-preserving SemCom, and knowledge management for secure
SemCom. Together, these topics provide the technical foundation for de-
veloping secure, reliable, and intelligent SemCom systems. The following
subsections introduce these three parts in detail.
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1.1.1 Knowledge-Assisted Privacy Preserving Archi-
tecture

As shown in Figure 1.1, the knowledge-assisted privacy preserving architec-
ture consists of three parts: a knowledge base, a semantic transmission layer,
and a wireless transmission scenario. The system achieves semantic compres-
sion, transmission, and recovery by injecting public knowledge and private
knowledge into the semantic encoder and decoder respectively, enabling the
communicating parties to complete these processes based on shared knowl-
edge [1].

The core idea of this architecture is to exploit knowledge disparity to
preserve user privacy during SemCom. At the transmitter, knowledge is first
separated into public and private, after which knowledge is incorporated to
construct personalised semantic representations. At the receiver, the pri-
vate knowledge enables accurate recovery of sensitive information, whereas
an eavesdropper, lacking the complete private knowledge, can recover only
partial public information even if the transmitted symbols are intercepted.
Consequently, the absence of private knowledge, together with adverse chan-
nel conditions, significantly reduces the attacker’s ability to infer sensitive
information, thereby enhancing the overall privacy protection capability of
the proposed architecture [2].

This architecture strikes a balance between semantic transmission ac-
curacy and privacy security, providing a new security architecture for the
next-generation SemCom network. This architecture can dynamically adjust
the knowledge injection strategy based on different users’ knowledge back-
grounds, enabling personalized and secure information transmission, and is
particularly suitable for scenarios involving a large amount of sensitive in-
formation exchange, such as smart cities, vehicle networking, and medical
health.

1.1.2 Transceiver Design of Privacy-Preserving Sem-
Com

The core of privacy-preserving SemComs is the joint design of semantic en-
coding models at the transmitter and receiver. SemCom requires end-to-end
optimisation based on semantic representations. The transmitter extracts
task-related semantic information and suppresses the leakage of sensitive in-
formation. The receiver uses the received semantic features to reconstruct
the original message [3]. Therefore, privacy preservation is no longer only
a channel security problem. It has become a transceiver co-design problem.
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The transceiver design directly determines the trade-off among semantic fi-
delity, communication efficiency, and privacy protection.

In the knowledge-assisted privacy-preserving transceiver design, the trans-
mitter and receiver introduce privacy protection and knowledge enhancement
mechanisms, respectively. These mechanisms enable end-to-end joint opti-
misation. The transmitter employs a dedicated semantic encoding model. It
divides the latent semantic representation into a utility latent space and a
sensitive latent space, differential privacy with the Gaussian mechanism is
applied only to the sensitive latent space, utility latent space is transmit-
ted without perturbation [4]. This design reduces the semantic information
loss caused by privacy protection. Unlike basic semantic decoders in Sem-
Com, the receiver incorporates a shared knowledge to provide semantic pri-
ors, which compensates for the distortion introduced by differential privacy.
In addition, the system adopts privacy-aware adversarial learning. During
training, the semantic encoder, semantic decoder, and adversarial classifier
are jointly optimised. As a result, the transmitter learns privacy-invariant
semantic representations, while the receiver accurately reconstructs seman-
tic information with the aid of shared knowledge. This forms an end-to-end
collaborative transceiver design for privacy-preserving SemCom.

1.1.3 Knowledge Management for Secure SemCom

Knowledge management is an essential component of secure SemCom. As
SemCom systems continue to evolve, knowledge can be represented in various
formats, making knowledge organisation and utilisation increasingly impor-
tant [5]. Knowledge management provides systematic support for knowledge
storage, sharing, updating, retrieval, and maintenance, ensuring that com-
munication entities can access appropriate knowledge throughout the trans-
mission process.

In SemCom, base stations distribute various domain-specific knowledge
to all users uniformly. If an eavesdropping node caches identical knowledge
bases as legitimate users, it can fully reconstruct transmitted semantic infor-
mation merely by intercepting wireless bitstreams [6]. Traditional bit-based
physical-layer security metrics such as secrecy throughput and secrecy out-
age probability fail to quantify this risk of semantic leakage. Meanwhile,
knowledge base caching, user pairing and transmit power are tightly interre-
lated [7]. The type, storage overhead, and preference distribution of cached
knowledge bases directly shape the disparity in semantic decoding capability
between legitimate and eavesdropper links. Optimising caching strategies
or power allocation alone cannot balance semantic security, storage limits
and transmission latency. Existing literature lacks a joint resource manage-
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ment framework targeting eavesdropping risks caused by knowledge match-
ing. This gives rise to three key challenges: a performance metric tailored
for semantic security, differentiated knowledge caching policies for multiple
users, and pairing optimisation that accounts for knowledge matching levels.

Knowledge matching acts as the core prerequisite for accurate semantic
recovery. However, this mechanism creates unique security risks from seman-
tic eavesdropping, which stands as the top challenge in knowledge manage-
ment [8].

1.2 Motivation

Knowledge significantly enhances the true meaning of source messages. As
communication entities exchange semantic representations instead of raw bit
streams, knowledge is able to improve communication efficiency while sup-
porting intelligent communication tasks. However, the semantic representa-
tions generated by semantic coding models usually contain much richer infor-
mation. In addition to the intended semantic content, they can also reveal
sensitive user information, contextual knowledge, and task-related charac-
teristics. Consequently, semantic representations become valuable commu-
nication assets that require effective protection throughout the transmission
process.

Unlike conventional communication systems, protecting transmitted sig-
nals alone is insufficient for SemCom. Although semantic representations are
typically compressed into low-dimensional features, they still preserve the es-
sential semantic information required for downstream tasks. An adversary
may therefore infer private information from intercepted semantic represen-
tations or reconstruct sensitive semantic content through semantic reasoning.
Furthermore, because semantic information is highly correlated with contex-
tual knowledge, information leakage may occur even without recovering the
original source data. These characteristics introduce new security challenges
that cannot be fully addressed by existing communication security mecha-
nisms.

Another challenge arises from the diversity of SemCom applications. Dif-
ferent communication scenarios often involve different semantic objectives,
communication tasks, and user requirements. The same semantic informa-
tion may have different sensitivity levels depending on the application con-
text and user privileges. For example, public semantic information can be
shared among multiple communication entities, whereas private information
should only be accessible to authorized users. Therefore, secure information
transmission in SemCom should not only guarantee reliable semantic deliv-
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ery but also provide flexible protection according to semantic sensitivity and
communication requirements.

Meanwhile, the introduction of artificial intelligence further increases the
complexity of semantic security. Modern SemCom systems rely on deep neu-
ral networks to extract semantic representations, making the communication
process closely coupled with semantic learning and inference. As a result,
protecting semantic information is no longer limited to transmission secu-
rity but also involves knowledge management, Collaboration of knowledge
in distributed scenarios. These issues have become increasingly important
as SemCom evolves toward intelligent and knowledge-centric communication
systems.

Therefore, developing secure information transmission mechanisms has
become the first research motivation of this thesis. Such mechanisms should
effectively protect sensitive information while preserving semantic fidelity,
communication efficiency, and task performance. Achieving a proper bal-
ance between semantic utility and information protection is a fundamental
challenge for future knowledge-centric secure SemCom.

1.3 Objectives

The overall objective of this thesis is to establish a knowledge-centric secure
SemCom framework that supports secure information transmission, secure
knowledge utilisation, and knowledge management. By integrating seman-
tic intelligence, communication security, and knowledge management into a
unified framework, this thesis aims to improve the security of future Sem-
Com systems. To achieve this objective, the research presented in this thesis
focuses on the following aspects.

The first objective is to investigate secure information transmission in
SemCom. As semantic representations contain rich semantic information,
protecting sensitive information while preserving semantic fidelity has be-
come a fundamental requirement. This thesis aims to develop secure trans-
mission mechanisms that prevent information leakage without compromising
semantic understanding and communication performance.

The second research objective is to investigate secure knowledge utilisa-
tion for SemCom. As knowledge becomes an indispensable component of
semantic understanding and reasoning, its secure utilisation directly affects
the reliability and trustworthiness of SemCom systems. This thesis aims to
develop secure mechanisms that support knowledge sharing, knowledge in-
teraction, and trustworthy semantic reasoning while protecting knowledge
from unauthorized access and malicious manipulation. These studies further
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improve the capability of SemCom to support intelligent and secure SemCom
in diverse communication scenarios.

The third research objective is to investigate efficient knowledge man-
agement for secure SemCom. The continuous growth of knowledge resources
and the increasing complexity of SemCom networks require systematic mech-
anisms for knowledge organisation, sharing, updating, and utilisation. This
thesis aims to establish an efficient knowledge management framework that
enables scalable knowledge collaboration while maintaining communication
security and system reliability. The proposed research provides essential sup-
port for the practical deployment of future knowledge-centric secure SemCom
systems.

Collectively, these research objectives provide a systematic framework for
advancing knowledge-centric secure SemCom from secure semantic transmis-
sion to intelligent knowledge utilisation and scalable knowledge management.
The major research contributions achieved toward these objectives are pre-
sented in the next section.

1.4 Research Contributions

Guided by the research objectives presented in the previous section, this the-
sis investigates several fundamental issues in knowledge-centric secure Sem-
Com, ranging from secure information transmission to secure knowledge utili-
sation, secure knowledge collaboration, and efficient knowledge management.
Through these studies, a unified framework is established to support secure,
reliable, and intelligent SemCom. The main contributions of this thesis are
summarized as follows.

• We explore utilizing knowledge to enhance data privacy in SemCom
networks. Specifically, we first identify the potential attacks in Sem-
Com based on the analysis of knowledge. Then, we propose a knowledge-
assisted privacy preserving SemCom framework, which consists of a
data transmission layer for precisely encoding and decoding source
messages, and a knowledge management layer responsible for inject-
ing appropriate knowledge into the transmission pair. Moreover, we
elaborate on the transceiver design in the proposed SemCom frame-
work to explain how knowledge should be utilized properly. Finally,
some challenges of the proposed SemCom framework are discussed to
expedite the practical implementation.

• We propose a knowledge-assisted differentially private (DP) SemCom
framework that jointly exploits structured knowledge and latent-space
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privacy protection. Specifically, a variational autoencoder is employed
to decompose semantic representations into sensitive and non-sensitive
latent subspaces, where only the sensitive component is perturbed by
a DP mechanism. Meanwhile, structured knowledge derived from a
knowledge is incorporated as semantic prompts to assist legitimate de-
coding while creating knowledge asymmetry against eavesdroppers. We
further establish theoretical privacy guarantees by proving end-to-end
DP preservation under arbitrary post-processing and deriving explicit
upper bounds on the eavesdropper’s optimal inference accuracy. To
further enhance privacy robustness, an adversarial training strategy is
introduced to optimize the semantic encoder against attribute infer-
ence attacks while maintaining reconstruction quality. Experimental
results demonstrate that the proposed framework effectively achieves a
favorable privacy–utility tradeoff, significantly improving semantic re-
construction at the legitimate receiver while substantially reducing the
inference capability of eavesdroppers compared with existing privacy-
preserving SemCom schemes.

• Since the potential eavesdroppers may have the same background knowl-
edge to accurately decrypt the private semantic information transmit-
ted between legal SemCom users, this makes the knowledge manage-
ment in SemCom networks rather challenging in joint consideration
with the power control. To this end, We focus on jointly addressing
three core issues of power allocation, knowledge base caching (KBC),
and device-to-device (D2D) user pairing (DUP) in secure SemCom net-
works. We first develop a novel performance metric, namely semantic
secrecy throughput (SST), to quantify the information security level
that can be achieved at each pair of D2D SemCom users. Next, an SST
maximisation problem is formulated subject to secure SemCom-related
delay and reliability constraints. Afterward, we propose a security-
aware resource management solution using the Lagrange primal-dual
method and a two-stage method. Simulation results demonstrate our
proposed solution nearly doubles the SST performance and realizes
less than half of the queuing delay performance compared to different
benchmarks.

• We present a system-level analysis of security risks in knowledge-centric
SemCom. We develop an architectural decomposition of the knowledge
plane and identify four primary attack surfaces spanning knowledge
content integrity, activation and conditioning pathways, evolution and
synchronisation mechanisms, and cross-layer availability. We character-
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ize their corresponding semantic failure modes, demonstrating that bit-
level correctness does not imply semantic correctness. A case study on
knowledge version divergence shows that asynchronous updates alone
can induce encoder–decoder misalignment under error-free transmis-
sion. Finally, we outline defensive design principles and highlight open
challenges for building secure, scalable, and knowledge-aware SemCom
systems, establishing the knowledge plane as a first-class security do-
main in next-generation SemCom.

1.5 Dissertation Organisation

The rest of this thesis is organized as follows:
Chapter 2 reviews the related work on SemCom, knowledge-assisted Sem-

Com, secure and privacy-preserving issues in SemCom, and knowledge man-
agement for secure SemCom. It also summarizes the existing research chal-
lenges and identifies the research gaps addressed in this thesis.

Chapter 3 investigates secure information transmission in knowledge-
centric SemCom. A secure transmission architecture is developed to protect
sensitive information while preserving semantic fidelity and communication
performance.

Chapter 4 investigates secure transceiver design in SemCom. We have
proposed the boundaries of differential privacy and the opponent optimisa-
tion strategy. Moreover, the proposed framework enables secure knowledge
interaction and improves the reliability and trustworthiness of knowledge-
assisted SemCom.

Chapter 5 investigates knowledge management for secure SemCom. A
unified knowledge management framework is developed to support knowledge
organisation, sharing, updating, and utilisation for scalable and intelligent
SemCom networks.

Chapter 6 further investigates secure knowledge collaboration in dis-
tributed SemCom systems. It develops a secure mechanism for knowledge
sharing and collaboration to support trustworthy semantic understanding
across multiple communication entities.

Chapter 7 concludes this dissertation by summarizing the main research
findings and discussing several promising directions for future research in
knowledge-centric secure SemCom.



Chapter 2

Related Works

2.1 Knowledge-Assisted SemCom

SemCom reorients wireless transmission from bit-level reliability to task-
aware semantic delivery. The seminal end-to-end deep learning framework
DeepSC [9] relies purely on neural networks to extract implicit semantics,
which suffers from limited interpretability and fragile performance under
noisy channels. To alleviate such drawbacks, scholars introduce shared back-
ground knowledge between transceivers, forming the research field of knowledge-
assisted SemCom. Existing studies can be naturally divided into two coherent
research threads: knowledge representation designs customized for SemCom,
and the paradigm evolution from knowledge-enabled toward knowledge-centric
SemCom.

2.1.1 Knowledge Representation in SemCom

This research line centers on answering how knowledge can be formally mod-
elled, encoded and synchronized to support semantic encoding and decod-
ing. Research progresses gradually from unstructured knowledge storage to-
ward structured graph representation, and further toward embedding-based
compact knowledge expression. As an early attempt, Yi et al. [10] devel-
oped a SemCom framework built upon shared unstructured knowledge bases.
The transmitter only sends semantic content inconsistent with shared priors,
whereas predictable information is reconstructed locally at the receiver; nev-
ertheless, the lack of relational modelling restricts its semantic reasoning
capability. Moving beyond unstructured text corpora, Jiang et al. [11] pi-
oneered knowledge graph (KG) utilisation for textual SemCom, translating
original sentences into entity–relation triples as basic semantic units. Al-
though shared KGs assist the receiver in recovering complete information

10
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from partial transmitted triples, the adopted graph remains static without
online update functions.

Following this KG-oriented route, Wang et al. [12] shifted knowledge util-
isation from the transmitter side to receiver-side compensation. The re-
ceiver retrieves relevant graph triples to offset semantic corruption caused
by channel noise, yet the work fails to establish joint transceiver optimisa-
tion for knowledge representation consistency. To reduce the heavy overhead
of transmitting raw graph structures, Wu et al. Moreover, [13] integrated
knowledge graph embedding into zero-shot SemCom, mapping discrete graph
elements into low-dimensional continuous vector space. This design improves
transmission efficiency and generalisation to unseen concepts, but overlooks
knowledge mismatches between communication endpoints.

Apart from graph-based schemes, Wheeler and Natarajan [14] explored an
alternative paradigm using geometric conceptual spaces for semantic knowl-
edge representation. They derived theoretical semantic error bounds under
geometric semantic metrics, though their analysis is only validated in sim-
plified synthetic settings. From a systematic generative perspective, Ren et
al. [15] proposed a hierarchical knowledge base architecture, which classifies
knowledge into source knowledge, task knowledge and channel knowledge.
A critical limitation lies in the strong assumption of perfectly synchronized
knowledge, which rarely holds in dynamic wireless networks.

Recently, combining knowledge graphs with large language models, Liu et
al. [16] put forward KGRAG-SC by introducing GraphRAG into SemCom.
Instead of transferring full subgraphs, only pointers of core semantic sub-
graphs are delivered to cut signalling cost; however, the framework is tightly
coupled with LLMs and cannot be easily extended to general multi-modal
scenarios.

2.1.2 From Knowledge-Enable to Knowledge-Assisted
SemCom

Early knowledge-assisted designs treat knowledge as auxiliary side informa-
tion appended to conventional SemCom pipelines, which we term knowledge-
enabled SemCom. Recent studies gradually rethink the system architec-
ture and push toward knowledge-centric SemCom, where knowledge governs
the whole communication workflow. We elaborate this evolutionary trend
through representative works.

The DeepSC framework [9] serves as the baseline purely data-driven
SemCom architecture without explicit knowledge modules. Nearly all early
knowledge-enabled schemes inherit its encoder–decoder backbone and embed
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knowledge modules as add-ons, where knowledge merely helps enhance se-
mantic reconstruction quality rather than dominating communication logic.
Recognizing the vulnerability of static knowledge, Fang et al. [17] pointed out
that transceiver knowledge inconsistency severely degrades semantic trans-
mission performance. To tackle this issue, they adopted generative AI to
support incremental dynamic knowledge updating via semantic interactions,
even though the optimisation objective is still confined to single-link com-
munication performance.

Extending dynamic knowledge to networked systems, Zhang et al. [18]
constructed a context-aware knowledge-enhanced SemCom framework for
digital twin networks. The system continuously accumulates contextual
knowledge to optimize transceiver processing, yet the solution is task-specific
and lacks native support for network-scale multi-user knowledge coordina-
tion.

On the architectural level, Strinati et al. [19] proposed the Kraken cogni-
tive 6G vision featuring an independent network knowledge plane. Under this
architecture, SemCom becomes an application running on top of distributed
shared knowledge infrastructure, clearly drawing the dividing line between
knowledge-enabled and knowledge-centric communication paradigms. Built
on such architectural insights, Zhang et al. [20] formally conceptualized
knowledge-centric SemCom. Unlike knowledge-enabled systems that use
knowledge to recover transmitted messages, knowledge-centric SemCom pri-
oritizes mutual knowledge alignment among agents; still, fundamental chal-
lenges including distributed knowledge synchronisation remain insufficiently
addressed.

Despite the above advances, few existing works establish a unified frame-
work that use knowledge to enhance privacy. This gap motivates investiga-
tion into knowledge-assisted coding design in secure SemCom.

2.2 Secure and Privacy-Preserving SemCom

There are many threats in SemCom, we organize representative literature into
two subsections covering security threats and privacy-preserving threats.

2.2.1 Security Issues in SemCom

Security vulnerabilities of SemCom span the wireless channel, semantic cod-
ing models and shared knowledge. Sagduyu et al. [21] systematically inves-
tigated multi-domain adversarial attacks on deep learning-based SemCom,
demonstrating that subtle perturbations imposed on latent semantic repre-
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sentations can mislead semantic understanding without obvious bit errors.
Shen et al. [22] constructed a multi-layer risk taxonomy for SemCom ar-
chitectures and summarized defensive strategies covering semantic extrac-
tion, over-the-air transmission and semantic reconstruction modules. From
the viewpoint of knowledge-assisted SemCom, Guo et al. [23] pointed out
that poisoning or tampering shared knowledge graphs will trigger persis-
tent semantic misinterpretation, whereas dedicated countermeasures target-
ing knowledge-layer attacks remain insufficiently explored. Li et al. [24] built
physical-layer security empowered SemCom frameworks to enhance transmis-
sion confidentiality against passive wiretapping over fading wiretap channels.
Jiang et al. [25] proposed model-hopping SemCom inspired by frequency hop-
ping, dynamically switching encoder-decoder parameters to raise the barrier
for adversaries launching adversarial eavesdropping. Despite these efforts,
most existing security designs separate knowledge synchronization security
and semantic transmission security, lacking joint optimisation frameworks
tailored for knowledge-assisted SemCom systems.

2.2.2 Privacy-Preserving Issues in SemCom

There are numerous analyses on the issue of privacy leakage in semCom,
such as Won et al. [7] delivered a comprehensive survey on privacy threats in
SemCom, including model inversion, contextual inference and data leakage
during knowledge exchange between transceivers. Wang et al. [26] adopted
adversarial training to defend against model inversion attacks in task-oriented
semantic transmission. Zhao et al. [27] constructed federated SemCom frame-
works with model division multiple access to resist gradient inversion attacks
in distributed edge networks. Nevertheless, most existing privacy-preserving
strategies seldom balance knowledge synchronization overhead, semantic re-
construction accuracy and strict privacy constraints simultaneously. This
research gap motivates our investigation into knowledge-assisted secure and
privacy-aware SemCom.

2.3 Knowledge Management in SemCom

Shared knowledge serves as fundamental enablers to improve semantic re-
construction and transmission efficiency. Nevertheless, dynamic knowledge
synchronization, update, storage and access bring new security challenges
distinct from conventional SemCom. Existing literature splits into two re-
search branches: security risks during knowledge utilisation, and knowledge
management frameworks to fortify secure semantic transmission, reviewed as
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follows.

2.3.1 Secure Knowledge Utilisation

Transceivers rely on shared knowledge to complete semantic reasoning, while
improper access, tampering and leakage of knowledge become critical vulner-
abilities. Guo et al. [23] summarized security threats in knowledge-augmented
SemCom, highlighting that adversaries can launch knowledge graph poison-
ing to mislead semantic decoding without attacking wireless channels. Sag-
duyu and Ulukus [21] indicated that exchanged knowledge metadata between
communication pairs may leak task semantics, forming an additional leak-
age channel apart from semantic feature transmission. Zhang et al. [20]
further pointed out that asymmetric knowledge status between transmitter
and receiver inherently causes semantic mismatch, which can be maliciously
exploited by active attackers. Li et al. [24] demonstrated that static shared
knowledge lacks access control mechanisms, allowing unauthorized parties
to retrieve background knowledge and infer private communication contexts.
Although these works identify diverse risks in knowledge usage, they lack
lightweight protection mechanisms suitable for resource-limited wireless Sem-
Com terminals.

2.3.2 Knowledge Management for Secure SemCom

To mitigate the above vulnerabilities, recent research begins to adopt stan-
dardized knowledge management strategies to support trustworthy SemCom
systems. Won et al. [7] outlined basic requirements for knowledge lifecycle
management, including knowledge creation, synchronization, version control
and revocation in distributed SemCom networks. Shen et al. [22] argued
that dynamic knowledge updating protocols must be embedded into Sem-
Com pipelines to resist the degradation caused by poisoned static knowl-
edge. Wang et al. [26] designed knowledge filtering strategies, removing
sensitive entities before knowledge sharing to balance privacy and seman-
tic recovery performance. Jiang et al. [25] combined knowledge version ne-
gotiation with semantic encoder adaptation, reducing semantic distortion
induced by inconsistent knowledge snapshots. Even so, most existing man-
agement schemes separate knowledge maintenance and semantic transmission
optimization. A unified framework that jointly optimizes knowledge synchro-
nization overhead, knowledge access security and SemCom reliability remains
under-explored.



Chapter 3

Knowledge-Assisted Privacy
Preserving Architecture

3.1 Introduction

Knowledge, the pillar of SemCom, is capable of underpinning semantics rep-
resentation, extraction, and recovery [28]. Basically, knowledge is a data
repository containing structured information and semantic relations, provid-
ing strong context information and reasoning ability for transmitters and
receivers [29]. More specifically, knowledge could assist transmitters in com-
pressing source messages into semantics for encoding with low redundancy.
At the receiver side, reasoning ability empowered by knowledge is needed to
recover the true semantics from the distorted bits. Knowledge usually con-
tains specific domain information and semantic rules. For instance, in the
field of medical science, the knowledge may contain information related to
diseases, symptoms, treatments, etc. Technically, the indirect relationship
between diseases and treatments can be inferred via the contextual infor-
mation in the knowledge, and their semantic rules are analyzed. Moreover,
knowledge should be periodically updated in SemCom systems to keep its
timeliness.

Although the prospects of SemCom have been widely recognized, privacy
issues exist as a vital barrier to unlocking its full potential. Eavesdropping
attacks, referring to the unauthorized interception and monitoring on data
transmission, bring significant challenges for privacy leakage [30], especially
in SemCom systems. Unlike conventional eavesdropping attacks, eavesdrop-
pers equipped with a capable semantic coding model may be able to recon-
struct semantics from only a few stolen bits [31]. Furthermore, if attackers
hold partial or even full knowledge of the transceiver, the threat becomes

15
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more severe. In such cases, eavesdroppers can leverage their knowledge in
conjunction with capable semantic coding models to infer additional seman-
tics from the stolen bits, such as hidden information and future messages
between the transmission pair. To resit to serious privacy leakage issues,
privacy-preserving SemCom designs are urgently needed.

To avoid privacy leakage under the aforementioned attacks, the major
challenge is to prevent attackers from restructuring source information with
eavesdropped semantics. Therefore, privacy-preserving design should be
placed on the two core components of SemCom, i.e., coding model and knowl-
edge. Although some researchers have delved into the privacy-preserving
SemCom design by securing encoding-decoding models, only a few contri-
butions highlighted the potential of preventing privacy leakage by means
of tailored knowledge design and utilisation. Knowledge is not only a sim-
ple database that enables the encoder-decoder to compress and restructure
source messages, it also has great potential to assist in a dynamic codebook
construction for a specific SemCom transceiver. Since the context-specific
semantic relationship and semantic entity of the knowledge can be periodi-
cally updated, it is difficult for attackers to accurately synchronize the whole
knowledge for restructuring the source message. In addition, knowledge could
be utilized in a dedicated and pre-agreed manner for the transceiver, mis-
leading eavesdroppers into exploiting the knowledge incorrectly and recon-
structing inaccurate semantics.

In this chapter, we design a knowledge-assisted privacy preserving Sem-
Com framework to resist eavesdropping attacks. The main contributions are
summarized as follows:

• The categories of knowledge in SemCom are analyzed, followed by a
discussion of three typical eavesdropping attacks in SemCom that can
lead to privacy leakage.

• We propose a knowledge-assisted privacy preserving SemCom frame-
work by proposing novel designs for a reliable data transmission layer
and a knowledge management layer.

• We illustrate the workflow of encoders and decoders in the proposed
privacy preserving SemCom framework, and demonstrate the ability of
resisting different eavesdropping attacks.

• Finally, to expedite the implementation of the proposed framework, we
discuss some potential challenges that may arise in practice.
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Figure 3.1: Three potential attacks against knowledge in the semantic com-
munication system.

3.2 Potential Privacy Threats in SemCom

Before addressing privacy issues in SemCom, let us first overview the knowl-
edge categories in SemCom. Following that, we define three typical eaves-
dropping attacks, as shown in Fig.3.1.

3.2.1 Categories of Knowledge in SemCom

As discussed before, knowledge plays a key role in SemCom for semantics
extraction and recovery. Generally, there are two categories of knowledge in
SemCom.

Global knowledge refers to public information that can be accessed by
everyone, such as publicly-available knowledge from the Internet. Therefore,
in SemCom networks, it is commonly assumed that transmitters and receivers
hold the same global knowledge. By injecting global knowledge into the
semantic encoders and decoders, enables two communication ends to hold
the same understanding of public information.

Personal knowledge consists of some private and sensitive content of
each individual user, such as user behavior, preferences, and the knowledge
gained from individual practice. Transmitters and receivers hold their own
personal knowledge. At the transmitter end, the semantic encoder exploits
personal knowledge to filter out irrelevant information, reducing redundancy
during encoding and further compressing the source messages. At the receiver
end, the semantic decoder recovers the meaning of source messages from
the received bits with the assistance of the receiver’s personal knowledge.
Moreover, if the recovered messages are ambiguous, personal knowledge can
be supplemented to help receivers understand the semantics precisely.
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3.2.2 Three Eavesdropping Attacks in SemCom

Based on the discussions on knowledge, we identify the following three types
of eavesdropping attacks in SemCom.

Bits Eavesdropping

This kind of attack refers to stealing source messages by purely eavesdropping
on wireless signals over a wireless channel. In this way, attackers can only
intercept bits but may not decode accurate semantics from these bits due to
the lack of a matched semantic coding model. Therefore, attackers can detect
that there are some information exchanges between the two ends, but they
cannot understand the information itself. Note that the knowledge attackers
hold does not matter in this case due to the lack of a qualified semantic
coding model.

Global Knowledge Assisted Semantics Eavesdropping

Attackers in this case are equipped with a matched semantic model along
with global knowledge, enabling them to eavesdrop on some public seman-
tics. Attackers first intercept bits over a wireless channel, and then decode
semantics by using their own semantic coding model, injected with global
knowledge. In this way, attackers can recover the public semantics of source
messages to some extent, leading to privacy leakage issues at the semantic
level. Moreover, by analyzing all eavesdropped bits, attackers diSemComover
that limited bits can be decoded into public information, thus determining
that the undecoded bits may contain other semantic information.

Personal Knowledge Assisted Semantics Eavesdropping

In this case, attackers acquire both personal and global knowledge as well
as a matched semantic coding model. It is evident that attackers in this
case are highly capable of eavesdropping on both public and private seman-
tics, thereby posing significant challenges on user privacy in SemCom. Since
attackers may hold personal knowledge of transmitters and receivers, the pri-
vacy of both sides might be leaked. For transmitters, attackers exploit per-
sonal knowledge to infer sensitive information and global knowledge to infer
public information. Moreover, the attacker may fully decode the meaning of
source messages from the perspective of receivers, particularly for sensitive
information of receivers. In addition, attackers can exploit these personal
knowledge discrepancies between receivers and transmitters to potentially
predict future messages exchanged between the pair.
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By analyzing the above three different kinds of eavesdropping attacks,
it is clear that the attacker’s understanding of personal knowledge directly
determines how much privacy can be stolen. Furthermore, general semantic
coding models are usually loosely coupled with knowledge and may not pro-
tect privacy well. Therefore, it is necessary to design a new SemCom frame-
work that includes knowledge management and data encoding/decoding to
wisely exploit knowledge to accurately exchange semantics while protecting
data privacy.

Figure 3.2: Our proposed knowledge-assisted privacy preserving SemCom
framework.

3.3 Knowledge-assisted Privacy Preserving Sem-

Com

As shown in Figure 3.2, the proposed SemCom framework consists of two
layers: a knowledge management layer and a data transmission layer. The
knowledge management layer undertakes knowledge coordination between
transmitters and receivers, while the data transmission layer utilizes novel
SemCom transceivers with the assistance of injected knowledge. To illustrate
the framework clearly, we will focus on the scenario with one transmission
pair in the following.
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3.3.1 Data Transmission Layer

In this framework, global knowledge is injected into the coding model through
word embedding methods, while private knowledge is injected into the cod-
ing model through graph embedding methods. Generally, the transmitter
extracts the semantic features from source messages by injecting knowledge
to minimize the amount of data to be transmitted, and the source message
in this way is encoded as a sequence of symbols for transmission via wire-
less channel. Correspondingly, the receiver decodes the received distorted
symbols and recovers the semantics of the original messages with the assis-
tance of its knowledge. Specifically, an encoder located in the transmitter
comprises four modules, including sensitive entity recognition, attention, en-
tity alignment, and token encoding module. At the receiver end, a decoder
having the same knowledge as that of the encoder is deployed to recover the
semantics of source messages from the received channel-distorted bits. This
requires another four modules at the receiver side, namely the token decoding
module, knowledge disaggregation, attention, and semantic inference. The
detailed illustration of the encoder and decoder design will be provided in
the next section.

3.3.2 Knowledge Management Layer

As discussed, knowledge plays a unique role in extracting and recovering se-
mantics at both sides. To fully unleash the potential of knowledge, global
knowledge is openly accessible as shared datasets, while graph database is
utilized as a specialized library for processing personal knowledge and storing
private knowledge in the knowledge management layer. Before discussing the
process of knowledge management, let us define the concepts of fused knowl-
edge, private knowledge, and updated knowledge, which are specially intro-
duced in our framework. Fused knowledge merges the personal knowledge
of a transmitter and a receiver through the form of knowledge graph (KG).
Here we specify that each entity in this KG represents a basic semantic el-
ement, such as place, event, people, etc. An edge connecting two entities
in this KG represents the relationships. Private knowledge is a subgraph
of the fused knowledge, including all entities and their relationships with
respect to the coming source messages. Moreover, private knowledge may
include extra entities related to the source messages due to the structured
KG. Additionally, updated knowledge is the newly added information in
personal knowledge, which ensures the timeliness of personal knowledge. In
this way, both fused knowledge and private knowledge can be dynamically
updated.
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Knowledge Fusion

This task illustrates the process of merging personal knowledge between the
transmitter and the receiver in trusted graph databases, ensuring the same
understanding of both sides in SemCom. To construct this fused knowledge
in KG format, knowledge alignment, and knowledge disambiguation are re-
quired.

Knowledge alignment is the process of matching entities with the same
name between the transmitter’s and receiver’s personal knowledge. For ex-
ample, an entity “apple” may exist in the personal knowledge of both sides,
and we need to replace the two dispersed entities with an entity in the fused
KG, thus eliminating redundant knowledge and ensuring its consistency. Pri-
vate set intersection (PSI) [32] accomplishes this through hash-encrypted
knowledge exchanges, without revealing non-intersecting parts of personal
knowledge.

Knowledge disambiguation is the process of distinguishing knowledge
with the same names but different semantics, thus reducing semantic am-
biguity in SemCom. Contextual analysis methods, such as word sense dis-
ambiguation [33] are typically exploited. By matching target entities and
their relationships in the context of the source message, the semantics of
the target entity can be determined. For instance, in the sentence “Apple
is a company”, analyzing the relationship between the entities “apple” and
“company”, “apple” refers to a brand rather than a fruit. Consequently,
fused knowledge is established in a KG format, and the issues of knowledge
redundancy and disambiguation can be resolved. Considering the eavesdrop-
ping risk of updated knowledge, it is difficult for the attacker to generate
the same fused knowledge as the transmitter and receiver due to the lack of
personal knowledge.

Private Knowledge Construction

With the fused knowledge, it ensures the same understanding capability of
the transmitter and receiver. However, if we directly inject the fused knowl-
edge into the encoder and decoder, this might be a large-scale and extremely
complicated semantic coding model. Moreover, considering that the distri-
bution of a given source message in the fused knowledge may be a subgraph
with a very small scope, it is necessary to further clarify the scope of private
knowledge in the fused knowledge. This process of private knowledge con-
struction is divided into three steps, namely source message analyzing, source
message querying, and minimal KG construction. Source message analyzing
is to convert source messages into the format for entity querying, which can
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be directly realized by natural language processing techniques. Source mes-
sage querying is to find all entities and relationships related to the source
messages in fused knowledge, with the aim of specifying the scope of the
private knowledge, graph traversal languages adapted to fused knowledge
can effortlessly implement it. Based on this, The entities of source mes-
sages in fused knowledge are collected by random walk [34], and the minimal
spanning tree is utilized to extract the minimal connected subgraph in fused
knowledge, removing irrelevant nodes and relationships, thereby optimizing
the structure of private knowledge.

Private Knowledge Distribution

Private knowledge distribution entails that the transmitter and the receiver
can obtain the same private knowledge in the graph database. General
queries can be carried out directly via graph query language for information
retrieval, whereas private knowledge query requires identity authentication
before querying. The receiver will be empowered with different permissions
through various traditional encryption methods, such as digital signatures
and shared keys. Overall, graph databases are effective in ensuring the con-
sistency and integrity of private knowledge in an eavesdropping environment.

Figure 3.3: The intrinsic structure of knowledge-assisted encoder networks.

3.4 Transceiver Design

In this section, we discuss how to design an SemCom transceiver with the
assistance of knowledge to protect sensitive information.
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3.4.1 Knowledge-Assisted Encoder Network

The basic idea in this encoder network design is to leverage global knowledge
to compress source messages, while utilizing private knowledge of both sides
to protect sensitive information. To this end, the knowledge-assisted encoder
shown in Fig. 3.3 proposed, which is comprised of four modules, namely sen-
sitive entity recognition module, attention module, entity alignment module,
and channel coding module.

The sensitive entities recognition module consists of two functions. The
first function is to SemComreen the potentially sensitive information in pri-
vate knowledge, Named Entity Recognition (NER) method [35] is a core task
in natural language processing with the goal of recognizing specific entities
in private knowledge. NER determines sensitive content in a source mes-
sage by matching sensitive keywords, such as personal name, Email, ID, etc.
This has the advantage of being able to differentiate the intrinsic sensitivity
for entities of the same category. For example, “Bob” and “Alice” are both
names and should be identified as sensitive information. However, “Alice”
has a direct relationship with “Google account” and “password” in private
knowledge, thus only “Alice” is identified as sensitive information. The sec-
ond function is to analyze the relationships among these sensitive entities in
private knowledge. Graph neural network (GNN), specialized for processing
graph-structured data, could be exploited for identifying internal relation-
ships of sensitive entities in private knowledge by edge classification [36].
Generally, the complexity of GNN is higher than that of traditional deep
neural networks. The computation of GNN involves the sparsity of graph
structure data and the aggregation and propagation of neighbor nodes.

The attention module consisting of two layers transforms global knowl-
edge and private knowledge into sequence tokenisation. The lower layer at-
tention module captures the basic word-level and syntactic information of
the source message, which can be accomplished by natural language process-
ing models, such as BERT. The upper attention module is responsible for
integrating tokens between private knowledge and global knowledge, thus en-
abling to representation of the heterogeneous information of global knowledge
and private knowledge in a unified feature space.

The entity alignment module contains original tokens represented by
global knowledge, and sensitive tokens represented by private knowledge.
The core idea of this module is to find the sensitive tokens, overlaying
sensitive tokens over original tokens with the same semantics. Intuitively,
the semantic similarity between original tokens and sensitive tokens can
be computed directly using traditional methods, such as structural similar-
ity [5]. Since original tokens are non-structured data, the structural similar-
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ity method may cause them to lose their structural properties. Additionally,
its low computational complexity makes it applicable in SemCome scenar-
ios with limited wireless resources. Another reliable method is to train a
joint embedding model [37] that puts original tokens and sensitive tokens
in the same vector space and evaluates their similarity by calculating the
cosine angle of the two vectors, overlaying sensitive tokens into original to-
kens with similar semantics. However, this method has a high complexity in
the training phase and consumes a lot of computing resources and time in
SemCom that require large data processing. Finally, a set of tokens jointly
represented by private and global knowledge is converted into binary bits
and entered into the token encoding module for transmission, ensuring the
transmission of sensitive information via different channels precisely.

The top part of Fig.3.5 visualizes the data flow as it passes through the
proposed SemCom encoder. The source message is unstructured data. Text
preprocessing decomposes the source message into words or phrases, and
transforms the source message into a vector representation through word em-
bedding, extracting the features in the source message. The word or phrase
becomes the candidate entity in turn, and the entity that is most relevant
to the knowledge is matched according to its feature ranking. Moreover,
entity naming identifies sensitive and non-sensitive information in a source
message by labeling it with an entity type. A vocabulary is constructed
through the relationships between entities, and a set of relationships will be
mapped to a unique ID which can be represented by a token. Additionally,
which token represents sensitive information can be accomplished by entity
replacement. Finally, these tokens are converted into binary bits via token
encoding module, and these bits are then transmitted over a noisy wireless
channel.

3.4.2 Knowledge-Assisted Decoder Network

As illustrated in Figure 3.4, the token decoding module within the knowl-
edge assisted-decoder is responsible for recovering the original tokens. Subse-
quently, these tokens are entered within the knowledge disaggregation mod-
ule. Original tokens and sensitive tokens are recovered via a neural network,
which specially obtains the relationships between sensitive and public infor-
mation. The cooperative interaction between the attention module and the
knowledge representation module enables the parsing of sequences containing
sensitive information into sensitive tokens, these tokens are then converted
back to corresponding entities to be located in private knowledge. These
located entities further enable sensitive information to be better inferred at
the receiver side. Next, the tokens represented by global knowledge will be
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Figure 3.4: The intrinsic structure of knowledge-assisted decoder networks.

recovered directly to source semantics.
The semantic inference module as the main component of the Knowledge-

Assisted decoder refers to the retrieval of sensitive information for source
messages in private knowledge, thereby understanding the deep sensitive in-
formation. Fine-grained sensitive information helps to locate the initial entity
in private knowledge, improving the accuracy of inference. Thus, Rule-based
local inference methods [38] can analyze the edges of sensitive entities to ex-
plore new entities and obtain new relationships, inferring new semantics, such
as “Password is 123456” and “Google Account is abcd@gmail”. However,
this method may have a relatively long reasoning time and limited accuracy.
To deal with these issues, neural networks can be used to model triples and
multipaths thus establishing the relationship between sensitive entities and
other related entities. By converting the rules into vector operations and
applying the neural network method with strong learning ability, the end-
to-end differentiable model is realized to ensure inference and generalisation.
Besides, since harsh channel conditions may cause some core semantics to
be lost during the decoding process, the semantic inference module can use
private knowledge to infer the missing semantic information, thereby com-
pensating for the information loss caused by channel impairments and noise,
and assisting the system to infer reasonable semantics in SemCom scenarios
with low signal-to-noise ratio.

As shown in the bottom part of Fig. 3.5, the data flow at the decoder part
is illustrated. The distorted binary bits are first decoded by the receiver from
the received wireless signals, these bit is converted to a token by the token
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decoding module. A vocabulary has been constructed in the encoder during
the conversion of entities to tokens. Therefore, the same applies to decoders,
and the token will be converted to the corresponding entity. Finally, semantic
information can be obtained by inferring various relationships of entities.

Figure 3.5: Data flows in the proposed transceiver.

3.4.3 Analysis on Eavesdropping Attacks

Despite we assume a trusted graph database in knowledge management of
our framework, both global and personal knowledge may still be stolen and
exploited by eavesdroppers. As a result, all three kinds of attacks discussed in
previous section could occur. Let us demonstrate how our proposed SemCom
framework can protect from the three eavesdropping attacks.

In the case of bit eavesdropping, attackers with no matched semantic cod-
ing model can only intercept bits via the wireless channel, and decode these
bits at a syntactic level. Despite the attackers can detect the information
exchanged between the two ends, they cannot obtain semantic information.
Therefore, limited privacy could be leaked.

As discussed, the second type of global knowledge assisted semantics
eavesdropping attack assumes that the attackers are equipped with a ca-
pable decoder along with the global knowledge. This attack may manifest
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in the bit and token levels. Second, we match global knowledge with private
knowledge in the entity alignment module for heterogeneous information,
tokens cannot be turned into source messages without private knowledge.
The decoding model from attackers may not have this function, much less
private knowledge, resulting in a large number of errors in the decoding pro-
cess. Thus, it is almost impossible for the attacker to obtain valuable public
information from global knowledge. Our designed knowledge management
layer and knowledge-assisted encoder provide dual protection against global
knowledge assisted semantics eavesdropping.

Personal knowledge assisted semantics eavesdropping attacks empower
attackers to decode public and private information. This attack has a great
impact on the bit level and token level, and poses a challenge to the en-
tity level. Similar to global knowledge assisted eavesdropping attacks, the
graph database stores personal knowledge of the transmitter and receiver,
radically reducing the risk of eavesdropping at the bit level. The difference is
that we fuse the personal knowledge into private knowledge at the knowledge
management layer, and attackers cannot get the private semantics even if it
decodes through the personal knowledge, avoiding token level threats. How-
ever, smart attackers are likely to fuse personal knowledge to obtain private
knowledge, launching a challenge to the entity level. To this end, we design a
sensitive entity recognition module to further SemComreen sensitive entities
in private knowledge, distinguishing the definition of sensitive information in
the same private knowledge between eavesdroppers and receivers effectively,
which ensures the transmission of private semantics precisely.

3.5 Open Issues and Outlook

We illustrate the workflow of the knowledge-assisted encoder and decoder and
qualitatively analyse how the proposed architectural mechanisms mitigate
the three representative eavesdropping attacks identified in Section 3.2. This
analysis is intended to establish the security design rationale rather than
provide a formal or quantitative security guarantee. Despite the expected
prospects of the proposed knowledge-assisted privacy preserving SemCom
framework, there are still some challenges that need to be addressed before
relishing its full potential.

Dynamic Channel Condition: The transceivers in our proposed Sem-
Com framework are assumed to be trained under a given channel condition.
However, wireless channel conditions in practical scenarios are typically dy-
namic, and this may significantly degrade both data transmission accuracy
and privacy levels. For example, severe bit error rate may lead to incorrect
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tokens decoded at receivers, while excellent channel conditions might enable
eavesdroppers to decode excessive public information, potentially compro-
mising privacy levels. Therefore, enhancing the generalisation capability of
transceivers in the proposed SemCom framework should be another non-
trivial challenge. Some prompt-based learning algorithms can be exploited
to timely adjust or fine-tune parameters in the coding model to adapt channel
dynamics.

Scalability of the knowledge management layer: With the increase
of network nodes and devices, the graph database needs to process more
data, especially in the process of frequent knowledge updates. In the case
of unstable networks or frequent node changes, it is particularly important
to synchronize knowledge updates between different nodes and maintain the
consistency of knowledge in the transceivers [39]. In addition, KG tasks are
compute-intensive, and these tasks have different bandwidth requirements.
In low-latency scenarios, how to precisely distribute these tasks to different
nodes and ensure balanced computing load is an issue.

Overwhelmed Private Knowledge: Compared to global knowledge,
the information volumes and training parameters in private knowledge are
relatively insignificant, thus private knowledge may be overwhelmed by global
knowledge. In this case, the information represented by sensitive entities in
private knowledge will be replaced by global knowledge, when performing
entity alignment module. A possible approach is to introduce complex at-
tention mechanisms into the model to better utilize the knowledge. Addi-
tionally, considering varying knowledge preferences and limited knowledge
storage capacities among different SemCom users, how to realize efficient
knowledge construction to maximize the overall semantic performance in
SemCom-based networks becomes rather challenging.

High Computational Burden on Mobile Devices: Private knowl-
edge may contain numerous entities and edges, and embedding these into
a coding model requires dealing with complex graph structures. This sig-
nificantly increases the computational complexity of the model. Therefore,
the training time could be prolonged, affecting the iteration and convergence
speed of the model. To alleviate the computing burden on mobile devices,
incremental learning and distributed computing can be utilized [40].

Lack of Standardized Metrics of Privacy in SemCom: Measuring
the level of privacy in SemCom is another challenge. Traditional metrics from
information theory, such as entropy and mutual information, may not be
directly applied to measure privacy in SemCom. Entropy cannot distinguish
between sensitive and non-sensitive information, and if a high entropy of a
dataset, this does not mean a high privacy risk. Similarly, mutual information
can measure the amount of information between two variables/messages, but
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it cannot specifically measure which information poses a threat to privacy.
To define a suitable metric, exploiting differential privacy could be a potential
way.

3.6 Conclusion

In this thesis, we explored the utilisation of knowledge to enhance data pri-
vacy in SemCom networks. We began by analyzing the potential three kinds
of eavesdropping attacks in SemCom, then proposed our privacy-preserving
SemCom framework, consisting of data transmission layer and knowledge
management layer. Especially, we elaborated the transceiver design in this
framework to ensure an accurate data transmission at a semantic level while
protecting sensitive information from eavesdroppers by exploiting private
knowledge at the transmitter and receiver sides. This work can be seen
as a pioneer in exploiting knowledge to enhance data privacy in SemCom.



Chapter 4

Knowledge-Assisted
Transceiver Design for Privacy
Preservation

4.1 Introduction

SemCom has emerged as a promising communication paradigm that shifts the
communication objective from accurately transmitting symbols to reliably
conveying semantic information [41].

Despite its impressive communication efficiency, the deployment of Sem-
Com introduces new privacy challenges [42] [43] [44]. Existing semantic en-
coders extract compact latent representations that preserve task-relevant in-
formation while simultaneously embedding abundant sensitive semantic at-
tributes. Once the transmitted semantic representation is intercepted by an
unauthorized receiver, an eavesdropper may infer sensitive user information
through semantic reconstruction or attribute inference attacks [45]. Com-
pared with conventional bit-level communications, semantic representations
usually contain much richer contextual information, making privacy leakage
considerably more severe. Consequently, privacy preservation has become
one of the fundamental challenges for practical SemCom systems [46].

Differential privacy (DP) has been widely recognized as an effective math-
ematical framework for protecting sensitive information by injecting cali-
brated random perturbations into the transmitted data [47]. Owing to its
rigorous privacy guarantees and robustness against arbitrary post-processing,
DP has recently been introduced into SemCom systems. However, directly
perturbing latent semantic representations inevitably degrades semantic re-
construction quality because useful semantic information and privacy-sensitive

30
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information are usually highly coupled in the latent space. Although in-
creasing the privacy budget improves reconstruction performance, it simul-
taneously weakens privacy protection, leading to the well-known privacy–
utility tradeoff [48]. Existing DP-based SemCom frameworks therefore suf-
fer from considerable performance degradation under strong privacy con-
straints [49] [50].

Meanwhile, recent studies have shown that external knowledge can sig-
nificantly improve semantic representation learning by providing high-level
semantic priors during information reconstruction [51]. Shared knowledge
enables the receiver to infer missing semantic information from contextual
relationships instead of relying solely on the received latent representation.
This observation motivates a new opportunity for privacy-preserving Sem-
Com. Specifically, if DP is applied only to the sensitive latent representation
while semantic reconstruction is assisted by shared knowledge, the semantic
distortion introduced by DP may be effectively compensated without sacri-
ficing rigorous privacy guarantees [52]. Nevertheless, existing studies seldom
investigate how knowledge assistance and DP can be jointly optimized, and
the privacy advantage brought by knowledge asymmetry between legitimate
users and eavesdroppers remains insufficiently understood [53].

Furthermore, simply introducing DP cannot completely eliminate sensi-
tive information contained in the latent representation. Since deep neural
networks naturally learn correlated semantic features, privacy-related infor-
mation may still remain embedded in the transmitted latent space even after
perturbation [54]. Therefore, additional representation learning mechanisms
are required to explicitly suppress privacy-related semantic features during
training. Adversarial learning has recently demonstrated remarkable capa-
bility in learning invariant feature representations by introducing competing
optimisation objectives. Integrating adversarial optimisation into SemCom
therefore provides an effective way to further remove sensitive semantic in-
formation while preserving semantic utility.

Motivated by these observations, this chapter proposes a knowledge-
assisted privacy-preserving SemCom framework based on DP and adversarial
representation learning [55]. Specifically, the latent semantic representation
is decomposed into utility and sensitive subspaces, where DP is selectively
applied to the sensitive latent variables through the Gaussian mechanism.
To compensate for the reconstruction degradation caused by DP perturba-
tion, shared semantic knowledge is incorporated into the semantic decoder
to provide high-level semantic priors during reconstruction. Furthermore, a
privacy-aware adversarial optimisation strategy is introduced to suppress sen-
sitive semantic information during latent representation learning. To theoret-
ically characterize the privacy protection capability, the relationship among
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DP, semantic reconstruction, and knowledge mismatch is analyzed, demon-
strating that knowledge asymmetry further amplifies privacy protection be-
yond conventional DP mechanisms [54].

The main contributions of this chapter are summarized as follows.

• We propose a knowledge-assisted privacy-preserving SemCom frame-
work that jointly optimizes the transceiver under DP-constrained learn-
ing and knowledge-conditioned reconstruction to improve the privacy–
utility tradeoff.

• A theoretical privacy analysis is developed to characterize the influence
of DP and knowledge mismatch on semantic reconstruction and sen-
sitive information inference, providing rigorous privacy guarantees for
the proposed framework.

• A privacy-aware adversarial optimisation strategy is proposed to jointly
optimize semantic reconstruction and privacy preservation through al-
ternating minimax learning, enabling the semantic encoder to learn
privacy-invariant latent representations.

• Extensive simulation results demonstrate that the proposed framework
achieves superior semantic reconstruction quality while significantly re-
ducing sensitive semantic inference compared with existing DP Sem-
Com schemes.

Figure 4.1: Knowledge Assisted DP SemCom System.
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4.2 System Model

4.2.1 Semantic Source Model

We consider an end-to-end SemCom system in which a legitimate transmitter,
Alice, aims to convey semantic information to a legitimate receiver, Bob,
over a wireless channel, while preventing a passive eavesdropper, Eve, from
inferring sensitive semantic attributes. Let S ∈ S denote the semantic source,
which may represent an image, a video frame, or other high-level semantic
content. The semantic source is modeled as a random variable drawn from
an unknown but fixed distribution

S ∼ pS(s). (4.1)

Upon observing the semantic source S, Alice employs a variational au-
toencoder (VAE)-based semantic encoder to map S into a continuous latent
representation Z ∈ Rd, which serves as a compact semantic description for
wireless channel transmission. The encoding process is characterized by a
conditional variational posterior distribution:

Z ∼ qϕ(z | s,K), (4.2)

where K denotes the shared prior knowledge between Alice and Bob. Such
knowledge may include shared model parameters, semantic priors, contextual
information, or other side information acquired during training.

The latent representation Z is subsequently processed and transmitted
over a wireless channel. At the receiver side, Bob utilizes both the received
channel observations and the shared knowledge K to reconstruct the seman-
tic information. In contrast, the eavesdropper Eve is assumed to observe
the wireless channel output but possesses different or incomplete knowledge,
denoted by KE ̸= K. This asymmetry in prior knowledge fundamentally dif-
ferentiates the semantic inference capabilities of the legitimate receiver and
the eavesdropper.

The objective of the system is therefore to enable reliable semantic re-
construction at Bob while ensuring that sensitive semantic attributes remain
protected against inference attacks by Eve, even when Eve has access to the
transmitted signals.

4.2.2 Latent Space Decomposition Model

To explicitly balance semantic utility and privacy protection, we adopt a
structured latent representation in the VAE-based semantic encoder [56].
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Specifically, the latent variable Z is decomposed into two semantically dis-
tinct components,

Z = (Zu, Zs), (4.3)

where Zu represents task-relevant but non-sensitive semantic information,
while Zs captures sensitive semantic attributes that require privacy protec-
tion, such as identity-related or appearance-related features.

Correspondingly, the variational posterior distribution produced by the
encoder is factorized as

qϕ(z | s,K) = qϕu(zu | s,K) qϕs(zs | s,K), (4.4)

where ϕu and ϕs denote the parameters associated with the non-sensitive and
sensitive latent subspaces, respectively. This decomposition enables privacy-
preserving operations to be selectively applied to the sensitive semantic com-
ponents without unnecessarily degrading the representation of non-sensitive
semantics.

To prevent leakage of sensitive semantic information, a DP mechanism is
introduced at the latent semantic level. Specifically, the sensitive latent vari-
able Zs is processed by a randomized mechanismM(·) before transmission,
yielding a perturbed version

Z̃s =M(Zs). (4.5)

The resulting latent representation used for semantic transmission is then
given by

Z̃ = (Zu, Z̃s). (4.6)

The DP mechanismM(·) is designed to satisfy (ε, δ)-DP with respect to a
predefined adjacency relation on the semantic source space. In particular, two
semantic inputs s and s′ are considered adjacent if they differ only in sensitive
semantic attributes while sharing identical non-sensitive semantic content.
Under this definition, the DP constraint ensures that the distribution of the
perturbed latent variable Z̃s is statistically indistinguishable for adjacent
semantic inputs [57].

Formally, if the mechanismM(·) satisfies (ε, δ)-DP, for any pair of adja-
cent semantic inputs s ∼ s′ and any measurable setO, the following condition
holds:

Pr{M(Zs) ∈ O} ≤ eε Pr{M(Z ′
s) ∈ O}+ δ, (4.7)

where Zs and Z ′
s denote the sensitive latent variables inferred from s and

s′, respectively. A smaller ε implies the DP possesses stronger privacy-
preserving capabilities.
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By enforcing DP directly in the latent semantic space, the proposed sys-
tem provides a principled and tractable approach to protecting sensitive se-
mantic information.

4.2.3 Knowledge-Assisted Decoding Model

In addition to differentially private latent representations, the proposed Sem-
Com system incorporates structured external knowledge to assist semantic
decoding at the legitimate receiver. The primary role of knowledge is not
to replace the latent representations but to provide auxiliary semantic priors
that facilitate robust image reconstruction under DP perturbations and to
induce decoding asymmetry between the legitimate receiver and the eaves-
dropper.

When the semantic signal passes through the physical channel, the re-
ceived signal X1 at the receiver Bob and signal X2 at the eavesdropper
Eve with different properties can be modeled: X1 = hBX + nB and X2 =
hEX+nE, where h denotes the coefficient of the linear channel, n ∼ CN (0, δ2n)
is independent and uniform distributed additive Gaussian noise.

Knowledge as Textual Prompt Conditioning

The external knowledge is modeled in the form of a KG, represented as a set
of semantic triples G = {(h, r, t)}, where h and t denote entities corresponding
to sensitive semantic concepts, and r denotes the semantic relation between
them. The KG captures structured relationships among sensitive attributes
but does not contain user-specific private information [58]. Therefore, the
KG itself is assumed to be private and is not subject to DP constraints.
Each entity in the KG is associated with a learnable embedding vector, and
the collection of all entity embeddings forms a semantic embedding table
that provides structured semantic priors for the decoding process [59].

To integrate knowledge into the semantic decoder, the KG is transformed
into a textual semantic prompt using predefined template-based rules. The
generated text prompt describes the relevant semantic attributes and rela-
tions in natural language form and serves as a compact representation of the
available knowledge.

From a modeling perspective, the textual prompt is treated as conditional
knowledge information and is denoted by K. Accordingly, the knowledge
variable K encapsulates the semantic priors derived from the KG and is
provided to the decoder as auxiliary conditioning information.
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Bob Decoding

At the receiver side, the semantic decoder directly exploits both the non-
sensitive latent variable Zu and the differentially private sensitive latent vari-
able Zs for image reconstruction. The presence of DP noise introduces uncer-
tainty into Zs, which may degrade reconstruction quality if decoded without
additional prior information.

To mitigate this effect, the decoder leverages the knowledge variable K
to guide the interpretation of the latent representations. Specifically, the
semantic decoding process at the legitimate receiver Bob is modeled as

pθ(s | Zu, Z̃s, K), (4.8)

where the knowledge-conditioned decoder utilizes structured semantic priors
to compensate for the distortion induced by DP perturbations and channel
noise.

Eve Decoding

The proposed framework assumes asymmetric knowledge availability between
the legitimate receiver and the eavesdropper. While Bob has access to the
intended KG and the corresponding semantic prompts, the eavesdropper Eve
is assumed to possess a different or mismatched knowledge representation,
denoted by KE.

Although Eve observes the same differentially private latent representa-
tions transmitted over the wireless channel, her semantic reconstruction relies
on a mismatched conditional distribution

pθE(s | Zu, Z̃s, KE), (4.9)

which leads to semantic inconsistency and degraded reconstruction quality.
This knowledge-induced mismatch significantly impairs Eve’s ability to re-
cover the original semantic content, even in the absence of additional channel
impairments.

Consequently, the combination of DP perturbation and knowledge asym-
metry enables reliable semantic reconstruction at the legitimate receiver while
substantially limiting the semantic inference capability of the eavesdropper.

4.2.4 Preliminary of Total Variation

The total variation (TV) distance is adopted as a theoretical privacy per-
formance metric, as it directly characterizes the optimal distinguishability
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between different sensitive semantic attributes from the eavesdropper’s ob-
servation [60] [61]. In particular, TV provides a worst-case, model-agnostic
upper bound on Eve’s inference capability. However, since TV does not
capture semantic reconstruction quality, it is complemented by semantic dis-
tortion metrics in the experimental results [62] [63].

We explicitly characterize privacy performance from the eavesdropper’s
perspective. Let A = a(S) denote a sensitive semantic attribute extracted
from the semantic source, and let YE denote the observation available to the
eavesdropper after wireless transmission and decoding.

For each attribute value a ∈ A, the induced distribution of the eaves-
dropper’s observation is given by

PYE |A=a(·) ≜ Pr{YE ∈ · | A = a}. (4.10)

We adopt the total variation (TV) distance between these conditional
distributions as a privacy performance metric [64]. In particular, for binary
sensitive attributes, the privacy leakage is quantified as

TV ≜
∥∥PYE |A=0 − PYE |A=1

∥∥
TV
, (4.11)

where the total variation distance between two probability measures P and
Q is defined as

∥P −Q∥TV = sup
O

∣∣P (O)−Q(O)∣∣. (4.12)

The TV metric provides a worst-case, model-agnostic measure of the dis-
tinguishability between different sensitive semantic attributes from the eaves-
dropper’s observation [65]. Moreover, for binary attributes with equal prior
probabilities, the TV distance is directly related to the Bayes-optimal infer-
ence success probability of the eavesdropper as

PEve
succ =

1

2

(
1 + TV

)
. (4.13)

Therefore, minimizing the TV distance corresponds to limiting the max-
imum achievable inference capability of the eavesdropper, and serves as a
fundamental privacy performance metric in the considered SemCom system.

4.3 Privacy Analysis

In this section, we present step-by-step derivations for the privacy guaran-
tees of the proposed DP-VAE SemCom system. Our analysis consists of (i)
end-to-end DP preservation, (ii) explicit bounds on Eve’s optimal sensitive-
attribute inference accuracy under (ε, δ)-DP, and (iii) a rigorous character-
isation of how knowledge mismatch degrades Eve’s semantic inference via
mismatched log-loss [66] [67].
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4.3.1 End-to-End DP Preservation

Eve is a passive eavesdropper observing the channel output YE and knowing
the system architecture. Bob and Eve possess different knowledge represen-
tations, denoted by K and KE with KE ̸= K. DP is enforced on the sensitive
latent variable Zs at the transmitter, producing Z̃s.

Throughout, we use the attribute-level adjacency relation: two semantic
sources s ∼ s′ differ only in sensitive attributes while sharing the same non-
sensitive semantics. Let the DP mechanism beM : s 7→ Z̃s and assumeM
satisfies (ε, δ)-DP:

Pr{M(s) ∈ A} ≤ eε Pr{M(s′) ∈ A}+ δ, ∀A ⊆ Zs, ∀s ∼ s′. (4.14)

The eavesdropper’s observation is generated by a (possibly randomized)
channel and a subsequent decoding pipeline that depends only on Z̃s (and
other variables such as Zu) and Eve’s knowledge KE. Abstract this pipeline
as a Markov kernel, which is a stochastic mapping [68] [69].

κE(O | z̃s) ≜ Pr{YE ∈ O | Z̃s = z̃s, KE}, (4.15)

where O is any measurable subset of the observation space.
Define the end-to-end mechanism (from s to YE) as TE(s) ≜ YE. For any

measurable O, by the law of total probability,

Pr{TE(s) ∈ O} = Pr{YE ∈ O | s}

=

∫
Pr{YE ∈ O | Z̃s = z̃s, KE} dPZ̃s|s(z̃s)

=

∫
κE(O | z̃s) dPZ̃s|s(z̃s). (4.16)

Now define a measurable set in Z̃s-space:

Aτ ≜ {z̃s : κE(O | z̃s) > τ}, τ ∈ [0, 1]. (4.17)

Using the threshold representation for [0, 1]-valued functions,

Pr{TE(s) ∈ O} =
∫
κE(O | z̃s) dPZ̃s|s(z̃s)

=

∫ 1

0

PZ̃s|s(Aτ ) dτ. (4.18)

Apply (ε, δ)-DP in (4.14) to each Aτ (note Aτ is measurable):

PZ̃s|s(Aτ ) ≤ eεPZ̃s|s′(Aτ ) + δ, ∀τ ∈ [0, 1]. (4.19)
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Integrating both sides over τ ∈ [0, 1] and using (4.18), we obtain

Pr{TE(s) ∈ O} =
∫ 1

0

PZ̃s|s(Aτ ) dτ

≤
∫ 1

0

(
eεPZ̃s|s′(Aτ ) + δ

)
dτ

= eε
∫ 1

0

PZ̃s|s′(Aτ ) dτ + δ

= eε Pr{TE(s′) ∈ O}+ δ. (4.20)

Equation (4.20) is exactly (ε, δ)-DP for the end-to-end mechanism TE.
This completes the explicit derivation of DP preservation under arbitrary
stochastic post-processing.

4.3.2 Eve’s Optimal Binary Attribute Inference Bounds

Let A ∈ {0, 1} be a binary sensitive attribute (e.g., beard/no-beard) with
equal prior Pr(A = 0) = Pr(A = 1) = 1/2. Let P0 and P1 denote the
distributions of YE under A = 0 and A = 1:

Pa(O) ≜ Pr{YE ∈ O | A = a,KE}, a ∈ {0, 1}. (4.21)

From DP to a two-sided event inequality

From end-to-end DP (4.20), for any measurable O,

P0(O) ≤ eεP1(O) + δ, P1(O) ≤ eεP0(O) + δ. (4.22)

Bounding total variation via a maximizer event

Recall the definition of total variation distance:

∥P0 − P1∥TV = sup
O
|P0(O)− P1(O)|. (4.23)

Let O⋆ be a (measurable) set achieving the supremum for the difference
P0(O)− P1(O) (or arbitrarily close to it), so that

∥P0 − P1∥TV ≈ P0(O⋆)− P1(O⋆). (4.24)

Applying (4.22) to O⋆ yields

P0(O⋆)− P1(O⋆) ≤ (eε − 1)P1(O⋆) + δ

≤ (eε − 1) · 1 + δ

= eε − 1 + δ. (4.25)
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This is a valid (but loose) bound.
A tighter bound is obtained by also applying (4.22) to the complement

(O⋆)c:

P1((O⋆)c) ≤ eεP0((O⋆)c) + δ

1− P1(O⋆) ≤ eε(1− P0(O⋆)) + δ

P0(O⋆) ≤
eε − 1 + δ + P1(O⋆)

eε
. (4.26)

Subtracting P1(O⋆) from both sides of (4.26), we obtain

P0(O⋆)− P1(O⋆) ≤
eε − 1 + δ

eε
+

(
1

eε
− 1

)
P1(O⋆)

≤ eε − 1 + δ

eε
, (4.27)

since ( 1
eε
− 1) ≤ 0 and P1(O⋆) ≥ 0.

Similarly, if the supremum is achieved by P1(O)−P0(O), symmetry yields
the same bound. Therefore,

∥P0 − P1∥TV ≤ 1− e−ε + δe−ε. (4.28)

In the common regime where ε is moderate and δ is small, (4.28) is already
informative and explicitly computable.

From TV to Bayes-optimal success probability

For binary hypothesis testing with equal priors, the Bayes-optimal success
probability satisfies

Pr(ÂE = A) =
1

2
(1 + ∥P0 − P1∥TV) . (4.29)

Combining (4.28) and (4.29) yields the explicit bound

Pr(ÂE = A) ≤ 1

2

(
1 + 1− e−ε + δe−ε

)
= 1− e−ε

2
+
δe−ε

2
. (4.30)

This provides a concrete, end-to-end DP-driven bound on Eve’s optimal
sensitive-attribute inference accuracy.
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4.3.3 Knowledge Asymmetry: Mismatched Log-Loss
Derivation and Consequences

We now derive a rigorous, calculation-based statement showing how knowl-
edge mismatch (K ̸= KE) degrades Eve’s ability to interpret (Zu, Zs), while
Zs still directly participates in reconstruction.

Let Z ≜ (Zu, Zs) denote the full latent variable used by both Bob and Eve
in decoding. Consider the conditional semantic reconstruction distributions

pB(s | z) ≜ p(s | z,K), pE(s | z) ≜ p(s | z,KE). (4.31)

Assume pB(s | z) represents the (matched) target conditional distribution
induced by the legitimate knowledge K (i.e., the “correct” semantic prior for
the intended task).

A key identity: mismatch increases conditional log-loss by an ex-
pected KL term

Consider the conditional negative log-likelihood (log-loss) of using Eve’s mis-
matched model pE under the true conditional pB. Conditioned on Z = z,

ES∼pB(·|z)[− log pE(S | z)] = (4.32)

ES∼pB(·|z)[− log pB(S | z)] (4.33)

+ES∼pB(·|z)

[
log

pB(S | z)
pE(S | z)

]
= H(pB(· | z)) (4.34)

+DKL(pB(· | z) ∥ pE(· | z)) , (4.35)

where H(pB(· | z)) denotes the conditional entropy (in nats if log is natural).
Now take expectation over the latent variable distribution of Z:

E[− log pE(S | Z)] = E[− log pB(S | Z)] + (4.36)

EZ [DKL(pB(· | Z) ∥ pE(· | Z))] . (4.37)

Equation (4.37) is an exact identity (not an inequality): it shows that
knowledge mismatch necessarily increases the achievable conditional log-loss
by an expected KL divergence term. Importantly, this degradation holds
even if Eve observes the same latent variables Z = (Zu, Zs) as Bob; the
difference is purely due to semantic-prior mismatch (KE ̸= K) [68] [70].
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From increased log-loss to degraded inference (a computable bridge)

For discrete sensitive attribute inference A = a(S), one can connect log-loss
to classification error. Let Eve produce a posterior πE(a | y) ≜ Pr(A = a |
YE = y,KE) and use MAP ÂE(y) = argmaxa πE(a | y). Then, for any y,

Pr(ÂE ̸= A | YE = y) ≤ − logmaxa πE(a | y)
log 2

, (4.38)

which follows since maxa πE(a | y) ≤ 2−ℓ(y) where ℓ(y) ≜ − log2maxa πE(a |
y) and Pr(ÂE = A | y) = maxa πE(a | y).

Taking expectations and using Jensen-type arguments yields an upper
bound of Eve’s success probability in terms of her achievable posterior con-
centration, which is degraded when the mismatch KL term in (4.37) increases.
Thus, the mismatch term provides a quantitative lever to argue that knowl-
edge asymmetry amplifies the privacy protection beyond DP perturbation
alone.

Interpretation in the proposed DP-VAE system

In our system, Zs remains a direct input to both Bob’s and Eve’s decoders
for image reconstruction. DP introduces uncertainty in Zs through Z̃s, while
the knowledge variable provides an auxiliary semantic prior to interpret the
(noisy) latent. The derivations above show: (i) DP guarantees remain valid
end-to-end regardless of Eve’s post-processing; and (ii) knowledge mismatch
introduces an unavoidable increase in the conditional log-loss quantified by
the expected KL divergence in (4.37), thereby making semantic reconstruc-
tion and sensitive inference strictly harder for Eve.

4.4 Privacy-Aware Adversarial Optimisation

To further suppress semantic leakage during representation learning, we in-
troduce a privacy-aware adversarial optimisation [71] [72]. Specifically, an
adversarial classifier is incorporated during training to infer sensitive seman-
tic attributes from the transmitted latent representation, while the semantic
encoder is optimized to confuse the adversary. Such adversarial optimisa-
tion encourages the encoder to remove privacy-related information from the
sensitive latent subspace while preserving semantic information required for
legitimate reconstruction [73] [74].
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4.4.1 Adversarial Learning

The proposed adversarial learning consists of three trainable modules, namely
the semantic encoder Eϕ, the semantic decoder Dθ, and an adversarial clas-
sifier Cψ.

Given a semantic source S, the encoder first generates the structured
latent representation

Z = (Zu, Zs) = Eϕ(S). (4.39)

Following the DP mechanism introduced in Section II, the sensitive latent
representation is perturbed as

Z̃s =M(Zs), (4.40)

leading to the transmitted latent representation

Z̃ = (Zu, Z̃s). (4.41)

The legitimate receiver reconstructs the semantic source according to

Ŝ = Dθ(Z̃,K), (4.42)

where the shared knowledge K provides semantic priors to compensate
for the perturbation introduced by DP.

During training, an adversarial classifier attempts to infer the sensitive
semantic attribute from the perturbed sensitive latent variable,

Â = Cψ(Z̃s), (4.43)

where A denotes the sensitive semantic attribute defined in Section III.
The adversarial classifier is only employed during training and is discarded
during inference.

4.4.2 Optimisation Objective

To jointly achieve reliable semantic reconstruction and privacy preservation,
the proposed framework optimizes the semantic reconstruction loss, the la-
tent regularisation loss, and the adversarial privacy loss.
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Semantic Reconstruction Loss

The semantic reconstruction loss is defined as

Lrec = E
[
d(S, Ŝ)

]
, (4.44)

where d(·, ·) denotes the reconstruction distortion metric. In this work,
the mean squared error (MSE) is adopted,

d(S, Ŝ) = ∥S − Ŝ∥22. (4.45)

Latent Regularisation

Following the VAE formulation, the latent variables are regularized toward
the standard Gaussian prior,

LKL = DKL (qϕ(Z|S,K)∥N (0, I)) . (4.46)

Adversarial Privacy Loss

The adversarial classifier is optimized using the binary cross-entropy loss

Ladv = −E
[
A log Â+ (1− A) log(1− Â)

]
, (4.47)

where

Â = Cψ(Z̃s). (4.48)

The adversarial classifier minimizes Ladv to improve sensitive attribute
prediction, whereas the semantic encoder attempts to maximize the same
objective, thereby suppressing privacy-related information contained in the
transmitted latent representation.

Overall Objective

The overall optimisation problem is formulated as

min
ϕ,θ

max
ψ
Lrec + βLKL − λLadv, (4.49)

where β controls the latent regularisation strength and λ balances seman-
tic utility and privacy preservation.
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Figure 4.2: Legitimate Receiver Bob and eavesdropper Eve.

4.4.3 Alternating Optimisation Strategy

The proposed optimisation strategy is trained using an alternating minimax
optimisation strategy. During each iteration, the adversarial classifier is first
optimized while fixing the encoder and decoder. Subsequently, the classifier
is frozen, and the semantic encoder together with the decoder are updated to
minimize the overall objective while confusing the adversary. The complete
training procedure is summarized in Algorithm 1.

Algorithm 1 Privacy-Aware Adversarial Optimisation

Input: Training dataset D, shared knowledge K, privacy budget (ε, δ)
Output: Trained encoder Eϕ and decoder Dθ

1: Initialize encoder Eϕ, decoder Dθ, and adversarial classifier Cψ.
2: Sample a mini-batch (S,A) from D.
3: Encode the semantic source to obtain (Zu, Zs) = Eϕ(S).
4: Generate the DP-protected latent representation Z̃s =M(Zs).
5: Construct the transmitted latent representation Z̃ = (Zu, Z̃s).
6: Reconstruct the semantic source Ŝ = Dθ(Z̃,K).
7: Infer the sensitive attribute Â = Cψ(Z̃s).
8: Compute Lrec, LKL and Ladv.
9: Update the adversarial classifier by minimizing Ladv.

10: Update the encoder and decoder by minimizing L = Lrec+βLKL−λLadv.

11: return Eϕ and Dθ.
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4.5 Simulation Results

In this section, comprehensive simulations are conducted to evaluate the
performance of the proposed knowledge-assisted privacy-preserving SemCom
framework. The proposed scheme is compared with representative SemCom
methods under different privacy budgets. The experimental evaluation fo-
cuses on semantic reconstruction quality, privacy protection capability, and
the effectiveness of the proposed adversarial optimisation. Unless otherwise
specified, all experimental results are averaged over five independent runs to
ensure statistical reliability.

4.5.1 Simulation Settings

The proposed framework is implemented using PyTorch and trained on a
workstation equipped with an NVIDIA RTX 4080 GPU. The CelebA dataset
is employed as the benchmark dataset since it contains abundant facial se-
mantic attributes and is widely adopted in SemCom and privacy-preserving
learning tasks. All face images are resized to 128 × 128 before training.
The entire dataset is randomly divided into training, validation, and test-
ing subsets with a ratio of 8:1:1. A fixed random seed of 42 is used for
dataset partitioning to ensure reproducibility, and the resulting split is kept
unchanged across all experiments. No additional identity-disjoint constraint
is imposed beyond this random split. For repeated experiments, five indepen-
dent random seeds {0, 1, 2, 3, 4} are used for model initialisation, mini-batch
shuffling, and stochastic perturbation.

The SemCom system is implemented based on a variational autoencoder
(VAE). Specifically, the semantic encoder extracts latent semantic features
from the source image and decomposes them into the utility latent variable
Zu and the sensitive latent variable Zs. Following the proposed privacy-
preserving framework, DP is applied only to Zs using the Gaussian mecha-
nism, while the utility latent representation is transmitted without pertur-
bation. At the receiver, the shared semantic knowledge is incorporated into
the decoder to compensate for the information distortion introduced by DP.
Furthermore, an adversarial classifier is employed during training to infer sen-
sitive semantic attributes from the perturbed latent representation, forcing
the encoder to learn privacy-invariant semantic features through adversarial
optimisation.

The entire network is optimized using the Adam optimizer with an initial
learning rate of 1×10−4 and a batch size of 64. The latent dimension is fixed
at 256 throughout all experiments. Unless otherwise specified, the privacy
budget is set to ε = 1 with δ = 10−5. The weighting coefficients of the KL
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divergence loss and the adversarial loss are empirically chosen as β = 0.01
and λ = 0.1, respectively.

To demonstrate the effectiveness of the proposed framework, four rep-
resentative schemes are considered for comparison: 1) conventional Sem-
Com without privacy protection, 2) DP SemCom 3) knowledge-assisted DP
SemCom without adversarial optimisation (KA-DP), and 4) the proposed
knowledge-assisted privacy-aware SemCom framework (Proposed).

The reconstruction performance is evaluated using Peak Signal-to-Noise
Ratio (PSNR), Structural Similarity Index Measure (SSIM), and Learned
Perceptual Image Patch Similarity (LPIPS). Higher PSNR and SSIM to-
gether with lower LPIPS indicate better semantic reconstruction quality. To
evaluate privacy preservation capability, the attack accuracy of the adver-
sarial classifier is adopted as the primary metric. A lower attack accuracy
indicates stronger protection against semantic inference attacks.

4.5.2 Performance Evaluation

Fig. 4.2 presents the qualitative comparison of reconstructed images under
different SemCom schemes. Without privacy protection, the reconstructed
images preserve abundant semantic details, but simultaneously expose sen-
sitive information that can be exploited by an eavesdropper. Although DP
effectively suppresses sensitive semantic leakage by perturbing the sensitive
latent representation, the injected Gaussian noise inevitably causes recon-
struction distortion. Benefiting from the proposed knowledge-assisted se-
mantic reconstruction mechanism, the legitimate receiver successfully com-
pensates for the semantic information lost during perturbation, producing
visually clearer reconstruction results than conventional DP-based SemCom.
Meanwhile, owing to the lack of correct shared semantic knowledge, the eaves-
dropper fails to recover meaningful semantic structures, demonstrating the
effectiveness of the proposed privacy-preserving framework.

The quantitative reconstruction performance under different privacy bud-
gets is illustrated in Fig. 4.3. As the privacy budget ε increases, less pertur-
bation is injected into the sensitive latent representation, resulting in grad-
ually improved reconstruction quality. This observation verifies the inherent
tradeoff between semantic utility and privacy preservation. Compared with
the conventional DP SemCom framework, the proposed method consistently
achieves higher PSNR and SSIM across the entire privacy budget range. This
improvement mainly originates from the semantic compensation provided by
the shared knowledge, which effectively mitigates the semantic distortion
introduced by DP while preserving communication reliability.

The corresponding privacy protection performance is illustrated in Fig. 4.4.
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Figure 4.3: Reconstruction performance under different privacy budgets.

Figure 4.4: Attack accuracy of the adversarial classifier under different pri-
vacy budgets.
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As expected, decreasing the privacy budget significantly reduces the attack
success rate due to stronger perturbation applied to the sensitive latent rep-
resentation. More importantly, compared with the conventional DP SemCom
framework, the proposed adversarial optimisation further suppresses the in-
ference capability of the attacker under all privacy budgets. This result
indicates that the encoder gradually learns privacy-invariant semantic repre-
sentations during adversarial training, making sensitive semantic information
increasingly difficult to infer even when part of the latent representation is
intercepted.

Figure 4.5: Ablation study of the proposed privacy-preserving SemCom
framework.

To further verify the contribution of each proposed module, an ablation
study is conducted by progressively enabling DP, knowledge-assisted seman-
tic reconstruction, and adversarial optimisation. As shown in Fig. 4.5, in-
troducing DP effectively reduces semantic leakage but inevitably degrades
reconstruction performance due to perturbation noise. By incorporating the
shared semantic knowledge into the semantic decoder, most reconstruction
degradation is successfully compensated without sacrificing privacy protec-
tion. Finally, adversarial optimisation further removes privacy-related infor-
mation from the latent representation while maintaining competitive seman-
tic reconstruction quality. These observations demonstrate that all proposed
components contribute positively to the overall framework and jointly im-
prove the privacy–utility tradeoff.
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Figure 4.6: Parameter sensitivity analysis with respect to the adversarial loss
weight λ.

The influence of the adversarial loss weight λ is further investigated in
Fig. 4.6. Increasing λ continuously strengthens the adversarial constraint,
leading to lower attack accuracy. However, excessively large values of λ
slightly decrease the reconstruction quality because the encoder gradually
prioritizes privacy preservation over semantic reconstruction. Consequently,
selecting an appropriate adversarial weight is essential for balancing semantic
utility and privacy protection.

Table 4.1: Quantitative Performance Comparison of Different SemCom
Schemes (ε = 1)

Method PSNR (dB)↑ SSIM↑ LPIPS↓ Attack Acc. (%)↓

Baseline 31.52 0.962 0.045 96.3

DP-SC 27.84 0.913 0.112 35.8

KA-DP 29.67 0.941 0.073 34.1

Proposed 30.85 0.955 0.058 18.6

Finally, Table 4.1 summarizes the quantitative performance compari-
son among different SemCom schemes. The proposed method consistently
achieves the highest reconstruction quality under identical privacy constraints
while maintaining the lowest attack accuracy. Compared with conventional
DP SemCom, the proposed framework significantly improves semantic re-
construction through knowledge-assisted compensation and simultaneously
enhances privacy protection via adversarial representation learning.

Overall, the experimental results demonstrate that the proposed knowledge-
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assisted privacy-preserving SemCom framework effectively balances semantic
utility and privacy preservation. By jointly integrating DP, shared semantic
knowledge, and adversarial optimisation, the proposed framework achieves
superior reconstruction performance while substantially reducing the risk of
sensitive semantic inference, validating both the theoretical analysis and the
optimisation strategy developed in the previous sections.

4.6 Conclusion

In this chapter, a knowledge-assisted privacy-preserving SemCom framework
has been proposed by jointly integrating differential privacy, shared seman-
tic knowledge, and adversarial representation learning. Differential privacy
is selectively applied to the sensitive latent representation to provide rigor-
ous privacy guarantees, while shared semantic knowledge compensates for
the semantic distortion introduced by privacy perturbation during semantic
reconstruction. Furthermore, a privacy-aware adversarial optimisation strat-
egy is developed to encourage the semantic encoder to learn privacy-invariant
latent representations, thereby further suppressing sensitive semantic infor-
mation leakage.

Future work will investigate adaptive privacy allocation strategies, multi-
modal SemCom, and large language model empowered semantic knowledge
generation to further improve privacy-preserving SemCom in next-generation
intelligent wireless networks.



Chapter 5

Joint Knowledge and Power
Management for Secure
Semantic Communication
Networks

5.1 Introduction

The most common manner now to achieve SemCom is device-to-device (D2D)
transmission [75], in which the delivery of semantic information is further im-
proved, especially in scenarios with limited bandwidth, network congestion,
or device arithmetic constraints [32, 76, 77]. Although D2D SemCom has
great potential in improving communication efficiency and task execution, it
is also facing new security and privacy challenges in coordination with the
requirement of background knowledge matching among multiple SemCom
users. In recent studies, a key concept of knowledge base (KB) is introduced
in SemCom, which is deemed a small entity containing a specific domain of
knowledge that can be cached in advance in local devices or shared during
communication [78]. To be more concrete, the base station (BS) is a cen-
tral knowledge scheduler responsible for distributing KBs to its serving users.
However, eavesdroppers equipped with advanced coding models and the same
KBs may exist in the cellular area, aiming to eavesdrop private information
from D2D SemCom links. Especially if there exist some eavesdroppers ad-
jacent to a D2D SemCom pair, the KBs shared between the two D2D users
may be eavesdropped by malicious users and then the transmitted seman-
tics can also be recovered by others, which may cause severe communication
security issues. In this case, traditional information security performance

52
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metrics, e.g., secrecy bit throughput or secrecy outage probability [79], are
no longer applicable to such a case, since these eavesdroppers concentrate
more upon stealing semantic information rather than bit information. Ac-
cordingly, there is a pressing demand to explore the protection of semantic
information for D2D SemCom underlying cellular networks.

In parallel, it is worth pointing out that different resource management so-
lutions, particularly in knowledge and power allocation, can affect the overall
semantic secrecy performance of D2D SemCom networks to a certain degree.
For instance, in a scenario with multiple SemCom users (SUs) and eavesdrop-
pers, if each SU is assigned with the suitable KBs matching its paired SU, the
semantic information throughput that can be conveyed by the corresponding
D2D link is obviously greater than that can be eavesdropped. This is due to
the unique knowledge equivalence mechanism in SemCom, where the more
the background knowledge of the transceiver matches, the more the semantic
recovery rate can be accurate, i.e., more semantic information can be pre-
cisely obtained by the receiver. Apart from this, the power control at each
SU is paramount of importance, which has been a classical communication
security challenge in cellular networks. Generally, given the fixed relative po-
sition of two SUs and one eavesdropper, if the distance between two paired
SUs is closer than that between the transmitter SU and eavesdropper, the
higher the transmit power, the more the bit secrecy throughput, and vice
versa. Hence, both the power and KB management can lead to different
semantic information secrecy performance of the SemCom network, which
becomes rather critical and tricky, especially when jointly considering their
optimality.

In fact, there has been some noteworthy related works paving the way
for the development of SemCom. Benefit from advanced DL algorithms,
the authors in [30] developed efficient deep multiple access in D2D scenarios
to improve the performance of image transmission. [80] developed a gener-
ative AI-integrated end-to-end SemCom framework in a cloud-edge-mobile
design for multimodal AIGC provisioning. In addition, a series of studies re-
lated to secure SemCom have also emerged. In [31], the authors proposed a
privacy-preserving SemCom framework that leverages knowledge to protect
sensitive information. Meanwhile, in [32], the authors pointed out the risk
of eavesdropping on knowledge and identify resource allocation schemes in
KBs as a viable future research direction. Some other works [79, 81, 82] also
surveyed and discussed semantic information security in a comprehensive
way, in particular comparing it to classical physical layer security. For the
unique requirements of knowledge pairing in D2D SemCom, [83] proposed a
reliable and low-latency knowledge matching method to solve the problem
of semantic service provisioning among multiple vehicle-to-vehicle SemCom
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users. Besides, [84] developed a long-term robust resource allocation strat-
egy to satisfy the trade-off between user satisfaction, queue stability and
communication latency for D2D SemCom.

Nevertheless, to the best of our knowledge, none of these papers techni-
cally investigate the semantic information security-aware resource manage-
ment problem for D2D SemCom. In this work, our main task is to seek
optimal resource allocation in secure SemCom network (SSCN) to reach
the best overall semantic network performance. Especially considering the
unique knowledge matching demands between multiple SUs and the existence
of eavesdroppers, devising the best resource management solution becomes
quite indispensable, which can yield many benefits, such as further improving
bandwidth utilisation, and ensuring secure, efficient, and high-quality Sem-
Com service provisioning. In view of these unique requirements, there exist
three fundamental networking challenges as follows.

• Challenge 1: How to find an appropriate metric to measure semantic
network performance related to secure SemCom? The longer it takes
to allocate knowledge, the more susceptible transmitted information
is to eavesdropping. Considering this, scheduling the delay a seman-
tic packet spends in the queue buffer of each D2D SemCom link is
of paramount importance. Moreover, traditional system metrics, e.g.,
bit throughput, is no longer applicable to measure the SSCN. Espe-
cially taking into account the presence of eavesdroppers and semantic
information importance in SemCom, how to define appropriate secure
SemCom-related metrics should be the first challenge.

• Challenge 2: How to accurately assign KBs to multiple SemCom users
with different knowledge preferences? In SemCom, the KB is the key to
perform semantic inference and recovery. Considering that each Sem-
Com user has its own knowledge preference and KB storage capacity,
it is quite tricky for each user to realize the best caching policy for
size-varying KBs. In particular, potential eavesdroppers pose contin-
uous threats to semantic transmission. If being aware the knowledge
distribution at eavesdroppers, how to achieve a secure knowledge base
caching (KBC) model should be the second difficulty.

• Challenge 3: How to determine the best D2D SemCom pairing strategy
among all uses to maximize knowledge protection against eavesdrop-
ping? Note that high semantic fidelity can be guaranteed based on
equivalent knowledge matching conditions between two SemCom users.
In line with different KBC situations, varying channel conditions, and
the potential eavesdropping, it poses the third challenge to find the
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best D2D user pairing (DUP) for all SemCom users in order to realize
the optimal semantic secrecy information delivery.

To address the above gaps that have never been jointly investigated in
the current literature, in this chapter, we jointly optimize KBC, DUP, and
power allocation in the SSCN with the consideration of unique SemCom char-
acteristics and semantic information security. Both theoretical analysis and
numerical results validate the performance superiority of our proposed solu-
tion in terms of semantic secrecy throughput, queuing delay, and semantic
knowledge satisfaction. In a nutshell, our main contributions are summarized
in the following:

• We first identify two core resource management problems of KBC and
DUP and construct their mathematical models. Specially, considering
the potential eavesdropping center and its knowledge distribution con-
ditions, we develop a novel metric, namely semantic secrecy through-
put (SST), to measure the overall semantic information security for all
SemCom users.

• By taking into account personal preference for different knowledge
bases, we derive the average queuing latency and define the average
semantic knowledge satisfaction for each potential D2D SemCom link
in a mathematical manner. In this way, a joint SST-maximisation prob-
lem is then formulated for power allocation, KBC, and DUP subject to
several practical constraints.

• We propose an near-optimal security-aware resource management solu-
tion with polynomial-time complexity. Specifically, a Lagrange primal-
dual method is first utilized to obtain the dual problem, which is able
to be decomposed to multiple subproblems. Without loss of optimality,
in each iteration, we leverage a two-stage method to separately solve
these subproblems, where the first stage is to determine the KBC and
power allocation strategies and the second stage is to finalize the DUP
policy.

The remainder of this paper is organized as follows. Section II first in-
troduces the system model of SSCN and formulates a joint security-aware
resource optimisation problem. Then, we present our proposed solution and
complexity analysis in Section III. Numerical results are demonstrated and
discussed in Section IV, followed by the conclusions in Section V.
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Figure 5.1: The SSCN with KBC, DUP, and PC.

5.2 System Model and Problem Formulation

In this section, the considered SSCN scenario is first elaborated along with
the knowledge caching model, secrecy queuing model, and semantic secrecy
throughput model. Then, the corresponding optimisation problem is formu-
lated.

5.2.1 SSCN Scenario

Consider a single-cell SSCN scenario as shown in Fig. 5.1, a total of M
SUs are distributed within the coverage of one BS, and each SU i ∈ M =
{1, 2, · · · ,M} is capable of providing D2D SemCom services to others. With-
out loss of generality, each SU is stipulated to be paired with only one (an-
other) SU at a time for D2D SemCom. Herein, let βi,j ∈ {0, 1} denote the
binary DUP indicator for a potential SU i-SU j (j ∈ M, j ̸= i) pair, where
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βi,j = 1 means SU i is paired with SU j for D2D SemCom, otherwise βi,j = 0.
Besides, each D2D SemCom link has been pre-allocated an orthogonal sub-
channel with equal channel bandwidth W , and each SU i has a maximum
allowable transmit power Pmax for SemCom. Meanwhile, assume that there
exists an eavesdropping center with a fixed spatial location, constantly at-
tempting to eavesdrop on the conveyed semantic information from all D2D
SemCom links and using the same subchannel and bandwidth resources as
the correspondingly target links. Having these, let GD

i,j denote the channel
power gain of the D2D link between the transmitter SU i and the receiver
SU j, and let GE

i denote the channel power gain of the eavesdropping link
between the transmitter SU i and the eavesdropping center. Further de-
noting the transmit power of SU i as Pi, the signal-to-noise ratio (SNR)
experienced by the D2D link is γDi,j = PiG

D
i,j/ζ

2, where ζ2 is the noise power.
Likewise, the SNR of the eavesdropping link regarding SU i is γEi = PiG

E
i /ζ

2.
Hence, the bit rates at the D2D link and the eavesdropping link should be
rDi,j = W log2

(
1 + γDi,j

)
and rEi = W log2

(
1 + γEi

)
, respectively.

Note that we allow SU i to provide D2D SemCom services to SU j only
if the SNR γi,j is above a specified threshold γ0, hence the set of eligible
communication neighbors of SU i is defined as Mi = {j | j ∈ M, j ̸=
i, γi,j ⩾ γ0}. Moreover, let the BS act as a semantic service controller to
efficient schedule and coordinate the whole secure D2D SemCom process
based on the request and state information received from all participating
SUs within its coverage.

5.2.2 Knowledge Base Caching Model

The acquisition of necessary background knowledge is known to be inevitable
for accurate semantic inference and interpretation in SemCom. Note that
each KB contains the background knowledge of only one particular applica-
tion domain (e.g., music or sports), and thus different KBs are associated
with different background knowledge, and holding some common KBs be-
comes the necessary condition to perform SemCom between two D2D SUs in
accordance with the knowledge equivalence principle.1 Especially considering
the existence of the eavesdropping center, different knowledge base caching
(KBC) schemes can significantly affect the overlapping degree of background
knowledge between different nodes, since the transmitted semantic informa-
tion can only be decoded under the equivalent background knowledge. In

1The structure of a KB can roughly cover multiple computational ontologies, facts,
rules and constraints associated to a specific domain [85]. In recent deep learning-driven
semantic coding models, the KB is also treated as a training database serving a certain
class of learning tasks [86].
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this work, suppose that there is a KB library K with a total of K differing
KBs in the considered SSCN, and each KB k ∈ K = {1, 2, . . . , K} is corre-
sponding to a specific type of SemCom service. On this basis, all SUs should
proactively download and cache their respective interested KBs from the BS
to achieve D2D SemCom based on the desired semantic services. Note that
each requires a unique storage size sk, and each SU i ∈M has a finite capac-
ity Ci for its local KB storage. In this way, we define a binary KBC indicator
as

αki =

{
1, if KB k is cached on SU i;

0, otherwise.
(5.1)

It is worth mentioning that the same KB cannot be cached repeatedly at one
SU for reducing redundancy and for promoting the storage efficiency.

Besides, it is noticed that different SUs may have different personal pref-
erences for these KBs, thus resulting in the diversity of KB popularity. Nat-
urally, the more popular the KBs, the higher the KBC probabilities. Herein,
we assume that the KB popularity at each SU follows the Zipf distribu-
tion [87,88].2 Hence, the probability of SU i requesting its desired KB k-based
SemCom services (generating the corresponding semantic data packets) is

pki =
(
rki
)−ξi /∑e∈K e

−ξi , ∀(i, k) ∈ M×K, where ξi (ξi ⩾ 0) is the skewness
of the Zipf distribution, and rki is the popularity rank of KB k at SU i.3 Such
a modeling is supported by empirical evidence from real-world D2D content
request patterns, which often exhibit Zipf-like long-tailed distributions, as
observed in measured datasets from video platforms such as BBC iPlayer
and YouView [91]. Based on pki , we specially define a KBC-related metric ηi,
namely semantic knowledge satisfaction, to measure the satisfaction degree
of SU i caching its interested KBs, given as ηi =

∑
k∈K α

k
i p

k
i . It is further

noticed that ηi ⩾ η0, where η0 is the unified minimum threshold that needs
to be achieved at each SU.

As for the eavesdropping center, let us assume it has its own KB pref-
erence for illegal eavesdropping and decoding of their interested semantic
information from these D2D SemCom links. Without loss of the generality,
let rkE and ξE (ξE ⩾ 0) denote the popularity rank of KB k at the eaves-
dropping center and the skewness of its Zipf distribution, respectively. As
such, the probability of KB k being held by the eavesdropping center can be

expressed by pkE =
(
rkE
)−ξE /∑e∈K e

−ξE , ∀k ∈ K. In other words, if denoting
αkE as the KBC indicator of the eavesdropping center, where αkE = 1 indicates

2Note that other known probability distributions can also be adopted for KB popu-
larity without changing the remaining modeling and solution.

3The KB popularity ranking of each SU can be analyzed and estimated based on its
historical messaging records [83,89,90], which will not be discussed in this chapter.
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that KB k is cached and αkE = 0 otherwise, we have Pr
{
αkE = 1

}
= pkE and

Pr
{
αkE = 0

}
= 1− pkE.

5.2.3 Secrecy Delay Model

In secure communications, the longer the delay incurred in the communica-
tion process, the more likely it is that the transmitted information will be
eavesdropped on [92]. Being aware of this, the knowledge matching based
semantic packet queuing delay is jointly considered as a long-term metric in
this work, which is to characterize the average sojourn time of semantic data
packets in the receiver SU’s queue buffer (following the first-come first-serve
rule). This is mainly considered from the large-timescale perspective, as we
only focus on the queuing latency under the steady-state of the semantic
packet queuing system. Note that each semantic data packet is associated
with a specific service type, i.e., a certain KB, while we assume that semantic
data packets generated based on different KBs can co-exist in the queue and
have independent average arrival rate and interpretation time. Besides, not
all semantic data packets arriving at the receiver SU are always allowed to
enter its queue, as some of them may mismatch the KBs currently held, ren-
dering these packets uninterpretable [83]. As for these mismatched packets,
we can choose the traditional bit transmission, where the additional delay in-
troduced can be easily covered by applying SemCom due to the considerably
saved bits and communication delay.

To preserve generality, we first suppose a Markovian arrival process with
average rate λki,j = λDi,jp

k
i for the D2D SemCom link between transmitter SU

i and receiver SU j to account for semantic packet generation based on KB
k, where λDi,j is the total arrival rate of all semantic packets from transmitter
SU i to receiver SU j. Herein, if assuming that each semantic packet has an
average size of L bits, given its achievable bit rate rDi,j with variable Pi, we
can approximately calculate λDi,j by λ

D
i,j = rDi,j/L. Combined with the KBC

situation at SU i and SU j, the effective arrival rate of semantic packets (i.e.,
semantic packets based on matched KB between them) in the queue is given
as λeffi,j =

∑
k∈K α

k
i α

k
jλ

k
i,j. In parallel, let a random variable Ikj denote the

Markovian interpretation time [93] required by KB k-based packets at SU j
with mean 1/µkj , which is determined by the computing capability of the SU
and the type of the desired KB. However, since multiple packets based on
different KBs are allowed to queue at the same time, it is seen that the inter-
pretation time distribution for a receiver SU should be treated as a general
distribution [94]. If further taking into account the KB popularity, we can
calculate the ratio of the amount of KB k-based packets to the total packets
in the SU i-SU j pair’s queue by ϵki,j = pki /

∑
f∈K α

f
i α

f
j p

f
i . With the indepen-
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dence among packets based on different KBs, the interpretation time required
by each packet in the queue is now expressed as Wi,j =

∑
k∈K α

k
i α

k
j ϵ
k
i,jI

k
j .

Since the Markovian arrival process leads to the correlated packet arrivals
while the service pattern of packets obeys a general distribution, the queue
of each D2D pair in the SSCN can be modeled as an M/G/1 system, which
has been widely used to model data traffic in wireless networks. According
to the Pollaczek-Khintchine formula [95], the average queuing latency for the
SU i-SU j pair, denoted as δi,j, is determined as follows4

δi,j =
λeffi,j · (E2 [Wi,j] + Var (Wi,j))

2
(
1− λeffi,j · E [Wi,j]

) . (5.2)

To calculate the close form of δi,j, again leveraging the independence of Ikj
over k, we can obtain the expectation of the interpretation time for all se-
mantic data packets by

E [Wi,j] =
∑
k∈K

αki α
k
j ϵ
k
i,jE

[
Ikj
]
=
∑
k∈K

αki α
k
j ϵ
k
i,j

µkj
, (5.3)

and the variance of Wi,j can be calculated by

Var (Wi,j) =
∑
k∈K

αki α
k
j

(
ϵki,j
)2

Var
[
Ikj
]

=
∑
k∈K

αki α
k
j

(
ϵki,j
µkj

)2

.

(5.4)

By substituting (5.3) and (5.4) into (5.2), δi,j can be rewritten in (5.5), as
shown at the bottom of the next page. Due to the security consideration, let
δ0 denote a unified secrecy latency threshold that should be satisfied at all
associated D2D SemCom links.

5.2.4 Semantic Secrecy Throughput Measurement

Lately, a concept of semantic triplet is dedicatedly introduced in the realm
of SemCom to represent the interpretable relationship between two specific
semantic entities implied in source information [96–98], and its typical expres-
sion is (Entity-A, Relationship, Entity-B), as depicted in the exemplification

4In order to guarantee the steady-state of the queuing system, a condition of
λeff
i,j E [Wi,j ] < 1 must be satisfied before proceeding [94]. In this work, we assume that

the packet interpretation rate is larger than the packet arrival rate to make the queuing
latency finite and thus solvable.
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of Fig. 5.1. In the context of the above secrecy queuing latency model, we
assume that each semantic data packet contains exactly one semantic triple,
which is corresponding to a certain KB. To be more specific, all source infor-
mation of transmitters in SemCom is first encoded in the minimum unit of
semantic triplets by semantic encoding models.5 Afterward, each semantic
triplet is encoded by each SU’s channel encoder and then encapsulated into
an L bits-size semantic data packet for wireless transmission [98]. As such,
we clearly have the total number of semantic triplets transmitted from trans-
mitter SU i to receiver SU j per second given by λDi,j, as aforementioned, and
likewise, obtain that for the eavesdropping link as λEi = rEi /L.

Since each KB has its popularity rank at each SU as identified in the
KBC model, it means that each semantic triplet also has the same preference
level. Naturally, transmitting the higher-ranked semantic triplets contributes
more valuable semantic information for each SemCom receiver. Inspired
by this, we employ a performance metric called semantic value proposed
in [98] to measure the semantic information importance of semantic triplets
with different rankings at each SU. Proceeding as in [98], the calculation of
semantic value for each KB k-based semantic triplet relies on SU i’s Zipf

distribution, which is exactly the numerator of pki , given by
(
rki
)−ξi . Note

that the semantic value above is measured according to the transmitter’s KB
preference only, which is reasonable as the primary purpose of SemCom is
generally determined by the sender, rather than the receiver. With these and
further combining the effective semantic packet arrival of KB k from SU i to
SU j given in λeffi,j , i.e., α

k
i α

k
jλ

k
i,j, we can obtain the effective semantic value

5This assumption is justified since core semantic information can be extracted by state-
of-the-art DL models from multimedia services (e.g., text [9], image [99], and video [100]) to
draw the semantic KG, which can be decomposed into multiple semantic triplets [101,102].
In other words, it is reasonable that source information in any format can be conveyed in
units of semantic triplets for SemCom service provisioning.

δi,j =[(∑
k∈K α

k
i α

k
j

pki /µ
k
j∑

f∈K α
f
i α

f
j p

f
i

)2

+
∑

k∈K α
k
i α

k
j

(
pki /µ

k
j∑

f∈K α
f
i α

f
j p

f
i

)2
]
·
(∑

k∈K α
k
i α

k
jλ

k
i,j

)
2

[
1−

(∑
k∈K α

k
i α

k
jλ

k
i,j

)
·
(∑

k∈K α
k
i α

k
j

pki /µ
k
j∑

f∈K α
f
i α

f
j p

f
i

)]
(5.5)
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transmitted via the SU i-SU j D2D pair per second as

V D
i,j =

∑
k∈K

αki α
k
jλ

k
i,j

(
rki
)−ξi

=
rDi,j
L

∑
k∈K

αki α
k
j p

k
i

(
rki
)−ξi

. (5.6)

Similarly, based on the semantic triplet transmission rate λEi and the KBC
situation αkE pertinent to the eavesdropping center, the average number of
KB k-based semantic triplets that can be eavesdropped per second should
be

V E
i =

∑
k∈K

λEi α
k
i p

k
i Pr

{
αkE = 1

} (
rki
)−ξi

=
rEi
L

∑
k∈K

αki p
k
i p
k
E

(
rki
)−ξi

.
(5.7)

Therefore, drawing on the classical metric of secrecy throughput in tradi-
tional secure communications [79, 103, 104], we define here a new metric,
namely semantic secrecy throughput (SST), by subtracting V E

i in (5.7) from
V D
i,j in (5.6) as

V S
i,j =

[
V D
i,j − V E

i

]+
=

1

L

[∑
k∈K

αki
(
rki
)−ξi (

rDi,jα
k
j p

k
i − rEi pki pkE

)]+
,

(5.8)

where the operator [·]+ is to output the maximum value between its ar-
gument and zero. To provide an intuitive explanation, V S

i,j is the secure
semantic value transmission rate at which the legitimate SU i-SU j pair is
able to communicate safely without enough valuable semantic information
being stolen by the eavesdropping center. If V D

i,j > V E
i , the D2D SemCom

users can transmit semantic information to each other with a secure rate of
(V D

i,j −V E
i ). Otherwise, any transmitted semantics at the SU i-SU j pair will

be stolen by the eavesdroppers. If taking into account all DUP possibilities,
the overall SST of SSCN should be the sum of βi,jV

S
i,j corresponding to all

potential SU i-SU j cases, that is,

SST =
∑
i∈M

∑
j∈Mi

βi,jV
S
i,j

=
∑
i∈M

∑
j∈Mi

βi,j
L

[∑
k∈K

αki
(
rki
)−ξi (

rDi,jα
k
j p

k
i − rEi pki pkE

)]+
.

(5.9)
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5.2.5 Problem Formulation

For ease of illustration, we first define three variable sets
α =

{
αki | i ∈M, k ∈ K

}
, β = {βi,j | i ∈M, j ∈Mi}, and P = {Pi | i ∈M}

that consist of all possible indicators pertinent to KBC, DUP, and PC, re-
spectively. Without loss of generality, the objective of our optimisation is
to maximize SST in (5.9) by jointly optimizing (α,β,P ), while subject to
SemCom-relevant latency and performance requirements alongside several
practical system constraints. The problem is specifically formulated as fol-
lows:

P0 : max
α,β,P

∑
i∈M

∑
j∈Mi

βi,jV
S
i,j (5.10)

s.t.
∑
k∈K

αki · sk ⩽ Ci, ∀i ∈M, (5.10a)

ηi ⩾ η0, ∀i ∈M, (5.10b)∑
j∈Mi

βi,j = 1, ∀i ∈M, (5.10c)

βi,j = βj,i, ∀ (i, j) ∈M×Mi, (5.10d)∑
j∈Mi

βi,jδi,j ⩽ δ0, ∀i ∈M, (5.10e)∑
j∈Mi

βi,jV
S
i,j ⩾ V0, ∀i ∈M, (5.10f)

αki ∈ {0, 1}, ∀ (i, k) ∈M×K, (5.10g)

βi,j ∈ {0, 1}, ∀ (i, j) ∈M×Mi (5.10h)

0 ⩽ Pi ⩽ Pmax, ∀i ∈M. (5.10i)

Constraints (5.10a) guarantees that the total size of KBs cached at each
SU cannot exceed its maximum storage capacity, while constraint (5.10b)
represents the aforementioned semantic knowledge satisfaction requirement.
Then, constraints (5.10c) and (5.10d) jointly model the single-D2D pairing
limitation of SUs. Next, constraint (5.10e) indicates the maximum secrecy
queuing latency threshold, while constraint (5.10f) is the minimum SST re-
quirement at each D2D SemCom link indicating the reliability level of the
system. Moreover, constraints (5.10g) and (5.10h) characterize the binary
properties of α and β. Finally, constraint (5.10i) determines the transmit
power range for all SUs.

Carefully examining P0, it can be observed that the optimisation is quite
challenging to be solved straightforwardly due to several intractable math-
ematical obstacles. First of all, P0 is an NP-hard optimisation problem
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as demonstrated below. Consider a special case of P0 where all β- and
P -related constraints have been satisfied. In this case, constraints (5.10c)-
(5.10d) and (5.10h)-(5.10i) can all be removed, and the primal problem de-
generates into a variant 0-1 multi-knapsack problem that is known to be
NP-hard [105], thereby P0 is also NP-hard. Besides, P0 involves both con-
tinuous and discrete variables, and its objective function (5.10) is quite com-
plicated alongside constraints (5.10e) and (5.10f), which prevents us from
using the conventional two-step solution (i.e., relaxation and recovery) to
approach optimality. In more detail, the problem after relaxing α and β
should still be a nonconvex optimisation problem owing to the non-convexity
preserved in (5.10) and constraints (5.10e) and (5.10f). Therefore, a severe
performance penalty and a high computational complexity will be incurred
from the procedure of integer recovery due to the huge performance compro-
mise on solving the nonconvex problem for relaxed variables [106–108]. In
view of the above mathematical challenges, we propose an efficient resource
allocation strategy in the next section to reach the optimality of P0 and
obtain the joint KBC, DUP, and PC solution.

5.3 Security-Aware Resource Allocation for

SSCN

In this section, we illustrate how to achieve the optimal security-aware re-
source management in the SSCN. We first employ the Lagrange dual method
to transform the primal problem P0 to its dual optimisation problem. Then,
given dual variables in each iteration, the dual problem is decomposed into
multiple subproblems, which are solved by the proposed two-stage method.
Finally, the workflow of our solution and its complexity analysis are provided.

5.3.1 Primal-Dual Problem Transformation

To make P0 tractable, we first incorporate constraints (5.10e) and (5.10f)
into the objective function (5.10) by associating two Lagrange multipliers τ =
{τi | i ∈ M} and ρ = {ρi | i ∈ M}. As such, its Lagrange function is found

by (5.11), as shown at the bottom of the next page, in which L̃τ ,ρ (α,β,P )
is defined for expression brevity. Then, the Lagrange dual problem of P0
becomes

D0 : min
τ ,ρ

D (τ ,ρ) = gα,β,P (τ ,ρ)+δ0
∑
i∈M

τi−V0
∑
i∈M

ρi (5.12)

s.t. τi ⩾ 0, ρi ⩾ 0, ∀i ∈M, (5.12a)
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where
gα,β,P (τ ,ρ) = sup

α,β
L̃τ ,ρ (α,β,P )

s.t. (5.10a)− (5.10d), (5.10g)− (5.10i).
(5.13)

Notably, the optimality of the convex problem D0 gives at least the best
upper bound of P0, even if P0 is nonconvex, according to the duality prop-
erty [109]. Hence, our focus now naturally shifts to seeking the optimal
solution to D0.

Given the initial dual variable τ and ρ, we can solve problem (5.13) in
the first place to find the optimal solution of (α,β,P ), the details of which
will be presented in the subsequent subsections. After that, a subgradient
method is employed for updating τ and ρ to solve D0 in an iterative fash-
ion. Particularly, the partial derivatives with respect to (w.r.t.) τ and ρ
in D (τ ,ρ) are set as the subgradient directions, respectively. Suppose in a
certain iteration, say iteration t, each dual variable τi(t) (i ∈M) is updated
by

τi(t+ 1) =

[
τi(t)− ν1(t) ·

(
δ0 −

∑
j∈Mi

βi,j(t)δi,j(t)

)]+
, (5.14)

and each ρi(t) is updated by

ρi(t+ 1) =

[
ρi(t) + ν2(t) ·

(
V0 −

∑
j∈Mi

βi,j(t)V
S
i,j(t)

)]+
. (5.15)

ν1(t) and ν2(t) are the stepsizes w.r.t. the update of τi(t) and ρi(t) in iteration
t, respectively. Generally, the convergence of the subgradient descent method
can be ensured with the proper stepsize preset in practice [110].

L (α,β,P , τ ,ρ) =
∑
i∈M

∑
j∈Mi

βi,jV
S
i,j +

∑
i∈M

τi

(
δ0 −

∑
j∈Mi

βi,jδi,j

)

+
∑
i∈M

ρi

(∑
j∈Mi

βi,jV
S
i,j − V0

)
=
∑
i∈M

∑
j∈Mi

βi,j
[
(1 + ρi)V

S
i,j − τiδi,j

]
+ δ0

∑
i∈M

τi − V0
∑
i∈M

ρi

≜ L̃τ ,ρ (α,β,P ) + δ0
∑
i∈M

τi − V0
∑
i∈M

ρi.

(5.11)
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5.3.2 Dual Problem Decomposition for Optimality Guar-
antee

As discussed earlier, given τ and ρ in each iteration, the optimal (α,β,P )
need to be obtained by solving problem (5.13). However, solving such a
problem is still challenging due to the inseparability of these variables
L̃τ ,ρ (α,β,P ). To this end, we propose a two-stage method to reach its
optimality with a low computational complexity.

In the first stage, we focus on multiple independent KB caching subprob-
lems, each corresponding to a potential D2D SU pair in the SSCN. Specifi-
cally, the performances of an SU i-SU j single pair (i.e., the sender SU i and
the receiver SU j) and an SU j-SU i pair (i.e., the sender SU j and the re-
ceiver SU i) should be jointly considered, and for ease of distinction, we refer
to the two case as the same SU i, j pair, ∀ (i, j) ∈ M×Mi, j > i. In other

words, for each KBC subproblem, we have βi,j = βj,i = 1 in L̃τ ,ρ (α,β,P )
corresponding to a given SU i, j pair, while all other SU pairs are not taken
into account. Therefore, different KBC subproblems can be tackled indepen-
dently, and in this way, let

ωi,j =
[
(1 + ρi)V

S
i,j − τiδi,j

]
+
[
(1 + ρj)V

S
j,i − τjδj,i

]
. (5.16)

Clearly, we have ωi,j = ωj,i, thus only the case of j > i needs to be considered
for each potential SU i, j pair, and constraints (5.10c), (5.10d), and (5.10h)
are satisfied at the same time.

Clearly, we have U =
(∑

i∈M |Mi|
)
/2 subproblems in total, each of which

is denoted as P1i,j, ∀ (i, j) ∈M×Mi, j > i, to seek the optimal KBC sub-
policy only for an individual SU i, j pair. Note that the optimal KBC solution
to problem (5.13) cannot be achieved by simply combining the obtained
sub-policies of these P1i,j, but these sub-policies will be used to construct
the subsequent DUP and power allocation subproblems to finalize the joint
optimal solution of (α,β,P ) for (5.13). Given the dual variable τ and ρ in
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each iteration, P1i,j becomes

P1i,j : max
{αk

i },{αk
j},Pi,Pj

ωi,j (5.17)

s.t.
∑
k∈K

αki · sk ⩽ Ci, (5.17a)∑
k∈K

αkj · sk ⩽ Cj, (5.17b)

ηi ⩾ η0, ηj ⩾ η0, (5.17c)

αki ∈ {0, 1} , αkj ∈ {0, 1} , ∀k ∈ K, (5.17d)

0 ⩽ Pi ⩽ Pmax, 0 ⩽ Pj ⩽ Pmax. (5.17e)

If we can obtain the optimal KBC and power allocation sub-policies by solv-
ing P1i,j for SU i (denoted as α∗

i(j)
and P ∗

i(j)
) and SU j (denoted as α∗

j(i)
and

P ∗
j(i)

),6 corresponding to the individual SU i, j pair. The following proposition

explicitly shows how P1i,j correlates to the problem (5.13).
Based on Proposition 1, it is seen that the optimal KBC and power alloca-

tion policies of each SU can be obtained by solving a certain P1i,j. Moreover,
due to the single-association requirement of D2D SemCom pairing, the op-
timal DUP strategy becomes the only key to finalize the optimal solution
to (5.13). Hence, we first construct the optimal coefficient matrix for β
in (5.13) to account for all DUP possibilities. By calculating the optimal ωi,j
(denoted as ω∗

i,j, ∀ (i, j) ∈ M×Mi) in P1i,j, the optimal coefficient matrix
is given by

Ω =


+∞ ω∗

1,2 ω∗
1,3 · · · ω∗

1,M

ω∗
2,1 +∞ ω∗

2,3 · · · ω∗
2,M

ω∗
3,1 ω∗

3,2 +∞ · · · ω∗
3,M

...
...

...
. . .

...
ω∗
M,1 ω∗

M,2 ω∗
M,3 · · · +∞

 . (5.18)

Ω is an M ×M symmetric matrix in which ω∗
i,j = ω∗

j,i, and all elements on
its main diagonal are set to +∞ to indicate i ̸= j. In addition, some ω∗

i,js in
Ω may have a value of +∞ when SU j is not the eligible neighbor of SU i,
i.e., j /∈Mi.

On this basis, we will focus on finding the optimal DUP strategy by
constructing a related subproblem in the second stage. With the objective
L̃τ ,ρ (α,β,P ) and β-related constraints in (5.13), the DUP subproblem is

6For auxiliary illustration, we use (·) in the subscript to specify the SU pair attribute
(relation) for each SU’s KBC and power allocation sub-policies obtained from P1i,j .
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constructed as

P2 : max
β

1

2

∑
i∈M

∑
j∈Mi

βi,jω
∗
i,j (5.19)

s.t. (5.10c), (5.10d), (5.10h). (5.19a)

Given any τ and ρ, the optimal DUP strategy β (denoted as β∗

=
[
β1,j∗1 , β2,j∗2 , · · · , βM,j∗M

]T
) can be straightforwardly finalized by solving P2,

where βi,j∗i (∀i ∈ M) means that SU j∗i is the optimal D2D SemCom node
for SU i, i.e., βi,j∗i = 1. Then, we feed the obtained β∗ back to Ω to further
determine the optimal KBC and power allocation policies α∗ and P ∗ for all
SUs. In other words, for any i ∈ M, we have α∗

i = α∗
i(j∗

i
)
and P ∗

i = P ∗
i(j∗

i
)
,

which is established by giving the following proposition.
It is worth emphasizing that although the primal problem P0 is NP-hard,

the proposed primal–dual decomposition ensures that the solution obtained
in each iteration reaches the optimal point within the convex relaxation do-
main. Since the dual problem D0 provides a tight upper bound on P2 the
final solution can be regarded as a near-optimal one approaching the duality
bound. Therefore, the optimality gap between the obtained solution and the
true global optimum remains theoretically bounded and negligible in prac-
tice, as further supported by the fast convergence behavior observed in our
numerical evaluations. Based on Proposition 2, we have proved that the
proposed two-stage method is guaranteed to reach the optimality of prob-
lem (5.13) in each iteration. Most importantly, the optimisation to either
P1i,j or P2 becomes quite tractable owing to the significantly reduced num-
ber of variables. In the next two subsections, we will elucidate our optimal
solutions to P1i,j and P2, respectively.

5.3.3 Near-Optimal KBC and Power Allocation for A
D2D Pair

Carefully examining P1i,j, it is seen that the two binary variables αi and αj

are the main tricky points during the solving process. Suppose that we fix
αi and αj to any feasible solutions in the first place, only constraint (5.17e)
remains and then we just need to concentrate upon its objective function ωi,j
w.r.t. variable Pi and Pj. Note that δi,j and δj,i in ωi,j are monotonically
increasing functions on Pi and Pj, respectively, which fact is quite obvious
by observing (5.5). Moreover, when αi and αj are fixed to be known, V S

i,j
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can be rephrased to a more precise form, that is

V S
i,j =

[
θDi,j log2

(
1 +

PiG
D
i,j

δ2

)
− θEi log2

(
1 +

PiG
E
i

δ2

)]+
, (5.20)

where θDi,j and θ
E
i are constant parameters obtained by substituting the fixed

αi and αj into (5.6) and (5.7), respectively. From (5.20), we can easily
calculate V S

i,j’s first order derivative w.r.t. Pi and obtain its monotonicity
between 0 and Pmax. Likewise, the monotonicity of Pj in V

S
j,i can be easily

determined at the same time. As such, since V S
i,j and V

S
j,i are convex functions

while δi,j δj,i are linear functions, their linear combination ωi,j must also be
convex given any ρ and τ . Therefore, if αi and αj can be fixed first, we
can directly apply efficient linear programming toolboxes like CVXPY [111]
to find the optimum Pi and Pj for the best ωi,j. As such, we propose a
heuristic KBC search algorithm by drawing on tabu search [112] to efficiently
determine the near-optimal solution for each P1i,j. In detail, the search
process is illustrated as follows:

• Initial KBC Solution Generation: In the beginning, we first determine
a feasible solution of αi and αj (jointly denoted as a 2K-dimensional
vector αI

i,j =
[
αI
i ,α

I
j

]
) as the search starting point, where αI

i and αI
j

are two K-dimensional vectors with all elements being 0 initialized to
represent the KBC sub-policies at SU i and SU j, respectively. Con-
sidering constraint (5.17c), let K̂ and Ǩ denote two variable sets to
record ηi-relevant information, where K̂ = K and Ǩ = ∅ are initialized.
Having these, we determine a certain KB k0 that leads to the highest
sum of KB preferences of SU i and SU j by

k0 = argmax
k∈K̂

(
pni + pnj

)
, (5.21)

such as
αk0i = 1 and αk0j = 1. (5.22)

Then, let K̂ = K̂\n0 and Ǩ = Ǩ ∪ {n0}, and repeat the two procedures
in (5.21) and (5.22) until both SUs meet constraint (5.17c). However,
it should note that constraint (5.17a) or (5.17b) may be violated dur-
ing the above process. Once that happens, the corresponding KBC
indicator of the KB with the maximum size in Ǩ, i.e.,

k1 = argmax
k∈Ǩ

sk, (5.23)

should be reset by
αk1i = 0 and αk1j = 0. (5.24)
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As a result, we can finally generate an initial feasible solution of αI
i,j to

problem P1i,j. Meanwhile, as mentioned earlier, the optimal P I
i and

P I
j corresponding to αI

i,j can be obtained.

• Neighboring Space Exploration: Our search algorithm is started from
all solutions neighboring to the obtained αI

i,j, and let H (·) denote the
neighboring solution set of its input solution. Next, we need to find the
optimal solution within H

(
αI
i,j

)
that can yield the minimum value of

ωi,j, and then replacing the previous solution αI
i,j as well as P

I
i and P I

j

with the current solution, denoted by
(
αC
i,j, P

C
i , P

C
j

)
. By repeating the

above search process in an iteration fashion, we can obtain multiple
different current solution in different search iterations. Besides, let
I denote an optimal solution list with a given maximum length, and
once we have a new better αC

i,j from searching H
(
αC
i,j

)
, the solution

of
(
αC
i,j, P

C
i , P

C
j

)
should be added into I if it is not already in I. The

existence of I is to prevent each search from looping back to previously
visited solution spaces, i.e., avoiding trapping into the local optimum.
Technically, H

(
αC
i,j

)
is given as

H(αC
i,j) =

{
αi,j : ∥αi,j −αC

i,j∥ ⩽ σ,

αi,j /∈ I,αi,j ∈ ψ
}
,

(5.25)

where σ is the maximum neighboring length, and ψ is P1i,j’s entire
feasible solution space.

• Optimal Solution Update and Termination Check: Let
(
α∗
i,j, P

∗
i , P

∗
j

)
denote a variable vector to record the best solution obtained so far.
Specifically, if we find the current

(
αC
i,j, P

C
i , P

C
j

)
that is better than(

α∗
i,j, P

∗
i , P

∗
j

)
in any iteration, this should not be added into I but let

α∗
i,j = αC

i,j, P ∗
i = PC

i , and P ∗
j = PC

j . (5.26)

Moreover, a search termination criterion is checked by either reaching
a maximum number of iterations or a performance growth threshold in
terms of ωi,j.

5.3.4 Near-Optimal DUP Scheme

After solving each P1i,j, the optimal coefficient matrix Ω as well as P2 can
be determined. Clearly, its objective function and constraints (5.10c) and
(5.10d) are all linear, the only challenge to solve P2 is the 0-1 constraint
in (5.10h). Herein, we relax β into the continuous variable, denoted as βR,
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between 0 and 1, which makes P2 a linear programming problem that is
able to be efficiently tackled by CVXPY. Afterward, we need to recover βR

to its binary property, and for this, we propose a heuristic DUP strategy as
follows. First, we determine one single SU i′-SU j′ pair by

β∗
i′ ,j′

= β∗
j′ ,i′

= 1 (5.27)

if (
i
′
, j

′
)
= arg max

i∈M,j∈Mi,j>i
βRi,j. (5.28)

For the remaining β∗
i,j w.r.t. SU i

′
and SU j

′
, we have{

β∗
i′ ,j

= β∗
j,i′

= 0, ∀j ∈Mi′ , j ̸= j
′

β∗
j′ ,i

= β∗
i,j′

= 0, ∀i ∈Mj′ , i ̸= i
′ . (5.29)

Then we letM =M\{i, j}, and repeat the above processes until finalizing
the optimal DUP solutions for all SU pairs. It is observed that the number of
variables is only

(∑
i∈M |Mi|

)
/2 in solving P2, which is a fairly acceptable

problem scale in practice, and the performance compromise is believed to be
small.

5.3.5 Algorithm Analysis

To better demonstrate the full picture of the proposed solution, we summarize
the relevant technical points and enclose them in the following Algorithm 2.

Algorithm 2 The Proposed Resource Management for SSCN

Input: The system parameters M , K, W , L, ζ, Pmax, γ0, η0, δ0, V0, and
the parameters of the eavesdropping center and all SUs GD

i,j, G
E
i , sk, Ci,

rki , r
k
E, ξi, ξE, µ

k
j

Output: The optimal KBC strategy α∗, optimal DUP strategy β∗, and op-
timal power allocation strategy P ∗

1: Initialize dual problem iteration index t ← 1, τi(1), ρi(1), ν1(1), and
ν2(1) to proper positive values for D0

2: Set the maximum number of iterations Q
3: while t ⩽ Q do
4: for i← 1 to M do
5: for j ← 1 to M do
6: if j ∈Mi and j > i then
7: Find

(
αI
i,j, P

I
i , P

I
j

)
in the context of (5.21)-(5.24)
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8: Initialize KBC search iteration index as t′ ← 1, I(1) ← ∅,
αC
i,j(1)← α∗

i,j ← αI
i,j, P

C
i (1)← P ∗

i ← P I
i , and P

C
j (1)← P ∗

j ←
P I
j

9: Set a suitable maximum neighboring length σ and maximum
number of iterations Q′ for P1i,j

10: while t′ ⩽ Q′ do
11: Determine H

(
αC
i,j (t

′)
)
by (5.25)

12: Find the best KBC solution in H
(
αC
i,j (t

′)
)
and then obtain

the corresponding optimal power allocation solution by CVXPY

13: Assign them to αC
i,j(t

′ + 1), PC
i (t

′ + 1), and PC
j (t

′ + 1), re-
spectively

14: if
(
αC
i,j(t

′ + 1), PC
i (t

′ + 1), PC
j (t

′ + 1)
)
is better than

(
α∗
i,j, P

∗
i , P

∗
j

)
then

15: Update
(
α∗
i,j, P

∗
i , P

∗
j

)
←
(
αC
i,j(t

′ + 1), PC
i (t

′ + 1), PC
j (t

′ + 1)
)

16: Keep I (t′ + 1)← I (t′)
17: else
18: Update I (t′ + 1)← I (t′)∪

{(
αC
i,j(t

′ + 1), PC
i (t

′ + 1), PC
j (t

′ + 1)
)}

19: end if
20: Update t′ ← t′ + 1
21: end while
22: Calculate ω∗

i,j by substituting
(
α∗
i,j, P

∗
i , P

∗
j

)
into (5.16)

23: ω∗
j,i ← ω∗

i,j

24: end if
25: end for
26: end for
27: Generate Ω (t) according to (5.18)
28: Solve P2 by CVXPY and obtain βR (t)
29: Finalize β∗ (t) by (5.27)-(5.29)
30: Finalize α∗ (t) and P ∗(t) by feeding β∗ (t) back to Ω (t)
31: Update τi(t+ 1) and ρi(t+ 1) by (5.14) and (5.15), respectively
32: Update ν1(t+ 1) and ν2(t+ 1) under a given rule
33: t← t+ 1
34: end while
35: return (α∗,β∗,P ∗)← (α∗(Q),β∗(Q),P ∗(Q))

Regarding the computational complexity of Algorithm 2, it is first ob-
served that for each P1i,j, we need to obtain all feasible KBC solutions
within H

(
αC
i,j

)
in any of its iterations. Note that σ is a very small parameter

compared with N in (5.25), the complexity of determining the neighborhood
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solution space is approximately O
((

2K
σ

))
= O (Kσ). With the maximum

number of search iteration Q′, solving each P1i,j needs complexity O (Q′Kσ).
Besides, the CVXPY toolbox employed for the relaxed P2 requires O (M4)
complexity [113] to solve a group of

(∑
i∈M |Mi|

)
DUP variables. Since

there is a total of
((∑

i∈M |Mi|
)
/2
)
subproblems P1i,j and one subproblem

P2 need to be tackled in each iteration of D0, its corresponding complex-
ity is O (M2Q′Kσ +M4). Further combining the maximum number of dual
problem iteration Q, the proposed Algorithm 2 has a polynomial-time overall
complexity of O (QM2 (Q′Kσ +M2)).

5.4 Numerical Results and Discussions

In this section, numerical evaluations are conducted to demonstrate the per-
formance of our proposed resource allocation solution in the SSCN, where
we employ Python 3.7-based PyCharm as the simulator platform and imple-
ment it in a workstation PC featuring the AMD Ryzen-9-7900X processor
with 12 CPU cores and 128 GB RAM. In the basic system setup, we first
model a single-cell circular area with a radius of 300 meters, in which multi-
ple SUs and one eavesdropping center are randomly dropped, while multiple
KBs are preset to provide SUs with a variety of distinct SemCom services.
Correspondingly, we set a uniform KB storage capacity for all SUs, and each
of them has a randomly generated storage size. For brevity, other relevant
simulation parameters not mentioned in the context along with their values
are summarized in Table 5.1.

Besides, the preference rankings for all KBs (i.e., rni ) at the eavesdropping
center and each SU are generated independently and randomly, where their
Zipf distributions are assumed to have the same skewness 1.2. The average
interpretation time for semantic packets based on each KB n is considered
to be the same for all SUs. Here, we randomly generate 1/µni in a range of
5× 10−3 ∼ 1× 10−2 s/packet w.r.t. each KB n, as the average interpretation
time of different KBs-based packets is different from each other. Further,
the minimum knowledge preference satisfaction threshold η0, the maximum
queuing delay threshold δ0, and the maximum SST threshold V0 are pre-
scribed as 0.5, 5 ms, and 50, respectively. Notably, all the above parameter
values are set by default unless otherwise specified, and all subsequent nu-
merical results are obtained by averaging over a sufficiently large number of
trials.

For comparison purposes, here we employ two different benchmark schemes
of SemCom-empowered service provisioning herein [83,120,121]: 1) Random
Power allocation with Distance-first pairing (RPD) strategy, which assumes
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Table 5.1: Simulation Parameters

Parameters Values

Subchannel bandwidth
(W )

0.1 MHz

Number of SUs (M) 100

Number of KBs (K) 12

Size of KB k (sk)
1 ∼ 5 units
(randomly) [83]

KB storage capacity of SUs
(Ci)

24 units

Skewness of the Zipf
distribution w.r.t. each
SU’s KB preference (ξi)

1.2

Average interpretation
time of KB n-based
semantic packets (1/µni )

5×10−3 ∼ 1×10−2

s/packet
(randomly) [83]

Maximum transmit power
of each SU (Pmax)

21 dBm [114]

Noise power (ζ2)
−111.45
dBm [115]

Path loss model
34 + 40 log (d [m])
[116]

Average number of bits
required for encoding one
semantic triplet (L)

800 bits [117]

Minimum semantic
knowledge satisfaction
threshold (η0)

0.5 [88]

Maximum queuing delay
threshold (δ0)

5 ms [118]

Minimum SST threshold
(V0)

50 [119]
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each SU has a random assigned transmit power while choosing its nearest
SU for DUP; 2) Maximum Power allocation with Knowledge-first pairing
(MPK), in which each SU is assigned with a transmit power of Pmax while
selecting its neighboring SU with the highest KB matching degree for DUP.
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Figure 5.2: Average SST vs. different numbers of SUs.
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Figure 5.3: Average queuing delay vs. different numbers of SUs.

In addition, a personal preference-first KBC policy is considered for RPD
and MPK, which allows each SU to cache KBs with the highest preferences
until η0 is satisfied, and then randomly cache the remaining KBs until reach-
ing maximum capacity.
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We first verify the average SST performance and the average queuing la-
tency performance obtained by each D2D SemCom link under varying num-
bers of SUs in Fig. 5.2 and Fig. 5.3, respectively, in which two different
skewness values of the Zipf distribution of ξ = 0.8 and ξ = 1.4 are taken into
account. In comparison with the two benchmark schemes, our solution al-
ways renders an obvious SST performance gain at any number of SUs, while
reaching a positive SST performance representing that the semantic infor-
mation security has been adequately guaranteed in the SSCN. For example,
in Fig. 5.2, our solution reaches a high SST performance of around 7.7× 104

at 140 SUs with ξ = 0.8, which is much higher than around 3.8× 104 SST of
the RPD and around 1.9× 104 SST of the MPK.
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Figure 5.4: Average SST vs. different numbers of KBs.

In addition, in Fig. 5.3, a lower queuing latency is seen by our solution,
which is less than half of that obtained by the comparison schemes. Note
that as the increase of the number of SUs, both the SST performance and
queuing latency show a grow trend. The former is because that the more
SUs mean the more neighbors for each SU, and thus each SU should have
a higher chance to find a better SemCom counterpart for D2D pairing and
to achieve a better SST performance. However, such an increase will be
eventually stabilized since the bandwidth budget is already fixed. Likewise,
for the latter queuing delay trend, when each SU has a better semantic value
rate, the semantic data packet arrival rate becomes correspondingly higher,
thereby leading to a higher queuing delay. Furthermore, it is observed that
the higher skewness of the Zipf distribution is with the better SST and a
worse queuing delay. The rationale behind the former phenomenon is that
the higher skewness makes each SU easier meet the semantic satisfaction
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as it only needs to cache the KBs with high probabilities, and the semantic
triplets generated based on these KBs precisely have the high semantic value.
Meanwhile, such a situation happens to cause that each SU is more difficult to
find a high knowledge-matching D2D pair due to the higher deviation, hence
the queuing delay becomes higher as well compared with the low skewness.
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Figure 5.5: Average queuing delay vs. different numbers of KBs.

Fig. 5.4 and 5.5 compare the average SST and queuing delay performance
of each D2D SemCom link with the benchmarks under varying numbers of
KBs, respectively, with two different KB storage capacities of C = 18 and
C = 24. In both figures, it is seen that our proposed solution far superior to
either the RPD or the MPK at each point. For instance, when the number
of KBs is set to 10 and C = 24, an average SST performance of 5.8 × 104

is observed by the proposed solution in Fig. 5.4, which is around 1.9 times
higher than that of the MPK and around 1.4 times higher than that of
the RPD. Specially, in Fig. 5.4, our solution shows a downtrend of SST
with the increase of the number of KBs. This is because that the more
the number of KBs, the less the discrepancy of KB preference between SUs
and the eavesdropping center, resulting in the higher probability for the
eavesdropping center having the same KBs as SUs, which inevitably causes
a lower semantic secrecy information rate. Besides, a larger KB capacity C
has a better SST, which can be interpreted as the more KBs are cached at
each SU, the more semantic value is transmitted.

In Fig. 5.5, an increase trend of the average queuing delay performance is
first seen by the proposed solution with the number of KBs, and then decline
slowly after 11 KBs. This is attribute to the fact that at the very beginning,
the more KBs indicates a higher effective packet arrival rate, which can lead
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to a grow trend of queuing delay. However, such performance saturation will
get better as a higher probability for two SUs caching the same KBs with high
interpretation rates, which dominates the overall queuing delay performance
change. Moreover, there is only a small queuing delay gap between the
cases with different KB storage capacities. This is because that our solution
always gives high caching priority to the KBs with lower interpretation times,
and once the semantic knowledge satisfaction threshold or the queuing delay
threshold is met, the remaining capacity will not be in use.
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Figure 5.6: Average queuing delay vs. different maximum allowable transmit
powers.

In addition, Fig. 5.6 and Fig. 5.7 validate the average queuing delay and
SST performance under varying maximum allowable transmit powers, respec-
tively, under two semantic knowledge satisfaction thresholds of η0 = 0.4 and
η0 = 0.6. Consistent with the previous results, our solution still outperforms
the two benchmarks with a significant performance gain. Specifically, at the
point of Pmax = 21 dBm and η0 = 0.6, the proposed solution reaches an
average SST performance of around 73000 in Fig. 5.6, which is 53000 higher
than that of RPD, and obtains an average queuing delay of around 1.4 ms
in Fig. 5.7, which is 2.3 ms lower than that of MPK. Apart from this, note
first that in Fig. 5.6, the SST performance increases as Pmax. This is because
that based on our efficient DUP solution, most of the SUs can always find
a best SU for D2D SemCom pairing to guarantee a positive SST, in which
case each SU is able to be assigned with a highest transmit power to improve
the semantic value transmission rate as much as possible. Also, the higher
η0 leads to the better SST, which trend is quite obvious due to the looser
KBC constraints.
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Figure 5.7: Average queuing delay vs. different maximum allowable transmit
powers.

Finally, as in Fig. 5.7, it is observed that the average queuing latency
performance obtained by all resource allocation schemes shows a similar sta-
ble trend as the growth of Pmax. This phenomenon can be understood by
the fact that we just set a queuing latency limitation in the optimisation
problem, and our main focus is on the maximisation of SST rather than
minimizing the queuing delay. Hence, the corresponding solution here is just
to satisfy the delay constraint, resulting in the stable trend. Nevertheless,
our proposed solution still has a better delay performance compared with
the benchmarks, as aforementioned. In the meantime, it is noticed that the
lower the η0, the lower the average queuing delay. This is because that the
lower semantic knowledge satisfaction threshold clearly makes each SU cache
less KBs, thus the knowledge overlapping rate between the two paring SUs is
more likely to be smaller. Consequently, the effective semantic packet arrival
rate at a lower η0 should be smaller than that at a higher η0, rendering a
better queuing latency performance.

5.5 Conclusions

This chapter has explored the semantic information security-aware resource
allocation in the SSCN. We have first identified two key problems of KBC
and DUP with the joint consideration of power allocation. Then, the knowl-
edge matching based queuing delay has been derived and a novel performance
metric of SST has been developed. On this basis, we have formulated a joint
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SST maximisation problem, followed by a corresponding solution proposed.
Our solution first leveraged primal-dual transformation and decomposed the
dual problem into multiple subproblems, which can be separately solved by
our devised two-stage method. Compared with the two benchmarks, simu-
lation results have shown superiorities in SST, average queuing delay, and
semantic knowledge satisfaction.

We hope this chapter can provide some valuable insights for follow-up re-
search on secure SemCom. It is worth noting that this work also has several
limitations. First, the current model considers a single-cell SemCom network
with centralized resource control, which may not scale directly to multi-cell
or ultra-dense scenarios. Second, the Zipf-based knowledge base popularity
model provides a tractable approximation of user preferences but may devi-
ate from highly dynamic or context-dependent behaviors. Third, although
the proposed primal-dual framework achieves near-optimal performance with
polynomial complexity, the computational cost could still increase with the
number of users and knowledge bases.



Chapter 6

Attack Surface in
Knowledge-Assisted SemCom

6.1 Introduction

In a SemCom system, semantic encoders extract information considered
meaningful under shared knowledge between transmitter and receiver. As
this paradigm matures, knowledge repositories, ontologies, and structured
semantic priors are increasingly embedded directly into encoding and de-
coding processes. Recent knowledge-enabled SemCom frameworks explic-
itly incorporate source, contextual, and channel knowledge bases, as well as
graph- and retrieval-driven pipelines, into semantic encoding and reconstruc-
tion [3, 122, 123]. Knowledge mappings are therefore conditioned on shared
and evolving knowledge states rather than fixed transformations.

Therefore, SemCom networks introduces a new system dependency, i.e.,
the knowledge plane emerges as a semantic control layer governing how mean-
ing is extracted, compressed, and interpreted. To ensure high accuracy of
meaning delivery, knowledge should be carefully managed (including knowl-
edge replication, versioning, and synchronisation) across transceivers, [124].
Knowledge, the pillar of SemCom, is capable of underpinning semantics rep-
resentation, extraction, and recovery. Consistency of knowledge becomes a
foundational requirement for reliable communication [78].

Accordingly, the concern of security surface expands beyond symbol trans-
mission. In traditional systems, protection primarily focuses on the data
plane, whereas in knowledge-centric SemCom the integrity of the knowledge
plane becomes equally critical. While prior work has recognized that seman-
tic correctness reshapes classical security objectives in SemCom [23,79], and
emerging frameworks increasingly treat knowledge as a core architectural de-

81



6.2. KNOWLEDGE PLANE IN SEMCOM 82

pendency [81,122], the knowledge plane itself remains insufficiently analyzed
as an independent security domain within communication system design.
In knowledge-centric SemCom, however, influencing the knowledge plane,
through corruption, biased activation, inconsistent updates, or availability
disruption, can alter semantic interpretation without modifying transmitted
bits. In such systems, agreement on bits does not guarantee agreement on
meaning. Version skew or inconsistent replicas can induce encoder–decoder
misalignment under error-free transmission, leaving symbol delivery intact
while silently breaking semantic alignment beyond the reach of conventional
integrity checks.

In this chapter, we reconceptualize the knowledge plane as a first-class
communication layer whose integrity, synchronisation, and availability fun-
damentally determine semantic reliability in SemCom systems. We develop
a systematic architectural perspective on knowledge-centric SemCom, iden-
tify four knowledge-plane attack surfaces and their corresponding semantic
failure modes, and demonstrate through a controlled version-divergence case
study that semantic misalignment can arise even under error-free symbol
transmission. We further articulate defensive design principles and outline
key research challenges, establishing knowledge-plane security as a founda-
tional requirement for secure, interoperable, and scalable SemCom systems.

6.2 Knowledge Plane in SemCom

SemCom aims to convey task-relevant meaning rather than raw data repre-
sentations, and such knowledge should be typically embedded into the process
of encoding and decoding. In this way, a shared and evolving knowledge plane
is formed that governs what is considered meaningful, how it is compressed
and interpreted.

6.2.1 Two-plane Semantic Communication System

A typical SemCom process transforms source data into semantically grounded
meaning through semantic encoding, physical transmission, and semantic de-
coding [125]. The key characteristic of this SemCom system is that both
encoder and decoder, performing data compression and recovery in a data
plane, are conditioned on local knowledge managed by a knowledge plane.

As illustrated in Fig.6.1, the transmitter leverages its current knowledge
to extract task-relevant information and construct a compact semantic rep-
resentation. After channel coding and transmission over a noisy wireless
channel, the receiver applies its own knowledge to interpret the recovered
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Figure 6.1: A Two-Plane Knowledge- Based Architecture: The data plane
transports semantic representations through the channel, while the knowl-
edge plane conditions encoding and decoding through shared and evolving
knowledge states. Semantic reliability, therefore, depends on both symbol
delivery and knowledge-plane consistency.

representation and generate the final output. Semantic reliability, therefore,
depends on two conditions: (i) correct symbol delivery over a noisy channel
in the data plane and (ii) compatibility of knowledge across communicat-
ing nodes. Even when the physical channel is error-free, discrepancies in
knowledge can lead to divergent interpretations of the same transmitted rep-
resentation.

To formalize this dependence, a two-plane SemCom network architecture
is presented. The data plane carries semantic representations through the
channel, while the knowledge plane constructs, validates, versions, and dis-
tributes the structured knowledge that conditions encoding and decoding.
The knowledge plane interfaces with the data plane through two key mech-
anisms: a knowledge access interface that selects task-relevant structures,
and a knowledge injection interface that integrates selected knowledge into
semantic coding models. Because transceiver behavior is conditioned on this
knowledge, inconsistencies or drift in the knowledge plane can alter commu-
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nication outcomes without modifying transmitted symbols.

6.2.2 Layered Knowledge Structures

In practice, the knowledge plane is not monolithic but layered [2]. Global
knowledge provides shared semantic grounding across nodes, including public
corpora, ontologies, pretrained models, and widely accepted entity relation-
ships. This layer establishes a common reference frame for interpretation.
Local knowledge captures context-specific information such as user prefer-
ences, mission constraints, operational environments, or domain rules. This
layer may differ across nodes and must be coordinated to preserve semantic
compatibility.

For each communication instance, only a subset of knowledge is typically
activated. Many architectures construct a content-specific substructure, such
as a retrieved subset of entries or a subgraph tailored to the current message.
This content-scoped knowledge focuses on reasoning and reduces model com-
plexity. Because semantic encoding and decoding depend on these layered
structures, inconsistencies or corruption at any level, either global, local, or
task-specific, can alter interpretation. Crucially, semantic correctness de-
pends not only on what knowledge is stored, but also on how it is activated
and incorporated into the transceiver pipeline.

6.2.3 Knowledge-Driven Encoding and Decoding

Knowledge influences communication through coordinated operations at both
transmitter and receiver [122]. At the transmitter, semantic encoding iden-
tifies key entities or semantic elements in the source message, aligns them
with entries in the maintained knowledge base, resolves ambiguities using
contextual relationships, and constructs a structured representation for trans-
mission. For example, in graph-based knowledge systems, this may involve
building a minimal task-specific subgraph, while in embedding-based knowl-
edge systems, it may involve conditioning representations on retrieved knowl-
edge vectors [123]. At the receiver, decoded symbols are mapped back into
semantic representations, relevant knowledge structures are retrieved or ex-
panded, and contextual reasoning reconstructs the intended meaning. The
same transmitted representation can therefore yield different outputs if the
receiver’s knowledge state differs from that of the transmitter.

This perspective highlights a central architectural insight, i.e., semantic
behavior depends not only on the physical signal but also on the correctness
and compatibility of the knowledge selection and conditioning processes.
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6.2.4 Knowledge Evolution and Synchronisation

Knowledge in practical SemCom systems is typically dynamic [2]. It evolves
through data ingestion, model updates, structural refinement, and adapta-
tion to changing tasks. In distributed deployments, knowledge is often repli-
cated across transceivers and propagated asynchronously [78]. While many
SemCom frameworks implicitly assume shared knowledge, this assumption
becomes fragile in practical SemCom networks. Nodes may maintain differ-
ent knowledge versions, receive updates at different times, or retain partial
replicas. In effect, the knowledge plane is in charge of the coordination of
knowledge version control, validation, distribution, and synchronisation.

Without effective synchronisation mechanisms, well-functioning transceivers
may apply incompatible semantic mappings to the same transmitted repre-
sentation. As a result, semantic misalignment can emerge even when the data
plane operates flawlessly. This architectural dependence elevates the knowl-
edge plane to a vital component whose consistency is essential for reliable
SemCom.

Wireless Station
Semantic Encoder Semantic Decoder

Noise

Knowledge
Conditioning

Knowledge
Conditioning

Version Synchronization

Transmitter

Source Input Output

(A)
Poisoning

VS

(C)
Version Skew

Recevier

（B）
Retrieval 

Biasing

（D）
DOS

A: Knowledge Content

（B）
Retrieval 

Biasing

（D）
DOS

(A)
Poisoning

B: Knowledge Activation ＆  Injection
C: Knowledge Evolution ＆  Synchronization D: Availability Infrastructure

Figure 6.2: The construction of knowledge plane attack surfaces includes
two major parts: 1) encoder-decoder knowledge-based SemCom, 2) different
attacks on knowledge plane.
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6.3 Knowledge Compromise in SemCom

Section II established that SemCom systems rely on a layered knowledge
architecture that shapes how meaning is extracted, compressed, and recon-
structed. Since both encoding and decoding are conditioned on their knowl-
edge, semantic correctness depends not only on reliable symbol transmis-
sion but also on the integrity and consistency of the knowledge plane. This
architectural dependency reshapes the security landscape. In conventional
communication systems, the primary attack surface lies in the transmission
channel. In knowledge-driven SemCom, however, the attack surface extends
beyond symbol delivery to the structures and processes that govern knowl-
edge content, activation, and evolution. Rather than modifying transmitted
bits, an adversary can induce semantic failure solely through influencing the
knowledge plane, thereby reshaping the semantic interpretation while leaving
the physical signal unchanged.

In the following, we discuss threats across the knowledge content, activa-
tion and injection mechanisms, evolution and synchronisation processes, and
cross-layer availability surfaces of the knowledge plane.

6.3.1 Knowledge Content Compromise

As shown in Fig.6.2, knowledge content constitutes the semantic reference
shared by encoder and decoder. It defines the entities, relationships, priors,
and embedding structures upon which semantic interpretation relies [125].
When this layer is compromised, the reference frame for meaning itself is
altered.

The attack surface lies in the stored semantic structures. Adversaries
may insert malicious entries, modify relationships between entities, delete
critical structures, or perturb embedding representations in ways that distort
semantic proximity. For instance, if the knowledge of a SemCom system is
in a graph-based format, even small structural modifications can cascade
into incorrect inference. If the knowledge is exploited as embeddings in a
SemCom system, subtle shifts in representation space may bias alignment or
disambiguation.

Because knowledge content may be shared across nodes or replicated
across links, corruption at this layer can persist across sessions and prop-
agate system-wide [78]. Unlike signal-level adversarial perturbations, which
affect individual transmissions, content compromise systematically reshapes
how meaning is interpreted over time. Crucially, such attacks do not require
altering transmitted symbols. Bit-level correctness may be preserved while
semantic interpretation has been silently redefined.
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6.3.2 Knowledge Activation and Injection Compromise

While knowledge content determines what semantic structures exist, activa-
tion and injection mechanisms determine which portions of that knowledge
influence a particular communication instance. This operational pathway
forms a distinct attack surface.

The vulnerability arises not from modifying stored knowledge, but from
biasing how it is selected or integrated. Many SemCom encoding/decoding
schemes rely on retrieval, similarity search, graph traversal, or rule-based
selection to activate task-relevant knowledge [123, 126]. Adversaries may
manipulate these pathways through index poisoning, similarity skewing, de-
coy insertion, or structural graph manipulation [127, 128]. Even when the
underlying knowledge remains correct, biased retrieval can redirect semantic
compression at the transmitter or alter interpretation at the receiver.

The knowledge injection interface can likewise be targeted. If retrieved
knowledge is incorporated through embeddings or graph-conditioned encoders,
adversarial perturbations at this interface can influence downstream infer-
ence without altering stored structures. In this category, knowledge remains
intact but is operationally misused. As with content compromise, physical-
layer signals may remain unmodified, making these attacks difficult to detect
using conventional channel integrity mechanisms.

6.3.3 Knowledge Evolution and Synchronisation Com-
promise

Knowledge evolve over time and are often replicated across distributed nodes
[78]. Evolution and synchronisation processes ensure that communicating
parties maintain compatible semantic understanding and inference abilities.
When these temporal and distributed mechanisms are compromised, seman-
tic alignment between transmitters and receivers can fail even if local knowl-
edge appears internally consistent.

The attack surface lies in update pipelines, version control mechanisms,
provenance validation, and distribution processes. Adversaries may delay or
suppress updates to induce version skew, inject unauthorized modifications
through compromised governance channels, or manipulate validation proce-
dures to legitimize corrupted knowledge.

In distributed or heterogeneous deployments, SemCom nodes may al-
ready maintain partial or asynchronous replicas [2]. Induced inconsistencies
can therefore cause the encoder and decoder to apply incompatible semantic
understanding and inference abilities. Because transmitted symbols may re-
main valid under local knowledge, traditional physical-layer security checks
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cannot detect the resulting divergence. Unlike content compromise, which
alters semantic structures directly, synchronisation attacks exploit temporal
inconsistency, making the communicating parties hold different knowledge
versions, thus unmapped semantic understanding and inference abilities.

6.3.4 Knowledge Plane Availability and Degradation

Beyond integrity and synchronisation, SemCom depends on the continuous
availability of the knowledge plane. Retrieval services, indexing systems,
update channels, and validation mechanisms should remain correctly oper-
ational for encoding and decoding processes. Thus, this infrastructure of
knowledge plane forms the fourth attack surface.

Adversaries may target this surface through denial-of-service attacks against
retrieval systems, index corruption, disruption of update propagation, or
resource exhaustion within the knowledge plane [129]. More subtle degra-
dation may selectively restrict access to portions of knowledge, increasing
uncertainty or reducing confidence when compressing and recovering data,
without triggering explicit failures.

Unlike the previous categories, availability attacks do not necessarily al-
ter knowledge structures or their correctness. Instead, they disrupt the op-
erational continuity of the knowledge plane. Because semantic processing
depends on timely and reliable access to knowledge, degradation at any ar-
chitectural layer can cascade into reduced task accuracy, delayed interpre-
tation, or inconsistent outputs. Similarly, while the bit-level transmissions
may remain unaffected, the failure occurs within the knowledge-dependent
control plane that shapes meaning.

6.4 Failure Modes Induced in SemCom

According to the four knowledge-plane attack surfaces identified in Section
6.3, here we examine how these compromises manifest at the semantic level.
In conventional communication systems, failures appear as bit errors or de-
graded signal quality. In knowledge-based SemCom, however, failures often
arise even when symbol transmission is correct. Because interpretation de-
pends on shared and evolving knowledge, disruptions in the knowledge plane
can distort meaning without introducing detectable channel errors.

Each attack surface produces a distinct semantic symptom. Specifically,
content compromise leads to gradual drift; activation manipulation induces
inference distortion; synchronisation breakdown causes communication par-
ties misalignment even they hold the same syntax data and availability degra-
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dation results in unstable semantic performance. Recognizing these patterns
is essential for effective detection and mitigation.

Silent Semantic Drift Compromise of knowledge content induces silent
semantic drift, i.e., a gradual redefinition of entities, relationships, or contex-
tual priors [23]. When stored knowledge is altered, encoders and decoders
continue operating consistently with respect to the modified state. The sys-
tem appears coherent, yet its semantic grounding has shifted. Drift accumu-
lates over time and propagates across sessions and nodes. Unlike transient
transmission errors, it preserves symbol-level correctness while progressively
redefining meaning. No abrupt failure occurs; instead, interpretation steadily
diverges from its intended reference.

Cascading Inference Distortion When activation and injection mech-
anisms are manipulated, the failure manifests as cascading inference dis-
tortion. Stored knowledge remains intact, but the subset activated for a
specific content is biased. Because semantic encoding and decoding depend
on retrieved entities and contextual structures, even a minor perturbation
in retrieval, such as a decoy entry or skewed similarity ranking, can redirect
downstream reasoning. In multi-hop or graph-based systems, this distortion
may amplify across inference steps [23]. The output may remain logically
consistent under the activated context, yet deviate sharply from the intended
meaning. Unlike semantic drift, which evolves gradually, cascading distor-
tion produces abrupt, task-specific deviations driven by biased knowledge
selection.

Encoder–Decoder Semantic Misalignment Compromise of knowledge
evolution and synchronisation leads to encoder–decoder semantic misalign-
ment [78]. Transmitter and receiver operate with incompatible knowledge
states due to version skew or inconsistent replicas. Each node may remain
internally coherent, yet semantic mappings differ across transceivers. The
channel faithfully delivers encoded representations, but interpretation fails
because the underlying semantic references are no longer shared. The same
representation can therefore yield different task-level outputs. This failure
reflects a breakdown of shared semantic assumptions rather than corruption
of transmitted symbols.

Semantic Performance Instability Degradation of knowledge-plane avail-
ability manifests as semantic performance instability. Instead of altering
knowledge content or selection, availability failures disrupt reliable access to
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knowledge resources. When retrieval services degrade or updates are delayed,
semantic processing may fluctuate unpredictably [127]. Systems may rely on
incomplete or outdated knowledge, resulting in varying accuracy, increased
latency, or unreliable confidence estimates. Here, the dominant symptom is
variability rather than systematic bias: physical transmission remains intact,
yet semantic robustness erodes due to weakened knowledge infrastructure.

6.5 Case Study

In this section, we constructed a controlled simulation environment to evalu-
ate the semantic impact of the four attack surfaces identified earlier: knowl-
edge content compromise, knowledge activation and injection compromise,
knowledge evolution and synchronisation compromise, and knowledge-plane
availability degradation. The objective is to illustrate how each attack surface
can independently induce semantic failures even when the physical transmis-
sion channel remains reliable.

Figure 6.4: Accuracy vs Knowledge Version Divergence

6.5.1 Case I: Semantic accuracy evaluation under di-
verged Knowledge Versions

Among the attack surfaces identified in Section 6.3, compromise of knowl-
edge evolution and synchronisation is particularly subtle. Unlike direct
corruption of stored knowledge or biased activation, version divergence can
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arise naturally in well-functioning distributed systems through delayed up-
dates, partial replication, or asynchronous propagation across nodes. This
scenario is therefore both realistic and structurally revealing. It requires
no adversarial modification of transmitted symbols, yet it can induce en-
coder–decoder semantic misalignment as described in Section IV. In other
words, agreement on bits does not guarantee agreement on meaning.

System Setup and Controlled Knowledge Divergence We consider
a distributed SemCom setting in which transmitter and receiver maintain
replicated knowledge bases that are periodically updated. The semantic en-
coder extracts structured representations from source inputs based on its
local knowledge state, and the decoder reconstructs meaning using its own
knowledge state.

To isolate the impact of knowledge divergence, we introduce a controlled
version gap between transmitter and receiver. The transmitter operates with
the latest knowledge state, while the receiver lags by k updates. These up-
dates modify selected entity relationships or contextual priors that influence
semantic interpretation. Importantly, the semantic encoder, channel coding,
modulation, and physical transmission pipeline remain identical across all
experiments. The transmitted symbol sequence is therefore unchanged; only
the receiver’s knowledge version differs. This controlled setup ensures that
any observed semantic discrepancy arises solely from knowledge version di-
vergence, without conflating it with channel errors, adversarial perturbations,
or direct knowledge poisoning.

Semantic Misalignment and Quantitative Impact In version diver-
gence, the transmitter encodes semantic representations based on its updated
knowledge state, while the receiver decodes them using an outdated reference.
Although the transmitted symbols are delivered correctly and bit integrity
is preserved, the reconstructed meaning may differ from the intended in-
terpretation. To quantify this effect, we evaluate task-level performance as
a function of knowledge version divergence, where three tasks are seman-
tic classification, entity resolution, and semantic inference. The transmitter
maintains the latest knowledge state, while the receiver operates with a lag of
k updates. We measure semantic agreement between intended and decoded
outputs across increasing version gaps, while keeping the physical channel
error-free.

As shown in Fig.6.4, semantic accuracy remains high when knowledge
states are synchronized (k = 0), but degrades progressively as the version
gap increases. This degradation occurs despite identical transmitted symbols
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across all settings. The results demonstrate that semantic reliability depends
not only on channel integrity but also on knowledge-plane synchronisation.
Even in the absence of transmission errors, divergence in knowledge states
alone is sufficient to induce measurable semantic failure.

Figure 6.5: Accuracy vs knowledge content, knowledge injection and
knowledge-plane availability

6.5.2 Case II: Semantic accuracy evaluation under knowl-
edge content, knowledge injection and knowledge-
plane availability

System Setup To compare different knowledge-plane attacks, we adopt
the same SemCom coding model across all simulations. The transmitter
and receiver share the same knowledge before being attacked, the physical
transmission channel is maintained under a good channel condition so that
semantic accuracy are induced only by the knowledge plane. Under different
attack intensities, semantic performance is evaluated using semantic accu-
racy.

Compromise of knowledge content In this setting, a subset of entity re-
lationships within the shared knowledge is intentionally modified. The trans-
mitter and receiver continue operating with the same imprecise knowledge,
while the semantic encoder, decoder, and physical channel remain unchanged.
The attack intensity is controlled by the corruption ratio of knowledge, which
represents the percentage of modified semantic information.

As shown in Fig 6.5(a), semantic accuracy decreases gradually as the
corruption ratio increases. Because both communication parties remain con-
sistent with respect to the imprecise knowledge, the degradation of the re-
ceiver and the transmitter appears to be similar and cumulative, rather than
sudden. Although transmitted symbols remain correct, the transmitted mes-
sages progressively shifts away from the original meaning.
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Compromise of knowledge injection In this scenario, the original knowl-
edge content remains intact, but the process of knowledge injection is ma-
nipulated via selected decoy knowledge. During encoding and decoding,
these misleading knowledge may be selected instead of the correct knowl-
edge. Moreover, the decoy knowledge can be utilized by attackers to recover
meaning only in the decoder without encoding, which results in the receiver
cannot understand the meaning of the message precisely, but the transmitter
still can encode messages correctly. Conversely, if the decoy knowledge is
utilized in encoding process, the decoder with correct knowledge still can-
not recover semantic information. Thus, we discussed the injection of decoy
knowledge into the decoder, the attack intensity is characterized by the prob-
ability of decoy retrieval.

As illustrated in Fig 6.5(b), For receiver, semantic performance remains
relatively stable under low attack intensity but drops rapidly once misleading
knowledge dominates the retrieval process. Since the decoy knowledge acts
on the decoder, the transmitter has almost no influence. Unlike knowledge
content compromise, decoy knowledge introduces abrupt semantic distortion
rather than slow degradation. Small retrieval errors can propagate through
the semantic reasoning process and produce incorrect semantic outputs.

Degradation of knowledge-plane availability In this setting, the se-
mantic retrieval service is intermittently disrupted, forcing the receiver to
recover meaning by incomplete or delayed knowledge access. The attack
intensity is represented by the retrieval outage probability. During outage
periods, the decoder relies on partial knowledge or cached semantic informa-
tion.

As shown in Fig 6.5(c), the semantic accuracy decreases moderately as
the outage probability increases. Unlike the previous two attacks, avail-
ability degradation mainly introduces unstable semantic behavior, such as
a decrease in the credibility of knowledge, rather than systematic semantic
bias. Although physical transmission remains reliable, inconsistent access to
knowledge causes fluctuating task performance. This phenomenon demon-
strates the semantic performance instability discussed in Section IV.

6.6 Defensive Design Principles for SemCom

Section III identified four distinct attack surfaces within the knowledge plane:
knowledge content, activation and injection mechanisms, evolution and syn-
chronisation processes, and cross-layer availability. Because these surfaces
arise directly from the architectural decomposition of Section II, defensive
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strategies should address each component explicitly rather than relying solely
on channel-level protection.

We therefore outline architectural safeguards corresponding to each at-
tack surface. The goal is not to prescribe specific algorithms, but to establish
design principles that preserve semantic alignment under adversarial and dis-
tributed conditions.

6.6.1 Principle 1: Protecting Knowledge Content In-
tegrity

To mitigate knowledge content compromise (Section III-A), systems need to
ensure the integrity and authenticity of stored semantic structures. Because
this layer defines the semantic reference shared by encoder and decoder,
corruption can induce persistent semantic drift. Content validation pipelines
should incorporate provenance tracking, digital signatures, and authenticated
updates to prevent unauthorized modification.

For structured knowledge bases, graph consistency checks and anomaly
detection can identify suspicious structural perturbations. For embedding-
based systems, distributional monitoring can detect abnormal shifts in rep-
resentation space. Importantly, integrity protection must apply not only to
global knowledge repositories but also to local and task-specific knowledge
constructions. By establishing verifiable trust in stored semantic structures,
systems can reduce the risk of persistent and system-wide semantic drift. In
knowledge-based SemCom, content integrity should therefore be treated with
the same rigor as model integrity in distributed learning systems.

6.6.2 Principle 2: Securing Knowledge Activation and
Injection

To counter manipulation of knowledge activation and injection (Section III-
B), defensive design should ensure that retrieval and conditioning pathways
cannot be silently biased. Because activation determines which semantic
structures influence a specific communication instance, even subtle bias can
redirect meaning without altering stored knowledge. Robust retrieval strate-
gies may incorporate redundancy, cross-verification across indices, and ad-
versarially robust similarity measures. Injection interfaces should enforce
validation of retrieved knowledge before integration into semantic models,
preventing decoy or poisoned structures from disproportionately influenc-
ing inference. Separating knowledge storage from activation logic can also
improve auditability. By logging retrieval decisions and injection pathways,
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systems gain visibility into how semantic interpretations are formed, enabling
post hoc detection of anomalous behavior.

6.6.3 Principle 3: Robust Knowledge Evolution and
Synchronisation

To prevent semantic misalignment arising from knowledge evolution and syn-
chronisation compromise (Section III-C), version control and compatibility
validation must be treated as explicit security objectives. Compatibility
negotiation between transceivers should become an explicit protocol layer
rather than an implicit assumption. Transceivers may exchange knowledge
version identifiers alongside semantic payloads to verify compatibility before
interpretation. In heterogeneous or distributed environments, conflict reso-
lution policies and rollback mechanisms are essential to prevent cascading
divergence. By formalizing synchronisation assumptions rather than treat-
ing shared knowledge as implicit, systems can prevent subtle misalignment
caused by version skew.

6.6.4 Principle 4: Ensuring Knowledge Plane Avail-
ability and Resilience

To address knowledge plane availability and degradation threats (Section III-
D), semantic systems must incorporate resilience mechanisms that maintain
operational continuity under partial disruption. Availability of the knowl-
edge plane is not merely a performance concern but a semantic correctness
requirement. Redundant knowledge storage, distributed indexing, rate lim-
iting, and graceful degradation strategies can prevent localized failures from
cascading into system-wide semantic breakdown. When full knowledge ac-
cess is unavailable, fallback semantic models with bounded capability may
preserve partial functionality [78]. By engineering resilience into the knowl-
edge plane, systems can maintain semantic performance even under resource
exhaustion or denial-of-service conditions.

Collectively, these defensive principles highlight that security in SemCom
is fundamentally architectural. Protecting symbol transmission alone is in-
sufficient; systems must ensure the integrity, correct activation, consistent
evolution, and continuous availability of the knowledge plane that governs
meaning. As SemCom systems scale across heterogeneous and distributed en-
vironments, knowledge-aware security mechanisms will become as essential
as channel coding and encryption in traditional communication architectures.
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6.7 Open Challenges and Research Directions

Knowledge-based SemCom introduces a fundamental shift: meaning is no
longer determined solely by transmitted symbols, but by the knowledge state
that conditions interpretation. While this architecture enables semantic-
aware compression and intelligent inference, it also exposes new system-level
challenges that remain largely unexplored. We highlight three research di-
rections that are critical for advancing secure and scalable SemCom systems.

6.7.1 Rigorous Models of Semantic Consistency and
Divergence

Current communication theory provides rigorous tools for analyzing symbol-
level reliability and channel capacity. In contrast, semantic consistency across
knowledge-conditioned transceivers lacks a formal foundation. When knowl-
edge states differ, semantic divergence can occur even under error-free symbol
transmission, yet there is no widely accepted metric to quantify this diver-
gence.

Future research should develop rigorous mathematical models that char-
acterize semantic compatibility between distributed knowledge states. Such
models should define measurable metrics of semantic drift, alignment error,
and knowledge-induced distortion. Bridging information-theoretic principles
with knowledge-aware semantic representations remains an open challenge.
A rigorous framework would enable provable guarantees for semantic align-
ment under bounded knowledge discrepancies and adversarial conditions.

6.7.2 Knowledge-Aware Security and Trust Architec-
tures

Traditional communication security focuses on protecting transmitted data.
In knowledge-based SemCom, however, trust should extend to the knowledge
plane itself. This raises foundational questions about governance, prove-
nance, and trust management for evolving knowledge bases.

Open problems include designing secure knowledge update protocols,
defining compatibility negotiation mechanisms between heterogeneous transceivers,
and establishing distributed trust models for shared semantic resources. Par-
ticularly in multi-domain or cross-organisational deployments, ensuring that
knowledge evolution remains authenticated, verifiable, and auditable is es-
sential. Developing standardized knowledge-aware security architectures will
be crucial as SemCom systems scale across distributed and heterogeneous
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environments.

6.7.3 Scalable and Resilient Knowledge Management
for Distributed SemCom Systems

As SemCom expands toward edge intelligence, swarm systems, and cross-
network collaboration, knowledge management becomes a scalability bot-
tleneck. Synchronizing large and evolving knowledge bases across resource-
constrained nodes poses significant efficiency and privacy challenges.

Future systems should support lightweight knowledge synchronisation,
partial replication strategies, and privacy-preserving knowledge sharing. Adap-
tive mechanisms for graceful degradation under incomplete or delayed knowl-
edge updates are equally important. Research is needed to co-design com-
munication protocols and knowledge management layers so that semantic
performance remains stable under dynamic, distributed conditions.

Collectively, these challenges suggest that secure SemCom will require
new theoretical foundations, protocol innovations, and system-level co-design
between communication engineering and knowledge management. Address-
ing these open problems will be essential for realizing robust, trustworthy,
and scalable knowledge-based SemCom architectures.

6.8 Conclusion

Knowledge-based semantic communication represents a fundamental shift in
system design, where meaning rather than symbols becomes the primary ob-
ject of protection. As knowledge repositories and synchronisation processes
are embedded directly into encoding and decoding pipelines, the knowledge
plane emerges as a semantic control layer governing cross-transceiver inter-
pretation. This architectural evolution expands the security surface beyond
the physical channel: compromise of knowledge content, manipulation of acti-
vation mechanisms, synchronisation breakdown, or degradation of knowledge
infrastructure can induce semantic failures even when symbol transmission
remains correct. Our architectural analysis, threat taxonomy, and version-
divergence case study demonstrate that agreement on bits does not guaran-
tee agreement on meaning and that such failures are difficult to detect using
conventional integrity mechanisms. Secure semantic communication there-
fore requires safeguarding the integrity, consistency, and availability of the
knowledge plane itself, which will become as fundamental as channel coding
and encryption in next-generation distributed communication systems.



Chapter 7

Conclusions and Future
Directions

Knowledge has become an indispensable resource for semantic understanding,
reasoning, and intelligent decision-making. At the same time, the increasing
utilisation of knowledge also introduces new challenges in secure semantic
transmission, privacy protection, and knowledge management. Therefore,
developing secure and knowledge-centric SemCom has become an important
research direction for future intelligent communication networks.

This thesis investigated secure knowledge-assisted SemCom from the per-
spectives of semantic transmission, knowledge utilisation, and knowledge
management. First, a secure semantic transmission framework was studied
to improve communication reliability while protecting semantic information
from potential attacks and information leakage. By jointly considering se-
mantic fidelity and transmission security, the proposed approach provides a
secure foundation for semantic information exchange in intelligent commu-
nication systems.

Second, this thesis investigated secure knowledge utilisation in SemCom.
As knowledge gradually evolves from an auxiliary resource to a core compo-
nent of SemComs, ensuring its trustworthy utilisation becomes increasingly
important. This work explored secure knowledge interaction mechanisms
that enable communication entities to effectively exploit shared knowledge
while reducing potential security and privacy risks. The proposed framework
enhances semantic understanding and communication intelligence without
compromising the security of knowledge resources.

Finally, this thesis focused on knowledge management for secure Sem-
Com. As future SemCom systems become increasingly distributed and col-
laborative, knowledge must be continuously acquired, shared, updated, and
maintained among multiple communication entities. To address this chal-
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lenge, this thesis investigated efficient knowledge management mechanisms
that improve knowledge availability and semantic consistency while support-
ing secure semantic collaboration. These studies provide a foundation for
scalable knowledge-centric SemCom and demonstrate the importance of in-
tegrating knowledge management into future SemCom networks.

Overall, this thesis establishes a systematic research framework for se-
cure knowledge-enabled SemCom by connecting secure semantic transmis-
sion, secure knowledge utilisation, and knowledge management into a unified
perspective. The proposed studies not only improve the security and intelli-
gence of SemCom but also provide valuable insights for the development of
future AI-native communication networks, where knowledge becomes a na-
tive communication resource and security is embedded throughout the entire
knowledge lifecycle.

7.1 Future Directions

Although significant progress has been achieved in knowledge-enabled Sem-
Com, many open problems remain to be addressed before large-scale practical
deployment. Future research is expected to further integrate artificial intelli-
gence, knowledge, and communication technologies to build more intelligent,
secure, and autonomous communication systems. Several promising research
directions are outlined as follows.

7.1.1 Foundation Models for Knowledge-Assisted Sem-
Com

Recent advances in foundation models have significantly expanded the ca-
pability of semantic understanding and reasoning. Future SemCom systems
are expected to exploit large language models and multimodal foundation
models as universal knowledge repositories to support semantic encoding, se-
mantic decoding, and intelligent semantic reasoning. Integrating foundation
models into communication systems can greatly improve semantic general-
isation and adaptability across diverse communication scenarios. However,
efficiently deploying large models under communication and computation
constraints remains a challenging problem that requires joint optimisation of
communication and artificial intelligence.
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7.1.2 Adaptive and Autonomous Knowledge Manage-
ment

Knowledge in future SemCom systems will become increasingly dynamic and
distributed. Rather than relying on static knowledge repositories, communi-
cation entities should continuously acquire, update, and maintain knowledge
according to changing communication environments and application require-
ments. Adaptive knowledge management mechanisms capable of knowledge
evolution, synchronisation, and collaborative maintenance will become es-
sential for ensuring semantic consistency and communication reliability in
large-scale intelligent communication networks.

7.1.3 Collaborative Multi-Agent SemCom

Future communication networks will consist of multiple intelligent commu-
nication entities that cooperate to accomplish complex semantic tasks. In-
stead of independent point-to-point communications, semantic collaboration
among multiple agents will become a fundamental communication paradigm.
Efficient coordination of distributed knowledge, semantic reasoning, and col-
laborative decision-making will therefore become important research topics.
Developing scalable multi-agent SemCom frameworks capable of supporting
secure and intelligent semantic collaboration will further improve communi-
cation efficiency and network intelligence.

7.1.4 AI-Native Knowledge-Centric Communication Net-
works

Looking beyond current SemCom architectures, future communication net-
works are expected to evolve toward AI-native systems in which artificial
intelligence and knowledge are integrated into every layer of network opera-
tion. knowledge will become a native communication resource that supports
semantic understanding, network optimisation, resource allocation, and au-
tonomous decision-making. In such networks, communication, computing,
artificial intelligence, and knowledge management will be jointly optimized
to provide intelligent communication services. Developing unified theoretical
frameworks and practical architectures for AI-native knowledge-centric com-
munication networks will therefore remain an important long-term research
direction.

In conclusion, future SemCom will continue evolving from semantic-aware
communication toward knowledge-centric intelligent communication. By jointly
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addressing semantic transmission, secure knowledge utilisation, and adap-
tive knowledge management, next-generation communication systems will
be capable of providing secure, intelligent, and autonomous communication
services for a wide range of emerging applications. The research presented
in this thesis provides a step toward this vision and offers a foundation for
future investigations into secure knowledge-enabled SemCom.
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