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Abstract

Future sixth generation (6G) networks are expected to support high-speed communic-
ation together with secure, adaptive, and environment-aware operation. Meeting these
requirements motivates the use of complementary wireless technologies that can provide
additional bandwidth while supporting precise spatial control. Optical wireless commu-
nication (OWC) is promising in this context because it offers large unlicensed bandwidth,
spatial confinement, immunity to radio-frequency electromagnetic interference, and the
potential to support communication, localisation, and sensing. Within the broader OWC
family, visible light communication (VLC) is particularly attractive for indoor environ-
ments because visible light can be used for both illumination and wireless transmission.
However, the performance of indoor optical wireless systems remains strongly depend-
ent on blockage, user orientation, receiver field-of-view (FoV), transmitter—receiver geo-

metry, and the presence of eavesdroppers.

These limitations motivate the development of optical wireless systems that can actively
control propagation and obtain information about their surrounding environment. Ac-
cordingly, this thesis investigates intelligent and adaptive OWC and sensing techniques
for future indoor 6G networks. The research focuses on improving security, spatial ad-
aptability, and environmental awareness through optical reconfigurable intelligent sur-
faces (ORISs), light-emitting reconfigurable intelligent surfaces (LeRISs), and adaptive

beam-management techniques.
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First, to address the security limitations of conventional indoor VLC, ORIS-assisted
VLC is investigated for physical layer security (PLS). The proposed approach exploits
ORIS-induced propagation delays to control the reflected optical paths and improve the
secrecy of the legitimate link. For the single-eavesdropper worst-case geometry, the pro-
posed ORIS allocation improves the secrecy capacity by 253.7% at an optical transmit
power of 3 W compared with the line-of-sight (LoS)-only case. When the analysis is
extended to multiple eavesdroppers, the proposed proximal policy optimisation (PPO)-
based allocation achieves secrecy-capacity improvements of up to 235% compared with

allocating all ORIS elements to the legitimate receiver.

Building on this ability to control reflected optical paths, the second part of the thesis
focuses on where the reflected beams are directed. A geometry-aware non-uniform
codebook is therefore developed for ORIS-assisted VLC to improve spatial coverage
and support multi-user resource allocation. When combined with sparrow search al-
gorithm (SSA)-based power allocation, the proposed LoS+ORIS framework increases
the sum rate from approximately 4.4 bps/Hz to 9.6 bps/Hz over the considered ORIS-

size range while maintaining improved multi-user fairness.

While adaptive beam control improves communication performance, further adaptabil-
ity requires knowledge of the user location and surrounding obstacles. The third part of
the thesis therefore extends the reconfigurable surface from communication control to en-
vironmental awareness through a vertical-cavity surface-emitting laser (VCSEL)-based
LeRIS architecture. Narrow VCSEL beams are used for user localisation and obstacle
mapping, and the resulting spatial information is then used to support blockage-aware
millimetre wave (mmWave) communication. For the considered simulation settings,
the proposed VCSEL-based architecture achieves millimetre-level localisation accuracy,
compared with centimetre-level accuracy for a light-emitting diode (LED)-based LeRIS
benchmark, while the localisation and mapping information enables adaptive route se-

lection and improved blockage resilience.
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Overall, the three contributions follow a common progression from securing the optical
link, to controlling the spatial distribution of reflected beams, and finally to using optical
sensing to make the communication environment aware of users and obstacles. The
results demonstrate that programmable optical surfaces, optical sensing, and adaptive
beam management can jointly improve the security, adaptability, and environmental
awareness of indoor wireless systems, contributing towards intelligent OWC and sensing

for future 6G networks.
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Chapter 1

Introduction

1.1 Motivation

The rapid growth of wireless connectivity is placing increasing pressure on conventional
radio frequency (RF) communication systems [1], [2]. As shown in Figure 1.1, the num-
ber of global Internet users is projected to increase steadily from 2026 to 2031 [3]. At
the same time, the number of connected Internet of Things (IoT) devices is expected
to grow rapidly over the same period, as illustrated in Figure 1.2 [4]. This growth is
driven by data-intensive and latency-sensitive services, including video streaming, cloud
computing, remote working, online education, smart healthcare, industrial automation,
intelligent transportation, environmental monitoring, and smart-city infrastructure [5].
Consequently, future wireless networks are expected to support increasingly demanding
service requirements, including higher data rates, lower latency, enhanced reliability, im-
proved energy efficiency, accurate localisation, and stronger security [2], [6], [7]. These
requirements are central to the vision of sixth generation (6G) networks, in which com-
munication systems are expected to support not only data transmission, but also sensing,

intelligence, and adaptation to the surrounding environment [2], [6], [7].

This increasing demand places particular pressure on the RF spectrum, which has en-
abled modern wireless networks but is becoming increasingly congested and fragmented.
The continuous growth in mobile users, connected devices, and data-intensive applica-

tions makes it difficult for conventional RF-based systems to satisfy future capacity
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Figure 1.1: Growth of global Internet users from 2026 to 2031 [3].

and reliability requirements using spectrum resources alone [8]. In response, differ-
ent technologies have been developed for different purposes. Massive multiple-input
multiple-output (MIMO) and advanced beamforming can improve spectral efficiency by
exploiting spatial multiplexing and directional transmission, whereas millimetre wave
(mmWave) and terahertz (THz) communication provide access to wider frequency bands
and can therefore increase the available network capacity [1], [9]. However, these tech-
nologies also introduce challenges related to hardware complexity, blockage sensitivity,
interference management, energy consumption, and regulatory constraints [1], [9]. These
limitations motivate the investigation of complementary physical-layer technologies that
can support dense indoor communication environments in a secure, energy-efficient, and

scalable manner [10], [11].

One promising complementary direction is optical wireless communication (OWC),
which uses optical carriers to transmit information wirelessly through free space rather
than through guided optical fibres. OWC operates over the optical spectrum, covering

ultraviolet, visible, and infrared wavelength bands (approximately from 100 nm to
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1 mm), and therefore provides an additional wireless transmission medium beyond
conventional RF systems [10], [11]. Optical signals also offer useful physical properties
for indoor networks, including low electromagnetic interference, strong spatial con-
finement, and suitability for short-range communication. These characteristics make
OWC attractive for dense indoor environments where RF systems may experience

interference, spectrum congestion, or security limitations [10], [11].

Within this broader optical wireless family, different technologies serve different com-
munication and sensing purposes, including free-space optical communication (FSO),
optical camera communication (OCC), and visible light communication (VLC). FSO
mainly targets high-speed point-to-point links using highly directional optical beams,
whereas OCC exploits image sensors for communication and positioning applications
[10], [12]. Among these technologies, VLC is particularly relevant to indoor wireless
systems because it uses visible light for both illumination and data transmission [13],
[14], [15], [16], [17]. In a typical VLC system, information is conveyed by rapidly varying

the optical intensity of a light-emitting diode (LED) at a rate that is imperceptible to
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the human eye. The received light is then detected by a photodetector and converted
into an electrical signal. Since LEDs are already widely deployed for indoor illumina-
tion, VLC can reuse existing lighting infrastructure to support wireless communication
without requiring additional RF spectrum [13], [15], [16]. This dual use of lighting and
communication makes VLC attractive for indoor environments such as offices, hospit-
als, factories, aircraft cabins, museums, shopping centres, and smart homes, where high-
speed local connectivity, accurate positioning, and reliable short-range communication

are increasingly required [16], [17].

In addition to this practical reuse of lighting infrastructure, VLC offers several inherent
advantages for indoor wireless networks. Visible light signals are naturally confined by
walls and opaque objects, which reduces inter-cell interference and limits signal leakage
outside the intended physical space [14], [18], [19]. This spatial confinement enables
aggressive frequency reuse and provides an additional degree of physical layer secur-
ity (PLS) compared with conventional RF systems [18], [19]. Furthermore, VLC can
support high-resolution positioning and sensing because the received optical power is
strongly dependent on distance, incidence angle, irradiance angle, receiver orientation,
and the geometry of the indoor environment [14], [20], [21]. Small changes in user po-
sition or orientation can therefore produce measurable changes in the received optical
signal. This makes VLC suitable not only for communication, but also for localisation,
mapping, and sensing. These characteristics align closely with the emerging 6G vision
of integrated sensing and communication (ISAC), in which wireless infrastructure is ex-
pected to communicate with users while simultaneously perceiving and interacting with

the surrounding environment [22].

Despite these advantages, practical VLC systems face several important challenges that
limit their reliability in realistic indoor environments. Their performance is strongly
affected by line-of-sight (LoS) availability, user orientation, limitations related to the
receiver field-of-view (FoV), blockage, shadowing, and channel asymmetry [14], [23],

[24], [25]. In realistic indoor environments, users may move, rotate their devices, or
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experience partial blockage caused by furniture, walls, or human bodies [26], [27]. These
effects can significantly degrade the received optical power and reduce link reliability [24],
[25]. Moreover, although the spatial confinement of light can improve security, indoor
VLC systems may still be vulnerable to eavesdropping when unintended receivers are
located within the illuminated region or close to reflected optical paths [18], [19], [28],
[29]. Therefore, intelligent and adaptive techniques are required to control the optical
propagation environment, enhance coverage, improve secrecy performance, and support

robust communication under practical deployment conditions [19], [27].

To address these challenges, this thesis first considers the use of an optical reconfigurable
intelligent surface (ORIS) for controllable optical reflection in indoor VLC systems.
By adjusting the orientation of its reflecting elements, an ORIS can redirect, shape,
or enhance light propagation towards desired locations [27], [30], [31]. This capability
creates opportunities to overcome blockage, improve received signal strength (RSS),
extend coverage, and enhance PLS [32], [33], [34]. In this thesis, ORIS-assisted VLC
is therefore used in two connected ways: first, to protect indoor communication from
eavesdropping through delay-aware optical path control, and second, to improve optical
beam control and coverage through geometry-aware codebook design. The security study
exploits ORIS-induced time delay and extends the analysis from a single eavesdropper to
colluding and non-colluding eavesdroppers [35], [36]. In parallel, the beam-management
study develops a non-uniform codebook that adapts the available reflection states to

the nonlinear spatial mapping between mirror angles and beam-hit points [37].

While ORIS provides a way to control reflected optical paths, the choice of optical source
is also important for localisation and sensing. LEDs are well suited to illumination-based
VLC because they provide broad coverage, low cost, and compatibility with existing
lighting infrastructure. However, their broad Lambertian emission can limit spatial se-
lectivity when accurate localisation, obstacle detection, or narrow-beam sensing is re-

quired [13], [14], [20]. In contrast, vertical-cavity surface-emitting lasers (VCSELs) can
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provide narrow beam divergence, high directionality, fast modulation, compact device
size, and array-level integration, making them suitable for spatially controlled optical
sensing and localisation [38], [39], [40]. These properties motivate the use of VCSELs in

this thesis for user localisation, obstacle detection, and environmental sensing.

Moreover, building on the need for narrow-beam optical sensing, this thesis also invest-
igates a light-emitting reconfigurable intelligent surface (LeRIS) architecture for indoor
mmWave communication. In this architecture, integrated VCSELs are used to provide
user localisation and environmental sensing, while the reconfigurable surface assists ad-
aptive mmWave communication. The sensed environmental information is then used
to support blockage-aware LeRIS configuration and route selection for the mmWave

communication link [41], [42], [43].

Overall, the challenges discussed above motivate a connected research framework for
secure, reliable, and environment-aware indoor wireless communication. The three re-
search directions are connected by a common progression: ORIS-induced time delay is
used to protect communication from eavesdropping, non-uniform ORIS codebook design
is used to improve optical beam control and coverage, and VCSEL-enabled LeRIS sens-
ing is used to locate users and detect obstacles for adaptive mmWave communication. To-
gether, these directions address security, coverage, and environmental awareness, which

are key requirements for robust indoor 6G networks.

The key research objectives of this thesis are as follows:

1. To enhance and analyse the PLS of indoor ORIS-assisted VLC systems by exploit-
ing ORIS-induced time delay under single, colluding, and non-colluding eavesdrop-
ping scenarios.

2. To design and evaluate non-uniform codebooks for ORIS-assisted VLC systems by
accounting for indoor geometry, nonlinear spatial beam mapping, and non-uniform

user distributions.
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3. To employ VCSELSs for user localisation, obstacle detection, and environmental
sensing, and to use this environmental awareness to support adaptive LeRIS-

assisted mmWave communication.

1.2 Contributions

This thesis develops intelligent and adaptive OWC, sensing, and hybrid communication
techniques for secure and environment-aware indoor 6G networks. The work is organised
around the three research objectives introduced in Section 1.1. The first contribution
protects indoor VLC communication from eavesdropping using delay-aware ORIS path
control. The second contribution improves optical coverage and beam management us-
ing geometry-aware non-uniform ORIS codebooks. The third contribution enables user
localisation and obstacle-aware communication using VCSEL-enabled LeRIS sensing for

adaptive mmWave communication.

The first contribution, presented in Chapter 3, develops a delay-aware security frame-
work for indoor ORIS-assisted VLC. In this framework, ORIS-induced time delay is
introduced as an additional physical-layer design dimension. The ORIS is exploited not
only to control the received optical power, but also to shape the temporal structure of
the received signal. This allows the reflected optical paths to support the legitimate re-
ceiver while reducing the useful information that can be recovered by the eavesdropper.
The analysis is first developed for a single-eavesdropper case and is then extended to
multiple-eavesdropper scenarios, where both colluding and non-colluding eavesdroppers
are considered. This provides a more comprehensive security analysis under practical

adversarial conditions.

The second contribution, presented in Chapter 4, develops a non-uniform codebook
design framework for ORIS-assisted VLC. In practical ORIS deployment, continuous
mirror-angle optimisation is difficult, and therefore each reflecting element must se-

lect its steering state from a finite codebook. However, a conventional uniform angular
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codebook does not necessarily provide uniform spatial coverage on the receiver plane,
because the mapping from mirror tilt and sweep angles to the reflected beam-hit point is
nonlinear and depends on the position of each ORIS element. To address this limitation,
this thesis develops an element-wise non-uniform codebook that adapts the available
steering states to the indoor geometry and produces more effective spatial beam map-
ping. This codebook design is then connected to a multi-user ORIS-assisted VLC system,
where the selected reflected beams determine the effective user channels. Based on these
channels, non-orthogonal multiple access (NOMA )-based element assignment and power

allocation are developed to improve the trade-off between sum-rate and user fairness.

The third contribution, presented in Chapter 5, integrates VCSEL-based optical sens-
ing with LeRIS-assisted mmWave communication. Narrow and spatially controllable
VCSEL beams are used to estimate user position and orientation and to detect obstacles
in the indoor environment. The obtained sensing information is then used to guide
blockage-aware LeRIS configuration and route selection for mmWave communication.
In this way, optical sensing provides environmental awareness, while the LeRIS-assisted
mmWayve link supports adaptive high-capacity communication. This contribution shows
how sensing information can be used directly to improve communication reliability in

blockage-prone indoor environments.

1.3 Thesis Outline

The remainder of this thesis is organised as follows. Chapter 2 presents the background
and fundamental concepts required for the work developed in this thesis. It introduces
the principles of OWC and VLC, discusses the characteristics of indoor optical wire-
less channels, and reviews the roles of ORIS and LeRIS technologies. The chapter also
provides the necessary background on PLS, codebook-based beam management, VC-

SELs-enabled localisation, sensing, and mmWave communication.
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Chapter 3 focuses on PLS enhancement in ORIS-assisted VLC systems. In this chapter,
ORIS-induced time delay is investigated as a physical-layer mechanism for improving
secrecy performance against passive eavesdropping. The analysis is then extended to
practical scenarios involving colluding and non-colluding eavesdroppers. This chapter
therefore establishes the first technical direction of the thesis, in which delay-aware

ORIS element allocation is used to improve the security of indoor VLC networks.

Chapter 4 studies non-uniform codebook design for ORIS-assisted VL.C systems. In this
chapter, the nonlinear relationship between mirror orientation and the reflected beam-
hit point is examined, element-wise non-uniform codebooks are developed for improved
spatial mapping, and the resulting codebook is integrated with NOMA-based element

assignment and power optimisation.

Chapter 5 investigates the integration of VCSEL-based optical sensing with LeRIS-
assisted mmWave communication. In this chapter, VCSELs are used for user localisa-
tion, obstacle detection, and environmental sensing, while the LeRIS supports adaptive
and blockage-aware mmWave communication. The chapter thereby demonstrates how
optical sensing can provide the environmental awareness required to configure resilient

LeRIS-assisted links.

Finally, Chapter 6 concludes the thesis by summarising the main findings and contribu-
tions. It also discusses the limitations of the proposed approaches and identifies direc-
tions for future research in intelligent and adaptive OWC, sensing, and communication

for 6G networks.



Chapter 2

Background and Related Work

2.1 Introduction

OWC refers to the transmission of information using optical carriers through unguided
free-space propagation, including visible light, infrared, and ultraviolet radiation, rather
than through guided optical fibres [10], [44], [45]. The idea of using light for wireless
information transfer is not new; one of the earliest demonstrations was the photophone,
proposed by Alexander Graham Bell in 1880, in which sound was transmitted over a

free-space optical beam by modulating sunlight [46].

During the twentieth century, optical wireless links were mainly investigated in the form
of infrared communication and free-space optical transmission [47], [48]. Infrared sys-
tems became attractive for short-range indoor links because they provided unlicensed
operation, spatial confinement, and low electromagnetic interference [44], [47]. However,
early optical wireless systems were limited by the available optical devices, receiver sens-
itivity, alignment requirements, and the lack of mature solid-state lighting infrastructure.
As a result, RF systems became dominant for most wireless applications, while optical

wireless technologies remained more specialised.

The development of efficient solid-state light sources, especially LEDs, renewed interest
in indoor OWC [13], [15], [49]. Since LEDs can be switched at high speed while still
providing illumination, they enabled simultaneous lighting and data transmission. This

led to the emergence of VLLC, in which the intensity of visible light is modulated to carry

10
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information and a photodetector is used to recover the transmitted signal. Fundamental
analysis of LED-based VLC showed that indoor lighting infrastructure could be used
for data communication while satisfying illumination requirements [13]. This made VLC
attractive for indoor environments, where lighting is already widely deployed, and high-

speed local connectivity is increasingly required.

The broader concept of light fidelity (LiFi) builds upon VLC by incorporating bid-
irectional, multi-user, and networked OWC capabilities [15]. LiFi combines illumina-
tion, communication, and networking functions, allowing light sources to act as access
points (APs) for indoor wireless connectivity [15]. Compared with conventional RF sys-
tems, VLC / LiFi offer several useful properties, including access to a large unlicensed
optical spectrum, low electromagnetic interference, high spatial reuse, and inherent con-
finement by walls and opaque objects [14], [15], [50]. These characteristics make optical
wireless technologies suitable for dense indoor scenarios such as offices, hospitals, aircraft

cabins, factories, and smart homes.

Despite these advantages, practical VLC / LiFi systems face several limitations. Since
optical signals are highly directional and do not penetrate opaque objects, the quality
of the link strongly depends on the availability of a reliable LoS path, the receiver FoV,
the user position, the device orientation, and the presence of blockers [14], [15], [50]. In
addition, the requirement of intensity modulation/direct detection (IM/DD) imposes
specific constraints on the transmitted waveform, since the optical intensity must be
real and non-negative [45], [51]. These characteristics make the design of optical wireless
systems different from conventional RF systems and require dedicated channel models,

modulation schemes, receiver designs, and resource allocation methods.

More recently, OWC has been considered an important complementary technology for
beyond-fifth generation (5G) and 6G networks [6], [10], [11]. The 6G vision is expected
to integrate communication, localisation, sensing, security, and intelligence within the
same wireless infrastructure [2], [7], [22]. In this context, OWC is attractive not only

because it provides additional spectrum, but also because optical signals can offer high
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spatial resolution and strong geometric dependence, which are useful for positioning and
environmental awareness [14], [20], [21]. Therefore, modern optical wireless systems are
no longer limited to data transmission, but are increasingly being studied for integrated

communication, localisation, mapping, and sensing.

At the same time, controllable wireless environments have gained significant attention
for future wireless systems. In indoor VLC systems, an ORIS redirects optical beams
towards desired locations by adjusting the orientation of its reflecting elements [27],
[30], [31]. More broadly, the integration of reconfigurable surfaces with LiFi has been
identified as a promising direction for future 6G networks, particularly for mitigating
LoS blockage, improving link reliability, and creating controllable optical propagation
environments [52]. From a modelling perspective, an ORIS operates mainly according
to geometric optics (GO), where optical propagation is represented by rays following
the laws of reflection. Within this framework, each reflecting element acts as a con-
trollable optical mirror that adjusts the direction of the incident beam, making the
reflected beam strongly dependent on the room geometry, transmitter position, receiver
location, and mirror orientation. In addition to optical beam control, the hybrid optical-
mmWave system considered in this thesis uses the large available mmWave bandwidth
to support high-capacity wireless communication. However, limited diffraction makes
mmWayve signals particularly susceptible to blockage, while propagation losses further
constrain link reliability. To address these challenges, a LeRIS combines optical localisa-
tion and sensing with programmable mmWave reflection to support environment-aware

communication.

In parallel, different optical sources provide complementary capabilities for optical
wireless systems. LEDs are well suited to broad-area illumination and VLC coverage,
whereas VCSELs provide narrower beams, high directionality, fast modulation, and
compact integration [13], [38], [39], [40]. However, VCSELs also introduce practical chal-
lenges, including higher fabrication cost, increased system complexity, and eye-safety

considerations due to their narrow and high-intensity optical emission [53]. The latter
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characteristics are useful for spatially selective communication, localisation, mapping,
and sensing [38], [40], [43]. When integrated into LeRIS, VCSELSs can provide spatial
awareness that helps configure communication links, especially in blockage-sensitive

mmWave systems [41], [42], [54].

The connection between these technologies is illustrated in Figure 2.1. The figure sum-
marises how the background topics discussed in this chapter support the three main
directions of the thesis: ORIS-assisted PLS, non-uniform ORIS codebook design, and
VCSEL-enabled LeRIS communication.

Secure, Reliable, and Environment-Aware Wireless Communication

L 2

[ Optical Wireless Communication (OWC) and VLC ]

High datarate | Unlicensed spectrum | Dual functionality (communication and sensing)

! 4 . R

ORIS-Assisted PLS ) Non-Uniform ORIS Codebook )[  VCSEL-Enabled LeRIS

Protection from eavesdropping Beam control and coverage Localisation and obstacle sensing

[ Future Indoor 6G Networks ]

Security | Coverage | Environmental Awareness

[ Connected Thesis Framework

Figure 2.1: Overall concept of the proposed indoor OWC and sensing framework.

Therefore, OWC has developed into several complementary branches, including FSO,
infrared links, VLC, and LiFi, each addressing different communication scenarios and
application requirements. In this thesis, intelligent and adaptive optical wireless systems
are investigated through VLC, ORIS-assisted optical beam management, and LeRIS-
enabled sensing and communication to support secure, adaptive, and environment-aware

wireless networks for future 6G systems.
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2.2 Optical Wireless System Structure

2.2.1 Basic Structure

A typical indoor optical wireless system consists of an optical transmitter, an optical
wireless channel, and an optical receiver [45], [51]. Depending on the application, the
transmitter may be an LED luminaire for illumination-based VLC or a directional source
such as a VCSEL for narrow-beam communication, localisation, or sensing. In each
case, the information signal is imposed on the instantaneous optical intensity of the
light source, while the receiver, commonly a photodiode (PD) or avalanche photodiode
(APD), converts the received optical power into an electrical signal. This transmission
principle is usually referred to as IM /DD, in which optical intensity is modulated at the

transmitter and direct detection is performed at the receiver [38], [45], [51].

Downlink transmitter Downlink receiver
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Figure 2.2: Basic indoor OWC system based on IM/DD.

As illustrated in Figure 2.2, the input data are converted into an electrical driving
signal, which modulates the optical intensity of the transmitter. The emitted optical
signal then propagates through the indoor optical wireless channel before being detec-
ted by the receiver. The received signal is finally decoded to recover the transmitted
data. The transmitted optical signal may reach the receiver through a direct LoS path
or through reflected non-line-of-sight (NLoS) components from walls, ceilings, floors, or

other indoor objects [23], [44], [48]. In many indoor OWC systems, the LoS component
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is dominant because optical propagation is highly directional and optical signals do not
penetrate opaque objects. The RSS therefore depends strongly on the transmitter posi-

tion, receiver location, incidence angle, irradiance angle, receiver FoV, and the presence

of blockers [13], [23], [25].

In an IM/DD-based optical wireless link, the optical channel is commonly described by
its channel impulse response. When both direct and reflected propagation components

are considered, the overall channel impulse response can be written as

h(t) = hios () + hxvos (1) (2.1)

where hyos(¢) and hnpos(f) represent the LoS and reflected NLoS components, respect-

ively. Therefore, a general baseband received electrical signal can be expressed as

y(t) = Rpp [x(¢) x h(t)] +n(r) (2.2)

where x(¢) is the transmitted optical intensity signal, % denotes convolution, Rpp is
the photodetector responsivity, and n(t) denotes the receiver noise. Since information
is carried by optical intensity, the transmitted signal must satisfy the non-negativity
constraint

x(t) > 0. (2.3)

This constraint is one of the main differences between optical wireless and conventional
RF communication, in which the transmitted waveform can usually take positive and

negative values around zero [51], [55].

For narrowband or direct current (DC) channel-gain analysis, the time-domain channel
response can be represented by an equivalent scalar channel gain A. In this simplified

case, the received optical power is written as

P =P, (2.4)
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where P; is the transmitted optical power and P; is the received optical power. The

corresponding electrical signal-to-noise ratio (SNR) can then be expressed as

RepP)>  (RpphP,)?
,y:( PO-DZI) :( P];Z t) ’ (25)

2

where 0~ is the receiver noise variance, including the noise contributions discussed in

Section 2.2.5.

2.2.2 Optical Transmitters

The optical transmitter is a central component of an optical wireless system, and its
characteristics are selected according to the intended application. In conventional indoor
VLC systems, LEDs are widely used because they are energy efficient, low cost, long-
lasting, and already deployed for indoor illumination [13], [14], [15]. By rapidly varying
the driving current of an LED, the emitted optical intensity can be modulated at a speed
that is not perceptible to the human eye, thereby enabling simultaneous illumination

and data transmission [13], [15].

The radiation pattern of an LED is commonly modelled using a Lambertian emission
profile [13], [23]. In this model, the emitted optical intensity decreases as the irradiance

angle increases from the transmitter boresight. The Lambertian emission order is given

by

—In(2)
In(cos(®/»))’

where @/, is the semi-angle at half optical power. A smaller value of @/, corresponds
to a narrower beam and a larger Lambertian order, while a larger value of @/, cor-
responds to a wider illumination pattern. This model is widely used in indoor VLC

analysis because it provides a simple description of the broad-area emission produced

by LEDs [13], [23].



17

® = -60° ® = 60°

® =-90°

® =90°

Emission order

== m =1 (standard Lambertian, ®¥% = 60°)
—m =2 (0% = 45°)
m=>5 (0% = 27°)
= m =15 (®¥2 = 15.6°)
= m = 60 (%2 = 7.7°, narrow beam)

Figure 2.3: Lambertian radiation profiles for different emission orders.

Figure 2.3 illustrates Lambertian radiation profiles for different emission orders. As
the Lambertian order increases, the emitted optical power becomes more concentrated
around the transmitter boresight, resulting in a narrower optical beam. This relationship
highlights the trade-off between wide-area illumination and directional optical transmis-

sion.
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In addition to LEDs, semiconductor lasers provide an alternative optical transmitter
technology with higher directionality and faster modulation capability. Among differ-
ent semiconductor laser technologies, VCSELs have attracted increasing attention for
optical wireless systems because they provide narrow beam divergence, high modula-
tion bandwidth, compact integration, and low power consumption [38], [39], [40]. These
characteristics make VCSELs suitable for applications requiring spatially selective trans-

mission, localisation, mapping, and sensing.

Unlike broad-area LED emission, the optical output of a VCSEL is characterised by a
highly directional Gaussian-like beam profile, where the optical intensity is concentrated
around the optical axis and gradually decreases away from the beam centre [38], [39].

The Gaussian beam radius at propagation distance d can be expressed as
2
d
w(d) =wot[ 1+ (—) )
ZR

where wq is the beam waist and zg is the Rayleigh range. The corresponding Gaussian

intensity distribution can be written as

where r represents the radial distance from the beam centre and Iy is the peak optical

intensity.

The divergence angle determines the far-field angular spread of the emitted optical
power. For illustration, the normalised far-field angular intensity profile of a VCSEL

beam can be represented as
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Figure 2.4: Normalised far-field Gaussian-like intensity profiles of VCSEL beams with
different divergence angles.

where ¢ represents the angular deviation from the optical axis and ¢y denotes the diver-
gence parameter. A smaller divergence angle corresponds to a more concentrated beam
around the optical axis, whereas a larger divergence angle produces a wider emission
profile. Figure 2.4 illustrates the normalised far-field Gaussian-like intensity distribution
of VCSEL beams for different divergence angles. Compared with LEDs, the directional
Gaussian beam characteristics of VOCSELSs enable improved spatial selectivity, which is

beneficial for integrated communication, localisation, and sensing applications [38], [40].

2.2.3 Optical Receivers

The optical receiver converts the incident optical power into an electrical current [56],
[57]. In most VLC systems, this operation is performed using a PD [13], [51]. The gener-
ated photocurrent is proportional to the received optical power and the photodetector

responsivity, as expressed by
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ip(t) ZRPDR(Z), (26)

where ip(¢) is the photocurrent and P (t) is the received optical power. The responsivity

Rpp depends on the photodetector material and the optical wavelength.

The receiver performance is affected by several physical parameters, including the active
detection area App, the receiver FoV, the optical filter gain Ty(y), and the optical con-
centrator gain g(y) [13], [45], [51]. A larger photodetector area can collect more optical
power, but it may also increase capacitance and reduce receiver bandwidth [56], [58].
Similarly, a wider FoV can improve coverage and reduce link blockage, but it may also
increase the amount of collected background light and reflected interference [14], [23],
[25]. Therefore, receiver design involves a trade-off between coverage, bandwidth, noise,

and sensitivity.

In a typical indoor VLC system, the transmitted optical signal propagates through the
optical wireless channel and is collected by the receiver front-end. The receiver front-
end generally consists of optical components, including an optical concentrator, optical

filter, and photodetector, as illustrated in Figure 2.5.

The optical concentrator improves the received optical power by collecting incident

signals within the receiver acceptance angle. Its gain is commonly written as [13], [51]

g(y) = s’ (¥e)” 7 7T (2.7)
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Figure 2.5: Illustration of a typical indoor VLC system consisting of an optical transmitter,
optical channel, receiver concentrator, and photodetector.

where n; is the refractive index of the concentrator, v is the incidence angle, and W, is
the receiver FoV. This expression shows that the receiver only collects optical signals
that arrive within its angular acceptance range. As a result, user orientation and device
rotation can significantly affect the received signal quality in practical indoor optical

wireless systems [24], [25].

2.2.4 Optical Channel Model

The indoor optical wireless channel is strongly determined by geometry [23], [45], [48].
Unlike RF propagation, visible light does not penetrate opaque objects, and the received
optical power depends mainly on the relative position and orientation of the transmitter
and receiver [14], [23]. Following the system-level representation in Section 2.2.1, this
subsection focuses on the DC channel-gain models used to describe indoor OWC/VLC

links.
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In general, an optical wireless channel can be represented by its time-domain impulse re-
sponse Ah(t), which characterises the temporal response of the propagation environment.
The corresponding frequency-domain channel response is obtained as H(f) = .7 {h(t)}.
For conventional indoor VLC link-budget analysis, where the main objective is to evalu-
ate the received optical power, the channel is often simplified using the DC channel gain,
represented by H(0). However, when different propagation paths introduce significant
delay differences, the frequency-selective characteristics described by H(f) become im-
portant and are considered in the delay-aware ORIS-assisted studies presented later in

this thesis.

The received signal may contain a direct LoS component and reflected NLoS components
produced by walls, ceilings, floors, and indoor objects [23], [48]. The LoS component
is usually dominant, while reflected components may provide additional received power

but can also introduce delay spread and inter-symbol interference (ISI) [23].

For a Lambertian LED transmitter, the DC LoS channel gain can be derived from the

Lambertian emission model and is commonly expressed as [13], [44], [45], [51].

(m -+ I)APD
——=— COS

Hios(0) = 2nd? - (2.8)

O, W> lPCu

where the Lambertian order m, distance d, irradiance angle ¢, incidence angle y, optical
filter gain Ty(y), concentrator gain g(y), receiver area App, and receiver FoV ¥, follow
the transmitter and receiver definitions given in Sections 2.2.2 and 2.2.3. This expression
is specific to Lambertian optical sources, where the emitted power follows a cosine-based
radiation pattern. For other optical transmitters with different beam profiles, such as

VCSEL-based systems, alternative channel models are required.
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Figure 2.6: Propagation model of diffuse link.
The NLoS channel gain is usually obtained by considering first-order or higher-order

reflections from indoor surfaces. For a first-order diffuse reflection from the ¢th reflecting

surface element, the DC NLoS channel gain can be written as [13], [44], [45], [51]

(m+1)AppAps
2m2d3 d3,

cos™ (@) cos(ay) cos(Be) Ts(we)g(Wr) cos(yr), 0 <y <Y,
Hypos,¢(0) =

O, Yy > ‘PC,
(2.9)

The geometry of a first-order reflected optical path is illustrated in Figure 2.6. The
propagation distances and angular parameters shown in the figure correspond to the

terms used in the NLoS channel gain expression in (2.9).
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where A, and py are the area and reflection coefficient of the reflecting element, while
dy ¢ and d, ¢ are the transmitter—surface and surface-receiver distances, respectively. The
remaining angular and receiver terms follow the same definitions used in the LoS channel
model. The aggregate reflected channel is obtained by summing the contributions of the

considered reflected paths.

Moreover, while the Lambertian model is commonly used for broad-area LED emission,
VCSEL-based systems are typically described by narrower and more directional Gaus-
sian beams [38], [39], [40]. A Gaussian beam approximation can be used to describe this

behaviour [38], [40]. The beam radius at distance d can be written as
J\2
w(d) =woy| 1+ <—> : (2.10)
<R

where wq is the beam waist and zg is the Rayleigh range. As illustrated in Figure 2.7,
the Gaussian beam has its minimum radius at the beam waist and gradually expands

as the propagation distance increases. The Rayleigh range is given by

®R= (2.11)

where A is the optical wavelength.

The optical intensity of a Gaussian beam decreases with the radial distance from the

beam centre. A simplified Gaussian intensity distribution can be expressed as

1(rd) = Iy (%)2@(;) (_WZZ)> , (2.12)
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Figure 2.7: Tllustration of Gaussian beam radius variation with propagation distance,
showing the beam waist wg and Rayleigh range zg.

where [ is the peak intensity at the beam waist and r is the radial displacement from
the beam axis. This model is useful for VCSEL-based localisation and sensing, because
small changes in user position or orientation can produce measurable changes in received

optical power [38], [40].

The receiver FoV and user orientation also affect the optical channel [13], [24], [25].
If the incidence angle is larger than the receiver acceptance angle, the corresponding
optical path is not detected. Therefore, even when a geometric path exists between
the transmitter and receiver, the link may fail if the signal arrives outside the receiver

angular range [24], [25].

2.2.5 Noise Modelling in Optical Wireless Systems

Noise is an important impairment in indoor OWC and VLC systems because it directly
affects the received electrical signal and the achievable SNR. The main receiver-noise
components are shot noise and thermal noise [45], [51], [59]. Shot noise is associated with
the discrete nature of photodetection and is influenced by the received optical power

and background light. Its variance can be expressed as
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Gszhot = 2qRpp (Pr + Pbg) B, (2.13)

where g is the electron charge, B, is the received background optical power, and B is
the system bandwidth. Thermal noise is generated by the receiver electronics and can

be represented in simplified form as

2 4kB TkB

Othermal = R—L7 (2' 14)

where kg is Boltzmann’s constant, T is the absolute temperature, and Ry is the receiver

load resistance. The total receiver-noise variance is therefore

2 2 2
0~ = Ogpot + Othermal- (2'15)

2.2.6 Achievable Data Rate

The total noise variance in (2.15) is used in the electrical SNR expression defined pre-
viously in (2.5). Therefore, the achievable communication rate is directly related to the
received optical power, channel gain, and receiver-noise level through the resulting SNR.
For communication analysis, the achievable data rate can be written in a Shannon-like

form as [45], [51]

R =Blog,(1+7), (2.16)
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where R is the achievable data rate, B is the system bandwidth, and 7y is the elec-
trical SNR defined in (2.5). In multi-user or interference-limited systems, the signal-
to-interference-plus-noise ratio (SINR) may be used instead of the SNR [59], [60]. The
exact rate expression may vary depending on the signalling constraint, receiver model,

and modulation format.

2.2.7 Blockage and Mobility

Blockage and mobility are major practical challenges in indoor optical wireless sys-
tems [14], [24], [25]. Since visible light does not pass through opaque objects, human
bodies, furniture, walls, and other obstacles can interrupt the direct LoS path [14], [23].
As the user moves, the link geometry and receiver orientation may also change continu-
ously [24], [25]. These effects motivate the use of intelligent and controllable propagation
techniques, such as an ORIS for redirecting optical beams and VCSEL-based sensing

for providing spatial information about users and obstacles [27], [31], [38].

2.3 ORIS and LeRIS

2.3.1 Basic Concept

This thesis considers two specific technologies for creating controllable indoor wireless
environments: ORIS technology for optical links and LeRIS technology for hybrid optical
sensing and mmWave communication. Both technologies support the broader concept
of a programmable wireless environment (PWE), in which dedicated panels become
controllable parts of the communication system rather than passive elements of the

room [2], [6], [61].
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An ORIS controls the optical propagation path by changing the orientation of its re-
flecting elements. This allows incident light to be redirected towards desired receiver
locations, which can improve coverage, create an alternative path when the direct LoS
link is weak or blocked, and support secure optical transmission [27], [30], [31]. Because
the reflected beam follows GO, the performance of an ORIS depends directly on the

transmitter position, mirror orientation, receiver position, and receiver FoV.

A LeRIS serves a different role in this thesis. It combines programmable mmWave reflect-
ing elements with integrated optical sources, particularly VCSELSs, for user localisation
and environmental sensing [43], [62]. The optical measurements provide information
about user positions and obstacles, while the LeRIS uses this information to configure
blockage-resilient mmWave communication paths. Therefore, ORIS is used for the VL.C
contributions, whereas LeRIS panels are used for the integrated localisation, mapping,

and communication contribution.

2.3.2 ORIS

An ORIS consists of controllable reflecting elements that redirect incident optical signals
towards desired receiver locations [27], [31]. In VLC, an ORIS can be placed on indoor
surfaces such as walls or ceilings to create additional reflected paths between an optical
transmitter and a receiver [27], [30], [31]. These reflected paths can improve the received
optical power, reduce coverage holes, and support communication when the direct LoS

link is weak or blocked [27], [31].

As shown in Figure 2.8, the reflected optical path is determined by the transmitter
position, reflecting-element orientation, and receiver location. Unlike diffuse reflection,
where light is scattered in many directions, an ORIS mainly relies on controlled specular
reflection [27], [31], [37]. In this case, the direction of the reflected beam depends on the

incident direction and on the orientation of the reflecting element.
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Figure 2.8: ORIS-assisted VLC system with controllable specular reflection.

For the nth reflecting element, the incident direction can be represented by the unit
vector di ,, while the reflected direction can be represented by dout,n. If N,, denotes the
unit normal vector of the reflecting element, the reflected direction can be written using

the law of reflection as [27], [31], [37]

A,

dout,n = din,n -2 (dT Nn) N,. (2'17)

in,n

This expression shows that the reflected beam is controlled by the normal vector of
the reflecting element. In a practical ORIS, this normal vector can be adjusted through

mechanical or micro-electromechanical control of the mirror orientation [31], [37].

For ORIS-assisted VLC, the reflected link is modelled as a controllable specular path
through each reflecting element. For the nth ORIS element, the DC reflected channel
gain can be written as

Pu(m+1)A,
277:(dt,n + dr,n)

5 08" (@ n) COS(Ws ) Ts(Wrn) 8 (Wirn) cOS (W), 0 <y <,

Horis,»(0) =
0, Vin > e,

(2.18)
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where p, is the reflection coefficient of the nth ORIS element, A, is the area of the
reflecting element, d;, is the distance from the transmitter to the nth ORIS element,
and d,, is the distance from the nth ORIS element to the receiver. The angle ¢, is the
irradiance angle from the transmitter to the ORIS element, vy, is the incidence angle
on the reflecting surface, and ., is the incidence angle of the reflected beam at the
receiver. The reflected contribution is zero when the reflected beam arrives outside the

receiver FoV.

Moreover, the orientation of an optical reflecting element is often described using two
angles, namely the tilt angle and the sweep angle. In this thesis, the tilt angle of the
nth reflecting element is denoted by ,, while the sweep angle is denoted by ¢,. These

angles determine the normal vector N,,, and therefore determine the outgoing direction

dout,n- The point where the reflected beam reaches the receiver plane is denoted by Ph 5.

The sensitivity of the reflected hit point to a small change in mirror orientation can
be quantified from this geometric mapping. For an ORIS element located at r,, the

intersection of the reflected ray with a receiver plane at height z, can be written as

Zu_Zn

it,n n [dout’n]z

dout - (2.19)

Therefore, for small changes A®, and Ag@,, the corresponding displacement of the reflec-

ted hit point can be approximated by

AD IPy;
N N 8(19hlt’n )’ (2.20)
A(pn ns (Pn

where J, represents the local angular-to-spatial sensitivity. Hence, the same angular
change can produce substantially different spatial displacements depending on the ORIS
element position and link geometry. This geometry-dependent behaviour motivates the

non-uniform codebook design developed and evaluated in Chapter 4.
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The received optical power through an ORIS-assisted path depends on the transmitter
power, reflection coefficient, path distances, receiver FoV, and alignment between the
reflected beam and the receiver. Therefore, ORIS design is not only a question of increas-
ing reflected power, but also of ensuring that the reflected beam reaches the intended

location with a suitable angle and sufficient optical intensity.

2.3.3 LeRIS

A LeRIS combines optical sensing with programmable mmWave reflection. In this thesis,
the optical part provides user-localisation and obstacle-awareness information, while the
reconfigurable surface uses that information to support adaptive mmWave communica-
tion [43], [54], [62]. This role is different from an ORIS-assisted VLC system, where the

reflecting surface redirects optical communication beams.

The reflecting elements in the two architectures therefore serve different physical func-
tions. In the ORIS considered in this thesis, the elements are controllable optical mirrors
that redirect incident VL.C beams by changing their orientation. In contrast, the reflect-
ing elements of a LeRIS are programmable mmWave reflecting elements that control the
propagation of the RF /mmWave signal, while the optical sources integrated around the
surface are used separately for localisation and sensing. Thus, the ORIS performs optical
reflection, whereas the LeRIS combines optical sensing with programmable mmWave re-

flection.

The optical source used in a LeRIS architecture can be selected according to the sensing
requirement. LEDs are suitable for broad coverage, whereas VCSELs are more suitable
for spatially selective measurements because of their narrow and directional beams [38],
[39], [40]. Chapter 5 considers the VCSEL-based LeRIS configuration, in which optical
sensing provides user and obstacle awareness for adaptive LeRIS-assisted mmWave com-

munication.
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The functional architecture is illustrated in Figure 2.9, where the LeRIS panels provide
optical localisation and obstacle-awareness information that is used to support adaptive

route selection for the mmWave communication link.
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Figure 2.9: Indoor PWE with VCSEL-based LeRIS panels for localisation, obstacle map-
ping, and mmWave communication.

2.3.4 Practical Design Considerations

Although ORIS and LeRIS both create controllable indoor wireless environments, their
practical design requirements are different. In an ORIS-assisted VLC system, optical
reflection is governed by room geometry, mirror orientation, and the nonlinear relation-
ship between the selected angles and the resulting beam-hit point [27], [31], [37]. Ideal
continuous-angle steering is useful as an analytical reference, but a practical controller
requires a finite set of implementable mirror states. These states are commonly organ-
ised as a codebook, and their spatial distribution is important because uniformly spaced

angular states do not necessarily provide uniform coverage on the receiver plane [37],

[63], [64].
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For a LeRIS-assisted mmWave system, the principal design considerations are accurate
user localisation, obstacle awareness, and reliable route configuration [41], [42]. Since
a selected direct or reflected mmWave path may be blocked, the LeRIS controller re-
quires current spatial information before configuring a suitable single-hop or multi-hop
route. The VCSEL-based sensing architecture considered in this thesis provides this

information through optical localisation and mapping.

These distinct considerations show that ORIS and LeRIS should be analysed according
to their physical functions rather than through a single generic surface model. Accord-
ingly, the following sections first review the security concepts required for Chapter 3,
then introduce codebook design and multiple access for Chapter 4, and finally discuss

optical localisation, sensing, and environment-aware communication for Chapter 5.

2.4 Physical Layer Security

2.4.1 Security in VLC

PLS uses the physical characteristics of a communication channel to protect confid-
ential information from unauthorised receivers [65], [66]. Unlike conventional crypto-
graphic methods, which operate mainly at higher network layers, PLS exploits differ-
ences between the legitimate and eavesdropping channels. A positive secrecy rate is
achieved when the legitimate receiver can obtain a higher achievable rate than the

eavesdropper.
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Indoor VLC offers several natural security advantages. Visible light is confined by walls
and opaque objects, and the directionality of optical beams and the limited receiver
FoV restrict the region in which a signal can be detected [18], [19]. Nevertheless, an
eavesdropper located inside the illuminated area may still intercept the direct or reflected
optical signal. This risk is particularly relevant in shared indoor environments, such as
offices, hospitals, shopping centres, and aircraft cabins [18], [19], [32]. Therefore, the

spatial confinement of light should be complemented by dedicated PLS mechanisms.

2.4.2 ORIS-Assisted PLS

An ORIS can improve secrecy by creating controllable reflected paths that favour the
legitimate receiver and limit the useful signal available to an eavesdropper [32], [33], [34].
Depending on the mirror configuration, the reflected optical components can increase
the legitimate receiver’s channel gain, reduce the power directed towards unintended

locations, or alter the temporal structure of the eavesdropper’s received signal.

LED
transmitter

ORIS

Figure 2.10: ORIS-assisted VLC PLS model with a legitimate receiver and an eavesdrop-
per.
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As illustrated in Figure 2.10, the secrecy performance depends on the different direct
and reflected channels experienced by Bob and Eve. Conventional ORIS-assisted security
designs mainly optimise reflected power or mirror allocation. However, an optical reflec-
ted path is longer than the direct LoS path and therefore also introduces propagation
delay [35]. This observation motivates the delay-aware security framework developed in

Chapter 3.

2.4.3 Delay-Aware Security

In a wideband VLC system, the direct and reflected components may arrive at different
times and combine differently at spatially separated receivers. A delay that produces
constructive combining at Bob may provide a smaller benefit, or even cause destructive
combining, at Eve. Therefore, ORIS-induced delay can be treated as a controllable

security resource rather than only as a source of ISI [35].

The usefulness of this mechanism depends on room geometry, receiver position, mir-
ror allocation, and the delay difference between the direct and reflected paths. It also
depends on the eavesdropping model. Non-colluding eavesdroppers act independently,
whereas colluding eavesdroppers can combine their observations and create a stronger
effective adversary. Chapter 3 develops the complete mathematical model for the single-
, non-colluding-, and colluding-eavesdropper cases and formulates the corresponding

delay-aware ORIS allocation problems [35], [36].
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2.5 Codebook Design and Multiple Access

2.5.1 Codebook-Based Beam Steering

In an ideal ORIS, the tilt and sweep angles of each reflecting element could be selected
continuously for every user position. Such continuous real-time optimisation is difficult
in practice because it requires frequent geometric calculations, accurate position inform-
ation, and sufficiently precise mirror control. A finite codebook offers a more practical

alternative by storing a predefined set of feasible mirror orientations [37], [63], [64].

Each codeword represents one tilt—sweep configuration and therefore one reflected beam
direction. When the user position is known, an ORIS element selects the codeword whose
beam-hit point is closest to the intended receiver location. The quality of the codebook
consequently depends on the spatial coverage produced by its available steering states,

not only on their separation in the angular domain.

2.5.2 Non-Uniform Codebook Design

A uniform angular codebook uses fixed steps for the tilt and sweep angles. The physical
meaning of these two steering angles follows the ORIS geometry introduced earlier in
Figure 2.8, where the orientation of each reflecting element determines its surface normal
and hence the direction of the reflected optical beam. In the notation used in this thesis,
the tilt angle ¥ mainly controls how far the reflected beam reaches from the reference
point on the receiver plane, whereas the sweep angle ¢ controls the angular direction
of the reflected beam around that reference point. Each pair (1, @) therefore represents
one codeword and produces a corresponding reflected beam-hit location on the receiver

plane.
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Although a uniform angular codebook is simple, the mapping from mirror orientation
to the beam-hit location is nonlinear. Uniformly spaced angular states can therefore

produce densely clustered hit points in some regions and sparse coverage in others [31],

[37).

Figure 2.11 illustrates how the tilt and sweep angles are mapped to spatial regions on
the receiver plane. The upper panels show the angular codebook using two orthogonal
axes, with the sweep angle ¢ on the horizontal axis and the tilt angle ¥ on the vertical
axis. Each coloured cell represents one tilt—sweep codeword. The same colour identifies
the corresponding region in the lower panels. When the tilt angle is fixed and the sweep
angle is varied, the reflected beam moves through adjacent regions along the same ring.
Changing the tilt angle generates rings with different radii. Thus, the upper panels
represent the codebook in the angular domain, whereas the lower panels use a ring-and-
sector, polar-style representation to illustrate the corresponding spatial distribution of
codewords on the receiver plane.

Sweep angle, ¢ Sweep angle, ¢

Tilt angle, O
Tilt angle,

(a) Uniform ORIS codebook (b) Non-uniform ORIS codebook

Figure 2.11: Uniform and non-uniform angular codebooks and their corresponding spatial
mapping on the receiver plane.
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For the uniform codebook, fixed angular increments can lead to unequal radial and arc-
length spacing on the receiver plane. In contrast, the non-uniform codebook adapts the
tilt and sweep increments so that the resulting reflected beam locations are distributed
more evenly across the intended receiver region. The complete geometric construction,

codeword-selection rule, and spatial-error analysis are developed in Chapter 4 [37], [67].

2.5.3 Resource Allocation in NOMA

Multiple-access methods are required when several users share the same optical in-
frastructure. Orthogonal approaches, including time division multiple access (TDMA),
frequency division multiple access (FDMA), and orthogonal frequency division mul-
tiple access (OFDMA), assign separate resources to different users. By contrast, power-
domain NOMA allows users to share the same time and frequency resources by assigning
different power levels and applying successive interference cancellation (SIC) at the re-

ceivers [51], [60], [68], [69].

In an ORIS-assisted system, mirror assignment and power allocation are coupled because
the selected reflected paths determine the effective user channels. A practical design must
therefore decide how the reflecting elements are assigned, how the users are ordered for
SIC, and how the available optical power is distributed while satisfying rate, fairness,
and optical-intensity constraints. Chapter 4 develops this joint framework using the non-
uniform codebook, a quality of service (QoS)-oriented element-allocation method, a gain
ratio power allocation (GRPA) benchmark, and sparrow search algorithm (SSA)-based

power optimisation.
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2.6 Optical Localisation and Sensing

2.6.1 Optical Wireless Positioning

Optical wireless signals are useful not only for communication, but also for localisation
and sensing [14], [20], [21]. This is because optical propagation is highly geometry-
dependent. The received optical power, incidence angle, delay, and beam footprint are
all affected by the relative positions and orientations of the transmitter, receiver, and
surrounding objects. Therefore, optical wireless systems can provide spatial information

about users and indoor environments while supporting data transmission.

Several methods can be used for optical wireless positioning, including RSS, angle of
arrival (AoA), time of arrival (ToA), and time difference of arrival (TDoA). In RSS-
based positioning, the received optical power is used to infer the distance or position of
the receiver [20], [21]. If the ith optical anchor is located at p; and the user is located

at pu, the distance between them can be written as
di = |lpu —pil - (2.21)
The received optical power from the ith anchor is then related to the channel gain by
Pri = hi(pu)P.i (2.22)

where P ; is the transmitted optical power of the ith anchor, B ; is the received op-
tical power from that anchor, and h;(py) is the position-dependent optical channel gain
between the ith anchor and the user. Since the channel gain depends on distance, incid-
ence angle, irradiance angle, and receiver orientation, the received power can be used

to estimate the user position [20], [70].
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When multiple optical anchors are available, the user position can be estimated by
solving a geometric fitting problem [20], [70], [71]. A general RSS-based localisation

problem can be written as

M
pu= argrrlgin (Pri— Puihi(pu))’, (2.23)
vi=1

where M is the number of optical anchors and p, is the estimated user position. This
formulation shows that localisation accuracy depends on the number of anchors, anchor

geometry, receiver orientation, channel model, and measurement noise.

In ToA-based positioning, the propagation time of the optical signal is used to estimate

distance [20], [21]. For the ith anchor, the distance can be approximated as
d,' =T, (2'24)

where ¢ is the speed of light and 7; is the measured ToA. In TDoA-based position-
ing, the difference between arrival times from different anchors is used instead of the
absolute time. In AoA-based positioning, the arrival direction of the optical signal is
used to infer the receiver position. Each method has different requirements in terms of

synchronisation, receiver complexity, angular resolution, and measurement accuracy.

Compared with RF-based positioning, optical wireless positioning can provide
high spatial resolution because optical signals have strong directionality and short
wavelengths [14], [20], [21]. However, it is also more sensitive to blockage, receiver FoV,
user orientation, and shadowing [14], [24], [25]. Therefore, robust optical localisation
often requires careful anchor placement, suitable receiver design, and accurate channel

modelling.
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2.6.2 VCSEL-Based Localisation and Sensing

Optical localisation can use different source characteristics according to the required
coverage and spatial resolution. LED-based localisation benefits from existing light-
ing infrastructure and broad Lambertian illumination, making it suitable for coverage-
oriented positioning [13], [20], [43]. By comparison, VCSELSs provide narrow, directional,
and spatially controllable beams, making them suitable for scanning-based localisation,

mapping, and sensing [38], [40].

Moreover, VCSELSs can be integrated around or within a LeRIS panel to provide optical
reference beams for localisation and environmental sensing [62]. A receiver can estimate
its position by observing the received optical power from multiple optical anchors. Since
the beam footprint is narrow, the received power changes sharply with position and

orientation, which can provide useful spatial information.

The VCSEL-based localisation considered in this thesis does not rely on continuously
flooding the room with a fixed array of optical beams. Instead, the narrow VCSEL
beams are scanned over predefined angular regions. Each LeRIS panel scans approx-
imately 120° in azimuth and 60° in elevation, allowing different spatial directions to
be examined sequentially. Localisation outage may occur when a user lies outside the
scanning coverage of the available LeRIS panels or when the received beam falls out-
side the receiver FoV. The use of multiple LeRIS panels provides overlapping spatial
coverage and reduces such uncovered regions. The variation of the Gaussian beam foot-
print with propagation distance is accounted for through the beam-propagation and

received-power model rather than by assuming uniform optical illumination.

The received power of a VCSEL beam follows the Gaussian intensity model introduced
in Section 2.2.4. In sensing applications, reflected optical signals can also indicate the
presence of obstacles. By combining received power, beam direction, and delay inform-
ation, the system can infer the approximate location of blocking objects in the indoor

environment.
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Other established technologies, including structured-light systems, ultra-wideband
(UWB), light detection and ranging (LiDAR), and specialised laser-based three-
dimensional (3D) sensing, can also provide indoor localisation and environmental
information. These approaches offer different trade-offs in positioning accuracy, cover-
age, hardware complexity, and sensing capability. The objective of the VCSEL-based
approach in this thesis is not to replace these established localisation technologies, but
to integrate optical localisation and sensing directly with the LeRIS architecture. The
resulting user- and obstacle-location information can therefore be used to configure the

programmable mmWave communication path within the same system framework.

In this thesis, VCSEL-based sensing is used to support the LeRIS concept. The main
role of the VCSELSs is to provide spatial awareness, including user location, receiver
orientation, and obstacle presence. This information can then be used to configure the
LeRIS-assisted mmWave communication link. Therefore, VCSELSs act as compact optical

sensing anchors that support intelligent and adaptive wireless operation.

2.6.3 Environment-Aware mmWave Communication

mmWave communication is an important candidate for high-capacity indoor wireless sys-
tems because it can provide substantially wider channel bandwidths than conventional
microwave systems. For example, bandwidths exceeding 1 GHz have been considered at
28 and 38 GHz [41], while 60 GHz systems such as Institute of Electrical and Electronics
Engineers (IEEE) 802.11ad use channel bandwidths of approximately 2.16 GHz and can
support physical-layer data rates of up to approximately 6.8 Gb/s. These representative
values illustrate the multi-gigahertz bandwidth and multi-gigabit-per-second data-rate
capability of mmWave communication. However, mmWave links are highly sensitive to
blockage, path loss, and beam misalignment [41], [42], [72]. In indoor environments, ob-
jects such as walls, furniture, and human bodies can obstruct the direct path between the
transmitter and receiver, so reliable operation often requires accurate beam alignment

and alternative reflected paths.
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LeRIS can support mmWave communication by creating controllable reflected paths
between an AP and a user. The selection of a suitable path depends on the positions
of the AP, LeRIS panels, user, and obstacles. This creates a direct link between optical
sensing and mmWave communication: the VCSELs provide user and obstacle informa-

tion, and the LeRIS uses this information to configure a suitable communication route.

This background supports Chapter 5, in which VCSEL-based localisation and mapping
are used to assist LeRIS-based mmWave communication. The chapter investigates how
optical spatial awareness can improve beam routing, blockage avoidance, and commu-

nication performance in programmable indoor environments.

2.7 Summary

This chapter presented the background and related work required for the technical de-
velopments in this thesis. It first introduced the historical evolution of OWC, from early
optical wireless demonstrations to modern VLC, LiFi, ORIS, and intelligent optical
wireless systems. The basic optical wireless system structure was then discussed, includ-
ing optical transmitters, optical receivers, IM/DD transmission, and the indoor optical
channel model. Particular attention was given to LoS and NLoS propagation, receiver
FoV, optical beam models, noise, blockage, and mobility, because these factors strongly

affect the performance of indoor optical wireless systems.

The chapter then reviewed ORIS and LeRIS technologies and their distinct roles in this
thesis. For ORIS systems, optical reflection is governed mainly by GO, mirror orienta-
tion, and the spatial hit point of the reflected beam. For LeRIS systems, optical local-
isation and sensing provide the environmental awareness required to configure adaptive
mmWave communication. These concepts provide the foundation for the ORIS-assisted
VLC contributions and the integrated LeRIS framework developed in the following

chapters.
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Building on this technological background, the chapter also discussed PLS in indoor
VLC, in which the spatial confinement of light provides useful security advantages,
but does not fully prevent eavesdropping by receivers located inside the illuminated
region. The use of ORIS technology to improve the legitimate channel and degrade the
eavesdropping channel was introduced, together with the role of ORIS-induced time
delay as a potential security-enhancing mechanism. This provides the foundation for

Chapter 3, in which delay-aware ORIS-assisted VLC security is investigated.

Following the security discussion, the chapter then introduced codebook-based beam
steering and multiple access for ORIS-assisted VLC. It was shown that finite codebooks
are needed for practical ORIS deployment, because continuous real-time mirror optim-
isation is difficult. However, uniform angular codebooks may not provide uniform spatial
coverage due to the nonlinear mapping between mirror orientation and receiver-plane
hit points. This motivates the non-uniform codebook design and NOMA-based resource

allocation framework developed in Chapter 4.

Finally, optical localisation and sensing were reviewed, with emphasis on RSS, AoA, ToA,
and TDoA-based positioning methods. The discussion showed that LEDs provide broad
illumination that is suitable for coverage-oriented localisation, while VCSELSs provide
narrow and directional beams that are suitable for spatially selective localisation and
mapping. The concept of LeRIS was also introduced, in which optical sources such
as VCSELs can be integrated with or placed around a reflecting surface to provide
localisation, mapping, and environmental awareness. This motivates the VCSEL-based
LeRIS framework studied in Chapter 5, in which optical sensing is used to support

environment-aware LeRIS-assisted mmWave communication.



45
Overall, this chapter established the technical foundation for the three main contri-
butions of the thesis, namely delay-aware PLS in ORIS-assisted VLC, practical non-
uniform codebook design for ORIS-assisted VLC, and VCSEL-based localisation and
mapping for environment-aware LeRIS-assisted mmWave communication. The follow-
ing chapter begins with the first of these contributions by investigating ORIS-induced

time delay for enhanced PLS in indoor VLC systems.



Chapter 3

Delay-Aware Physical Layer
Security in ORIS-Assisted VLC

Systems

3.1 Introduction

This chapter focuses on delay-aware security in indoor VLC. The increasing demand
for high-speed indoor wireless connectivity has motivated the development of VLC as
a complementary technology to conventional RF communication. By using the visible
light spectrum for simultaneous illumination and data transmission, VLC can provide
high data rates, licence-free bandwidth, and reduced electromagnetic interference [13],
[14]. In addition, due to the directional nature of optical beams and the inability of light
to penetrate opaque walls, VLC can offer a higher level of inherent security compared

with RF systems [44], [45].

However, the security of indoor VLC systems cannot be guaranteed by the physical
confinement of light alone. In practical indoor environments, an eavesdropper may be
located inside the illuminated region and can receive the confidential optical signal

through the direct LoS link or through reflected links [73], [74]. These limitations have

46
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motivated the use of PLS techniques in indoor VLC systems, in which secrecy perform-
ance can be improved by exploiting the spatial confinement of optical beams, beam-

forming, receiver geometry, and channel differences between the legitimate receiver and

eavesdroppers [28], [29], [75].

More recently, ORIS-assisted VLC has been investigated as a promising approach for
improving coverage and enhancing secrecy by creating additional controllable reflected
paths [33], [34], [76]. In such systems, the ORIS can redirect part of the incident optical
signal towards the legitimate receiver, usually referred to as Bob, while reducing inform-
ation leakage to eavesdroppers. This makes the ORIS a useful tool for improving indoor

VLC security without significantly changing the transmitter or receiver hardware.

However, most existing studies on ORIS-assisted VL.C secrecy focus on improving the
channel gain or received optical power, while the delay introduced by the reflected
optical path is often neglected [35]. In indoor VL.C, the reflected signal travels through a
longer path than the direct LoS signal. Therefore, the ORIS-reflected component reaches
the receiver with an additional propagation delay. This delay is usually considered an
impairment because it may cause signal distortion and ISI. However, from a security

perspective, the same delay can also be exploited as an additional design resource.

The key observation is that Bob and the eavesdropper are usually located at different
positions in the room. As a result, the delayed ORIS-reflected components do not affect
them in the same way. A reflected path that improves the received signal quality at
Bob may not provide the same benefit to the eavesdropper. In some cases, the delayed
component may even degrade the eavesdropper’s received signal. This creates a new

opportunity for delay-aware PLS in ORIS-assisted VLC systems.

Motivated by this observation, this chapter investigates delay-aware PLS in ORIS-
assisted VLC systems. The chapter builds on the delay-aware secrecy framework first
introduced in [35], in which ORIS-induced time delay is exploited to improve secrecy in

the presence of a single eavesdropper. The analysis is then extended to a more practical
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multiple-eavesdropper scenario, including both non-colluding and colluding eavesdrop-
pers, as developed in [36]. In this way, the chapter presents a connected secrecy frame-
work that moves from a single-eavesdropper case to a more general indoor eavesdropping

model.

The main contributions of this chapter are summarised as follows:

e The secrecy performance is analysed for a single-eavesdropper scenario, in which
the ORIS element allocation is designed to enhance the legitimate receiver while
limiting the eavesdropper.

e The analysis is extended to multiple eavesdroppers, including non-colluding and
colluding cases, to provide a more practical indoor secrecy model.

e Delay-aware ORIS element allocation is formulated as an optimisation problem
and solved using the genetic algorithm (GA) and proximal policy optimisation

(PPO) methods.

The remainder of this chapter is organised as follows. Section 3.2 presents the
ORIS-assisted indoor VLC system model and the delay-aware channel representation.
Section 3.3 introduces the secrecy performance analysis for single- and multiple-
eavesdropper scenarios. Section 3.4 presents the delay-aware ORIS element allocation
problem and the corresponding optimisation methods. Section 3.5 discusses the

simulation results. Finally, Section 3.6 summarises the chapter.
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3.2 System and Channel Model

3.2.1 ORIS-Assisted Indoor VLC Network

To analyse the proposed delay-aware security framework, this section considers a down-
link indoor ORIS-assisted VLC network, as shown in Figure 3.1, in which a ceiling-
mounted optical transmitter, referred to as Alice, communicates with a legitimate re-
ceiver, referred to as Bob. Bob is located at position pg on the receiver plane. In addition,
M passive eavesdroppers may exist inside the illuminated region. The mth eavesdropper

is denoted by E,, and is located at position pg,, where m=1,2,..., M.

An ORIS is installed on one side of the room to create additional controllable reflected
optical paths. The ORIS consists of N reflecting elements, and the separation distance
between adjacent reflecting elements is denoted by D. The ORIS redirects the incident
light by changing the physical orientation of its reflecting elements. Therefore, each

reflecting element can steer the incident optical beam towards a selected direction.

The transmitted optical signal can reach Bob and the eavesdroppers through two types
of links. The first is the direct LoS link from Alice to the receiver. The second is the
ORIS-assisted reflected link, in which the signal first travels from Alice to an ORIS
element and is then reflected towards the receiver. Since the reflected path is longer
than the direct path, it introduces an additional propagation delay. This delay may

cause ISI; however, in this chapter, it is exploited as a useful feature for enhancing PLS.

To control the contribution of the ORIS elements, an allocation vector is defined as

S:[SI,SQ,...,SN], (3.1)

where s, denotes the allocation state of the nth ORIS element. The allocation vector is
designed to improve secrecy by selecting the reflected paths that enhance Bob’s received

signal while reducing the useful signal received by the eavesdroppers.
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Figure 3.1: Indoor ORIS-assisted VLC system with one legitimate receiver and multiple
passive eavesdroppers.

3.2.2 Channel Model and ORIS-Induced Time Delay

The optical channel between Alice and any receiver consists of a direct LoS component
and multiple ORIS-reflected components. Let k denote a generic receiver, where k =B
represents Bob and k = E,, represents the mth eavesdropper. The direct LoS component
reaches the receiver through the shortest optical path, while the reflected components
travel from Alice to the ORIS and then from the ORIS to the receiver. Therefore, the
reflected components introduce additional propagation delays compared with the direct

link.

Moreover, the channel model used in this chapter follows the indoor VLC channel defin-
itions introduced in Chapter 2. To avoid repeating the LoS and ORIS-assisted channel-
gain expressions, this chapter uses compact notation for the direct and reflected links.
Let k denote a generic receiver, where k = B represents Bob and k = E,,, represents the

mth eavesdropper. The direct LoS channel gain between Alice and receiver k is denoted
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by hi 108, While the reflected channel gain from Alice to receiver k through the nth ORIS
element is denoted by Ay ,. These gains are real-valued optical channel gains determined
by the link geometry, optical front-end parameters, receiver FoV, and the orientation

of the corresponding ORIS element.

Importantly, the effect of different propagation delays on an optical wireless channel is
a general multipath phenomenon and is not specific to the security scenario considered
in this chapter. Previous indoor optical channel studies have shown that delayed dir-
ect and reflected components form the time-domain channel impulse response, whose
Fourier transform produces a frequency-dependent response with peaks and notches
due to constructive and destructive combining [77], [78]. Similar path-length-dependent
frequency notches have also been observed in practical orthogonal frequency division
multiplexing (OFDM)-based LiFi systems using multiple optical transmitters [79]. In
this thesis, the same physical principle is exploited using controllable ORIS-reflected
paths for PLS.

The propagation delay of the direct LoS path is given by

di,LED
Tk,LED = —’C ; (3.2)

while the propagation delay of the reflected path through the nth ORIS element is given

by
dLED n + dic
C )

Tk,nLED = (3.3)

where c is the speed of light. Since the reflected path is longer than the direct path, the

reflected signal arrives later than the corresponding LoS component.

Using the path gains and delays, the channel impulse response of receiver k can be

expressed as
N

() = hyLosO(t — TeLeD) + Y, @nhtn6 (f — T LED) (3.4)

n=1
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where ay, € {0,1} indicates whether the reflected path from the nth ORIS element con-
tributes to receiver k. The first term represents the direct LoS path, while the summation

represents the multiple delayed ORIS-reflected paths.

In this formulation, Equation (3.4) is not restricted to a two-ray channel, since the
summation includes the reflected paths generated by all active ORIS elements. The finite
physical area of the photodetector is already included in the channel gains hy 105 and
hi.» through the receiver-area term defined in Chapter 2. In this chapter, uncontrolled
diffuse reflections from walls, ceiling, floor, and furniture are neglected so that the effect

of the deliberately controlled ORIS-induced delays can be evaluated separately.

Accordingly, the corresponding channel frequency response is obtained directly by taking

the Fourier transform of the channel impulse response,

N
Ok(f) = F{q(t)} = hipose 2D LY gy by e P27 TenLeD, (3.5)

n=1

As a result, the different propagation delays cause the direct and reflected signal com-
ponents to combine differently across frequency. At some frequencies, the received com-
ponents combine constructively and increase the channel response, while at other fre-
quencies they combine destructively and reduce it, producing peaks and notches in
the frequency response. Therefore, the delay differences between the propagation paths

directly determine the frequency-dependent behaviour of the ORIS-assisted channel.

The corresponding real-valued channel power gain is %(f) = |Qx(f)|?, which can be

expressed as

N N
Ge(f) =hiLos + Y @hnhin+2hi1os Y Qknhinc0s (27 fAT )
n=1 n=1 (36)

N
+ Y Y 20 war uhinhiucos (2 f AT )

n=lu<n
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where ATy, = Tk, 1ED — Tk LED is the delay difference between the nth reflected path
and the direct path, and AT, , = T, LED — Tkn,LED is the delay difference between two

reflected paths.

In particular, the cosine terms in (3.6) show how the path-delay differences affect the
received power across frequency. In the time domain, sufficiently large delay differences
can spread the received signal and contribute to ISI. In the frequency domain, these
same delay differences cause the received components to combine constructively at some
frequencies and destructively at others, producing peaks and notches in the channel

respomnse.

To illustrate this behaviour, Figure 3.2 shows the normalised channel gain for represent-
ative delay differences using a simplified direct-plus-reflected-path example. Increasing
the delay difference changes the spacing and locations of the frequency-domain notches,
illustrating how the relative propagation delay influences the channel response. The full

multi-element ORIS model in (3.6) extends this principle to multiple reflected paths.

Impact of A7 on Normalized Channel Gain
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Figure 3.2: Illustration of the effect of path-delay difference on the normalised channel
gain.
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The frequency-dependent SNR at receiver k is then expressed as [35], [36]

_ 2TymE(f) R Rip%(f)
FK2N0 ’

% (f) (3.7)

where Ty is the symbol period, E(f) is the power distribution over frequency, I is the
gap between theoretical and practical system performance, and Ny is the noise power

spectral density.

For the considered direct current-biased optical orthogonal frequency division multiplex-
ing (DCO-OFDM) transmission, k is a dimensionless modulation scaling factor that
relates the peak amplitude of the OFDM waveform to its root-mean-square amplitude.

It accounts for the signal scaling required to limit clipping in the optical transmitter.

Finally, the delay-induced peaks and notches themselves are an established multipath
optical-channel effect. The contribution of this chapter is to exploit this effect through
controllable ORIS paths for security. Since Bob and the eavesdroppers occupy different
positions, their path gains and relative delays are different. An ORIS allocation can
therefore produce favourable constructive combining over parts of Bob’s signal band-
width while producing less favourable or destructive combining at an eavesdropper.

The resulting difference in their achievable rates is then exploited to enhance PLS.

3.3 Secrecy Performance Analysis

This section presents the secrecy performance analysis of the delay-aware ORIS-assisted
VLC system. The analysis is based on the achievable rate of Bob and the achievable
rate of the eavesdroppers. Since the ORIS-reflected paths introduce propagation delay,
the received signal quality is frequency dependent. Therefore, the achievable rate is

calculated over the signal bandwidth rather than using only a single channel gain value.
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Following the delay-aware DCO-OFDM rate formulation used in the related ORIS-
assisted VLC studies [35], [36], [78], [80], for a generic receiver k, where k = B represents

Bob and k =E,, represents the mth eavesdropper, the achievable rate is given by

1

Ry = /O M log, (14 %(f)) df. (3.8)

Following the notation adopted in [78], Tsym denotes the communication symbol period.
The considered modulation bandwidth is B = 1/(2Tsym), and therefore 1/(2Tym) forms

the upper integration limit in (3.8).

For Bob, the achievable rate is written as

Ry = [ " logy (1+(f))df. (3.9)

Similarly, the achievable rate of the mth eavesdropper is given by

mmzﬁm“m&a+mMﬁMﬁ (3.10)

where m=1,2,...,M.

3.3.1 Single-Eavesdropper Scenario

The single-eavesdropper scenario represents the basic delay-aware PLS model. In this
case, one passive eavesdropper is located inside the illuminated area and attempts to
decode the confidential signal intended for Bob. For a given ORIS allocation vector s,
the secrecy capacity is defined as the positive difference between Bob’s achievable rate

and Eve’s achievable rate, and is given by

Cs=[Rp —Rg]", (3.11)
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where [x]T = max(x,0). A positive secrecy capacity is achieved when Bob obtains a higher
achievable rate than Eve. If Eve achieves an equal or higher rate than Bob, the secrecy

capacity becomes zero.

In the single-eavesdropper case, the binary allocation vector controls whether each ORIS
element assists Bob or Eve. When s, = 1, the nth ORIS element is allocated to Bob;
when s, =0, it is allocated to Eve. Hence, the contribution indicator in (3.4) is set as
ag,, = s, for Bob and ag, = 1 —s, for Eve. The corresponding rates are then obtained
from (3.8) using the frequency-dependent SNR in (3.7). The allocation is designed so
that the selected reflected paths create constructive ISI at Bob and destructive ISI at
Eve [35].

3.3.2 Single-Eavesdropper Scenario

The single-eavesdropper scenario represents the basic delay-aware PLS model. In this
case, one passive eavesdropper is located inside the illuminated area and attempts to
decode the confidential signal intended for Bob. For a given ORIS allocation vector s,
the secrecy capacity is defined as the positive difference between Bob’s achievable rate

and Eve’s achievable rate, and is given by

Cs=[Rs —Rg]", (3.12)

where [x]T = max(x,0). A positive secrecy capacity is achieved when Bob obtains a higher
achievable rate than Eve. If Eve achieves an equal or higher rate than Bob, the secrecy

capacity becomes zero.
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In the single-eavesdropper case, the binary allocation vector controls whether each ORIS
element assists Bob or Eve. When s, = 1, the nth ORIS element is allocated to Bob;
when s, =0, it is allocated to Eve. Hence, the contribution indicator in (3.4) is set as
ag,, = s, for Bob and ag, = 1 —s, for Eve. The corresponding rates are then obtained
from (3.8) using the frequency-dependent SNR in (3.7). The allocation is designed so
that the selected reflected paths create constructive ISI at Bob and destructive ISI at
Eve [35].

3.3.3 Multiple-Eavesdropper Scenario

The single-eavesdropper model is then extended to a more practical scenario with M
passive eavesdroppers. The eavesdroppers may be located at different positions in the
room and may experience different direct and reflected channels. Two eavesdropping

models are considered, namely non-colluding and colluding eavesdroppers.

In the non-colluding case, the eavesdroppers act independently and do not share their re-
ceived signals. Therefore, the secrecy performance is limited by the strongest eavesdrop-
per, which has the highest achievable rate. The secrecy capacity for the non-colluding
case is expressed as

_|_
CNC — |Rg — R . 3.13
P .

This expression shows that even if most eavesdroppers have weak channels, the eaves-

dropper with the largest achievable rate determines the secrecy capacity.

In the colluding case, the eavesdroppers cooperate and combine their received signals.
This represents a stronger eavesdropping model because the eavesdroppers jointly im-
prove their decoding capability. Following the maximum-ratio combining model, the

effective SNR of the colluding eavesdropping group is given by

M
%) =Y Yem(f) (3.14)

m=1
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The corresponding achievable rate of the colluding eavesdropping group is [78], [80]

1
2Tsym
RS :/O ™ Jog, (1+95(f)) df. (3.15)
Therefore, the secrecy capacity under colluding eavesdroppers is written as
C c1t
Co = [Rs—Rg] . (3.16)

Compared with the non-colluding case, the colluding case is more challenging because
the eavesdroppers combine their received signals and increase their effective eavesdrop-

ping capability [36].

3.3.4 Approximate Secrecy Analysis

Building on the exact secrecy formulation above, the rate expression in (3.8) requires nu-
merical integration because the ORIS-assisted channel is frequency selective. To provide
a more tractable expression and to show the effect of the delay terms more clearly,
an approximate analytical rate expression can be derived by separating the frequency-

independent and frequency-dependent parts of the channel response.

For compact notation, let
Grosk = hkros,  Gik =M, (3.17)

where Gpos« is the direct LoS gain of receiver k, and G is the reflected gain through

the ith ORIS element. Similarly, let

TLoS k = Tk, LED; Tik = Tk,i LED- (3.18)
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Assuming a flat power distribution, E(f) = 1, the frequency-independent SNR coefficient
is defined as [78§]
_ 2TsymPgR%D

AN=—F5—. 3.19
FK'ZNO ( )

Using these definitions, the achievable rate of receiver k can be written as

! N

Moym
Rk=/0 » log, (1+A(Gfos,k+ZG?,k
i1

N
+2GLosk Y Gikcos (2f (Tix — TLosk)) (3.20)
i1

N
+Y ) 2GixGupcos (2nf (Tux — Tix)) ) ) df.

i=lu<i

The first two terms represent the frequency-independent power contribution of the direct
and reflected paths. The remaining cosine terms represent the delay-dependent interac-
tion between the direct and reflected components, and also between different reflected

components.

The frequency-independent term is collected as

N
Dy=1+A (Gfos,k—i—ZG?’k), (3.21)
i=1

while the frequency-dependent term is written as

N
Ne(f) =2Gros Y, Gikcos (27f (Tix — TLosyk))
i1

N (3.22)
+ Y'Y 2GixGypcos (2nf (Tux — Tix)) -
i=1u<i
Therefore, the achievable rate can be decomposed as
Mg AN (f)
Re= log, (Dy) +/ "™ log, (1 + L) df. (3.23)
2 sym 0 Dy,
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The first term captures the contribution of the average received power, while the second
term captures the additional effect of frequency selectivity caused by the ORIS-induced

delays.

Following the approximation used in [36], the achievable rate of receiver k can be ap-

proximated as

1
R~ log, (Dy)

2Tsym
A GLoS . N sin (”(Ti,kT—TLos,k)>
) G 1— sym
" DyIn(2) | Tym = ok ”(Ti,kT*TLos.k) (3.24)
sym
1N sin (M)
Tsym

* Tsym lzl L;thGu’k = o (Tuk— Tik) ] ’

Tsym

Equation (3.24) shows how the delay differences affect the achievable rate through mul-
tiple weighted sine-ratio terms. The first summation represents the delay differences
between the LoS and ORIS-reflected paths, while the second represents the delay differ-
ences between pairs of reflected paths. Each contribution is weighted by the correspond-
ing channel gains, and therefore different path delays and gains contribute differently

to the achievable rate.

Using the approximate rate expression, the secrecy capacity for the non-colluding case

can be approximated as

J’_
NC _ approx approx
Cs,approx - |:RB _me?llfl..X,M} {RE’m }} . (3.25)

Similarly, for the colluding case, the approximate secrecy capacity can be written as

+
C C
Cs,approx = [R%ppmx - RE,approx] : (326)
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The approximate analysis is useful because it highlights the role of ORIS-induced delay
without requiring repeated numerical integration for every allocation pattern. It also
provides a compact way to understand why the same ORIS configuration can improve

Bob’s rate while reducing the effective eavesdropping rate.

3.4 Delay-Aware ORIS Element Allocation and Op-
timisation

The secrecy analysis in the previous section shows that the secrecy capacity depends
on the ORIS allocation vector s. Different allocation vectors produce different reflected
paths, and these paths affect Bob and the eavesdroppers differently because of differences
in their channel gains and propagation delays. Therefore, the main design problem is
to find an ORIS element allocation that improves Bob’s achievable rate while reducing

the eavesdropping rate.

3.4.1 ORIS Element Allocation Problem

For the single-eavesdropper scenario, each ORIS element is assigned according to a

binary allocation variable. The allocation state of the nth element is defined as
sn€{0,1}, n=1,2,..,N. (3.27)

In this model, 5, = 1 indicates that the nth ORIS element is allocated to assist Bob,
while s, = 0 indicates that it is not allocated to Bob. The complete allocation vector is

the vector s already defined in Section 3.2.1, and therefore it is not repeated here.

For a given allocation vector, the frequency-dependent channel power gains of Bob and

Eve are calculated, and the corresponding secrecy capacity is obtained from (3.12).
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The secrecy maximisation problem for the single-eavesdropper case can be formulated
as

s* = argmaxCs (s), (3.28)
S

subject to the binary allocation constraint in (3.27). The objective is to select the alloca-
tion vector that maximises the secrecy capacity. Since each of the N reflecting elements
has two possible states, the number of possible allocation vectors is 2V. Therefore, ex-
haustive search becomes computationally expensive when the number of ORIS elements

increases.

For the multiple-eavesdropper case, the allocation problem is extended according to the
considered eavesdropping model. In the non-colluding case, the optimisation problem is
written as

SNe = arngaxCi\IC (s), (3.29)

where CNC(s) is the secrecy capacity under non-colluding eavesdroppers. In the colluding

case, the optimisation problem becomes
S¢c = argmngSC (s), (3.30)

where CE(s) is the secrecy capacity under colluding eavesdroppers. These problems are
more challenging than the single-eavesdropper case because the allocation must account

for several eavesdroppers with different locations, channel gains, and delay profiles.

3.4.2 GA-Based Allocation

The single-eavesdropper allocation problem is a binary combinatorial optimisation prob-
lem. Although exhaustive search can find the optimal solution, it requires checking all
2N possible allocation vectors and becomes impractical as the number of ORIS elements
increases. A GA is a population-based heuristic optimisation method inspired by natural

selection. It starts with a set of candidate solutions and improves them over successive
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generations using selection, crossover, and mutation. In this chapter, each candidate
solution represents one possible ORIS allocation vector, and the fitness value is the
resulting secrecy capacity. Therefore, the GA is suitable for the single-eavesdropper
case because it can search the binary allocation space without testing every possible
combination. Therefore, a GA is used to obtain a near-optimal allocation with lower

computational complexity [35], [81].

In the GA, each candidate solution is represented by a chromosome. In this chapter, a

chromosome corresponds to one possible ORIS allocation vector,
s0) = [P P ) (3.31)

(p)

where s(?) denotes the pth candidate allocation vector in the population. Each gene sy,

is a binary value that represents the allocation state of the nth ORIS element.

The quality of each candidate solution is measured using a fitness function. Since the

objective is to maximise secrecy capacity, the fitness function is defined as

F <s<P>> ~C (s(”)> . (3.32)

A larger fitness value means that the corresponding allocation vector provides a higher

secrecy capacity.

The GA starts with an initial population of random allocation vectors. For each alloca-
tion vector, the frequency-dependent channel power gains of Bob and Eve are calculated,
followed by the achievable rates and secrecy capacity. Then, candidate solutions with
higher fitness values are more likely to be selected for reproduction. New allocation vec-
tors are generated through crossover and mutation operations. The crossover operation
combines parts of two parent allocation vectors, while the mutation operation randomly

changes some allocation states to maintain diversity in the search process.
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The algorithm iteratively updates the population until a stopping condition is reached,
such as the maximum number of generations or convergence of the best fitness value.

The final output is the best allocation vector found by the algorithm,

sGa = arg max F (s(")> , (3.33)
sPep

where &2 denotes the final population. This allocation vector is then used to evaluate
the final secrecy capacity of the single-eavesdropper scenario. The detailed steps of the

GA-based delay-aware ORIS element allocation are summarised in Algorithm 1.

Algorithm 1: GA-Based Delay-Aware ORIS Element Allocation
Input: Number of ORIS elements N, population size Sy, maximum number of
generations Ngepn, crossover probability P, mutation probability Py
Output: Best ORIS allocation vector s,
Initialise a population & with S, random binary allocation vectors, where
s(P) = [s(lp),sgp),...,s](\f>] and st € {0,1};

for g=1 to Ngen do

for each candidate allocation vector sP) € 2 do
Calculate the frequency-dependent channel power gain of Bob, ¥(f);
Calculate the frequency-dependent channel power gain of Eve, %(f);
Compute the achievable rates Rg and Rg;

Evaluate the fitness value F(s(?)) = C(s(P));

Select parent allocation vectors according to their fitness values;

Apply crossover with probability P;

Apply mutation with probability Py;

Form the new population using the generated offspring and selected candidate
solutions;

Select the allocation vector with the highest fitness value,

s54 = arg max F(s?)).
sPep

*x .
return sg,;
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3.4.3 PPO-Based Allocation

For the multiple-eavesdropper scenario, the allocation problem becomes more complex
because the system must account for several eavesdroppers and two different threat
models. The search space also increases with the number of ORIS elements and the
number of possible allocation decisions. To address this larger decision problem, the
allocation design is formulated as a reinforcement learning (RL) problem. In this for-
mulation, the ORIS controller acts as an agent, the indoor ORIS-assisted VL.C system
acts as the environment, and the reward is determined by the secrecy capacity obtained

after an allocation decision.

PPO is used because it updates the allocation policy in a stable manner by limiting how
much the policy can change during each training update. This is useful for the proposed
problem because a small change in the ORIS allocation can significantly affect the chan-
nel response and secrecy capacity. The learned policy therefore provides a scalable way
to select ORIS element allocations for both non-colluding and colluding eavesdropping
scenarios. At each time step, the agent observes the current system state, selects an
allocation action, and receives a reward based on the resulting secrecy capacity. The

learning objective is to find a policy that maximises the expected secrecy reward [36].

The state at time step ¢ is denoted by o;. It contains the information required by the
agent to make the allocation decision, such as the current allocation status and the
receiver-related channel information. The action at time step ¢ is denoted by a;, and it
represents the allocation decision made by the agent for the ORIS elements. The policy
is denoted by

7o (as|oy), (3.34)

where 0 represents the policy parameters.
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The reward is designed according to the secrecy objective. For the non-colluding eaves-

dropping case, the reward can be defined as
e =C(sr), (3.35)

where s; is the allocation vector at time step ¢. For the colluding eavesdropping case,

the reward is defined as

rC=CC(s,). (3.36)

Thus, the reward directly encourages the agent to select allocation decisions that im-

prove the secrecy capacity.

The objective of the policy is to maximise the expected cumulative discounted reward,

J(O) = Eﬂe

T

Y &', (3.37)
t=0

where { is the discount factor, r; is the reward at time step ¢, and T is the episode
length.

In PPO, the policy is updated using a clipped surrogate objective. The probability ratio

between the new and old policies is given by

r(8) = 7o (ar|or)

=" 3.38
o (a1]00) (3:38)

where 6,)q denotes the policy parameters before the update.

The clipped PPO objective is expressed as

LMP(0) =E, [min (r,(0)A,,clip (r,(8),1 —&,1+€)A,)], (3.39)
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where A; is the estimated advantage function and € is the clipping parameter. The
clipping operation prevents the policy from changing too much during one update, which

improves training stability.

In practice, the PPO agent learns the allocation policy by repeatedly interacting with
the environment. For each candidate allocation, the system calculates the frequency-
dependent channel power gains, achievable rates, and secrecy capacity. The reward is
then used to update the policy. After training, the learned policy can select an ORIS
allocation vector that improves secrecy performance for both non-colluding and collud-
ing eavesdropping scenarios. The detailed steps of the PPO-based delay-aware ORIS

element allocation are summarised in Algorithm 2.

3.5 Simulation Results and Discussion

This section presents the simulation results for the delay-aware ORIS-assisted VLC
system. The objective is to evaluate how the ORIS-induced time delay can improve
PLS by creating constructive ISI at Bob and destructive ISI at the eavesdroppers. The
results are discussed in two stages. First, the single-eavesdropper case is considered
to demonstrate the basic principle of the proposed delay-aware allocation. Then, the
analysis is extended to multiple eavesdroppers, including non-colluding and colluding

cases.

3.5.1 Simulation Setup

The simulations are carried out in an indoor room of dimensions 5 x5 x 3 m>. A single
LED transmitter is mounted at the centre of the ceiling, while the ORIS is installed
on one side wall. Bob and the eavesdroppers are located on the receiver plane. The
transmitted optical power is varied from 1 to 10 W to evaluate the secrecy performance

under different received power levels.
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Algorithm 2: PPO-Based Delay-Aware ORIS Element Allocation

Input: Number of ORIS elements N, number of training episodes Nep, episode
length T, discount factor {, clipping parameter €, actor learning rate oy,
critic learning rate oy

Output: Learned allocation policy mg(a;|o;)

Initialise the actor network with policy parameters 6;

Initialise the critic network with value parameters;

Initialise the indoor ORIS-assisted VLC environment;

for episode =1 to N, do

Reset the environment and initialise the ORIS allocation vector sg;

forr=0to T do

Observe the current state o;

Select an allocation action a; according to mg(a;|o;);

Update the ORIS allocation vector according to ay;

Set the intermediate reward r, = 0;

Store (o;,d;,r;,0,41) in the trajectory buffer;

Calculate the channel frequency responses of Bob and the eavesdroppers using
Equation (3.5);

Compute the corresponding frequency-dependent SNRs and achievable rates
using Equations (3.7) and (3.8);

if non-colluding eavesdroppers are considered then
| Set the terminal reward rp = Cy(s7);

else
L Set the terminal reward rr = CS(s7);

Update the terminal reward in the trajectory buffer;
Estimate the advantage function A, using the collected trajectory;
Compute the PPO probability ratio using Equation (3.38);
Update the actor network by maximising the clipped objective in
Equation (3.39);
Update the critic network using the value loss;
Set Og1q < 0;

return 7y (at ’0t)§

The main physical and algorithmic simulation settings are summarised in Table 3.1.
The analysis is divided into two parts. First, the single-eavesdropper case is evaluated
using the GA-based allocation framework, where one Bob and one Eve are considered
under both random receiver locations and worst-case receiver placement. Then, the
study is extended to the multiple-eavesdropper case using the PPO-based allocation
framework, where several eavesdroppers are considered under both non-colluding and

colluding behaviours, including best-case and worst-case geometries.
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Moreover, these simulation settings are selected to match the indoor VLC assump-
tions and delay-aware ORIS-assisted models used in the two studies considered in this
chapter [35], [36]. The bandwidth used in the rate calculation follows from the symbol-
period setting. Following the standard indoor optical wireless channel modelling frame-
work in [44], the considered system is dominated by the directed LoS path and the
deliberately controlled ORIS-reflected paths. Higher-order diffuse reflections from the
walls, ceiling, floor, and furniture experience additional propagation and reflection losses
and are therefore neglected in this study. This assumption also allows the effect of the
controllable ORIS-induced propagation delay on the secrecy performance to be evalu-

ated independently of uncontrolled diffuse multipath components.
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Table 3.1: Simulation parameters for the delay-aware ORIS-assisted VLC system.

Parameter Symbol Value

Room dimensions - 5x5x3m’
LED position — (2.5,2.5,3.0) m
LED half-power semi-angle Dy )» 60°

PD responsivity Rpp 0.6 A/W

PD physical area ApDp 1 cm?

PD FoV Y. 90°

Symbol period Tsym 1 ns
Modulation bandwidth B=1/(2Tym) 500 MHz
Noise power spectral density No 10721 A2 /Hz
ORIS reflectivity P 1

Refractive index of PD lens ny 1.5
Modulation scaling factor K 3.2

Gap value r 2 dB

Element separation D 30 cm
Transmit optical power P 1-10 W
Wireless Communications Letters (WCL) single-eavesdropper GA setup
ORIS size N 12 x 12 elements
Population size Sp 50

Number of generations NGen 30

Crossover probability P. 0.8

Mutation probability Pn 1/N

Number of random iterations - 300

Open Journal of the Communications Society (OJCOM) multiple-eavesdropper PPO

ORIS position — Wall at x=0m
ORIS size N 15 x 15 elements
Training episodes Nep 1500

Batch size Npatch 64

Clipping parameter € 0.2

generalised advantage estimation (GAE) parameter A 0.95

Discount factor 4 0.99

Actor learning rate O 1x1074

Critic learning rate Qy 5%x1074

Hidden layer dimension dp 256

Notably, the 1 ns symbol period, corresponding to a 500 MHz modulation bandwidth, is
adopted as a wideband simulation setting following [78] to evaluate the effect of ORIS-
induced time delay, rather than as a requirement for a specific practical optical front-end

implementation.
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Figure 3.3: Convergence behaviour of the GA-based ORIS element allocation for different
ORIS sizes.

3.5.2 Single-Eavesdropper Results

The single-eavesdropper results demonstrate the basic effect of delay-aware ORIS al-
location. In this scenario, the ORIS elements are allocated using the GA described in
Section 3.4.2. The objective is to identify the reflecting elements that improve Bob’s
channel response while degrading Eve’s effective received signal through destructive

ISI.

Figure 3.3 shows the convergence behaviour of the GA for different ORIS sizes. The
fitness value increases rapidly during the first few iterations and then approaches a stable
value. This indicates that the GA can find a good allocation vector without performing
an exhaustive search over all possible ORIS element combinations. The result also shows
that a larger ORIS provides a higher achievable fitness value because more reflecting

elements are available for shaping the channel.
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Figure 3.4: Secrecy-rate difference for the single-eavesdropper worst-case scenario, where
Eve is closer to the LED than Bob.

The impact of the proposed delay-aware allocation becomes clearer in the worst-case
geometry, where Eve is closer to the LED than Bob. In a conventional LoS-only system,
this geometry is highly unfavourable because Eve naturally has a stronger channel.
However, when the ORIS is used, selected reflected paths can increase Bob’s rate while

reducing Eve’s effective received signal quality.

Figure 3.4 shows the secrecy capacity in this worst-case scenario. The LoS-only curve
gives a negative secrecy-rate difference because Eve has a better channel than Bob.
Since the achievable secrecy capacity is defined using the positive-part operator, this
negative value corresponds to zero achievable secrecy capacity for the LoS-only baseline.
In contrast, the LoS+ORIS case gives a positive secrecy-rate difference, showing that
the proposed delay-aware allocation can overcome the unfavourable user geometry. This
confirms that the ORIS-induced time delay is not merely a channel impairment but can

also be used as a resource for PLS.
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At an optical power of 7 W, the WCL results show that Bob’s rate improves by 59.41%,
while Eve’s rate decreases by 12.30%. At 3 W, the plotted secrecy-rate difference changes
from a negative LoS-only value to a positive value when the ORIS is used, correspond-
ing to a 253.7% improvement. These results confirm that the proposed allocation can
enhance secrecy even when the eavesdropper has a more favourable physical position

than the legitimate receiver.

3.5.3 Multiple-Eavesdropper Results

The multiple-eavesdropper results evaluate the PPO-based allocation method under
non-colluding and colluding eavesdropping models. In this case, the ORIS controller
learns an allocation policy that maximises the secrecy reward. The results are evaluated
for both best-case and worst-case geometries. The best-case geometry places Bob in a
favourable location, while the worst-case geometry places the eavesdroppers closer to

the LED, giving them stronger direct channels.

Figure 3.5 shows the secrecy capacity versus training episode for different ORIS sizes.
The fixed all-Bob allocation gives a constant baseline because the allocation does not
change during training. In contrast, the PPO-based allocation improves during training
and then converges to a stable secrecy value. This behaviour shows that the PPO agent
successfully learns how to allocate the ORIS elements to improve secrecy. The larger
15 x 15 ORIS provides better secrecy performance than the smaller 4 x 4 case because

more reflecting elements are available for shaping the channel.

The worst-case geometry is particularly important because Bob is located near the room
edge, while the eavesdroppers are closer to the LED. In this case, the eavesdroppers have
stronger LoS channels than Bob, making the secrecy problem more difficult. Therefore,
this scenario is useful for evaluating whether the proposed PPO-based ORIS allocation

can still create a rate advantage for Bob under unfavourable receiver placement.
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Figure 3.5: PPO training convergence for colluding and non-colluding eavesdroppers with
different ORIS sizes.

Figure 3.6 shows the achievable rates in the colluding worst-case scenario. In this case,
the eavesdroppers cooperate and combine their received signals, which makes the eaves-
dropping threat stronger than in the non-colluding case. Even under this stronger threat
model, the proposed PPO-based ORIS allocation significantly improves Bob’s achiev-
able rate compared with the LoS-only case. At P,=6 W, Bob’s rate increases by approx-
imately 192.5%, while the rates of the two eavesdroppers decrease by about 4.5% and
3.0%, respectively. This shows that the learned allocation can strengthen Bob’s effective

channel while slightly reducing the useful received signal at the eavesdroppers.

Figure 3.7 shows the achievable rates in the non-colluding worst-case scenario. In this
case, the eavesdroppers act independently, and the secrecy performance is mainly lim-
ited by the eavesdropper with the highest achievable rate. The proposed PPO-based
ORIS allocation again improves Bob’s rate substantially. At P, =6 W, Bob’s rate in-
creases by approximately 191%, while the rate of the dominant eavesdropper decreases
by about 7%. This confirms that the delay-aware allocation remains effective even when

the strongest eavesdropper has a more favourable physical location than Bob.
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Figure 3.6: Achievable rates versus transmit optical power for the multiple-eavesdropper
worst-case geometry under the colluding eavesdropping case.

Together, the colluding and non-colluding results show that the proposed PPO-based
ORIS allocation can improve secrecy under different eavesdropping behaviours. The
improvement is mainly achieved by exploiting the different delay profiles experienced
by Bob and the eavesdroppers. In both cases, the ORIS-induced delay helps create a
more favourable frequency-domain channel response for Bob, while limiting the effective

received signal quality at the eavesdroppers.

Figure 3.8 validates the approximate analytical rate expression against exact numerical
integration. The approximate and numerical curves closely match across the transmit
power range, which confirms that the approximate expression captures the main beha-
viour of the delay-aware channel. This is important because it shows that the analytical
approximation can explain the influence of ORIS-induced delay without requiring re-

peated numerical integration for every allocation pattern.
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Figure 3.7: Achievable rates versus transmit optical power for the multiple-eavesdropper
worst-case geometry under the non-colluding eavesdropping case.

Overall, the results demonstrate that ORIS-induced time delay can be used as a practical
PLS resource in indoor VLC. In the single-eavesdropper case, GA-based allocation is
sufficient to show the basic secrecy gain. In the multiple-eavesdropper case, PPO-based
allocation provides a scalable solution and maintains positive secrecy capacity under
both non-colluding and colluding eavesdropping models. The strongest result is observed
in the worst-case geometry, where the proposed PPO-based allocation improves secrecy
capacity by 107% in the colluding case and 235% in the non-colluding case compared

with allocating all ORIS elements to Bob.

3.6 Summary

This chapter investigated delay-aware PLS in ORIS-assisted VLC systems. The focus
was on exploiting the propagation delay introduced by ORIS-reflected optical paths,
rather than considering the ORIS only as a tool for improving received optical power. A

combined system and channel model was developed by considering the direct LoS link,
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Figure 3.8: Validation of the approximate analytical rate expression against exact numer-
ical integration.

the delayed ORIS-reflected links, and the resulting frequency-domain channel response.
The secrecy performance was analysed for both single- and multiple-eavesdropper scen-
arios, including non-colluding and colluding cases. The delay-aware ORIS element al-
location problem was then formulated and solved using GA-based allocation for the
single-eavesdropper case and PPO-based allocation for the multiple-eavesdropper case.
The simulation results showed that the proposed approach improves secrecy capacity
even under unfavourable eavesdropper locations. Overall, this chapter demonstrated
that ORIS-induced time delay can be used as an additional design resource for enhan-
cing PLS in indoor VLC systems, and the next chapter develops non-uniform codebook

design and NOMA-based resource allocation for ORIS-assisted VLC systems.



Chapter 4

Codebook Design for ORIS-Assisted
VLC Systems

4.1 Introduction

This chapter moves from delay-aware secrecy analysis to practical optical beam man-
agement and multi-user resource allocation in ORIS-assisted VLC systems. Instead of
revisiting the general advantages of VLC discussed in earlier chapters, the focus here
is on how finite ORIS steering states can be designed and then used to support fair

NOMA transmission in indoor environments.

Despite these advantages, VLC systems still face important coverage and reliability
challenges. Since optical signals are highly directional and strongly dependent on the LoS
path, the received optical power can decrease significantly when users move away from
the main illumination region [82]. In addition, blockage, user mobility, and unfavourable
receiver positions can create weak channels and uneven service quality across the receiver
plane. Therefore, a single ceiling-mounted LED may not always provide reliable and

uniform coverage for all users.

78
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To address this limitation, ORIS technology has been investigated as a promising solu-
tion for reconfiguring the indoor optical wireless channel [83], [84]. By using controllable
mirror elements, an ORIS can redirect incident optical beams towards desired user loc-
ations and create additional reflected paths without installing extra LED transmitters.
This allows the optical propagation environment to be actively shaped, improving the

RSS for users that experience weak direct LoS channels.

However, practical ORIS deployment requires accurate control of the mirror orientation.
Each reflecting element is usually controlled by two angles: a tilt angle, which determines
the displacement of the reflected beam footprint on the receiver plane, and a sweep
angle, which determines its position along the corresponding coverage ring. If these
angles are assumed to be continuously adjustable with perfect precision, the reflected
beam can be ideally steered towards any target point. In practice, however, continuous
real-time optimisation of the tilt and sweep angles for every user location is difficult and

computationally expensive.

A practical solution is to use codebook-based beam steering, in which each ORIS ele-
ment selects its steering state from a finite set of precomputed codewords. Each code-
word represents a specific pair of tilt and sweep angles, and the selected codeword is the
one whose reflected beam-hit point is closest to the target user location. This avoids con-
tinuous angle optimisation during real-time operation and provides a practical basis for
ORIS-assisted VLC. Nevertheless, a simple uniform angular codebook does not provide
uniform spatial coverage on the receiver plane, because the mapping from tilt and sweep

angles to reflected hit points is nonlinear.

In particular, equal tilt steps do not produce equal radial spacing between reflected rings,
and equal sweep steps do not produce equal arc lengths on rings with different radii. As
a result, uniform angular sampling can create a dense concentration of codewords near

the ORIS, while farther regions of the receiver plane remain sparsely covered. Moreover,
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using the same codebook for all reflecting elements ignores the fact that each element
has a different position on the ORIS panel and therefore a different angular-to-spatial
mapping. These limitations motivate an element-wise non-uniform codebook that is

designed according to the geometry of each reflecting element.

In addition to codebook design, multi-user resource allocation is also important in ORIS-
assisted VLC. Once the discrete steering states are defined, the ORIS elements must be
assigned to active users, and the transmit power must be allocated. NOMA is well suited
to this problem because it allows multiple users to share the same optical bandwidth
through power-domain multiplexing and SIC. However, the ORIS element assignment
and NOMA power allocation are coupled through the effective user channels, making

the joint optimisation problem difficult.

Motivated by these challenges, this chapter presents a unified framework for non-uniform
codebook design and fairness-aware NOMA resource allocation in ORIS-assisted indoor
VLC systems. An element-wise, geometric-optics-based non-uniform codebook is first
developed and then connected to a two-stage NOMA resource-allocation method. The
spatial-mapping concept was initially presented in [37], while the extended framework

includes the complete codebook construction and multi-user resource-allocation design.

The main contributions of this chapter are summarised as follows:

e A geometric-optics-based codebook framework is introduced, in which each code-
word represents a finite tilt-and-sweep steering state of an ORIS mirror element.

e An element-wise non-uniform codebook design is developed to provide more uni-
form spatial mapping on the receiver plane with fewer steering states than a
uniform angular codebook.

e A codebook-based gain matrix is constructed and used to connect the offline code-

book design with online multi-user NOMA resource allocation.
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e A two-stage resource allocation method is presented, in which ORIS elements are
first assigned using a QoS-oriented greedy strategy and the NOMA power vector

is then optimised using the SSA.

The remainder of this chapter is organised as follows. Section 4.2 presents the ORIS-
assisted VLC system model, including the direct and reflected optical channel mod-
els and the codebook-based steering formulation. Section 4.3 introduces the proposed
non-uniform codebook design. Section 4.4 presents the NOMA-based ORIS resource
allocation framework. Section 4.5 discusses the simulation results. Finally, Section 4.6

summarises the chapter.

4.2 System Model

To develop the proposed codebook and resource-allocation framework, this section con-
siders an indoor VLC system deployed in a room of dimensions L, x Ly x L, m3. A
single LED transmitter is mounted on the ceiling at position L = (xp,yr,z1.) and radi-
ates downward according to a Lambertian emission pattern. The system serves K users
located on a horizontal receiver plane at height z,. The position of user k is denoted by

Ui = (xu,,Yu,»2u), and each user is equipped with an upward-facing PD.

In a conventional indoor VLC system, the received signal is mainly determined by the
direct LoS link between the LED and the user. However, users located far from the LED
or close to the room boundary may experience weak received optical power. In addition,
blockage or shadowing can further degrade the LoS link. To improve the coverage and
provide additional controllable optical paths, an ORIS is mounted on one side wall of

the room.
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The ORIS consists of N independently controllable mirror elements. The centre of the
nth reflecting element is denoted by R, = (xr,,Yr,,2r,). Each element is modelled as
a square planar reflector with side length a and reflectivity 6. The orientation of each
reflecting element is controlled through two angles: the tilt angle 9, and the sweep angle
¢,. These angles determine the direction of the reflected optical beam and, consequently,

the position where the reflected beam reaches the receiver plane.

Therefore, the received signal at each user contains two parts: the direct LoS compon-
ent from the LED and the reflected contribution from the ORIS. The ORIS does not
generate a new optical signal; instead, it redirects part of the incident LED light to-
wards selected user locations. This makes the reflected channel strongly dependent on
the room geometry, the position of each ORIS element, and the selected mirror orient-
ation. This ORIS-assisted VLC model provides the basis for both codebook design and

NOMA-based resource allocation.

4.2.1 LoS and ORIS-Assisted Channel

The channel model in this chapter is used to connect the geometric codebook design
with the later NOMA resource-allocation problem. Since the standard indoor VLC LoS
channel model has already been introduced in Chapter 2, the full Lambertian expression

is not repeated here. Instead, the direct LoS gain between the LED and user k is denoted

by h108 k-

The reflected channel gain from the nth ORIS element to user k is modelled using GO.

It is expressed as

(m+1)Ao
270 (dip+do k)

hn (R, Ug) = ) cos™ (¢ ) cos (l//n,k) I (Qn,k S g) ) (4.1)
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Figure 4.1: Indoor ORIS-assisted VLC system with a ceiling LED, wall-mounted ORIS,
and multiple users on the receiver plane.

where d; , = ||R, —LJ|2 is the distance from the LED to the nth ORIS element, and
dy nx = ||Ux — Ry||2 is the distance from the nth ORIS element to user k. The angles ¢,
and Y, ; denote the irradiance angle from the LED towards the nth element and the
incidence angle at user k for the reflected path, respectively. The indicator function en-
sures that the reflected path is valid only when the corresponding ray geometry satisfies

the required optical propagation condition.

Therefore, for the codebook-design stage, the effective optical channel gain of user k can

be written as

N
hettk = hrosk + Y, hn(Rp, Uy). (4.2)
n=1
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This compact expression shows how the direct LoS link and the ORIS-assisted reflected
links jointly determine the channel available to each user. It also avoids repeating sep-
arate channel-summation equations before the resource-allocation stage. Later, when
individual ORIS elements are assigned to different users, the reflected terms in (4.2) are

replaced by the assignment-dependent gain matrix used for NOMA optimisation.

4.2.2 Codebook-Based ORIS Beam Steering

The reflected channel in (4.1) depends on the orientation of each ORIS mirror element.
In an ideal system, the tilt and sweep angles could be continuously adjusted so that
every reflected beam is perfectly aligned with the intended user location. However, con-
tinuously recomputing and configuring the exact mirror angles for every possible user
position is not practical in real-time operation. Therefore, each ORIS element uses a

finite offline codebook of precomputed steering states.

Let %, denote the codebook of the nth ORIS element. Each codeword in %, represents
one feasible mirror orientation, defined by a pair of tilt and sweep angles. For a given
user location, each reflecting element selects the codeword whose reflected beam-hit
point is closest to the user position on the receiver plane. This converts the continuous

beam-steering problem into a finite codeword selection problem.
For the nth ORIS element and user k, the selected codeword is obtained as
¢, = argmin [|Py(c) — Ugll, (4.3)
’ cEG,

where P,(c) is the beam-hit point on the receiver plane produced by element n under
codeword c. This rule selects the discrete steering state that best approximates the ideal

continuous alignment towards user k.
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The selected codeword determines the reflected channel gain that element n can provide

to user k. Therefore, the codebook-based gain matrix is defined as

G = [gn) (4.4

where each entry is given by

8nk = hn (RnaUk ’ Cz,k) . (4.5)

The entry g, x represents the best reflected channel gain that the nth ORIS element can

deliver to user k using its finite codebook.

The quality of the codebook directly affects the entries of G. If the selected codeword
places the reflected beam close to the desired user location, the reflected channel gain
becomes large. If the nearest codeword is spatially far from the user, the reflected
gain becomes weak. Therefore, the design of %, is important because it determines
how accurately the ORIS can approximate ideal beam steering with a finite number of

steering states.

A simple uniform angular codebook samples the tilt and sweep angles using fixed step
sizes. However, because the mapping from angular steering states to beam-hit points on
the receiver plane is nonlinear, uniform angular sampling does not produce uniform spa-
tial coverage. This limitation motivates the non-uniform element-wise codebook design
introduced in the next section. This spatial-mapping concept is developed further in the
following sections to support both codebook construction and NOMA-based resource

allocation.
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4.3 Geometric-Optics-Based Non-Uniform
Codebook Design

The system model in Section 4.2 shows that the ORIS-assisted channel depends strongly
on the orientation of each reflecting element. Therefore, accurate steering of the reflec-
ted optical beam is essential for improving the RSS at the users. However, continuous
optimisation of the tilt and sweep angles for every user position is impractical. This
section presents a geometric-optics-based non-uniform codebook design that provides
practical finite steering states while maintaining uniform spatial coverage on the receiver

plane.

4.3.1 Mirror Orientation and Reflected Beam Mapping

Each ORIS mirror element is controlled by two steering angles. The tilt angle ¥ controls
how far the reflected beam reaches on the receiver plane, while the sweep angle ¢ controls
the lateral direction of the reflected beam. Together, these two angles define the unit

normal vector of the reflecting element as

cos(®)sin(¢@)
N(8,9) = | cos()cos(¢) | - (4.6)
—sin(9Y)

Let the incident unit direction from the LED to the nth ORIS element be

R,—L
IR, =Ll

din,n =
Using the law of specular reflection, the reflected unit direction is given by

dout,n :din,n_2<d'T N(07§D)> N(ﬁ,(p) (48>

in,n
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This equation shows that the reflected direction is completely determined by the incident

direction and the mirror normal vector.

Once the reflected direction is obtained, the beam-hit point on the receiver plane can
be found using ray tracing. For a receiver plane at height z,, the hit point produced by

the nth element is

Pn(ﬁ,(p) =R, —|'l‘dout7n7 (4.9)
where
f— W Ry (4.10)
dout7n7z

Here, dout,nz is the vertical component of doy,. The condition doy,; < 0 ensures that

the reflected beam travels downward and intersects the receiver plane.

Equations (4.6)—(4.10) show that every pair of tilt and sweep angles corresponds to one
spatial point on the receiver plane. Therefore, a codeword is not only an angular steering
state; it also represents a physical beam-hit location. This angular-to-spatial mapping
is the key principle behind the proposed codebook design. Figure 4.2 illustrates this
geometric-optics relationship, showing the incident ray, the mirror normal, the reflected

ray, and the resulting beam-hit point on the receiver plane.

4.3.2 Uniform Angular Codebook and Spatial Mapping Limit-

ation

A straightforward codebook design is to sample the tilt and sweep angles uniformly
using fixed step sizes. In this case, the tilt angle is sampled with a fixed step A", while
the sweep angle is sampled with a fixed step A@". Although this design is simple, it does

not provide uniform spatial coverage on the receiver plane.
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Specular reflection geometry of one ORIS mirror element
T T T T T

LED

25

incident ray di,,

ORIS mirror R,
mirror normal \hat{N}

\ reflected ray doun

beam-hit point P,(3,¢)

receiver plane, z = z,

Figure 4.2: Specular reflection geometry of one ORIS mirror element, showing the incident
direction, mirror normal, reflected direction, and the corresponding beam-hit point on the
receiver plane.

The reason is that the mapping from the angular domain to the spatial domain is
nonlinear. When the tilt angle is fixed and the sweep angle is varied continuously, the
reflected beam traces a circular arc on the receiver plane. This arc is referred to as
a ring. When the tilt angle changes, multiple rings with different radii are generated.
Figure 4.3 illustrates that different tilt states produce different beam-hit distances on
the receiver plane, whereas Figure 4.4 shows that changing the sweep angle moves the

beam-hit point laterally along the same ring.

The radius of each ring is related to the tilt angle through
ri o< tan (ﬁn‘f‘Zﬂn,i) , (411)
where B, is a geometry-dependent angle defined as

B, = arccos (e?din’n) , (4.12)
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Changing the tilt angle changes the beam-hit distance
T T T T

LED

25 -7 fixed sweep angle

- different tilt states 9

receiver plane, z = z,

P P, Py Py

Figure 4.3: Illustration of the tilt-angle effect on the reflected beam-hit position. For a
fixed sweep angle, different tilt states produce different beam-hit distances on the receiver
plane.

and ez = (0,0,1)T is the vertical unit vector.

The factor of two in (4.11) comes from the law of reflection, because rotating the mirror
by ¥ rotates the reflected beam by approximately 21%. Therefore, equal tilt steps do not
produce equal radial spacing between rings. Similarly, equal sweep steps do not produce

equal arc lengths on all rings, because the arc length increases with the ring radius.

As a result, a uniform angular codebook can produce many redundant codewords near
the ORIS, while leaving the farther region of the receiver plane sparsely covered. This
means that the codebook may have many steering states but still provide poor spatial
mapping in some regions. The comparison between uniform and non-uniform spatial
mapping shows that uniform angular sampling creates dense points near the ORIS and
sparse points farther away, whereas the proposed non-uniform design provides more

balanced coverage across the receiver plane.
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Sweep-angle effect on the beam-hit position
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Figure 4.4: Illustration of the sweep-angle effect on the reflected beam-hit position. For
a fixed tilt angle, changing the sweep angle moves the beam-hit point along the same
receiver-plane ring.

4.3.3 Element-Wise Non-Uniform Codebook Design

The proposed codebook is designed separately for each ORIS element. This is important
because each reflecting element has a different position on the ORIS panel. Therefore,
the incident direction, reference sweep angle, and angular-to-spatial mapping are differ-
ent for different elements. A single common codebook cannot accurately represent all

elements, especially when the ORIS has many reflecting mirrors.

The construction begins by computing the reference sweep angle of the nth element as

¢ = arctan2 (€3 diy . €[ din ) , (4.13)
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where e; and e, are the unit vectors along the x- and y-axes, respectively. This reference
angle identifies the central sweep direction for the nth mirror element. As illustrated
earlier in Figure 4.4, the sweep angle determines the position of the reflected beam

along a ring on the receiver plane.

The first tilt codeword is selected so that the reflected beam points vertically downward

towards the point directly below the nth element on the receiver plane. It is given by

(4.14)

. TR c
Y,,1 = —arccos (din,n +e3) N(O, ¢) .
[din,y +e3]]

This first codeword anchors the codebook to the geometry of the individual element. In
geometric terms, it corresponds to the first ring location directly associated with the

selected mirror element, consistent with the tilt-dependent mapping shown in Figure 4.3.

The second tilt codeword is initialised as
Oy2 = Uy 1 —AD, (4.15)

where A9 is the initial tilt design step. The remaining tilt codewords are then generated
by enforcing equal radial spacing on the receiver plane. This is achieved by requiring

the transformed quantities tan(f, +23,,;) to form an arithmetic progression,
tan(B, +20,,+1) +tan(B, +20,,;—1) = 2tan(f, +29,). (4.16)
Solving this condition gives the next tilt codeword as
Opiv1 = % larctan (2tan (B, + 20, ;) —tan(B, +2,i-1)) — Bal - (4.17)

Although these tilt angles are not uniformly spaced in the angular domain, their corres-
ponding ring radii are more uniformly spaced on the receiver plane. This is the main

reason for using a non-uniform tilt design.
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For each ring i, the sweep codewords are generated around the reference sweep angle. To
maintain approximately equal arc length between neighbouring codewords, the sweep

step is reduced as the ring index increases:

A
Guiv =@ 02D 1=123,.... (4.18)
i
The sweep generation continues until the resulting angle falls outside the feasible sweep

range. Since outer rings have larger radii, they require more sweep points to preserve

similar spatial spacing. The factor 1/i in (4.18) provides this behaviour.

Therefore, the complete codebook of the nth element is constructed as

%n = { (191171'7 (pn,i,ﬁ) } ) (419)

where each pair defines one feasible tilt-and-sweep steering state. Because the construc-
tion is performed separately for every reflecting element, the resulting codebook captures

the element-dependent geometry of the ORIS array.

The complete non-uniform codebook construction is summarised in Algorithm 3. The
algorithm first computes the incident direction, the reference sweep angle, and the first
tilt codeword for the selected element. It then generates the remaining tilt levels using
the equal radial spacing condition and assigns sweep codewords to each ring using the

equal arc-length rule.

4.3.4 Codebook Error Metric

To evaluate the accuracy of the proposed codebook, the codebook-based steering is
compared with ideal continuous steering. Under ideal continuous steering, each ORIS
element can perfectly align the reflected beam towards the desired user position. Under
codebook-based steering, the element selects the nearest available codeword, which may

produce a small spatial mismatch.
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Algorithm 3: Element-Wise GO-Based Non-Uniform ORIS Codebook Generation
Input: Element position R,, LED position L, design parameters A% and A@
Output: Codebook %,
Compute the incident direction diy, using (4.7);
Compute B, using (4.12);
Compute the reference sweep angle ¢S using (4.13);
Compute the first tilt codeword 9, using (4.14);
Initialise ¥, = 0,1 — AD;
Initialise 6, = 0 and set i = 1;
while the reflected beam-hit points remain inside the receiver plane do
Generate sweep angles @, ;¢ using (4.18);
Add all valid pairs (i, @ni¢) to Gy;
Compute the next tilt angle ¥, ;11 using (4.17);
Set i< i+1;

return %,;

The mismatch is measured using the Frobenius norm of the channel error matrix. It is

defined as

N
2
||AH||F = Z Z ideal,n (Ur) hcb,n(Uk)) ) (4.20)
n=1 k

where higeal n(Ug) is the reflected channel gain achieved by element n under ideal con-
tinuous steering, and Agp, ,(Uy) is the channel gain achieved using the selected codeword

from the finite codebook.

A smaller value of ||AH||r means that the discrete codebook closely approximates ideal
beam steering over the receiver plane. This is important because better codebook accur-
acy leads to stronger entries in the gain matrix G, which directly improves the effective
channels used for NOMA resource allocation. Therefore, the codebook design is not
only a beam-steering problem; it also forms the foundation for the multi-user resource

allocation developed in the next section.
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4.4 NOMA-Based ORIS Resource Allocation

The non-uniform codebook developed in Section 4.3 provides a finite set of practical
steering states for each ORIS element. After the codebook is constructed, the best re-
flected channel gain that each element can provide to each user is stored in the gain
matrix G. Therefore, the online optimisation no longer needs to continuously search
over mirror angles. Instead, the remaining task is to assign the available ORIS elements
among users and allocate the NOMA transmit powers over the resulting effective chan-

nels.

4.4.1 Effective Channel and NOMA Signal Model

Let s, be a binary assignment variable, for which s, =1 means that the nth ORIS
element is assigned to user k, and s,; = 0 otherwise. Since each flat mirror element
can steer its reflected beam towards only one user during a transmission interval, each

element can be assigned to one user only. This gives the assignment constraint

K
Y suk=1, Vne{l,2,...,N}. (4.21)
k=1

For a given assignment matrix S, the effective channel gain of user k& is obtained by com-
bining the direct LoS channel and the reflected contributions from the ORIS elements

assigned to that user:
N

hi=hiosk+ Y Snk&nk- (4.22)
n=1
This expression connects the offline codebook design with the online NOMA resource

allocation. A better codebook produces larger values of g, which can improve the

effective channels and increase the achievable user rates.
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After the effective channels are obtained, the users are sorted from the weakest to the
strongest channel as

hy <hy <. <hg. (4.23)

Accordingly, the NOMA power allocation follows the reverse order,
p1=p2=--2>pk >0, (4.24)

so that users with weaker effective channels receive larger transmit powers.

Under perfect SIC, user k treats the signals intended for stronger-channel users as in-

terference when decoding its own signal. Therefore, the SINR of user £ is written as

_ I px
R Y ) i1 Pe+ 0}

% k=1,2,...,K. (4.25)

The achievable spectral efficiency of user k is then
Re = log, (1+ 7). (4.26)

and the system sum rate is

K
Rsum = Z Rk' (4.27)
k=1

Since the sum rate alone does not describe how fairly the throughput is distributed

among users, Jain’s fairness index is also considered. It is defined as

K 2
R
J(R) = —(ZkKl k)2 , (4.28)
K -1 Ry
where R = [R1,R,...,Rk]T. A value close to one indicates that the user rates are well

balanced, while a smaller value indicates a larger rate imbalance. This fairness met-
ric is important because an ORIS-assisted system should not only increase the total

throughput, but should also improve the service quality of users with weak channels.
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4.4.2 Fairness-Aware Optimisation Problem

The objective of the resource allocation is to jointly assign the ORIS elements and al-
locate the NOMA transmit powers. A direct sum-rate maximisation may favour users
with strong effective channels and leave weak users with low rates. On the other hand,
maximising fairness alone may reduce the total throughput. To balance these two ob-
jectives, a logarithmic utility function is used. This utility rewards higher rates while

strongly penalising small individual rates.

The joint ORIS assignment and NOMA power allocation problem is formulated as

sok €{0,1},  Vn,k, (4.29)

Here, Ryin is the minimum required rate for each user, Pyax is the maximum transmit

power, and C, is the peak-intensity limit of the VLC signal.

The first constraint guarantees a minimum QoS for every user. The second and third
constraints ensure that each ORIS element is assigned to exactly one user. The fourth
constraint limits the total transmit power, while the fifth constraint represents the
optical peak-intensity constraint. The last constraint enforces the NOMA power ordering

according to the effective channel ordering.



97
Problem (4.29) is a mixed-integer non-convex optimisation problem. The binary assign-
ment variables and the continuous power variables are coupled through the effective
channels and user rates. Therefore, an exhaustive joint search becomes computationally
impractical for realistic ORIS sizes. To reduce the complexity, a two-stage solution is
adopted. First, the ORIS elements are assigned to users using a QoS-oriented greedy
strategy. Then, after the assignment is fixed, the NOMA power vector is optimised using
the SSA, while GRPA is used as a benchmark.

4.4.3 QoS-Oriented ORIS Element Allocation

The ORIS element allocation is performed before the final NOMA power optimisation.
During this stage, temporary equal power allocation is used for all users to avoid fa-
vouring any specific power allocation method. The resulting effective channels and rates

provide an initial view of which users need reflected assistance from the ORIS.

The allocation process has two stages. In the first stage, the algorithm checks whether
any user fails to satisfy the minimum rate requirement. If such users exist, the user with

the largest rate deficit is selected as

k<= Ruin — Ry) . 4.30
w1, 135, (oo —R) (430

This step gives priority to the user that is farthest below the required rate.

After selecting the user with the largest deficit, the algorithm assigns to this user the

unallocated ORIS element that provides the largest reflected gain:
n* = argmax g, i, (4.31)
new "’

where 7% is the set of currently unassigned ORIS elements. After each assignment, the
effective channels and user rates are updated. This process continues until all users

satisfy the minimum rate requirement or no unassigned elements remain.
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Once the minimum rate requirement is satisfied for all users, the remaining ORIS ele-
ments are used to improve the logarithmic utility. For each remaining element and each
possible user, the algorithm evaluates the resulting utility and selects the element-user
pair that provides the largest improvement:

(n*,k*) = arg max f log, (R(.n’k)) (4.32)
Y g kal ] Y

ne# k

where R§n7k) is the rate of user j after the trial assignment of element n to user k.
Therefore, the first stage of allocation protects users with weak rates, while the second

stage improves the overall logarithmic utility.

This QoS-oriented allocation strategy naturally concentrates reflected optical energy on
users that need it most. As a result, the effective channel distribution becomes more
balanced before power optimisation begins. This is important because the subsequent
NOMA power allocation can perform better when the channel imbalance among users

is reduced.

4.4.4 GRPA and SSA Power Allocation

After the ORIS assignment is fixed, the same effective channels are used for both the
GRPA benchmark and the proposed SSA-based power allocation. This provides a fair
comparison because the difference between the methods comes only from the way the

NOMA power vector is selected.

The GRPA method is a low-complexity benchmark. It allocates power according to the
effective channel ratios after the users are sorted as in (4.23). The unnormalised power
coefficient is initialised as

£ =1, (4.33)
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and for k > 2, it is updated recursively as

£ = (%)kak_l. (434)

The final GRPA power allocation is then obtained by normalising the unnormalised

powers:

pORPA — Ké" Prnax. (4.35)
iz16j

Although GRPA is simple, it follows a fixed rule and does not directly optimise the log-

arithmic utility in (4.29). Therefore, it is used as a practical benchmark for comparison.

The proposed method uses the SSA to optimise the NOMA power vector after the ORIS
assignment is fixed. Unlike the GA used in Chapter 3 for binary ORIS element alloca-
tion, the power-allocation stage in this chapter is a continuous constrained optimisation
problem. SSA is therefore adopted because it can directly search over continuous can-
didate power vectors while balancing exploration and exploitation through producer,
follower, and warning behaviours. This makes it suitable for improving the logarithmic
utility under the NOMA power-ordering, total-power, peak-intensity, and minimum-rate

constraints. In SSA, each sparrow represents one candidate power vector,

X; = [Pi1;Pi2;- - PiK]- (4.36)

For each candidate, the rates are computed using (4.25) and (4.26). The fitness value is

defined as <
Z log, (Ri(x;)), x;€ .7,
F(x;) =} =1 (4.37)
—, X ¢ ga

where .# is the feasible set defined by the rate, power, peak-intensity, and ordering
constraints in (4.29). Assigning —eo to infeasible candidates ensures that infeasible power

vectors are never selected as the final solution.
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During the search process, the SSA population is divided into producers, followers, and
warning sparrows. Producers explore promising regions of the feasible power-allocation
space, followers move towards better candidate solutions, and warning sparrows help
the population avoid poor regions. After each update, candidate power vectors are
repaired if needed, checked against the constraints, and then re-evaluated using the

fitness function.

After the final iteration, the best feasible candidate is selected as

K
Pssa = argmax Y log, (Ry). (4.38)
=

This SSA-based optimisation searches the feasible power space directly according to
the logarithmic utility, which allows it to provide a better throughput—fairness trade-off
than the fixed GRPA rule.

The complete two-stage ORIS-assisted NOMA resource allocation method is summar-
ised in Algorithm 4. The algorithm first constructs the assignment matrix using the
QoS-oriented element allocation strategy, and then computes both the GRPA bench-

mark power vector and the proposed SSA-optimised power vector.

4.5 Simulation Results and Discussion

This section presents the simulation results for the proposed non-uniform codebook
design and the ORIS-assisted NOMA-VLC resource allocation framework. The evalu-
ation first examines the codebook accuracy and spatial mapping behaviour, and then
studies the effect of the resulting ORIS-assisted channel on multi-user NOMA perform-
ance. This order is important because the quality of the codebook directly determines

the reflected gain matrix used in the resource allocation stage.
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Algorithm 4: ORIS-Assisted NOMA Resource Allocation with GRPA and SSA

Input: Gain matrix G, direct channels {hLos7k}kK:1, maximum power Ppax,
minimum rate Rpy,, noise variance szv
Output: Assignment matrix S, GRPA power vector pSRPA, SSA power vector PSsA
Initialise S = Oyxx and % ={1,2,...,N};
Apply temporary equal power allocation and compute the initial user rates;
while % # 0 do
if there exists a user with R; < Ry, then
Select k* using (4.30);
Select n* using (4.31);

else
L Select (n*,k*) using (4.32);
Set Spx ko = 1;

Remove n* from % ;
| Update hy and Ry for all users;

Sort users such that i < h, <--- < ﬁK;

Compute pORPA using (4.33)(4.35);

Compute the GRPA user rates, sum rate and Jain fairness index;
Apply SSA using (4.37) to obtain p§ga;

Compute the SSA user rates, sum rate and Jain fairness index;
GRPA

return S, p ; PSsAS

4.5.1 Simulation Setup

The simulations consider an indoor room with a ceiling-mounted LED transmitter and
a wall-mounted ORIS. Users are randomly distributed on the receiver plane, and the
performance is averaged over independent user realisations. The main numerical setup
uses a room of dimensions 6 x 6 x 3 m?, in which the ORIS is deployed on one side wall
and contains up to 15 x 15 reflecting elements. The ORIS codebook is first evaluated
using the Frobenius norm error, and then the resulting gain matrix is used in the NOMA

resource allocation problem.

Four schemes are compared in the NOMA performance evaluation. The first two are LoS-
only baselines with GRPA and SSA power allocation, respectively. The other two are
LoS+ORIS schemes with GRPA and SSA. This comparison separates the gain achieved
by the ORIS from the gain achieved by the proposed SSA-based power optimisation.

The performance is evaluated using the sum rate and Jain fairness index.



Table 4.1: Simulation parameters for the ORIS-assisted NOMA-VLC system.

Parameter Value
Room dimensions 6x6x3m3
LED position (3,3,3) m
ORIS centre position (0,3,1.5) m
Mirror spacing 0.1 m
Mirror reflectivity o=1
Receiver plane height Zu=1m
Lambertian order m=1
Half-power angle 60°

FoV Y. =70°
Photodetector area A=10"*m?

Photodetector responsivity
Noise variance

Maximum transmit power
ORIS elements

Minimum rate

SSA population size

SSA maximum iterations

Monte Carlo runs

Rpp =0.45 A/W
62 =2x10"1% A?
Phax = 12 mW

225 elements

Rpmin = 0.05 bps/Hz
80 candidates

35 iterations

10* realisations
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The numerical settings are chosen to match the objective of this chapter, namely the
evaluation of finite ORIS codebook design and multi-user NOMA resource allocation
in an indoor VLC environment. Unlike Chapter 3, where the main focus is delay-aware
secrecy analysis, this chapter uses a multi-user ORIS-assisted VL.C setup to compare the
effect of codebook-based reflected links and power-allocation strategies. Therefore, the
room geometry, receiver-plane height, ORIS aperture, optical front-end parameters, and
power constraints are selected to provide a consistent indoor benchmark for comparing

LoS-only, LoS+ORIS, GRPA, and SSA-based schemes.
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Figure 4.5: Spatial mapping comparison between uniform and non-uniform codebooks on
the receiver plane.

4.5.2 Uniform and Non-Uniform Codebook Comparison

Before evaluating the NOMA performance, it is important to first examine why a non-
uniform codebook is needed. A uniform angular codebook samples the tilt and sweep
angles with fixed step sizes. Although this is simple, it does not produce uniform spatial
coverage on the receiver plane because the angular-to-spatial mapping of the reflected
beam is nonlinear. Therefore, many reflected points are concentrated near the ORIS,

while far regions of the receiver plane are covered more sparsely.

Figure 4.5 compares the spatial mapping of the uniform and non-uniform codebooks
on the receiver plane. The uniform codebook produces dense reflection points near the
ORIS and visible gaps farther away. In contrast, the proposed non-uniform codebook
adapts the angular steps to provide more balanced spatial coverage. This comparison
is included at the beginning of the results section because it directly shows how the
proposed codebook changes the spatial distribution of reflected beam-hit points before

the resulting gain matrix is used for NOMA resource allocation.
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The key observation from this comparison is that uniform angular resolution does not
mean uniform spatial resolution. Since users are distributed on the receiver plane, the
codebook should be designed according to spatial coverage rather than angular spa-
cing alone. The proposed non-uniform codebook achieves this by using equal radial
ring spacing and approximately equal arc length per codeword, which reduces spatial

redundancy and improves coverage efficiency.

4.5.3 Codebook Error Performance

The accuracy of the proposed codebook is evaluated using the Frobenius norm error
|AH||g. This metric measures the mismatch between ideal continuous steering and fi-
nite codebook-based steering. A smaller value indicates that the selected codewords

approximate the ideal beam alignment more accurately.

Figure 4.6 shows the Frobenius norm error as a function of the tilt step Ad¥ for differ-
ent sweep-step values. The error increases when A% becomes larger because wider tilt
spacing creates larger radial gaps between neighbouring rings on the receiver plane. For
a fixed tilt step, the error is also higher when the sweep step A@ increases. This shows

that both tilt and sweep resolutions affect the final codebook accuracy.

Figure 4.7 shows the complementary result, in which ||[AH|| is plotted against the sweep
step A@ for different tilt-step values. In this case, the error increases more noticeably
as A@ becomes larger. This is because the sweep angle controls the arc-wise spacing
between codewords on each ring. A larger sweep step increases the separation between
neighbouring hit points, especially on outer rings where the arc length is larger. There-
fore, the sweep resolution has a stronger effect on the codebook error than the tilt

resolution over the considered range.
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Figure 4.6: Frobenius norm error versus tilt step for different sweep-step values.

Figure 4.8 shows the number of candidate beams as a function of the coverage radius.
As the receiver coverage radius increases, more candidate beams are required to cover
the larger spatial region. For the same coverage radius, a smaller tilt step generates
more candidate beams because it creates more radial rings. Therefore, there is a clear
trade-off between codebook accuracy and codebook size. A finer codebook improves
spatial alignment but increases the number of steering states that must be stored and

searched.

Together, these results show that the proposed codebook can provide accurate spatial
steering with a finite number of codewords. They also show that the sweep step should be
chosen carefully because it has a strong effect on the spatial mismatch. This codebook
evaluation is important because the resulting gain matrix is later used by the ORIS-

assisted NOMA resource allocation algorithm.
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Figure 4.7: Frobenius norm error versus sweep step for different tilt-step values.

4.5.4 NOMA Sum-Rate and Fairness Performance

After evaluating the codebook, the next step is to study its impact on the multi-user
NOMA-VLC system. The ORIS contains a 15 x 15 reflecting array unless otherwise
stated. The four schemes compared are LoS+GRPA, LoS+SSA, LoS+ORIS+GRPA,
and LoS+ORIS+SSA. The LoS-only schemes show the baseline without reflected as-
sistance, while the ORIS-assisted schemes show the gain obtained from the reflecting

surface.

Figure 4.9 shows the sum rate versus the number of ORIS elements for K =3 users. The
LoS-only schemes remain almost constant because they do not depend on the number of
reflecting elements. In contrast, the ORIS-assisted schemes show a clear increase in sum

rate because adding more reflecting elements strengthens the effective optical channels



107

103

—_
S
)

Number of candidate beams

10! —@— AV =14° Ap=13° g
W AY=1.9°, Ap=13° ]
—A— AD =28, Ap = 13° |

100 Il Il Il Il Il Il Il Il

01 02 03 04 05 06 07 08 09 1

Figure 4.8: Number of candidate beams versus coverage radius for different tilt-step values.

available for NOMA transmission. The proposed LoS+ORIS+SSA scheme achieves the
highest sum rate across the entire range, increasing from approximately 4.4 bps/Hz to
9.6 bps/Hz. This shows that the ORIS improves the channel quality, while SSA uses the

improved channels more efficiently than the fixed GRPA rule.

Figure 4.10 shows Jain’s fairness index versus the number of ORIS elements for K =3
users. The LoS-only schemes remain almost constant because their channels are not
affected by the ORIS size. The LoS+ORIS+GRPA scheme improves the sum rate but
can reduce fairness because the reflected gain is not equally distributed among users. In
contrast, the LoS+ORIS+SSA scheme shows a gradual improvement in fairness as the
number of elements increases. This indicates that the logarithmic-utility optimisation
uses the additional ORIS gain in a more balanced way across the users. Therefore, the
proposed scheme should be interpreted as a throughput—fairness trade-off, rather than

a method that only maximises Jain’s index.
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Figure 4.9: Sum rate versus number of ORIS elements for K = 3 users.

Figure 4.11 shows the sum rate versus the maximum transmit power Py for K =3,
5, and 7 users. For all user counts, the sum rate increases with Pyax because a larger
power budget improves the received SINR. The LoS-only schemes achieve the lowest
rates because they rely only on the direct optical path. Once the ORIS is included, both
GRPA and SSA achieve a clear throughput gain, confirming the channel-enhancement
role of the reflecting surface. Among all schemes, LoS+ORIS+SSA achieves the highest
sum rate across the entire power range because SSA directly optimises the logarithmic

utility instead of following the fixed gain-ratio rule used by GRPA.

Figure 4.12 shows Jain’s fairness index versus Ppax for K = 3, 5, and 7 users. The
LoS+SSA scheme achieves high fairness because the LoS-only channels are less affected
by ORIS-induced geometric variations, and SSA can balance the transmit powers more
easily. When the ORIS is introduced, the effective channels become more diverse because

different users receive different reflected gains depending on their positions and assigned
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Figure 4.10: Jain fairness index versus number of ORIS elements for K = 3 users.

elements. Under this condition, LoS+ORIS+GRPA gives the lowest fairness because it
does not directly control the rate imbalance. The proposed LoS+ORIS+SSA scheme
consistently improves fairness compared with LoS+ORIS+GRPA, while still achieving

a much higher sum rate than the LoS-only schemes.

Finally, Figure 4.13 shows the sum rate as the number of users increases from K =2
to K =7. The LoS+GRPA curve decreases because the fixed transmit-power budget
is shared among more users and the fixed GRPA rule cannot adapt sufficiently. The
LoS+SSA curve remains more stable because the logarithmic-utility optimisation as-
signs power so that additional users still contribute non-negligible rates. When the
ORIS is included, both ORIS-assisted schemes achieve much higher sum rates than

their LoS-only counterparts. However, their sum rates decrease with increasing K be-
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Figure 4.12: Jain fairness index versus maximum transmit power for K =3, 5, and 7 users.

cause the same ORIS aperture and transmit-power budget must support more users,
and the NOMA interference also increases. Even under this heavier load, the proposed
LoS+ORIS+SSA scheme remains the best-performing scheme, confirming the benefit

of jointly using ORIS-based channel enhancement and SSA-based power optimisation.
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Figure 4.13: Sum rate versus number of users.

4.6 Summary

This chapter presented a non-uniform codebook design and NOMA-based resource al-
location framework for ORIS-assisted indoor VL.C systems. The chapter first introduced
the system model, in which the received signal consists of the direct LoS component
and the reflected contribution from a wall-mounted ORIS. A codebook-based beam-
steering model was then developed to avoid continuous real-time optimisation of the
mirror tilt and sweep angles. Since uniform angular codebooks produce non-uniform
spatial coverage on the receiver plane, a geometric-optics-based non-uniform codebook
was introduced to achieve more balanced beam-hit mapping for each ORIS element.
The resulting codebook was used to construct an ORIS gain matrix, which connects
the offline beam-steering design with online multi-user resource allocation. For NOMA
transmission, a fairness-aware optimisation problem was formulated by jointly consider-
ing ORIS element assignment, transmit-power allocation, minimum-rate requirements,

and optical power constraints. A two-stage solution was then presented, in which QoS-
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oriented greedy allocation assigns the ORIS elements to users, while SSA optimises the
NOMA power vector, with GRPA used as a benchmark. Simulation results showed that
the proposed non-uniform codebook reduced spatial mapping error compared with uni-
form angular sampling, and that the combined LoS+ORIS+SSA scheme improved the
sum rate and the throughput—fairness trade-off compared with LoS-only and GRPA-
based schemes. Overall, this chapter demonstrated that practical finite codebook design
and intelligent resource allocation are both essential for realising efficient and fair
ORIS-assisted VLC networks. Building on these optical beam-management results, the
next chapter moves to the LeRIS framework for integrated localisation, mapping, and

mmWave communication.



Chapter 5

Integrated Localisation, Mapping,
and Communication Through
VCSEL-Based LeRIS

5.1 Introduction

The previous chapter investigated non-uniform codebook design and NOMA-based
resource allocation for ORIS-assisted VLC systems. This chapter moves from ORIS-
assisted optical beam management to a multi-functional LeRIS framework in which
localisation, mapping, and communication are jointly supported. In future 6G indoor
networks, the wireless environment is expected to become programmable, adaptive, and
aware of the surrounding space [85]. This is especially important for high-frequency
mmWave communication, in which signals can suffer from severe path loss and block-
age [41], [86]. Therefore, accurate knowledge of user positions and surrounding obstacles

is essential for reliable LeRIS configuration and robust wireless access.
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To address these challenges, a LeRIS-enabled PWE can reshape mmWave propagation
and improve communication reliability [61], [87], [88]. A multi-functional LeRIS can
extend this role by incorporating optical sensing, localisation, and environmental aware-
ness into the wireless infrastructure [43], [54]. However, relying only on electromagnetic
measurements may introduce trade-offs between communication, localisation, and sens-
ing, because optimising the LeRIS configuration for one task can reduce its effectiveness

for another.

Optical sources provide a practical way to add environmental awareness to LeRIS-
enabled indoor systems. Because optical measurements are strongly dependent on geo-
metry and operate in a spectral band separate from the RF or mmWave communication
link, they can provide spatial references for localisation and mapping [43], [89]. Several
studies have investigated LED-based optical anchors for indoor positioning, using their
broad illumination patterns and existing lighting infrastructure to achieve centimetre-
level localisation accuracy through received-signal-strength and geometric positioning

methods [70], [71].

VCSELs offer a different set of source characteristics, including narrow Gaussian beams,
compact form factor, fast modulation, and low-power operation. Previous studies have
shown that VCSEL arrays can support reliable optical access under random user orient-
ation, deep-learning-based position and orientation estimation, and high-speed multi-
gigabit optical transmission [38], [39], [40]. Their directional emission is particularly
suitable for scanning-based localisation and environmental sensing, whereas LEDs re-

main well suited to broad illumination and coverage-oriented positioning.

Building on these complementary source characteristics, this chapter considers a VCSEL-
based LeRIS. Compact VCSEL sources are arranged along each LeRIS panel to provide
narrow Gaussian beams for user localisation and obstacle-aware mapping, while the
reflecting elements support mmWave communication. The selected source configuration
is therefore matched to the spatially selective sensing requirements of the proposed

framework [43], [62].
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This chapter develops a VCSEL-based LeRIS framework in which localisation, mapping,
and mmWave communication are jointly considered. The framework derives closed-form
localisation and orientation estimates from VCSEL measurements, proposes a VCSEL-
based method for detecting obstructed links, and uses the resulting environmental aware-

ness to guide blockage-resilient LeRIS-assisted mmWave routing.

The main contributions of this chapter are summarised as follows:

A VCSEL-based LeRIS architecture is presented for indoor PWEs, in which VC-
SELs are integrated with LeRIS panels to support localisation and sensing in
parallel with mmWave communication.

¢ Closed-form localisation and orientation estimation methods are presented, includ-
ing a five-VCSEL formulation and a dual-mode three-VCSEL formulation.

e A VCSEL-based obstacle mapping method is described, in which reflected optical
signals are used to identify blocked and unblocked links for environment-aware
route selection.

e A LeRIS-assisted mmWave communication model is developed, in which the es-

timated user position and mapping information are used to select feasible routes

and improve multi-user communication performance.

The remainder of this chapter is organised as follows. Section 5.2 presents the VCSEL-
based LeRIS system and channel model. Section 5.3 introduces the localisation and
mapping framework. Section 5.4 presents the obstacle-aware LeRIS-assisted communic-
ation model. Section 5.5 discusses the simulation results. Finally, Section 5.6 summarises

the chapter.
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5.2 System and Channel Model

5.2.1 VCSEL-Based LeRIS Architecture

To realise the ISAC framework introduced above, this section considers a PWE deployed
within an indoor space, as shown in Figure 5.1. A mmWave AP, equipped with a direc-
tional antenna and located outside the room, aims to communicate with multiple user
equipment (UEs) within the enclosed environment. Because high-frequency signals are
inherently susceptible to blockage and the room contains obstructing walls and ran-
domly positioned objects, direct LoS transmission from the AP to the UEs becomes
infeasible. To overcome this limitation, four LeRIS panels are deployed at the centres of
the room walls. Each LeRIS combines a programmable reflecting surface for mmWave
beam routing with integrated VCSELs for optical localisation and environmental sens-

ing.

The proposed LeRIS architecture transforms a conventional passive reflecting panel into
a multi-functional surface. The reflecting elements manipulate the mmWave signal, while
the VCSELs provide spatially structured optical illumination. In this way, the same
panel supports three connected functions: user localisation, obstacle-aware mapping,
and mmWave communication. The VCSELs are placed along the perimeter of each
LeRIS panel, and their narrow Gaussian beams scan small angular sectors to cover the

indoor environment.

A TDMA protocol is considered for multi-user access, in which each time slot is assigned
to one UE. At the beginning of each slot, the UE estimates its 3D position by receiving
optical signals from the VCSELs. To allow beam identification, each VCSEL transmits
at a distinct infrared tone, so that the UE can separate the received signals in the
frequency domain. The estimated position is then reported to the AP over a control

channel.
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Figure 5.1: Indoor PWE with VCSEL-based LeRIS panels for localisation, mapping, and
mmWave communication.

In parallel with localisation, the LeRIS panels also perform environmental sensing. Co-
located PDs, positioned near the VCSELSs, measure reflected optical signals from objects
in the room. Since the VCSELs emit highly directional beams, the measured reflections
can be associated with the known beam direction and range, allowing the system to
identify potential obstacles and blocked links. The AP then uses the estimated UE posi-
tion and the obstacle map to select a feasible LeRIS-assisted mmWave route. Therefore,
the overall system jointly performs localisation, mapping, and communication within

the same programmable environment.

5.2.2 Optical VCSEL Channel Model

The optical channel is used for localisation and sensing. In the proposed architecture,
VCSELSs generate narrow, low-divergence beams with Gaussian spatial intensity profiles,
whereas LEDs are generally associated with broader illumination patterns. The direc-
tional VCSEL emission provides the spatial selectivity required to estimate the position

and orientation of the UE.
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For the localisation and mapping problem considered in this chapter, the Gaussian beam
model is written in angular form so that the effects of propagation distance and beam
misalignment can be directly included in the received optical power. For a receiver
located at an angular offset from the beam axis, the Gaussian beam model can be
written in terms of the distance d;; between the ith VCSEL and the kth UE, and the

irradiance angle ¢. The angular intensity distribution is [39]

2P ; 2d?, sin?
Lix(d,§) = —5————exp (—’k—(p : (5.1)

aw?(d; xcos @) w?(d;xcos @)

This expression shows that the received intensity depends not only on the distance
between the VCSEL and the UE, but also on the angular alignment between the beam

and the receiver.

Based on the angular intensity, the received LoS optical power at the PD of the kth UE

is expressed as

Pios,ik = lix(d,9)App cos( ;) rect (%) : (5.2)

where App is the active area of the PD, yj; is the incidence angle, and ¥ is the receiver
half-angle FoV. The rectangular function ensures that the received optical signal is

considered only when the incidence angle lies inside the receiver FoV. It is defined as

rect <Wlk> = b <%, (5.3)

07 ‘Illl',k‘ > W

The total received optical power from the ith VCSEL at the kth UE includes both the

LoS optical component and the receiver noise. It is written as

Prik=Posik+ Pk (5.4)
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where P, ; ; is the optical noise power. The noise power is modelled as
Py ik = BoSi, (5.5)

where B, is the effective optical bandwidth and S;; is the single-sided noise power

spectral density.

The noise spectral density is given by [39]

Sik = Ak +RppPLos ik (29 +RINRppPLos i k) , (5.6)

where Rpp is the PD responsivity, ¢ is the electron charge, and RIN is the relative
intensity noise (RIN). The first term in (5.6) represents the thermal noise contribution,
while the remaining terms account for shot noise and RIN. The coefficient Ax denotes
the thermal-noise current spectral-density term associated with the receiver electronics.
It is used here as a compact parameter in the VCSEL RSS model, consistent with
the receiver-noise discussion in Chapter 2 and the classical IM/DD optical wireless
noise model [44]. This optical channel model captures the Gaussian beam propagation,

receiver orientation, and noise effects required for VCSEL-based localisation and sensing.

5.2.3 mmWave Communication Model

After the UE position and obstacle information are obtained through the VCSEL-based
localisation and sensing process, the AP selects a cascaded LeRIS route to serve the kth
UE. The selected route may include L participating LeRIS panels. Each intermediate
LeRIS steers the incident mmWave signal towards the next LeRIS, while the final LeRIS
steers the signal towards the estimated direction of the UE. The estimated direction of

the kth UE is denoted by (ér,ka Prk)-
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Each LeRIS panel is composed of My x Ny square reflecting elements with side length
D. Here, My and Ny denote the number of reflecting elements along the two panel
dimensions. This notation is used to avoid confusion with the number of users K and
other indices used elsewhere in the thesis. The effective directional gain of a LeRIS in

the target direction (0, ) is given by

AT|F(6,9)|?

p— .~ : (5.7)
Jo |F(6,9)|"sin(6)d6dp

G(ea(l)) =

where 1 is the aperture efficiency, and F (0, @) is the far-field radiation pattern of the
LeRIS array.

The far-field radiation pattern is expressed as

My Ny

= L X expli (ko (0. 0) -y + i) (5.8)
a=1b=

where a and b are the element indices along the two dimensions of the LeRIS panel,
ko = 21/ Am is the mmWave wavenumber, Ay, is the mmWave wavelength, (0, @) is
the geometry-dependent phase term, @, is the propagation phase offset, and ®,, is the

phase shift applied by the (a,b)th reflecting element.

The geometry-dependent phase term can be written as

£a(0,9) =Dsin(6) | (a= 5 ) eos(e) + (- 5 ) sin(o)]

+ (xr — xR ) sin(0) cos(¢) + (yr — yr) sin(0) sin( @)

+ (zr —zr) cos(0),

where (xr,yr,zr) are the coordinates of the transmitting or reflecting node, and

(xr,YR,2zR) denotes the centre of the receiving node.
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The propagation phase offset @, accounts for the path delay from the transmitting

node to the (a,b)th reflecting element. It can be written as
Wap = kodT ab, (5.10)

where dr 4, is the distance from the transmitting node to the (a,b)th reflecting element.
This term captures the phase accumulated before the signal reaches each reflecting

element.

To steer the reflected signal towards the estimated UE direction (énk,(i)r_‘k), the phase

shift applied by the (a,b)th element is configured as
D, = —koD [acos((ﬁr,k) sin(énk) +bsin(Pr i) sin(énk)} — Wyp- (5.11)

This phase configuration compensates for the propagation phase offset and steers the

outgoing wavefront towards the estimated UE direction.

When a LeRIS panel steers towards another LeRIS with known position and orientation,
the beam is assumed to be perfectly aligned. Under this condition, the far-field response

is maximised and the achievable gain becomes
Gmax = rleffoNy- (512)

For a cascaded route with L participating LeRIS panels, the cumulative gain contributed

by the first L — 1 panels is
L-1

Gcas - H (Aefmeax) ) (5-13)
/=1

where the effective aperture of each LeRIS panel is

MyNyAZ2

o (5.14)

Acfr =
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For the last participating LeRIS, the beam is steered towards the estimated UE direction.
However, because the UE direction is obtained from the optical localisation stage, loc-
alisation errors may create angular mismatch between the estimated direction (ér,ka Qc k)
and the true direction (6y, @ux) [90]. Therefore, the gain of the final LeRIS in the true

UE direction is

2
4 F(O ,k:qD ,k)
GL(Bu ks Puk) = Nefi—5 7 (Outs 90|

. 5.15
0" Jo IF(6,9)%sin(6)d0 d (549)

The total directional gain accumulated along the complete route is then expressed as

Gr,k = GcasAeffGL(eu,k7 (Pu,k)~ (5‘16)

The baseband signal received by the kth UE is given by

Yk = \/IpG(G: PGy x + wy, (5.17)

where x is the transmitted symbol with unit energy, G; and G; are the antenna gains
of the AP and the UE, respectively, F is the mmWave transmit power, G, is the total

route gain, and wy, is additive white Gaussian noise (AWGN) with variance 7.

The total path loss over a cascaded route with L participating LeRIS panels is [91]

Ll drﬁ e
=] Co (d—) : (5.18)
(=1

1,0

where d; 4 is the distance of the fth route segment, n; is the path loss exponent of that
segment, and d;¢ is the reference distance. The free-space path loss at the reference

distance is
2
A

Co=——. 5.19
0 (47'Cdr70)2 ( )
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Finally, the achievable spectral efficiency of the kth UE is given by
R =log, (1+,GG:G %), (5.20)

where % = P,/0} is the transmit SNR. In this form, the noise variance is included through
% and is not divided a second time inside the logarithm. This expression captures the
joint effect of route path loss, cascaded LeRIS gain, beam steering accuracy, and local-

isation error on the end-to-end mmWave communication performance.

5.3 VCSEL-Based Localisation and Mapping

This section presents the VCSEL-based localisation and mapping framework used by
the proposed LeRIS architecture. The localisation part uses received optical power meas-
urements from the VCSELs to estimate the UE position and orientation. The mapping
part uses reflected optical signals captured by co-located PDs to detect obstacles and
identify blocked LeRIS-UE links. Together, these two functions provide the environ-

mental awareness required for reliable mmWave route selection.

5.3.1 Closed-Form User Localisation

The position of the kth UE is estimated from the RSS measurements received from the
VCSELs. Let the ith VCSEL be located at position s; € R?, and let the PD of the UE
be located at position r € R3. The unit normal vector of the PD surface is denoted by

n € R? with ||n|| = 1. The distance between the ith VCSEL and the UE is
- (5.21)

and the unit vector pointing from the UE towards the ith VCSEL is

Si—rT
di -

u = (5.22)
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For highly directional VCSEL beams and assuming that the beam is aligned with the

PD FoV, the received optical power from the ith VCSEL can be written as
Pl' = ﬁi(di) (nTui) s (523)

where
_ 2P ;App
w2 (d,‘) ’

Bi(d:)

(5.24)

Here, Bi(d;) captures the distance-dependent optical power scaling of the ith VCSEL.
Equation (5.23) shows that the measured RSS depends on both the UE position and

the PD orientation.

For Ny received VCSEL signals, the measurements can be collected in vector form as

V(r)n=p, (5.25)
where
p=I[P.P,....Py]", (5.26)
and ) )
(Bi(di)uy)”
T
V(r) = (B Z(dZ,)UZ) . (5.27)
| (B (v )uvy )T_

For a fixed candidate position r, the unknown orientation vector n appears linearly in
(5.25). However, in practice, the received power measurements are affected by noise,
and the equations may not intersect exactly at one point. Therefore, the localisation

problem is formulated as a constrained least-squares problem,

i 1
min = ||[V(r)n—p|3. (5.28)

reR3, [n|=12
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For a fixed r, the orientation estimation subproblem becomes

1
min - [Vn— pl?. (5.29)
=12

Using the Lagrangian method, the regularised normal equation is obtained as
(VIV4+AL)n=V'p, (5.30)

where A is the Lagrange multiplier and I3 is the 3 x 3 identity matrix. Therefore, the

orientation vector for a given A can be expressed as
T —lyT
n(A)=(V'V+ALz) V'p. (5.31)

Here, A is the Lagrange multiplier introduced by the unit-norm constraint on the PD
orientation vector, not an arbitrary fitting parameter. For each candidate position r, 4
is selected so that the recovered orientation satisfies ||n(A)||, = 1. Therefore, (5.31) is a
constrained least-squares orientation estimate for a fixed candidate position. The value

of A is selected to satisfy the unit-norm constraint,
¢(A) =|In(A)[;—1=0. (5.32)

Thus, for each candidate position r, the corresponding orientation vector can be uniquely

obtained as fi(r).

The position estimation problem can then be written as

P= arg?;liR% J(r), (5.33)

where

1) = 3 IV(0)i(r) ~pI3. (534)
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Although J(r) is continuously differentiable, it is not globally convex because d; and u;
depend nonlinearly on r. Therefore, the position estimate in (5.33) is obtained using the

Levenberg—Marquardt method in variable-projection form, as detailed in Appendix A.

After the position is estimated, the UE orientation is obtained as
i =n(t). (5.35)

This formulation shows that five independent VCSEL measurements are sufficient to
uniquely recover the 3D position and the two orientation degrees of freedom of the

UE. This is the basis of the five-VCSEL localisation method in the proposed LeRIS

framework.

5.3.2 Dual-Mode VCSEL Localisation

The number of required VCSELSs can be reduced when each VCSEL operates in two
distinguishable optical modes. Different modes produce Gaussian beams with different
beam-waist and Rayleigh-range parameters. Therefore, a single VCSEL can provide
more than one independent measurement without increasing the number of physical

sources.

Assume that each VCSEL emits sequentially in two optical modes, denoted by a and b.

The received power from the ith VCSEL in mode m, € {a,b} is
P = ") (&) (n"w;), (5.36)

where

(5.37)
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Because the two modes originate from the same VCSEL, they share the same direction

T

vector u;. Therefore, the orientation-dependent factor n'u; can be eliminated by taking

the ratio of the received powers,

Ri=-_ = V. (5.38)

This ratio depends only on the distance d; and the known optical mode parameters.

Using the two-mode Gaussian beam parameters, the distance between the ith VCSEL

and the kth UE can be recovered in closed form as

1—R;
d; = . (5.39)

R() ()

where
~ R;B,
R, = , 5.40
5 (5.40)
and )
2App P
o = Lt (5.41)

(mo)\
(")
Thus, each dual-mode VCSEL provides a direct estimate of the distance to the UE,

independently of the unknown UE orientation.

With distance estimates from three non-collinear VCSELs, the UE position can be

recovered using trilateration. The position satisfies

Ir—si||>=d?,  i=1,273. (5.42)
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Subtracting the first equation from the second and third equations eliminates the quad-

ratic terms and gives the linear system

(s2—s1)" ) Is2]|2 = |Is1]|* — (d3 —d})

(5.43)
(s3—s1)" Is3 (1> = lls1[|* — (a5 —d?)

The intersection of this line with one of the original spheres in (5.42) gives two candidate
points, but only one lies inside the feasible indoor region illuminated by the VCSELs.

This point is selected as the UE position.

Once the position t is obtained, the orientation vector is recovered. The unit vector

from the UE to the ith VCSEL is

0, = — 5.44
s (o4
For one selected optical mode, define
(a)
P
Y = — (5.45)
ﬁi (di)
The orientation vector satisfies the linear system
Un =c, (5.46)
where
ﬁ? cga)
U=al|, c=[d"]. (5.47)
ﬁg cga)

i=U"lc (5.48)
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This shows that three dual-mode VCSELs can be sufficient for unique localisation and

orientation recovery under the required geometric conditions.

In the presence of noise, the distance estimate is perturbed. For the ith VCSEL—kth UE

link, the distance estimation error is written as

1
Adip =dig |1 — —— : (5.49)
’ ) /1 +(Xl7k
where
P oo
0 = —IL;’S:". (5.50)
n7l’

This expression quantifies how optical noise affects the distance estimation accuracy of

the VCSEL-based localisation system.

5.3.3 VCSEL-Based Obstacle Mapping

After the UE position is estimated, the system must determine whether the selected
LeRIS-UE and LeRIS-LeRIS links are blocked. This is important because mmWave
links are highly sensitive to obstacles, and even small objects can block the LoS path.
The proposed LeRIS architecture uses the same VCSEL infrastructure for obstacle-
aware mapping. As shown in Figure 5.2, multiple LeRIS panels provide complementary
VCSEL coverage across the indoor environment, which supports both user localisation

and obstacle-aware mapping.

During obstacle mapping, each VCSEL beam is steered over a finite set of azimuth and
elevation angles. The azimuth sweep covers the horizontal direction across the room,
while the elevation sweep controls the vertical pointing angle so that the beam can
interrogate different heights and ranges in the indoor space. In practice, the angular
step size determines the spatial resolution of the map, while the number of scanned
directions and the dwell time per direction determine the refresh rate. A narrower beam

gives higher spatial precision, but it also requires either more scan points or a longer
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Figure 5.2: VCSEL coverage from multiple LeRIS panels.

scan time to cover the same 3D region. Therefore, the proposed scan is intended to
operate over selected angular sectors around candidate communication paths, or in a
coarse-to-fine manner, rather than continuously scanning the whole room at the finest

angular resolution.

The VCSEL beam is steered in 3D space by varying its azimuth angle ¢ and elevation
angle 6. Each angular pair (6,¢) therefore defines one unique beam direction from
the VCSEL origin. During the VCSEL angular sweep, each emitted beam has a unit
direction

d = [cos @ cos @,cos Osin@,sin 0] . (5.51)

If a reflection is detected at range dy, the corresponding reflection point is

r="P+dvyd, (5.52)
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where P is the beam origin. The round-trip propagation delay of the reflected optical

signal is
2dy
T=——

— (5.53)

where ¢ is the speed of light. Thus, the reflection range can be estimated from the

measured time delay.

To determine whether a link between a transmitting node and a receiving node is blocked,

consider the LoS segment connecting the transmitting point

Py = (x1,yT,21)

and the receiving point

(¥R, YR, ZR)-
The segment can be written as
r(u) =Po+uds, 0<p<l, (5.54)
where
d = [xg — X1, YR — YT, 2R —21] (5.55)

is the direction vector of the segment.

Let &2, be a plane that contains the LoS segment, and let n, be its unit normal vector,
satisfying

n)d; =0. (5.56)

For a detected reflection point r, the signed distance from this plane is

s(r) :ng (r—Pyp). (5.57)
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If two consecutive reflection points r; and r; detected during the sweep satisfy

S(l‘])s(l'z) < O, (5.58)

then the reflection points lie on opposite sides of the plane, which indicates that an

object crosses the LoS segment. Therefore, the link is considered obstructed.

A binary link-availability indicator is defined as

0, if the link between LeRIS i and UE k is obstructed,
Xik = (5.59)

1, otherwise.

The indicator y;« is later used in the route-selection and communication model to ensure
that only feasible unobstructed links are selected. This mapping procedure allows the
PWE to identify blocked paths and configure the LeRIS panels for blockage-resilient

mmWave communication.

5.4 LeRIS-Assisted Communication

After the UE position has been estimated and the obstacle map has been constructed,
the PWE uses this information to configure the LeRIS-assisted mmWave communication
link. The main objective is to select a feasible route from the AP to the target UE
through one or more LeRIS panels. A route is considered feasible only when all of
its individual links are unobstructed. Therefore, the localisation and mapping stages
directly support communication by providing the user position, steering direction, and

link-availability information required for route selection.
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5.4.1 Obstacle-Aware Route Selection

Let m denote a candidate route between the AP and the kth UE. The route may include
one or more LeRIS panels. For example, a route can be formed as AP-LeRIS-UE, or it
can include multiple cascaded LeRIS panels before reaching the UE. Since each route is
composed of several individual segments, its feasibility depends on whether all of these

segments are unobstructed.

Let .#(m) denote the set of individual segments that form route z. For each segment
s € ./ (m), the binary indicator y; is used to represent whether the segment is available.
Specifically, x; = 1 means that the segment is unobstructed, while y; = 0 means that

the segment is blocked. Therefore, the route-availability indicator is defined as

xee= 1 % (5.60)
seS ()

If any segment in the route is blocked, then at least one ), becomes zero, and hence
Xk = 0. In this case, route & cannot be used to serve the kth UE. On the other hand,

if all segments are unobstructed, then x; = 1, and the route is feasible.

For each feasible route, the end-to-end spectral efficiency depends on the cascaded path
loss, the directional gain of the participating LeRIS panels, and the beam alignment
accuracy towards the UE. Therefore, the spectral efficiency of the kth UE through

candidate route 7 is given by

PthGrlp<7r)Gr,k(7r)) : (5.61)

Ry = Xnk log, (1 + 3
Oy

where P, is the mmWave transmit power, Gy and G; are the transmit and receive an-
tenna gains, respectively, [,(7) is the total path loss of route 7, G x(7) is the cascaded
directional gain of the selected route, and sz is the noise variance at the kth UE. The

indicator yrx ensures that blocked routes have zero spectral efficiency.
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The optimal route for the kth UE is selected as the route that provides the maximum
spectral efficiency among all candidate routes. Thus, the achievable spectral efficiency
of the kth UE is written as

Ri = maxRy . (5.62)
T

This equation shows that the final communication performance depends not only on the
mmWayve channel gain, but also on the accuracy of the localisation and mapping stages.
Accurate localisation improves the final LeRIS beam steering direction, while accurate
mapping prevents the system from selecting blocked routes. This is the main connection

between sensing and communication in the proposed VCSEL-based LeRIS framework.

5.4.2 TDMA-Based Multi-User Rate Optimisation

When multiple UEs are present in the indoor environment, the system must also decide
how to share the available transmission time among them. Since a TDMA protocol is
adopted, each UE is served during a fraction of the total time. Let 7, denote the time-
allocation factor assigned to the kth UE, with 0 < 7 < 1. The effective achievable rate

of the kth UE is therefore T;Ry.

To provide fairness among all UEs, the time-allocation problem is formulated as a max-
min optimisation problem. The objective is to maximise the minimum achievable user

rate, denoted by Rpi,. The optimisation problem is written as

max Riin
{Tk } ) Rmin

s.t.  TeRi 2 Rmin, Vk e

K
Z Tk = 1,
k=1

0< <1, Vk e X,

(5.63)
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where %" is the set of UEs and K is the number of UEs. The first constraint ensures
that every UE achieves at least the minimum rate Ryj,. The second constraint ensures
that the total allocated time is equal to one frame. The last constraint ensures that each

time-allocation factor is physically valid.

The problem in (5.63) is convex because the objective is linear and the constraints
are affine in the optimisation variables. Therefore, the globally optimal time allocation
can be efficiently obtained. This fairness-oriented formulation is important because users
may experience different route qualities due to their positions, orientations, and blockage
conditions. By optimising the time-allocation factors, the system improves the worst-

user performance and avoids serving only users with favourable channel conditions.

The complete operation of the proposed LeRIS-assisted communication framework can
therefore be summarised as follows. First, the VCSELs estimate the UE position and
orientation. Second, the reflected optical measurements are used to determine which
links are blocked or unobstructed. Third, the AP evaluates the feasible LeRIS-assisted
routes and selects the route with the highest spectral efficiency for each UE. Finally, the
TDMA time-allocation problem is solved to maximise the minimum user rate. In this

way, the proposed framework connects localisation, mapping, and communication into

one integrated VCSEL-based LeRIS system.

5.5 Simulation Results and Discussion

This section presents the simulation results for the proposed VCSEL-based LeRIS frame-
work. The results evaluate the performance of the system in terms of localisation ac-
curacy, obstacle-aware route selection, spectral efficiency, and multi-user fairness. The
simulations consider an indoor PWE with four LeRIS panels deployed at the centres of
the room walls. Each LeRIS is equipped with integrated VCSELSs for localisation and

sensing, and programmable reflecting elements for mmWave communication.
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5.5.1 Simulation Setup

The simulation environment consists of a 10 x 10 x 3 m? indoor room. Four LeRIS panels
are placed at the centres of the four walls. The centre coordinates of the panels are
(0,5,1.5), (10,5,1.5), (5,0,1.5), and (5,10, 1.5), respectively. Each LeRIS panel contains
24 VCSELs arranged along its perimeter. The VCSELSs jointly cover an azimuthal sector
of 120° and an elevation span of 60°, with each VCSEL rotating over a small angular
segment. This arrangement provides wide angular coverage while maintaining the fine

spatial resolution of narrow VCSEL beams.

The UEs are uniformly distributed inside the room, with horizontal coordinates selected
from x, € [0,10] m and y, € [0,10] m. The UE height is fixed at z; = 1.5 m, which corres-
ponds to a typical indoor user height and is aligned with the LeRIS panel centres. The
UE azimuth orientation is uniformly distributed over [0,27x], while the elevation orient-
ation is set to zero. In addition, randomly positioned cuboid obstacles are introduced

to model blockage events. Each obstacle has dimensions 1 x 1 x 1.6 m?.

The main VCSEL simulation parameters are summarised in Table 5.1, while the
mmWave communication parameters are summarised in Table 5.2. These values are
selected for the specific objective of this chapter, which is to evaluate VCSEL-based
localisation, obstacle mapping, and LeRIS-assisted mmWave route selection. Therefore,
they are not intended to match the VLC secrecy and codebook studies in Chapters 3
and 4. Instead, they provide a consistent indoor link-level scenario for comparing
localisation accuracy, blockage resilience, spectral efficiency, and multi-user fairness

within the proposed LeRIS framework.
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Table 5.1: Simulation parameters for VOSEL-based localisation and sensing.

Parameter Value

LeRIS 1 centre (0,5,1.5) m

LeRIS 2 centre (10,5,1.5) m

LeRIS 3 centre (5,0,1.5) m

LeRIS 4 centre (5,10,1.5) m

PD area App = 1 cm?

VCSEL transmit power F; =10 mW

Beam waist wo=5.6 um

Speed of light c=3x10% m/s
VCSEL wavelength Ao =950 nm

Optical bandwidth B, =1 GHz

RIN RIN = —155 dB/Hz
Preamplifier noise figure F, =5 dB

PD FoV ¥ =90°

Optical noise power Pyix=25x 1072w
Load resistance R =50 Q

Absolute temperature Ti =300 K
Boltzmann constant kg = 1.380649 x 10-23 J/K
PD responsivity Rpp =0.7 A/W

Table 5.2: Simulation parameters for mmWave communication.

Parameter Value
mmWave wavelength An=10"2m
Transmit power F=1W
Transmitter antenna gain Gy= 10 dB
Receiver antenna gain G, =0dB
Reference distance do=1m
Path loss exponent ng=2
Element spacing D=2Ay/2
LeRIS efficiency Nest = 100%
AWGN variance sz =—130 dB

The dimensional quantities in Tables 5.1 and 5.2 are reported with their physical units,

while dimensionless quantities such as LeRIS efficiency, path-loss exponent, and an-

tenna gains in dB are reported in their usual communication-system form. The VCSEL

parameters determine the optical sensing accuracy, whereas the mmWave parameters

define the link-budget assumptions used for

is necessary because the optical subsystem

the communication results. This separation

is used for localisation and mapping, while

the mmWave subsystem is used for data communication.
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Figure 5.3: Reference geometry for UE azimuth orientation with respect to the four LeRIS
panels.

5.5.2 Localisation Performance

Figure 5.3 shows the reference geometry used for the UE azimuth orientation. The
angle 0° corresponds to the UE facing LeRIS 4, while 90°, 180°, and 270° correspond
to LeRIS 2, LeRIS 3, and LeRIS 1, respectively.

Figure 5.4 shows the localisation error Ad, ; as a function of the UE azimuth orientation
¢ouE for different numbers of active LeRIS panels. When only one LeRIS panel is active,
the localisation error remains low only when the UE is oriented towards the coverage
region of that panel. However, when the UE rotates away from the active panel, the
received optical power decreases and the localisation error increases. This behaviour
is expected because VCSELs provide high spatial precision but have narrow angular

coverage.

When two opposite LeRIS panels are active, the angular coverage becomes wider, and
the localisation error is reduced over a larger range of UE orientations. Finally, when all
four LeRIS panels are active, the localisation error remains consistently low over the full
360° orientation range. This confirms that cooperation among multiple VCSEL-based
LeRIS panels can overcome the limited angular coverage of individual VCSELs and

provide robust localisation regardless of UE orientation.
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For the considered simulation settings, the proposed VCSEL-based architecture
achieves millimetre-level localisation accuracy, whereas the LED-based LeRIS bench-
mark provides centimetre-level accuracy. The difference arises from the narrow Gaussian
beam profile, strong directionality, and angular scanning capability used in the proposed
configuration. Therefore, this configuration provides more precise position information

for subsequent mmWave beam routing.

2 T L d T T ; 7'y -
- L=
=L =4
1.5+ -
H
~ 1
«v
R
<
0.5

180°  240° 300°  360°

$UE

0° 60° 120°

Figure 5.4: Localisation error versus UE azimuth orientation for different numbers of
active LeRIS panels.

5.5.3 Spectral Efficiency Performance

Figure 5.5 shows the spectral efficiency R, as a function of the transmit SNR % for
different numbers of participating LeRIS panels. The results show that increasing the
number of active LeRIS panels improves spectral efficiency. When only one LeRIS panel
is used, the system has limited route diversity and cannot easily avoid blocked paths.

Therefore, the communication performance is strongly affected by obstacle placement.
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In contrast, when multiple LeRIS panels are active, the system can identify alternative
unobstructed routes using the VCSEL-based mapping information. Although cascaded
reflection may introduce additional path loss, the availability of multiple routes provides
stronger blockage resilience. As a result, the spectral efficiency improves across the
considered SNR range. This shows that the sensing function of the VCSEL-based LeRIS
is useful not only for mapping but also for directly improving communication through

obstacle-aware route selection.
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Figure 5.5: Spectral efficiency versus transmit SNR for different numbers of participating
LeRIS panels.

Figure 5.6 shows the spectral efficiency as a function of the number of reflecting elements.
As the number of elements increases, the beamforming gain of each LeRIS panel also
increases. This improves the quality of the reflected route and leads to higher spectral
efficiency. However, the benefit of increasing the number of LeRIS panels depends on

the number of reflecting elements available at each panel.
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For a small number of reflecting elements, the additional cascaded routes created by
multiple LeRIS panels may suffer from strong path loss, and the gain over the single-
panel case is limited. As the number of elements increases, the higher beamforming gain
compensates for the cascaded path loss, and the performance gap between single- and
multi-panel deployments becomes larger. Therefore, the number of active panels provides
route diversity, while the number of reflecting elements determines how efficiently these

routes can be exploited.
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Figure 5.6: Spectral efficiency versus number of reflecting elements for different numbers
of LeRIS panels.

5.5.4 Obstacle-Aware Communication Performance

Figure 5.7 presents the spectral efficiency as a function of the transmit SNR for dif-
ferent numbers of obstacles. As expected, increasing the number of obstacles reduces
the achievable spectral efficiency, because more links become blocked and fewer feasible
routes are available. This degradation is more severe when only one LeRIS panel is

active, since the system has limited routing flexibility.



142

When four LeRIS panels are active, the impact of additional obstacles becomes less
severe. This is because the proposed VCSEL-based mapping method identifies blocked
links and allows the AP to select alternative unobstructed routes. Therefore, even in
dense blockage conditions, the cooperation of multiple LeRIS panels maintains reliable
communication. These results demonstrate that obstacle-aware mapping is essential for

robust mmWave communication in indoor PWEs.
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Figure 5.7: Spectral efficiency versus transmit SNR for different numbers of obstacles: (a)
one active LeRIS panel and (b) four active LeRIS panels.
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5.5.5 Multi-User Fairness Performance

Figure 5.8 shows the cumulative distribution function (CDF) of the minimum user
rate Rpyin under the TDMA-based max-min optimisation. The results compare different
numbers of participating LeRIS panels for both single-user and multi-user cases. In the
single-user case, the entire transmission time is assigned to one UE, and therefore the
achieved minimum rate is mainly determined by the selected route quality and blockage

condition.

In the multi-user case, the benefit of multiple LeRIS panels becomes more significant.
When only one LeRIS panel is active, several users may experience poor route quality
due to blockage or unfavourable position. As a result, the minimum user rate is limited.
When four LeRIS panels are active, the route diversity increases, and the system can
provide better links to more users. This shifts the distribution of Ry, towards higher

values and improves fairness across the user set.

These results show that multiple VCSEL-based LeRIS panels are useful not only for
increasing the rate of a single user, but also for improving multi-user fairness. The
combination of accurate localisation, obstacle-aware mapping, and route diversity al-
lows the system to reduce outage probability and improve the worst-user performance.
Therefore, the proposed LeRIS framework provides a practical approach for resilient

multi-user indoor mmWave communication.

5.6 Summary

This chapter presented an integrated localisation, mapping, and communication frame-
work based on VCSEL-enabled LeRIS. The proposed architecture combines program-
mable reflecting elements for mmWave communication with integrated VCSELs for
optical localisation and obstacle-aware mapping. A Gaussian VCSEL channel model,

including received optical power and noise expressions, was introduced and used to de-
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Figure 5.8: CDF of the minimum user rate for different numbers of participating LeRIS
panels: (a) single-user case and (b) multi-user case.

rive closed-form localisation and orientation estimation methods. The analysis showed
that five independent VCSEL measurements can recover the UE position and orient-
ation, while dual-mode VCSEL operation can reduce this requirement to three VC-
SELs under suitable geometric conditions. The chapter also described a VCSEL-based
mapping method that uses reflected optical signals to identify blocked and unobstruc-
ted links, enabling environment-aware LeRIS-assisted route selection. For multi-user
access, a TDMA-based max-min optimisation problem was formulated to improve fair-
ness by maximising the minimum user rate. Simulation results showed that the pro-

posed VCSEL-based LeRIS framework achieved millimetre-level localisation accuracy,
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improved blockage resilience, increased spectral efficiency, and enhanced multi-user fair-
ness. Overall, this chapter demonstrated that VCSEL-based LeRIS can transform in-
door PWEs into multi-functional platforms for joint localisation, mapping, and resilient
mmWave communication. The findings from Chapters 3—-5 are brought together in the

final chapter, which summarises the thesis and outlines future research directions.
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Appendix A: Levenberg—Marquardt Method for

VCSEL-Based Localisation

The constrained localisation problem in Chapter 5 is solved using the Levenberg—
Marquardt method. The objective is to iteratively refine the UE position estimate r
by minimising the mismatch between the measured RSS vector and the modelled RSS
vector. This method is suitable because the localisation problem is nonlinear in r, while

the orientation vector n can be estimated in closed form for each candidate position.

The residual vector is defined as
e(r) = V(r)i(r) —p, (A.1)

where p is the vector of measured received optical powers, V(r) is the localisation meas-
urement matrix, and fi(r) is the orientation vector obtained for a fixed position r. The

ith residual term is written as
fi(r,n) = ﬁ,-(di)nTu,- —P (A.2)

where P; is the measured received optical power from the ith VCSEL.

At iteration 7, the Levenberg—Marquardt update is obtained by solving
(J'T+ puls) Ar = —J"e, (A.3)

where J is the Jacobian matrix of the residual vector with respect to r, i is the damping
parameter, and Ar is the position update vector. The position estimate is then updated

as

r) = ¢l L Ar. (A.4)
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The damping parameter y controls the behaviour of the algorithm. When u is small, the
update behaves similarly to the Gauss—Newton method and provides fast convergence
near the solution. When u is large, the update behaves more like a gradient-descent

step, which improves stability when the current estimate is far from the optimum.

The iteration continues until the change in the position estimate or the reduction in
the residual norm becomes sufficiently small. Therefore, the stopping condition can be
written as

A, <gm or I —g@®)| < g, (A.5)
where e\ and g are small positive convergence thresholds.

After convergence, the final position estimate is denoted by f, and the corresponding
orientation estimate is obtained using (5.35). This completes the variable-projection

implementation of the VCSEL-based localisation method.



Chapter 6

Conclusion and Future Work

6.1 Concluding Remarks

Drawing together the three technical contributions presented in the preceding chapters,
this thesis investigated intelligent and adaptive OWC and sensing for future 6G in-
door wireless networks. Specifically, the thesis focused on how programmable optical
and hybrid wireless environments can improve security, localisation, mapping, blockage

awareness, and multi-user communication in indoor scenarios.

In Chapter 3, delay-aware PLS was investigated for ORIS-assisted VLC systems. The
motivation for this chapter was that conventional ORIS-assisted VLC studies primarily
rely on the reflected path to enhance the received signal power, while the propagation
delay introduced by the reflected path is often ignored. Therefore, this chapter explored
whether delay can serve as an additional design resource to improve secrecy perform-
ance. Both single- and multiple-eavesdropper scenarios were considered, including non-
colluding and colluding eavesdroppers. Moreover, delay-aware ORIS element allocation
was developed to improve the legitimate receiver’s channel while reducing information
leakage to eavesdroppers. The results showed that, even in the worst-case geometry
where the eavesdropper receives stronger optical power than the legitimate receiver, the
secrecy capacity can still be enhanced by exploiting the time-delay difference between
the direct and reflected optical paths. For the single-eavesdropper worst-case geometry,

the proposed allocation improves the secrecy capacity by 253.7% at an optical trans-

148
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mit power of 3 W compared with the LoS-only case. For multiple eavesdroppers, the
proposed PPO-based allocation provides secrecy-capacity improvements of 107% and
235% for the colluding and non-colluding cases, respectively, compared with allocating

all ORIS elements to the legitimate receiver.

In Chapter 4, non-uniform codebook design and NOMA-based resource allocation were
studied for ORIS-assisted VLC systems. The motivation for this chapter was that prac-
tical ORIS deployment cannot rely on continuous mirror-angle optimisation, and a finite
codebook is required for real-time beam steering. However, uniform angular codebooks
do not provide uniform spatial coverage on the receiver plane due to the nonlinear
mapping between mirror angles and reflected beam-hit points. To overcome this limit-
ation, an element-wise non-uniform codebook was developed using GO. Moreover, the
resulting codebook was connected to NOMA resource allocation through an ORIS gain
matrix. The results showed that the proposed LoS+ORIS+SSA scheme improves the
sum rate and the throughput—fairness trade-off compared with LoS-only and GRPA-
based schemes. Over the considered ORIS-size range, the proposed framework increases
the sum rate from approximately 4.4 bps/Hz to 9.6 bps/Hz, demonstrating the benefit

of combining non-uniform beam control with optimised multi-user power allocation.

In Chapter 5, a VCSEL-based LeRIS framework was developed for integrated local-
isation, mapping, and mmWave communication. The motivation for this chapter was
that future indoor wireless systems require not only high data rates, but also accurate
environmental awareness. Therefore, the chapter introduced a VCSEL optical sensing
model for estimating user position and orientation, and then extended the same sens-
ing capability to obstacle-aware mapping. The mapped environment was subsequently
used to support blockage-aware route selection for LeRIS-assisted mmWave communic-
ation. The results showed that VCSEL-based LeRIS can provide accurate localisation,

improve blockage awareness, and enhance communication reliability in indoor environ-
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ments. For the considered simulation settings, the proposed VCSEL-based framework
achieves millimetre-level localisation accuracy, compared with centimetre-level accur-
acy for the LED-based LeRIS benchmark, while the resulting localisation and mapping

information supports more reliable blockage-aware route selection.

Overall, this thesis demonstrated that ORIS and LeRIS technologies can play a central
role in future indoor wireless networks. Specifically, the results showed that delay, op-
tical beam steering, sensing information, and resource allocation can be jointly exploited
to support secure, adaptive, and user-aware communication. Across the three technical
contributions, the proposed methods achieve substantial improvements in secrecy capa-
city and multi-user sum rate, while improving localisation accuracy from the centimetre
level to the millimetre level. These findings suggest that future indoor networks should
use ORIS and LeRIS technologies as programmable components that can assist commu-

nication, localisation, sensing, and network optimisation.

6.2 Future Work

Although this thesis has demonstrated the potential of intelligent and adaptive OWC
and sensing for future indoor 6G networks, several important research directions remain

open.

First, future work can investigate the integration of semantic communication with OWC,
VLC, ORIS, and LeRIS. In semantic communication, the objective is not only to trans-
mit data accurately, but also to convey the information that is most relevant to a par-
ticular task. This is especially important in indoor 6G systems where communication,
localisation, and sensing may operate jointly. For example, a VCSEL-based sensing
system could extract task-relevant information such as blockage state, user mobility,

beam-alignment requirements, or localisation confidence. This information could then



151
be used to support beam steering, route selection, and resource allocation without re-
quiring all raw sensing measurements to be transmitted. Such an approach could reduce
signalling overhead, improve energy efficiency, and enable faster environment-aware

decision-making.

Second, the proposed framework can be extended towards digital-twin-assisted optical
wireless networks. A digital twin could maintain a virtual representation of the indoor
environment, including room geometry, user locations, obstacles, ORIS and LeRIS con-
figurations, and channel conditions. The virtual environment could be continuously up-
dated using optical sensing information and subsequently used to predict and optimise
beam steering, route selection, codebook selection, and resource allocation. This would
allow the network to move from reactive adaptation towards predictive environment-

aware operation.

Third, deeper integration between optical sensing and hybrid RF/mmWave commu-
nication can be investigated. In this thesis, VCSELs are used to provide localisation
and environmental information for mmWave communication. Future work could jointly
optimise the optical sensing beams, LeRIS configurations, mmWave routes, and user
scheduling. Machine-learning or RL methods could also be employed to support these

decisions in dynamic indoor environments with moving users and time-varying blockage.

Fourth, practical hardware implementation and experimental validation are important
directions for future research. The proposed VLC, ORIS, and LeRIS frameworks should
be evaluated using physical testbeds to examine the effect of practical device limitations.
Different implementation technologies, including micro-electro-mechanical system mir-
rors, liquid-crystal-based optical surfaces, spatial light modulators, and tunable metas-
urfaces, can be compared in terms of reflection efficiency, steering resolution, switching
speed, optical loss, aperture size, fabrication complexity, and integration with optical
transmitters and receivers. Such studies would help bridge the gap between analytical

modelling and practical indoor deployment.



152
Finally, the optimisation frameworks developed in this thesis can be extended to more
complex multi-user and security scenarios. The ORIS-assisted NOMA framework can
be investigated for larger user populations, mobile users, and more practical quality-of-
service requirements. Similarly, delay-aware PLS can be combined with adaptive beam
control, artificial noise, user authentication, and more advanced security mechanisms to

improve robustness against intelligent and mobile eavesdroppers.

Overall, these future research directions can extend the work of this thesis towards
more intelligent, predictive, and task-aware indoor 6G networks, where optical sens-
ing, programmable surfaces, semantic communication, digital twins, and hybrid wire-
less technologies operate together to support secure, adaptive, and environment-aware

communication.
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